TP-LINK

The Reliable Choice

User Guide

AC1200/1900 Wireless Dual Band Gigabit Access Point

EAP320/EAP330

REV1.0.0
1910011409



FCC STATEMENT

FCS

This equipment has been tested and found to comply with the limits for a Class B digital device,
pursuant to part 15 of the FCC Rules. These limits are designed to provide reasonable protection
against harmful interference in a residential installation. This equipment generates, uses and can
radiate radio frequency energy and, if not installed and used in accordance with the instructions,
may cause harmful interference to radio communications. However, there is no guarantee that
interference will not occur in a particular installation. If this equipment does cause harmful
interference to radio or television reception, which can be determined by turning the equipment
off and on, the user is encouraged to try to correct the interference by one or more of the

following measures:
e  Reorient or relocate the receiving antenna.
® Increase the separation between the equipment and receiver.

e Connect the equipment into an outlet on a circuit different from that to which the
receiver is connected.

e  Consult the dealer or an experienced radio/ TV technician for help.

This device complies with part 15 of the FCC Rules. Operation is subject to the following two

conditions:

1) This device may not cause harmful interference.

2) This device must accept any interference received, including interference that may cause
undesired operation.
Any changes or modifications not expressly approved by the party responsible for compliance

could void the user’s authority to operate the equipment.

Note: The manufacturer is not responsible for any radio or TV interference caused by
unauthorized modifications to this equipment. Such modifications could void the user’s

authority to operate the equipment.

FCC RF Radiation Exposure Statement:

This equipment complies with FCC RF radiation exposure limits set forth for an uncontrolled
environment. This device and its antenna must not be co-located or operating in conjunction
with any other antenna or transmitter.

“To comply with FCC RF exposure compliance requirements, this grant is applicable to only
Mobile Configurations. The antennas used for this transmitter must be installed to provide a
separation distance of at least 20 cm from all persons and must not be co-located or operating
in conjunction with any other antenna or transmitter.”

This device is restricted in indoor environment only.



CE Mark Warning
(€15880

This is a class B product. In a domestic environment, this product may cause radio interference,
in which case the user may be required to take adequate measures.

RF Exposure Information

This device meets the EU requirements (1999/519/EC) on the limitation of exposure of the

general public to electromagnetic fields by way of health protection.

The device complies with RF specifications when the device used at 20 cm from your body.

National Restrictions

This device is intended for home and office use in all EU countries (and other countries following

the EU directive 1999/5/EC) without any limitation except for the countries mentioned below:

Country Restriction Reason/remark
Belarus Not implemented
Norway Implemented This subsection does not apply for the geographical area

within a radius of 20 km from the centre of Ny-Alesund on

Svalbard.

Italy Implemented The public use is subject to general authorisation by the

respective service provider.

Russian Limited 1. SRD with FHSS modulation

Federation implementation 1.1. Maximum 2.5 mW e.i.r.p.

1.2. Maximum 100 mW e.i.r.p. Permitted for use SRD for
outdoor applications without restriction on installation
height only for purposes of gathering telemetry information
for automated monitoring and resources accounting systems.
Permitted to use SRD for other purposes for outdoor
applications only when the installation height is not

exceeding 10 m above the ground surface.
1.3.Maximum 100 mW e.i.r.p. Indoor applications.

2. SRD with DSSS and other than FHSS wideband

modulation

2.1. Maximum mean e.i.r.p. density is 2 mW/MHz. Maximum

100 mW e.i.r.p.

2.2. Maximum mean e.i.r.p. density is 20 mW/MHz. Maximum




100 mW e.i.rp. It is permitted to use SRD for outdoor
applications only for purposes of gathering telemetry
information for automated monitoring and resources

accounting systems or security systems.

2.3. Maximum mean e.i.r.p. density is 10 mW/MHz. Maximum

100 mW e.i.r.p. Indoor applications.

Ukraine Limited e.irp. <100 mW with built-in antenna with amplification

implementation factor up to 6 dBi.

ATTENTION: Due to EU law, the country settings must be identical to the country where the

device is operating (important due to non-harmonised frequencies in the EU).

Restricted to indoor use.

Canadian Compliance Statement

This device complies with Industry Canada license-exempt RSSs. Operation is subject to the
following two conditions:
1) This device may not cause interference, and

2) This device must accept any interference, including interference that may cause undesired
operation of the device.
Le présent appareil est conforme aux CNR d’Industrie Canada applicables aux appareils radio

exempts de licence. Lexploitation est autorisée aux deux conditions suivantes :

1) l'appareil ne doit pas produire de brouillage;

2) l'utilisateur de l'appareil doit accepter tout brouillage radioélectrique subi, meme si le
brouillage est susceptible d'en compromettre le fonctionnement.

Caution:

1) The device for operation in the band 5150-5250 MHz is only for indoor use to reduce the
potential for harmful interference to co-channel mobile satellite systems;

2) For devices with detachable antenna(s), the maximum antenna gain permitted for devices
in the band 5725-5850 MHz shall be such that the equipment still complies with the e.i.r.p.
limits specified for point-to-point and non-point-to-point operation as appropriate; and

The high-power radars are allocated as primary users (i.e. priority users) of the bands 5250-5350

MHz and 5650-5850 MHz and that these radars could cause interference and/or damage to LE-

LAN devices.



Avertissement:

1)  Ledispositif fonctionnant dans la bande 5150-5250 MHz est réservé uniquement pour une
utilisation a l'intérieur afin de réduire les risques de brouillage préjudiciable aux systémes
de satellites mobiles utilisant les mémes canaux;

2) Legain maximal d'antenne permis pour les dispositifs avec antenne(s) amovible(s) utilisant
la bande 5725-5850 MHz doit se conformer a la limitation P.L.R.E spécifiée pour I'exploitation
point a point et non point a point, selon le cas.

En outre, les utilisateurs devraient aussi étre avisés que les utilisateurs de radars de haute

puissance sont désignés utilisateurs principaux (c.-a-d., qu'ils ont la priorité) pour les bandes

5250-5350 MHz et 5650-5850 MHz et que ces radars pourraient causer du brouillage et/ou des

dommages aux dispositifs LAN-EL.

Radiation Exposure Statement:

This equipment complies with IC radiation exposure limits set forth for an uncontrolled
environment. This equipment should be installed and operated with minimum distance 20cm

between the radiator & your body.

Déclaration d'exposition aux radiations:

Cet équipement est conforme aux limites d'exposition aux rayonnements IC établies pour un
environnement non controlé. Cet équipement doit étre installé et utilisé avec un minimum de

20 cm de distance entre la source de rayonnement et votre corps.

Industry Canada Statement

CAN ICES-3 (B)/NMB-3(B)

¥

MpoaykT cepTudikoBaHo 3rigHO ¢ npasunamm cuctemmn YKpCEMPO Ha BignoBigHicTb BUMOram
HOPMAaTMBHMX [OKYMEHTIB Ta BMMOraMm, Wo nepeabdayeHi YUMHHUMY 3aKOHOZABUMMM aKTaMu

YKpaiHu.



Safety Information

*  When product has power button, the power button is one of the way to shut off the product;
when there is no power button, the only way to completely shut off power is to disconnect
the product or the power adapter from the power source.

* Don't disassemble the product, or make repairs yourself. You run the risk of electric shock
and voiding the limited warranty. If you need service, please contact us.

*  Avoid water and wet locations.
*  Adapter shall be installed near the equipment and shall be easily accessible.

*  The plug considered as disconnect device of adapter.

. I:E Use only power supplies which are provided by manufacturer and in the original
packing of this product. If you have any questions, please don't hesitate to contact us.

NCC Notice & BSMI Notice (only For EAP320)
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This product can be used in the following countries:
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Explanation of the symbols on the product label

Symbol

Explanation

DC voltage

X

RECYCLING

This product bears the selective sorting symbol for Waste electrical and electronic
equipment (WEEE). This means that this product must be handled pursuant to European
directive 2012/19/EU in order to be recycled or dismantled to minimize its impact on the

environment.

User has the choice to give his product to a competent recycling organization or to the

retailer when he buys a new electrical or electronic equipment.




Tp'LINK TP-LINK TECHNOLOGIES CO., LTD

DECLARATION OF CONFORMITY

For the following equipment:

Product Description: Wireless Dual Band Gigabit Access Point

Model No.: EAP320/EAP330

Trademark: TP-LINK

We declare under our own responsibility that the above products satisfy all the technical
regulations applicable to the product within the scope of Council Directives:

Directives 1999/5/EC, Directives 2006/95/EC, Directives 1999/519/EC, Directives 2011/65/EU
The above product is in conformity with the following standards or other normative documents
EN 300 328 V1.8.1

EN 301 489-1V1.9.2 &EN 301 489-17 V2.2.1

EN 60950-1: 2006 + A11: 2009 + A1: 2010 + A12: 2011 +A2: 2013

EN 50385: 2002
EN 301 893V1.7.1

The product carries the CE Mark:

C€15880

Person responsible for making this declaration:

Yang Hongliang

Product Manager of International Business

Date of issue: 2015-12-04

TP-LINK TECHNOLOGIES CO., LTD.
Building 24 (floors 1, 3, 4, 5), and 28 (floors 1-4) Central Science and Technology
Park, Shennan Rd, Nanshan, Shenzhen, China



About this User Guide

This User Guide is for EAP320 and EAP330. Chapter 4 to Chapter 8 are only suitable for the EAP

in Standalone mode. Refer to the EAP Controller User Guide when the EAP is managed by the
EAP Controller software.

Convention

Unless otherwise noted, the EAP or the device mentioned in this guide stands for AC1200

Wireless Dual Band Access Point EAP320, AC1900 Wireless Dual Band Access Point EAP330.
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1.1

1.2

Chapter 1 Introduction

Overview of the EAP

EAP series products provide wireless coverage solutions for small-medium business. They can
either work independently as standalone APs or be centrally managed by the EAP Controller
software, providing a flexible, richly-functional but easily-configured enterprise-grade wireless

network for small and medium business.

“Celling lamp” appearance and easily mounting design with chassis make EAP easy to be

installed on a wall or ceiling and blend in with most interior decorations.
EAP320/EAP330 can be powered via a PSE* device or the provided power adapter.

With the built-in dual-band antennas module, EAP320/EAP330 operate at both 2.4GHz and 5GHz,
and apply 802.11ac standards and MIMO technology, allowing packet transmission at up to
1200Mbps/1900Mbps..

*PSE: Power Sourcing Equipment, a device (switch or hub for instance) that will provide power

in a PoE setup.

Hardware Overview

1.2.1 LED

EAP320 and EAP330 have the same LED status and corresponding indications.
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TP-LINK
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]

Figure 1-1 Top View of the EAP




LED Status Indication

Solid green The device is working properly.

Flashing red System errors. RAM, flash, Ethernet, WLAN or firmware
may be malfunctioning.

Flashing yellow Firmware update is in progress. Do not disconnect or

power off the device.
Double-flashing red, green, yellow | The device is being reset to its factory default settings.

1.2.2 Interface Panel

Figure 1-3 Interface Panel of EAP330

® Kensington Security Slot: Secure the lock (not provided) into the security slot to prevent

the device from being stolen.

® RESET: With the device powered on, press and hold the RESET button for about 5 seconds
until the LED flashes red, then release the button. The device will restore to factory default
settings.

® CONSOLE: This port is used to connect to the serial port of a computer or a terminal to

check and monitor system information of the EAP320.

Note: CLI commands are not available in current software version. We will release a new

version supporting CLI commands soon. Please pay close attention to our official website.
® ETHERNET/ETH1(PoE):

This port is used to connect to the POE port of the provided PoE adapter for both data

transmission and power supply through Ethernet cabling.

® POWER: The power port is used to connect the EAP320/EAP330 to an electrical wall outlet

via power adapter. Please only use the provided power adapter.



Chapter 2 Network Topology

A typical network topology for the EAP is shown below.

Controller Host

Switch
EAP

Controller

70

EAP

Clients

Figure 2-1 Typical Topology

To deploy an EAP in your local network, a DHCP server is required to assign IP addresses to the
EAP and clients. Typically, a router acts as the DHCP server. A computer running the EAP

Controller software can locate in the same or different subnet with the EAPs.

The EAP can be managed by the EAP Controller software, which is a management software
specially designed for the TP-LINK EAP devices on a local wireless network, allowing you to
centrally configure and monitor mass EAP devices using a web browser on your PC. For more
information about the EAP Controller, please refer to the EAP Controller User Guide in the

resource CD or download it from our official website:

http://www.tp-link.com/en/support/download/



http://www.tp-link.com/en/support/download/

3.1

3.2

3.3

Chapter 3 Management Mode

AC1200 Wireless Dual Band Access Point EAP320 and AC1900 Wireless Dual Band Access Point
EAP330 can either work under the control of the EAP Controller software or work

independently as a standalone access point.

When user establishes a large-scale wireless network, the management of every single AP in
the network is complex and complicated. With the EAP Controller software, you can centrally

manage the mass APs simply in a web browser.

The Standalone mode applies to a relatively small-sized wireless network. EAPs in the Standalone

mode cannot be managed centrally by the EAP Controller software.

Standalone Mode

By default, the EAP works independently as a standalone access point. By entering the IP

address of the standalone EAP, you can log in to its web interface and perform configurations.

The factory default IP address configuration of the EAP is DHCP (Dynamic Host Configuration
Protocol). Before you access the web interface of the EAP, please make sure the DHCP server

works properly. Typically, a router acts as the DHCP server.
Follow the steps below to log in to the web interface of a standalone EAP.
1. Launch a web browser, enter the DHCP address in the address field and press the Enter key.

2. Enter admin (all lowercase) for both username and password.

Managed Mode

The EAP will become a managed AP once it is adopted via the EAP Controller software. Users
can manage the AP via a web browser. Refer to the EAP Controller User Guide to know more

about EAP Controller software.

Switch to Standalone Mode

The web interface of a specific EAP is not available once this EAP is adopted by the EAP
Controller. You can Forget the EAP via the EAP Controller to turn it back as a standalone AP.

Refer to the EAP Controller User Guide to learn more.

Proceed to the following chapters for information on using the EAP in standalone mode. EAP320
is taken as the example.



Chapter 4 Network

On Network page you can configure the IP address of the standalone EAP.

TP-LINK | ear320 United States ~ Access Point - ‘i-\ @

Wireless Monitoring Management

IP Settings

o Crynusmic Static
Falback 1F: # Enable
DHLP Fallback 1P: 192, 168.0.254
DHCP Fallback 1P MASK 2332552550

OHCP Fallback Gateway:

Figure 4-1 Network Page

Dynamic/Static: By default, the EAP device obtains an IP address from a DHCP server (typically a
router). Select Static to configure IP address manually.

Fallback IP: If the EAP fails to get a dynamic IP address from a DHCP server within ten
seconds, the fallback IP will work as the IP address of the device. After that,
however, the device will keep trying to obtain an IP address from the DHCP
server until it succeeds.

DHCP Fallback  Enter the fallback IP/IP mask.
IP/IP MASK:

DHCP Fallback  Enter the fallback gateway.
Gateway:




Chapter 5 Wireless

Wireless page, consisting of Wireless Settings, Portal, MAC Filtering, Scheduler, QoS and Rogue
AP Detection, is shown below.

TP-LINK | carszo United States - Access Point - E] @

Maomibaring

Wircless Settings Portal MAL Filltering Scheduler QoS Rogue AP Detection

Wireless Basic Settings

ZAGHz Wireless Radio | Enable

Wireless Mode: B0, 11 by e L
Channeel Width: 20/ 40HHT -
Channel: At -
Tu power; il [1-2)
S551Ds
Q.'.'I'I
1 SSHIH M Wireless VLAN 1D SSID Broadoast  Security Mode Portal SS10 solation Hodity
i TP-LINK_2 4G_S37CH 1 Enable [T Drigalde risable
Wireless Advanced Settings
Biacon Interval: 104 i {40-100)
DTEM Period: 1 (1-255)
RTS Threshold: 247 (1-2347)
Fragmestation Threshold: F34E (356-3346, works ooy in | 1bh/g mesdas)

Adrtime Fabmess: on B

Load Balance

Loasl Balamcn FH m

Maxinsim Associated Clients: L {1-20)

Figure 5-1 Wireless Page



5.1 Wireless Settings

TIPS:

Proceed to the following chapter for information on configuring the wireless network of the EAP.
The configuring information of 2.4G is taken as the example.

Following is the page of Wireless Settings.

TP-LINK | carazo United States - Access Point ~ E] @

Momibaring Manacgemient

Wircless Settings Portal MAL Filtering Scheduler Qos Rogue AP Detection

Wireless Basic Settings

2 AGHz Wirchess Radio: [~ Enable

Wireless Mode: 802 11b'n miboed -
Chamnmel Width: 20/40MHE -
Channel: Aute -
Tx power: i) [1-24)
S51Ds
O dd
{1 SSI0 Namss Wirsless VLAN 1D SSID Broadoast  Security Mode Portal S50 Txolathon Hodify
1 TECLIMK_2.40_S0a7Ch 1 Enabli s Haabli £ 3911

Wireless Advanced Seltings

Beacom Interval; 100y ms {$0-100)

DTIM Period: 1 (1-255)

RTS Threshold: 147 (1-2347)

Fragmeatation Theshald: 2346 (256-2345, works only in 11h/g maede)
Airtime Faimess: Gl oFF |

Load Balance

Load Balamon TH oFF |

Maxinsim Associabed Clienls: o {1-890)

Figure 5-2 Wireless Settings Page




5.1.1 Wireless Basic Settings

Wireless Basic Settings

2.4GHz Wireless Radio: [¥/] Enable

Wireless Mode: 802.11b/g/n mixed -
Channel Width: 20/40MHz b4
Channel: Auto v
Tx power: 20 (1-30)

Figure 5-3 Wireless Basic Settings

2.4GHz Wireless Check the box to enable 2.4GHz Wireless Radio.
Radio:

Wireless Mode: Select the protocol standard for the wireless network.

Wireless network created by the EAP is able to operate in the 2.4GHz frequency
The EAP supports 802.11b/g/n, 802.11b/g, and 802.11n standards. It is
recommended to select 802.11b/g/n, in which way clients supporting 11b, 11g
or 11n mode can access your wireless network.

Channel Width:  Select the channel width of this device. Options include 20MHz, 40MHz and
20/40MHz (this device automatically selects 20MHz or 40MHz, and 20MHz will
be used if 40MHz is not available). According to IEEE 802.11n standard, using a
channel width of 40MHz can increase wireless throughput. However, users
may choose lower bandwidth due to the following reasons:

1. To increase the available number of channels within the limited total
bandwidth.

2. To avoid interference from overlapping channels occupied by other
devices in the environment.

3. Lower bandwidth can concentrate higher transmit power, increasing
stability of wireless links over long distances.

Channel: Select the channel used by this device to improve wireless performance.
1/2412MHz means the Channel is 1 and the frequency is 2412MHz. The
channel number varies in different regions. By default, channel is automatically
selected.

Tx power: Enter the transmit power value. By default, the value is 20. The maximum
transmit power may vary among different countries or regions.

If the maximum transmit power is set to be larger than local regulation allows,
the maximum Tx power regulated will be applied in actual situation.

NOTE: In most cases, it is unnecessary to select maximum transmit power.
Selecting larger transmit power than needed may cause interference to
neighborhood. Also it consumes more power and will reduce longevity of the
device. Select a certain transmit power is enough to achieve the best
performance.

10




5.1.2 SSIDs

SSIDs can work together with switches supporting 802.1Q VLAN. The EAP can build up to eight

virtual wireless networks per radio for users to access. At the same time, it adds different VLAN

tags to the clients which connect to the corresponding wireless network. It supports maximum

8 VLANSs per radio. The clients in different VLAN cannot directly communicate with each other.

Clients connected to the device via cable do not belong to any VLAN. Thus wired client can

communicate with all the wireless clients despite the VLAN settings.

Click [ in the Modify column, the following content will be shown.

SSIDs
@ add
ID SSID Name Wireless VLAN ID SSID Broadcast Security Mode Portal SSID Isolation Modify

SSID Name: TP-LINK_2.4G_9997C8

Wireless VLAN ID: 1 (1-4094)

SSID Broadcast: [¥ Enable

Security Mode: None -

Portal: [] Enable

SSID Isolation: [] Enable

o |
Figure 5-4 SSIDs
Add Click to add up to 8 wireless networks per radio.
SSID Name: Enter up to 32 characters as the SSID name.
Wireless VLAN  Seta VLAN ID (ranges from 1 to 4094) for the wireless network. Wireless networks
ID: with the same VLAN ID are grouped to a VLAN.
SSID Enable this function, AP will broadcast its SSID to hosts in the surrounding
Broadcast: environment, as thus hosts can find the wireless network identified by this SSID. If
SSID Broadcast is not enabled, hosts must enter the AP’s SSID manually to connect
to this AP.

Security Mode: Select the security mode of the wireless network. For the security of wireless

network, you are suggested to encrypt your wireless network. This device
provides three security modes: WPA-Enterprise, WPA-PSK (WPA Pre-Shared Key)
and WEP (Wired Equivalent Privacy). WPA-PSK is recommended. Settings vary in
different security modes as the details are in the following introduction. Select
None and the hosts can access the wireless network without password.

1




Portal: Portal provides authentication service for the clients who want to access the
wireless local area network. For more information, refer to 5.2 Portal. After Portal
is enabled, the configurations in 5.2 Portal will be applied.

SSID Isolation:  After enabling SSID Isolation, the devices connected in the same SSID cannot
communicate with each other.

Modify: Click 4 to open the page to edit the parameters of SSID.

Click TL:_T to delete the SSID.

Following is the detailed introduction of security mode: WEP, WPA-Enterprise and WPA-PSK.

« WEP
WEP (Wired Equivalent Privacy), based on the IEEE 802.11 standard, is less safe than WPA-
Enterprise or WPA-PSK.

NOTE:

WEP is not supported in 802.11n mode. If WEP is applied in 802.11n mode, the clients may not be

able to access the wireless network. If WEP is applied in 11b/g/n mode (in the 2.4GHz frequency
band) or 11a/n (in the 5GHz frequency band), the device may work at a low transmission rate.

Security Mode: WEP v

Type: ® auto O Open System O Shared Key
Key Selected: Keyl A4

Wep Key Format: ® ascii O Hexadecimal

Key Type: ® s4Bit O 1288t O 152Bit

Key Value: weppw

Figure 5-5 Security Mode_WEP

Type: Select the authentication type for WEP.

o Auto: The default setting is Auto, which can select Open System or Shared Key
automatically based on the wireless station's capability and request.

« Open System: After you select Open System, clients can pass the
authentication and associate with the wireless network without password.
However, correct password is necessary for data transmission.

« Shared Key: After you select Shared Key, clients has to input password to pass
the authentication, or it cannot associate with the wireless network or
transmit data.

Key Selected: You can configure four keys in advance and select one as the present valid key.

12




Wep Key
Format:

Key Type:

Key Value:

Select the wep key format ASCII or Hexadecimal.

o ASCII: ASCII format stands for any combination of keyboard characters in the
specified length.

o Hexadecimal: Hexadecimal format stands for any combination of
hexadecimal digits (0-9, a-f, A-F) in the specified length.
Select the WEP key length (64-bit, or 128-bit, or 152-bit) for encryption.

e 64-bit: You can enter 10 hexadecimal digits (any combination of 0-9, a-f, A-F
without null key) or 5 ASCII characters.

« 128-bit: You can enter 26 hexadecimal digits (any combination of 0-9, a-f, A-
F without null key) or 13 ASCIl characters.

¢ 152-bit: You can enter 32 hexadecimal digits (any combination of 0-9, a-f, A-
F without null key) or 16 ASCII characters.

Enter the key value.

o«  WPA-Enterprise

Based on RADIUS server, WPA-Enterprise can generate different passwords for different users and

it is much safer than WPA-PSK. However, it costs much to maintain and is more suitable for

enterprise users. At present, WPA-Enterprise has two versions: WPA-PSK and WPA2-PSK.

Security Mode:
Version:

Encryption:

Radius Server IP:

Radius Port:

Radius Password:

Group Key Update
Period:

WPA-Enterprise v
@ Auto O WPA-PSK (O WPAZ-PSK
® Auto O TKIP (O AES
0.0.0.0
0 (1-65535,0 means default port 1812)
0 seconds(30-8640000,0 means no

upgrade)

Version:

Encryption:

Figure 5-6 Security Mode_WPA-Enterprise

Select one of the following versions:

e Auto: Select WPA-PSK or WPA2-PSK automatically based on the wireless
station's capability and request.

o WPA-PSK: Pre-shared key of WPA.
e WPA2-PSK: Pre-shared key of WPA2.

Select the encryption type, including Auto, TKIP, and AES. The default setting
is Auto, which can select TKIP (Temporal Key Integrity Protocol) or AES
(Advanced Encryption Standard) automatically based on the wireless station's
capability and request. AES is more secure than TKIP and TKIP is not supported
in 802.11n mode. It is recommended to select AES as the encryption type.
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RADIUS Server Enter the IP address/port of the RADIUS server.

IP/Port:

RADIUS Enter the shared secret of RADIUS server to access the RADIUS server,
Password:

Group Key Specify the group key update period in seconds. The value can be either 0 or

Update period: at least 30. 0 means no update.

NOTE:

Encryption type TKIP is not supported in 802.11n mode. If TKIP is applied in 802.11n mode, the
clients may not be able to access the wireless network of the EAP. If TKIP is applied in 11b/g/n
mode (in the 2.4GHz frequency band) or 11a/n (in the 5GHz frequency band), the device may work
at a low transmission rate.

« WPA-PSK

Based on pre-shared key, security mode WPA-PSK is characterized by high security and simple
configuration, which suits for common households and small business. WPA-PSK has two
versions: WPA-PSK and WPA2-PSK.

Security Mode: WPA-PSK v

version: ® Auto O WPA-PSK (O WPA2-PSK
Encryption: O Auto O TKIP @ AES

Wireless Password: wpapassl

Group Key Update

Period: 0 seconds(30-8640000,0 means no

upgrade)

Figure 5-7 Security Mode_WPA-PSK

Version: e Auto: Select WPA or WPA2 automatically based on the wireless station's
capability and request.

o WPA: Pre-shared key of WPA.
e WPA2: Pre-shared key of WPA2.

Encryption: Select the encryption type, including Auto, TKIP, and AES. The default setting is
Auto, which can select TKIP (Temporal Key Integrity Protocol) or AES (Advanced
Encryption Standard) automatically based on the wireless station's capability
and request. AES is more secure than TKIP and TKIP is not supported in 802.11n
mode. It is recommended to select AES as the encryption type.

Wireless Configure the WPA-PSK/WPA2-PSK password with ASCIl or Hexadecimal
Password: characters. For ASCII, the length should be between 8 and 63 characters with
combination of numbers, letters (case-sensitive) and common punctuations. For
Hexadecimal, the length should be 64 characters (case-insensitive, 0-9, a-f, A-F).
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Group Key
Update Period:

Specify the group key update period in seconds. The value can be either 0 or at
least 30. 0 means no update.

5.1.3 Wireless Advanced Settings

Wireless Advanced Settings

Beacon Interval: 100 ms (40-100)

DTIM Period: 1 (1-255)

RTS Threshold: 2347 (1-2347)

Fragmentation Threshold: 2346 (256-2346, works only in 11b/g mode)
Airtime Fairness: |m

Save

Beacon
Interval:

DTIM Period:

RTS Threshold:

Fragmentation
Threshold:

Figure 5-8 Wireless Advanced Settings

Beacons are transmitted periodically by the device to announce the presence of a
wireless network for the clients. Beacon Interval value determines the time
interval of the beacons sent by the device. You can specify a value from 40 to 100.
The default value is 100 milliseconds.

This value indicates the number of beacon intervals between successive Delivery
Traffic Indication Messages (DTIMs) and this number is included in each Beacon
frame. A DTIM is contained in Beacon frames to indicate whether the access point
has buffered broadcast and/or multicast data for the client devices. Following a
Beacon frame containing a DTIM, the access point will release the buffered
broadcast and/or multicast data, if any exists. You can specify the value between
1-255 Beacon Intervals. The default value is 1, indicating the DTIM Period is the
same as Beacon Interval. An excessive DTIM period may reduce the performance
of multicast applications. It is recommended to keep it by default.

When the RTS threshold is activated, all the stations and APs follow the Request
to Send (RTS) protocol. When the station is to send packets, it will send a RTS to
AP to inform the AP that it will send data. After receiving the RTS, the AP notices
other stations in the same wireless network to delay their transmitting of data. At
the same time, the AP inform the requesting station to send data. The value range
is from 1 to 2347 bytes. The default value is 2347, which means that RTS is
disabled.

Specify the fragmentation threshold for packets. If the size of the packet is larger
than the fragmentation threshold, the packet will be fragmented into several
packets. Too low fragmentation threshold may result in poor wireless
performance caused by the excessive packets. The recommended and default
value is 2346 bytes.
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Airtime Airtime Fairness is a feature that boost the overall network performance by

Fairness: sacrifice a little bit of network time on your slowest devices. The relatively “slow”
wifi speed devices can be slow from either long physical distance, weak signal
strength, or simply being a legacy device with older technology. The setting takes
away the monopoly in network time by the slower device (making the slower
device even slower), dedicate and shift those processing time to the faster device
to achieve better overall network performance.

5.1.4 Load Balance

By restricting the maximum number of clients accessing the EAPs, Load Balance helps to achieve

rational use of network resources.

Load Balance
Load Balance: |m
Maximum Associated Clients: 1] (1-09)
Figure 5-9 Load Balance
Load Balance: Disable by default. Click ON to enable the function. After enabling it, you
can set a number for maximum associated clients to control the wireless
access.
Maximum Enter the number of clients to be allowed for connection to the EAP. The

Associated Clients:  number ranges from 1 to 99.

5.2 Portal

Portal authentication enhances the network security by providing authentication service to the
clients who want to access the wireless local network. Portal is also called web authentication.

The users have to log in a web page to establish verification.

Network resources can be classified into different types for different users. Part of them can be
accessed for free by the clients; while some specific resources can only be accessed by authorized
users. What's more, you can customize the authentication login page and specify a URL which

the newly authenticated client will be redirected to. Please refer to Portal Configuration or Free

Authentication Policy according to your need.
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Following is the page of Portal.

Tp'LINK EAR3I20 United SEates - AOtELE Pt = :4' @

Manitaring Mansgement

Wirgless Settings Portal MAL Filbering Scheduber Dus Rogue AF Detection

Portal Configuration

Authenticabion Typs No Authenthoation v
Autlsenticalion Thmeoul & Hours -
v] H [
Ridirect: Enabe
Risdfirect LRL:
Partal Customiration: Lescal Wil Portal -
Term of Use:

1 acoept the Term of Lise

Free Authentication Policy

) add

I Poficy Han Sowsror 1P Rangs Dsstimation 1P Ramge Source MAC M:h“m Staliss  Sellings

Figure 5-10 Portal Page
NOTE:

To apply Portal in a wireless network, please go to Wireless—Wireless Settings—SSIDs to enable
Portal of a selected SSID.

5.2.1 Portal Configuration

Three authentication types are available: No Authentication, Local Password and External
RADIUS Server.

1. NoAuthentication: Users are required to finish only two steps: agree with the user protocol
and click the Login button.
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2. Local Password: Users are required to enter the preset user name and password, which are
saved in the EAP.

3. External RADIUS Server: Users are required to enter the preset user name and password,
which are saved in the database of the RADIUS server. The RADIUS server acts as the
authentication server, which allows you to set different user name and password for

different users.

Refer to the following content to configure Portal based on actual network situations.

¢ No Authentication

Portal Configuration

Authentication Type:

Authentication
Timeout:

Redirect:

Redirect URL:

Portal Customization:

No Authentication  w

1 Hours v
D H M
Enable
Local Web Portal v

Term of Use:

| 1 accept the Term of Use

Authentication
Type:

Authentication
Timeout:

Redirect:

Figure 5-11 Portal Configuration_No Authentication

Select No Authentication.

After successful verification, an authentication session is established.
Authentication Timeout decides the active time of the session. Within the
active time, the device keeps the authentication session open with the
associated client. To reopen the session, the client needs to log in the web
authentication page and enter the user name and password again once
authentication timeout is reached.

By default, authentication timeout is eight hours. Select Custom from the
drop-down list to customize the parameter.

Disable by default. Redirect specifies that the portal should redirect the newly
authenticated clients to the configured URL.
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Redirect URL:

Portal
Customization:

Enter the URL that a newly authenticated client will be directed to.

Select Local Web Portal, the authentication login page will be provided by the
built-in portal server.

The page configured below will be presented to users as the login page. Words
can be filled in Input Box 1 and Input Box 2.

Input Box 1

Term of Use:

Input Box 2

------------

Enter up to 31 characters as the title of the authentication login page in Input
Box 1, like “Guest Portal of TP-LINK".

Enter the terms presented to users in Input Box 2. The terms can be 1 to 1023
characters long.
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o Local Password

Portal Configuration

Authentication Type: Local Password v

Password:

Authentication Timeout: 8 Hours v
D H M

Redirect: [] Enable

Redirect URL:

Portal Customization: Local Web Portal v

Password:

Term of Use:

[] 1 accept the Term of Use

Figure 5-12 Portal Configuration_Local Password

Authentication Type: Select Local Password.

Password: Enter the password for local authentication.

Please refer to No Authentication to configure Authentication Timeout, Redirect, Redirect

URL, and Portal Customization.

« External RADIUS Server

External RADIUS Server provides two types of portal customization: Local Web Portal and
External Web Portal. The authentication login page of Local Web Portal is provided by the built-
in portal server of the EAP, as Figure 5-13 shown. The authentication login page of External Web

Portal is provided by external portal server, as Figure 5-14 shown.

20




1. Local Web Portal

Portal Configuration

Authentication Type: External Radius Serve w
Radius Server Ip:
Port:

Radius Password:

Authentication Timeout: 1 Hours -
D H M
Redirect: [] Enable
Redirect URL:
Portal Customization: Local Web Portal A
Username;
Password:

Term of Use:

[¥ 1 accept the Term of Use

Figure 5-13 Portal Configuration_External RADIUS Server_Local Web Portal

Authentication Type: Select External RADIUS Server.

RADIUS Server IP: Enter the IP address of the RADIUS server.
Port: Enter the port for authentication service.
RADIUS Password: Enter the shared secret of RADIUS server to log in to the RADIUS server.

Please refer to No Authentication to configure Authentication Timeout, Redirect, Redirect

URL, and Portal Customization.
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2. External Web Portal

Portal Configuration

Authentication Type: External Radius Serve  w
Radius Server Ip:
Port:

Radius Password:

Authentication Timeout: 1 Hours A4
D H M
Redirect: [] Enable

Redirect URL:
Portal Customization: External Web Portal  w

External Web Portal URL:

Figure 5-14 Portal Configuration_External RADIUS Server_External Web Portal

Authentication Type: Select External RADIUS Server.

RADIUS Server IP: Enter the IP address of the RADIUS server.
Port: Enter the port for authentication service.
RADIUS Password: Enter the shared secret of RADIUS server to log in to the RADIUS server.

Portal Customization: Select External Web Portal.

External Web Portal Enter the authentication login page’s URL, which is provided by the
URL: remote portal server.

Please refer to No Authentication to configure Authentication Timeout, Redirect and Redirect
URL.

5.2.2 Free Authentication Policy

Free Authentication Policy allows clients to access network resources for free. On the lower part

of the Portal page you can configure and view free authentication policies.

Free Authentication Policy

D Policy Name Source IP Range Destination IP Range Source Mac DES;'::ttm" Status  Settings

Figure 5-15 Free Authentication Policy
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Click € 2dd to add a new authentication policy and configure its parameters.

Free Authentication Policy

@ add
1D Policy Name Source IP Range Destination IP Range Source MAC Des;'g;tlon Status  Settings

Policy Name: Policy 1

Source IP Range: 192.168.2.0 / 24 (Optional)

Destination IP Range: 10.10.10.0 /24 (Optional)

Source MAC: (optional)

Destination Port: (Optional)

Status: [¥ Enable

o o

Policy Name:
Source IP

Range:

Destination IP
Range:

Source MAC:

Destination
Port:

Status:

Figure 5-16 Configure Free Authentication Policy

Enter a policy name.

Enter the source IP address and subnet mask of the clients who can enjoy the
free authentication policy. Leaving the field empty means all IP addresses can
access the specific resources.

Enter the destination IP address and subnet mask for free authentication policy.
Leaving the field empty means all IP addresses can be visited. When External
Radius Server is configured and External Web Portal is selected, please set
the IP address and subnet mask of your external web server as the Destination

IP Range.

Enter the source MAC address of the clients who can enjoy the free
authentication policy. Leaving the field empty means all MAC addresses can
access the specific resources.

Enter the destination port for free authentication policy. Leaving the field
empty means all ports can be accessed.

Check the box to enable the policy.
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Click the button OK in Figure 5-16 and the policy is successfully added as Figure 5-17 shows.

Free Authentication Policy

@ 2ad
D Policy Name Source IP Range Destination IP Range Source MAC Des::)l‘;lrattlon Status  Settings
1 Policy 1 182.168.2.0/24 10.10.10.0/24 - - Enable [& 1

Figure 5-17 Add Free Authentication Policy

Here is the explanation of Figure 5-17: The policy name is Policy 1. Clients with IP address range

192.168.2.0/24 are able to visit IP range 10.10.10.0/24. Policy 1 is enabled.

Click [ to edit the policy. Click 17 to delete the policy.

5.3 MACFiltering

MAC Filtering uses MAC addresses to determine whether one host can access the wireless

network or not. Thereby it can effectively control the user access in the wireless network.

TRP-LINK | car3zo United States = Access Poirt ~ ‘) @
Monitoring Management
Wirgless Settings Portal MAL Filtering S oheduler Cpos Rogue AP Detection
Settings
Enable MAC Filtering Erable

Station MAC Group

MAC Filtering Association
1] S510 Hame Band HAL Growp Hame Acticn
TP-LINK_Z.4G_FRTC 2. 40HT MNong - Doy -
TE-LINK_SG_9997C9 SGHZ Mong » Deny >

Figure 5-18 MAC Filtering Page
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o Settings

Enable MAC Filtering: Check the box to enable MAC Filtering.

« Station MAC Group
Follow the steps below to add MAC groups.

Step 1:

Click Creste Grouns o tables will be shown.

Station MAC Group

0 Add a Group e Add a Group Member
MAC Group Name Modify 1D MAC Address Modify
Figure 5-19 Station MAC Group
Step 2:
Click @ ~dd=2Groun and ill in a name for the MAC group.
Station MAC Group
Add a Group 0 Add a Group Member
MAC Group Name Modify D MAC Address Modify

MAC
Group: I I

o o

Figure 5-20 Add a Group

Step 3:

Select one MAC group, and click & #dd 2 Groun Member and input the MAC address you want to

organize into this group.
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Station MAC Group

@ Add a Group @ Add a Group Member
MAC Group Name Modify D MAC Address Modify
1st Floor Z
2rd Floor Z tw

MAC Address: I |

Figure 5-21 Add a Group Member

Click [ in Modify column to edit the MAC group name or MAC address. Click 1 to delete the
MAC group or group member.

+ MACFiltering Association

MAC Filtering Association

1D SSID Name Band MAC Group Name Action

TP-LINK_2.4GHz_16E290 2.4GHz None v Deny v

Note:
Deny: Deny the access of the stations specified in the MAC group.
Allow: Allow the access of the stations specified in the MAC group.

Figure 5-22 MAC Filtering Association

SSID Name: Displays the SSID of the wireless network.
Band: Displays the frequency band the wireless network operates at.
MAC Group Name: Select a MAC group from the drop-down list to allow or deny its members

to access the wireless network.

Action: o Allow: Allow the access of the stations specified in the MAC group.

e Deny: Deny the access of the stations specified in the MAC group.

5.4 Scheduler

Scheduler allows you to configure rules with specific time interval for radios to operate, which

automates the enabling or disabling of the radio.
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TP-LIMNK | Err3zo United States = Access Point ~ ] @

Monitoring Manageament

wireless Settings Portal MAC Filtering Scheduler Qos Rogue AP Detection
Settings
Schedaler; Enalse
Aszocistion Hode: Asgocisted with 5510w

Scheduler Profile Configuration

{5 Craatn Profilis
Scheduler Association
(1] SEI0 Namse B Profile Mame Action
1 TP-LINK_2,4G_9997CH 2458 None v Radia Off -
2 TP-LINE_5G_5907C0 SGHz Honig - Radio Of -

Figure 5-23 Scheduler Page

o Settings
Scheduler: Check the box to enable Scheduler.
Association Mode:  Select Associated with SSID/AP, you can perform configurations on the

SSIDs/AP. The display of Scheduler Association is based on your option
here.

» Scheduler Profile Configuration

Follow the steps below to add rules.
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Step 1:

CIickQ Create Profiles +\vo tables will be shown.

Scheduler Profile Configuration

@ Add a Profile

Profile Name Modify D

Profile Name

0 Add an Item

Day of Start

Week Time End Time Modify

Figure 5-24 Scheduler Profile Configuration

Step 2:

Click € AddzProfle and input a profile name for the rule.

Scheduler Profile Configuration

0 Add a Profile

Profile Name Modify D

Profile: | |

=1 KN

Profile Name

0 Add an Ttem

Daylot S End Time Modify

Week Time

Figure 5-25 Add a Profile

Step 3:

Select one profile, and click ©rddattem gng configure the recurring schedule for the rule.

Scheduler Profile Configuration

@ Add a Profile

Profile Name

0 Add an Item

Dayjol EED End Time Modify

Week Time

Profile Name Modify 1D
Weekdays Dﬁ Ef
Saturday &£ 1

Day:
O Weekday O Weekend O Every Day @ Custom

[OMon [JTue [JWed [JThu [JFri [ Sat
[ sun

Time: [] 24 hours
Start Time: 15 v : 00 A
End Time: 18 v @ 00 A

Cance' “

Figure 5-26 Add a Rule
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o Scheduler Association

This zone will display different contents based on your selection of association mode in Settings.

1. Associated with SSID

Scheduler Association

ID S5ID Name Band Profile Name Action
1 TP-LINK_2.4G_9997C8 2.4GHz None v Radio Off v
2 TP-LINK_5G_9997C9 5GHz None v Radio Off v

Figure 5-27 Scheduler Association_Associated with SSID

SSID Name: Displays the SSID of the standalone AP.
Band: Displays the frequency band which the wireless network operates at.
Profile Name: Select a profile name from the drop-down list. Profile name is configured in

Scheduler Profile Configuration.

Action: Select Radio On/Off to turn on/off the wireless network during the time
interval set for the profile.

2. Associated with AP

Scheduler Association

D AP AP MAC Profile Name Action

1 EAP320 00-0A-EB-99-97-C7 None v Radio off v

Save

Figure 5-28 Scheduler Association_Associated with AP

AP: Displays the name of the device.
AP MAC: Displays the MAC address of the device.
Profile Name: Select a profile name from the drop-down list. Profile name is configured in

Scheduler Profile Configuration.

Action: Select Radio On/Off to turn on/off the wireless network during the time
interval set for the profile.
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QoS

The EAP supports Quality of Service (QoS) to prioritize voice and video traffic over other traffic
types.
In normal use, the default values for the EAP device and station EDCA should not need to be

changed. Changing these values affects the QoS provided.

TP-LINEK | earizo United States = Access Point ~ e @

Manitoring Management Syshem

Wireless Settings Portal MALC Filvering Scheduler Qos Rogue AP Detection

WA -F Mulibneedia (W) A E

AP EDCA Parameters

Quewe B Pramatonss | ookl | entmtheWisdon Mainm Burst
Cata D{Vodon 2 3 - 7 - 1504
Data I{vVEdeo i T - i5 w 008
Data 2Best Effont 3 13 ¥ 62 - Q
Dakta 3{Background ¥ 15 - 1023 - ]
Station EDCA Parameters
Arbitration Minimam Maximum
Queiss Infer-Frame Space Contention Window Con temtion Window THOF Limit
Duts O(Vein 2 | - 7 - 1504
Data 1{\ideo 2 T ¥ 13 w 1008
Data 2{Best Effort ] 15 - 1023 - ]
Daka 3¢ Bachkagronind 7 15 - 1033 - (]
Mo Acknowledgement Ematie
Unschedubed Automatic Power Save Delivery: [
Figure 5-29 QoS Page
2.4GHz/5GHz Select the 2.4GHz or 5GHz to show and configure the setting of 2.4GHz or

5GHz.

Wi-Fi Multimedia By default, WMM is enabled. After WMM is enabled, the device has the QoS
(WMM): function to guarantee the transmission of audio and video packets with high
priority.
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5.5.1 AP EDCA Parameters

AP Enhanced Distributed Channel Access (EDCA) parameters affect traffic flowing from the EAP

device to the client station.

AP EDCA Parameters

Queue

Data 0(Voice)

Data 1({Video)

Data 2(Best Effort)

Data 3({Background)

Inte‘:thtE;::E ['anpace Contew:?;:l"u'rilndow Cnntg:lzixuirrln\l:\lr?ndow Maximum Burst
1 3 - 7 - 1504
1 7 A4 15 A4 3008
3 15 - 63 - 0
7 15 v 1023 v 0

Queue:

Arbitration Inter-
Frame Space:

Minimum
Contention
Window:

Maximum
Contention
Window:

Maximum Burst

Figure 5-30 AP EDCA Parameters

Displays the transmission queues: Data 0>Data 1>Data 2>Data 3.

A wait time for data frames. The wait time is measured in slots. Valid values
for AIFS are from 1 to 15.

An input to the algorithm that determines the initial random backoff wait
time (window) for retry of a transmission.

The upper limit (in milliseconds) for the doubling of the random backoff
value.

This parameter applies only to traffic flowing from EAP to the client station.

This value specifies (in milliseconds) the maximum burst length allowed for
packet bursts on the wireless network. A packet burst is a collection of
multiple frames transmitted without header information. The decreased
overhead results in higher throughput and better performance. Valid values
for Maximum Burst are from 0 to 8192 and should be exactly divided by 32.
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5.5.2 Station EDCA Parameters

Station EDCA parameters affect traffic flowing from the client station to the EAP device.

Station EDCA Parameters

Arbitration Minimum Maximum

Queue Inter-Frame Space Contention Window Contention Window TXOP Limit
Data 0(Voice) 2 3 v 7 L 1504
Data 1(Video) 2 7 v 15 v 3008
Data 2(Best Effort) 3 15 v 1023 v o
Data 3(Background) 7 15 v 1023 L 0
No Acknowledgement: [] Enzble

Unscheduled Automatic Power Save Delivery: [ Enable

Figure 5-31 Station EDCA Parameters

Queue: Displays the transmission queues: Data 0>Data 1>Data 2>Data 3.
Arbitration Inter- A wait time for data frames. The wait time is measured in slots. Valid
Frame Space: values for AIFS are 1 through 15.

Minimum Contention Aninput to the algorithm that determines the initial random backoff wait

Window: time (window) for retry of a transmission.

Maximum The upper limit (in milliseconds) for the doubling of the random backoff
Contention value.

Window:

TXOP Limit: The Transmission Opportunity (TXOP) is an interval of time, in

milliseconds, when a WME client station has the right to initiate
transmissions onto the wireless medium towards the EAP device. Valid
values for TXOP Limit are from 0 to 8192 and should be exactly divided
by 32.

No Select Enable to specify that the EAP device should not acknowledge
Acknowledgement: frames with QosNoAck as the service class value. By default, it is disabled.

Unscheduled Select Enable to enable APSD, which is a power management method.
Automatic Power APSD is recommended if VoIP phones access the network through the
Save Delivery: EAP device. By default, it is enabled.
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5.6 Rogue AP Detection

A Rogue AP is an access point that has been installed on a secure network without explicit
authorization from a system administrator.

The EAP device can scan all channels to detect all APs in the vicinity of the network. If rogue APs
are detected, they are shown on the Detected Rogue AP List. If an AP listed as a rogue is

legitimate, you can add it to the Trusted AP List.

TP'L.HK EaP3I20 United States - ACOBSS Point - _-_l_-_‘ E:I

Monitoring Management System

Wirebess Seftings Poatal MAC Filtering Scheduler Qus Roque AP Detection
Settings
Rogue AP Detection: Enable

Detected Rogue AP List

Action MALC S510 Banad Chanmel Security Interval Signal
Trusted AP List
Action HAL 510 Basnad Channel Lacurity

Download/Backup Trusted AP List

Sty ACTion B Download] PC 1o AF) Beackupd &F 1o PC)
Source File Name:
File Mamagensent: ¥ Replace Merge

Figure 5-32 Rogue AP Detection Page

5.6.1 Settings

Settings

Rogue AP Detection: [] Enable

Figure 5-33 Enable Rogue AP Detection
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Rogue AP Detection: Check the box to enable Rogue AP Detection, then click Save.

5.6.2 Detected Rogue AP List

Information about the detected rogue APs is displayed in the list. By default, the status of the
detected rogue AP is unknown. You can click Known in Action column to move the AP to the
Trusted AP List.

Detected Rogue AP List

Q sca
Action MAC SSID Band Channel Security ]B"i:ﬁ:I Signal
FB:14:67:D3:36:80 TP-LINK_9E7YTP 2.4 1 ON 100 |I|II
F4:EC:38:22:D3:10 TP-LINK_22D310 2.4 1 ON 100 Wl
Figure 5-34 Detected Rogue AP List
Q scan Click to scan rogue APs. Make sure you have enabled Rogue AP Detection and
saved the setting before you click the button.
Action: Click Known to move the AP to the Trusted AP List. After the configurations are

saved, the moved AP will not be displayed in the Detected Rogue AP List.

MAC: The MAC address of the rogue AP.

SSID: The SSID for the rogue AP.

Band: Displays the frequency band which the wireless network of the rogue AP operates
at.

Channel: The channel on which the rogue AP is currently broadcasting.

Security: Displays the enabling or disabling of the security mode of the wireless network.

Beacon The beacon interval used by the rogue AP.

Interval:

Beacon frames are transmitted by an AP at regular intervals to announce the
existence of the wireless network. The default behavior is to send a beacon frame
once every 100 milliseconds (or 10 per second).

Signal: The strength of the radio signal emitting from the rogue AP.

5.6.3 Trusted AP List

Information about the trusted APs is displayed in the list.

34




Trusted AP List

Action MAC SSID Band Channel Security
40:16:9F:BF:56:12 TP-LINK_2.4GHz_BF5612 2.4 11 ON
BO:48:7A:DB:BAAS TP-LINK_2.4GHz_DBBAAS 2.4 1 ON

Figure 5-35 Trusted AP List

Action: Click Unknown to move the AP out of the Trusted AP List.

MAC: The MAC address of the trusted AP.

SSID: The SSID for the trusted AP.

Band: Displays the frequency band which the wireless network of the trusted AP operates
at.

Channel:  The channel on which the trusted AP is currently broadcasting.

Security:  Displays the enabling or disabling of the security mode of the wireless network.

5.6.4 Download/Backup Trusted AP List

You can import a list of trusted APs from a saved list which is acquired from another AP or created
from a text file. The AP whose MAC address is in the Trusted AP List will not be detected as a

rogue.

You can also backup a list and save it in your PC.

Download/Backup Trusted AP List

Save Action: ® DownlLoad(PCto AP) O Backup(AP to PC)
Source File Name:
File Management: ® Replace O Merge

Figure 5-36 Download/Backup Trusted AP List

Save Action: Select Download (PC to AP) to import a trusted AP list to the device.

Select Backup (AP to PC) to copy the trusted AP list to your PC.

Source File Click Browse and choose the path of a saved trusted AP list or to save a
Name: trusted AP list.

File Select Replace to import the list and replace the contents of the Trusted AP
Management: List.

Select Merge to import the list and add the APs in the imported file to the
APs currently shown in the Trusted AP List
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NOTE:

EAP device does not have any control over the APs in the Detected Rogue AP List.
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6.1

Chapter 6 Monitoring

On Monitoring page, you can monitor the network running status and statistics based on AP,
SSID and Client.

AP

AP List on the Monitoring page displays the device name, its MAC address and the number of
clients. Below the AP List the AP’s detailed information will be shown, including Device

Information, Wireless Settings, LAN Information, Client, LAN Traffic and Radio Traffic.

TP'LINK EAPID United States - Access Point - :-i-: @

Wireless Management

AP 5510 Cleenit
AP List
m Dwicar Mo MAC Mumn of Clients
EAPIZ0-00-14-T8-11-22-¢4 00-14-78-11-33-24 o
| Wireless Settings | LAM Informatbon | Cllent | LAN Traffic | Radio Traffic
[hevice Mame: EAF320-00-14-T8-11-23 ¢4
Deiwben Model EAFID
Firmware Virsan 1,000 Build 20051000 Rel. 535832
System Tima: 2009-01-01 C9-41:18
Upt fmen: O days 01:41:31
CPU = ey
Marmnry == F5%
Figure 6-1 AP Monitoring
o
6.1.1 AP List
AP List
@ Refresh
ID Device Name MAC Num of Clients
1 EAP320-00-0a-eb-99-97-c7 00-0a-eb-99-97-c7 0

Figure 6-2 AP List
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Device Name:

MAC:

Num of Clients:

Displays the device name.
Displays the MAC address of the EAP.

Displays the number of clients connected to the EAP.

+ Device Information

Device Information | Wireless Settings | LAN Information | Client | LAN Traffic | Radio Traffic

Device Name:

Device Model:

EAP320-00-14-78-11-22-c4

EAP320

Firmware Version: 1.0.0 Build 20151030 Rel. 53692

System Time:
Uptime:

CPu:

Memory:

2014-01-01 09:41:16

0 days 01:41:31

| ] 9%,

| 1 25%

Device Name:
Device Model:

Firmware
Version:

System Time:

Uptime:

CPU:

Memory:

Figure 6-3 Device Information

Displays the device name.
Displays the model of the device.

Displays the firmware version of the device. If you want to upgrade the firmware,
please refer to 8.5 Firmware Upgrade.

Displays the system time of the device. If you want to adjust the system time,
please refer to 8.2.1 Time Settings.

Displays the time that has elapsed since the last reboot.

Displays the CPU occupancy, which helps you to preliminarily judge whether the
device functions properly.

Displays the memory usage, which helps you to preliminarily judge whether the
device functions properly.
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Wireless Settings

Device Information | Wireless Settings | LAN Information | Client | LAN Traffic | Radio Traffic

2.4GHz | 5GHz
Region:
Channel/Frequency:
Channel Width:
IEEES02.11 Mode:
Max TX Rate:

Transmit Power:

United States
1/2412MHz
20/40MHz
bfag/n Mixed
400.0Mbps

20dBm

2.4GHz/5GHz
Region:

Channel/Frequency:

Channel Width:

IEEE802.11 Mode:

Max TX Rate:

Transmit Power:

Figure 6-4 Wireless Settings

Choose one band to show the information about wireless setting.
Displays the region you've selected.

Displays the channel number and the operating frequency. If you want
to change them, please refer to 5.1.1 Wireless Basic Settings.

Displays the spectral width of the radio channel used by the device. If
you want to change it, refer to 5.1.1 Wireless Basic Settings.

Displays the radio standard used for operation of your device. If you
want to change it, refer to 5.1.1 Wireless Basic Settings.

Displays the maximum data rate at which the device should transmit
wireless packets.

Displays the maximum average transmit power of the device. If you
want to change it, refer to 5.1.1 Wireless Basic Settings.

LAN Information

°
Device Information | Wireless Settings | LAN Information | Client | LAN Traffic | Radio Traffic
MAC Address: 00-03-eb-99-97-c7
IP Address: 192.168.0.250

Subnet Mask:

LAN Port:

253.255.255.0

1000Mbps-FULL

Figure 6-5 LAN Information

MAC Address: Displays the MAC address of the device.

IP Address: Displays the IP address of the device.
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Subnet Mask: Displays the subnet mask of the device.
LAN Port: Displays the maximum transmission rate and duplex mode (half-duplex or
full-duplex) of the port.
¢ Client
m MAL o 4] SHR{dB) COQ(%:) Rate(Mbps) Down{Byte) Up({Byle) Active Time
Figure 6-6 Client
MAC: Displays the MAC address of the client of the AP selected in AP List.

SSID:

SNR(dB):

CCQ(%):

Rate(Mbps):
Down(Byte):
Up(Byte):

Active Time:

Displays the SSID the client is connected to.

Signal to Noise Ratio, the power ratio between the received wireless signal
strength and the environmental noise strength. The bigger the value of SNR, the
better network performance the device provides.

Displays the wireless Client Connection Quality (CCQ). CCQ refers to the ratio of
current effective transmission bandwidth and the theoretically maximum
available bandwidth. CCQ reflects the actual link condition.

Displays the data rate at which the client transmits wireless packets.
Displays the throughput of the downstream data.
Displays the throughput of the upstream data.

Displays the amount of time the client has been connected to the device.

« LAN Traffic

Click LAN Traffic and you can monitor the data transmission status of the LAN port.

Device Information | Wireless Settings | LAN Information | Client | LAN Traffic | Radio Traffic
Rx Packets: Tx Packets:
Rx Bytes: Tx Bytes:
Rx Dropped Packets: Tx Dropped Packets:
Rx Errors: Tx Errors:

Figure 6-7 LAN Traffic
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Rx/Tx Packets:
Rx/Tx Bytes:

Rx/Tx Dropped
Packets:

Rx/Tx Errors:

Displays the total amount of packets received/sent on the LAN port.
Displays the total amount of data (in bytes) received/sent on the LAN port.

Displays the total amount of dropped packets received/sent on the LAN
port.

Displays the total amount of error packets received/sent-on the LAN port.

« Radio Traffic

Click Radio Traffic and you can monitor the data transmission status of the wireless network.

Device Information | Wireless Settings | LAN Information | Client | LAN Traffic | Radio Traffic

2.4GHz | 5GHz

Rx Packets: 0 Tx Packets: 528773

Rx Bytes: 0 Tx Bytes: 148876783

Rx Dropped

Packets: 0 Tx Dropped Packets: 0

R Errors: 0 Tx Errors: 0

Figure 6-8 Radio Traffic
2.4GHz/5GHz: Choose one band to show the information about radio traffic.
Rx/Tx Packets: Displays the total amount of packets received/sent by the wireless network.
Rx/Tx Bytes: Displays the total amount of data (in bytes) received/sent by the wireless
network.

Rx/Tx Dropped Displays the total amount of dropped packets received/sent by the wireless
Packets: network.

Rx/Tx Errors:

Displays the total amount of error packets received/sent by the wireless
network.
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6.2 SSID

—
TP-LINK | earzao United States - Access Point ~ =) @
Network Wireless Management System
AR 551D Cliznt
SSID List
@F fresh
Mumof S50 : AT
(1] SSID Nanse  VLANID ont e ep  Band Security Potal Lo g 1solation Down{Byte) Us(iyte)
i bt 1 0 sable | 2.4GH: none disable | disable | disable | 140374 0
LiNK_2.4G_$397C8
7 TRLINE_SG_9997C0 1 o wnabiy SGiHz nana disable  digable  disable 140773 0

Figure 6-9 SSID Monitoring

6.2.1 SSID List

In SSID List you can monitor the related parameters of the wireless network.

SSID List
@ Refresh
D SSID Name  VILAN ID '::’I;"n:: Brg:;?ﬁ . Band Security Portal F“':;fng Tsolation Down(Byte) Up(Byte)
LINK_Z.I(P;-_QQQTCS 1 0 enable 2.4GHz none disable disable disable 149374k 0
2 TP-LINK_5G_9997C9 1 0 enahle 5GHz none disable disable disable 149373k 1]
Figure 6-10 SSID List
SSID Name: Displays the SSID name. If you want to modify it, please refer to 5.1.2 SSIDs.
VLAN ID: Displays the VLAN which the SSID belongs to. If you want to change the VLAN

ID, please refer to 5.1.2 SSIDs.

Num of Clients:  Displays the number of clients connected to the SSID. If you want to get more
information about these clients, please refer to 5.1.2 SSIDs.

SSID Broadcast:  Displays the enabling or disabling of SSID broadcast. If you want to modify it,
please refer to 5.1.2 SSIDs.

Band: Displays the frequency band the wireless network is operating at.

Security: Displays the security mode the wireless network is applying. If you want to
modify it, please refer to 5.1.2 SSIDs.

Portal: Displays the enabling or disabling of Portal. If you want to modify it, please
refer to 5.1.2 SSIDs.

42



MAC Filtering: Displays the enabling or disabling of MAC Filtering. If you want to modify it,
please refer to 5.1.2 SSIDs.

Isolation: Displays the enabling or disabling of SSID Isolation. If you want to modify it,
please refer to 5.1.2 SSIDs.

Down(Byte): Displays the throughput of the downstream data.

Up(Byte): Displays the throughput of the upstream data.

6.3 Client

From User List, you can monitor the status of all the clients connected to the EAP including those

who are authenticated.

TP-LINK | earxo United Seates  « Access Paint ft_] @
MNebtwork Management
AP SSID Chient
User List
@ Body ok
(1] MAC Band  Access Polmt SEID SHR{dB} CCO(%) Rate[Mbps) Down{Byte) Up{Byte)  Active Time
1 AB-AB-S8-18-84-0F SGMz E"'M::',:':"':.J,"'r" i -:(Iip':-u:-,'m a2 - 234 145863k Bk 0 days 00:00:14
Portal Authenticated Guest
/] MAC Band  Access Poimt S5ID SHR{dE) CCO(%) Rate{Mbps) Down{Byte) Up{Byte) Active Time Action
Figure 6-11 Client Monitoring
6.3.1 User List
User List
@ Eefresh
(1] MAC Band  Access Polmt S5ID SHR{dB) CCO(%) Rate[Mbps) Down{Byte) Up{Byte)  Active Time
1 | AB-AS-G8-18-64-DE SGME E"'N:,::',:::."':.J."'r' Lk 1|!ipﬂ:rq.'|_,'|:q a2 -- 234 143863k Bk 0 days 00:00:14
Figure 6-12 User List
MAC: Displays the MAC address of the client.
Band: Displays the band the clientis in.
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Access Point:

SSID:

SNR(dB):

CCQ(%):

Rate(Mbps):
Down(Byte):
Up(Byte):

Active Time:

Displays the name of the device to which the client is connected.
Displays the SSID the client is connected to.

Signal to Noise Ratio, the power ratio between the received wireless signal
strength and the environmental noise strength. The bigger the value of SNR, the
better network performance the device provides.

Displays the wireless Client Connection Quality (CCQ). CCQ refers to the ratio of
current effective transmission bandwidth and the theoretically maximum
available bandwidth. CCQ reflects the actual link condition.

Displays the data rate at which the client transmits wireless packets.
Displays the throughput of the downstream data.
Displays the throughput of the upstream data.

Displays the amount of time the client has been connected to the device.

6.3.2 Portal Authenticated Guest

The Portal Authenticated Guest displays information about clients that have set up valid

authentication.

Portal Authenticated Guest

@ Refresh
D MAC Band Access Point SSID SNR({dB) CCQ(%) Rate(Mbps) Down(Byte) Up(Byte) Active Time Action
Figure 6-13 Portal Authenticated Guest
MAC: Displays the MAC address of the authenticated client.
Band: Displays the band the authenticated client is in.

Access Point:

Displays the name of the device to which the authenticated client is connected

SSID: Displays the SSID the authenticated client is connected to.

SNR(dB): Signal to Noise Ratio, the power ratio between the received wireless signal
strength and the environmental noise strength. The bigger the value of SNR, the
better network performance the device provides.

CCQ(%): Displays the Client Connection Quality (CCQ) of the authenticated client. CCQ

refers to the ratio of current effective transmission bandwidth and the
theoretically maximum available bandwidth. CCQ reflects the actual link
condition.
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Rate(Mbps):

Down(Byte):

Up(Byte):

Active Time:

Action:

Displays the data rate at which the authenticated client transmits wireless
packets.

Displays the throughput of the downstream data.
Displays the throughput of the upstream data.
Displays the amount of time the client has been authenticated on the root AP.

Click Unauthorize to stop giving authorization to the clients connected to the
wireless network.
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7.1

Chapter 7 Management

Management page is mainly used for device management and maintenance.

System Log

System log records information about hardware, software as well as system issues and monitors
system events. With the help of system log, you can get informed of system running status and

detect the reasons for failure.

Following is the page of System Log.

TP-LINK | ear3zo United States - Rccess Point « ] @
Mebwork
Systen Log ‘Web Server Management AcCess LED ONAOFF S55H SNHP
Log List
Tilex T Type Lewel Log Content

'] nld nl 08 o0 OiTIE } & M s

014-01-01 08 reate vian interface b 5
0810 reati Via

D14 al:] 1] 554 55H iz d L=

Log Settings

Enalile Liite Mail

Enable Server Emally Server

Enalle Nuram Emable Nvram

Backup Log

Sawe the system log in flash B a file

Figure 7-1 System Log Page
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7.1.1 Log List

From Log List you can view detailed information about hardware, software, system issues and so

on.

Log List

Index

@ Refresh
Time Type Level Log Content
s DHCPC Recv OFFER from server 192.168.0.111 with ip
2014-01-01 00:00:31 DHCP NOTICE 103.168.0.100
2014-01-01 00:00:30 DHCP NOTICE DHCPC Send DISCOVER with request ip 0.0.0.0 and unicast flag 0
1970-01-01 00:00:10 OTHER INFO System started

Figure 7-2 Log List

7.1.2 Log Settings

You can choose the way to receive system logs in Log Settings zone, where these parameters

can be configured: Enable Auto Mail, Enable Server and Enable Nvram.

Log Settings
Enable Auto Mail: [] Auto Mail Feature
Enable Server: [] Enable Server
Enable Nvram: [] Enable Nvram

Figure 7-3 Log Settings
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« Enable Auto Mail

If Auto Mail is enabled, system logs will be sent to a mailbox. The following content will be shown.

Enable Auto Mail: ¥ Auto Mail Feature

From:

To:

SMTP Server:

Enable Authentication: ["] Enable Authentication

User Name:

Password:

Confirm Password:

Time Mode: ® Fixation Time O Period Time

Fixation Time: 00 w : 00 w (HH:MM)

Figure 7-4 Enable Auto Mail

From: Enter the sender’s email address.

To: Enter the recipient’s email address, which will receive the system logs.
SMTP Server: Enter the IP address of the SMTP server.

Enable Generally users are required to log in to the SMTP server by entering user

Authentication: name and password.
o User Name: Enter the sender’s email address.
o Password: Enter the password of the sender’s email address.

o Confirm Password: Enter the password again for confirmation.

Time Mode: System logs can be sent at specific time or time interval.

o Fixation Time: Set a fixed time, for example, 15:00. The recipient will
receive the system logs sent by the device at 15:00 every day.

o Period Time: Set a time interval, for example, 5 hours. The recipient will
receive the system logs sent by the device every 5 hours.

« Enable Server

System logs can also be sent to a server. After Auto Mail Feature is enabled, the following content

will be shown.

Enable Server: [ Enable server
System Log Server IP: 0.0.0.0

System Log Server Port: 514

Figure 7-5 Enable Server

System Log Server IP: Enter the IP address of the remote server.
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7.2

System Log Server Port:  Enter the port of the remote server.

« Enable Nvram

By default, Nvram is disabled. Check the box to enable Nvram, system logs will be saved after

power supply is cut.

7.1.3 Backup Log

You can save the current system log to a file. Following is the page of Backup Log.

Backup Log
Save the system log in flash to a file.
Backup
Figure 7-6 Backup Log Page
Web Server
You can log in web management interface, thereby manage and maintain the device.
Following is the page of Web Server.
TP-LINK EAF320 United States - Acoess Point - i-i-l' @

Maonitoring

System Log Web Server Management ACCess LED OM/OFF S5H SHMP
Web Server
HTTPS: ) Enabe
Suird Serwer Por Lo}
Sarver Por: &0
Sansiom Thmbowt: 5 T LS
Pleasi anler thi AP [P sddieds to sociss the wib-hised configuration ullity via an HTTES ceamistion

Figure 7-7 Web Server Page

HTTPS: HTTPS (Hypertext Transfer Protocol Secure) is enabled by default.

Secure Server Designate a secure server port for web server in HTTPS mode. By default the
Port: port is 443.

Server Port: Designate a server port for web server in HTTP mode. By default the port is 80.
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Session Set the session timeout time. If you do nothing with the web management
Timeout: page within the timeout time, the system will log out automatically. Please
login again if you want to go back to web management page.

7.3 Management Access

Management Access Control allows you to configure up to four MAC addresses of the hosts that
are allowed to log in to the web management page of the EAP. Click Add PC’s MAC and the MAC
address of the current host will be added to MAC address list.

Following is the page of Management Access.

TP-LINK | earszo United States Access Pont ~ ) @

Wiralass Monitoring

System Log Weh Serves Manasgement Access LED OMSOF S5H ShiMiP

Management Access Cont rol

MAC Awthentbcation Enable
MACL:
MALCT:
MALCT:
MACA:
Figure 7-8 Management Access Page
MAC Check the box to enable MAC Authentication. After MAC Authentication is

Authentication: enabled, only the PCs in MAC address list can log in the device’s web
management page. By default this function is disabled. All PCs in LAN can log
in and manage the device.

MAC1~MAC4: Enter the MAC addresses of the PCs which are authorized to log in the device.

7.4 LED ON/OFF

Following is the page of LED ON/OFF. By default the LED is on.
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TP-LIMNK | carii United States - ACCESS Poant - -l- G}

Monitaring

System Log Web Server Management Access LED» ChP/ CHFF S5H SHMP

LED ON fOFF

LEDy W] Enakda

Figure 7-9 LED ON/OFF

7.5 SSH

This device supports the SSH Server function that allows users to login and manage it through

SSH connection on the SSH client software.

SSH (Secure Shell) is a security protocol established on application and transport layers. SSH-
encrypted-connection is similar to a telnet connection, but essentially the old telnet remote
management method is not safe, because the password and data transmitted with plain-text
can be easily intercepted. SSH can provide information security and powerful authentication
when you login this device remotely through an insecure network environment. It can encrypt

all the transmission data and prevent the information in remote management from being leaked.

Following is the page of SSH.

TP-LINK | esrsa0 United States - Accesspoint - ) (7)

Monitoring

System Log Web Server Management ACCESs LED QNJOFF S55H SNMP
S55H Server
Server Port: 1 [22,1025-65515)
S5M Login: Enable

Figure 7-10 SSH Page

Server Port: Enter the server port. By default, it is port 22.
SSH Login: Check the box to enable SSH Server. By default, it is disabled.
7.6 SNMP

The device can be configured as an SNMP agent.
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SNMP (Simple Network Management Protocol), the most widely applied network management
protocol, provides a management framework to monitor and maintain Internet devices. Main
functions of SNMP include monitoring network performance, detecting and analyzing network
error, configuring network devices, and so on. When networks function properly, SNMP can
perform the functions of statistics, configuration and testing. When networks have troubles,

SNMP can detect and restore these troubles.

An SNMP consists of three key components: manager, agent and MIB (Management Information
Base). SNMP manager is a client program operating at workstation, assisting network
administrators to accomplish most network device management tasks. An agent is a network-
management software module that resides on a managed device and responsible for receiving
and dealing with data sent by managing device. Generally the managed devices are network
devices including hosts, bridges, switches and routers. MIB is the collection of managed devices.

It defines a series of properties of the managed devices. Every SNMP agent has its own MIB.

Once the device has become an SNMP agent, it is able to receive and process request messages

from SNMP manager.

Following is the page of SNMP.

TRP-LINK | Earizo United States - Access Point = -n- @

Wireless Monitoring System

Sysiem Log Web Server Management Access LED OMNSOFF SEH SHMP

SHNMP Agent

SHMHP Agent Enatsi

sysComtact

Sy sMarmie

Syslocation

Gl Commianity

Gl Souroe:

Sel Community:

Sel Source;

Figure 7-11 SNMP Page

SNMP Agent: Enable SNMP Agent and the SNMP Agent will collect the information of this
device and respond to information requests from one or more management

systems.
SysContact: Enter the textual identification of the contact person for this managed node.
SysName: Enter an administratively-assigned name for this managed node.
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SysLocation:

Get
Community:

Get Source:

Set Community:

Set Source:

NOTE:

Enter the physical location of this managed node.

Community refers to a host group aiming at network management. Get
Community only has the read-only right of the device's SNMP information.
The community name can be considered a group password. The default
setting is public.

Defines the IP address (for example, 10.10.10.1) or subnet for management
systems that can serve as Get Community to read the SNMP information of this
device. The format of subnet is “IP address/bit” (such as 10.10.10.0/24). The
default is 0.0.0.0, which means all hosts can read the SNMP information of this
device.

Set Community has the read and write right of the device's SNMP
information. Enter the community name that allows read/write access to the
device's SNMP information. The community name can be considered a group
password. The default setting is private.

Defines the IP address (for example, 10.10.10.1) or subnet for management
systems that can serve as Set Community to read and write the SNMP
information of this device. The format of subnet is “IP address/bit” (such as
10.10.10.0/24). The default is 0.0.0.0, which means all hosts can read and write
the SNMP information of this device.

Defining community can allow management systems in the same community to communicate
with the SNMP Agent. The community name can be seen as the shared password of the network
hosts group. Thus, for the security, we suggest modifying the default community name before
enabling the SNMP Agent service. If the field of community is blank, the SNMP Agent will not
respond to any community name.
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8.1

8.2

Chapter 8 System

System page is mainly used to configure some basic information like user account and time, and

realize functions including reboot, reset, backup, restore and upgrade the device.

User Account

You can change the username and password to protect your device from unauthorized login. We

recommend that you change the default user password on the very first system setup.

TP-LINK | carzz0 United States - Acooss Point 1- @

Metwork Wireless Monltoring Management

User Acoount Tirme Settings Rebool/ Reset Backup & Restorg Firmmarne Upgrade

Account Managemaent

Ol User Hame:
Ol Password
Mew User Hame:

Mew Passward:

Confirm Mew Password

Figure 8-1 User Account Page

Old User Enter the present user name and password of the admin account to get the
Name/Password: permission of modification.

New User Enter a new user name and password for the admin account. Both values are
Name/Password: case-sensitive, up to 64 characters and with no space.New Password must
not be "admin"

Confirm New Enter the new password again.
Password:

Time Settings

System time represents the device system’s notion of the passing of time. System time is the
standard time for Scheduler and other time-based functions. You can manually set the system
time, configure the system to acquire its time settings from a preconfigured NTP server or
synchronize the system time with the PC’s clock.
The device supports DST (daylight saving time).
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TP-LINK | esr3z0 United States = Acoess Point ~ o) @

t

Momnitoring Management

User Account Time Settings Reboot/Reset Backup & Restore Firmware Upgrade

Time Settings

Tinei Fose: (GHT-05:00) Eastern Tima (LS Canada) -
Dhate: 01022014 HMTED Y

Thimee: M v : 14 ¥ & v [HH/HM/55)

Primary MTP Server: [optional)

Secondary NTP Server [eptional)

Synchronize PC's Clock

Daylight Sawving

Drarylight Saaineg: [} Enabis
Mt ® Predefined BMode Recurting Hode Y Dafe Mode
Predefine Country: USH -

Figure 8-2 Time Settings

8.2.1 Time Settings

Time Settings

Time zone: (GMT+08:00) Beijing, Hong Kong, Perth, Singapore -
Date: 01/01/2014 MM/DD/YYYY

Time: 00 w : 22 w : 55 +w (HH/MM/SS)

Primary NTP Server: {optional)

Secondary NTP Server: {optional)

Get GMT Synchronize PC's Clock

Figure 8-3 Time Settings

Get GMT Click the button and the device will obtain GMT time from NTP server. IP
address of the NTP server has to be filled in.

Synchronize PC's Clock Click the button and save the configuration, your PC's time will be obtained
as the device’s system time.

Time zone: Select your local time zone from the drop-down list.
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Date: Set the current date, in format MM/DD/YYYY. For example, for November
25,2014, enter 11/25/2014 in the field.

Time: Specify the device’s time. Select the number from the drop-down list in time
format HH/MM/SS.

Primary/Secondary |If you've selected Get GMT from an NTP server, please input the primary
NTP Server: NTP sever address and an alternative NTP server address.

8.2.2 Daylight Saving

Daylight Saving

Daylight Saving: [] Enable
Mode:

Predefine Country: European -

Figure 8-4 Daylight Saving

Daylight Saving: Enable or disable the DST. DST is disabled by default.

Mode: Options include Predefined Mode, Recurring Mode and Date Mode. Please
refer to the following content for more information.

+ Predefined Mode

Mode: @ pPredefined Mode O Recurring Mode (O Date Mode

Predefine Country:

UsSA

Australia

New Zealand

Figure 8-5 Predefined Mode

Mode: Select Predefined Mode.

Predefine Country: Select a predefined DST configuration. Europe is the predefined country
by default.
o USA:Second Sunday in March, 02:00 ~ First Sunday in November, 02:00
o European:Last Sunday in March, 01:00 ~ Last Sunday in October, 01:00
o Australia: First Sunday in October, 02:00 ~ First Sunday in April, 03:00

o New Zealand: Last Sunday in September, 02:00 ~ First Sunday in April,
03:00
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« Recurring Mode

Mode: O pPredefined Mode  ® Recurring Mode (O Date Mode

Time Offset: 60 minutes

Start: Fourtt « Sun * in Mar v at 01 v @ 00 v
End: Fourtt « Sun ¥ in Oct v at 01 v : 00 v

Figure 8-6 Recurring Mode

Mode: Select Recurring Mode. The configuration is recurring in use.

Time Offset: Specify the time adding in minutes when Daylight Saving Time comes.
Start/End: Select starting time and ending time of Daylight Saving Time.
. Date Mode

Mode: O Predefined Mode O Recurring Mode @ Date Mode

Time Offset: 60 minutes

Start: 2014 w - Mar v - 01 v at 01 + @ 00 -

End: 2014 w - Oct v - 01 v at 01 v . 00 -

Figure 8-7 Date Mode

Mode: Select Date Mode.

Time Offset: Specify the time adding in minutes when Daylight Saving Time comes.

Start/End: Select starting time and ending time of Daylight Saving Time.
Reboot/Reset

TP-LINK | earizo United States = Acosss Point = El-\ @

Mebwork Wireless Monitoring

User Account Time Settings Reboot f Resel Backup & Restore Firmwane Uipgrade

Reboot & Reset

Raboot Davics: =3
Reset to Factory Default m

Figure 8-8 Reboot & Reset

Click Reboot to restart the device. Click Reset to restore the device to factory default settings.
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8.4

8.5

Backup & Restore

TP-LINK | earszo United States - Access Point - :-;] @

Monitoring Management

UsiEr Account Tirmee Settings Riehoot/Reset Backup & Restore Firmmwarne Upgrade

Backup

Save 3 copy of curnent settings

Restore

Rimstari flodd attings frem o e

ﬂ-mm

Figure 8-9 Backup & Restore

You can save the current configuration of the EAP as a backup file and restore the configuration
via a backup file. Back up the settings before you upgrade the device or upload a new

configuration file can prevent it from being lost.

Restore function helps you to restore the device to previous settings by uploading a backup file.

Firmware Upgrade

TP-LINK | earizo United States  ~ Actess Poinl v 4 @

Maonitoring Management

User Account Time Settings Reboot/ Reset Backup & Restore Firmware Upgrade

Firmware Upgrade

W Firmwars Fibe; =

Thes R ang upgrede procees takes 5 couipbe of miculel, Moids do Hol power off the divics until the prooess Hnishes

Figure 8-10 Firmware Upgrade

Please log in http://www.tp-link.com/en/support/download/ to download the latest system file.

Click Browse to choose the firmware file. Click Upgrade to upgrade the devices.

58



http://www.tp-link.com/en/support/download/

NOTE:

1. Please select the proper software version that matches your hardware to upgrade.
2. To avoid damage, please do not turn off the device while upgrading.

3. After upgrading, the device will reboot automatically.
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Appendix A: Specifications

HARDWARE FEATURES

Model EAP320 | EAP330

Interface Kensington lock slot
RESET button
ETHERNET: ETHERNET1(PoE):
10/100/1000Mbps Ethernet port 10/100/1000Mbps Ethernet port
(RJ-45) (RJ-45)
CONSOLE port (RJ-45) ETHERNET2: 10/100/1000Mbps

Ethernet port (RJ-45)

2*7dBi embedded(5GHz)

Power Supply PoE(802.3at-compliant, 36-57VDC, | PoE (802.3at-compliant, 36-57VDC,
0.7A Max) or external 12VDC/1.5A | 0.7A Max)or external 12VDC/2.5A
power supply power supply

Antenna 2*5dBi embedded(2.4GHz) 3*5dBi embedded(2.4GHz)

3*6dBi embedded(5GHz)

Certification

CE, FCC, Wi-Fi, NCC, IC, BSMI, RoHS

CE, FCC, Wi-Fi, IC, RoHS

Operating
0°C~40°C (32°F~104°F)
Temperature
Operating .
o 10%~90% non-condensing
Humidity
WIRELESS FEATURES
Wireless
2.4GHz&5GHz
Frequency

Wi-Fi Standard

IEEE 802.11b/g/n(2.4GHz), IEEE 802.1a/n/ac(5GHz)

Maximum Data
Rate

Up to 1200Mbps

Up to 1900Mbps

Multiple SSIDs Up to eight per radio
Captive Portal

L Support
Authentication
Wireless Security | WEP

WPA/WPA2-personal
WPA/WPA2-enterprise
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