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Chapter 1. Overview

IPsec VPN is usually built to connect two or more remote LANs via Internet so that hosts in different remote LANs are able to

communicate with each other as if they are all in the same LAN.

Note: TL-WR842ND (Router A) and TL-ER6120 (Router B) are used for demonstration in this Guide.

Typical Topology

TL-WRS842ND Internet
Erldge Modem Bridge Modem TL-ER6120
= ( /—-—_-
Router A Router B
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Chapter 2. Before Configuration

Before setting up an IPsec VPN, you need to:
> Ensure that the two routers are connected to the Internet.

» Verify the settings needed for IPsec VPN on the two routers.

Verify the settings needed for IPsec VPN on the two routers:

1. Log in the management webpage of Router A (TL-WR842ND), then check the Status page.

2. Log in the management webpage of Router B (TL-ER6120), then check the Network -> Status page.
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TL-WR842ND’s Status Page:

Status

Quick Setup
WP5S

Network
Wireless

Guest Network
DHCP

VPH

USB Settings
Forwarding
Security

Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding

Dynamic DHS

System Tools

TP-LINKC

S00M Multi-Function Wireless N Router
Model No. TLWRS842MN [ TL-WRS842ND

MAC Address;

00-0A-EB-13-09-18

This is Router A's
Local Subnet.

IP Address: 192.168.1.1
Subnet Mask: 2552552550
Wireless
Wireless Radio: Enable
Hame (551D} TP-LIME_ 08148
Mode: 11ban mixed
Channel Width: Automatic
Channel: Auto (Current channel 2)
Max Tx Rate; 300Mbps
MAC Address: 00-0A-EB-13-09-18
WDS Status: Disahle
WAN This will be Router B's
Remote Gateway IP.
MAC Address: 00-0A-EB-13-09-14
IP Address; 10101010 Dynamic IP
Subnet Mask: 255255 2650
Default Gateway: 10.10.10.10
DHS Server: 3888 172311
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TL-ER6120’s Status Page:

TP-LINK'

TL-ER6120

Network
= Status
*System Mode
W AN
* LAM
*DMZ
* MAC Address
* Switch
User Group
Advanced

Firewall
VPN
Services

Maintenance

Logout

Copyright 2011
TP-LIMNKE TECHNOLOGIES
CO,, LTD. &ll Rights
Reserved,

System Status

Device Info
Firrnware Wersion:
Hardware Wersion:
System Time

System Time:

Running Time:

1.0.0Build 20111114 Rel.326582

TL-ERG120 v1.0

2009-05-26 01:04:03 Tuesday
3 Day, 2 Hour, 4 Min, 2 Sec

WAN

WéNl | Lirk Ué ;2':1::::'3;5:':;5';”' s M2 | Link.Up

Primary Connection: Dynamic mary Connection: Static IP

Status: Connected Status: Connected

IP Address: 10.10.10.117 IP &ddress: 1156.10.20.28

Subnet Mask: 255,255.255.0 Subnet Mask: 255,255.255.0

Gatew ay: 1010101 Gatew 3y, 116.10.20.1

MAC Address: 00-19-60-80-5F-31 MAC Address: 00-19-60-80-5F-32

Secondary Conneckion: -—- Secondary Connection: Static IP

Status: - tatus: Connected

This is Router B's

IP Address: 116.10.20, Local Subnet. P Address: 1156.10.20.28

Subnet Mask: 255,255.25 ubnet Mask: 255,255.255.0
LANSDMZ

Interface IF Address Subnet Mask DHCP Server MAC Address

LaM 192.168.0.1 255.255.255.0 Enabled 0o0-00-01-02-03-05

CPU Usage

core Jsage

Cored | 1%
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Chapter 3. Configuration

3.1 Configure IPsec VPN on Router A

Step 1. Log in the management webpage of router A (TL-WR842ND).
Step 2. Go to VPN -> IKE, click Add.

TP-LINKC

Status

Quick Setup List of IKE Policy

WPS
Hetwork

Wireless Index Security Policy Exchange Mode Authentication Encryption DHGroup Pre-shared Key Configuration
Guest Network
DHCP

VPN
_IKE Add LIelele A

-IPsec \
Click

- Security Alliance List

Mow the listis empty.

USB Settings
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Step 3. Create a Policy Name (here take Test 1 for example); select Main mode as Exchange Mode, MD5 as Authentication

Algorithm, 3DES as Encryption Algorithm, DH2 as DH Group; and create a Pre-shared Key (here take secret for

example). Then click Save.

TP-LINKC

Status

Quick Setup IKE Policy Settings

WPS Ve Create
e Policy Hame: Test 1
Wirel
ITEIESS Exchange Mode: (%) Main mode | Aggressive mode
Guest Network
Authentication Algorithm: MD5 w
DHCP
Encryption Algorithm: JDES ‘ Select
VPN
IKE DH Group: DHZ v
_IPsec Pre-shared Key: secret «+#% Create
_ Security Alliance List Lifetime: 28800 seconds(60-604800)
USB Settings DPD: (O enable (% disable
Forwarding
Security Click —|[ save ||| Back

Parental Control
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Step 4. Go to VPN -> IPsec, click Add.

TP-LINKC

Status

Quick Setup List of IPsec Policy

WPS
Network

Wireless

Guest Network sec (O Enable (&) Disable Save

DHCP
VPN Index MName Local Subnet Peer Subnet Negotiation Mode Status  Configuration
-IKE MNow the list is empty.
-IPsec
- Securty Alliance List
USB Settings Add .K:":":'.": H
Click

Forwarding
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Step 5.

Create a Policy Name (here take IPsec 1 for example). Enter 192.168.1.0 / 24 as the Local Subnet, 192.168.0.0 / 24 as
the Peer Subnet (it is Router B’s Local Subnet), 10.10.10.117 as the Peer Gateway (it is Router B’'s WAN IP). Select IKE
negotiation as Negotiation Mode, ESP as Security Protocol, MD5 as Authentication Algorithm, 3DES as Encryption
Algorithm, Test 1 as IKE Security Policy, NONE as PFS Group, Enable as the Status. Then click Save.

Status

Quick Setup

WPS

Network

Wireless

Guest Network
DHCP

VPN

-IKE

-IPsec

- Security Alliance List
USB Settings
Forwarding
Security

Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding

Dynamic DNS

TP-LINK’

IPsec Policy Seftings

‘/ Create

Policy Name: || IPsect I
Local Subnet: | 192.168.1.0 1|24 |
Peer Subnet: [ 192 168.0.0 /|24 || <€—— Enter
Peer Gateway: |1[]_1[].1[]_11?' |(IF' ar domdin name)
Negotiation Mode: mﬁ Manual mode
Security Protocol: || ESP |
Authentication Algorithm: || MD5 |
Encryption Algorithm: |3DES V| < Select
IKE Security Policy: |Test 1 V| Click here to add IKE list
PFS Group: |NDNE V|
Lifetime: | 28800 | seconds (50-504800)
Enable: |Enable V| — Select
| save ||| Back |

~ Click
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Step 6. Check Enable and then click Save to activate the IPsec.

TP-LINKC

Status
Quick Setup
WPS

List of IPsec Policy

Check
Network /
Wireless | oy .
Guest Network IPsec: .(®)Enable | O Disable 44— Click
DHCP
VPN Index HName Local Subnet Peer Subnet Hegotiation Mode Status Configuration
- IKE 1 IPsec1 192.168.1.0/24  192.168.0.0/24  IKE mode enable modify delete
-IPsec
- Security Alliance List
T — |  Add || DeleteAl

Forwarding
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3.2 Configure IPsec VPN on Router B

Step 1.
Step 2.
Step 3.

Log in the management webpage of router B (TL-ER6120).

Go to VPN -> IKE -> IKE Proposal.

Create a Proposal Name (here take Test 2 for example). Select MD5 as Authentication Algorithm, 3DES as Encryption
Algorithm, DH2 as DH Group, the same as Router A's. Then click Add.

TP-LINK"

TL-ER6120

IKE Palicy

MNetwork

User Group

Advanced

Firewall

VPN
* IKE

*IPsec
*L2TR/PPTR

Services

Maintenance

IKE Proposal

IKE Proposal

Logout

Proposal Name: Test 2 || €— Create Click

et e
Authentication: | MDS v |

Clear
Encryption: | 3DES v || Select
DH Group: "DHz =) {the same as Router A's)
List of IKE Proposal
Mo, Mame Auth Encr DOH Action
Mo entries.
Semctﬂﬂ][ Delete ][ Search

-10-
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Step 4. Goto VPN -> IKE -> IKE Policy. Create a Policy Name (here take Test 2 for example). Select Main as Exchange Mode,

IP Address as Local ID Type and Remote ID Type, Test 2 as IKE Proposal 1; enter secret as Pre-shared Key, and
28800 as SA Lifetime, the same as Router A's. Then click Add.

TP-LINK'
TL-ER6120 w

IKE Policy
Network Policy Name: Test 2 | | Create
Click = Add
daiEy ULy Exchange Mode: EFSaresstE-———=
Advanced Clear
Firewall Local ID Type: ® IP address|=-Er Fobid-—=--
VPN Local ID: [Local wan 1P |
« KE "_ Select
P Remote ID Type: @ IP address Hor FEEM===-
+ | 2TP/PPTP Femote ID: |RemuteGatewavIP|
SRS IKE Proposal 1: Test2 v |
Maintenance
IKE Proposal 2: [ —-- v
Logout IKE Proposal 3: [—- v
IKE Proposal 4: [ —-- v
Enter
Pre-shared Key: secret | / {the same as Router A's)
5a Lifetime: |22800 lsec (60-604200)
DPD: () Enable & Disable
DPD Interval: [10 | Sec {1-300)
List of IKE Policy
Mo, Marme Mode Proposal 1 | Proposal 2 | Proposal 2 | Proposal 4 Action
Ol 1 Test 2 Main Test2 A i
[SEmctﬁH]’ Delete ]l Search

-11-
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Step 5. Go to VPN -> IPsec -> IPsec Proposal.
Step 6. Create a Proposal Name (here take IPsec 2 for example). Select ESP as Security Protocol, MD5 as ESP Authentication,
3DES as ESP Encryption, the same as Router A’'s. Then click Add.

TP-LINK'

TL-FR&120 IPsec Palicy IPsec Proposal |
Click
IPsec Proposal \
Network Proposal Mame: |IF'SE|:: 2 | 44— Create
User Group _ —
e ) Security Protocal: |ESP v

Clear
Firewall ESP Authentication: | MDS v |
v\Se:l-e:t:t

YPM .
| NS ESP Encryption: | 3DES ] (the same as Router A's)
| = IPsec List of IPsec Proposal
s L2TP/PPTP Mo, Marne FProtocol | &H Auth | ESP Auth | ESP Encr Action
Services
Maintenance Select All ” Delete ” Search

Logout

Step 7. Go to VPN -> IPsec -> IPsec Proposal.
Step 8. Create a Policy Name (here take IPsec 2 for example). Select LAN-to-LAN as the Mode.

1) Enter 192.168.0.0 / 24 as the Local Subnet, 192.168.1.0 / 24 as the Remote Subnet (it is Router A’'s Local Subnet),

-12-
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10.10.10.101 as the Remote Gateway (it is Router A's WAN IP).
2) Select IKE as Policy Mode, Test 2 as IKE Policy, IPsec 2 as IPsec Proposal.
3) Select NONE as PFS, and enter 28800 for SA Lifetime, which are the same as Router A’s.
4) Check Activate for the Status.
5) Click Add.

6) Check Enable and then click Save to activate the IPsec.

-13-
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TP-LINK'

TL_ER6 120 IPsec lelC'}"
Check
General "
Network IPsec: * Enable | Disahle Click —
User Group
Advanced IPsec Policy
Firewall Palicy Mame:; IPsec 2 || = Create
[ ven | Click —»
Mode: | [Lan-to-Lan v|| €— Select
+ IKE Clear
[1psec | Local Subnet: [192.1658.0.0 |4 24 |
CLEv PR Remote Subnet:  |[192.168.1.0 2z
Services
, <4— Enter

Maintenance AN | WAN1 ]

rRemote Gateway: | |1E|.1E|.1E|.1E|1 |k—]&-ﬂ6§%¢99wm¥lﬁm}
Logout .

Policy Mode: ®) IKE Ho-Maruat=======

IKE Palicy: Test 2 v 4— Select

IPsec Proposal 1: | IPsec 2 V|

IPsec Proposal 20 | — v|

IPsec Proposal 31 | -—— ~|

IPsec Proposal 41 |- v|

PFS: |NONE v| .

d— Select/ Enter ({the same as Router A's)
g Lifetime: 28300 |sec (120-504500)
Status: & Ackivate| O Inackivate
List of IPsec Policy Check
Mo, Mame Mode Local Subnet Femote Subnet | Policy Mode Status Action

Select &ll H Activate ][Inactivate” Celete H Search

-14-
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3.3 Check IPsec Security Alliance

Step 1.
TL-ER6120.

Status
Quick Setup
wes
MNetwork
Wireless
DHCP

VPN

- IKE

- IPsec

Security Alliance List

USB Settings
Forwarding

Security

Check the VPN -> Security Alliance List page of TL-WR842ND as well as the VPN -> IPsec -> IPsec SA page of

J00M Multi-Function Wireless N Router

I'P-LINKC
Model No. TLWRE42N | TL-WRE42ND

List of Security Alliance

Index Name SP1 Tunnel Initiator Tunnel Receiver Security Protocol AH Auth ESP Auth ESP Encr
1 IPsec1 95514210 101010117 101010101 EsSP == MD5 3DES
2 IPsec1 125577895 101010101 1010101417 ESP -- MDA 3DES

-15-
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TP-LINK'
TL-ER6 120 IPsec Palicy IPsec Proposal IPsec SA

List of IPsec SA

MNetwork Mo, | Mame SPI Tunnel Data Flow Protocol | &H Auth | ESP Auth | ESP Encr Status
User Group 1 Psac2 Q5514210<-> 104010447 =-= 192.168.0.0/24<-= Esp N MO IDES connectad
Advanced 125477845 1010101 192.168.1.0/24

Firewall

YPMN

“ IKE Refresh H Search H Helpn

*IPsec

*L2TP/PPTF

Services

Maintenance

Step 2. On a host under TL-WR842ND, press [Windows Logo] + [R] to open Run dialog, input cmd and click OK.

Run IIEQ

= Type the name of a program, folder, document, or
= Internet resource, and Windows will open it For wou,

Cpen: |-:m|:| w |

[ Ok H Cancel ][ Browse... ]

-16-
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Step 3. In the CLI window, type in ping 192.168.0.x (192.168.0.x can be IP address of any host in TL-ER6120), and then press
[Enter].

C:sxDocuments and Settings“Administratorping 172.168.68.1600
Pinging 1?2.168.8.188 with 32 bytes of data:

Reply from 192.168.8.16860: bytes=32 time=2mz TTL=126
Reply from 192.168.8.16860: bytes=32 time=1msz TTL=126
Reply from 192.168.8.16860: bytes=32 time=1msz TTL=126
Reply from 192.168.8.16860: bytes=32 time=1msz TTL=126

Ping statistics for 192.168.0.1088:

Packets: Sent = 4. Received = 4, Lost = B (@x loss>.
Approximate round trip times in milli-—seconds:

Hinimum = 1ims,. Maximum = Zms. Average = 1ms

C:~Documents and Settings“Administrator>g

If Ping proceeds successfully and gets replies from the host in TL-ER6120, the IPsec connection must be working properly now.

If there are any further problems, please feel free to contact our TP-LINK technical support.

-17-
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