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FCC STATEMENT

FS

This equipment has been tested and found to comply with the limits for a Class B digital device,
pursuant to part 15 of the FCC Rules. These limits are designed to provide reasonable protection
against harmful interference in a residential installation. This equipment generates, uses and can radiate
radio frequency energy and, if not installed and used in accordance with the instructions, may cause
harmful interference to radio communications. However, there is no guarantee that interference will not
occur in a particular installation. If this equipment does cause harmful interference to radio or television
reception, which can be determined by turning the equipment off and on, the user is encouraged to try to
correct the interference by one or more of the following measures:

e Reorient or relocate the receiving antenna.

e Increase the separation between the equipment and receiver.

e Connect the equipment into an outlet on a circuit different from that to which the receiver is
connected.

e  Consult the dealer or an experienced radio/ TV technician for help.

This device complies with part 15 of the FCC Rules. Operation is subject to the following two conditions:

1) This device may not cause harmful interference.
2) This device must accept any interference received, including interference that may cause

undesired operation.

Any changes or modifications not expressly approved by the party responsible for compliance could void
the user’s authority to operate the equipment.

Note: The manufacturer is not responsible for any radio or tv interference caused by unauthorized
modifications to this equipment. Such modifications could void the user’s authority to operate the
equipment.

FCC RF Radiation Exposure Statement:

This equipment complies with FCC RF radiation exposure limits set forth for an uncontrolled
environment. This device and its antenna must not be co-located or operating in conjunction with any
other antenna or transmitter.

“To comply with FCC RF exposure compliance requirements, this grant is applicable to only Mobile
Configurations. The antennas used for this transmitter must be installed to provide a separation distance
of at least 20 cm from all persons and must not be co-located or operating in conjunction with any other
antenna or transmitter.”

CE Mark Warning

C€

This is a class B product. In a domestic environment, this product may cause radio interference, in which
case the user may be required to take adequate measures.



Canadian Compliance Statement

This device complies with Industry Canada license-exempt RSS standard(s). Operation is subject to the
following two conditions:

(1) This device may not cause interference, and

(2)This device must accept any interference, including interference that may cause undesired operation
of the device.

Cet appareil est conforme aux norms CNR exemptes de licence d’Industrie Canada. Le fonctionnement
est soumis aux deux conditions suivantes:

(1) cet appareil ne doit pas provoquer d’interférences et

(2) cet appareil doit accepter toute interférence, y compris celles susceptibles de provoquer un
fonctionnement non souhaité de I'appareil.

Industry Canada Statement
Complies with the Canadian ICES-003 Class B specifications.

Cet appareil numérique de la classe B est conforme a la norme NMB-003 du Canada.

This device complies with RSS 210 of Industry Canada. This Class B device meets all the requirements
of the Canadian interference-causing equipment regulations.

Cet appareil numérique de la Classe B respecte toutes les exigences du Reglement sur le matériel
brouilleur du Canada.

Korea Warning Statements
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Mpoaykt ceptudikoBaHo 3rigHO ¢ npaBunamyn cuctemn YKpCEMPO Ha BignoBigHIiCTb BUMOram
HOPMaTUBHMX OOKYMEHTIB Ta BUMOram, Lo nepeadadvyeHi YNHHUMM 3aKOHOAABYMMN akTaMn YKpaiHu.

EAL

Safety Information

® When product has power button, the power button is one of the way to shut off the product; when

there is no power button, the only way to completely shut off power is to disconnect the product or

the power adapter from the power source.

® Don’t disassemble the product, or make repairs yourself. You run the risk of electric shock and

voiding the limited warranty. If you need service, please contact us.
® Avoid water and wet locations.

This product can be used in the following countries:
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Tp-LINK® TP-LINK TECHNOLOGIES CO., LTD

DECLARATION OF CONFORMITY

For the following equipment:

Product Description: AV500 Passthrough Powerline WiFi Extender
Model No.: TL-WPA4230P
Trademark: TP-LINK

We declare under our own responsibility that the above products satisfy all the technical regulations
applicable to the product within the scope of Council Directives:

Directives 2004/108/EC, Directives 2006/95/EC, Directives 2011/65/EU
Directives 1999/5/EC, Directives 1999/519/EC

The above product is in conformity with the following standards or other normative documents:

EN 55022: 2010 + AC: 2011

EN 55024: 2010

EN 61000-3-2: 2006 + A1: 2009 + A2: 2009

EN 61000-3-3: 2013

EN 60950-1: 2006 + A11: 2009 + A1: 2010 + A12: 2011
EN 50412-2-1: 2005

EN 62311: 2008

EN 300 328 V1.8.1

EN 301 489-1 V1.9.2 & EN 301 489-17 V2.2.1

The product carries the CE Mark:

C€

Person responsible for making this declaration:

Yang Hongliang

Product Manager of International Business

Date of issue: 2014

TP-LINK TECHNOLOGIES CO., LTD.

Building 24 (floors 1, 3, 4, 5), and 28 (floors 1-4) Central Science and Technology Park, Shennan Rd,
Nanshan, Shenzhen, China



Important Safety Instructions

1.

© N o o bk w0 DN

10.
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12.

13.

14.
15.

Do not open this product or attempt to service it; it may expose you to dangerous high voltage or
other risks.

Do not operate this product near water.

Do not place or operate this product near a radiator or a heat register.

Do not expose this product to dampness, dust or corrosive liquids.

Do not connect this product or disconnect it from a wall socket during a lightning or a thunderstorm.
Do not block the ventilation slots of this product, for insufficient airflow may harm it.

Do not put anything on this product.

Plug this product directly into a wall socket (100-240V~, 50/60Hz). Do not use an extension cord
between this product and the AC power source.

When plugging this product into a wall socket, make sure that the electrical socket is not damaged,
and that there is no gas leakage.

Place the connecting cables properly so that people won’t stumble or walk on it.

. This product should be operated from the type of power indicated on the marking label. If you are not

sure of the type of power available, consult the qualified technician.

Unplug this product from the mains and refer the product to qualified service personnel for the
following conditions:

» If liquid has been spilled on the product
» If the product has been exposed to rain or water

Unplug this product from the wall socket before cleaning. Use a damp cloth for cleaning. Do not use
liquid cleaners or aerosol cleaners.

The specification of the fuse is T4AL250V. To avoid damage, please do not change the fuse.

The Operating temperature is 0°C~40°C (32°F~104°F). The Storage temperature is -40°C~70°C
(-40°F ~158°F).
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Chapter 1 Introduction

Congratulations on your purchase of this outstanding AV500 Passthrough Powerline WiFi Extender. This
device is not only a powerline Ethernet extender which transforms your house’s existing electrical wiring
into a ubiquitous networking infrastructure, but also a Wi-Fi Access Point which creates a wireless
network allowing for greater range and mobility.

As a powerline Ethernet extender, it uses the existing power lines installed in a home as a path to
transmit digital data, voice, audio and video between devices. Simply plug this AV500 Passthrough
Powerline WiFi Extender into an ordinary AC power outlet, and then your Cable/xDSL broadband
connection or existing Ethernet (LAN) network can be easily extended to any other electrical outlet in
any room of a house with the absence of cabling. With powerline data rates of 500Mbps, full multimedia
application can easily be supported throughout the whole house.

As a Wi-Fi Access Point, it can transmit wireless data at the rate of up to 300Mbps. With multiple
protection measures including SSID broadcast control, wireless LAN WEP encryption, and Wi-Fi
Protected Access (WPA2- PSK, WPA-PSK), the device delivers complete data privacy.

It supports an easy, web-based management utility. Even though you may not be familiar with the device,
you can easily configure it with the help of this Guide. The extender adds three new functions which are
found to be useful.

1.  Connection with a new unassociated device via the Pair button.

2. Reset to default settings via the Reset button.

3.  Wi-Fi Clone via Wi-Fi Clone button.

1.1 System Requirement

a) At least two power outlets (100-240V~, 50/60Hz) with standard home power wiring

b) A computer with the following:

Operating System of Windows 2000/XP/2003/Vista/7/8, Mac OS X, Linux

Operating System with TCP/IP installed

Pentium 11l compatible processor and above

Ethernet LAN card installed with TCP/IP protocol

64 MB RAM or more

YV V V V V

50 MB of free disk space (Minimum)
CD-ROM Drive

1.2 Conventions

The extender, or TL-WPA4230P, or device mentioned in this User Guide stands for TL-WPA4230P
AV500 Passthrough Powerline WiFi Extender without any explanations.

Parameters provided in the pictures are just references for setting up the product. They may differ from
the actual situation.

You can set the parameters according to your demand.
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Chapter 2 Hardware Connection

2.1 Before You Begin

Please read this User Guide carefully before installing and using the equipment. The operating distance
or range of your wireless connection varies significantly based on the physical placement of the
powerline extender. Factors that can weaken signals by getting in the way of your network’s radio waves
are metal appliances or obstructions, and walls. Typical ranges vary based on the types of materials and
background RF (radio frequency) noise in your home or office.

For best performance of your wireless network, you are suggested to place your powerline extender:

1). Near the center of the area in which your wireless stations will operate.

2). In an elevated location such as a high shelf.

3). Away from the potential sources of interference, such as PCs, microwaves, and cordless phones.
4). Away from large metal surfaces.

Failure to follow these guidelines can result in significant performance degradation or inability to
wirelessly connect to the powerline extender.

& Note:

Take notes that this AV500 Passthrough Powerline WiFi Extender works in pairs or with another
powerline device. You need to plug the powerline extender into a power outlet; you will also need
another powerline extender or powerline Ethernet adapter connected to your Cable/xDSL broadband
(Ethernet port) in order to extend your broadband connection or Internet surfing. With clean powerline,
the distance between two powerline Ethernet extenders can reach 300 meters, but the actual distance
may vary due to the environment.

Section below describes the AV500 Passthrough Powerline WiFi Extender’s LED indicators, physical
interface and hardware connection mechanism.
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2.2 LED Indicator

The LED indicator displays information about the device’s status.

TP-LINK

500Mbps

LEDs Name Status Indication
On The device is on.
Power LED Off The device is off.
Blinking The device is in the pairing procedure.
on The device is connected to a powerline network, but there
Powerline is no data being transferred.
LED Off The device isn’t connected to any powerline network.
Blinking The device is transferring data.
On The Ethernet port is connected.
Ethernet LED Off The Ethernet port isn’t connected.
Off The wireless function has been disabled.
Wi-Fi/Wi-Fi Blinking slowly | The extender is cloning Wi-Fi settings from other device.
Clone LED

Blinking quickly | The wireless function has been enabled.
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2.3 Physical Interface

Here displays the physical items on this device.

Integrated Electrical Socket

Wi-Fi/Wi-Fi Clone Button

Power Plug

Ethernet Ports

Reset Button

Pair Button

Item Description

Wi-Fi/Wi-Fi Press the button for 2 seconds to start Wi-Fi Clone.
Clone Button [Press the button for 5 seconds to enable or disable the wireless function.

. A power plug for connecting the adapter to an AC power socket (100-240V~,
Power Plug 50/60Hz).

Three 10/100Mbps Ethernet ports connected to PC LAN card or broadband

Ethernet Port .
device.

Press the button more than 5 seconds, the device will restore to its factory

Reset Button defaults.

Pair Button  |Pair button is used to secure a powerline network.

The integrated electrical socket allows additional devices or multiple sockets to be
connected to the adapter just like to a normal wall socket. No electrical socket is
lost.

Integrated
Electrical Socket

* The provided power plug may differ from the picture due to different regional power specifications.
Here we take the EU version as an example.

& Note:
1. If you press the Pair button for more than 10 seconds, the extender will leave the network it is
associated with and its network name assumes a random value.

2. For detailed information about the Reset button and Pair button, please refer to Chapter 5 Pair
Button & Reset Button.
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2.4 Hardware Connection

Please first make sure that your PC can successfully access the Internet via the router. Then connect
the powerline devices by following the instructions below.

Step 1: Connecting to the Internet

This section describes how to connect the powerline extender into your existing network. Follow the
procedures described below:

1. Connect one end of an Ethernet (RJ45) cable to the Ethernet port of the powerline extender or a
compatible powerline adapter like TL-PA4020P.

2. Connect the other end of the Ethernet (RJ45) cable to an available Ethernet port of your wireless
router.

3. Plug the powerline extender or powerline adapter into a wall socket.

4. Check and confirm the LEDs status. (The Power LED and Ethernet LED on the powerline device
should be ON.)

The hardware connection mechanism is shown below:

TL-PA4020P

LAN WAN

&~ Note:

Do not connect the powerline extender or powerline adapter to an extension lead, power strip, extension
cord, or surge protector, as these may degrade the network performance.

Step 2: Connecting the Computer

Following are the steps to properly connect the powerline extender to your computer:

1. Connect one end of the provided Ethernet (RJ45) cable to the powerline extender’s Ethernet port.
2. Connect the other end of the Ethernet (RJ45) cable to you computer’s LAN port.

3. Plug the powerline extender into a wall socket next to the computer.

4. Turn on your computer.
5

. Check and confirm that the Power LED and Ethernet LED on the powerline extender are ON.
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The hardware connection mechanism is shown below:

TL-WPA4230P

K J > D

As soon as the powerline devices are connected following the steps above, a powerline network is
available.

P ) TL-PA4020P

T LAN WAN
J

) TL-WPA4230P

.,))
)

.,))
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2.5 Wi-Fi Clone Button for Super Range Extension

Wi-Fi Clone button is used for copying the wireless settings (including SSID and wireless password)
from the front wireless router.

Wi-Fi Clone Steps:

Before taking the steps below, we strongly recommend you make sure the current wireless password of
the front router isn’t the default value.

WPS

Wireless Router

i [

TL-WPA4230P

1. Press the WPS button on the router for 2 seconds. (Here we take TP-LINK router as an example.)
2. Press the Wi-Fi Clone button on the extender for 2 seconds. The extender will reboot later.

* It's recommended that you plug the extender near the router to use Wi-Fi Clone button.

After Wi-Fi Clone:

A unified wireless network is established. The SSID and wireless password of the powerline extender
will be the same as the wireless router.
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SSID:
ABCDE
TL-PA4020P LAN WAN
J
SSID:
ABCDE
TL-WPA4230P

p)

&= Note:

If you want to establish a secure and separate wireless network from the wireless router, please refer to
3.4.2 Wireless Security to set a different SSID and password for your powerline extender.
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Chapter 3 Configure the Device

This chapter describes how to configure your extender via the web-based management page. The
AV500 Passthrough Powerline WiFi Extender is easy to configure and manage with the web-based
(Internet Explorer, Netscape® Navigator, Firefox, Safari, Opera or Chrome) management page, which
can be launched on any windows, Macintosh or UNIX OS with a web browser.

3.1 Login

3.1.1 For Wired Connection

If your computer is connected to the extender via Ethernet cable, you can log in to the extender by
following the steps below:

1. Insert the TP-LINK Resource CD into the CD-ROM drive. The following screen will appear. Select
model TL-WPA4230P and then choose Management Utility from the drop-down menu.

Setup Wizard

Man Utility
TL-WPA4230P User Manual

Figure 3-1 Setup Wizard

&~ Note:

If your PC does not have a CD-ROM drive, please download the Management Utility at TP-LINK
official website, www.tp-link.com.
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2. Find the model to be configured and click Connect to log in to the web-based management utility.

fles
Wireless powerline devices in your local network:
Description Mode NO. IP Address MAC Address Connect
11N Powerling AP Wwpa4230p 192.168.1.1 D0-BO-52-42-30-65 [connect| —
4
| Rescan |

Figure 3-2 Management Utility

&~ Note:

If another TL-WPA4230P is displayed on the screen above and you cannot decide which model is
the one you are configuring, please refer to the MAC address under MAC Address column. The
device’s MAC address can be found on the label at the bottom of the device.

3. Enter admin for the User name and Password (both in lower case letters) in the screen below. Then
click OK or press Enter.

Connect to 192.168.1.1

The server 192,168.1,1 at AYS00 Passthrough Powerline WiFi
Extender requires a username and passwiord,

Warning: This server is requesting that vour username and
password be sent in an insecure manner (basic authentication
without a secure conneckion),

Lser name: | €7 admin w |

Password: |u-u |

[ ]remember my passwaord

I Ok ] [ Cancel

Figure 3-3 Login Window

10
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&~ Note:

If the above screen does not prompt, it means that your web browser has been set to a proxy. Go to
Tools >Internet Options>Connections>LAN Settings, in the screen that appears, cancel the
Using Proxy checkbox, and click OK to finish it.

3.1.2 For Wireless Connection

If your device is connected to the extender via wireless, you can log in to the extender by following the
steps below:

1. Launch a web browser and type in the default domain name http://tplinkplclogin.net in the address
field.

Address http: /ftplindkplclogin net M | o

Figure 3-4 Log in to the Extender

2. Enter admin for the User name and Password (both in lower case letters) in the screen below. Then
click OK or press Enter.

Connect to tplinkplclogin. net

The server tplinkplclogin.net at A¥S00 Passthrough Powerline
WiFi Extender reguires a username and password,

Warning: This server is requesting that vour username and
passwiord be sent in an insecure manner (basic authentication
without & secure conneckion),

Liser name: | €7 admin w |

Password! | senes |

[ ]remember my passwaord

I Ok l [ Cancel

Figure 3-5 Login Windows

& Note:

If the above screen does not prompt, it means that your web browser has been set to a proxy. Go to
Tools>Internet Options>Connections>LAN Settings, in the screen that appears, cancel the
Using Proxy checkbox, and click OK to finish it.

After a successful login, you can configure and manage the device. There are six main menus on the
leftmost column of the web-based management page: Status, Network, Wireless, Powerline and
System Tools. Submenus will be available after clicking one of the main menus. On the right of the
web-based management page lays the detailed explanations and instructions for the corresponding

page.

11
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3.2 Status
The Status page displays the powerline extender’s current status and configuration. All information is
read-only.
Firmwsare Version: 1.0.4 Build 140528 Rel.34648n
MAC-QCAT420-1.1.0.844-01-20120919-FINAL
PIB_422011_140304_002
Hardware Version: TL-WPA4230P 1.0 00000000
Powerline
MAC Address: 00-B0-52-42-30-G5
Device Password: FCMG-KVAB-AWDT-CLBY
HNetwork Name: HomeFlugAy
LAN
MAC Address: 00-B0-52-42-30-54
IP Address: 192.168.1.1
Subnet Mask: 25525525850
Wireless 2.4GHz
Wireless Radio: Enable
Name (S SID): TP-LINK_423084
Mode: 11bgn mixed
Channel: Auta (Current channel 11}
Channel Width: Automatic
MAC Address: 00-B0-52-42-30-64
System Up Time: 0 days 00:03:27
Figure 3-6 Status
» Firmware Version - This field displays the current firmware version of the powerline extender.
> Hardware Version - This field displays the current hardware version of the powerline extender.
> Powerline - This field displays the current settings or information for powerline, including the MAC
address, Device Password and Network Name which can be configured on the Powerline —
Network Settings page.
e MAC Address - The physical address of the powerline extender, as seen from powerline.
e Device Password - The security ID that restricts access to critical device functions.
e Network Name - The name that identifies a logical network.
> Network - The following parameters apply to the Ethernet port of the powerline extender. You can

configure them on the Network page.

e MAC Address - The physical address of the powerline extender's Ethernet port.
e IP Address - The IP address of the powerline extender.
e  Subnet Mask - The subnet mask associated with IP address.

12
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> Wireless - This field displays the current settings or information for wireless. They can be
configured on the Wireless — Wireless Settings page.

e Wireless Radio - Indicates whether the wireless radio feature of the powerline extender is
enabled or disabled.

e Name (SSID) - The SSID of the powerline extender.

e  Channel - The wireless channel in use.

e Mode - The current wireless mode the powerline extender works on.

e Channel Width - The bandwidth of the wireless channel.

e MAC Address - The physical address of the powerline extender, as seen from the WLAN.

> System Up Time - This filed displays the length of the time since the powerline extender was last
powered on or reset.

Click the Refresh button to get the latest status and settings of the powerline extender.

3.3 Network

You can configure the IP parameters of the powerline extender on this page.

IMAC Address: 00-0A-EB-42-30-52
IP Address: 192.168.1.1

Subnet Mask: 2552652550 v

Save

Figure 3-7 Network

> MAC Address - The physical address of the powerline extender's Ethernet port. The value can not
be changed.

> IP Address - Enter the IP address of the powerline extender in dotted-decimal notation (factory
default setting is 192.168.1.1).

> Subnet Mask - An address code that determines the size of the network. Usually it is
255.255.255.0.

Click the Save button to save your settings.

&= Note:

1. If you change the IP address, you must use the new IP address to log in to the powerline extender.
2. If the IP address of the powerline extender conflicts with other device in the intranet, a temporary IP

address will be generated at random.

3.4 Wireless

The Wireless option, improving functionality and performance for wireless network, can help you make
the powerline extender an ideal solution for your wireless network. Here you can create a wireless local

13
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area network just through a few settings. Wireless Settings is used for the configuration of some basic
parameters of the powerline extender. Wireless Security provides three different security types to secure
your data and thus providing greater security for your wireless network. MAC filtering allows you to
control the access of wireless stations to the powerline extender. Wireless Advanced allows you to
configure some advanced parameters for the powerline extender. Wireless statistics enables you to get
detailed information about the current connected wireless stations.

There are five submenus under the Wireless menu (shown in Figure 3-8): Wireless Settings, Wireless
Security, Wireless MAC Filtering, Wireless Advanced and Wireless Statistics. Click any of them
and you will be able to configure the corresponding function. The detailed explanations for each
submenu are provided below.

Wireless
-Wireless Settings

- Wireless Security

- Wireless MAC Filtering

- Wireless Advanced
-Wireless Statistics

Figure 3-8 Wireless menu

3.4.1 Wireless Settings

Selecting Wireless > Wireless Settings will enable you to configure the basic settings for your wireless
network on the screen below (Figure 3-9).

Wireless Settings

ssiD: | TP-LINK_423052 \

Region: United Kingdom v

Mode: 11bgn mixed v
Channe! Width:
Enable Wireless Powerline Extender Radio
Enable S3ID Broadcast

Figure 3-9 Wireless Settings

> SSID (Set Service Identifier) - Identifies your wireless network name. Enter a value of up to 32
characters. The same Name (SSID) must be assigned to all wireless devices in your network. The
default SSID is TP-LINK_XXXXXX (XXXXXX indicates the last six unique characters of each
device’'s MAC address). This value is case-sensitive. For example, TEST is not the same as fest.

> Region - Select your region from the pull-down list. This field specifies the region where the
wireless function of the powerline extender can be used. It may be illegal to use the wireless
function of the powerline extender in a region other than one of those specified in this filed. If your
country or region is not listed, please contact your local government agency for assistance.

1

N



RV VRISl AV500 Passthrough Powerline WiFi Extender

When you select your local region from the pull-down list, click the Save button, then the Note
Dialog appears. Click OK.

Nicrosoft Internet Ezplorer

1] Selecting the incorrect country may cause interference to other dewices and wiclate the applicable law.
ey

Note Dialog

> Channel - This field determines which operating frequency will be used. It is not necessary to
change the wireless channel unless you notice interference problems with another nearby access
point. If you select Auto, then the powerline extender will choose the best channel automatically.

> Mode - Select the desired wireless mode. The options are:

e 11b only - Only 802.11b wireless stations can connect to the device.

e 11g only - Only 802.11g wireless stations can connect to the device.

e 11n only - Only 802.11n wireless stations can connect to the device.

e 11bg mixed - Both 802.11b and 802.11g wireless stations can connect to the device.

¢ 11bgn mixed - All 802.11b, 802.11g and 802.11n wireless stations can connect to the device.

If all of the wireless devices connected with the powerline extender can connect in the same
transmission mode (e.g. 802.11b), you can choose the Only mode (e.g. 11b only). If you have
some devices that use different transmission modes, choose the appropriate Mixed mode.

» Channel Width - Determines the channel width to be used. It is unnecessary to change the default
value unless required.

> Enable Wireless Powerline Extender Radio - The wireless radio of the powerline extender can
be enabled or disabled to allow or deny wireless stations to access. If it is enabled, the wireless
stations will be able to access the powerline extender; otherwise, wireless stations will not be able
to access the powerline extender.

> Enable SSID Broadcast - Selecting this check box will allow the device to broadcast its name
(SSID) on the air. If it's allowed, when wireless clients survey the local area for wireless networks
to associate with, they will detect the SSID broadcast by the device.

& Note:
To apply any settings you have altered on the page, please click the Save button to make the settings
take effect.

3.4.2 Wireless Security

Selecting Wireless > Wireless Security will enable you to configure wireless security for your wireless
network to protect your data from intruders. The powerline extender provides three security types: WEP,
WPA/WPA2 and WPA-PSK/WPA2-PSK. The default password can be found on the label at the bottom
of the device. Wireless security can be configured on the following screen shown as Figure 3-10.
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(> Disable Security

@ WPA-PSK/IWPA2-PSK

Versiomn: Automatic b
Encryption: AES 3
PSK Password: 12345670

(You can enter ASCIl characters between 8 and 63 or Hexadecimal characters between 8 and 64.)

Group Key Update Period: 86400 {in second, minimum is 30, 0 means no update)
O WPAWPA2
Versiomn: Automatic b
Encryption: Automatic “

Radius Server IP:
Radius Port: 1812 (1-85535, 0 stands for default port 1812)
Radius Password:

Group Key Update Period: 86400 (in second, minimum is 30, 0 means no update)

Type: Automatic “

WEP Key Format: Hexadecimal v

Key Selected WEP Key Key Type
Key 1 Disabled |+
Key 2 Disabled v
Key 3 Disabled v
Key 4 Disabled |+

Save

Figure 3-10 Wireless Security

Disable Security - Check this radio button to disable wireless security. If disabled, the wireless
stations will be able to connect this device without encryption. It is strongly recommended that you
choose one of the security types to enable security.

WPA-PSK/ WPA2-PSK - Select WPA based on pre-shared key.

& WPA-PSKWPA2-PSK

Version: Automatic v
Encryption: Automnatic -
PSK Password: 12345670

(You can enter ASCII characters between 8 and 63 or Hexadecimal characters between 8 and 64.)

Group Key Update Period: 86400 {in second, minimum is 30, 0 means no update)

Figure 3-11 WPA-PSK/WPA2-PSK
e Version - You can select one of following versions.

v" Automatic - Select WPA-PSK or WPA2-PSK automatically based on the wireless station's
capability and request.

v' WPA-PSK - Pre-shared key of WPA.
v" WPA2-PSK - Pre-shared key of WPA2.

e Encryption - When you select WPA-PSK or WPA2-PSK for Authentication Type, you can
select either Automatic, TKIP or AES as Encryption.

e PSK Password - Enter a password here.

e Group Key Update Period - Specify the group key update interval in seconds. The value can
be either 0 or at least 30. Enter 0 to disable the update.
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> WPA/WPA2 - Select WPA/WPAZ2 based on Radius Server.

® WPAWPA2
Version: Automatic b
Encryption: Automatic v
Radius Server IP:
Radius Port: 1812 (1-65535, 0 stands for default port 1812
Radius Password:

Group Key Update Period: 85400 {in second, minimum is 30, 0 means no update)

Figure 3-12 WPA/WPA2
e Version - You can select one of following versions.

v' Automatic - Select WPA or WPA2 automatically based on the wireless station's capability
and request.

v WPA - Wi-Fi Protected Access.

v WPA2 - WPA version 2.
e Encryption - You can select either Automatic, TKIP or AES.
e Radius Server IP - Enter the IP address of the Radius Server.
¢ Radius Port - Enter the port used by radius service.
¢ Radius Password - Enter the password for the Radius Server.

e Group Key Update Period - Specify the group key update interval in seconds. The value can
be either 0 or at least 30. Enter 0 to disable the update.

> WEP - Select 802.11 WEP security.

* WEP
Type: Open System v
WEP Key Format: Hexadecimal e
Key Selected WEP Key Key Type
Key 1: Disabled +
Key 2 Disabled +
Key 3 Disabled +
Key 4: Disabled +
We da not recommend using the WEP encryption ifthe device operates in
802.11n mode due ta the factthat WEP is not supparted by 802.11n specification

Figure 3-13 WEP
e Type - You can select one of following types.

v Automatic - Select Shared Key or Open System authentication type automatically based
on the wireless station's capability and request.

v' Shared Key - Select 802.11 Shared Key authentication type.
v' Open System - Select 802.11 Open System authentication type.

e WEP Key Format - You can select ASCII or Hexadecimal format. ASCII format stands for any
combination of keyboard characters in the specified length. Hexadecimal format stands for any
combination of hexadecimal digits (0-9, a-f, A-F) in the specified length.

e WEP Key - Select which of the four keys will be used and enter the matching WEP key
information for your network in the selected key radio button. These values must be identical on
all wireless stations in your network.
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e Key Type - You can select the WEP key length (64-bit, or 128-bit) for encryption. "Disabled"
means this WEP key entry is invalid.

v" For 64-bit encryption - You can enter 10 hexadecimal digits (any combination of 0-9, a-f,
A-F, zero key is not permitted) or 5 ASCII characters.

v" For 128-bit encryption - You can enter 26 hexadecimal digits (any combination of 0-9, a-f,
A-F, zero key is not permitted) or 13 ASCII characters.

&= Note:
If you do not set the key, the wireless security function is still disabled even if you have selected Shared
Key as Authentication Type.

Be sure to click the Save button to save your settings on this page.

3.4.3 Wireless MAC Filtering

Selecting Wireless > Wireless MAC Filtering will allow you to set up some filtering rules to control
wireless stations accessing the device, which depends on the station’s MAC address on the following
screen as shown in Figure 3-14.

Wireless MAC Filtering

Wireless MAC Filtering: Enabled

Filtering Rules

@ Allowe the stations not specified by any enabled entries in the listto access.

() Denythe stations not specified by any enabled entries in the listto access.

ID MAC Address Status Description Modify
1 00-0A-EB-B0-00-0B Enabled wireless station A Modify Delete
addMew. | [ Enable Al | [ Disable Al | [ Delete Al

Figure 3-14 Wireless MAC Filtering

» Wireless MAC Filtering - Click the Enable button to enable the Wireless MAC Address Filtering.
The default setting is disabled.

To Add a Wireless MAC Address filtering entry, click the Add New... button. The “Add or Modify
Wireless MAC Address Filtering entry" page will appear, shown in Figure 3-15.

Add or Modify Wireless MAC Address Filtering entry

MAC Address: | |

Description: |

Status: Enabled w

[ sawe ][ Back |

Figure 3-15 Add or Modify Wireless MAC Address Filtering entry
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> MAC Address - Enter the wireless station's MAC address that you want to control.

> Description - Give a simple description of the wireless station.

>  Status - Select a status for this entry, either Enabled or Disabled.

To set up an entry, follow these instructions:

First, you must decide whether the unspecified wireless stations can access the device or not. If you
desire that the unspecified wireless stations can access the device, please select the radio button Allow
the stations not specified by any enabled entries in the list to access, otherwise, select the radio
button Deny the stations not specified by any enabled entries in the list to access.

To add a MAC Address Filtering entry, follow these instructions:

1. Enter the appropriate MAC Address into the MAC Address field. The format of the MAC Address is
XX-XX-XX-XX-XX-XX (X is any hexadecimal digit). For example: 00-0A-EB-B0-00-0B.

2. Enter a simple description of the wireless station in the Description field. For example: wireless
station A.

3. Select Enabled or Disabled for this entry on the Status pull-down list.

4. Click the Save button to save this entry.

To add additional entries, repeat steps 1-4.

To modify or delete an existing entry:

1. Click the Modify in the entry you want to modify. If you want to delete the entry, click the Delete.
2. Modify the information.

3. Click the Save button.

Click the Enable All button to make all entries enabled

Click the Disabled All button to make all entries disabled.

Click the Delete All button to delete all entries

Click the Next button to go to the next page and click the Previous button to return to the previous page.

For example: If you desire that the wireless station A with MAC address 00-0OA-EB-00- 07-BE is able to
access the device, while all other wireless stations cannot access the device, you should configure the
Wireless MAC Address Filtering list by following these steps:

1. Click the Enable button to enable this function.

2. Select the radio button: Deny the stations not specified by any enabled entries in the list to
access for Filtering Rules.

3. Delete all or disable all entries if there are any entries already.
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4. Click the Add New... button and enter the MAC address 00-0A-EB-00-07-BE in the MAC Address
field, enter Wireless Station A in the Description field and select Enabled in the Status pull-down
list. Click the Save button.

The filtering rules that configured should be similar to the following list:

ID MAC Address Status Description Modify
1 00-0A-EB-00-07-BE Enabled wireless station A Modify Delete

& Note:

If you enable the function and select Deny the stations not specified by any enabled entries in the
list to access for Filtering Rules but there isn’t any enabled entry in the list, thus, no wireless stations
can access the device.

3.4.4 Wireless Advanced

Selecting Wireless > Wireless Advanced will allow you to do some advanced settings for the device in
the following screen shown in Figure 3-16. As the configuration for each operation mode is almost the
same, we take Access Point mode for example here.

Transmit Power: High v
Beacon Interval : 100 (40-1000)
RTS Thresholc: 2346 (1-2348)
Fragmentation Threshold: 2346 (256-2346)
OTIM Interval: 1 (1-255)
Enable WM

Enable Short Gl

Enable AP Isolation

Save

Figure 3-16 Wireless Advanced

»> Transmit Power - Specifies the transmit power of the device. You can select High, Middle or Low
based on your need. High is the default setting and is recommended.

» Beacon Interval - Specifies a value between 40-1000 milliseconds. The beacons are the packets
sent by the device to synchronize a wireless network. Beacon Interval value determines the time
interval of the beacons. The default value is 100.

»> RTS Threshold - Specifies the RTS (Request to Send) Threshold. If the packet is larger than the
specified RTS Threshold size, the device will send RTS frames to a particular receiving station and
negotiate the sending of a data frame. The default value is 2346.

> Fragmentation Threshold - This value is the maximum size determining whether packets will be
fragmented. Setting the Fragmentation Threshold too low may result in poor network performance
since excessive packets. 2346 is the default setting and is recommended.
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> DTIM Interval - Determines the interval of the Delivery Traffic Indication Message (DTIM). You can
specify the value between 1-255 Beacon Intervals. The default value is 1, which indicates the
DTIM Interval is the same as Beacon Interval.

> Enable WMM - WMM function can guarantee the packets with high- priority messages being
transmitted preferentially. It is strongly recommended that this function be enabled.

> Enable Short GI - This function is recommended for it will increase the data capacity by reducing
the guard interval time.

> Enable AP Isolation - Isolates all connected wireless stations so that wireless stations cannot
access each other through WLAN.

& Note:
If you are not familiar with the setting items on this page, it's strongly recommended that you keep the
provided default values; otherwise, it may result in low wireless network performance.

3.4.5 Wireless Statistics

Selecting Wireless > Wireless Statistics will allow you to see the wireless transmission information in
the following screen shown in Figure 3-17. This page shows MAC Address, Current Status, Received
Packets and Sent Packets for each connected wireless station.

Current Connected Wireless Stations numbers: 1 Refresh

1] MAC Address Current Status Received Packets Sent Packets
1 00-03-7F-BE-F0-09 STA-ASSOC 113 n

Figure 3-17 Statistics of the device attached wireless stations
> MAC Address - Shows the connected wireless station's MAC address.

> Current Status - The connected wireless station's running status, one of STA-AUTH / STA-ASSOC
/ STA-JOINED / WPA / WPA-PSK / WPA2 /| WPA2-PSK / AP-UP / AP-DOWN / Disconnected.

> Received Packets - Packets received by the station.
> Sent Packets - Packets sent by the station.

You cannot change any of the values on this page. To update this page and to show the current
connected wireless stations, click the Refresh button.

If the numbers of connected wireless stations go beyond one page, click the Next button to go to the
next page and click the Previous button to return to the previous page.

&= Note:

This page will be refreshed automatically every 5 seconds.
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3.5 Powerline

There are two submenus under the Powerline menu: Network Settings and Station Settings. Click
any of them, and you will be able to configure the corresponding function. The detailed explanations for
each submenu are provided below.

Powerline
- Network Settings

- Station Settings

Figure 3-18 Powerline menu

3.5.1 Network Settings

Selecting Powerline > Network Settings, and you can configure the network name of the powerline
extender or all the stations in current network on this page.

Network Settings

MAC Address: 00-0A-EB-42-30-53

Device Password: PPSC-BOYN-EVSJ-BATE

Network Hame: |HumePIugAV | [ Default ]

[ setLlocal | [ setal |

Figure 3-19 Network Settings

> MAC Address - The physical address of the powerline extender, as seen from the powerline. The
value can not be changed.

> Device Password - The password of the powerline extender. The value can not be changed.
> Network Name - Enter the network name (factory default - HomePIlugAV).

Click the Default button to enter the default network name.
Click the Set Local button to set the powerline extender.

Click the Set All button to set all stations which entered the correct passwords in current network,
including the powerline extender.

&= Note:

If you set all stations network name, the remote ones which power off or entered the wrong password
will not take effect.

3.5.2 Station Settings

The Station Settings page shows remote stations in current network and allows you to enter, modify or
delete the password and name for each station.
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Station Settings

Adid MNew...

Current Connected Remote Station number: 1
Device Name MAC Address Device Password Status Operation
54-EG-FC-B4-08-AB online Add

Figure 3-20 Station Settings

»> MAC Address - The remote station's MAC address. The value can not be changed.
» Device Password - The security ID of remote station.

» Device Name - The name used for identifying a station.

To add or modify a station entry, click the Add or Modify button in operation column and following these

instructions:

1. Enter the station password

in Device Password field. The format of the password is

XXXX-XXXX-XXXX-XXXX (X is any character). For example, RLXL-BYPI-MZBO-OPAB.
2. Enter a name you want to give the station in the Device Name field or leave it empty. For example,

Station A.

3. Click the Save button to save this entry.

Add or Modify PLC Station entry

MAC Address:
Device Passworil:

Device Name:

54-EB-FC-B4-08-AB

|RLXL-BYP-MIBO-OPAB |

| Station A |

[ save

J

Back |

Figure 3-21 Add or Modify PLC Station entry

To add or modify another entries, repeat steps 1~3.

Click the Delete button in the operation column to delete a station entry.

Click the Add New... button to add a station into current network. The steps are the same as adding a

station entry.
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CAgdanewstton |

Device Password: | |

Device Name: | |

[ save ][ Back |

Figure 3-22 Add a new station
Click the Refresh button to update the current connected stations.

Click the Next button to go to the next page and click the Previous button to return to the previous
page.

&= Note:

You can do Add or Modify operation only when the remote station is connected. If the remote station
which you entered the password is power off or leave the current network, you can only do Delete
operation.

3.6 System Tools

System Tools option helps you to optimize the configuration of your device. You can upgrade the
powerline extender to the latest version of firmware as well as backup or restore the device’s
configuration files. It's suggested that you change the default password to a more secure one because it
controls access to the device’s web-based management page. Besides, you can find out what
happened to the system in System Log.

There are six submenus under the System Tools menu (shown as Figure 3-23): Firmware Upgrade,
Factory Defaults, Backup & Restore, Reboot, Password and System Log. Clicking any of them will
enable you to configure the corresponding function. The detailed explanations for each submenu are
provided below.

System Tools
- Firmware Upgrade

- Factory Defaults

- Backup 8 Restore
- Reboot

- Password

- System Log

Figure 3-23 The System Tools menu

3.6.1 Firmware Upgrade

Selecting System Tools > Firmware Upgrade allows you to upgrade the latest version of firmware for
the device on the screen shown in Figure 3-24.
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[FrmwareUpgrade |

File: | H Browse... ]

Firmware Version: 1.0.4 Build 140525 Rel.34648n

MAC-QCAT420-1.1.0.844-01-20120919-FINAL
PIE_422011_140304_002

Hardware Version: TL-WPA4230P 1.0 00000000

Upgrade

Figure 3-24 Firmware Upgrade

New firmware versions are posted at http://www.tp-link.com and can be downloaded for free.

» Firmware Version - Here displays the current firmware version.

> Hardware Version - Here displays the current hardware version. The hardware version of the
upgrade file must accord with the current hardware version.
& Note:

1 There is no need to upgrade the firmware unless the new firmware has a new feature you want to
use. However, when experiencing problems caused by the device itself, you can try to upgrade the
firmware.

2 Before upgrading the device’s firmware, you should write down some of your customized settings to
avoid losing important configuration settings of device.

To upgrade the device's firmware, follow these instructions:

1. Download a more recent firmware upgrade file from the TP-LINK website (http://www.tp-link.com).

2. Enter the path name or click Browse... to select the downloaded file on the computer into the File
blank.

3. Click Upgrade.

4. The powerline extender will reboot while the upgrade has been finished.

&= Note:

The firmware version must correspond to the hardware. The upgrade process takes a few moments and
the powerline extender restarts automatically when the upgrade is complete. It is important to keep
power applied until the system finishes upgrading and rebooting. Loss of power during the upgrade
could damage the powerline extender.
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3.6.2 Factory Defaults

Selecting System Tools > Factory Defaults allows you to restore the factory default settings for the
device on the screen shown in Figure 3-25.

Factory Defaults

Click the following buttan to reset all configuration settings ta their default values.

Figure 3-25 Restore Factory Defaults

Click Restore to reset all configuration settings to their default values.
e Default User Name: admin
e  Default Password: admin
e Default IP Address: 192.168.1.1

e Default Subnet Mask: 255.255.255.0

&~ Note:

Any settings you have saved will be lost when the default settings are restored.

3.6.3 Backup & Restore

Selecting System Tools > Backup & Restore allows you to save all configuration settings to your local
computer as a file or restore the device's configuration on the screen shown in Figure 3-26.

Backup & Restore

File: | |(Brawse. ] [_Restore ]

Figure 3-26 Save or Restore the Configuration
Click Backup to save all configuration settings to your local computer as a file.

To restore the device's configuration, follow these instructions:
e Click Browse... to find the configuration file which you want to restore.

e Click Restore to update the configuration with the file whose path is the one you have input or
selected in the blank.

&= Note:

1. The current configuration will be covered with the uploading configuration file.
2. Wrong process will lead the device unmanaged.

3. The restoring process lasts for about 20 seconds and restarts automatically. Do not power off the
device during the process to avoid any damage.
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3.6.4 Reboot

Selecting System Tools > Reboot allows you to reboot the device on the screen shown in Figure 3-27.

Click this button to reboot the device.

Figure 3-27 Reboot the device
Click the Reboot button to reboot the device.

Some settings of the device will take effect only after rebooting, which include:

e Change the powerline extender's IP Address (system will reboot automatically).

¢ Upgrade the firmware of the powerline extender (system will reboot automatically).

o Restore the powerline extender's settings to the factory defaults (system will reboot
automatically).

¢ Update the configuration with the file (system will reboot automatically).

3.6.5 Password

Selecting System Tools > Password allows you to change the factory default user name and password
of the device on the screen shown in Figure 3-28.

Old User Name: I:I
Old Password: I:I

Confirm New Password: I:I

[ save ][ cClearal |

Figure 3-28 Password

It is strongly recommended that you change the factory default user name and password of the device.
All' users who try to access the device's web-based management page or Quick Setup will be prompted
for the device's user name and password.

&= Note:

The new user name and password must not exceed 14 characters in length and must not include any
spaces. Enter the new Password again to confirm it.

Click Save when finished.

Click Clear All to clear all.

27



RV VRISl AV500 Passthrough Powerline WiFi Extender
3.6.6 System Log

Selecting System Tools > System Log allows you to query the Logs of the device on the screen shown

in Figure 3-29.

Index Log Content

1 Odays, 00:00:01, LAN: mirrord setip c0ag0101 mask oo
2 Odays, 00:00:14, System start ok.

Time =1970-01-01 1:53:40 6821s
H-Ver=TL-\WPA4230P 1.0 00000000 : 5-Ver =1.0.4 Build 140528 Rel.34648n

L=192.168.1.1: M= 255.255.255.0

[ Refresh | [ cClear Al ]

Figure 3-29 System Log

The device can keep logs of all traffic. You can query the logs to find what happened to the device.
Click the Refresh button to show the latest log list.

Click the Clear All button to clear all logs.
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Chapter 4 Connecting to Wireless Network

The default SSID is TP-LINK_xxxxxx. (xxxxxx stand for the last six unique numbers of the WLAN
MAC which can be found on the label at the bottom of the device.) The default Wireless Password can
also be found on the label of the device.

If you have used the Wi-Fi Clone button to clone Wi-Fi settings from the front router, the SSID and
wireless password of the powerline extender will be the same as the wireless router.

If you have established a secure and separate wireless network from the wireless router, the SSID and
wireless password of the powerline extender will be what you have set.

4.1 In Windows 8
If you are using Windows 8, please follow the steps below to connect to the wireless network of the

powerline extender.

1. Click the icon “ at the bottom of your desktop, select the SSID of TL-WPA4230P and then click
Connect.

NE 'S

Wi-Fi
TP-LINK_CE1E2F

Connect automatically

2. Input the network security key and then click Next.

(© Networks

TP-LINK_CE1E2F

Enter the network security key

You can also connect
by pushing the button
on the router.

&= Note:

If your network is an unsecured network, you will not be prompted to input the network key.

3. Click to select whether to turn on sharing and connect to devices.
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(© Networks

TP-LINK_CE1E2F

Do you want to turn on sharing
between PCs and connect to devices
on this network?

No, don’t turn on sharing or

Yes, turn on sharing and connect
to devices
For home or work networks

4. You have joined the home network and can surf the Internet now.

NES

Wi-Fi

TP-LINK_CE1E2F Connected il

4.2 In Windows 7
Windows 7 users may use the built-in wireless utility. Follow the steps below.

1. Click the icon iff] at the bottom of your desktop, select the SSID of TL-WPA4230P and then click
Connect.
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MetworkProfile- o | -
B19DDE_ZLP m
a877A7 il
5CDTIE M
Infra_KeyTest .I-_'ﬂ!_
TP-LINK_Networkl m
Connect automatically
TP-LINK_1BOF28 mL
TPLINK_030407 Al
TP-LINK_SCDT1E anl
) = : 1'.“.
AutoTest Al
Open Metwork and Sharing Center

Figure 4-1
2. Input the network key and then click OK.

@ Connect to a Metwork @

Type the network security key

Security key: ssssssnnes

[ oK ] [ Cancel

Figure 4-2

&= Note:
If your network is an unsecured network, you will not be prompted to input the network key.

3. You have joined the home network and can surf the Internet now.
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Dial-up and VPN v T
Mireless Metwork Connection G L
TP-LINK_Networkl ~ Connected g
NetworkProfile~ A 1
B19DDE_ZLP o L
8877AT M
1B0F28 M
Infra_KeyTest .,-,'ﬁ]
TP-LINK_1BOFZ8 M
TP-LINK_B19DDE_ZLP mL
TP-LINK_8877A7 o
Open Metwork and Sharing Center

10:12 AM
3/29/2011

BNl % gl )

Figure 4-3
4.3 In Windows Vista
Windows Vista users may use the built-in wireless utility. Follow the steps below.
.
1. Right-click the icon . at the bottom of your screen, then click Connect to a network.

Mot Connected

Sy ou are currently not
e connected to any networks,

Connect to a network
Metwork and Sharing Center

EN B L 10:04

Figure 4-4
2. Select the SSID of TL-WPA4230P and then click Connect.
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=N oR(F>

&5, IQ_" Connect to a network

Select a network to connect to

Show [ Al
: Dial-up and VPR M =
Wireless Metwork Connection & A =
L' TP-LIMK_Metworkl Security-enabled network ﬂjﬂ
L' TP-LIMK_1BOF23 Security-enabled network ﬂﬂ
gy e L]
E' Infra_KeyTest Security-enabled network _‘ﬂﬂ -

Set up a connection or network
Open Network and Sharing Center

Connect Cancel

Figure 4-5

3.  Input the network key and then click OK.

@ l'!:F‘ Connect to a network

Type the network security key or passphrase for TP-LINK_Networkl

The person whe setup the network can give you the key or passphrase.

Security key or passphrase:

[ Display characters

= If you have a USE flash drive with network settings for TP-LINK_Networkl, insert it

now.

[ Connect ][ Cancel

Figure 4-6

&= Note:

If your network is an unsecured network, you will not be prompted to input the network key.

4. You have joined the home network and can surf the Internet now. Click Close to finish the

connection.
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(== =S

@ @ Connect to a network

Successfully connected to TP-LINK_Network1

Start this connection automatically

Close

Figure 4-7
4.4 In Windows XP

Windows XP users may use the built-in wireless utility. Follow the steps below.
]
1. Click the icon EEfat the bottom of your desktop, select the SSID of TL-WPA4230P and then click
Connect.

5" Wireless Network Connection 32 |z|

Network Ta Choose a wireless network
g Refresh netwark lisk Click an item in the list below ko connect ko a wireless network in range or ko get more
information.
\’; Sef up a wireless network, (( )) TP-LINK_Z54350 &)
for & home or small office
i'_r'.! Security-enabled wireless netwaork (WPAZ) ll[lﬂ[l
Related o (« i» TP-LINE_CB3ASZ
W e bt mhiclkss *:r‘_‘ Security-enabled wireless network (WPAZ) lﬂﬂuu

networking TP-LINK_Network1

Change the order of
preferred networks

@y Change advanced u might need ko enter

setkings

((ﬁ)) WR541
*_.r‘_‘ Security-enabled wireless network ll.!n
SOHO_AT
“@» ¥
Figure 4-8

2. Input the network key and then click Connect.
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Wireless Metwork Connection E|

The network ‘TP-LIMK_Metworkl' requires a network key (also called a WEP key ar WPA
ke, A netwark ke helps prevent unknown intruders From connecting ko this netwark.

Type the ke, and then click Connect,

Mebwork key: I
Canfirm nebwork key: P ———
[ Conneck ] [ Cancel
Figure 4-9

&= Note:

If your network is an unsecured network, you will not be prompted to input the network key.
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Chapter 5 Pair Button & Reset Button

5.1 Pair (Secure with 128 bits-AES)

The Homeplug AV standard uses 128-bit AES (Advanced Encryption Standard) to safely transmit data
between powerline dvices. For the powerline devices to communicate with each other, they all need to
use the same Network Membership Key (NMK). Otherwise, they cannot unscramble the encrypted data
sent in the powerline network.

The Pair button allows you to set up a secure powerline connection with other HomePlug AV compliant
powerline devices which also support the Pair feature. Here takes TP-LINK powerline devices for
example (TL-WPA4230P for device A, TL-PA4020P for device B and C).

5.2 Setting Up a Powerline Network with the Pair Button

You can connect a number of devices on a powerline network, but you can use the Pair button on only
two devices at a time.

Create a Powerline network using the Pair button:

Step 1. Press and hold the Pair button of powerline device A TL-WPA4230P for one second, the Power
LED will start flashing.

Step 2. Within two minutes, press and hold the Pair button of powerline device B TL-PA4020P for one
second, the Power LED will start flashing.

Step 3. Wait for about 60 seconds while your powerline device A and B are connecting. The Power
LED on both devices will stop flashing and become solid light when the connection is made.

Join an existing Powerline network:

Powerline device A and B have formed a powerline network, and powerline device C wants to join this
network.

Step 1. Press and hold the Pair button on powerline device C TL-PA4020P for one second.
Step 2. Within two minutes, press and hold the Pair button on Powerline device A/B for one second.

Step 3. Wait for about 60 seconds while your powerline devices are connecting. The Power LED on
powerline device A/B and C will stop flashing and become solid light when the connection is
made.

&~ Note:

The sequence of Step 1 and Step 2 can be exchanged.
Leave an existing Powerline network:

Powerline device A, B and C have formed a powerline network, and the user wants to remove one
device (powerline adapter C) from this network.

Step 1. Press and hold the Pair button on powerline device C for at least 10 seconds. Powerline
device C will reset and restart.

Step 2. Wait for the reset to complete.
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5.3 Reset

To reset the powerline device:

Press and hold the Reset button more than 5 seconds, and then release the button. You will see all
LEDs begin to flash. At this moment, the default settings have been restored.

Be careful, don’'t power off when the device is in reset process.
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Appendix A: Troubleshooting Guide

1. The Power LED @ does not light up.

Ans. Check the following:

1)

w N

)
)
4)

Make sure that the powerline extender is properly plugged into a power outlet.
Make sure the power outlet is active (working) by plugging another electric device into it.
Re-plug the powerline extender to the power outlet.

If the Power LED still fails to light up, contact your local dealer for technical support.

2. The Ethernet LED 51 does not light up.

Ans. Check the following:

1)

Make sure that the Ethernet cable (RJ45) is properly connected to the powerline extender’s
Ethernet port and the other end of the Ethernet cable (RJ45) is properly connected to the computer
LAN card or to your Cable/xDSL Ethernet port.

Make sure your computer LAN card is properly installed and configured.
Make sure your Cable/xDSL broadband access is working and configured correctly.

Contact your local dealer for technical support if the Ethernet LED still fails to light up after the
above procedures.

3. The Powerline LED @ does not light up.

Ans. Check the following:

1)

Double-click to enable the Management Ultility and click the “Rescan” button. The Management
Utility will automatically detect all other Powerline Extender on your powerline network.

Try to plug a powerline device into a nearby power outlet and check whether the Powerline LED
lights up or not.

Make sure that the device is plugged into a wall socket instead of a power strip.

Follow the method in “5.2 Setting Up a Powerline Network with the Pair Button” to establish the
connection again.

Reset the device to its factory default values.

Contact your local dealer for technical support if the Powerline LED still fails to light up after the
above procedures.

38



	Chapter 1   Introduction
	1.1 System Requirement
	1.2 Conventions

	Chapter 2   Hardware Connection
	2.1 Before You Begin
	2.2 LED Indicator
	2.3 Physical Interface 
	2.4 Hardware Connection
	2.5 Wi-Fi Clone Button for Super Range Extension

	Chapter 3   Configure the Device
	3.1 Login
	3.1.1 For Wired Connection
	3.1.2 For Wireless Connection

	3.2 Status
	3.3 Network
	3.4 Wireless
	3.4.1 Wireless Settings
	3.4.2 Wireless Security
	3.4.3 Wireless MAC Filtering
	3.4.4 Wireless Advanced
	3.4.5 Wireless Statistics

	3.5 Powerline
	3.5.1 Network Settings
	3.5.2 Station Settings

	3.6 System Tools
	3.6.1 Firmware Upgrade
	3.6.2 Factory Defaults
	3.6.3 Backup & Restore
	3.6.4 Reboot
	3.6.5 Password
	3.6.6 System Log


	Chapter 4   Connecting to Wireless Network
	4.1 In Windows 8
	4.2 In Windows 7
	4.3 In Windows Vista
	4.4 In Windows XP

	Chapter 5   Pair Button & Reset Button
	5.1 Pair (Secure with 128 bits-AES)
	5.2 Setting Up a Powerline Network with the Pair Button 
	5.3 Reset

	Appendix A: Troubleshooting Guide


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (Japan Color 2001 Coated)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness false
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages false
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages false
  /ColorImageDownsampleType /None
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages false
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages false
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHS <FEFF005B57FA4E8E201C537052378D2891CF201D005D00204F7F75288FD94E9B8BBE5B9A521B5EFA7684002000410064006F006200650020005000440046002065876863900275284E8E9AD88D2891CF76845370524D53705237300260A853EF4EE54F7F75280020004100630072006F0062006100740020548C002000410064006F00620065002000520065006100640065007200200035002E003000204EE553CA66F49AD87248672C676562535F00521B5EFA768400200050004400460020658768633002>
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /BleedOffset [
        0
        0
        0
        0
      ]
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MarksOffset 6
      /MarksWeight 0.250000
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PageMarksFile /RomanDefault
      /PreserveEditing false
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed true
    >>
    <<
      /AllowImageBreaks true
      /AllowTableBreaks true
      /ExpandPage false
      /HonorBaseURL true
      /HonorRolloverEffect false
      /IgnoreHTMLPageBreaks false
      /IncludeHeaderFooter false
      /MarginOffset [
        0
        0
        0
        0
      ]
      /MetadataAuthor ()
      /MetadataKeywords ()
      /MetadataSubject ()
      /MetadataTitle ()
      /MetricPageSize [
        0
        0
      ]
      /MetricUnit /inch
      /MobileCompatible 0
      /Namespace [
        (Adobe)
        (GoLive)
        (8.0)
      ]
      /OpenZoomToHTMLFontSize false
      /PageOrientation /Portrait
      /RemoveBackground false
      /ShrinkContent true
      /TreatColorsAs /MainMonitorColors
      /UseEmbeddedProfiles false
      /UseHTMLTitleAsMetadata true
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


