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CKOpOYEeHHA TepMiHiB

SMB obnagHaHHA PekomeHAoBaHi piweHHA EAP

CnUCcOK CKOpOYeHb Ta TePMiHiB
3HayeHHA

AP
NAT
PoE
nK
SOHO
SSID

Ta

Access Point (Touka gocryny)

Network Area Translation (MepeTBopeHHA MmepexKeBUX aapec)

Power Over Ethernet
NepcoHanbHUit Komn’toTep
Manuii odic/aomaluniit odic

Service Set Identifier (yHikanbHe im’a 6e3npoBigHOl Mepe:kKi)

Touka paocryny
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1. MeTta AOKYMEHTY
Onucatm npoueaypy BcTaHOBNeHHA EAP Software Controller, nogaBaHHA [0 Hboro Touku
Ooctyny (TA) Ta HanawTyBaHHA HalibinbWw NnowWKMpeHoro GyHKLioHany.

Becb ¢yHKUiOHan HanawToOBYBABCA i NEPEBIPABCA 3 BUKOPUCTAHHAM HAcTynHoro obnagHaHHA:
T4, EAP225, komyTaTop TL-SG1008P, mapwpytnsatop TL-ER6020 u MK nig ynpasnaiHHam Windows 7.1 32
bit 3 BctaHoBneHum EAP Software Controller.

Il Ba)knAnBo 3a3HauMTU, WO OYHKLUiOHAN 6e3WOBHOr0 POYMiHIYy € HETAaEMHOK YaCTUHOM
6e3apoToBOi Mepeki Ha 6a3i T/, EAP. Llelt dyHKLioHan npautoe 6e3 byab AKMX A0AATKOBMX HaNalWTyBaHb
i po3noBctoaKynTecs Ha yci T, 3 ogHakosum SSID.

Y3aranbHeHW ansaiH mepexi npuseaeHo HuXKYe (puc.l1), ge:

- MapuwpyTtusaTtop (Router) — gns opraHdisauii NAT TpaHcnsuii npueaTHux IP — agpec
BHYTPILIHbLOT MepeXKi B rnobanbHy IP — aapecy;

- KomyTaTtop (Switch) (6axaHo 3 PoE ¢yHKUioHanom) gns NigKaoUYeHHs XOCTiB mepexi Ta

EAP T,
— Komn’totep (Desktop)— ans EAP KoHTponepa;
- EAP TouKkuM gocTyna — Ana opraHisauii 6e3gpoToBoi mepexi.
e
.
Im=rmet /'_““““
Swith
Desktop
Puc. 1. Y3aranbHEeHWUI gM3aMH MepeXKi.
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2. BcraHOBNEHHSA Ta NepBUHHEe HanawTtyBaHHA EAP Software Controller

2.1 BcraHoBneHHA EAP KoHTponepa

3aBaHTaXKyemo apxis 3 canty http://www.tp-link.ua, posnakosyemo Ta BCTaHOBAHOEMO
¢aiin «EAP Controller v2.4.7-20160920-7951.exe» (puc. 2.1.1-2.3.1);

EAP Controller - InstallShield Wizard i x|

‘Welcome to the InstallShield Wizard for EAP
Controller

The InstallShield Wizard will install EAP Controller on your
computer. To continue, click Next.

52
-;-

< Back Next > I Cancel |

Puc. 2.1.1 EKpaH npuBsiTaHHA. HaTuckaemo "dani" (Next).

EAP Controller - InstallShield Wizard x|

Choose Destination Location
Select folder where setup will install files.

= Install EAP Controller to:

\ C:\Program Files\TP-LINKAEAP Controller Change... l

At least 4 GB disk space is required for the software installation

IristallShield

< Back | Next > I Cancel l

Puc. 2.1.2. Obupaemo nanky, kHonKa "Change...". Hatuckaemo "Next" (Oani).

AP Controller - nsalishickd Wizard x|

Setup Status

EAP Controller is configuring your new software installation.

Installing

C:\Program Files\TP-LINKAEAP Controllerjresbinkjavafs-font.dll

==

rstallShield

Cancel |

Puc. 2.1.3. O4ikyemo 3aBepLUeHHA NpoLeccy BCTaHOBAEHHA.

© TP-Link Ukraine [lnfa 3aranbHOro BUKOPUCTAHHA Bepcis Big 22.08.17
Crop.5326

N ANNNNSESRNNNI


http://www.tp-link.ua/

SMB obnagHaHHA PekomeHAoBaHi piweHHA EAP

tp-link
2.2 3anyck EAP KoHTponepa

3anyckaemo EAP Software Controller A Controller ,

[ EAP Controller v2.4.7 - TP-Link - o B3

" tp-link

",

Initializing EAP Controller v2.4.7

04] Starling...

06] Mongo DB server started
10] EAP discovery server started
] EAP manage server started

10] EAP adopt server started

52
-;-

Puc. 2.2.1. Npouec iHiyianisawii KOHTponepa.

Micnsa 3anycky KoHTponepa, Biakpuetbca WEB cTopiHKa B 6pay3epi KOTpuiA BCTaHOBNEHHUI «3a
3aMoBYeHHAMY (puc. 2.2.2).

[ Movmunse sepes noppwers X

C | A He xondigenuiiinuii | bepS://127.0.0.1:8043/wizard/c;JSESSIONID=0b19742d-1cf0-4405-a8a5-c34f1c6755

A

3'eaHaHHA He KoHiAeHUIliHe

3n08Mi /Tb HAMAraTVCA BUKPACTIA

wauio 3 127.0.0.1 (wanpuxnan

ERT_AUTHORITY_INVALIC

Puc 2.2.2. BiakpuTrs 6paysepa.

B HUWMKHIM YacTMHi CTOPIHKM HaTMCKaeEMo «[eTanbHiwe», aani «Mepeitn Ha canT 127.0.0.1 (He
6e3neyHo)», Nics YOoro BiAKPUETLCA NOYATKOBE HAALLTYBaHHA KOHTpoaepa (puc. 2.2.3).

[) Morsuma wepes mpysen X

C | A He xondiaenuivent | brS://127.0.0.1

A

3'eaHaHHA He KOHOIAeHUINHe

Puc. 2.2.3. lo3Bonsemo bpaysepy BigKPUTU CTOPiIHKY KOHTpoJiepa.
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3aflaeMo MalibyTbHe iMmsa 6e3apoToBOi Mepexki i maponb A0 Hei, HaTuckaemo «Next». dani
3aNOBHIOEMO HACTYMHI NOASA, | HATUCKAaEMO «Next» (puc. 2.2.4-2.2.6).

EAP Controller x

C | A He xondlaenuiiinmi | biepS://127.0.0.1:8043/wizard/c; JSESSIONI 19742d-1cf0-4405-a Af1¢

SSID Name: | Test_225

Password 12345678 (WPA2-PSK

Puc. 2.2.4. 3anoBHeHHs imeHi 6e3gpoToBoi mepei (SSID) Ta napoato gocTyna Ao Hei.

Admin Name: ‘admm (4-32 characters)

E-mail: ’ user@example.com ‘ (user@example.com)
(6-32 characters, only
Password: ‘ ------ ‘ :
numbers and letters.)
!
Confirm: ’ ------ ‘ (repeat password)

Puc. 2.2.5. 3anoBHeHHs nonis 06aikoBOro 3anucy agmiHictpatopa.

SSID Name: Test_225
Admin Name: admin
E-mail: user@example.com

Puc. 2.2.6. 3aranbHa iHpopmauis.

Micna BCTAaHOBNEHHA KOHTPOMEPa BM MOMKETe 3alTM Ha HbOro ¢ byab AKOro NpUCTPOlD Y
NOKaNbHiN Mepexki BUKopucTaBwK [P-agpecy nNpuUCTPOlO, Ha AKWUIA BCTAHOBNEHO KOHTposiep abo
6e3nocepeAHbO 3 NPUCTPOIO, Ha AKUIA  BCTAaHOBAEHO KOHTponep, BuKopucTaswwu |IP-agpecy
NoKanbHoro xocty 127.0.0.1.
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23 ABTOpu3auia Ha EAP KoHTponepi

Ha cTopiHui aBTopu3auii KoHTponepa BBoAMMO cBOi o06nikoBi AaHHi (puc 2.3.1), Ta
NnoTpaniseMo Ha NepLly CTOPiHKY KoHTponepa (puc 2.3.2).

/ [ EAP Controller x \\

€ C | A He xoHdigeHuiinmi | beps://127.0.0.1:8043/login

1@ tp-link

Forgot password?

Puc.2.3.1. CtopiHKa aBTOpM3aLlii KOHTpoANepa.

& 2 Cootroler x allsig] =

€ C | A He sondigesasinest | BpS://127.0.0.1 5 %

Connecind Disconnecied  Pending

Slatisics Access Ponis Clients Insight Log

Label  Details | Coverage Map:

Hi) tp-link Sites: Detault APs Stations: Use

undefined
!
Pnc.2.3.1. MNMepwa cTopiHKa KOHTpoepa.
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3. [opaBaHHA TOUKM JOCTYNY B KOHTPOJIEP B IOKa/IbHIN mepexi

Ha cTopiHui KoHTponepa nepexoguMmo B MeHio "Access Points", y npaBomy BepxHbMy KyTi
obupaemo posgin "Pending", HaTMcKaemo Ha ranouKky "Batch adopt" ana Bcix, abo HaTUCKaeMo Ha
ran4yoky B KosioHui "Action"”, ans agoaasaHHA KOHKpeTHOI T (puc.3.1).

(@ % Controller x Bllal@l 2

€ C A He xondiaerasivanit | baept://122.0,0.1:804 t B

: Stations:
Conneced Drsconnecisd  Penang Users Ouesss

Map Statistics - Clients Insight Log
Pending o

e

10 tp-link Sites: Default APs

?
;

¢ Name/MAC Address ¢ IP Address ¢ Status ¢ Model ¢ Version £ Num of Clients ¢ Download ¢ Upload A:noy
7.6 0b b 62 42 1630 1 EAP225 0 B 150909 Rel 40914 Byt Byt v

Puc 3.1. [lonasaHHA TOYKM JOCTYNY.
Y BCN/nBalOYOMYy BiKHi aBTOpU3aLii BBogumo 06nikoBi gaHHi T[, (3a 3amoBYEHHAM noriH: admin,
naponb: admin) i HaTuckaemo KHonky "Apply" (puc. 3.2).

B £ Controlier x lallzl@] & )

& C | A He xondigeHuitini | bieps://127.0.0.1:8043/ho B

tp-link

Batch Adopt APs

Usemame

Pending All | Connected | Disconnected | Pending
Password
Name, 1P Q ‘ B i | Pertarmanca @ saicn Adopt
| |
4 Name/MAC Address 4 IP Address 4status % Model % Version 4 Num of Clients 4 Download 4 Upload Action
S0.c7.0f Obibd a2 192.168.0.102 Pending EAP225 1.0.0 Build 20160909 Rel. 40914 0 0 Bytes 0 Bytes v
Pagesize 10 | w TBtEI Atotal 071 page(s) Pageto “r.;o

Puc. 3.2. AsTtopmsauia Ha T/,
Yepes gekinbka xsunuH T/, 3’asuTbes B nigmeHto "Connected” (puc. 3.3). Ta 3MiHWTb CBilA cTaTyC

3 "Provisioning" Ha "Connected" (puc. 3.4).

[ £ Controtier x allale] = ]

¢« C | A He xondlaenuitnmit | bapS://127.0.0.1:804 e %

10 tp-link Sites: Default —

5 5 Stations:
Connected Disconnected Pending Users Guests

Map Statistics _ Chents Insight Log
Connected o
Q Forget Al

¢ Name/MAC Address % IP Address $ Status $ Model $ Version £ Num of Clients % Download $ Upload Action

EAP225 1.0.0 Build 20160909 Rel. 40914 Byt 0 Byt 7 tE

Puc. 3.3. T, B po3gini "Connected" 3i ctatycom "Provisioning".

AANNNSSSRNN

&« C | A Hesawaero | be#S:/127.00.1

10 tp-link Sites: Default v APs 1 1 0 Stations:

Connected Disconnected Pending

Map Statistics _ Clients Insight Log

Connected

# Name/MAC Address # IP Address + Status + Model # Version # Num of Clients
14:c¢:20.35¢1:.63 93.41.60.17 ted EAP120 2.0.3 Build 20170113 Rel. 5569¢
Page Size -

Puc. 3.4. T, 8 po3gini "Connected" 3i ctatycom "Connected".
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4, JAopasaHHA T 3 iHWOT MepexXi 40 KOHTpoaepa

Ulo6 pmopgatm TA 3 iHWOI niamepexi/mepexi B KoHTponep, HeobxiaHo 3apatu T IP-agpec
KOHTponepa. 3pobutn Le moxnmeo 3a gonomoroto “EAP Discover Tool” faKkuit MoXKHa 3aBaHTaXKUTK 3a
nocunaHHam: http://static.tp-link.com/res/down/soft/EAP_Discovery_Utility_V1.0.3.zip.

BcraHosnoemo “EAP Discover Tool”. MNicns BCTaHOBAEHHA 3aX0AMMO B nporpamu, Bknagka "TP-
Link -> EAP Discover Utility" Ta 3anyckaemo nporpamy "EAP Discover" (puc 4.1).

JOIELUIELCR] £O
. TP-Link
| EAP Controller
| EAP Discovery Utility
% EAP Discover
&) Uninstall EAP Discover
. TP-LIMK Camera Control '}
. WideoLan
. VMware
. WinPcap

1 Hazaa

I |HatiTr nporpamme v dakine: E

o @ (|0 €2

Puc. 4.1. Nporpama "EAP Discover".

Niakntovaemo T, B ogHY NoKanbHy mepexy c MK, Ha Akomy BcTaHoBneHo "EAP Discover".

O6u1paemo (BCTAHOBIOEMO FalouKy) HaBNPOTU HeobxigHux TL, i HAaTUCKaeMo KHonKy "Manage"
(pnc 4.2) abo HaTMcKaemo KHonKy “Bach Manage” wo6 aogatu Bci TA. Y BiKHiI, WO 3’ABUTbCA BBOAMMO
IP-agpecy KOHTpoJsiepa, a TaKoX JioriH i naponb Big T[ (33 3amoBYeHHAM fioriH: admin 1 naponsb:
admin) (puc. 4.3). Hatuckaemo KHonKy "Apply" Ta O4iKyEMO NPUIAHATTS HaNaLITYBaHb.

EAP Discovery Utility v1.0.3 - TP-LINK

Search: IP,MAC Model Status .

Select MAC Address IP Address Model Version Status Action
 Adcca0Bactbd 193416017  EAP120 20.3Buld2017011.. Pending | Manage |
Displayed EAP: 1 Batch Manage

Puc. 4.2. Bubip TA.

EAP Discovery Utility v1.0.3 - TRP-LINK

Search: IP MAC Model Status .

Device Information x
Select  MAC Address stus Action
14:06:20:33:01°b¢ Status:  Pending ding
Model:  EAP120
IP Address: 193416017
MAG Address:  14.c0:20:3a.01b3
Controller Hostname/lP-  192.168.100.100
Username:  amin
Password: ™
S
Cancel ] Apply
Displayed EAP: 1 [T —

Puc. 4.3. BCTaHOBAEHHSA NapameTpiB NiAKAOYEHHA 40 KOHTposepa.
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O’ SMB obnagHaHHA PekomeHAoBaHi piweHHA EAP
o tp-link
Micna ycniwHoro HanawTyBaHHA T, BM nobauyuTe nosigomneHHs "Setting Succeed", pani

HaTuckaemo Ha "OK" (puc. 4.4.). Y BikHi "EAP Discover" moxHa nob6auynti, WO CTaTyc 3MiHUTbCA 3
"Pending" Ha "Succeed" (puc. 4.5).

EAP Discovery Utility v1.0.3 - TP-LINK

Search: IP MAC Model Status Q)

Select MAC Address IP Address Maodel Version Status Action

14:cc:20:3ac103  198.41.60.17  EAPI20 203 Build 2017011 Success

EAP Discovery Utility X

Setting Succeed

52
;

oK

Displayed EAP: 1 Select All Batch Manage

Puc.4.4. MosiaoMNEeHHA NPO ycnilHe BCTAaHOB/IEHHA HaNalWTyBaHb.

EAP Discovery Utility v1.0.3 - TP-LINK

Search: IP,MAC Model Status ()

Select MAC Address IP Address Model Version Status Action

14:cci20:3a:c1:b3 193 41 6017 EAP120 2.0.3 Build 2017011...  Success Manage

Displayed EAP: 1 Select All Batch Manage

Puc.4.5. 3miHa cTtatycy TA Ha “Success”.

Micna BMKOHAHHA UMX HanawTyBaHb BW 3MOXKeTe KepyBaTu T[ 3 BigganeHoi mepexi. T
3’aBuTbca B MeHo "Pending" KoHTponepa. Jani goaaemo ii AK BKasaHo B po3aini 3.
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5. CtBopeHHA SSID. HanawTyBaHHA 3BMYaiiHOro nigKkntoueHHa go T 3a 4ONOMOrolo naponio

AKWo y Bac He BCTAHOBNEHWN KOHTposep abo BM BMKOHYETE HaNalUTyBaHHA BMeplUe, Bam
HeobxigHO BUKOHATK BCTaHOBAeHHA EAP KOHTposiepa Ta Moro HanawTyBaHHA (po3ginum 2-3).

[na cteopeHHa SSID amanasoHny 2.4 Mu/5 Ty 3axoaumo B meHio "Wireless settings" pani
nigmeHio "Basic Wireless Settings" B HUWXHi yacTMHi cTOpiHKKM (puc. 5.1). JaHe MmeHI0 3a3BuUYail
3BepHyTe Ta Bigobpa)kaeTbcs TiNbKM Hanuc "Wireless settings", Ha fAKkuii HeobxigHO HaTUCHYTK.
O6upaemo gianasoH YacToT Ana HanawTyBaHHA 2.4 Ty nam 5 My, (puc. 5.1). Jani HATUCKAEMO KHOMKY
"Add" (puc. 5.1).

B £ Controter x = (] IS
o C | A He rondiaerasinest | bwps://127.0.0.1:804 & %

10 tp-link Sites: Detault v APs 1 Stations:

Connected Disconnecied Pending Users Guests

Map Statistics _ Clients Insight Log

Connected

@ Forget A
$ Name/MAC Address 4 IP Address ¢ Status & Model s Version & Num of Clients % Download 4 Upload Action

.00 bd 02 102 EAP22 1.0.0 Buld 20160909 Rel. 40914 0 0 Bytes Bytes < t B

vt setings ) :
oo vveess seiog )

ID ¢ SSID Name $ Security S$SID Isolation Portal Access Control Rule Rate Limit Action

Psk " ‘ ’ e

Puc.5.1. MeHio "Wireless settings"-> “Basic Wireless Setting” KHOMKM BMOGOpPY 4acToTH
moBeHHs "2.4 GHz", "5 GHz " Ta kHonka "Add".

B BiKHi, Lo 3'saBuNOCk (puc. 5.2) 3anoBHUTK BianosigHi nona: “SSID name” — AK 6yae HasuBaTUCA
besapoTtoBa mepexka, “Security mode” — TMn aBTOpu3auii Ta naponb AnA goctyna o 6esnposigHoOi
mepexi (PekomeHayetbcs WPA-PSK version WPA2-PSK, Encryption AES). Bu3Hayaemo naponb Ha
nigkntoyeHHAa go 6esgpotosBoi mepexki — none “Wireless password” — Akwo obpaHuit BignosigHWMi
“Security mode”. [lani HaTuckaemo KHonKy "Apply".

Add 2.4GHz SSID

SSID Name Test_24

0 0-4094, 0 is used to disable VLAN ta

.
Auto WPA-PSK @ WPA2-PSK
—
Auto TKIP ® AES
qazwsxedc

0 seconds(

Portal [J Enable
SSID Isolation Enable

Access Control Rule v

Rate Limit

Puc 5.2 HanawTyBaHHA napameTpiB obpaHoro SSID.
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6. lfoctboBui noptan Ha EAP Software Controller

AKWo y Bac He BCTAHOBNEHWIN KOHTposiep abo BM BMKOHYETE HaNALITYBAHHA BrepLle, Bam
HeobxigHO BUKOHATK BCTaHOBAEeHHA EAP KoHTposepa Ta Moro HanawTyBaHHA (po3ainu 2-3).

6.1 HanawTyBaHHA TOYKK gocTyny 6e3 napons 3 BAKOPUCTAaHHAM NOPTany aBTopu3aLii

CnoyaTky HeobxigHo obpatn “SSID Name” ans akoro 6yayTb BUKOHYBATUCb HanallTyBaHHS.
Ons uboro 3axoanMmo Ao Bknagkm “Wireless Settings” niasknaaka “Basic Wireless Settings” HaTuckaemo
Ha rasouyky B croBnui "Action" HanpoTu HeobxigHoro “SSID Name” (puc. 6.1.1). Lle meHto 3a3Buyait
3BepHyTe i BUAHO nuwe Hagnuck "Wireless settings", Ha saiKy HeobxigHO HaTUCHYTK (puc. 6.1.1).

€ C a o barT//127.0.0.1

0
Users Guest

.P tp-link Sites: Default v x r) Stations:

 Uopts oot o) ‘ Label | Detalls | Coverage oy

ID 2 SSID Name 4 Security  SSID Isolation Portal Access Control Rule Rate Limit Action

Puc. 6.1.1. Bubip HeobxigHoro SSID ana skoro byae AiaTW HanalTyBaHHA.

B BiKHi WO 3ABMA0OCA 3anoOBHITb HAcTynHi nonsa: “Security mode” — obpatn “none”, a Takox
BTaHOBWUTM ranoudky "Enable" B meHio “Portal” (puc. 6.1.2). MiaTeeaxyemo HanalTyBaHHA HaTUCKaHHA
KHoMKu "Apply".

S 1127.0.0.1

W tdccM3act bl

Edit S5ID

Rate Limit

Wireless Settings

Basic Wireless Setling | Advanced Wireless Setting | Band Steering

wu G [Dea__+ @

© 4

Portal Rate Limit Action

[5

disstle disable. Nane dissale G

[F][E] 1 [5][55] mstort sonees eaee [ | [0
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Puc. 6.1.2. YBiMKHeHHA nopTany Ana obpaHoro SSID.

MNepexoaumo B po3ain “Wireless Control” niaposain "Portal", ae B nyHkTi "Autentification
Type" o6umpaemo "No Autentification".

Mpn HeobXiZHOCTI MOXHA 3MIHWUTW TEKCT NPUBITaHHA Ha BOyaoBaHomy nopTani B noni "Portal
Title", a TakoK 3aBaHTaXUTU KapTUHKY Ta ¢oH ans nonie "Logo Image" Ta "Background Image"
BignosigHo. Micns HanawTyBaHHA UMX NapameTpiB HaTuckaemo "Apply" (puc 6.1.3).

€« C | A He sapaueo | BT /127.0.0.1

-lo tp-link Sites: Default 1 s stations: (

Connected

4 Name/MAC Address % IP Address ¢ Status %+ Model 4 Version % Num of Clients % Downl

[ wiretess contrel |

Authentication Type
Auhentication Timeout -
Redirect Enable
Redirect URL
Postal Tale ‘Welcome
Term af Use By using it, you are agreeing to these Terms of Use: /

ago Image Best aspect ratio 1:1; Size 100KB, Chaose

Best aspect ratio 3.5, Size 2MB | Choose

Puc. 6.1.3. HanawTyBaHHA CTOPiHKM aBTOpU3ALLii nopTany.

MoanBuTMCA Koo Byae CTOpiHKA NPMBITaHHSA MOXKHa Micns HaTUCHeHHA “Preview Login Page”.
Mpu HaBeAEeHHUX HaNaLITYBaHHAX CTOPiHKa aBTopU3aLii byae Burnagatv Ak Ha Puc (puc 6.1.4).

Welcome

Puc. 6.1.4. MNonepegHilt nepernag CTOpiHKKM aBTopu3aL,ii nopTany.

© TP-Link Ukraine [lnfa 3aranbHOro BUKOPUCTAHHA Bepcis Big 22.08.17

Crop. 14326



?
;

NN ANNNNSSSRNN

SMB obnagHaHHA PekomeHAoBaHi piweHHA EAP

tp-link

6.2 HanawTtyBaHHA naponiB TMM4YacoBoOi Al

CnoyaTtky HeobxigHo obpaTtn “SSID Name” ana akoro 6yayTb BUKOHYBATMCb HaslalLTyBaHHSA.
Ons yboro 3axogMmo fo BKAagkm “Wireless Settings” niasknagka “Basic Wireless Settings” HaTMckaemo
Ha rano4yky B ctoBnui "Action" Hanpotu HeobxigHoro “SSID Name” (puc. 6.2.1). Lle meHto 3a3Buyai
3BepHyTe i BuAHO nuwe Haanuce "Wireless settings", Ha AKy HeobXxiaHO HaTUCHYTK (puc. 6.2.1).

0
v

Stations:

| Linptac t 1‘ Label | Detalls | Coverage i

ID 2 SSID Name 4 Security  SSID Isolation Portal Access Control Rule Rate Limit Action

-]

Puc. 6.2.1. Bubip HeobxigHoro SSID gna skoro byae 4iaTv HanalwTyBaHHA.

B BiKHi WO 3ABMAOCA 3anOBHITb HAcTynHi nona: “Security mode” — o6patn “none”, a Takox
BTaHOBWUTM rasiouky "Enable" B meHio “Portal” (puc. 6.2.2). MiaTBeaxyemo HanalwTyBaHHA HAaTUCKAHHA
KHonKku "Apply".

<« © | & e sawueno | b#PT/127.00.1:80434

Lbel | Details | Caverage Map: [t IE

Edit S5ID

B idcc03uclbd

Rate Limit

Wirsless Semngs

Basic Wireless Seting | Advancen Wirsless Setng | Band Steenng

G (et~ |@

Ady

I : S5ID Name % Becurity Portal Rate Limit Action —
1 TEST WPAPSK disable disable None disable Gm
[FE1[E] 1 [E1E] Aottt psgets Pagetn |[se]
Puc. 6.2.2. YBiMKHeHHA nopTany ana obpaHoro SSID.
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Oani nepexoaumo Ha BKknaaky “Wireless Control” -> "Portal", B noni "autentification type"
obupaemo "simple password", B noni "autentification timeout" BcTaHOBAOEMO 3HaYeHHA nepioay Al
Napo/to Ta B HUMKHIM YacTUHI BiKHA HaTUCKaemo KHonky "Apply" (puc. 6.2.3). Mpu HeobxiaHOCTI MOXKHa
3MIHWUTK TEKCT NpuBITaHHA BOyaoBaHoro noprtany B noni "Portal Title", a TakoXK 3aBaHTaXKUTU KapTUHKY
Ta ¢oH pgna nonie "Logo Image" Ta "Background Image" BignosigHo. [licna HanawTyBaHHA LMUX
napameTpiB HaTuckaemo "Apply".

[ Wireless Control

Authentication Type © - -

Password qwerty
Authentic ation Timeout hd
0 Do H 10 M
Redirect Enable
Redirect URL
Portal Title Welcome

By using it, you are agreeing to these Terms of Use.

Best aspect ratio 1:1; Size 100KB; Choose

A0

Best aspect ratio 3:5; Size 2MB

Preview in Pag

Puc. 6.2.3. HanawTyBaHHA NapoaiB TUMYACOBOI Aji.

MogusuMTUCA AKOO Byde CTOpiHKa NPUBITAHHA MOXHa MNicia HaTUCHeHHA “Preview Login Page”.
Mpu HaBeAEeHHUX HaMALITYBaHHAX CTOPiHKa aBTopu3aLii byae Burnagatv Ak Ha Puc (puc 6.2.4).

Puc. 6.2.4. NonepeaHili nepernag CTOpiHKM aBTOpM3aLii nopTany.

© TP-Link Ukraine [lnfa 3aranbHOro BUKOPUCTAHHA Bepcis Big 22.08.17

Crop. 16 3 26



?
;

NN ANNNNSSSRNN

SMB obnagHaHHA PekomeHAoBaHi piweHHA EAP

tp-link

6.3 HanawTyBaHHA nepeagpecauii 6e3 ayreHTMiKaLii Ta 3 aBTOMaTUUHMM BigKNIOUEHHAM

CnoyaTky HeobxigHo obpatn “SSID Name” ans akoro OyayTb BUKOHYBATUCb HanallTyBaHHS.
Ons uboro 3axoanMmo go BKknagkm “Wireless Settings” niasknagka “Basic Wireless Settings” HaTMckaemo
Ha ranoyky B ctoBnui "Action" Hanpotu HeobxiaHoro “SSID Name” (puc. 6.3.1). Lle meHto 3a3Buuan
3BepHyTe i BuAHO nuwe Haanuce "Wireless settings", Ha AKy HeobxiaHO HaTUCHYTU (puc. 6.3.1).

0

stations:

 nptac i 1‘ Label | Detalls | Coverage ot

ID 2 SSID Name 4 Security  SSID Isolation Portal Access Control Rule Rate Limit

Puc. 6.3.1. Bubip HeobxigHoro SSID gna skoro byae 4iaTv HanalwTyBaHHA.

B BiKHi WO 3ABMNOCA 3aMOBHITb HacTynHi nons: “Security mode” — obpatn “none”, a Takox
BTaHOBWUTM rasniouky "Enable" B meHio “Portal” (puc. 6.3.2). MiaTBeaXyemo HanalTyBaHHA HaTUCKaHHA
KHonKu "Apply".

€ C | A He sauuieno | Dart/127.00.1

Lbel | Details | Caverage Map: [t IE

Edit S5ID

B idcc03uclbd

Rate Limit

Wireless Settings

Basic Wireless Setling | Advanced Wireless Setting | Band Steering

G (et~ |@

Ady
I : S5ID Name % Becurity Portal Rate Limit Action

1 TEST WRAPSK disable disatle None disable Gm

[E[E] 1 E][] Awmortssosn paces [ |[G5]

Puc. 6.3.2. YBiMKHeHHA nopTany Ana obpaHoro SSID.

Mepexoaumo Ha BKnagHuKy “Wireless Control” -> "Portal”, B nyHKTi "autentification type"
obupaemo "No Autentification”, B nyHKkTi "autentification timeout" BcTtaHOBAOEMO Yac poboTn
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KNieHTa A0 BiakAtouveHHsa. B nyHKTI "redirect" ctaBumo ranouky "enable" Ta B noni "redirect url"
NponucyemMo aapecy Beb-CTOpPiHKM Ha AKy byae 3ailicHioBaTMCA nepeagpucauia (puc. 6.3.3). Micna

HanaWwTyBaHHA LWX MapaMeTpiB HaTUCHITb Ha KHonKy "Apply".

- Wireless Control

Authentic ation Type © -
0 Do

Authentic ation Timeout

HA1 M

Redirect

Redirect URL http:/Awww tp-link uasuk/

Portal Tite Welcome

Term of L By using it, you are agreeing to these Terms of Use
Log T Best aspect ratio 1:1; Size 100KB,

Background Image Best aspect ratio 3:5; Size 2MB ‘H‘"--"' ]

Preview Login Page

Puc. 6.3.3. HanawTtyBaHHA nepeaapecalii 6e3 ayTeHTUdIKaLii i aBTOMaTUYHOIO BigKAOYEHHS.
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6.4 HanawTtyBaHHA BayuepiB

CnoyaTky HeobxigHo obpaTtn “SSID Name” ana sikoro 6yayTb BUKOHYBATUCh HaMalWTyBaHHA. Oas
Lboro 3axoammo go Bknaaku “Wireless Settings” niasknagka “Basic Wireless Settings” HaTuckaemo Ha
ranoyky B crosnui "Action" Hanpotu HeobxigHoro “SSID Name” (puc. 6.4.1). Lle meHio 3a3Buyai
3BepHyTe i BuAHO nnwe Haanuce "Wireless settings", Ha AKy HeobxiaHO HaTUCHYTK (puc. 6.4.1).

0

stations:

 nptac i 1‘ Label | Detalls | Coverage ot

ID 2 SSID Name 4 Security  SSID Isolation Portal Access Control Rule Rate Limit

Puc. 6.4.1. Bubip HeobxigHoro SSID gna skoro byae 4iaTv HanalwTyBaHHA.

B BiKHi WO 3ABMNOCA 3aMOBHITb HacTynHi nons: “Security mode” — obpatn “none”, a Takox
BTaHOBWUTM rasniouky "Enable" B meHio “Portal” (puc. 6.4.2). MiatBeaxyemo HanalTyBaHHA HaTUCKaHHA
KHonKu "Apply".

€ C | A He sauuieno | Dart/127.00.1

Lbel | Details | Caverage Map: [t IE

Edit S5ID

B idcc03uclbd

Rate Limit

Wireless Settings

Basic Wireless Setling | Advanced Wireless Setting | Band Steering

G (et~ |@

Ady

I : S5ID Name % Becurity Portal Rate Limit Action —
1 TEST WPAPSK disable disable None disable G
[FE1[E] 1 [E1E] Aottt psgets Pagetn |[se]
Puc. 6.3.2. YBiMKHeHHA nopTany Ana obpaHoro SSID.
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[na HanawTyBaHHA Bayyepis 3axogmMmo B NyHKT "Wireless Control" nignyHkT "Portal”. B noni
"autentification type" obupaemo "hotspot". MNepexognmo 3a nocunaHHAm, wo 3'asunaca "hotspot
Manager" (puc. 6.4.3), nicns yoro BigKpueTbca Bknaaka "EAP Controller Hotspot" (puc. 6.4.3).

[ £ Cortroter x AP Cortrofler Motspot x

& C | A He xondergionnt | birgS://127.0,0,1

10 tp-link Sites: Defaul APs stations:

Connecied Disconnectea Pending Users Cuests

Map Statshes Accnss Poants Chonts. m‘ lon

Wireless Control

Clients Statistics

$ MAC Address Action

Wekome

By using & you are agreeng 10 these Terms of Use.

Best aspect ratio 11, Sze 1008, ks toro |

Best aspect rabo 3:5; Sze 2MB Choose =

Brecsn Logn Page

Puc. 6.4.3. Nepexia, 4,0 HaNalWTyBaHb Bayyepais.

Ha cTtopiHui "EAP Controller hotspot” nepexogmumo B meHto "Voucher" i HaTUCKaeMo KHOMKy
"Create Voucher" (puc. 6.4.4). 3anoBH0eEMO nona “Amount” — KiNbKicTb CMMBOJIIB @ Naponi Bayyepa,
“Duration” — vac gii Bayyepa, MOXHa 3agaTv Big XBUMAMH A0 AHiB, “Type” — nepcoHanbHWit abo
po3paxoBaHWUiM Ha baraTo KopucTyBadis (puc. 6.4.5).

£4P Cortrotier N T —— SllsIEl &

C | A He xondiaenuiivmi | baegS//127.0.0.1:804 ex B

"l’) tp-link Nos: Delai

"
Guost - I Oporator
™

2 Code £ Create Time 2 Notes $ Duration Status Action

Puc. 6.4.4. CtopiHKa Ha/nawTyBaHHA BayyepiBs.

Create Vouchers

Amount

Type M
Duration -
Notes

Puc. 6.4;5. HanawTyBaHHA Bayyepa.

Micna HaTUCHeHHA KHonmku "Apply", 3reHepyeTbCA Bayyepu, iX MOXKHA HAAPYKYBaATH,
HaTMcHyBWW Ha Hanuc "Print All Unused" (puc. 6.4.6). dani nepexoaumo Hasag Ha cTopiHKy "EAP
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Controller" a6o 3aKpMBaeMO CTOPiHKY HaNalTyBaHHA Bay4depa Ta B HWMKHIM YaCTMHI BiKkHa HaTUCKAEMO
IlApplyll.

% |G €47 Controller Hotspot X Sjlol@] ¢
C | A He xondinenuiiinait | birpS://127.0.0.1:8043/hotspot/index.ht %o

Operator

=) 3
¢ Code ¢ Create Time + Notes % Duration Status Action
9047669464 qwerty S Valid for single use i &3

qwerty S Valid for single use g 23

Puc. 6.4.6. 3reHepoBaHi Bayyepwu.
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7. BknloueHHA obmexkeHHsA uncna KOpMCTyBaHiB Ha O,quﬁ TA Ta aBTOMaTU4YHEe BiAKNIOUYEHHA
KOPUCTYBaYiB NO PiBHIO CUrHany

Ons BKAOYEHHA OOME)KeHHA uucna KopucTyBadiB Ha ogHy T[ B meHto "Access Points"
HaTuckaemo Ha "Name/MAC Address" (puc 7.1) T wo Hac uikasnAaTb. Y BiKHI, WO 3’ABUIOCH,
nepexogumo B nNyHKT "Configuration"” Ta po3kpuBaemo po3gin "Load Balance" (puc 8.2).

"uvst\::mr:é- -~ ~osaassss - I I~ - I IS
€ & C [ A He xondigeruiinnt | bIeg://127.0.0.1:804 wel i
o Wi Sites: Defaur ~ > > E
b | tp-link APS  Connecied Disconnected Pending SMions:  \ers Cusss
Map Statistics A s Poi Chents Insight Log
Connected
. S L]
- @ rorgetan
$ Name/MAC Address ¢ IP Address ¢ Status ¢ Model ¢ Version ¢ Num of Clients $ Download $ Upload Action i
1 EAP225 100 Build 20160909 Rel 40914 Byte ) Byte < T E
0.101 EAP110-Outdoor 10.0 Build 20160923 Rel 58133 0 0 Byte 0 Byte < t B
i 1 go(s) P

. - =

Puc. 8.1. Bubip HeobxigHOi TOUKK gocTtyny.

50:c7:bf:0b:bd:e2 (@ Connected

Basic Contig
1P Setting

Radio

WLANS
Rogue AP Detection

Forget this AP

Puc 8.2 MeHto HanawTyBaHHA 06paHOoi TOYKK AOCTynYy.

Oburpaemo YacToTHUI gianas3oH 2.4 abo 5y 1 B nyHKTI “Max Associated Client” sctaHoB/OEMO
ranoyky “Enable” Ta B noni TPoxu HMXKUYE BMUCYEMO KiNbKicTb KhieHTiB (Big 1 mo 99) saka 6yae
MaKCMManbHOIO KiNbKicTio KnieHTiB ana uiei T4 (puc 7.3).

50:c7:bf:0b:bd:e2 @ Connected

Basic Config
IP Setting

Radio

Max Associated Clients | Enable
10 (1-99)

RSSI Threshold:

(-95-0 dBm)

WLANS
Rogue AF Detection

Forget this AP

Puc 7.3. BcTaHOB/IEHHA MaKCMManbHOI KiNbKOCTi KOpUCTYBadiB ans obpaHoi TA.
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TaKOX MOXKHa YBIMKHYTW aBTOMAaTMYHE BiAKAHOYEHHA KOPUCTYBA4iB MO PiBHIO CUrHANY, AKUMK
TaKOX MOKHa 3agaTu. [na uboro HeobxigHo B nyHKTI “RSSI Threshold” BctaHoBMTM ranouky “Enable” Ta
B MOJIi TPOXM HUXKYE 3343TN NOTYKHICTb, NPU AKiN 0bnagHaHHA KOpUCTyBaya byae BigkntoyeHo (puc 7.4).

50:¢7:bf:0b:bd:e2 OConnected

52
-;-

Basic Config
IP Setting
Radio
.‘v1ax Asso:u.a!e:' Clients | Enable
1 (1-99)
RSSI Threshold v

80| (-95-0 dBm)

WLANS
Rogue AP Detection

Forget this AP

Puc 7.4 BcTaHOB/IEHHA NOTYXHOCTi 60dBm npu AKiN KNiEHTCbKMIA NpUCTpin Byae BigKatoueHo.

Micna HanawTyBaHHA HaTMcKaemo “Apply”.
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8. Mpu3HaueHHA VLAN pgo SSID

Mpw cTBopeHHi SSID AK BKasaHo B po3aini 5, nponucyemo HeobxiaHuii VLAN B noni "Wireless
VLAN ID" (puc. 8.1).

Edit SSID
SSID Name Test_225
Wireless Vlan ID @ (0-4094, 0 is used to disable VLAN tagging.)
SSID Broadcast: [V, Enable
Secunty Mode v
Version Auto WPA-PSK ® WPA2-PSK
Encryption Auto TKIP ®@ AES
Wireless Password 12345678
E;?i%% Key Update 0 seconds(30-8640000,0 means no upgrade)
Portal [] Enable
SSID Isolation [] Enable
Access Control Rule | v
Rate Limit

Puc.8.1. Acouiauia SSID go VLAN.
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9. CTBOpeHHﬂ PO3K/aay nepe3aBaHTaXXeHHA TOYOK AoCTyny

[na HanawTyBaHHA aBTOMATMYHOIO nepe3aBaHTaXKeHHA T/l HeobXiAHO nepelTM B MEHIO
"System", nianyHKkT "Reboot Schedule". BctaHoBMTK ranouky "Enable" Ta HanawTyBaTM po3Knag Wwo
notpibeH, nicna 4oro HatucHytM Ha "Apply" (puc 9.1). [aHe meHI0 3a3BMYyall 3BepHyTe Ta
Bi0BOpaXKaeTbCA TiAbKM Hanuc "System", Ha AKMIA HeObXigHO HAaTUCHYTK (puc 9.1).

Enable: @

Timing Mode -
Mon Tue Wed Thu
Day of Week
Fri Sat ~| Sun
-
Reboot Time: v ¥|: v

Puc. 9.1. Npuknag aBTOMaTUYHOTO nepesasaHTaxkeHHA T/, 0 04:00 KoXKHOi Heaini.
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10. OHoOB/IeHHA NpOrpamHoro 3abesneyeHHA Ha TOYKax gocTyny
3aBaHTa)KyYEMO HOBY NPOLUMBKY Ta PO3MaKOBYEMO.
3axogMmo B MyHKT “System”, nignyHKT “Butch Upgrade”. Obupaemo B nyHkTi “EAP Model”

MoAenb TOYKW AocTyny, AKi 6byaemo oHosawoBatu.(pmuc 10.1) [JaHe meHio 3a3BMYail 3BepHyTe Ta
Big0b6paXKaeTbCA TiIbKM Hanuc "System", Ha AKKIA HeobxigHO HaTUCHYTU (puc 10.1).

EAP Amount 1

EAP Model hd

Upgrade File

Hote : In 8l the sites. il the managed EAPs matched with the selected mode! wil be upgraded

Puc.10.1. Bubip moaeni ToukM gocTyny, Wwo byae oHoBAeHa.

B nyHKTi "Upgrade File" Hatuchito "Browse" Ta BKaiTb Wwnax go dakiny npowmnsku. Micns yoro
HaTUCKaemo KHonKy "Update", pani noBmHeH noyatuca npouec oHoBneHHA (puc 10.2). Micns
3aBepLUEHHSI OHOB/MEHHA BW MobaunTe MOBIZOM/IEHHS NMPO YCMillHE 3aBEpLUEHHS OHOBJEHHA TOYOK
poctyny (pwuc. 10.3).

System

EAP Amount 1

EAP Model v

Upgrade File:

———— 35%
Rebooting

AP 50:c7:bf:27:bf:f4 upgrade successfully.

Note : In afl the sites, all the managed EAPs matched with the selected model will be upgraded

Punc.10.2. Mpouec OHOBAEHHA TOYKM A0CTYNY.

B £+ Controller x all=l@l = |
- C | A He xondineruiimi | bepS://127.0.0.1:8043/ho t & ¥

10 tp-link Sites: Default APs

< = Stations:
Connecied Disconnecied Pending

Map Statistics _ Clients Insight Log

Connected
@ Forget Al
4 Name/MAC Address $ IP Address $ Status $ Model *WMavor $ Num of Clients $ Download % Upload Action
7.bf.0b bd e2 192.1 1 EAP22 1.0 0 Buik < L
50.¢7.bf 27 b 14 192.168.0.101 EAP110-Outdoor Build 201 Rel 581 Byte < 1
EAP Amount
EAP Model
Pnc.10.3. Mpouec OHOBAEHHS TOYKM AOCTYNY NPOMLLOB YCNiLIHO.
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