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Explanation of the symbols on the product label

Symbol

[

o

OGO

I © 0 =D

Explanation

Class Il equipment

AC voltage

DC voltage

Polarity of output terminals

Indoor use only

Hazard live parts

Energy efficiency Marking

Protection earth

RECYCLING

This product bears the selective sorting symbol for Waste electrical and electronic
equipment (WEEE). This means that this product must be handled pursuant to
European directive 2012/19/EU in order to be recycled or dismantled to minimize

its impact on the environment.

User has the choice to give his product to a competent recycling organization or to

the retailer when he buys a new electrical or electronic equipment.



ij To prevent possible hearing damage, do not listen at high volume levels for long

periods.
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TL-WR1045ND BecnposoaHoii rurabuTHbI MapLupyTusatop cepum N

maBa 1.  O6mas nadopmanus

1.1 Ilpeana3naveHue ycTpoiicTBa

BecnipoBonnoii  rurabutHbli ~ Mapmpytuzatop cepun N mozmenn  TL-WRI1045ND - at10
MHOTO(QYHKIIMOHAJTBHOE  CETEeBOE  pPEHICHWEe IS CO3[JaHus  IPOBOAHOTO W OECIpOBOAHOTO
WHTepHeT-nonkimoueHus, COBMEIIAIONIEe B OJHOM YCTPOWCTBE 4-TIOPTOBBIN KOMMYTAaTOp, MEKCETEBOU
skpa, NAT-mapuipytuzatop U OecnpoBOIHYIO TOUKy aoctymna. CKOpocTh nepefaun JaHHbIX 10 450
MowuT/c, Ooinblias 30Ha MOKPBITHS CETH M MOIIHOCTh CHUTHANA JOCTATOYHBI I JIFOOOTO JOMa WU

HeOOIBIIOro O(rca 1 He pa30yapyroT TPeOOBaTEILHBIX MOJIL30BATEIICH.

Bbicokasa cKopoCTb nepefadun gaHHbIX

Monens TL-WR1045ND obGecrieunBaeT CKOpOCTh nepefadn JaHHbIX 0 450 Mout/c o 6ecrpoBogHOMY
coeMHeHHI0 ¢ Tomollslo cranaapra 802.11n. YcTpoiiCTBO OTIMYHO MOAXOOUT MAJS OJHOBPEMEHHOM
00pabOTKH HECKONBKUX IOTOKOB JAHHBIX, YTO MPUOABUT Balled CeTH HANEKHOCTH M CTAOMIBHOCTH.
Bricokasi mpon3BOOUTENEHOCTS JAHHOW MOIENH 3HAYUTENBHO OOJEerduT paboTy B MHTEpHET, Tak Kak
ckopocth cranaapra 802.11n Ha 650 % BbllmIe ckopocTH paHee ucnonb3dyemoro crangapra 802.11g.

YerpoticTBo Takxke odparHo coBMectumo co crannapramu IEEE 802.11g u IEEE 802.11b.

HapéxHas 3awuTa

TL-WR1045ND obecrnieunBatoT HaAEKHYIO 3alIUTy BalllMX JAaHHBIX C MOMOIIbI0 HECKOJNBKUX PELICHHA
3alIUTHl, TaKMX Kak KOHTpoib mmpokoBemanus SSID, 64/128/152-6utnoe WEP-mm¢posanne
OecrpoBOMHONW JIOKaIbHOW ceTH, HacTpoika 3ammménHoro Wi-Fi (WPA2-PSK, WPA-PSK) wu

HaCTpamBaeMbI MEXCETEBON IKpaH.

MGKuiA KOHTPOJIL AOCTYNA

Mappyruzarop TL-WR1045ND no3BonsieT HacTpauBaTh MONMTUKY KOHTPOJsS AocTyna. Poxaurenu wim
CeTeBbIe aJ]MUHUCTPATOPLI MOT'YT OTPaHUYMBATh JOCTYH K VIHTEpHET U CETEBBIM pecypcaM A JeTel uiu
cotpynaukoB. [lomaepkka BUPTyalbHBIX cepBepoB, y3i1a DMZ u ¢ynkumu Port Triggering mo3Bomut

aJIMUHUCTPATOpaM YIIPABIATH CETHIO U OCYLIECTBIIATh €€ MOHUTOPUHT B peaJbHOM BPEMEHM yNaJIEHHO.

Mopkntounn u 3a6bin

B cBs3u ¢ TeM, UTO MapHIpyTH3aTOp COBMECTHUM IMPAKTHYECKH CO BCEMH OCHOBHBIMU OIEPAllMOHHBIMH
CUCTEeMaMH, UM O4YEHb JIeTKO YIpPaBJATh. YCTPOMCTBO HUMEET MpeNyCTAaHOBJIEHHbIE  HACTPOWUKH
MOCTABIIUKOB MHTEpHET-YCIIYT, YTO 3HAUUTEILHO O0JerdaeT HaCTpOWKy ycrpoicTsa. [lepen ycTtaHOBKoM
MapIIpyTH3aToOpa CICAyeT BHUMATEIHFHO M3YYUTh NAHHOE PYKOBOICTBO, YTOOBI O3HAKOMHTHCS CO BCEMHU

(YHKIMSAMU yCTPOICTBA.



TL-WR1045ND BecnposoaHoii rurabuTHbI MapLupyTusatop cepum N

1.2 Jlonymenus

Tepmun «Mapmpytuzarop» wunu HauMmeHoBanue TL-WRI1045ND, wucnons3yemble B HaCTOSIIEM
PYKOBOZICTBE, O3HAYAIOT TONBKO OECIpOBOAHOW THUTAOWTHBI MapIpyTH3aTop cepuu N  Momenu

TL-WR1045ND co ckopocThi0 Iepeadu JanHbx 10 450 Mour/c.

1.3 OcHOBHBIE XapaKTEePUCTUKH

» Tlomnepxka cranmapra IEEE 802.11n oGecrnieurBaeT CKOpOCTh OECIIPOBOAHON Tepenayu JaHHBIX JI0
450 Mowurt/c.

»  Omun mopt WAN 10/100/1000 MbuTt/c ¢ GyHKIHEH aBTOMAaTUYeCKOro cornacoBanus (pa3sém RJ45),
geteipe Ethernet-mopra LAN 10/100/1000 Mb6wut/c ¢ ¢yHKIHEH aBTOMATHYECKOTO COTIACOBAHWS
(pa3pém RJ45), momnepxka Asro-MDI/MDIX.

»  MuoropynkuunoHaneHeiid USB-mopT o0ecrnedyuT COBMECTHBIM JOCTYN K NPUHTEPY U JNaHHBIM C

USB-HaxomuTesnst JaHHBIX.

» Tlomnepxka ayrentupukanmu WPA/WPA2, WPA-PSK/WPA2-PSK, 3ammra ¢ mOMOIIBIO
mmdposanus TKIP/AES.

»  CoBMeCTHBIH IOCTYI K JaHHBIM U K UHTEpHET ¢ MOMOIIBIO CIEAYIOMINX THIIOB

Wurepuer-noaxirouenns: JIunamuueckuii [P-anpec/Crarnueckuii [P-agpec/PPPoE/PPTP/L2TP.
» llonnepka BUPTyaJIbHBIX CEPBEPOB, CIIEHUATIBHBIX NPUIIOKEHUN U y31a DMZ.
» Tlomnepxka UPnP, lunamuueckoro DNS, cTrarnueckoil MapImpyTHU3amum.

> Hozmepxqca ABTOMATH4YCCKOro IMOAKIIOYCHUSA K I/IHTepHeT WM TOAKIKOYCHHA I10 paclruCaHUuIO B

ykazaHHoe Bpems (a7 PPPoE).

» Bcrpoennsiii NAT (B Tom umcie anmapatbeiii) u DHCP-cepBep ¢ MoOmaepKKoi CTaTUYECKOTO
pactpenenenus [P-agpecos.

»  Tlomnepkka QyHKIMH POJUTEIHCKOTO KOHTPOJISI U KOHTPOJIS IOCTYIIA.
»  Tlonmkmouenue k UHTepHET 10 TpeOoBaHUIO U OTKIFOUeHHE BO BpeMs npoctost (PPPoE/PPTP/L2TP).

» 3amurta ¢ momomplo 64/128/152-6utHoro WEP-mmpoBanus, CNUCOK KOHTPOJISL JOCTYNa JUIs

OeCIpOBOIHOM JTOKaIHHON CETH.
» Tlomaep»ka CTAaTHCTUKH IO TIOTOKAM.

» Tlomnepxka o6HOBIEHUS BcTpoeHHoro [10 u HacTpolika yepe3 BeO-Opaysep.
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1.4 Onucanue naneJei

1.4.1 Tlepeanss maHejb

Puc. 1-1 TIlepennsist manens

CBeTOI[I/IOI[HBIe HWHIUKATOPbI MAapHIpyTU3aTOpa Ha r[epez[HeI‘/i MaHCJIn (cneBa Har[paBo).

HNupuxarop Cocrosinue 3HaueHue
@ He roput. | IIutanue oTKIHO4EHO.
(Iuranue) Topur. [IuTanue BKIIOYEHO.
. MapmpytuzaTtop 3arpy)kaercss MWIM BO3HHMKJIA CHUCTEMHas
opuT
{‘r} P omuoKa.
(Cucrema) Muraer | Mapuipytusarop paboraer 6e3 mpobiem.
He ropur | Cucremnas omrmoOka.
> He ropur | BecnpoBoaHOE BelaHUE OTKIHOYEHO.
(becmpoBogHoe
Muraet becnpoBonHOE BelIaHNe BKIFOUEHO.
BEIIaHUE)
He ropur | Hert ycTpoiicTB, HOAKIIOUEHHBIX K COOTBETCTBYIOIIEMY TIOPTY.
@" o
& (Uureprer) Topur K coorBercTByromeMy NOPTY MOAKIIOYEHO YCTPOMCTBO, OJHAKO
OHO HE aKTUBHO.
@ (Ethernet) Muraer | OcymecTBseTcs nepefada/npuém  uHdopMamMu  uepes
COOTBETCTBYIOLIHI MOPT.
Muraet BecnpoBonHOe ycTpOHCTBO MopKIO4aeTcss K cetu depe3 WPS.
MeaneHHo | ITponecc noakiroueHust JUIMTCS Napy MUHYT.
Qr)] oot BecnipoBonHOE yCTPOWCTBO YCIENTHO J00ABICHO B CETh uYepe3
(WPS) P WPS.
Muraet Heynaunast mompiTka 100aBUTH OECHpPOBOAHOE YCTPOMCTBO B
OBICTPO ceTb uepe3 WPS.
He ropur Hert nonkimouennbix k mopty USB ycTpoHCTB XpaHEeHUs JAHHBIX
@ p WM IPUHTEPOB.
(USB) oot K mopry USB mnonkio4eHo ycTpoicTBO XpaHEHUs JAHHBIX WITH
P MIPUHTED.

Tabmuna 1-1 Onrcanue HHAUKATOPOB
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@ IIpumeuanue:
IToce Toro Kak ycTpOHCTBO OBUIO YCIIEIIHO /00aBIeHO B ceTh ¢ moMouiblo ¢pynkuun WPS, namukatop

WPS OyneT ropeTs NpUMEPHO 5 MHHYT, 3aTEM ITOTaCHET.

1.4.2 3agusas na"eanb

M ) ()

T et 2 3 ot | _use | onion | pawer | Wesimeset]

O

[wiretess onioff

4

Puc. 1-2 3aguss naHemns

Ha 3aaneli maHeny pacrolioxKeHbl CISIYIONINe 3JIEMEHTHI (BHI CIIEBa HAIIPABO).
»  Wireless On/Off: Knonka BKIFOUESHUS/OTKITIOUEHHS OSCIPOBOTHOTO BEIIAHMS.

» Ethernet (1, 2, 3, 4): Otu nopts! (1, 2, 3, 4) coyxar Ui MOAKIIOUCHHST KOMITBIOTEPOB JIOKATBHOU

CEeTU K MapLIPyTU3aTOPY.

» Internet: 3TOT MOPT HCTIONB3yeTCA JUTS MOAKIIOYEHHS K MapmpyTtuszaropy DSL/kaGensHoro Monema

unu kabens Ethernet.
» USB: K nopry USB mozaxiouarorcss USB-ycrpoiictBa xpanenus manubsix win USB-mpuaTep.
»  On/Off: KHormka BKITIOUSHHS/OTKITFOYCHUS THTAHUS MapIIPyTH3aTOPA.

» Power: Pa3pém, Kyaa noakirogaeTcs kKabesb afganTepa muTaHust. VCrmoap3yiTe TOIBKO TOT aaanTep

MUTaHUs1, KOTOPBIM BXOAUT B KOMIUIEKT K Mapiipytuzaropy moaenu TL-WR1045ND.

>  WPS/Reset:
Haxas 3Ty KHOTIKY U ynepkuBas e€ Haxaroil MeHee 5 ceKyH, Bbl BKiItouaete pyHkuuto WPS. Eciu
Ballle KJIMEHTCKOE YCTPONCTBO, HAIIpUMep, OECIIPOBOIHON afanTtep, moaaepxuBaet ¢pynknuto Wi-Fi

Protected Setup — Hactpoiika 3amuménHoro Wi-Fi (WPS), BEI MoxeTe OBICTPO YCTaHOBHTH

OecIIpOBOIHOE  COECAMHEHHE MEXIy MAapHIpyTH3aTOpOM M KJIHMEHTCKUM  YCTPOUCTBOM,

-4-
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ABTOMATUYE€CKN HACTPOHUB B TOXEC BPEMA 3alIUTY 6eCHpOBOI[HOI71 CCTHU OAHHMM HAXAaTUCM KHOIIKH

WPS.

HaxaB 3Ty KHONKY U ynepxuBas €€ HaxaToil Oojee 5 ceKyHJ, Bbl OCYLIECTBISIETE COPOC HACTPOEK
MapipyTtu3atopa. He oTkmrodass muTaHus MapHIpyTH3aToOpa, HOKMHTE U yAEp)KUBaWTE HaXkaTon
kHonKy WPS/Reset (mpumMepHOo 8 ceKyHH), Kak TOJbKO MHAMKATOp SYS HavyHET MHTATh OBICTPO,

OTITyCTUTE KHOTIKY. [TocTie 3Toro MapupyTu3arop COpOCUT HACTPOUKH JI0 3HAUYEHHH 10 YMOITYaHHUIO.

> AHTEHHBbI: CIIYXKHUT 1A 6eCHpOBOI[HOFO MOJIyUCHHS U nI€peaain TaHHbIX.
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(naBa 2. Ioaka04YeHHe MapIIpPyTH3aTOPA

2.1 CucremHble TpedOBaHHS

>  IupoxononocHsiit noctyn k MuaTepHeT (DSL/kabens/Ethernet)

> Omun DSL/kaGenpHbld Momem ¢ pazbéMoM RJ45 (He TpeOyercs, eciu yCTPOHCTBO HAMPSIMYIO

MOJAKIIFOUEHO K CETH Ethernet)
>  Kommnbrotepsl ¢ paboraromum agantepom u kabenem Ethernet ¢ pazpémamu RJ45
>  Tlomnepxka nmporokona TCP/IP mist kaxmoro KOMITbIOTEpa
>  Be0-Opaysep — Microsoft Internet Explorer, Mozilla Firefox nnmu Apple Safari

2.2 TpeOGoBaHus K cpeae YCTAHOBKH

> MaplnpmiaTop JOJDKCH HaxXxOAWUTBCA B XOpPOHIIO IIPOBETPUBAEMOM MCECTEC B OTAAJICHHU OT

HaneBaTeJ'[efI nim O60FpeBaTeJ'II)HO-BeHTI/IJ'ISIIII/IOHHBIX CUCTEM

>  YCTpoilcTBO HE [O/DKHO IIOJBEPrarbCsi MNpPsMOMY BO3AEHCTBUIO HCTOYHUKOB CHJIBHOIO CBETa

(HarpuMep, COTHEYHBIH CBET)
>  Boxkpyr ycTpo#cTBa TODKHO OCTaBaThCS HE MEHEE 5 CM CBOOOIHOTO MPOCTPAHCTBA
»  Temneparypa skcrutyaramuu: ot 0°C mo 40°C
>  OTHOCHTENbHAs BIAXHOCTH BO3IyXa IpH dKcruryararn: 10% - 90%, 6e3 o6pa3zoBaHms KOHIEHCATa

2.3 IoakiarouyeHne MapIIPyTU3aTOPa

[lepen ycraHOBKOI MapmipyTu3aTopa ClienyeT YOSAWTHCS, YTO Ball KOMITBIOTEP IMOAKIIOUEeH K MHTepHeT
gepe3 IIHUPOKOIONIOCHBIH cepBHC. lIpi BO3HHMKHOBEHHM NpoOiIeM OOpaTHTECh K CBOEMY ITOCTaBIIMKY
WnTeprer-ycayr. 3areM MPOU3BEAMTE YCTAHOBKY MAapIIpyTHU3aTopa COIIACHO MHCTpyKuuu. He 3a0ymsre

BBITAILIUTH BUJIKY U3 PO3ETKH, IPOU3BOAMTE JaHHBIC JEUCTBUSI CyXUMH PYKaMU.
1.  OrxiIrodnTe OT NUTaHus KoMIbloTep, DSL/kabenbHbIH MOIEM U MapIIpyTU3aTop.

2. Bwibepure onTHMaNbHOE MECTO [T MapImpyTu3aropa. OOBIYHO JTyUIINM BapUaHTOM SBISICTCS IICHTP

OecnpoBOHON ceTH. MecTo YyCTaHOBKM JOJDKHO OTBEYaTh TpeOOBaHUsAM MyHKTa 2.2 TpeGoBaHMU K

Cpeac YCTAaHOBKH.

3. OTpeFYHHPYﬁTC noyioxkeHre anTeHH. OOBIYHO Hanu1ydiee 1nmoJjI0KCHUE - BEPTUKAJIBHOEC.

4. TlogkirounTe KOMITBIOTED (-bI) U KOMMYTATOPBI/KOHIICHTPATOPHI K JTOKATbHOU ceTH Yepe3 mopTel LAN
(1~4) mappyTuzaropa, Kak moka3zaHo Ha Puc. 2-1 (ecnu y Bac yxxe ecTh anantep 6ecripoBOJHON CETH
(NIC) 1 ecau Bbl XOTUTE BOCIOJB30BaThCA MOAKIIIOYEHHUEM IO OECIIPOBOIHON CETH, BBl MOXKETE

MPOMYCTUThH ATOT IIar).
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HonxmounTte DSL/kabenpHbIN MOIEM K mopTy Internet Mapipyrusaropa (cM. Puc. 2-1).

ITonkmrounTte ajganTep NUTAaHUS K COOTBETCTBYIOLIEMY pPa3beMy MaplIpyTH3aropa, a ApYrod ero

KOHCIl BCTABBTC B PO3CTKY.

Bxorounte kxommbroTep 1 DSL/kabenbHbIN MOieM.

M '
Komnelotep

3neKTpopo3eTka

Ka6enbHbin/DSL-mogem

e y

——————{Kabens|

Puc. 2-1 VYcraHoBKka anmapaTHOM yacTu MapIIpyTU3aTopa

Kafens t

USB-jnew-Hakonurene
@ USB-kEcTKMI BNCK

- —

* He nognepwuBaloTcA HeKoTopble USB-wécTkne
AVCKW, NoTPpeBAKLWNE MHOMO SAEKTPOSHEBIAW 1
paboTarowmne 6&3 BHEWHETO UCTOMHUKA MNTAHWUA,

MpuHTEp

* HeroTo phie MOQEAN NPUHTEPOBR MOTYT HE
NOAASPHMBATECA KA p WpYTH3aTopom. Utofel yanate,
NOAASPHNBIASTCA AW BAW NPUHTEP KAPIWPYTHIATOPOM,
| NOH@AYACTA, NDCMOTP NTE CAMCOK NOAASPHMBASMbIX !
\ MPUHTEPOB HA HAWEM CAATE, /

Puc. 2-2 Tlonkmouenue k mopty USB
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(maBa 3. PykoBoacTBO MO OBLICTPOIi HACTPOIiKe

B a10i1 raBe PpacCcKa3bIBaCTCsA O TOM, KaK B TCUCHUEC HCCKOJIbKUX MUHYT IIPOU3BECTU HaCTpOI\/'IKy 0a30BBIX

¢ynxmmit mapmpytuzaropa TL-WR1045ND npu momon MacTepa ObICTPOii HACTPOIKH.

3.1 Hacrpoiika TCP/IP

[To ymomyanuio nomeHHoe ums Mapiupytuzaropa TL-WRI1045ND: http:/tplinkwifi.net, [P-aapec mo

ymomuanuio — 192.168.0.1, macka moncetn — 255.255.255.0. [Ipu xenaHuy 3TH 3HAYCHUS MOTYT OBITH

n3MEHEHEI. B JaHHOM PYKOBOJCTBE B Ka4€CTBE IPUMEPA UCIIOJIB3YIOTCA 3HAYCHUA 110 YMOJTYaHUIO.

[NoaxirounTe KOMIBIOTEP JIOKANBHOU ceTH K ogHoMy u3 noproB Ethernet mapmpyruzaropa. [locie storo

BBI MOXETe HAaCTPOUTh IP-aspec 1uist Baero KOMIbIOTEpPa, MPOJIENIaB CIACAYIOMINE IIari:

1) B mportokome TCP/IP Bribepute Hoayuurs IP-aapec apromaruyecku. Ecim Bam HeoOxommmbl

HMHCTPYKIMH, KaK 3TO clenarh, cmorpure Ipunoxxenue B: Hactpoiika koMmnbrorepa.

2) Iocne storo BcTpoernblit DHCP-cepBep HazHaunT komnbioTepy [P-aapec.

Tenepb AJI1 OPOBEPKHU CETEBOr0 IMOAKIIOYCHUA MEKAY KOMIIBIOTEPOM M MApHIpyTH3aTOPOM MOKHO B

KOMAaH/IHO#i cTpoke BBecTH koMaHy Ping. IlpuBenennsrii Hrxe npumep otHocutest kK OC Windows 7.
B xomanzaHoii ctpoke BBeaute ping 192.168.0.1 u nHaxxmuTte kiasuiry Enter.

> Ecnu Bel momyuminm pe3ynbTaT aHANOTHYHBIN MpeACTaBIeHHOMY Ha Puc. 3-1, 3TO 03HaYaer, 4To

COCAMHCHHNE MEXK Y KOMIIBIOTEPOM U MapuIpyTH3aTOPOM OBLIO YCTAHOBJICHO YCIICUIHO.

BN C:\Windows\system32\cmd.exe = [ =] @

Microsoft Windows [Version 6.1.76811 -
(C> Copyright 280@? Microsoft Corporation.

C:“\Documents and Settings“tplink>ping 192.168.0.1

m

naketamd ¢ 192.168.0.1 no 32 sadT:

o1 1922.168.0.1: yHvcao eaiT=32 ppema<linc TTL=64
ot 192.168.0.1: uMvcao gaMT=32 Bpemalinc TTL=64
ot 192.168.0.1: uMmcao =32 spemadinmc TTL=64
or 192.168.0.1: yHucao eakT=32 epemadinc TTL=64

CtatucTHka Ping nan 192.168.0.1:

NakeTtoB: oTnpagAaeHo = 4, noayueHo = 4, notepaHo = 0 (0 noTtepb2.
MpUEAM3HUTEABHOE BpPEMA NPHEMA—NEpPEefadMd B MC:

MuHMMaAbHoe = Omcek,. MakcumaavHoe = 0 mMcek. CpepHee = 0 Mcek

C:~\Documents and Settings“tplink>_

Puc. 3-1 VYcnemmnsii pe3ypTaT BEIIOTHEHUS KOMaHH! Ping
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> Ecnu PE3YIbTAT aHAJIOTUYCH IMPEACTABIICHHOMY Ha Puc. 3-2, OTO O3HA4YacCT, YTO MOAKIIFOUCHHUE MEXKIY

KOMIIBIOTCPOM M MApHIPYTU3AaTOPOM OTCYTCTBYCT.

B C\Windows\system32\cmd.exe = ||-E= @

Microsoft Windows [Uersion 6.1.76011 -
(C>» Copyright 2809 Microsoft Corporation.

C:\Documents and Settings“tplink>ping 102_168_0.1

m

DemeH naketamd ¢ 102.168.0.1 no 32 eakT:

OTeeT oT 192.168.0.1: uucao sakT=32 Bpemad<inc TTL=6h4
Oreer ot 192.168.0.1: uyucao sakiT=32 Bpemadiinc TTL=64
or 192.168.0.1: yHvcao caiT=32 epemadlnc TIL=64
oT 192.168.0.1: uMvcao gaMT=32 Bpemadinc TTL=64

CtatucTuka Ping naa 102.168.0.1:

Naxketos: oTnpasaeHo = 4, noayyeHo 4. notepavo = 0 (0¥ novepnl.
MPUEAHSHTEABHOE BPEMA MPHEMA—MEPEAYH MC =

MuHuHaAbHoe = OMcek, MaxcuHMasbHoe @ mcex,. CpepHee = 0 ncex

C:“\Documents and Settings“tplink>_

Puc. 3-2 Heynaunslii pe3yibTaT BBITOJHEHHS KOMaHIbI Ping

IIpoBepbTe MOAKIIOYEHNE CAETYIONIUM 00pPa30OM:

1. SBusercs ju MOAKIIOYEHHE MEXY BalllUM KOMIIBIOTEPOM M MapIIPyTU3aTOPOM KOPPEKTHBIM?

& [Mpumeuanue:

Wugukaropsl 1/2/3/4 moproB Ethernet, koTopsie BB HMOAKIIOUWIA K MapIIpyTU3aTOPy M WHIUKATOPHI
ajlanTepa KOMITBIOTepa JOJKHEI TOPETh.

2. SBnsercs mu npaBuibHOU KoHpuUTyparus TCP/IP Ha kommbroTepe?

& [Mpumeuanue:

Ecnu IP-anpec mapupyruzaropa 192.168.0.1, To [P-agpeca KOMIbIOTEPOB AOJIKHBI JIEXkKaTh B AUalla30HE
192.168.0.2 - 192.168.0.254.

3. TlpaBunwnsriii 11 [P-agpec mapmpyruszaropa no ymomrdaHuio?

& [Mpumeuanue:

Ecou LAN IP-anpec moaema, NOJKIIOUEHHOIO K BallleMy MaplupyTtuszaropy, ssiserca 192.168.0.x, LAN
[P-anpec mapmpyTuszaropa 1o yMOJIYaHUIO aBTOoMarhyecku uaMeHurca ¢ 192.168.0.1 na 192.168.1.1,
qr00Bl M30ekaTh KoHGmukTa I[P-ampecos. [losTomy, ams TOro, 4ToOBI MPOBEPHTH COCAUHEHHUE MEKIY
BaIlIM KOMITBIOTEPOM M MapIIpyTH3aTOPOM, BBl MOXKETE OTKPHITh KOMAHJIHYIO CTPOKY, BBECTH ping
192.168.1.1 n 3aTem HaxaTh knaBuiry Enter.
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3.2 PykoBoaCTBO 10 OBICTPOIi HACTPONiKe

ITpn nomomy BeG-yTunuthl (Internet Explorer, Apple Safari) MoxHO J1erko HacCTpOUTh MapUIPYTH3ATOP U
YIPaBIATh UM. DTy BeO-YTIINTY MOXKHO HCHONB30BaTh B Modoir OC Windows, Macintosh i UNIX OS
gepe3 BeO-Opaysep.

1. [Jug moctyma K yTHUINTE OTKpOiTe BeO-Opay3ep M BBEOUTE B aJAPECHOH CTPOKE JOMEHHOE MMS II0

ymoruanuro: http:/tplinkwifi.net.

B e [l

Puc. 3-3 Bxon B mapuipytuzatop

[TosiBUTCA OKHO BXOma B CHCTEMY, aHAJOTMYHOE TOMY, Kak mpexacraieHo Ha Puc. 3-4. B mone
Hoan3oBareb u [lapoab B Benute admin, UCIONB3ysl HIKHUM perucTp. 3aTreM HaKMUTE KHONKY Bxon

nnv knasuiry Enter.

2 admin

.P LLL L L)

| Broa |

Puc. 3-4 Bxox B cucremy

& IIpumeuyanue:

Ecnu manHOE OKHO HE MOSBHIIOCH, ATO O3HAYACT, YTO Ball BeO-Opay3ep HACTPOCH Ha paboOTy B pexHMe
npokcu. 3aiautre B pazgen Cepuc > CpoiictBa o6o3peBaresasi > lloakiouenus > Hacrpoiika
napaMeTpoB JOKAJIbHOWH ceTH. B mosBuBmieMcs okHe yOepure rajqodky c sueiiku «llcronb3oBath
MIPOKCH-CEpBEp IS JIOKATBHBIX NOAKIIoUeHU» 1 HaskMuTe OK.

2. Tlocme ycmenHOTO BXOJa B CHCTEMY BbIOEpUTE MeHIO BbIcTpas HacTpoiika I HacTpOWKH

MapIIpyTU3aTopa.

C NoMOlLsK GeICTPO HACTPOMKN Bbl CMOXETE Nerko HaCTPOMTE OCHOBHEIE NapaMeTpkl CeTH.
AnA NpoAoN¥EHUA HaxMuTe [lanee.

AnA BbIX04a M3 ObICTROI HACTPOMKN HaxMKUTE BeiXog.

Bhixoa ] [ Hanee

-10-
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Puc. 3-5 bBeicTpas HacTpoiika

& IIpumeuyanue:

MapiipyTtuzaTop HE MOXKET aBTOMATHMUECKH OIpeAeNuTh TUIl NoAkiItodeHuss k Murtepuer. Bawm
HEOOXOJMIMO CBSI3aThCSI C BAIIUM ITOCTABIIUKOM VHTEPHET-YCIYT ¥ YTOYHUTH Yy HETO 3Ty WH(OpPMAIIHIO,

3aTEM Bbl CMOXKETC BI)I6paTI) H3 CIIMCKa Hy>KHLII71 BaM THII ITOAKJIIITOYCHHU.

3. Tloxamyiicra, MO3TAHO YKaXHTE CTpPaHy, TOPOA/PETHOH W HAMMCHOBAaHHE BaIlllero IOCTAaBIIUKA
WHTepHeT-yCcnyr, mociae 4ero MaplipyTU3aTtop MPEIJIOKUT MOAXONALINE HACTPOHWKU TMOIKIIOUEHUS
JUISL BaIllero ImocTaBimuka WHTepHeT-ycnyr. Mactep OBICTpOH HACTOMKH 3aBEpUINT HACTPOHKY B

COOTBETCTBHH C BHIOPAHHBIM THUTIOM TOIKITIOYCHUSI.
BbicTpan HacTpolika - ABTOHacTpoOWKa nogknYyeHus K MinTepHeT

CrpaHa: | -BriGepute na cnucka- V|

Fopog/Pervox:
MocTaewme MHTEpPHET-YCITyT:
Tun nogenoyeHna VWAN:

| A He HaWEN NoOXoAAWME HACTROEK.

MoxanyicTa, NpoEEpLTE, XOPOLWO MW NOQKNKYEH Kadenk K nopTy WAN Ha BaWeMm yCTPORCTEE.

[ Ha3an |

Puc. 3-6  ABTOHacTpoiiku noaxatodeHus k MaTepHET

Crpanuna ABTOHACTPOWKH TONKIIOYEHHS K VHTepHET MmO mocTaBmMKY HTEpHET-ycayr MOMOXKET
HACTPOUTH MOIKIIOUeHHE K VIHTepHET 1o mapameTpaM perioHa M MOCTaBIIUKa MHTepHET-yCIyT, KOTophle
BbI yKa3zanu. UToObl yOeauThCs, KaKOi UMEHHO THI MOAKIIOUeHHs K MIHTEepHEeT, UCIIONb3yeTcsl Ha BalleM

KOMIIBIOTEPE, BaM HEOOXOMMO 0OPATUTHLCS K BallleMy MOCTABIIUKY MHTEpHET-YCIyT.

Crpana — Beibepute cTpaHy U3 BBINAJAIOIIETO CIHICKA.

T'opon/Pernon — Beibepute ropo/peruon U3 Crucka.

MocraBmuk UHTepHET-yCIyr — BriOepuTe Bamrero nocrapimka MHTEpHET-yCIyT U3 CITUCKA.

Tun nmoakmoyenusi WAN — MapuipyTuzarop MpeniokUT BaM HNOAXOMAIINN THUIl TOAKITIOUEHUS I

Ballero nocrasuiuka HTepHeT-ycayr.

Haxwmure [lasnee u npoBepbTe MpeljiokeHHbIE MapIIpyTH3aTOpOM HACTPOMKM JJISi Ballero MOCTaBIIHMKa
WuTepuer-ycnyr. Ecnmu HeoOxonmumo, BBeaute Umsa moab3oBarens u [lapoab it nocryma k MHTEpHET,

MIPEOCTABIEHHbIE BAalllUM [TOCTAaBIIMKOM MIHTEpHET-yCIIyT.

Ipumeuanue: Ecou BBl He MOXETE HAWTH HEOOXOIMMBIE MapaMeTpbl, oTMeThTe Tose SI He Hamén
MOAXOASIIUX HACTPOEK, KaK YKa3aHO Ha HM300paKCHUHM HIDKE, YTOOBI HACTPOHUTH THI IONKIIOYCHUS

camocTtodarenbHo. Haxxmute JaJiee.

11-
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BbicTpan HacTpoWKa - ABTOHACTPOWKA NOAKNHOYEHNA K IHTEpHeT

CipaHa: |-BbIEEpHTE M3 CrMCKa- |
Fopon/Pernon: |-Elb|ﬁepme M3 CMMCKa- |
MocTaBwMK HHTEpHeT-yCIyT: |-Elb|ﬁepme M3 CIWCKE- |
Tun nogrmoqenns WAN: |-BbIEEpHTE HZ CIACKS- |
A He HaWen NogE0oALME HACTRORK,

MosanyAcTa, NPOERPLTE, XOPOWD MY NOZKNNYEH Kafene K NOpTy YWAN Ha BSWemM YCTROACTER.

( Hazag | Nanee |

Puc. 3-7 ABTOHacTpoiiku noaxaodeHus k MaTepaer

BBIGepI/ITe n3 CIIMCKa I/ICHOJ'IB3yeMBII71 BaMM THUII IIOJKIFOYCHU .

BbicTpan HacTpoiika - Tun nogkniovyeHna WAN

MoAroToeKa K HACTPOAKE THNE NOAKTIOYeHNA WAN.

@ [Owxamuyeckwii IP-agpec - AnA kaGensHoro/DSL-NoaKmioyeHHA, NoOKMIoYeHHA 33 NAT-MapLpyTU3aTopom.

) Cramyeckmi IP-agpec - Baw noctaswmk MHTepHET-YCyr NPefoCTaenAeT KOHKpeTHbIe [P-NapameTpel.

) PPPoE/PPPoE Poccaa - Bel ncnoneayete DSL-nogknioueHne ¢ nomowsl npotokona PPPOE (WupoKononocHoe NOGKNIYeHne) yepes Ba KOMNLTeR MW MapwpyTHIaTop.

() L2ZTP/L2TP Poccus - B 3ToM criyyae Bam Heo0X0MMO BPYYHYI0 BEECTH MMA MONb30BATENA, Naponk i IP-aapecifoMexHae umA VPN-cepeepa. 3TH [1aHHeIe NPENoCTaBNAKTCA BAWWM NOCTABWMKOM VIHTEPHET-YCryT
(©) PPTP/IPPTP PoccHs - B 3T0M Criyyae 8aM HeoGX0MMO BDYYHYK BBECTW UMA MONb30BATENA, Naponk W IP-aapecifomeHHoe nA YPN-cepeepa. 3T AaHHbIe NPe0CTARNANTCA BAWMM NOCTABUWMNKOM LHTEPHET-YCNYT

MoxanyiicTa, NpoREpLTE, XOPOWo NK NoaknioyeH kaGens K nopty WAN Ha salwemM yeTpoiicTee.

[ Hazag ] | Danee

Puc. 3-8  bricTpas nactpoiika - Tun nogkmouenuss WAN

MapuipytrzaTop obecrieunBaeT MmsTh Hanboee pacpocTpaHEHHBIX CIIOCO00B NOAKIIOUeHUs K MHTepHeT
- Junamuyeckuii IP-agpec, Crarnueckuii IP-anpec, PPPoE/PPPoE Poccus, L2TP/L2TP Poccus u
PPTP/PPTP Poccusi. Ecnu Bl He yBepeHbl, Kakoid THUIl MOJKIIOYEHUS HCIONb3yeTCSd Ha BallleM
KOMITBIOTEpE, CBSDKUTECH C BAIIUM ITOCTABIIMKOM MHTEepHET-yCIIyT, BBIICHUB HH(OPMAIIMIO O BallleM THITE

HNOJKIIFOYCHHUA, 3aTEM BBI6epI/ITC €ro 1 HAXKMHUTC I[a.rlee.

a) Ecmu Bbl ucnonsdyere JduHammuyeckuii IP-agpec, mOsSBUTCA CTpaHUIAa KIOHHPOBAHMUS
MAC-anpeca. Bridepure “/IA, MHe Hy:XkHO KiaoHHpoBaTh MAC-aapec”, 3aTeM HaKMHUTe
Hanee.

BbicTpana HacTpolKa - KnoHupoeaHue MAC-agpeca

KnouupoeaHue MAC-agpeca RENARTCA 0bAZaTENEHEIM 4NA BONEWMHCTES None30BaTENEl C kabeneHEIM MOgeMomM. HacToATENEHD
pekaMEHLY ETEA NPOBOAKTE KNOHUpoBaHKe MAC-agpeca o MABHOMD KOMMBHOTERA

Ecnu Bel He yEEpeHE, HakmuTe A Bonee nogpobryr vHdopmaurio cMoTpute B pasnene CTIPABRA ¢ npasof cTOpoHE 3kpaHa.
@ [Ha, 7 vcnonezyio kKabenkHell MOgEM W NOAKNKYEH K TIABHOMY KOMNeHTepy (knoHupoeaTe MAC-agpec)

¢ Het, A He wcnonezy nogknidedue K HMATepHeT ¢ nomow e kabenssoro mogema (HE knonwposate MAC-agpec)

MpumedaHne: HacToATENEHO pekOMEHIYETCA Nepe3anyCTHTE KabenbHEIR MOgEM NOCAE 33EEpLWEHHA BeICTPOR HacTpoAkK. 3Ta onepauuMa
O4EHE Ba¥Ha W NomoxeT uzlexate npofinem B gancHefwem.

Hasan ][ Hanee
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Brictpas Hactpoiika — Knonuposanne MAC-anpeca

b) Ecnu BeI BEIOpanu tun noakmoueHus Cratuueckuii [IP-aapec, otoOpasutcs cienyromiee.

BbicTpas HacTpoWka - CtatMyeckuid IP-agpec

IP-anpec: |D.DD.D
Macka nopceru: | 0.00.0 |
OCHOBHON WAKO3: | 0.00.0 |
MpeanovntaeMulil DNS-cepeep: | 0.00.0 |
AnbTepHatHBHLIA DNS-cepeep: |D_E|_D_E| | (HenfiAzaTeNLHAA HACTROAKa)
( Haaaa ] Oanee ]

Puc. 3-7 bsictpas nactpoiika — Ctatndeckuit [P-agpec

> IP-agpec — D10 WAN I[P-agpec, BUAMMBIM BHEIIHMM II0JIb30BaTeNlsiM B ceTH IHTepHeT
(Bxirouass Bamiero nocTtaBumuka MHrepHer-yciyr). Bam  moctaBumuk  MIHTEpHET-yCiIyT

npenoctaBuT Bam [P-agpec, KoTophlil Hamo OyIeT BBECTH 3/71ech. YKaxute [P-aapec B 3ToM mode.

> Macka moacerm — Macka mnoacerd, ucnonsdyemas WAN [P-ampecom. Bam mnocraBuimk

WHuTtepHeT-yciyr npeaocTaBuT BaM MacKy MOJICETH, KakK MpaBuiio, 31o 255.255.255.0

> OcHoBHOH mum03 — Bam nocraBuuk WHTepHeT-ycnmyr mpenocrtaBuT Bam [P-agpec 1mmrosa,
KOTOPBIN MIPEJCTABIISET COOOH aapec cepBepa mocrapmuka MaTepHeT-yenyr. Ykaxkute [P-aapec

[ITI032 B 9TOM IIOJI€.
>  IIpennmouutaemsiii DNS-cepBep — Yxaxute [P-anpec DNS-cepsepa.

> AubrepHatuBHblii DNS-cepBep — (Ilo BbIOOpY) eciv Bbl HOJIYYMIM OT IOCTaBLIMKA

Nurepuer-ycnyr aapec npyroro DNS-cepBepa, ykaxuTe ero B 3TOM MoOJe€.

¢) Ecnu Bl ucnonssyere noakitodenue kK Muatepuer uepe3 npotokon PPPoE/PPPoE Poccus, Bbl
nonaaére Ha CTpaHuIly, ykazanHyio Ha Puc. 3-8. Hactpoiite nmapamerpsr u Haxmute [dasnee mis
IIPOIOJIKEHUS.

BbicTpan HacTpoika - PPPoEIPPPoE Poccua

HuA nonszoeatend: | |

Mapons: | |

MopreepoMTL NAponb: | |

[ Hazan | | Oanee ]

Puc. 3-8 breictpas Hactpoiika — PPPoE/PPPoE Poccus

> HWma noab3oBarensi/Ilapoab — Ykaxure Mms mnons3zoBarens u Ilaponb, monydeHHbIE OT
nocraBuiuka VHTepHEeT-ycayr. OTH MOJd SBJSIFOTCS 4yBCTBUTEIBHBIMU K peructpy. Ilpu

BO3HUKHOBEHUH MPOOIEMBI 00pAaTHTECh K MOCTABIINKY MHTEpHET-YCITyT.
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> lloatBepauts mapons — Bpeaure eme pa3 1naposib, MOMYYEHHBIH OT MOCTaBILMKA
UnTepHeT-ycnyr, 4ToObl yOenUThCS, YTO BBEACHHBIN BaMU MapoJjib MPaBUIIbHBIN.
d) Ecnu BbI ncnons3yere tun noaxmodeHns L2TP/L2TP Poccus, nosBuTcs ctpanuiia kak Ha Puc.

3-9. Hactpoiite mapameTpsl 1 Haxkmute Jlanee.

WuA nonb3oBaTens:
NMaponk:
@ [JuHamMuyeckwid IP-agpec Cratnuecknil IP-agpec
IP-agpec/Mma cepeepa: tp.internet.beeline ru
| Ha3an | | Oanee |

Puc. 3-9 brictpas Hactpoiika — L2TP/L2TP Poccus

>  Wwms nonw3oBatens/Ilapons — Yikaxute MMs nonbs3oBarens u [1apoiib, mosydeHHbIE OT BaIllero
nocraBuiuka WHTepHET-ycayr. OTH MONd SBJSIOTCS YyBCTBUTEIBHBIMH K peructpy. llpm

BO3HHUKHOBCHHUUA HpO6.]'IeMI)I 06paTI/ITeCI) K MIOCTaBIIUKY I/IHTepHeT-ycnyr.

Ecim IP-ampec/macka mozacern/mumo3 W ampeca DNS-cepBepoB ObUTH NPENOCTABICHBI BalTUM
nocraBmukoM MHTepHET-yeuyT, Beidoepute Cratmueckuii [P-agpec. Beequre IP-anpec wim momeHHOE
umsi VPN-cepBepa, NpenocTaBieHHbIE BallUM IOCTaBIIMKOM HTepHET-yCiIyr, BBeAUTE NpPOYHE

napaMmeTpabl.

Ounamwyeckwi IP-agpec @ Cramwuecad IP-aopec

IP-anpeciiuMa cepeepa:

IP.appec: 0.0.0.0

Macka nogcers: 0.0.0.0
OCHOBHOM UMK 0.0.0.0
DHS-capaep: 0.0.0.0

Puc. 3-9 Craruueckuii [P-anpec

Ecnu yka3anHbIC BBIIIE TapaMeTpPhl He OBLTH MPEAOCTABICHBI BAIIUM ITOCTABIIMKOM MHTEpHET-YCITyT,
BoiOepure JAunammyeckuii IP-anpec. Torma Bam mnorpebyercs ykazarb Tonbko I[P-aapec wnm

nomennoe umsi VPN-cepsepa ot Barero nocrasiiuka MaTepHeT-ycnyr.

@ [NuHamuwyeckui IP-anpec Cratmyecknil IP-anpec

IP-agpec/MMA cepeepa:

Puc. 3-10 JIunamuueckwuii [P-anpec

e) Ilpu Beibope PPTP/PPTP Poccust nosiButcs crpanuia kak Ha Puc. 3-10. Hactpoiite cnenyromniue

napaMeTpsl, a 3aTeM HaxxMmute Janee 11 Ipo1oDKEHUs.
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WA nonszoearena:

Mapone:

(&) AWHamudeckui IP-agpes () CTaTwdeckui IP-agpec

IP-anpecMuA cepeepa:

[ Hasag | | Oanee J

Puc. 3-10 Brictpas Hactpoiika — PPTP/PPTP Poccus

\7

Hmsa nous3oBarens/Ilapoas — Ykaxute Uma nmoab3oBartenss 1 Ilapoasb, monyueHHbIE OT
nocraBuiuka WHTepHET-ycnyr. OTH MONd SBJSIOTCS YyBCTBUTEIBHBIMH K peructpy. llpum

BO3HHKHOBEHUH MPOOIEMBI 00pAaTHTECh K MOCTABIINKY MHTEpHET-YCITyT.

Ecim IP-ampec/macka mozacern/numo3 u aapeca DNS-cepBepoB ObUTH IPEIOCTaBICHBI BalllM
nocraBmukoM MurtepHer-ycnyr, BboiOepute Crarmveckmii IP-aapec. Bpemure I[P-anpec wim
JoMeHHoe uMsi VPN-cepBepa, MpeoCTaBiIeHHbIE BallMM I[OCTaBIIMKOM WHTEpHET-yCnyr, BBEIUTE

[pOYHe MapaMeTphl.

¢ AnHamudeckuid IP-agpec @) CTaTwdeckmi IP-agpec

IP-anpecMunA cepeepa:

IP-appec: 0.0.0.0

Macka nogceTH: 0.0.00
OCHOBHOM WA 0.0.0.0
DNS-cepeep: 0.0.0.0

Puc. 3-11 Craruueckuii [P-aapec

Ecnu yka3aHHBIE BbIIIE TapaMeTpbl He ObLIM MPEAOCTABICHBI BAlllUM [TOCTABIIUKOM MHTEpHET-yCIIyT,
BolOepure Junammuyeckmii IP-agpec. Torna Bam morpebyercst ykasarb Tonbko I[P-agpec wnum

nomenHoe umsi VPN-cepsepa ot Barero nocrasiuka MaTepHeT-ycnyr.

(& AwHamudeckud IP-agpec () CTaTudeckwid [P-agpec

IP-anpec/UuA cepeepa:

Puc. 3-12 Jlunamuueckuii [P-anpec

Haxxmure I[a.nee A TIPOAOJIKCHUA. OTKpOCTCH CTpaHulla HACTPOCK 6eCHpOBOIIHOFO peKumMma (CM.

Puc. 3-11).
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Bewakie:
Wua Gecnposoanoii cent: TP-LINK_FEDB (85ID)
Pernon: Poccua b

Brnuanme: B uenax coinoaequa aef B4, , UTO CTREHA BBITPaHa NPABMNEHO.
AKa moskeTt AU nomex

3auyiTa 6eCNPOBOANOrD PeXMMa:
OrrmoMmTE 32Uy
BRMOITH 30Ty (WPA-PSKWPAZ.PSHK)
Napone PSK: 60540263
(Bl MOKETE BBECTH CHMBOMbLI B KOAWPOBKE ASCI| WK B WECTHAAUATEPMIHOM DOPMATE, ANA DopMaTa ASCI ANUHa KNIoYa A0MKHa BeiTe 0T 8 A0 63, a ANA WECTHAALUATEPHIHOTD HOPMaTa 0T 8 A0 64.)

Bea ii(Mapons A eetino YKa3aH Ha HIDKHER NaHeNH MapWpYTHIaTopa)

O iikit 6 pemnma

Hazag, ] [ Nanee

Puc. 3-11 BreicTpas HacTpoiika — becipoBoaHo# pesxum

> bBecnpoBogHoe Bemanme — OtoOpaxkaeT MHOOPMALUIO O TOM, BKJIIOYCHA/OTKIIOYEHA JIH

(GyHKIUS GECTIPOBOTHON Mepeayn JaHHbBIX.

> Hmsa GecripoBoaHOI ceTH — YKaxuTe 3HaueHuWe JUTMHOW J0 32 cumBotioB. To xe umsa (SSID)
JIOJDKHO OBITH TIPUCBOCHO BCEM OECIPOBOAHBIM yCTpoWcTBaM B Bamied cetu. 3HadeHue SSID mo
ymomganuto: TP-LINK XXXX (XXXX — nocneaHue ueTblpe yHUKaIbHBIX cuMBOI0B MAC-anpeca
KaXA0ro Mapupyruzaropa). HacrositenbHo pexoMmenayeTcs cMmeHuTs umsi SSID Ha apyroe
3HaueHue. J[aHHOe 3Ha4YeHWe YyBCTBUTENbHO K peructpy. Hampumep, TEST u test sBASOTCA

PA3HBIMMU 3naueHusiMu.

> Peruon — BriOepuTe pervioH W3 BBINQIAMONIETO CIHCKA. B 3TOM mose ykazaH pervuoH, B
Ipeaenax KOToporo OyAeT MCIoIb30BaThC (PYHKIMS OSCIIPOBOIHOTO BEUIAHUS TOUYKH JOCTYIIA.
Hcnonp3oBanne HaHHOW (YHKIMHM B pPETHOHAX, HE YKa3aHHBIX B CIIUCKE, MOXET OBITH
He3akoHHBIM. Ecnu Bamied CTpaHbl WM PETHOHA HET B CIHCKE, OOpaTUTECh 3a MOMOIIBIO B

MECTHBIC OpTaHbI BJIACTH.

>  Orkiawunth 3amuty — OyHKIUS OECpPOBOMHON 3aIlIUTBI MOXKET OBITh BKIIOYCHA WIIH
otkimoueHa. Eciam BeIOpath "OTKIIOYHTH 3amuTy", OSCIPOBOAHBIC CTAHIIMA CMOTYT HUMETh
JOCTYII K YCTpOWCTBY Oe3 mudpoBanus. HacTosTenTbHO PEKOMEHIYETCS BBIOpaTh OJHY W3
CIEIYIOIINX OIIHIA 3aIUTHI.

> Brmiounts 3amuty (WPA-PSK/WPA2-PSK) - BeiOpate mmdpoBanne WPA ¢

HCTIONIE30BaHUEM OOIIIEro KIT0Ua.
e IMapoanr PSK — Moxuo BBectu cumBoibl (opmata ASCII win B mecTHaInATePUIHOM

(dhopmare.

B cnyuae Boi6opa popmata ASCII, maposibs MOXeT coaepxarth Jroobie yuciaa ot 0 10 9 u

mo0ble OYKBBI OT A 10 Z, AJIMHA NApoJis JOJKHA OBITh OT 8 0 63 CUMBOJIOB.

B ciny4yae BbIOOpa mIeCTHAOAIATEPHYHOro (Gopmara, Mapoiib MOXKET COIACPIKATh JIFOOBIE
gucna ot 0 10 9 u mobsle OykBel oT A 1o F, qnmHa maponst 1oybkHa ObITh OT 8 1o 64

CHUMBOIJIOB.
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HNmeiite B BUAY, YTO M[apoJib YYBCTBUTCJICH K PpErucTtpy, TO €CTb HMECT 3HAYUCHUC
HCIIOJIb30BAHUEC CTPOYHBIX WJIM 3arjlaBHbIX 6y1(B B MapoJic. Byz[eT HCILIOXO, €CJIU BbI

3aIHIINTE TIAPOJTh U MPOYHE HACTPOUKH OECIIPOBOHOTO PEXKUMa, YTOOBI HE 3a0bITh UX.

> be3 m3MeHenumii — Ecnu Bbl BeIOepHTE 3Ty ONIUIO, MapaMeTPbl HACTPOWKH 3aIlHMTHI

0eCIpoBOHOTO pexxuMa He OyAyT U3MEHEHb! !

Haxxap /lonosHuTeIbHBbIE HACTPOIIKM 0eCIIPOBOHOIO pe:KMMA, Bbl MOMAAETe HA CTPAHUILY Kak

yKa3zaHo Ha cienyomem Puc..

JononHuTenkHbIe HACTPORKK GecnpoBoAHOTO PeXHMa
Pexum: 11bgn cMELWEHHEI v
LiMpuHa KaHana: AETO W
Kanan: AETO W
Puc. 3-12

>  Pexum — B 3T0M nosie yka3an 6ecripoBOHOMN peXUM, B KOTOPOM PabOTaeT yCTPOUCTBO.

> lllmpuna xanana — Beibepure 3HaveHHe U3 BhINagaroniero crnucka. [lo ymondaHuto mupuHa

KaHa1a JJ1s BallnuX KJIMCHTOB BLI6I/IpaeTC}I ABTOMATHUYCCKH.

> Kanan — B atom mosie ykaspiBaeTcsl pabodasi 4actora, Kotopas OyaeT HCIoiib3oBaThes. [1o
YMOITYaHUIO 37IeCh yKa3aHO 3HAa4eHHE ABTO, TO €CTh TOYKa JOCTyHa OyZeT aBTOMAaTHYECKH
BEIOMpaTh HambOoJiee MOAXOAANIMKA KaHal. MEHSATh KaHal OeCIpOBOTHOTO MOIKITIOYECHUS HE
00s3aTeNbHO, €ClIM TOJNBKO He OyayT OOHapyXeHbl HpoOJieMbl C MOMEXaMH OT JpYroi

pacnonomeHHoﬁ BOJIM3H TOYKH JAO0CTYyIIA.

DTO HACTPOMKH TOJBKO OCHOBHBIX IapaMeTpoB OecIpoBOMHOTO pexuMma. boree neranbpHas

HacTpoiika onucana B Paznene 4.6: becnpoBoaHON pexum.

Haxas kHonky Jlasee, Bbl nonajére Ha cTpaHully 3aBepuieHue. Haxxmure KHONKY 3aBepIIUTh 175

3aBeplIeHUs] BBICTPOIl HACTPONKH.

YcTpoWcTBO NogknkveHo K MHTepHeT! [eTanbHble HACTPOWMKW HAXOAATCA B COOTEETCTBYIOLWMX pasgenax.
QCHOBHAA HACTRORKA NOGKNIOYEHNA K MHTEPHET W BECNPOE0AHOID DEXMMA 33EEPUEHE, HAXMMUTE KHONKY 3aBepwnib/Tlepesarpy3nib v NpOEEPETE NOLKNNYEHKE K MIHTEQHET,

ECNM BaM He ¥anock BLIATH B IHTEPHET, NEPE3arpy3HTe MOAEM H NOAOKAHTE 2 MUHYTE, MHED 3aNYCTHTE BLICTRYI0 HACTRORKY BLLE pas

Hasan ] 33BEQLHTD

Puc. 3-13  Beictpas HacTpoiika — 3aBepiueHue

Ecnu Ha crpanuie BecnpoBoaHo# pe:kum ObUIM MpojeNiaHbl KaKHe-IMOO M3MEHEHUs], Bbl YBUIUTE
cTpaHHIly 3aBeplleHHe KaKk ykazaHo Hibke Ha Puc. 3-14. Haxvure kaonky Ilepesarpy3urts s Toro,
9T0OBI 3aBEPIINTH OBICTPYIO HACTPOHKY, a TMPOAETaHHBIE BAMH HACTPOHKH OECIPOBOTHOTO peXUMa

BCTYIIWJIN B CUITY.
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YeTponcTeo nogknioveHo K MHTepHeT! [eTanbHbie HACTPOWKM HaXoAATCA B COOTBETCTBYOLWMNX pasgenax.
QCHOBHAA HACTPOHKA NOAKMIOYEHMA K MHTEpHET W BECNPOE0AHOMD PEXKMMA Z3EEPWEHE, HAKMUTE KHOMKY 3aBepwunTsTlepesarpyantb U NPOEEpETE NOAKMNYEHKE K MHTEHET.
ECnn Bam He y4anoce BEIHTH B MIHTEPHET, NEREZarpysMTe MOGEM K NOLOKAATE 2 MUHYTE, NME0 anycTHTe BRICTPY HACTRORKY BWE paz

MZMEHERHEIE HACTPORKK BECNPOBOAHOTD PEMHME BYOYT MCNONE3 0BATECA TOMLKD NOCNE NEREZATPYEHM YITROACTES.

[ Hazaa ] [ Nepesarpysute |

Puc. 3-14 Brictpas HacTpoiika — [lepe3arpy3uTsb
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maBa4. Hacrpoiika MmapuipyTu3aTopa

B atoii TaBe paccka3sbiBaeTcsi 000 BCEX OCHOBHBIX (DYHKIMSAX BEO-yTHIIMTHI U CIIOCO0aX HACTPOUKH.

4.1 Bxox B cucremy

[Tocne ycmemHoro Bxofa B CHUCTEMY BBl CMOXKETE HACTPOUTH ycTpoiicTBO. OCHOBHOE MeHIO 3 18
MOJIITYHKTOB HAaXOAWUTCS C JIEBOW CTOPOHBI OKHAa BeO-yTHMJIMTHI HACTPOWKH. B mpaBoil wacTh 3KpaHa

COACPIKUTCA CIIpaBOYHAasA I/IH(l)OpMaHI/ISI 1 MHCTPYKIIUH.

CocroAHWe

EBbicTpan HacTpoika

WPS

Celk

becnpoBOOHOR pekuM

DHCP

Hacipoitkn USB

NAT

lMepeanpecalynA
BezonacHocTkL
PoguienscHlil KOHTPOShL
KoHTpons aocyna
HacTpoilkn MaplLpyTHIaumMmn
KoHTponk NpomyckHoi cnocobHocTH
INMpueRA3ka IP- n MAC-anpecor
IOuHauMu4ecknii DNS
Moonepwka IPvG

CUCTEMHLIE HHCTPYMEHTLI

Puc. 4-1

Hwxe npuBonuTcs monpoOHast ”HPOPMAIIKs 110 BCEM OCHOBHBIM (DyHKIIMSIM BEO-yTHITUTHI.

4.2 Cocrosinue

B oxne CocTosiHUE COACPKUTCS TeKyIas HHPOPMAIHs o MapiipyTuzatopy. JanHas nHpopMarms

JAOCTYIIHA TOJIBKO IS YTCHUA.
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Bepcua BcTpoerHoro MO:

Bepcus oDopyLoEaHUA:
LAN
MAC-agpec: 00-0A-EB-13-09-19
IP-agpec: 192.168.0.1

Macka nogcemu:

255.255.255.0

BecnpoBogHON peXxum
becnpoeogHoe BeWAHHE:
HmAa cetn (SSID):
Pexmnn:
Kanan:

lllnprHa kaHana:

BrnwoueHo
TP-LINK_1309

11bgn cMewWaHHLIA
ABTO (TeKYWWIA KaHan 6)

ABTOMATHYECKN

MAC-anpec: 00-0A-EB-13-09-19
CocToRAnne WDS: OTKNIOYEHD
WAN
MAC-anpec: 50-E5-49-1E-06-80
IP-agpec: 0.0.00 OuHaMuyeckni IP-agpec
Macka nofceTH: 0.0.0.0
OCHOBHOM WNHO3: 0.0.00 K nopry WAN He noakniwoyen kabens!
DNS-cepeep: 0.0.0.0,0.00.0
CraTucTuKa Tpachuka
MpuusATo OTtnpaeneHo
BaiT: 0 0
Naketos: 0 0
Bpewmn paboTel: 0 gHen 00:02:18

Puc. 4-2 Crpanunia cocTosiHUSI MapUIpyTH3aTOpa

4.3 BbicTpast HacTpoiiKa

Cwmotpurte Paznen 3.2: PyKoBOJICTBO 1O OBICTPOI HACTPOMKE

44 WPS

10T pa3acia NoOACKaXET BaM, KakK 6BICTpO ):[06aBI/ITB HOBOC 6€CHp0BO,Z[H06 YCTpofICTBO K HMCIOIIIefICSI CCTHU

¢ nomoieio pynkimu WPS (Hacrpoiika 3amuménnoro Wi-Fi).

BriOpaB B meHIo monnyHkT WPS, BBl momanére Ha CIeayIomyo cTpanuiy (cM. Puc. 4-3).
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WPS{HacTporika sawmwéHHoro Wi-Fi)

SSID: TP-LINK_0919

CocTonnue WPS: Brmoueno | Oremiguums WPS

Texyumit PIN-kof: 12345670 [ Boccranosuts PIN-kog, ] [ Coagars Hoebii PIN-kog

[] Omkmiounte Be0f PIN-Koaa AaHHoro YCTpORCTEA

[lobaeuTs HOBOE YCTPOACTBO: [loBaBuTe ycTpoiicTeo

Puc.4-3  WPS

>  Cocrosane WPS — TyT MOXXHO BBIOpaTh, BKJIIOUYUTh WM OTKIFOYHUTH GyHKIHIO WPS.

>  Texymmii PIN-kox — Texymmuii PIN-kon ycrpoiictBa. PIN-kox 1mo ymMoa4aHMiO MOXKHO HallTH Ha

STUKETKE Ha HWYKHEH MaHeln YCTpoicTBa.
>  BoccranoButs PIN-koa — Boccranosnenne PIN-kona ycTpoiicTBa Mo yMOIT4aHHUIO.

> Cozaars HOBbIH PIN-kon — HaxmuTe 3Ty KHONKY, 4TOOBI CreHepUpoBaTh cirydailHbiii PIN-kos.

I[aHHaH OIIIIHA ITOMOXKET BaM 00€e301acuTh Bally CCThb.

> Jo6aBuTh ycTpoiicTBo — HaxxaB 3Ty KHOIIKY, BBl CMOXKETE BPYYHYIO I00OABUTh HOBOE YCTPOMCTBO K

CYIIIECTBYIOIIEH CETH.

Yto0b1 100aBUTH HOBOE YCTPOIICTBO:

Ecnmu GecripoBonmHoii ajgantep momuaepkuBaeT ¢yHKiuo QSS (ObicTpas HacTpoiika 0€30MacHOCTH) WIIH
WPS (Hactpoiiky 3amuménHoro Wi-Fi), Bl MoXeTe yCTaHOBHTH OECIPOBOIHOE COCIUHEHHE MEXIY
OeCIIpOBOIHBIM aNaNlTepoM M MapIIpyTH3aTopoM b0 HaxarueM kHomku WPS, mubo mytém BBOma
PIN-kona.

& IIpumeuyanue:

UroObl yCIENIHO HACTPOWTHh COEAMHEHHE ¢ Tnomompto WPS, BaM Takke HEOOXOIMMO BHECTH

cooTBeTcTBYIomMe HacTpoiiku WPS st mogkirouaemoro ycTpoicTBa.
I. /lo0aBieHne ycTpoiicTBa HazkaTHeM KHONKH WPS

Hcnons3yiite 3TOT METO/, €CIIM Ballle KITUEHTCKOE YCTPOMCTBO uMeeT KHOnKy WPS.

War 1: Haxwmure xaornky WPS/Reset na 3aqmeii nanenu mapipyrtusaropa (cM.  Puc. 4-4). CocrosiHue

¢yakmm WPS ocTtaBpTe MO0 yMONYAaHUIO, TO €CTh BKIIIOYEHO, 3aTeM HAXMHUTE KHOMKY
Jo6aButh ycTpoiicTBo (cM. Puc. 4-3). 3atem BbiOepuTe HaskaTh KHONKY HOBOTO YCTPOiiCTBa

B TeueHue 2 MUHYT U Haxmute [oagkmounts (cM. Puc. 4-5).
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 BeeanTe PIN-kDA HOBOrO YCTPOACTEA.

(% HakKaTb KHOMKy HOBOMD WCTPOHCTEBA B TEYEHME 2 MUMHYT

Hasag ][ Nogrnigmte |

Puc. 4-5 Jlo6aBneHre HOBOTO YCTpOWCTBA

War 2: Haxwmure u ynepxuBaiite Haxatoi kHOmKy WPS KIHeHTCKOTO yeTpoiicTBa.

War 3: Wumukarop WPS Oymer mwurars MpUMEpHO JBE MHHYTHI, MOKAa YCTPOWCTBO MOOABISIETCS C

nomMonipio ¢yakm WPS.

LWar 4: Korma wunaumkarop WPS 3aroputcs He Mwuras, KIMEHTCKOE YCTPOHCTBO OyaeT YCIEIIHO
MOAKIIIOUCHO K MapIIPyTH3ATODY.
II. [do6aBienue ycrpoiicTBa nyTéMm BBoga PIN-koga KiIHeHTCKOro ycTpoiicTBa Ha MapUIpyTU3aTope

10T METOA HCIIOJIB3YETCA, €CIIM BallC KIMCHTCKOC yc’I‘pOﬁCTBO HC HMCCT KHOIIKH WPS, HO HMECT

PIN-xon st HacTpoiiku ¢ momorbio Gyrkuun WPS.

War 1: Cocrosane dynkmun WPS ocTaBpTe MO0 yMONYaHHIO, TO €CTh BKJIIOYEHO, 3aTeM HaXMHTE

KHOTKY /lo0aBUTB yeTpoiicTBO (cM. Puc. 4-3), mosiBuTCs cTpaHuua kak Ha Puc. 4-6.

[OobasneHWe HOBOro YyCTPOWCTEA

@ BeeguTe PIM-KOA HOBOMD YCTROACTEA

() HamaTe KHOMKy HOBOD YCTROMCTER B TEYEHWE 2 MUHYT.

Hazaa ][ NoaknawTe |

Puc. 4-6 Jlo6aBneHre HOBOTO YCTPOMCTBA

LWar 2: Bseenute PIN-kox ximuentckoro ycrpoiictsa B mosie PIN Ha crpanune WPS (cm. Puc. Bbiie),

3aTEM HaAXXMUTC KHOIIKY IMoaka10YuTh.

LWar 3: Ha crpanuie, ykasanHoit Ha Puc. 4-6, mosBurcs cooOuienue “TIoak/oueHue yCHEIIHO

YCTAHOBJIEHO”. OTO O3HAa4YaeT, YTO KIMEHTCKOE YCTPOWCTBO YCIEUIHO TOAKIIOYEHO K
MapIIpyTH3aTopy.

I11. To6aBaeHue ycrpoiicrBa nyTém Beoaa PIN-koga MapuipyTu3aTopa Ha KJIMEHTCKOM yCTPoiicTBe

10T MCTO4  HUCIIOJBb3YETCs, €CJIW Balll€ KIHNCEHTCKOC YCTpOﬁCTBO Tpe6yeT BBectu PIN-koj

MaplIpyTU3aTopa.
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War 1: Ha xmmenrckom ycrpoiictBe BBeaute PIN-kom, KOTOpBIM yka3aH Ha crpanuie WPS

MapupyTnu3aTropa (OH YKa3aH TaK>KE Ha HIDKHEW maHenu MapmpyTnsaTopa).

War 2: Wugukarop WPS Gymer Murath HNpUMEpHO [[BE MHHYTHI, TOKA YCTPOMCTBO J00ABISAETCS C

romMoInsio pyHkonua WPS.

War 3: Korma wunmukatop WPS 3aroputcsi, He Muras, KIHEHTCKOE YCTPOMCTBO OymeT YCIEIIHO

HOJKJIIOYEHO K MapIIpyTH3aTopYy.

& Ilpumeuanue:
1) MWupuxkarop WPS Ha Touke noctyma OyAeT roperb B TEUYEHHE S5 MHUHYT IOCJE YCIHEIIHOTO
T00aBICHNS K CETH HOBOTO yCTPOMCTBA.
2) Oynkuus WPS He Moxer OBITH HCIIONB30BaHA, €CIM HAa MapIIPyTH3aTOPE OTKIFOYCHO
OecripoBosiHoe Bemianue. Ilepen Tem kak wucnonb3oBaTh (QyHkuuio WPS, ybOemurech, 4To

6CCHpOBOI[HOG BCIIAaHHUEC BKIIFOUCHO.

45 Cerp

Cetb
-WAN
- LAN

- Knonwpoeanwe MAC-anpeca

- IPTV

Puc. 4-7 Menro Cetb

Menro Cetb comepkut deTbipe noamyHkra (cM. Puc. 4-7): WAN, LAN, KnonupoBanue MAC-aapeca u

IPTV. [Iyst HaCTpOMKYM HY)KHBIX BaM MapaMeTPOB BBIOEPUTE COOTBETCTBYIOIIUH MTOMITYHKT.

451 WAN

Ha crpanunie Cerb — WAN BBI cMOkeTe HacTpouTh napamerpbl WAN (noaximodeHust k HTepHeT), Kak

YKa3aHO HHIKE.

1. Ecnm Bam nmoctaBmmik MHTEpHET-yCIyTr NMpeIocTaBisieT BaM MapaMeTpsl MoaKioueHus kK MiHTepHeT ¢
nomotnkio DHCP-cepBepa, BeiOepute Aunamudeckuii IP-aapec. Mapmpyruzarop aBToMaTudecku

noxyuut IP-napameTps! oT Bamero nocrasiuka Muateprer-yeuyr (cMm. Puc. 4-8):
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Tun nogknyesnA WAN: LOunamnyeckmii IP-agpec -

IP-agpec: 0.0.00
Macka NoAceTH: 0.0.0.0
OCHOBHOH W3 0.0.0.0
K nopry WAN ne nogknioveH kabens!
Pasmep MTU (B Gairax): 1500 (no ymonyaduio: 1500, He nameHATs Ge3 HeoGxoguMocTi.)
] lcnone3oeats cnegylwmne agpeca DMS-cepeepoe

Npegnoyuraemeid DHS-cepeep:

AnbTepHaTHEHLIA DN S-cepeep: (HeoGA3aTensHaA HACTPOINKA)

WmA yana: TL-WR1045

[ Monyuute IP-agpec ¢ nomowko Unicast DHCP (Kak npaewno, 310 He TpedyeTcA.)

( CoxpahuTh |

Puc. 4-8 WAN - unamuueckuii IP-agpec

Ha »atoii crpanune otobpaxkensl [P-napamerpbl cetu WAN, Ha3HadeHHbIC AMHAMHYECKHU BalllUM
nocraBimukoM MHTepHeT-yciyr, Bkitouas [P-ampec, mMacky monceTd, OCHOBHOM NUIIO3 M ajapeca
DNS-cepBepoB. UToObl OOHOBUTH TapaMETPhI OT MOCTaBIINKa HTEpHET-yCIIyT, HEOOXOIMMO HaXaTh
kHONKy OO0HOBUTBL. UT0oObI cOpocuTh 3HaueHUs [P-mapamMeTpoB, BOCIHOIB3YHTECh KHOIKOM

OcCBOOOIUTE.

» Pasmep MTU — O6b1uno 3nagenne MTU (Maximum Transmission Unit — MakCHMaJIbHBINA pa3mep
Onoka mepemaun) it OombimuHcTBA cereir Ethernet cocraBmser 1500 Oaiit. Pexomenmyem He

HU3MCHATH 3TO 3HAYCHUEC, €CJIN TOJIBKO 5TOr0 HC Tpe6yeT Ball IMOCTaBIIUK I/IHTepHeT-ycnyr.

» MHcnoas3oBarh caexyiomme aapeca DNS-cepBepoB — Ecnu BBl MOTyYMian OT IOCTaBIIMKA
WHuTepHeT-ycayr oauH WM JBa aapeca DNS-cepBepa, IOCTaBbTe ranouky Hanpotus Mcnonb3oBaTh
caenyomme aapeca DNS-cepBepoB U yKakWTe€ B COOTBETCTBYIOIIMX IOJISIX MPEANIOYATAEMBIN U
anprepHaTHBHBIN DNS-cepBepsl. B mpotuBHOM cityqae DNS-cepBepbl OynyT Ha3HaueHBI BallvM

IIOCTAaBIIMKOM HHTCpHCT—YCJ'IyF ABTOMATHUYCCKH.

& IIpumeuanue:

Ecnu npu BeOpanubIx agpecax DNS-cepBepoB IpH MOMBITKE AOCTYIA K CANTy MOSABISAETCS COOOIIEeHUE 00
omubKe, TO, CKOpee Bcero, Bbl HeNpaBWIbHO Yykazanu DNS-cepBepsl. Bam cremyer cBsizaTthesi ¢

MocTaBIIMKOM MHTEpHET-yCIyT, YTOOBI MOJIYYHUTh HEOOXOIUMYIO HH(POPMAIIHIO.

» Hoayunrs IP-agpec ¢ momomsbio Unicast DHCP — DHCP-cepBepbl HEKOTOPBIX MOCTABIIUKOB

HHTepHEeT-ycnyr He MOANSPKUBAIOT MPUIOKEHHUS IHpoKoBemaTenbHoi nepenaun (broadcast). Ecnm
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Y BaC HC NOJIY4YaCTCsd IMOJYYUTH IP-aILpec OOBIYHBIM IMyTEM, Bbl MOXCTC BI)I6paTB Unicast PEXUM.

Yaime Bcero HCO6XOI[I/IMOCTB HCIIOJIb30BATh Ty OINIHUI0 OTCYTCTBYCT.

Ecnu i nonkmodenus k MatepreT nocraBmuk MHTEpHET-yCayr NpeAOCTaBIIAET BaM CTaTUYECKUAN
win  ¢uxkcupoBaHselii [P-agpec, Macky mnoxaceru, mumo3 u mapamerpsl DNS, BwiOepure

Craruueckuii IP-aapec. [Ipu aToM oTKpoeTcst cTpanua, Kak mokazano Ha Puc. 4-9.

Tun noakniovenna WAN: Cratwueckuit IP-agpec
IP-appec: goooao
Macka noacerTH: goooao
OCHOBHOH W3 goooao
Pa3sMep MTU (B Galitax): 1500 (Mo ymonuadui: 1500, He MZMEHATE AE3 HEOAXOOUMOCTK)
MpennountaeMolil DNS-cepeep: 0.00.0
ANbTepHATHEHRIA DNS-cepeep: goooao {HeoBAzATENEHAA HACTROAKS)
[ COXpAHMTE J

Puc. 4-9 WAN - Craruueckuii IP-anpec

> IP-anpec — Beenute [P-aapec B necsatudHoM (opMmare ¢ pa3aelUTeIbHBIMUA TOYKAMHU, KOTOPBIH OBLT

IIPEJOCTAaBJIEH BalllUM IIOCTaBUIMKOM VIHTepHET-yCIyr.

> Macka nojceru — YKaXuTe MacKy IOACETH B JeCATUYHOM (opMmare ¢ pa3aesIuTeNbHBIMUA TOUKAMU,
KOTOpasi OBLTa MPEJOCTaBJIeHA BAIllMM ITOCTABIIMKOM MHTEpHET-yCIyT, Kak MpaBWiIo, 3TO 3HAYECHUE

BBIDIAAUT Tak: 255.255.255.0

> OCHOBHO#M ITI03 — YKQOKUTE OCHOBHOH IUTIO3 B JIECITUYHOM (OpMaTe C pa3eIUTEIbHBIMA TOYKAMH,

KOTOPBIH OBUT MpeOCTaBICH BAIllUM [TOCTABIINKOM VHTEpHET-yCIyT.

» Pasmep MTU (B 6aiitax) — OObiuno pasmep MTU (MakcMMaibHOTO pasMmepa IaKeTa) Ui
oonpmuHCTBa ceteil Ethernet cocrapnser 1500 Oaiit. JlanHast mporeaypa Tpedyercs KpaitHe peiko, u
e€ cienyeT mpeANnpPUHUMATH TOJBKO B TOM CIIydae, €CIH U3MEHEHHsI JAHHOTO ITapaMeTpa TpeOyeT Balll

IIOCTAaBIIUK HHTepHCT—YCJ'Iyr.

> Ilpenmouyuraemsblii/AnbrepHaTuBHblii  DNS-cepBep — VYkaxure OOuH WiIM JBa ajpeca
DNS-cepBepoB B aecsatudHOM (opMaTe ¢ pa3nelUTeIbHBIMUA TOYKAMHE, MPEAOCTABICHHBIC BaIlUM

IIOCTABIIMKOM VHTEpHET-yCIIyT.

Ecnu Bam mocraBuk MHTEpHET-yCIIyT MPEIOCTABISET MOMKIIOUEHHE K IHTEpHET Yepe3 MpoTOKOI
PPPoE, Brioepute PPPoE/PPPoE Poccusi. HeoOxonumo Oyner ykazaTh mapameTpbl, Kak yKa3aHO

Ha Puc. 4-10:
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Thn noakioveHnA WAN: PPPOE/PPPOE Poccun v

MoaxmoyeHue PPPOEPPPOE Poccus:
WuA nonb3oBarena:
Mapons:

MonTBEepANTE NAPonb:
BTOpHYHOE NOAKMIOYEHHE: ® OTENYEHD O AduHamudeckui IP-agpec O CTatwyeckui IP-agpec  0nA Dual Access/PPPOE Poccua)

PeiHM nogKnoyeHnA WAN: ) NMoRkiouKTs No TReBoBaHMIo
MaKcMManEHOE BREMA NPOCTOA | 15 WMUHYTEL (0 03HAYAET, 4T NOAKMIHEHME BYET AKTHEHEIM NOCTOAHHO.)
(@ MOBKMOUHTE ABTOMETHHE CKH
) MOBKMOUHTE MO PACTHCAHKIO
Mepuon epemern ¢ | (] 1] HY:MMy no | 23 ] [CE RN
©) NMopkiounTs BpyHHYID

MaKcMMansHOe BReMA NpocToA: | 15 WMUHYTHL (0 03HAYAET, UTO NOAKMIHEHME BYET AKTHEHBIM NOCTOAHHO.)

MoAKIHDYMTE OTKHYMTE OTkntoyenol

[ CoxpaHuTh ] [[Dononwwrencha |

Puc. 4-10 WAN — PPPoE/PPPoE Poccus

> Hma HO.]II)SOBaTe.]'lﬂ/HapOJIL — YKaxkuTe UM MoJIb30BaTels 1 napoJib, NOJYYCHHBIC OT MMOCTAaBIIHMKa

I/IHTepHeT-YCJ'IyF. OTH nojs YYBCTBUTCIIbHBI K PETUCTPY.

> IoaTrBepauts mapoar — Bpegute maponb, TNPEJOCTABICHHBI  BallUM  MOCTaBIIUKOM

WuTepHeT-yCiIyT eme pa3, YTo0bI YOSAUTHCSI, YTO BBEACHHBIN ITAPOJIh IPABUIIHHBIMN.

>  BropuuHoe moakiawuyeHue — /anHas onmus JOCTyNMHA TOAbKO i noakiatoueHust PPPoE. Ecnu Bb
MOJIYYUIIM OT TOCTaBIIMKa WHTEpHET-ycayr MOMOJHUTENbHBIN THI TMOAKIIOUEHUS, TaKkoh Kak
Junamuueckuit/Crarndeckuii 1P, 1y paGoThl ¢ JTOKAaTbHON CEThIO, TO HEOOXOJIMMO BBHIOpATh IMOJIE

Junamraeckuii/Cratnaeckuit [P, 4T00bI aKTHBUPOBATH ATO MOJKITIOUCHHE.

U Otximounts — Ilo YMOJIYAaHUIO BTOPHUYIHOC NOAKIIOYCHHUE OTKIIIOYCHO, TAK YTO HCIIOJIb3YCTCs

TonbKo noakitouenue PPPoE. PekoMenayercs BbIOpaTh 3TOT BapUaHT.

. Jdunamuyeckmii IP-agpec — UroObl ncnonb3oBaTh JuHaMUYecKuil IP-anpec, momydeHHBIH OT
nocrapiuKa MHTEpHET-yCIyT, B Kau€CTBE BTOPUUHOTO MOAKIIOUEHUS ISl pabOThl C JIOKAJbHON

CCThIO, BI)I6epI/ITe OTOT BApHUAHT.

e Craruueckuii IP-aapec — YtoObl ucnonb3oBaTh crarnyeckuil IP-agpec, momydeHHBIH OT
nocrasiuKa MHTEpHET-yCIyT, B Kau€CTBE BTOPUUHOTO MOAKIIOUEHUS ISl pabOThl C JIOKAJIBbHON

CETBI0, BHIOEPUTE ATOT BApUAHT.

> IloakaiouuTh mo TpeGoBaHMI0O — B HacTpoiikax MapiupyTuzaTtopa MOXHO YKa3zaTb, 4TOOBI OH
aBTOMAaTUYEeCKH cOpachiBal COEIWHEHHE C VIHTepHeT uepe3 ONpeleNeHHBIH MepHon BpeMEHH
(MakcumanbHoe BpeMs nmpoctost). Ilonkirouenne OyaeT yCTaHOBICHO aBTOMAaTUYECKH, KaK TOIBKO
BbI CHOBa obparutechk K MHTepHET-pecypcy. Ecnu Bbl XoTUTE, YTOOBI MOJKIIOUeHHe K IHTepHeT ObL10
aKTUBHBIM MOCTOSIHHO, BbIOepuTe (0 B moje MakcuMaJjibHOe BpeMsi NPOCTOsi JTUOO YKaXUTe

KOHKPETHOC 3HAYCHNUC B MUHYTaXx.
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»

Iloaka10YMTh ABTOMATHYECKU — MapmpyTH3aTop ABTOMAaTU4YCCKH BOCCTAaHAB/IMBACT COCIHMHCHUC,

KaK TOJIBKO OHO OBLIO COpOIIICHO.

Hoakawouutrh no pacnucanui — [loakmouenue kK MHTEepHET OyneT yCTaHOBIEHO M COPOIICHO B
YCTaHOBJICHHOE BpeMsl Ha 3aJJaHHbII Nepuoy (Jara Havaja 1 KOHIa Iepuoja yKasbiBaeTcs B ¢opmare

yu:MM).

& IIpumeuyanue:

QOyHKIMS TOAKIIOYCHUST IO paclucaHuio OyaeT paboTaTh TONBKO MOCHE TOro, Kak Ha CTpaHHIE

CucremHble MHCTPYMeHTHI — HacTpoiika BpeMeHH OyJeT BHICTaBJICHO CUCTEMHOE BPEMSI.

>

IMonkaw4uTs BpYYHYI0 — /)11 HEMEIJICHHOTO MOIKITFOUSHSI/OTKIIFOYSHHSI BOCIIOIB3YHTECh KHOTIKOM
Hoakawouutrh/OTKAI04UTH. [locne ucrteyenus ykazaHHoro nepuoaa (MakcuMmaiabHOe BpeMs
NMPOCTOs1) MAapUIPYTH3aTOp MpPEKpaTUT NoAKIodeHue K IHHTepHeT (Tak e Kak B pPEXUME
MoakawuuTs MO Tpe0OBaHMWIO), TIPH 3TOM, €CIM BBl CHOBa oOparutech K MHTepHeT-pecypcy,

IMOAKIHOYCHUC HE 6yz[eT AaBTOMATHUYCCKH BOCCTAHOBJICHO.

Buumanme: MHorma noxakimoueHne K VHTepHET HE MOXKET OBITh INPEKpAIIeHO, JaKe €CIH B TIOoJe

MaxkcumanbHOe BpeMsl POCTOs YKa3aHO KOHKPETHOE 3HaueHHE, T.K. HEKOTOPbIE NPUJIOKEHUS OCTOSIHHO

oOpamtatorcs kK MIHTepHET B (DOHOBOM pexuMe.

Ecnm BBl XOTHTE BHECTH M3MCHEHUS B JOIIOJTHUTCIIBHBIC HﬁCTpOfIKI/I, HaOXXMUTC KHOIIKY IIOHOJIHP[TCJ'[LHO,

HOCJIE YETo BbI MONaAETe HA CTpaHully Kak Ha Puc. 4-11:

IP-anpec, npeso i no PHET-YCIIYT: 0000

Pasmep MTU (g Saiitax): 1480 (N0 yRON4aHMID: 1480, HE H3MEHATE BE3 HEOBXOAMMOCTH.)

HuA ceperca:

WMA KoHUeHTpaTopa fociyna;

[] Mcnonezoeate IP-agpec, NPEROCTAENEHHEIR NOCTABWWKOM MHTEPHET-YCYT

HAAIH. 0 cekyHae (0 - 120 cekyHd; no ymonyadmio: 0; 0 02HAYEET, UTO OTCNEHMERHME HE NPOWCKOOMT.)

[ Wcnonezoeate cnegriowue agpeca DNS-cepeepos
Mpennounraemblii DNS-cepeep: 0000

AnbTepHaTHBHBII DNS-cepBep: 0.0.0.0 (HeoBAZATENLHAA HACTROMKE)

CoxpaHuTE ] Hasag ]

Puc. 4-11 [lonomuurensusie HacTpoiiku PPPoE/PPPoE Poccus

Pazmep MTU — 3Hauenue mo ymomvanuto 1480 OalT, 4To OOBIYHO SIBISETCS ONTHMaibHbIM. He
PEKOMEHIyeTCs] U3MEHAThH JaHHOE 3HAYE€HHUE, €CIIH TOJIBKO 3TO HE SBIIAETCS TpeOOBAaHMEM MOCTABIUKA

HNuTteprer-ycnyr.

Hmsa cepBuca/IMsi KoHUeHTpaTopa A0CTyna — OTH HACTPOUKM HYXKHO M3MEHATh TOJBKO IO
TpeOoBaHMIO TOCTaBIIMKa MHTepHET-yciyr. B OOJbIIMHCTBE CilydaeB MOXKHO OCTaBUTh 3TH MOJIS

MyCTBIMHU JJI1 HOPMaJIbHOHM paboThl YCTPOHCTBA.
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> Hcnoab3oBars IP-anpec, mpemocraBiieHHbIH nocTaBIUKOM WHTepHer-yeayr — Ecim Bam

NMoCTaBIIUK MHTEepHET-yCIyr He HazHauaeT Maplpytusatopy IP-aapec B aBTOMaTH4ecKOM pexuMe
MIpU BXOZIE B CHCTEMY, OTMETHTE OTy SUEWKy M yKaxute [P-ampec, momydeHHBIH OT MOCTaBLIMKA

HHTepHeT-yCIyT B AeCATHYHOM (hopMaTe C pa3aeluTeIbHBIMU TOYKAMHU.

> HHTepBaj oHJIAIH-OTCIEKMBAHUSA — MapmipyTH3aTop MPOU3BOAUT OTCICKUBAHNE TOUYKH JAOCTYIIA
4yepe3 OoIpeneNIeHHbI UHTepBal B pexkuMe oHnaiH. [lo ymonmyanuio ycrtaHoBieHo 3HaueHue “0”. Boi
MOXKETe yKa3aTh 3HaueHwe B mpenenax ot 0 mo 120. 3madenue “0” o3Hauaer, 4TO (PYHKIHS

OTKJIFOYCHA.

>  Ilpennmouyurtaemslii/AnsrepuatuBubiii DNS-cepBep — Ecnu Bam noctasmuk MHTEpHET-yCIyr He
Ha3zHayaeT DNS-azpeca B aBTOMaTHYECKOM PEXHUME MPHU BXOJE B cUcTeMy, BbiOepuTe Mcnosb3oBaTh
ciaenyomme aapeca DNS-cepBepoB u ykakuTe MOJYYEHHBIM OT MOcTaBiIuka MHTepHeT-yciayr
IP-anpec B gecatuuHoM QopMare ¢ pasgenuTeNbHBIMH TOoukamMHu. Ecium wmeercs anpec

ansrepHaTuBHOTO DNS-cepBepa, ero Takxke cieayeT yKa3aTb.
YToOBI COXpaHUTH ClIeaHHbIC M3MEHEHHNS, HAXMUTE KHOIIKY COXpaHUTh.

4. Ecmm Bam mocraBmuk MHTEpHET-yCIOyTr MpeoCTaBIsAeT MOIKIOYeHHE K MHTepHeT vepe3 kabeib
BigPond (mmu Heart Beat Signal), Beibepure Kabeas BigPond. Bam HyxHO Oyzmer ykazarb

cienyromue napamerpsl (cMm. Puc. 4-12):

Tun nopknoyeHA WAN: Habene BigPond b
WA nonb3oBarena:
Naponk:
Cepeep ayTeHIngmKaLm: srr-semver
JHomeH ayTeHIndmKaum:

Pa3uep MTU (B Gaitrax): 1500 (No ymonuaHui 1500, He W3MEHATE B3 HEOBXOAMMOCTH )
) MogkniouuTs No TpefosaH1o
MaKeMansHOE BpERWA NPOCTOA: |15 MMHYT (0 03HEYEET, UTO NOAKMIOYEHHE GYAET AKTUBHEIM NOCTOAHHO.)
@) MNOAKMIOYUTE FETAMATHHECKH
) NOAKMIOYUTE BRYMHYID

MaKcMManEHOe BREMA NPOCTOR: | 15 WHHYT (0 03HAY3ET, 4TO NOAKNIOHEHME GYIET AKTMEHLIM NOCTOAHHD.)

MofknHMUTE CITKNHYHTE Otknwoyeno!

COXpEHUTE

Puc. 4-12  WAN — Ka6ens BigPond

> Hma HOJIbSOBaTe.]Iﬂ/HapOJIL — YKaxkuTe UM MoJIb30BaTels 1 napoJib, NOJYYCHHBIC OT IMMOCTAaBIIHMKa

WuTepHeT-ycayr. OTU Mo ABJSI0TCS YyBCTBUTEIBHBIMU K PETUCTPY.
>  CepsBep ayreHTH(uKannu — Yraxure [P-agpec cepBepa ayreHTUDUKALMH WIK UMS y3J1a.

> JlomeH ayreHTH(UKanMu — YKaXuTe JOMEHHbIH Cy(phUKC UMEHH cepBepa B 3aBUCUMOCTH OT

BalICro MECTOHaXOXKICHU . Har[pHMep .
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NSW /ACT - nsw.bigpond.net.au
VIC / TAS / WA / SA/NT - vic.bigpond.net.au
QLD - gqld.bigpond.net.au

> Pa3smep MTU — OOGbruHO 3HaueHne MTU (MakcHMaJbHBIN pa3Mep TMakeTa MepeaaBacMbIX JaHHBIX)
st OonpiunHCTBa ceteil Ethernet cocrapnsger 1500 Gaiit. He cienyeT MeHSTh 3TO 3HaU€HUS KpoMe

TEX CJIy4acB, KOTAa 3TO Tpe6yeTCi[ MMOCTAaBIIUKOM I/IHTepHeT-ycnyr.

> IloakaounTh Mo TpedGoBaHMI0O — B HacTpoiikax MapiipyTuzaropa MOXHO YKa3zaTh, 4TOObI OH
aBTOMATWYEeCKH cOpachlBal COCIWHEHWE C VIHTepHEeT uepe3 ONpeleNeHHBIH MNEepHox BpEeMEHH
(MakcumanbHoe Bpems npocrtost). [lonkmroueHne OyaeT ycTaHOBJIEHO aBTOMAaTHUYECKH, KaK TOJBKO
BbI CHOBa oOparutechk K MHTepHeT-pecypcy. Ecnu Bbl XoTUTE, YTOOBI MONKIIIOUeHHE K MIHTepHET ObL10
aKTHBHBIM MOCTOSTHHO, BbIOepuTe 0 B moie MakcumajibHOe BpeMsi MPOCTOsl JIMOO YKaKUTE

KOHKPETHOC 3HAYCHNUC B MUHYTaXx.

> IHoak/104UTHL AaBTOMATHYECKH — Mapmpymz;amp ABTOMAaTN4YC€CKH BOCCTAHABJIMBACT COCIWHCHHUC,

KaK TOJIbKO OHO OBIJIO COpOIICHO.

> IloakaounTh BPYYHYH — J[J1 HEMEUICHHOTO TIOAKITIOYCHHUS/OTKITIOYCHHUST BOCTIONB3YHTECh KHOTTKON
Honxawuute/OTKA0YUTL. [locne ucTedeHHs ykazaHHOro mnepuoaa (MakcuMaidbHOe BpeMms
NMPOCTOs1) MAapUIPYTH3aTOp MPEKpaTUT NoAKIodeHue K IHHTepHeT (Tak e Kak B pPeXUME
Hoak/jawyurh N0 TPeGOBAHUIO), MPU 1TOM, €CIM Bbl CHOBa oOpartutech K HHTepHET-pecypcy,
MOAKIIOUCHNE He OyeT aBTOMaTHIeCKU BOCCTAHOBJICHO.
UroObl TOAKIIOUMTHCA K HHTEpHET HeMemneHHO, HaxMmuTe KHONKy I[loakiawdurh. UToObI

coenuHeHnue ¢ IHTepHeT ObLI0 COPOILIEHO HEMEVIEHHO, HAKMUTE KHONIKY OTKJIIOYHTD.

Buumanme - MHorma mnoxakimodeHne K WMHTEpHET HE MOXET OBITH NMPEKpalIeHO, JaXe ecld B ToJje
MakcuMajibHOe BpeMsi TPOCTOsl YKa3aHO KOHKPETHOE 3Ha4YeHHE, T. K. HEKOTOpbIC TPHIIOKCHHS

HOCTOSITHHO 06pama}0T051 K I/IHTepHeT B (bOHOBOM peKuME.

Haxxmure xHonky CoXpaHMTBh JUIsl COXpaHEHHS BaIllUX HACTPOEK.

5. Ecmu Bam mocraBmuk MHTEpHET-yCIyT MPEIOCTABISIET MOAKIIOUEeHHE K HTEpHET Yepe3 MpOTOKOI
L2TP, Bwioepute Bapuant L2TP/L2TP Poccusi. HeoOxomumo Oyaer ykasaTh MmapameTpbl Ha

cTpaHwmIle, ykazanHou Ha Puc. 4-12:
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Tun nogknoveHnA WAN: L2TR/LZTR Poccua b

HuA nonbsosatena:

Napons:

MogkNHMUTE OTKNHMUTE Otknioveno!

® JMHamuYeckni IP-aapec e CTaTHYeckMi IP-agpec

IP-anpec MuA cepeepa:

IP-appec: 0.0.00
Macka nogcerm: 0.0.0.0
OCHOBHOI WHH03: 0.0.00

DNS: 0.0.0.0,0.00.0
IP-anpec MHTepHer: 0.0.0.0

HuiepHer DNS: 0.0.00,0000

Pasmep MTU (B Gaiirax): 1460 (no ymonyaHu: 1460, He MEMEHATE BG83 HeOBX0OMMOCTH )
MakcHMankHoe BpeMA NPoCcTon: 15 MUHYTE (0 02HAYEET, UTO NOAKNINYEHHE BYIET AKTMEHEIM NOCTOAHHO.)
Peinn nogkrmoyenna WAN: [ 4] MoAkniuuTE NO THEG0BAHHID

G:. MoAKNKYKTE FETOMATHHECKH

O MoKNIKUMTE BpiHYIO

CoxpaHuTe

Puc. 4-13 WAN — L2TP/ L2TP Poccus

> Hmsa noas3oBaressi/Ilapoas — Ykaxkure uMs NOJIB30BaTeNsi W MapoJib, MPEIOCTABICHHBIC BalllUM
nocTaBIUKOM VHTepHET-yCiIyT. DTH MOJIS YyBCTBUTEIBHBI K PETUCTPY.

>  Junamuueckmii IP-agpec/Craruueckuii IP-anpec — Beibepure Craruueckuii IP-aapec, eciu Bbl
nony4yunu 3HayeHue [P-ajgpeca, macku moaceTtu, unio3a U agpec DNS-cepBepa oT mocTaBHIMKa

Hntepuet-ycayr. B mpotuBHOM ciayudae BoiOepute JImnamuyecknii IP-aapec.

> IP-agpec/Umsa cepBepa — Ykaxure [P-anpec mnu nomennoe umsa VPN cepBepa, moiydeHHbIE OT

nocraBurka UHTEpHET-yCIyT.
> IP-agpec — Ykaxute [P-agpec, ucnonb3yemsblii aisi moakitoueHHs. (YKa3bIBaeTcs TOJNBKO MpU
BBIOOpE THMa oakroueHus "Cratuueckuii [P-ampec").

> Macka mnoacern - VYKaxkute 3HAYCHHWE MACKH IIOACETH, IOJAYYEHHOE OT IIOCTaBIIHMKa

HuTepueT-yenyr. (Yka3bIBaeTcs TOJNBKO MpU BbIOOpe Tuma noaxioueHus "Cratuyeckuii [P-anpec").

> OcHOBHOW LT3 — YKaXWTE 3HAYEHWE IILUTI03a, MOJYYEHHOE OT MOcTaBiiuka WHTepHeT-ycImyr.

(VkasbiBaeTcst TOJBKO TipH BeIOOpe THMa moakitoueHus "Cratndeckuii [P-ampec").

>  DNS — Beeaure anpec DNS-cepBepa, noiay4eHHbIH 0T noctaBmka MaTepHeT-yenyr. (Yka3biBaeTcs

TOJILKO TIpU BBIOOpE TuNa nojakmodenns "Crarndeckuii [P-anpec").

> IloakarouuTh mo TpedoBaHuw — B HacTpoiikax MapiipyTu3aTopa MOXHO yKa3aTh, 4TOOBI OH
aBTOMATHYEeCKH cOpachlBal COEIWHEHWE C VIHTepHEeT depe3 ONpeleNeHHBIH MNepHox BpeMEHH

(MaKCHMaJII)HOC BpeMs IIpOCTOSl). IlonkmroueHue 6y,ueT YCTAHOBJICHO aBTOMATU4Y€CKH, KaK TOJIBKO
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BEI CHOBA O6paTI/ITeCI) K I/IHTepHeT-pecypcy. Ecnu BbI XOTHUTE, YTOOBI MOAKIIOYCHHUC K I/IHTepHeT OBLTO
AKTHUBHBIM I1IOCTOSAHHO, BI)I6epI/ITe 0 B mome MakcuMajabHOeE BpeMs MNPOCTOH oo YKaXHUTE

KOHKPETHOC 3HAYCHNUC B MUHYTaXx.

> IMoak/JIHYUTHL ABTOMATHYECKH — MapmpyTH3aT0p ABTOMAaTU4YCCKH BOCCTAaHAaBJIMBACT COCIMHCHHUC,

KaK TOJIbKO OHO OBLJI0 cOpotieHo. [[ist BKITtOUeHus 3ToH ()YHKIIMU BBIOSPUTE STOT BAPHAHT.

> [ogkarouutrs  BpyuHyw — B HacTpolikax  MapmipyTm3atopa  MOXHO  BEIOparb
MOAKITIOUCHNE/OTKIIoueHNe BpyuHylo. [locnme wncrteuenmst ykazanHoro mnepuoxa (MakcumalibHoOe
BpeMsi NPOCTOs1), MapIIpyTH3aTOp COPOCHT MOAKIIOUEHWEe K LHTepHEeT, mpm 3TOM, €CIH BHI
obpaturech Kk MHTEpHET-pecypcy CHOBa, MOIKIIOYCHUE HE OyIeT aBTOMATHYECKH BOCCTAHOBIICHO.
Ecnmu BBI X0THTE, 4TOOBI MOAKIIOUCHHE K VIHTEpHET OBLIO aKTHBHO BCe BpeMs, ykaxute 0 B moje
MaxkcumaJjibHOe BpeMsl MPOCTosi. Takke MOXKHO yKas3aTh MEPHOA BPEMEHH B MHUHYTaX, B TCUCHUE

KOTOPOTO TOKII0YeHNe K IHTepHEeT OyeT akKTHBHBIM.

UroObl moaKIOUMTHCSA K MHTEpHET HeMemneHHO, HaxmuTe KHONKY I[loakiawdurh. UToObI

coenuHeHne ¢ IHTepHeT ObLIO COPOIIICHO HEMEIIIEHHO, HAKMUTE KHONKY OTKJIKYHTD.

Buumanme: VHorma momkiroueHne K MHTEpHET HE MOXKET OBITh IpEKpalleHo, JAaXe €ClId B IoJie
MakcuMajibHOe BpeMsi MPOCTOsl YKa3aHO KOHKPETHOE 3HAYCHHUE, T. K. HEKOTOPhIE MPUIIOKCHUS

MOCTOSIHHO oOpartiatotcs K THTepHeT B (POHOBOM pexHUMe.

Ecmm Bam mocraBmmk WHTEpHET-ycImyr TpenocTaBisieT MOAKIIOUeHne depe3 mpotokon PPTP,

BeIOepuTe BapuanT PPTP/PPTP Poccus. 3aTeM ykaxute cieayromue napamerpsl (cMm. Puc. 4-13):

Tvn nogKnoveHna WAN: PPTR/PPTP Poccua hd

WuA nons3oBartena:

Maponb:

MOAKNHHHTE CTKNHMHTE OTtknioyeno!

® OuHamudeckui IP-agpec (@] CTaTMdeckui IP-agpet

IP-agpecMuA cepeepa;

IP-anpec: 0.0.0.0
Macka nogceru: 0.0.0.0
OcCHOBHOI WMo 3: 0.0.0.0

DNS: 0.0.0.0,0.0.00
IP-anpec MHTEpHeT: 0000

WHrepner DNS: 0.0.0.0,0.0.00

Pazmep MTU (B Gaittax); 1420 (No ymonYaHuio: 1420, He M3MEeHATE Be3 HeoBX0AMMOCTH.)
MakcHMankHoe BpeMA NpocTos: 15 MUHYTE! (0 02HAYAET, UTO NOAKNKUEHHE BYET AKTMBHEIM NOCTOAHHO.)
Pexum nogknodenna WAN: () MNoakniouKTE No THEAoeAHWID

(;j. [0 AKNKNYHTE SETOMATHHECKH

) MOBKNKUMTE BpiHHYO

COXpaHuTs
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Puc. 4-14 WAN — PPTP/ PPTP Poccus

> Hmsa noas3oBaressi/Ilapoas — Ykaxkure uMs NOJIB30BaTeNsi W MapoJib, MPEIOCTABICHHBIC BalllUM

MOCTABLIMKOM MHTEepHET-yCIIyr. OTH 101l YyBCTBUTENBHBI K PETUCTDY.

>  Junamuueckmii IP-agpec/Craruueckuii IP-anpec — Beibepure Craruueckuii IP-aapec, eciv Bbl
nonyunnu 3HadeHue [P-ampeca, mackm monceru, nmmo3a u anpec DNS-cepBepa oT mocraBiiuka

Hntepuet-ycayr. B mpotuBHOM ciayuae BoiOepute JImnamuyecknii IP-aapec.

> IP-anpec/Ums cepBepa — Ykaxute [P-agpec mim nmomenHoe umss VPN cepBepa, MmoirydeHHBIE OT

MocTaBIIMKa MIHTEpHET-YCIIYT.

> IP-anpec — Ykaxute [P-agpec, mcnonb3yemblid miisi mojakimtoueHus. (YKa3pIBaeTCS TOJNBKO TpH

BBIOOpE THMa moakroueHwus "Cratuueckuit [P-ampec").

> Macka mnoaceru - VKaxuTe 3Ha4YCHHE MACKHU MOACETH, MNOJYUYCHHOC OT IOCTaBIIHKa

NuTepueT-yenyr. (Yka3bIBaeTcs TOJBKO MpU BeIOOpe Thma noaximoueHus "Cratuyecknii [P-agpec").

> OCHOBHOH ILIIO3 — YKaKHUTE 3HAUCHHUC 01034, IMOJYYCHHOC OT IMOCTaBLIMKa I/IHTepHeT-ycnyr.

(VkasbiBaeTcst TOJBKO TipH BeIOOpe THMA moaktoueHus "Cratndeckuii [P-ampec").

> DNS — Beenute agpec DNS-cepBepa, nonyueHHsli 0T nocTaBluka MHTepHET-ycayr. (YKa3blBaeTcs

TOJILKO TIpU BBIOOpE TuTa nonakmodenus "Crarndeckuii [P-anpec").

Yt005I MNOAKIIOYHUTBECA K I/IHTepHeT HEMCIJICHHO, HAXMHUTC KHOIIKY IMoakn04UTh. YtoOb1

coenuHeHne ¢ IHTepHeT ObUIO COPOIICHO HEMEIEHHO, HAKMHUTE KHONKY OTKJIIOYHTb.

> Iloakaouuth mo TpedoBaHM — B HacTpoiikax MapuipyTu3aTopa MOXHO YKa3aTh, YTOOBI OH
aBTOMATUYECKH cOpachiBal COEIWHEHHE C VIHTepHEeT uepe3 ONpefeNeHHBI MNepHox BpEeMEHH
(MakcumanbHoe BpeMs nmpoctosi). Ilonkirouenne OyneT yCTaHOBICHO aBTOMAaTUYECKH, KaK TONBKO
BbI CHOBa obparuteck K MHTepHeT-pecypcy. Ecnu Bbl XoTUTE, YTOOBI MONKIIOUeHHE K MIHTepHeT ObLI10
AKTUBHBIM TMOCTOSIHHO, BbIOepuTe (0 B moje MakcuMaJjibHOe BpeMsi NPOCTOsi JTUOO YKaKUTe

KOHKPETHOC 3HAYCHNUC B MUHYTaXx.

> Tloaka10YMTh ABTOMATHYECKH — MapmpyTH3aT0p ABTOMAaTU4YCCKH BOCCTAaHAaBJIMBACT COCIMHCHHUC,

KaK TOJIbKO OHO OBLI0 cOpomieHo. [{iist BKIItoueHus 3Toi (YHKIIMU BBIOSPUTE STOT BAPHAHT.

> Hoakarouutrs  BpyuHyw — B HacTpolikax  MapmipyTH3aTtopa  MOXHO  BEIOparb
MOAKITIOUCHNE/OTKIIoUeHNe BpyuHylo. [locnme wncrteuenmst ykasanHoro mnepuoma (MakcumalibHoOe
BpeMsl NPOCTOs1), MapIIpyTH3aTOp COPOCHUT MOAKIIOUEHWEe K LHTepHEeT, mpm 3TOM, €CIH BHI
obpatutech kK MHTEpHET-pecypcy CHOBa, MOIKIIOYCHUE HE OyIeT aBTOMATHYECKH BOCCTAHOBIICHO.
Ecmu BBI X0THTE, YTOOBI NONKIIOUeHNE K MHTepHET OBUIO aKTHMBHO BCEe BpeMs, ykaxute 0 B moie
MaxkcumajibHOe BpeMsl MPOCTosi. Takke MOXKHO yKa3aTh MEPHOA BPEMEHH B MHUHYTaX, B TCUCHHE

KOTOPOTO MOKII0YeHNE K IHTepHEeT OyeT akKTHBHBIM.
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Baumanue: I/IHOFI[a HNOAKIIOYCHHUE K HHTepHeT HE MOXKET OBITh OpeKpalmcHoO, AaXE €CJIM B II0JIC

MaxkcumajibHoe BpeMs# MNMPOCTOA YKa3aHO KOHKPETHOC 3HAYCHHUE, T. K. HECKOTOPBIC IPUIIOKCHUA

MOCTOSIHHO oOparatorcsi K IHTepHeT B (POHOBOM pexKHME.

& IIpumeuyanue:

Ecnu BBl He 3HaeTe, KaKoO# THIT TTOAKIIOYCHUS BEIOPATh, HAKMHUTE KHONIKY OMNpeaeauTh, 1 MapIiipyTH3aTop
aBTOMAaTUYECKU IIPOBENET CKAHWPOBAaHUE CEPBEPOB U MNpoTokojaoB MHTepHer-noaxmouenusd. Eciu
MapLIpyTU3aTOp ONpPEAeNUT akTUBHOE VHTepHET-MOAKIIOYeHHe, TO OH cOooOmMT BaM 00 oToM. [laHHas
UHpOpPMAIMS TPUBOTUTCS TOJNBKO JUIS CIPAaBKH. YUTOOBI yOCAHMTHCS, KaKOE WMEHHO MOIKIIOUCHUE
UCTIONIB3yeTCS Ha BalleM KOMIIBIOTEpE, BaM HYXKHO OOPaTHTHCS HEIOCPEICTBEHHO K ITOCTABIIUKY

Wurtepuer-yciyr. MapiipyTiu3aTtop MOXET ONMPEISIUTh CASIYIOIINE TUITHI TTOAKIIOUESHUH:

e PPPoE - [Ins nonxirouenuit yepe3 mpotokon PPPoE (Tpebyercs ykazaTh uUMs IOJIb30BaTelNs H

Maposb).

° JAunamuvecknii  IP-aapec — TlogkmioueHusi, MCHONB3YIOUIME JUHAMHYECKOE Ha3HAuYCHUE
[P-anpecos.

° Cratuyeckuii IP-aapec — [ToaximoueHus, ucnonb3yrole Ha3HaueHue cratuueckux [P-anpecos.

Mapuipytuzatop HE MOXET OOHapyKuTh Takue noakmodeHus kak PPTP/L2TP/BigPond. Ecmu
nocraBUMK VHTEpHET-ycIyr HCHONAB3yeT OAMH U3 TaKUX IPOTOKOJIOB, BBl JOJDKHBI IPOU3BECTH

MOJKJIIOYEHHUE BPYUHYIO.

45.2 LAN

Ha ctpanuue Cerb — LAN MoxxHO HacTpouTh [P-nmapameTpsl okanbHOM ceTu (cM. Puc. Huxke).

LAN

MAC-anpec: CO-4A-00-FB-DE-BE

IP-agpec: 192.168.0.1
Macka noaceti: 2652652560

( COXpaHuTL |

Puc. 4-15 LAN

> MAC-aapec — Ou3nvecKkuil apec MaplIpyTH3aTopa, BUJUMBII B JIOKaJbHON ceTH. 3HaY€HUE HE
MOXET OBITh U3MEHEHO.
> IP-anpec — VYxaxure [P-agpec mapmipyruzaropa B JecATHYHOM (opmare ¢ pa3neiuTeIbHBIMH

TOYKaMH (3HaueHHe 1Mo yMordanuo - 192.168.0.1).

>  Macka noaceru — Onpezensier pazmep cetr. O0baHO 255.255.255.0

IIpumeuanue:

1. Ecnu Bbl Mmensiere [P-angpec B cetn LAN, BbI JOMKHBI UCIIOJIB30BATh ATOT HOBBIN [P-aipec nis Bxona

B MapuUIpyTHU3aTop.
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2. Ecnu nossiit [IP-agpec B cetn LAN He HaxoauTCs B TOH e MOJICETH, YTO U MPEAbLAYILUH, B Iy

[P-anpecoB DHCP-cepBepa OynyT aBTOMaTu4ecKy BHECEHbI COOTBETCTBYIOIINE U3MEHEHUS, OTHAKO
¢bynkm Bupryansnerit cepsep 1 DMZ He OymyT paboTaTh 10 BHECEHUS] HEOOXOIMMBIX H3MCHEHUI B

WX HACTPOUKU.

4.5.3 KiaonupoBanne MAC-aapeca

Ha crpanune Cerb — KionupoBanue MAC-agpeca Haxoaarcs HacTpoiiku MAC-aapeca cetn WAN
(cm. Puc. 4-16):

KnoHupoBaHue MAC-agpeca

MAC-anpec B cetn WAN: |CD-dA—DD-FE-D6-BF | [ BoccraHoeuTe 3aeonckof MAC-agpec ]

MAC-anpec Bamero kownbtotepa: | 50-E549- E-0590 | [ Knonwposare MAC-agpec |

COxpaHiTe

Puc. 4-16 KnonupoBanue MAC-anpeca

Hexotopsie mocrasmmku MuTepHET-yemyr TpeOyror peructpammu MAC-aapeca agantepa. 3mech peaKo

TpeOyeTcsi BHOCUTh KaKne-THO0 H3MEHEHUSI.

> MAC-aapec B cetu WAN — B stom none otoOpaxkaercs texkymuii MAC-aapec mopra Internet.
Ecim Bam mocraBmmk WHTEpHET-yeimyr Tpebyer, uToOBI BBl 3apeructpupoBaim MAC-aapec,
ykaxute npaBwibHeii MAC-anpec B atom mnone. @opmat MAC-agpeca XX-XX-XX-XX-XX-XX

(rme "X" - 1r000€ MIECTHAANATEPHYHOE YHCIIO).

> MAC-aapec Bamiero kommnboTepa — B 3tomM mosne oroOpaxkaercs MAC-aapec KOMIbIOTEpa,
yhpasJsitoliero mMapupyrusatopoM. IIpu HeoOxoaumoctu 3apeructpupoBatb MAC-agpec Baiero
aganrtepa, Haxmure kHOnky KiaonmpoBars MAC-agpec, mocie 4ero OH MOSBUTCA B IOJE

MAC-anpec B cetu WAN.

Haxmvure BoccTaHOBHTH 3aBOACKOM MAC-anpec JJIs1 BOCCTAHOBJICHHA 3aBOACKOI'O 3HA4YCHUSA I10

ymonuanuto MAC-anpeca nopra Internet.

Haxxmvute KHOIIKY COXpaHHTL IJIL COXpaHCHHUA CACTaHHbIX W3MEHEHU B HaCTpOﬁKaX.

&= IIpumeuyanue:

Oynaxmus knoHupoBanns MAC-aapeca MOXKET OBITH HCIIOIB30BAaHA TOJBKO KOMITBIOTEPOM JIOKATBHOM
CETH.

454 IPTV

[Ipu Be160pe Cerh — IPTV oTKpOETCS OKHO, KaK MmoKa3aHo Ha Puc. 4-16.
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IGMP Proxy: | Brnrounte V|

Pexum: | ABTOMATHYECKK b |

[ COXpaHNTb |

Puc. 4-17 1PTV

» IGMP Proxy — IGMP (mportokon ympaeneHus rpymnamu MuTtepHera). Ecam BbI  XoTHTE

npocMaTpuBaTh TeneBueHne yepe3 I[GMP, BkirounTe 3Ty OMIuIo.

> Pexum:

PekuH: AETOMATHYECKH W

Puc. 4-18 Pexum

e Aptromarmuecku - [loptel LAN, ucnonesytoniue texsonoruro IGMP Proxy, Oyayt padoTath
0e3 W3MEHEeHWH, 4TO TO3BONUT mpocMaTpuBatk IPTV kak mo mpoBomHOMY, Tak H IO

0eCIIPOBOTHOMY MOIKITFOUEHHIO.

PeXMH: | MocT V|

Moprt anAa IPTY: | LAM 4 w |

Puc. 4-19 ABToMaTHuecku

*  Mocr - Ykaxxute koHkpeTHbIH nopT LAN ans IPTV TB-npucraBku, KOTOpas MOTYYHUT
KOHKpeTHBIN [P-afpec HenocpeacTBeHHO oT nocraBuika UnTepreT-ycnyr. [Ipu sTom He Oyner
HaOFOaThCs TIOTEPH KadecTBa, qaxe mpu Hammany y [1K Bxomsimero Tpaduka, 3arpy:xaecMoro
yepe3 MaplIpyTU3aTop Ha MaKCUMaJIbHOM CKOPOCTH, TOCKOIbKY opT LAN u3onupoBaH ot
npounx noproB NAT LAN.

e Tlopt aas IPTV - Homep nopra LAN, Ha KOTOpOM ycTaHaBIMBAETCS COeAMHEHHE TUMA "MOCT"
¢ moptoM WAN/Internet anst ucnonp3oBanus yeryru [IPTV. (LAN4/LAN3&LAN4 - HoMep
nopta LAN, uepes KOTOpbIi BBl NoTydaeTe curuai u [P-agpec ams ucnosib30BaHus

IPTV-ycayru).

&= IIpumeuyanmue:

1. Ecim w3menuth padory mopra LAN B pexmm "moct" ¢ moprom WAN/Internet, cucrema
nepe3arpy3urcs.
2. Wzmenenne mnopta IPTV gna TB-mpuctaBKd BCTYNUT B CHIY TOJBKO TOCTE Iepe3arpy3ku

MapLIpyTH3aTopa.
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Peaxaan: 802.10Q Tag VLAN v
VLAN TAG onf MHTEpHET: () OTENYNTE (&) BENIOUYKTE
Woentwdukarop VLAN ona goctyna K HHTepHeT: 1257
Mpuopurer VLAN anA noctyna & HHTepHeT: 0 b
Woentudpukarop VLAN ana ycnyru IPTV: 4000
Mpuopurer VLAN ana ycnyrm IPTV: 4 hd
Woentndukatop Multicast VLAN ona yonyrm IPTV: 1110
Mpuoputer Multicast VLAN ana ycnyra IPTV: 4 b
Woenwmndomkatop VLAN onA ucnonb3oBaHunA IP-Tenedoxa: 263
Mpuopuret VLAN gna ncnons3oeaHnA [P-renedona; 0 hd
Pexum patoTsl nopra LANT: IPTV b
Pexun padoTel nopta LANZ: WHTepHeT b
Pexum patotel nopra LAN3: WHTRpHET hd
Pexum paGotel nopra LAN4: IP-Tenedion b
( COXpaH1Tb |
Puc. 4-20

e 802.1Q Tag VLAN — INocraBmuk MHTEpHET-YCIyT MOXET MPEAOCTABIISATH MOJIKIIOUEHUE HA
ocHoBe texHonoruu 802.1Q Tag VLAN. Brl MoxeTe MpUCBOUTD Ui pa3HbIX MopToB LAN
pasnblie uneHTHduKaTophl BupTyansHoi cetd (VLAN Tag ID): ans moakmrouenus [1K, IPTV
TB-nmpucraeku win [P-tenedona. CBSOKUTECH ¢ BAIIUM MOCTABITUKOM MHTEpHET-YCIYyT IS
yTOUHEeHUs HHYOpMAUHU 00 HICHTU(DUKATOPE BUPTYATbHOM CETH.

e VLAN TAG ans UnTtepHer — Eciiu BBl BKITFOYaeTe 3Ty OMIIMIO, TO Yepe3 Internet-mopt OyayT

nepeaaBaTbCA TOJbKO TETUPOBAHHBIC ITAKECTHI.

o MHaentuduxarop VLAN mist gocryna k UnrepHer — Ykaxure uaentupukatrop VLAN s
nocrtyna K HTepHeT, KOTOPbIil ObLI MPEeIOCTaBIeH BalINM MOCTAaBIIMKOM MHTEpHET-yCIyT.
Hoctyn x UHTEpHET BO3MOXKEH TOJIBKO MPHU YCIOBUH, €CIIH yKa3aH MPaBUIIbHBIN

unentudukatop VLAN.

e [Ipuopurer VLAN pasa nocryna k Marepuer — Ykaxute npuopurer VLAN 11 noctyna

Wurepuet. He usmensiite 3HaueHne 1o yMoa4aHuIo 0e3 He00X0AUMOCTH.

o Wnentndpuxarop VLAN nas yeayru IPTV — Ykaxure nnentudukarop VLAN mist yerayru
IPTV, 310 3HaYeHHE TOKHO OBLIO OBITH MPEIOCTABIEHO BAIINM MOCTABIIUKOM
NutepreT-yenyr. [IpocmoTp IPTV BO3MOKEH TOJIBKO MIPH YCIIOBHH, €CIH YKa3aH MPaBUIbHBIA
unentudukatop VLAN.

e Ilpuopurer VLAN nus yeayru IPTV — Vkaxure npuoputer VLAN aist yenyru IPTV. He

U3MEHSUTE 3HaYEHHE MO YMOJIYaHHUTIO 0e3 H€O6XOI[I/IMOCTI/I.

o MWnentunduxarop Multicast VLAN nas yeayru IPTV — Ykaxure ugentuduxarop Multicast
VLAN mis yenyru IPTV, 910 3HaYeHHE A0JDKHO OBUIO OBITH PEOCTABICHO BaIlIMM
noctaBimvkoM MHTepHET-yeiyr. IIpocmotp IPTV BO3MOXKEH TONBKO NP YCIOBHH, €CIIH YKa3aH

MpaBWILHBINA uaeHTH(GHKaTop VLAN.
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o [IIpuopurer Multicast VLAN s yeayru IPTV — Ykaxure npuoputer Multicast VLAN st

yeayru IPTV. He m3MensiiTe 3Ha4eHHe 110 yMOTYaHUIO 0€3 HEOOXOJMMOCTH.

o MHaentuduxarop VLAN mist ucnosinzoBanus IP-resedona — Ykaxure ujaeHTUPUKATOD
VLAN s ucnions3oBanus [P-tenedona, 3To 3HaUeHHE TOKHO OBUTO OBITH MPEIOCTABICHO
BammM noctaBmukoM UuatepueT-ycnyr. Mcnonp3oBanue IP-Tenedona BO3MOKHO TONBKO MpH

YCIIOBUH, €CITU YKa3aH MpaBWIbHBIN uiaeHTudukatop VLAN.

e [IIpuopurer VLAN nas ucnosns3oBanus IP-resedgona — Ykaxure npuopuret anst VLAN

IP-tenedona. He namensiite 3HaueHHE IO YMOTYAHHIO 0€3 HEOOXOIMMOCTH.

e Pexum paGorsl noproB LAN1-4 — Jns1 kaxxgoro u3 uetelpéx noptoB LAN MokHO ykazaTh
ornpenenéHHbIi pesxkuM pabotsl. [Ipu padote B pexnme MHTEpHET, BO3MOXKEH TOCTYI B
WuTepHer u ynpasieHue MapripyTu3aropoM; B pexkumax [IPTV u [P-tenedon MoxHO

rcnons3oBath TB-npucraBky unu ycrpoiictso VolP, nonkmouus ux k nopty LAN.

Haxxmure kxHonky CoOXpaHMTB U1l COXpaHEHHS] HACTPOEK.

4.6 BecnpoBoaHO# pekuUM

BecnpoBOaHOR PEXAM
- HAcTpoAKKH BECNPOBOOHOND PEXHME
- Jamwura GecnpoBoOHOrO pexuMa

- uneTpaurA MAC-agpecos

- MONONMHATENLHLIE HACTPOMKN

- CratucTvEa GecnpoBoqHOrD pexnuMma

Puc. 4-17 MeHto 6ecripOBOTHOTO pexUMa

B w™menio bBecnpoBomHOll pexxuMm comepkarcs TATh MOANYHKTOB (cMm. Puc. 4-17): Hactpoiiku
OecipoBoiHOro pexuMma, 3amura OecnpoBogHoro pexkuma, DuasTpauuss MAC-agpecos,
JonmoHuTe bHbIe HACTPOIKN 1 CTaTHCTHKA (0eCPOBOTHOrO pe:kumMa. BriOepute OmHO W3 HUX IS

HACTPOMKHU COOTBETCTBYIOIIEH (QYHKITUH.

4.6.1 HacTpoiiku 6ecIpOBOAHOIO peKNMAa

Ha ctpanune becnipoBonnoii pe:xkum — Hacrpoiiku 0eclipoBOAHOI0 pe:KMMa Bbl MOXKETE MPOU3BECTH

HACTPOHKY 0a30BBIX TAPAMETPOB OECIIPOBOIHON CETH.
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HacTpowkn 6ecnpoBogHOro pexuma

WA GecnpoBogHOi CeTH: |TF'-|_|NK_1 122 (Takx#e HazbleaeTcA S510)
Pernon: I Poccua j
MpenynpexneHne: B uenAx coBnooeHuA e cTEVIDWED 38K 0HO0ATENE CTES, vE B QWTECE, 4TO CTPAHA ERBpaHa NPABMIEHD.

HenpaeuneHaA HaCTpDﬁKa MOMET NOCMZKATE I'IpHLIHHDﬁ EOZHHEHOEEHHA NOMEX.

Peknm: |11bgn CMELLAHHEIA j

LnpuHa kanana: IABTD A I
Kanan: I ABTO - I

¥ Brnio4nTe BECNPOEOOHOE BEWEHHE
[V BENKYATE WHpOKOBEWAHKME SSID

[T Brniouute WDS

COXpaHuTE |

Puc. 4-18 Hacrpoiiku 6ecripoBOHOTO pexUMa

HNmsa 6ecnipoBoaHoii cetu (SSID) — Ykaxute 3HaueHue JuHOM 710 32 cumBoioB. To ke ums (SSID)
JIOJDKHO OBITH NMPHCBOCHO BCEM OECIpPOBOAHBIM YCTPONCTBaM B Bamiel cetd. 3HaueHwe SSID mo
ymomuanuio: TP-LINK XXXX (XXXX — nocienHue 4eTbipe YHUKaIbHBIX cuMBOJIOB MAC-anpeca
KOKIOTO Mapmpyruzaropa). HacrostenbHO pexoMmeHayeTcs cMmeHuTh ums SSID Ha apyroe
3HaueHue. JlaHHOe 3HaueHWe YyBCTBUTENbHO K peructpy. Hampumep, TEST u test ABusOTCA

PA3HbIMMU 3HaueHusIMH.

Pernon — BriOepuTe COOTBETCTBYIOIIEE 3HAYCHUE W3 BBINAJAIONIET0 CHHCKA. B maHHOM mone
VKa3bIBACTCsl PETHOH, T1¢ (QyHKIUsS OCCIpPOBOMHON Mepeaadd TAaHHBIX MOXKET OBITh MCIOJIb30BaHA.
Hcnonp3oBanne gaHHON (DYHKIMHM B PETHOHAX, HE YKA3aHHBIX B CIHCKE, MOXKET OBITh HE3aKOHHBIM.
Ecnm Bamieil cTpaHbl MM pernoHa HEeT B CIHCKE, OOpAaTHTECh 32 IOMOIIBI0 B MECTHBIC OPTaHBI I'OC.

BJIaCTH.

ITocne Toro, Kak peruoH ObL1 BEIOpaH, HAKMHUTE KHOTIKY CoXpaHuTh. B mosBuBIemMcs

UH(POPMAIIMOHHOM OKHE HaxkmuTe KHONKY OK.

CoobweHne ¢ seb-cTpaHnugl - : ﬁ

HenpaennbHeld BRIBOp cTRaHBl MOMKET CTATh NPMHUHCHA
i l . BOIHMKHOBEHWA NOMEX Y APYTWX YCTROACTE, KPOME TOro, 3T0 ABAAETCA
HEPYLUEHWEM SEACTEYHILLEND 3aKOHOATENRCTER,

OK

Puc. 4-19 HupopmanmoHHOE OKHO
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& IIpumeuyanue:

N3-3a TpeboBaHMII MECTHOro 3aKOHOAATENbCTBA Y Bepcuu aisi CeBepHOH AMEPHKH OTCYTCTBYET OILIMS

BBIOOPA pPEruoHa.

> Kaman — B ganHOM none BeICTaBIsieTCsl pabodasi 4acToTa, KOTOPYIO BBl COOMPAETECh UCIIONB30BATh.
[To yMom4aHWIO CTOMT peXKHM ABTO, TakuM oOpa3oM, TOYKa JOCTyNa CaMOCTOSTEIhHO B
ABTOMAaTHUYECKOM PEeKUMeE BbIOepeT HanOojee MOAXOoAdInii KaHall. becnpoBomaHON KaHa clieayeT
MEHSTh TOJBKO B TOM CIIydae, €Clid BbI HaONromaeTe mpoOiieMbl, CBsI3aHHBIE ¢ MHTep(depeHIrei ¢

Jpyroi TOUKOH JOCTyMa, pacloNokKEHHON PSAAOM € BalllUM 000PYIOBAHUEM.
>  Pexum — BeiGepute cooTBeTcTByIOMmMi pexkxnM. 3HaueHHE TI0 yMO4aHuio 11bgn cMelaHHbIH.

11bg cmemannsblii - Beibepure, ecnu ucnonb3yere OECHpOBOJHBIE KIMEHTHI, MOIEPKUBAIOLINE

crannaptel 802.11b u 802.11g.

11bgn cMemanHblii — Beibepure, ecinu Mcmosib3yeTe OSCPOBOHBIE KIIMEHTHI, TIOICPKUBAIOIIHEC

crangaptel 802.11b, 11g, u 11n.

Bribepute HyXHBIIH pexxuM OecrpoBOIHON mepenayn qanHbX. Eciau Beiopan 802.11bg cMemanHbIii,
TO TOJIEKO OecrpoBoaHbIe cTaHImu ctanaapta 802.11b/g cMOryT MOIKIIIOYATECS K MapIIpyTH3ATOPY.
HactositenbHO  pekoMenayercs BbeIOpaTh pekuMm  802.11bgn  cMemaHHbId, YTOOBI BCe

OecripoBogHble craHnuu cranmaaproB 802.11b, 802.11g m 802.11n cMoOriM MOIKIIOYATHCS K
MapLIpyTU3aTOPY.

> lllupuna kaHana — BeiOepuTe mMMpHHY KaHalla W3 BhIMajaromiero cnucka. [lo ymomdyanuio
yCTaHOBJIIEHO ABTO. B 3TOM ciydae peryiaupoBKa IIMPHHBI KaHaja JAJs KIMEHTOB MPOU3BOAMTCS

ABTOMAaTHUYCCKU.

&= IIpumevanue:

Ecnu B none Pe:kum BoiOpano 11bg ememannblii, nose lIupuHa kaHajia CTaHeT CEporo LBETa, U B

HeM TTosBUTCS 3HaueHue 20 MFH, KOTOPOC HECJIb3s 6y[[eT HU3MCHUTD.

> BriounTh OecnpoBoIHOe BelmaHue — becrnpoBOTHOW pEeXHMM MaplIpyTH3aTopa MOXET OBITh

BKJIFOYCH WJIM OTKJIFOUEH I 00ecTieueHus OeCIpOBOIHOTO JOCTYIA JIJIsl O€CIIPOBOIHBIX CTAHIINH.

> Bruounts mupoxoBemanue SSID - Korma OecnpoBOAHBIE KIHEHTHI IIPOBOIAT — ITOHMCK
0ECIPOBOMHON CEeTH, K KOTOPOW OHHM XOTSAT IOAKIIOYUTHCS, OHH YBUAAT uiaeHTU(uKarop SSID,
MOCBIIAEMBIA ~ MapuipyTu3aTopoM. Ecim  Bel  OTMETHTE TalO4YKOM  s4Yeiiky BKIOYHTH
mupokoBemanue SSID, To GecipoBomHOM MapmIpyTH3aTOp OYAET OTKPHITO B ITUPOKOBEINATEIHHOM

pexxume nepenasath cBoé ums (SSID).

> Brmounts WDS — Dra onmums Brmowaer WDS. C momonipio AaHHOH (QyHKIUM MapIIpyTU3aTop
MOXET OOBEIMHUTHL MOCTOM JiBe M Ooliee OeCMpOBOMHBIC JIOKANbHBIC ceTH. Ecimu maHHas sdeiika
OTME4YEeHa rajoukoii, To BaM OyaeT HeoOX0IUMO yKa3aTh psiJi HapaMeTpoB, Kak MMoka3aHo Ha Puc. Huxe.

HpOBCpLTe IpaBHUIIbHOCTb HACTPOCK.
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Brnwounte WDS

SSID (K KOTOPOW Bl XOTWTE MOAKITHMHTLCA):

MAC-anpec (K KOTOpPOMY Bbl XOTHTE MOOKMHYHTECA): Mpumep:00-10D-0F-11-22-33
Pextm WDS: AgTo hd
Tun Knko4a: Het hd
Wuoekc WEP:

Tun ayTeHTHDHKALIN,

MNMaponk:

CoxpaHnTs |

Puc. 4-20 Bxirouuts WDS

e  SSID (x xkoTopoii Bbl X0TUTEe MOAKJIOUYMTHCA) — MM SSID Touku noctyma, K KOTOpOil Bail
MapipyTuzaTop OyIeT MOAKIIOUEH B pEXHMME KIHMEHTa. Bbl Takke MOXKETe BOCIOIB30BaThCS

¢dyHKmel moucka s Beibopa uMeHn SSID, K KOTOPOMY BBl XOTUTE TIOIKITFOYUTECSL.

e  MAC-aapec (k KoTOpOMY BbI XOTHUTe MOAKJIWYHTBCSA) — MAC-agpec Touku agocTyna, K
KOTOPOM Baml MapIpyTu3aTop OygeT MONKIIOYEH B PEXHME KIHEeHTa. BBl Takke MOXeTe
BOCTIOJIB30BaThCsl (DyHKIMEH moucka s BeiOopa MAC-aapeca, K KOTOPOMY BBl XOTHTE

IIPHUCOCANHUTHCA.

e Ilouck — Haxxmure maHHYIO KHOIKY ISl TIOMCKA TOYEK JIOCTYMA, KOTOPHIE B JAHHOM paioHE

paboTaroT Ha TEKYyIIIEH YacToTe.

e Tun ximoya — J[aHHYIO ONUMIO CJEAyeT HACTpauBaTh B COOTBETCTBHH C IapameTpamu
0e30MacHOCTH TOYKH JocTyma. HacTosTenbHO pPEeKOMEHIyeTcsi BBICTABUTH THI 3alllUTHI,

COOTBETCTBYIOIIMM TUITY 3aIIUTHI Balllel KOPHEBOM TOUKH JIOCTYTIA.

. Nugexec WEP — JlanHast onuusi UCHOJB3YyeTCS TOJBKO B TOM CIIy4ae, €CId B KadeCTBE THIIA
kimroya BeiOpano mudpoBanne WEP (ASCII) wim WEP (mectHamnarepuunsrii). JlaHHBIHA

rapameTp yKa3bIBacT Ha HHAEKC Kiroua WEP.

e Tun ayrenTudukanmuu — JlaHHas OMIMS HCIIOJIB3YyeTCS B TOM CIIy4yae, €Clid B KayecTBE THIIA
kmoda BeIOpano mmdpoBanne WEP (ASCI) wim WEP (mectHamnarepuunsriit). JlaHHBIH

napaMeTp YKa3bIBACT HA TUIL aYTeHTI/I(bI/IKaIII/II/I KOpHCBOﬁ TOYKH OOCTYyIaA.
U HapOJI]) — Ecau touka AOCTYyIIa BAalICTO MapumpyTu3aTtopa A NOAKIIOYCHUS TpeGyeT napoJib,
BaM HCOGXOL[I/IMO BBECTHU MapOJib B JTAHHOM II0JI€.

4.6.2 3ammra 6ecIpoBOIHOIO pe:KUMa

Ha crpanune becnmpoBonHoii pe:xkxum — 3amura 0ecHpoOBOIHOIO0 pesKMMAa BBl MOXKETE€ HACTPOWTH
napaMeTpbl 0€30MaCHOCTH Balllei 0eCIIPOBOTHOM CETH.
Y Mapuipytuzaropa MMeeTcsl ISThb PEXUMOB OOecredeHuss 0e30MacHOCTH OEecpOBOAHOIO pexuma -

WPA-Personal, WPA2-Personal, WPA-Enterprise, WPA2-Enterprise u WEP.
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O OTKNIOYMTS 3amTy

@ WPA/WPAZ - Personal (pekomeHayeTc)

Bepcua: AsTtomariueckn (pexomenn ¥
indpposanme: AES 1
Napon PSK: 1111111

(Bul MO3KETE EBECTH CUMBONE! B KOQUDOEKE ASCIl MK B wecTHAOUATEPHYHOM GOpMaTe; ANA dopmara ASCIl ankKa kNwya RomkHa GeiTe 0T 8 N0 63, a ANA WeCTHaAUATEPNYHOTO Yopmara or & no 64.

Mepwos 0OHOBNEHNA TPYNNOBOTO KIKI4a: 0 Cexynaul (OCTaBbTe 3HaYEHME N0 yMONY3HHIO, ECTIW BLl HE YBEPEHLI, K3KOe YMCNO yKa3aTh; MUHUMaNbHoe 3Havenue 30, 0 - 0GHOBNeHNne OTKIIOYEHD)

) WPA/WPA2 - Enterprise

Beponw: | AsTomaruueck (pexomens ¥

~

IP-aapec Radius-cepeepa:
Mopr Radius.cepaepa: 1812 (1-65535, 0 canauaer, 4To NOpT PO yMonuaHme: 1812)

Mapons Radius-cepeepa:

Tepio) 0GHOBNEHHA FPYNNOBOFD KNK4a: 0 CeyHl (OCTABLTE SHAUEHNE N0 YMONUAHHIO, BCN Bl HE JBEDEHE!, KAKOE YUCNO KA3ATE; MUHUMANLHOE 3HaEHUe 30, 0 - OGHOBNEHHE OTKIGYEHD)
O WEP
Ton: ABTOMETHNECKH (DRKOMEHD ¥
Dopwat kniova WEP: WecTHaauaTepnyHslil v
KnouswGpan Koy WEP (Mapons) Tun kniowa

Kniou 1 Omnioueno ¥

Knmiou 2 Omniouewo ¥

Kimiou 3 Omxnioueno (¥

Kniou 4 Omxnioueno ¥

Puc. 4-21 3amura 6ecripoBOIHOTO peskuMa

> OTKIIOYHNTD 3aIUTy — (DYHKIII/I}O 6CCHpOBOI[HOI>'I 3alIUThl MOYKHO BKJIIOYHTh WM OTKJIHOYUTh. Eciu
OHa OTKJIFOYCHA, 6CCHpOBOI[HBIe CTAaHIIUU MOTYT MOAKJIIOYATHC K MApIIPYTU3ATOPY oe3 HII/I(prBaHI/IH.
Hacrostensuo PEKOMEHAYETCA BbI6paTb OIVH M3 TMPEACTABJICHHBIX HHXE BapHaHTOB 3allUThI

OECIPOBOTHOM CETH.

> WPA/WPA2 - Personal — BreiOpats 3amury Ha ocHoBe WPA/WPA2 ¢ ucnons3oBannem o01ero

KJIF09a. ITOT THII 3alIUThl YCTAHOBJICH Ha MapuipyTu3aTope 1o yMmOoJI4aHUIO.

e Bepcuss — Brl mMoxere BbIOpaTh Bepcuto anroputMma mudpoanus WPA/WPA2-Personal u3
BBIMIAJIAIONIETO CIHCKA. 3HAYCHHWE II0 YMONYaHHIO: ABTOMATHYeCKH. DTO O3HAYaeT, 4YTO
aBTOMATUYECKU BBIOMpaeTCs OAuH u3 cieaytomux pesxxumoB WPA-PSK (o6mwuit kitou WPA) nin
WPA2-PSK (o6mmii kmou WPA?2) B 3aBUCMMOCTH OT BO3MOXKHOCTEH ¥ 3ampoca OecrpoBOTHON

CTaAHIIUU.

o INudgpoBanue — MOXKHO yKa3aTb OJHO M3 CICAYIOIIUX 3Ha4eHUH - ABTOMaTtndeckn, TKIP namn
AES B kauecTBe anroputMa mu@poBaHUs.
& TIpumeuanue:

Ecnu Bo1 BeIOepuTe WPA/WPA2 - Personal u 3atem Brioepute mmppoBanne TKIP, Bo1 yBumuTe

BBIJICJIEHHYIO KPaCHBIM 1IBETOM HAJAINUCh, Kak 1oka3zaHo Ha Puc. 4-20.

= WPA/WPAZ - Personal (pekoMeHayeTcs)

Bepeus: ABTOMATHURCKM (peKOMEH ¥
Uindpposanme: TKIP v
Napont, PSK: 1111111

(Bl MOXeTe BBECTI CIMBONS! 8 KOIMPOEKE ASCI Wit B WECTHANUATEPMYHONM DOPMATE; INA HOPMATA ASCIl ATHHE KNIOYE A0NXHA LTy OT 8 A0 63, 2 41 WECTHANUETEPUIHOTO (OPMATa oT & 0 64
Nepnoa OOHOBNEHHA MPYNNOBOTO KNKYa: 0 CeKkynasl (OCTABETE 3HAUEHNME NO YMONUIHHIC, ECNK Bbl HE YEEDEHLI, KAKDE YCNO yK33aTh, MUHUMANLHOE 3HayeHne 30, 0 - 0GHOBNEHME OTKNIYEHE)

Ecrn & cTpoke ‘Bepcna ykazaT WPA-PSK unn TKIP B cTpoke ‘LIbROBaHHE', To BYHKUMA WPS Gyaert oTkniueHa

Puc. 4-20 WPA/WPA2 — Personal

e IMapoanr PSK — MoxHo BBecTr cumBoitel popmata ASCII wim B mecTHaamarepuaHoM dopmare.

Jmuna nomkHa OBITH OT 8 10 64 CUMBOIIOB B CIydae BHIOOpA MIECTHAANATEPHUYHOro (Gopmara, u
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ot 8 mo 63 cuMBonOB B cirydae BeiOopa (opmara ASCII. ITapons mo yMONYaHHIO COBMAIAET C

PIN-koz0M 110 yMOJTYaHUIO, KOTOPBIM yKa3aH Ha HIDKHEHN MAHEIN MapIIpyTU3aTopa.

o [lepuon o0HOBJIEHHSI TPYNTIOBOTO KJII0Ya — 33/1aliTe B CEKYH/IaX WHTEPBAI OOHOBICHUS TPYIIIIBI
Kimoder. 3HaueHue JA0nKHO paBHATHCA "0" wmm "30", mubo Beime. Beeaute "0" mis oTKIFOUYCHUS

0OHOBJIEHUSI.
> WPA/WPA2 - Enterprise — Ayrentudukanus Ha ocHoBe Radius-cepsepa.

e Bepcus — BriGepure Bepcuro 3amuthl Ha ocHOBe WPA/WPA2 w3 BBIIAmaromero CIMcKa.
3HaueHNe 1O YMOJYaHUIO: ABTOMATHYECKH, TO €CTh MaplIpyTh3atop caM BbiOepeT WPA
(Bamumennsnii goctyn Wi-Fi) mmun WPA2 (WPA Bepcun 2) B 3aBUCHMOCTH OT BO3MOXKHOCTEH H

3arpoca OeCpOBOIHON CTAHIINH.

o IlInppoBanne — MoXHO BBIOpaTh ONHO U3 clenylomux 3HaueHui: Apromaruyecku, TKIP nm

AES B kauecTBe anropurMa mudpoBaHusl.

& TIpumeuanue:

Ecnu Bel BeiOepuTe WPA/WPA2 - Enterprise u 3arem Boioepute mudponanue TKIP, Bbl yBuaurte
BBIJICJICHHYIO KpPaCHBIM 1IBETOM HAJAIUCh, Kak MoKa3zaHo Ha Puc. 4-21.

& WPAMPAZ2 - Enterprise
Bepcus: AgTomatHuecky (pekomeHa ¥
WndbpoBaxme: TKIP ~
IP-appec Radius-cepeepa:
Nopr Radius-cepeepa: 1812 (1-65535, 0 03H3UaET, 4TO NOPT NPO yMonyaHuo: 1812)
Mapone Radius-cepeepa:
Mepron 05HOBNEHHA MDYNNOBOrO KIKYa: 0 CexyHabl (OCTABLTE 3HAYEHUE NO YMONYAHHI, ECNW Bbl HE YBEPEHEI, KAKOE YACMO YKAIaTh; MUHVMANLHOE 3HaYeHNe 30, 0 - 00HOBNEHNE OTKNIOYEHD)

He peKOMEHYETCA MCNONb30BaTh WidpoeaHKue TKIP, ecnn ycTpoiicTeo paBoTaeT B
pexume 802.11n, nockoneky TKIP He nogoepxneaeTca npw paboTe B pexxume 802.11n

Mpw euifope BannanTa WPAMPAZ - Enterprise iyHkuna WPS GygeT oTknoveHa.

Puc. 4-21 WPA/WPA?2 - Enterprise
o IP-anpec Radius-cepBepa — Yxaxute [P-anpec Radius-cepsepa.
¢ ITopt Radius-cepBepa — Beenute nopt, KoTopsiii OyzeT ucmonb3oBaH Radius-cepepom.
¢ Ilapoan Radius-cepBepa — Beenute maposs s Radius-cepsepa.

o [lepuon o0HOBIEHNS TPYNNOBOTO KJII0Ya — 3a7aliTe B CEKYH/IaX MHTEPBAI OOHOBJICHUS TPYIIIIBI
KItouel. 3HaueHue JH0KHO paBHATHCA "0" wmm "30", mubo Beime. Beeaute "0" mis oTKIFOUYCHUS

OOHOBIIEHHS.

» WEP — Ha ocuoBe crangapta IEEE 802.11. Ilpu BbIOOpE AaHHOTO TMOJS MOSBUTCS BBIACICHHAS

KpacHBIM IIBETOM HAJMKCh, KaK Moka3zaHo Ha Puc. 4-22.
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® WEP
Tun: ABTOMATHUECKN (pEKOMEH] ¥
dopmar knro4a WEP: WecTHaguaTe pHYHEIR A
Koy BRIBpaH Kniou WEP (Mapone) Tun xknoya
Krwou 1: OTentoueHo |+
Koy 2: OTentoueHo +
Kntow 3: OTknioyeHs ¥
Knwow 4: OTentodeHs ¥
He peKoMEHOYETCA MCNONL30BATE WAHPOEaHUe WEP, ecnu ycTpoicTED paGoTasT B
pexne 802.11n, nockoneky WEFP He nogaep#ueaeTcA npu padoTe B pexume 802.11n.
Mpw eeifope TMNa 3awuTel WEF, To dyHKWWA WPS Gyder oTKnKYeHa.
Puc. 4-22 WEP
e Tun — Bpel moxere BbOpath TN WEP-3amuThl M3 BBINAJAIONIETO CIUCKA. 3HAYCHHUE I10

YMOJYaHUIO ABTOMATHYECKH. DTO O3HAYaeT aBTOMATHUECKHil BbIOOp 3HaueHus: OOLM K04

i OTKPBITasi CHCTEMA B 3aBUCHMOCTH OT apaMeTPOB OECIPOBOAHON CTAHIMK H 3aIpoca.

o @dopmar kiawya WEP — 3nece MoxHO BhiOparh LllectHaguarepuunslii wim ASCII ¢opmar.
HlecTHaguaTepuyHblii HopMaT 03HAYAET KOMOWHAIIMIO IECTHANIATSPUIHBIX cHMBOJIOB (0-9, a-f,

A-F) ompenenennoit amuubl. ®@opmar ASCII o3HadaeT n00yr0 KOMOMHAIMIO KJIaBHATYPHBIX

CHMBOJIOB ONIPEICIEHHON JTITUHBI.

o Kiumrou WEP — Bribepute onus 13 4eTbIpéx kiouet u ykaxxure WEP-kitou. Yoeaurecrs B TOM, 4TO

JAaHHBIC 3HAYCHHA OAMHAKOBEI J1JI BCEX 6eCHpOBOIIHI)IX CTaHIIUM CeTH.

e Tun kiaroua — 31eck MOkHO yKazaTh JuinHy WEP-kiroua (64-, 128- unu 152-0utHbli). 3HaueHHe

"OTknro4eHo" 03Ha4YaeT, uTo 3anuch ¢ WEP-KITIOUOM SIBISeTCS HENEHCTBUTEILHOM.

64-6uTHbIN — Bbl MOxeTe BBecTH 10 mIecTHaIIIATEpUIHBIX CUMBOJIOB (J1t00ast komOuHarwms 0-9,

a-f, A-F, HyneBo# K104 HEMOMYCTUM) WK 5 CUMBOJIOB B KoaupoBke ASCIL.

128-0mTHBIi — BBl MOXeTe BBeCTH 26 MIECTHAIATCPUIHBIX CUMBOJIOB (J1tobast komOnHanwms 0-9,

a-f, A-F, HyneBoii kimtod HepormycTnM) win 13 cuMBoiioB B kogupoBke ASCIL

152-6utHbIii — Bbl MOXxeTe BBecTH 32 mIeCTHAANATEPUIHBIX CUMBOJA (Tr00as komOuHarus 0-9,

a-f, A-F, myneBoii kirod HegomycTuM) mwin 16 cumBoioB B koaupoke ASCIL

& Ilpumeuanmue:

Ecnu BbI HE YCTaHOBUJIX KJIOY, TO Q)YHKIII/ISI 6CCHpOBOI[HOI\/'I 3alIUThBI 6y,HCT OTKJIIOYCHA, AaXE €CJIN

BbI BbIOpasu B kauecTBe Tuna AyreHtudukannu - O01mii Kiiou
He 3a0yabTe HaxkaTh KHONIKY COXPaHMTD JIsl COXPaHEHUs BalllUX HACTPOEK HA IaHHOW CTpaHHIIE.
4.6.3 ®uabTpanus MAC-aapecos

Ha crpanune becnpoBonHoii pexum—®@uabrpanusi MAC-agpecoB Bbl CMOXET€ KOHTPOIHPOBATH

0ecrpoBOIHON JOCTYII, HACTPOUB GyHKITHIO (ritbTpaiuu o MAC-aapecam, kak ykazaHo Ha Puc. 4-23.
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duneTpaunA MAC-agpecoe: OTENW4YEHO

Mpasuna cpunbeTpaumun
@ 3anpeTHTE GOCTYN CTAHUMAM, YE33aHHEIM BO BKNIOYEHHEIX NPABWNAX W3 CNWCKa.

O Fazpewnte QOCTYN CTAHLUMAM, YK333HHEIM BO BEMIDYEHHEIX NPABMNEX M3 CNACKA.

D MAC-agpec CocToAHue OnucaHme N3MEHHTE

Puc. 4-23  ®dunprpauust MAC-anpecos

UroOBl aKTUBUPOBATH (QYHKIHIO (QMIBTpAIMH Mmob3oBarenei mo ux MAC-aapecy, HEOOXOIMMO HaXaTh

Bxiounts. [1o YMOJIYaHUIO, YCTAHOBJICHO 3HAYCHUE OTKJII09€HO.

Uro0Obl 100aBUTHh HOBYIO 3aITUCh, HAKMUTE KHONKY Jl06aBUTH... OTKpoeTcst cTpanunia J00aBUTh WM

U3MeHUTH 3amuch puiasrpanuu MAC-aapecoB (cM. Puc. 4-24):

HobaBuTb MNK M3MeHUTb 3anucbk OunbTpaunmn MAC-agpecos

Onucaxme: |

CocToAHKe: | Brnrouero V|

( CoxXpaHuTh | | Hasan |

Puc. 4-24 [loGaBuTh mwin U3MEHUTH 3ammuch GpuibTpannd MAC-angpecoB

» MAC-agpec — MAC-anpec GecripoBOJHOM CTaHIIUHU, KOTOPAsk XOUYET MOTYYHTh JOCTYI U KOTOPYIO BbI

XOTHTE 3aHECTH B (DHIIBTP.
» Cocrosnue — CocTosHHe TaHHO 3amucH, 1100 BrimoueHa, 1160 OTKIOUEHA.

»  Omnucanue — [Ipocroe onrcanue naHHON OECIIPOBOIHOMN CTAHIUH.

Yr1o06b1 7100aBUTH WIN M3MeHMTH 3anmuch puiabTpannu MAC-aapecoB, cienyiiTe npeacTaBJeHHBIM

HHUKE HHCTPYKIMSAM:

1. Beemute coorBercTBytomuii MAC-aapec B none MAC-aapec. ®opmar MAC-aapeca cleayrOIHii:
XX-XX-XX-XX-XX-XX (rme X mnpexacraBiser coboil m000e IMIECTHAAATepUYHOE YHCIO).
Hampumep, 00-0A-EB-00-07-8A.

2.  Bsemute mpoctoe omucanue OecrpoBOIHON cTaHIMU B mosie Onucanme. Hanpumep, becipoBoanas

craHmus A.
3. B none CocrosiHue U3 BBIMAJIAOIICTO CIIMCKA BHIOCpUTE 3HaueHHEe BKiroueHo wim OTKII0YEHO.

4. Haxmure KHOIIKY COXpaHI/ITb AJI COXpaHCHUA JIAaHHOM 3aIlHCH.
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I[J'lﬂ H3MEHCHUA UJIN yIAJCHUSA CyIIIeCTBlel.lleﬁ 3anucu:
1. BLIGepI/ITe 3aliuCh U HAKMHUTE KHOIIKY H3mennTh. UTOOBI YAAJIUTh 3aIUCh, BOCHOHL3yﬁTeCL KHOIIKOM

YiaaurTe.

2. BHecure HEOOXOMUMBIE U3MEHEHUS.

3. Haxwmure kHonky COXpaHUTBh JIsI COXpAaHEHUS! HACTPOEK

Haxas kHOnKy BK/JIIOUMTB Bce, BbI CZeNIaeTe BCE 3allCH aKTUBHBIMHU.
Haxap kHOnKy OTKJIIOYMTD BCe, BBl C/IENAETE BCE 3alIMCH HEAKTUBHBIMU.
HaxaB kHONIKY YAaauTh Bce, BB yAaJIMTE BCE 3aIUCH.

Haxas knonky CJieayromas, Bl epeiaére Ha CIESAYIOMYIO CTPAHUILY.
Haxas xHonky IIpeabiaymas, Bbl BepHETECH Ha MPEIBIAYIIYIO CTPAHUILY.

Hanpumep: Bbl XoTuTE IPeAOCTaBUTH TOCTYI K MapIIPYTH3aTOPY TONBKO IS OESCIPOBOTHON CTAaHIIMU A
¢ MAC-anpecom 00-0A-EB-00-07-8A u 6ecnipoBoanoii cranimu B ¢ MAC-aapecom 00-0A-EB-00-23-11
U 3aIPETUTH TOCTYI K MapIIpyTH3aTOPY BCEM MPOYMM OECIIPOBOJHBIM CTAHIUAM. J{JIsl 3TOTO Ha CTpaHMIIEe
@Ouabrpanuss MAC-aapecoB HEOOXOUMO ClIEaTh CICAYIOIICE:

1. HaxaTb kKHONKY BKIHOYMTB, 4TOOBI aKTUBUPOBATh (DYHKIIHIO.

2. Beibepure ctpoky “PaspemMTh A0CTYNn CTAHIHMAM, YKa3aHHBIM BO BKJIIOYEHHbIX NMpaBHJax u3

cnucka” nmst [paBua puasTpanum.
3. VYaanuTe WM OTKIIIOYUTE BCE 3aIIUCH (€CITU TaKOBbIE UMEIOTCH).

4. Haxwure kHOTIKy J00aBuTh... 1 BBenuTe MAC-anpec 00-0A-EB-00-07-8A /00-0A-EB-00-23-11 B
nosie MAC-aapec, moToM BBEIUTE OmNKcaHue OecrpoBonHOW craHmu A/B B mone Onucanue, npu

OTOM, BBI6epI/ITe BxJ1104€eH0 U3 BBINAJAIOIIET0 CIIUCKA Cocrostame. Haxxmure KHOIIKY COXpaHI/ITb.

[IpaBuna GuIbTpauu JOHKHBI BHITISAETD CIEAYIOUIMM 00pa3oM:

Mpasuna cpunbTPaUumn
O 3ANPETHTE AOCTYN CTAHUMAM, YEKA3aHHBIM BO BENKYEHHLIX NPABMNAX M3 CIWCKA.

G} FazpewnTe QOCTYN CTAHUMAM, YKA33HHEIM BO BKMDYEHHBX NPABMNEX W3 CNIWCKA.

ID MAC-agpec CocToAHne OnucaHne HameHnTb
1  00-0A-EB-00-07-8A Bknw4eHo paanoOCTAHLMA H3meHWTL YOanurs
2 00-DA-EB-00-23-11 BnryeHo PagnoCTaHLMA HameHuTs Yoanurs
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4.6.4 JlonoaHUTEJbHbIE HACTPOIKH

Ha ctpanunne becnipoBoaHoii pexxum — JlonoJiHuTEeIbHbIE HACTPOIKHM BBl MOXKETE YKa3aTh MapaMeTphl

AOMOJHUTEIBHBIX HACTPOCK 6CCHpOBOHHOﬁ CCTH.

MOWHOCTL NEpeaTIMKa:; Buicokaa
WHTepean Manka: 100 (40-1000)
Mopor RTS: 2346 (1-2346)
Mopor dpparmeHTanHK; (256-23486)
WuTepsan DTIM: 1 (1-255)

AKTHBMpOBATE WK
AKTHMEMpOBATE Short Gl (KOpoTKWIA 3aWMTHBLIA MHTEpEAN)

[] Axtwenpoeate AP Isolation (M30NALKA TOYKKW gocTyna)

[ COXpaHNTE |

Puc. 4-25 JlononHuTeNnbHbIE HACTPORKU

> MomHocTs mnepeAaTyMKa — 37eCh MOXKHO YKa3aThb MOIIHOCTh IEpefadd CHrHaja
MapupyTuzaropoM. MoxHo BbIOpaTh: Bbicokas, Cpemuss wiu Huskad. Ilo ymonuanuro

BbIOpaHo "Bricokas", pekoMeHAyeTCs OCTaBUTh 3TO 3HAUCHHE

> I/IHTepBaJI Masika — CHrHaJIbHBEIMU ITAKETaMH Ha3bIBAIOTCS MaKEeThbl, KOTOPbIC MAPLIPYTU3ATOP
HAmpasJACT JIA  CHUHXPOHU3AIUU 6CCHpOBOI[HOI>'I CCTHU. I/IHTepBaH CUT'HAJIBHOI'O ITaKeTa
OIpeaciACT BpCMCHHOﬁ HWHTEPBaJI OTIPAaBKKW CUI'HAJIBHBIX ITaKECTOB. Bbl MokeTe BBICTaBHTH

3HaueHus B narepsaie 20-1000 munmucexkyna. [To ymomaanuro ykazano: 100.

> Ilopor RTS — 3neck BeI MokeTe yctanoBuTh nopor RTS (3anpoc Ha oTtmpaBky). Eciu maker
Oombie pazmepa, ycraHoBlieHHOro moporoM RTS, To MapmpyTtuzarop OyaeT HanpaBiIsaTh OJIOKH
RTS Ha ompenenéHHy0 MPUHUMAIONIYIO CTAHIIMIO M COTNIACOBBIBATH OTHPABKY OJOKOB JTaHHBIX.

[To ymom4aHut0 ycTaHOBNIEHO 3HaueHue: 2346

> [Iopor ¢parmentanmm — JlaHHas BeIMYMHA TPEICTABISET COOOM MaKCHMANIBHBIH pasmep,
nocjie KOTOPOro MakeTsl OyayT MojABepratrbes (parmMeHTanuu. YCTaHOBIIEHHE CIIUIIKOM
HHU3KOTO TIOpora (parMeHTalMid MOXKET TPHBECTH K CHIDKCHUIO IPOU3BOIUTEIBHOCTH CETH
u3-32 W30BITOYHOTO KOJNMYECTBA IIAKETOB. B  KadecTBe pPEKOMEHIOBAHHOW BEIMYUHBI

npeajaracTcsd yKa3aTb «2346»; JaHHas BEJIWYHNHA YCTAHOBJICHA 10 YMOJIYaHUIO.

> MHurepBaan DTIM - JlaHHas BenuunMHA OmpeaenseT HWHTEepBal oTHpaBku CooOmeHUs o
HocraBke Tpaduxka (DTIM). Ilone DTIM sBnserca moneM OOpaTHOTO OTCYETa,
UHQOPMUPYIONMIM KIMEHTOB CIEMYIOMIET0 OKHA JJIsl TPOCITYIIUBAHUS IIMPOKOBEUIATEIEHBIX
WIH MHOTOQJIpeCHBIX  cooOmenuii. Korma wmapmpytusatop coxpaHseT B Oydep
IIPOKOBEIIATEIFHBIE HMIIM MHOTOAIPECHBIE COOOIIECHHS IS aCCOLMMPOBAHHBIX KIMCHTOB, OH

otnpasisieT cienyomee DTIM co 3HaueHneM unTepBasia DTIM. Bbl MOXeTe BBICTaBUTH
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3HAYCHUC B [JUAIIA30HEC MCEKAY 1-255 HWHTEpBAJIaMU CUTHAJIBHOI'O IIaKETa. Ilo YMOJI4YaHHUIO

YCTaHOBJIEHO 3HaueHue «1», 4to o3HaudaeT, yto uHTepBad DTIM pasen MHTepBany oTHpaBKu

CHUT'HAJIBHOI'O ITAKETa.

> AxtuBupoBaTb WMM - Oysaknus WMM  olecrieunBaeT NEPBOOYEPEAHYIO OTIPABKY

COOOIIEHN C BBICOKUM IIPHOPUTETOM. HacTOsATETBPHO pEeKOMEHIyeTcs BKIIOUUTH JaHHYIO

(dhyHKIHIO.

>  AxktuBupoBatb Short GI — J/lanHas ¢yHKIHS TakKe PEKOMEHIOBaHA, MMOCKOJBKY MO3BOJSET
YBEIMYUTH TPOMYCKHYIO CIIOCOOHOCTh 32 CU€T CHIDKGHHUS JJIMTENBHOCTH  ITOJIOCHI

pacUIBTPOBKH.

>  AxkTuBupoBatb AP Isolation (u3ossimusi Touku gocryma) — JlaHHas QyHKIUS MO3BOJSET
U30JIUPOBATh OCCIPOBOIHBIC CTAHIMK CETH JAPYT OT Jpyra. B 3ToM ciaydae GecripoBOIHEIC
ycTpoiicTBa OyAyT B3aUMOJICHCTBOBATh ¢ MapLIPyTU3aTOPOM M HE CMOTYT B3aUMOJICHCTBOBAThH
Ipyr ¢ apyroMm. UroOsl aKkTUBHPOBAaTh (YHKIMIO H3OJSAIUM TOYKM JOCTYIA, OTMETHTE

COOTBETCTBYIOLIYIO sTUeiKy. [1o ymMomuanuio naHHast GyHKIHS OTKIIOUEHA.

& IIpumeuanue:

Ecmm napaMeTpbl HACTPOCK Ha )IaHHOﬁ CTpaHUIIC BaM HE€ 3HAaKOMBbI, HACTOATCIBHO PECKOMEHIAYCTCSA
OCTaBUTh 3HAYCHUS, YCTAHOBJICHHBIC 11O YMOJTYaHUIO, IMOCKOJIbBKY HEBCpPHAasl YCTAaHOBKA IMapaMCTPOB

MOXKET MPUBCCTH K CHUIKCHUIO IIPOU3BOJUTCIIBHOCTHU 66CHpOBOI[HOI71 CCTH.
4.6.5 CraTucTHKa 6eCIPOBOHOTO PEKHMA

Ha crpanune becnipoBognoii pe:xkum — CratucTuka 6eClIpoBOIHOIO PeKUMA BbI MOXKETE TPOCMOTPETH
uHpopMmarmo 1o MAC-aznpecy, TEKYIEMY COCTOSHUIO, TPUHATHIM U OTIPABICHHBIM aKeTaM JUIST KaKIOoH

MOJKIFOUEHHON OECIIPOBOAHOM CTAHIUH.

CraTucTHKa OecnpoBOAHOrO pexuma

YKUCNo NOOKNHYEHHLIX B HACTOAWEee BPeMA GecnpPOBOOHbLIX CTAHLLMIA: 1 OBHOBNTE

1D MAC-agpec Tekyuee cocToAHHE lNakeToB NpUHATO NakeToe oTnpaeneHo

1 00-25-86-B8-F3-7B WPA2-PSK 846 47

Puc. 4-26 CratucTrka 6eCIpOBOHOTO pEXKUMa
>  MAC-aapec — MAC-anpec noakI04€HHOM OECTIPOBOAHON CTaHIIMH.

>  Texkymiee cocTosinne — PaGouee cocTosHIE TOAKITIOYEHHOMN OSCIIPOBOIHOM CTAHINH, OVH H3
BapuaHTOB: STA-AUTH/STA-ASSOC/STA-JOINED/WPA/WPA-PSK/WPA2/WPA2-PSK/
AP-UP/AP-DOWN/OTtxki1104€Ho.
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> IlakeroB mnpuHATO — KOIWMYECTBO MAaKeTOB, MNPHUHATHIX MOJKIFOYEHHOW OeCIpOBOIHOM

CTaHIIUEH.

>  IlakeroB oTmpaByieHo — KOM4eCTBO MAKETOB, OTIPABICHHBIX MOJKIOYEHHOW OECIIPOBOIHON

CTaHIIHEH.

Bbl HE MoOXeTe BHOCHUTH M3MEHEHHS B JaHHBIC, NIPCACTABJICHHBIC B JAHHOM OKHE. YtoOBl OOHOBHTH

WHGOPMAITIIO B OKHE, HAKMUTE KHOITKY OOHOBHTb.

Ecmu xonmdecTBO MOAKMIOYEHHBIX OCCIIPOBOAHBIX CTAHIMKA B CHHCKE BBIXOAWT 3a IPENENBI OJHOU
CTpaHUIBl, HAXMHUTE KHONKY Cieqyiomas, 4roObl MepeilTd Ha CIEAYIOUIYI0 CTpaHHIly, U HaKMUTE
kHomnky IIpeabiaymasi, 9ToObI IepeiTH Ha MPEABITYITYI0 CTPAHUILY.

& IIpumeuanue:

Ota CTpaHuIla OOHOBJISIETCS ABTOMATHYECKH KaXIbIC 5 CCKYHU.

4.7 DHCP

DHCP

- HacTpoikn DHCP

- Cnncor knuwewtoe DHCP

- PezepBrpoBaHre aqpecos

Puc. 4-27 Menro DHCP

B mento DHCP conepxxutcst Tpu noanynkra (cm.Puc. 4-27): Hactpoiiku DHCP, Cnncok KjIneHTOB
DHCP wu Pe3epBupoBanme agpecoB. Jlnsi HACTpOWKH HYXHOW BaM (YHKIUU BBIOCpHTE

COOTBETCTBYIOIINI MOAITYHKT.S

4.7.1 Hacrtpoiiku DHCP

Ha crpanunie DHCP — Hactpoiiku DHCP Bbl MoxxeTe HacTpouth nmapamerpbl pabotst DHCP-cepBepa
(cM. Puc. 4-28). Ilo ymomuanuto mapupyruszarop aeiicteyer kak DHCP-cepeep (DHCP - 310 mpotokon
JNIMHAMHYECKOW KOH(Urypalli CEeTeBOTO y3iia) W obecrneunBaeT koH(urypamuto TCP/IP mns Bcex

TMOJIKJTFOYEHHBIX K HEMY KOMIILIOTEPOB JIOKAJIbHOU CETH.
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DHCP-cepeep: ) OTEMYNTE () BrNOUMTE
HavaneHbli IP-agpec: 192.168.0.100
KoHeyHbIi IP-agpec: 192 1658.0.199
Cpok OeACTBWA agpeca: 120 MUHYTEI (1-2880 MWUHYT, N0 yMOonUaHuo: 120)
OCHOBHOM WIH3: 192.168.0.1 (HeoGA3aTensHanA HACTPOAKA)
[LOMEH NO YMOM4AHNHD: (HeoGA3aTensHan HacTpolika)
Mpegno4ynTaemsii DNS-cepeep: 0000 (HeoOR3aTENLHAR HACTPOAKA)
AnbTepHaTMBHLIA DNS-cepeep: 0.0.0.0 (HeoGA3aTensHanA HACTPOAKA)
[ CoXpaHnT |

Puc. 4-28 Hactpoitku DHCP

> DHCP-cepBep — Moxxuo Brimounts ui OTKJIIOYMTH cepBep. ECi Bbl XOTUTE OTKIIOYUTH €r0, B
Baleil cetu goimkeH ObITh Apyroit DHCP-cepBep, B IpOTHBHOM CiIydae BBI JOJDKHEI OyleTe yKa3aTh
[P-anpec xoMIproTEpa BPYUHYIO.

> Havaabubiii IP-agpec — VYkaxurte IP-agpec, ¢ koroporo DHCP-cepep Oymer mnpucBauBarh

IP-anpeca. [1o ymomuanuto 310 192.168.0.100

>  Koneunsrii IP-agpec — Ykaxxure xoneunsiii [IP-aapec nuamnasona, ncrnonsdyemoro DHCP-cepsepom

nipu npucBoenuu [P-agpecos. [1o ymomuanuro ucnons3yercs 3nauenne 192.168.0.199

>  Cpok aeiicTBusi agpeca — JTO IPOMEXYTOK BPEMEHH, B TEUEHHUE KOTOPOTO CETEBOI MOJIb30BaTENb
MOXKET TOJKJIFOYAThCS K MapIIpyTHU3aTopy, MCIONB3ys Tekyiuil nuHamuuyeckuit [P-aapec. Cpox
JIEeWCTBHUSI azpeca yKaszblBaeTcs B MHUHyTax. Ilo umCTedueHWMHM NAaHHOTO TEepHOa MOJIb30BATEIIO
ABTOMATHYECKH OyIeT MPUCBOCH HOBBIN AuHamudeckuid [P-anpec. 3HadeHue iexut B penenax ot 1

J0 2880 MuHyT. 3HaueHUE N0 yMOMYaHUIO 120 MUHYT.

> OcHoBHOIi mut0o3 — (HeoOs3atenvbHoe mone) Ilpemnaraercs ykazate [P-agpec LAN-mopra
MapuipyTuzaTopa. 3HadeHue 1o ymomdanuio 192.168.0.1

>  Jomen no ymoauanuio — (HeoGs3arensHoe nose) 31eck MOXHO yKa3aTh JIOMEHHOE UMs [yl Ballei
CeTHU.

> Ilpeamountaemblii DNS-cepBep — (HeoOszarenpHoe mone) 31ech MOXHO ykasath I[P-ampec
DNS-cepBepa, monydeHHBIH OT mocTaBmuka WHTepHEeT-yenyr. Mmum oOpaTutech K CBOEMY

IMNOCTABIIUKY I/IHTepHeT-YCJ'IyF 1 YTOYHHUTE OTHU OJAaHHBIC.

> AabtepHatuBHblii DNS-cepBep — (HeoOs3atenbHoe mnone) 3aech MOkHO ykazate [P-anmpec

npyroro DNS-cepBepa, eciiu BbI MOYYHIIN OT MOCTaBIIMKa MIHTepHET-yCIyT afpeca IByX CEpBEpOB.

& IIpumeuyanue:

Hna ucnonb3oBanus ¢yuxkuuun DHCP-cepBepa HeoOXoauMo 1j1si BCeX KOMIIBIOTEPOB JIOKAIBHON CEeTH

BbIOpaTh pexkuM "Tlomyunts IP-anpec aBToMaTHuecku".
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4.7.2 Cuucok kanenros DHCP

Ha ctpanne DHCP — Cnucok kjauentoB DHCP Bbl MOXxeTe nmpocMaTpuBarh HHGOPMAIIHIO TIO BCEM

KJIMEHTaM Mapuipytusatopa (cM. Puc. 4-29).

Cnucok knuedtos DHCP

1D MMA KnuexTa MAC-agpec MpuceoeHHLIR IP-agpec Cpok OelcTENA aapeca

1 tp-PC 00-25-86-B8-F3-7B 192.168.0.100 01:59:06

( OGHOBNTL |

Puc. 4-29 Cnucok knmuearos DHCP
>  ID — Unentudpukarop DHCP-knuenra.
>  HWmsa kauenta — Mimsa DHCP-kiuenra.
> MAC-aapec — MAC-agpec DHCP-knuenTa.
> IlpucBoennsrii IP-agpec — D10 [P-anpec, npucoennsiii DHCP-knueHTy MapuipyTH3aTopom.

> Cpok npeiictBus aapeca — Cpok aeiictBust agpeca DHCP-knuenrta. Ilocne wcredenus: cpoka

JIEWCTBUS TIOJIb30BATEII0 aBTOMATHUECKH IMPHUCBAaNBaeTCA HOBBIM quHamudeckuil [P-agpec.

Yka3aHHBIC BBINIC 3HAYCHUS HE MOTYT OBITh U3MEHEHBI B 3TOM OKHE. UTOOBI OOHOBUTH CTpaHUIy U
MOTYYUTh WHGPOPMAIMIO [0 MOAKIIOYEHHBIM HA JAHHBIH MOMEHT YCTPOMCTBaM, KIMKHHUTE ITO KHOIIKE

OOHOBHUTS.

4.7.3 Pe3epBupoBaHHe aJpecoB

Ha crpanune DHCP — PesepBupoBaHHe aapecoB BBl MOXETE MPOCMATPUBATh M JOOABIATH
3ape3epBUPOBAHHBIC ajpeca I KiMeHToB (cM. Puc. 4-30). Korma Bl yka3biBaeTe 3ape3epBUPOBAHHBIN
[P-agpec mis koMIbIOTEpa JIOKAJIBHOM CETH, ATOT KOMIBIOTEp OyIeT Bcerna moiydaTh OfWH M TOT JKE
[P-anpec kaxapliil pa3 npu obopamennu kK DHCP-cepsepy. 3apesepBupoBannslii [P-anpec Hy>xHO Ha3HauaTh

cepBepaM, TpeOYIOIUM MOCTOSHHBIX HACTpoek [P-mapamerpos.

PeszepBUpOBaHNe aapecoB

1D MAC-agpec 3apezepenpoeanHeii IP-agpec CocTtosHue Hzmenuts
1 40-61-86-C4-98-43 192.168.0.99 BrnyeHo HaMeHuTL YOanurs
[ HNobasuts. . ][ Brnrounte BCe ][ OTKNH4NTE BCE ][ YaanuTs Bce

Puc. 4-30 PesepBupoBanue agpecoB

> MAC-aapec — MAC-anpec KOMITbIOTEpA, 7151 KOTOPOTO BB XOTUTE 3ape3epBupoBath [P-ampec.

>  3apesepBupoBanublii [P-agpec — IP-anpec, 3apesepBrpoBaHHBIN MapIIPYTU3ATOPOM.
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»  Cocrosinue — Cocrosuue 3anucu: Bkiaodeno ni OTKII04YEHO.

Yro0nI 3ape3epBupoBars IP-anpeca, Heo0xoauMo caesiaTh ciegyouee:
1. Haxwmure JJ06aBUTH ... (MOSABUTCS CTpaHMIIA Kak Ha Puc. 4-31).

2.  Beemure MAC-anpec (B popmare XX-XX-XX-XX-XX-XX.) u [IP-anpec B gecatuanom dopmare ¢

PasaCIMTCIbHBIMA TOYKaMU TOTO KOMIIBIOTEPA, KOTOpLIi/'I BbI XOTHUTC IIO6aBI/ITI>.

3. B xonie Haxkmute KHOTIKY COXpPaHUTb.

JobaBHUTE MK N3MEHHUTL 3aNUCh pe3epBNPOBaHNA agpeca

MAC-ampec: | |

3apesepBrpoBaHHLIN IP-anpec: I:l
Cocronme

[ CoXpaHnTb ] | Hasaa |

Puc. 4-31 [106aBUTH WK U3MEHUTH 3aITUCh PE3EPBUPOBAHMUS aipeca

YT100BI I3MEHHUTH HJIH Y1aJIuTh UMEIOIYIOCH 3alIUCh:
1. BBI6CpI/ITC 3all1Ch U HAXKMUTEC KHOIIKY HN3menutsn. Eciiu Bbl XOTHTE YAaJIuTh 3aIlUCh, BOCHOJ’IBSyfITeCB

KHOIIKOHA YIaJIuTh.
2. Baecure HE0OXOAUMBIE U3MEHEHUS.

3. Haxmurte kHOnKy COXpaHHUTB.

UYToObl aKTHBHPOBATH/AEaKTUBUPOBATE BCE 3AIMCH, BOCIIOIB3YHTECh KHONMKOH BKIIOYHTH/OTKIIOYHTH
BCe.

YToObI yIamuTh Bee 3aIiCH, BOCIIONB3YHTECh KHONKOH Y Ia/IMTh BCe.

Haxap kHonky CJienyromiasi, Bbl epeiiiéTe Ha CICIYIOIIYIO CTpaHMIy; HaxkaB KHONKY Ilpexpimymas,

BEpHETECH HA MPEIBIIYIIYIO CTPAHUILY.

4.8 Hacrpoiiku USB

- COBMECTHBIR OoCTyn

- FTP-cepeep
- Menua-cepeep
- [pUHT-CEpBED

-¥4ETHRIE 32NHCH NONb30BaTeneH

Puc. 4-32 Mento nactpoex USB

Mento nactpoek USB cogepxut nath mognyHkToB (cMm. Puc. 4-32): 3G/4G, CoBMecTHbIil nocTym,
FTP-cepBep, Menua-cepsep, [IpunT-cepBep 1 Y4éTHbIe 3aNIMCH MOJIb30BaTeeii. BeiOepure HyXHBIH

BaM IOJITYHKT, YTOOBI HACTPOUTH NTapaMeTPhl COOTBETCTRYIOMIEH (YHKINH.
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481 3G/AG

Uro6b1 ucnonb3oBath 3G/4G B KauecTBE pe3epBHOTO MOMKIIOUCHUS, cHadana noakimounte USB-mMonem k
nopty USB Mapuipytuzaropa. MapuipyTusatop yxe coaepKHUT HH(GOPMALIUIO 0 HACTPOHKaX OOJBIIUHCTBA
3G/4G USB-monemos. Iloxanyiicra, BpydHyro mnpaBwibHO BbiOepute Permon m IlocraBmmka ycmyr
MobmipHOTO MHTEepHET, mapaMerpbl USB-mMonema OynyT ycraHOBIIEHBI aBTOMaTHUeCckH, eciii 3G/4G-kapTa
nonaepxkuBaerca Mapuipytuzaropom. Ecmm USB-monem moanep)kwBaeTcsi MapHipyTH3aTOpoOM, TO BBI

yBuauTe coobmienue “Onpeneneno ycremHo” B ose 3G/4G USB-moznema.

3Gi4G USB-mogem He nogknwoueH
Peruon: Poccua E|

MNMocTaewnk yenyr mobuneHoro HarepHet: Beeline |Z|

PeXMM NOOKNHKYeHHA: MogrniounTe No TpedoeaHng
@ [MOOKNIYNTE ABTOMATHYECKN
MoAKNKUUTE BOYYHYR

NakcmManksHoe BpemMA NPOCToA: | 15 MUHYT (0 03HAYEET, UTO NOAKMIOYEHNE GYOET SKTHEHLIM NOCTOAHHO)

Tun ayTeHTHdDUAKLMN: @) AETO PAP CHAP

MpHMEYEHIE: Mo YMONYAHWIO BEIGPEH BAPHAHT AETO, HE M3MEHAINTE ero Gea KpailHen Heo GX0aMMOoCTH.

MogknrounTs OTKNIOUNTE Otknioyeno

[ Dononwutensho | | CoxpaHuTs | [ Hactpoiikn mogema

Puc. 4-33 3G/4G
e Peruon - Beibepure peruoH, rie Bel ucronb3yere kapty 3G/4G.

o TlocraBmuk ycayr moO0uwiabHOro HWuTepHer - BriOepure mnocraBimmka WHTEpHET-yCyT,
KOTOpOTO BHI Hcnonbayere 1 3G/4G noakmodeHns. MapiipyTu3aTop YCTAaHOBUT HOMEp Habopa,
UMs TOYKH JOCTyNa, MMs MOJb30BATENId W MApoJib MO YMOJIYAHUIO YKa3aHHOTO IMOCTaBILMKA
WNHTepreT-yenyr.

o TloakaIOYUTH aBTOMATHYECKH - ABTOMATHYECKOE MOAKIIOYCHHE, €CIH MapIIpyTH3aTop ObLl
OTKJIFOUCH. JIaHHAs OMIKs BKITFOYEHA IO YMOTYAHUIO.

o TloakiounTh MO TpPedGOBaHUIO - B HacTpoiikax MapHipyTH3aTopa MOXXHO yKa3arh, YTOOBI OH
aBTOMAaTHYECKU pa3pblBajl MOAKIIOUCHHE K VIHTepHET depe3 OmIpeneseHHBIH IEepHoJ BpEeMEHHU
(MakcuMmanbHOE BpeMs MPOCTOS), €CIIM HET MpuéMa/mepeadn JaHHbIX. QyHKIUS [loaKI0uYuTh
M0 TPeOOBAHUIO B aBTOMATHUYCCKOM pPEXKHME BOCCTAHOBUT IMOAKIIOUEHHE, KaK TOJBKO
npuém/mepenadya TaHHBIX CHOBa OyJeT MPOUCXOMUTh. Eciam BBl XOTHTE, YTOOBI IMOIKIIOYCHHE K
WnTepHeT OBLIO aKTUBHBIM MOCTOSHHO, BEIOepuTe 0 B mojae MakcuMaabHOe BpeMst IPOCTOS.

e Iloakmouutrs BpyuHywo - C mnomompio KHONKY HoakmouuTs/OTKIIOYUTH MOXHO Cpazy
MOAKIIIOYUTE/OTKIIFOUNTh ~ coequHeHne ¢ VMHTepHer. B 3ToM  pexuMe ToXe MOXKHO
yKa3aTb MakcumallbHOE BpeMs IPOCTOs, Tocie KOTOPOTro MaplIpyTH3aTopa pa3opBET COSANHEHHUE
¢ Nurepuer. Eciau BbI xoTHTE, YTOOBI MOnKIOueHHe K VHTepHET OBLJIO aKTHUBHBIM IOCTOSHHO,
BeIOepuTe 0 B osjie MakcuMaJibHOe BpeMsl IIPOCTOS.

e Tun ayrentndurxanuu - Hexotoprle mocraBmmku VHTEpHET-yCIyr TpeOyIOT KOHKPETHBIN THIT
ayTeHTU(UKALK, TOATBEPAUTE €r0 Y CBOETO NOocTaBIIMKa HTepHeT-ycayr Uil yKaxure "ABTo".

Ipumeuanue: Hekotoppie 3G/4G USB-Monempl He MONICPKHUBAIOTCS MapHIpyTH3aTopoM. bonee
noapoOHYyI0 HH(OPMAIIIO CMOTPUTE B CITUCKE COBMECTUMBIX MOJIEMOB Ha HallleM BeO-caiiTe.
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Haxwmure JlonoTHUTEIBLHO /ISl OCYIIECTBIICHUS IOTIOJIHUTENILHOU HacTpoiiku (cM. Puc. 4-47).

Pernon: FPocoua

TOCTABWHE YCIYT MOBHNEHOTD MHTEPHET: Beeline

Y¥ka3aTe Homep HaBopa, APN, 1IMA nons3oeatens v Mapons BpyYHYHD
Homep Habopa: *99#
APH: internet.beeline.ru

WMA nonb3oBatens: beeline (He 0BA3aTensHe)

Naponb:  |sssseee (He oBAzaTensHe)

Pasmep MTU (B Gaitax): 1480 (PasMep No yMon4aHuio: 1480, He W3MEHATL G3 HEoBXOaUMOCTH)

Vicnons3oeats cnegylowme agpeca DNS-cepeepoe

Mpeano4utaemeid DNS-cepeep: 0000

AncTepHatMeHeI DN S-cepeep: 0.0.0.0 (He ofA3aTeneHo)

[ CoxpaHnTs ] | Hasaa \

Puc. 4-34 JTononautensubie HacTpoiiku 3G/4G

o Peruon/IlocTaBmuk yciayr mMo0uiabHoro MutepHer — B 3Tux momsax Oymer oroOpaskeHa
HHpOPMAIIHS O PETHOHE U MOCTaBIIuKe MHTEpHET-yCIyT, KOTOPBIE BBl BHIOpATU HAa MPEABITyIIeH
ctpanune (cM. Puc. 4-34). Eciau Bel HocTaBUTE TajJouKy HanpoTuB Yka3ate Homep HaOopa, APN,
Wms monp3oBarens u Ilaponb BpydHYIO B ATHX HOMSIX He OymeT yKa3aHa KaKas-TO KOHKPETHAs
nH(pOpMAIIHSL.

o VYkazarb Homep nHaGopa, APN, Umsa noan3oBarens u Ilapoas Bpyunyw — IlocraBuB 31ech
rajlouky, BBl CMOXeETe 3amoiHuTh nomst: Homep Habopa, APN (ums Toukm nmocryma), Mms
none3oBarens u [lapons, ecnu Bam nocraBmuk UHTepHeT-ycnyr He yka3aH B circke [locTaBuiuk
yciryr MoOmibHOro MHTEepHET Ha npenbinyiieit crpanuiie (Puc. 4-34).

e Homep mnatopa — VYkaxure Homep Ha0opa, TNPEJOCTABICHHBIA BAIIUM MOCTaBIIUKOM
WNHTepreT-ycnyr.

e APN - Bsemure WM TOYKH JOCTYNa, MPEAOCTABICHHOE BallluM MOCTaBIIMKOM
WNHTepHeT-yCnyr.

e Hmsa noan3oBaresnsi/maposs — Ykaxute ms nmonb3osarens u [1aposs, mpeaocTaBieHHbIE BalllUM
nmocTaBIIUKOM VHTEpHET-yCIyT. DTH MO YyBCTBUTEIBHEI K PETUCTPY.

e Pa3mep MTU — Pasmep MTU (MakcumanbHbIi pazMmep makera) no ymondanuto: 1480 Gait. B
cIydae C HEKOTOPBIMH ITOCTaBIIMKAMH MHTEpHET-yCIyr 3TO 3Ha4eHHE TPeOyeTcss W3MEHUTD.
V3menenne MaHHOTO MapameTpa OCYIIECTBISICTCS TOJNBKO, €CIIM ATOTO TPeOyeT Baml MOCTABIIUK
WNnrtepuer-ycnyr.

e Hcnoan3oBarh ciaenywmue agpeca DNS-cepBepoB — Ecnu Bam nocraBuk MuTepHeT-yciayr
npenocrapisieT Bam [P-agpec DNS-cepBepa, mocTaBbTe Tajlouky W 3aloiMHUTE HIDKECIEAYIoIne
nonst [lpennmountaembliit DNS-cepBep u AuabrepHatuBHblii DNS-cepBep. AnbTepHaTUBHBIN
DNS-cepBep ykasbiBaeTcss 1mo BbIOOpPY. B mpotuBHOM ciywae aapeca DNS-cepBepoB OymyT
MIPUCBOEHBI AUHAMUYECKH BalllUM MIOCTABIIUKOM VHTEpHET-CIIyT.

o TIpeanmouutaembrii DNS-cepBep — Ykaxure [P-anmpec DNS-cepBepa B necsTHaHOM Qopmate C
pa3nenuTeIbHBIMYA TOYKaMH, TPEAOCTABICHHBIN BAIlIMM ITOCTABIIMKOM MHTEpHET-YCIyT.
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o AabrepHaTuBHblii DNS-cepBep — (HeoOs3arenpHas HacTpoiika) Ykaxute apyroii IP-ampec
DNS-cepBepa B necatuaHoM (hopMmare ¢ pa3aeMTeIbHBIMA TOYKAMH, TPEIOCTABICHHBINA BaIlluM
mocTaBIyKoM VHTEpHET-CITyT.

Haxwmure kHonky CoxpaHuTs Uil coxpaHeHusi Hactpoek. Haxxmure Haszag nocne 3aBepiieHHS
HaCTPOWKH.

Haxmure xHonky Hacrtpoiikm momema (cm. Puc. 4-34), ecnu Bam 3G/4G USB-momem He
MOJIEP>KUBACTCS] MapILIPYTU3aTOPOM, MOCIIE YEro BbI MOMalETe HAa CTPaHMILY, YKa3aHHYIO Huxe (cM. Puc.
4-35). Ha 3T0i1 cTpaHuLie MOXKHO HacTpouTh napameTpbl USB-monema.

[ HacrpomuicuGUSBwomewa |
D MpouzeoauTens Mogene Yaanute
NoGaBuTh. ..

Puc.. 4-35 Hactpoiiku 3G/4G USB-monema

MapipyTusatop yKe COISpXKHUT JocraTrouyHoe KommdecTBo uHGopMammun o 3G/4G USB-moneme.
[Tapamerper USB-monmema OyayT HAacTpOSHBI aBTOMATHYECKH, €CIH KapTa TOANCPKUBACTCS JTaHHBIM
yCcTpoiicTBOM. ECiii BBI BCTaBHIIM MOJIEM, @ YCTPOMCTBO OMPEACTISET ero KaK "HEeM3BECTHBIN'", TO BaM OyJeT
MIPEUIOKEHO 3arpy3uTh (aiin ¢ HacTpolikamu. "HeusBecTHBIH" MoOIEeM MOXKET OBITh OMpeAesicH, eClid B
CITUCKE YKa3aHbl BEpHbIE MapaMeTpbl. PekoMeHayercs aenars HaCTPOUKY TOJIBKO B 3TOM CUTYallUU.

Jns nodasaenus 3anucu 3G/4G USB-monema.

1. Ckauaiite mocienHro0 BepcHuio (aitma ¢ Hactpoiikamu 3G/4G USB-MojeMa ¢ Halero caira
(http://www.tp-link.com).

2. Haxwmure kvonky Jo6aButh (cM. Puc. 4-35), mocine dero BbI momaaére Ha CTPAHMILy Kak
yka3aHo Huxke (cM. Puc. 4-36).

3. Haxmure BbiOepute aiin u ykaxuTe myTh K COXpaHEHHOMY (ailly ¢ HACTPOMKAMU B CTPOKE
Daiin.

4. Haxmure 3arpy3uThb i 3arpy3ku (aiiia ¢ HaCTPOHKaMH.

3arpysuTb chaiin ¢ HacTpoiikamun 3G/4G USB-mogema

MpumeyaHne: ECRW Bbl BOCCTAHABNMBAETE 33BOACKWE HACTPOMKK N0 YMONUYaHWIO, (haiin "bin’ SyAeT yTepAH. ECNK BEI NOTEPANW ain bin’, Bam
Heo0X04MMO CHOBA 3arpy3nTh 870 UMK CKaYaTk NOCNeHIon Bepclid BcTpoeHHoro MO ¢ www tp-link.com Ha eaw 3G/4G-mapwpyTuaatop Gyaet
YCTaHOBNEHO 00HOBNEHHOE BCTPORHHOE MO, BMECTE C 3TUM NPOoWM30AaET BOCCTAHOBMNEHME HACTPORK.

[ obHosums || Hasan |

Puc. 4-36 3arpy3urs ¢aiin ¢ Hactpoiikamu 3G/4G USB-monema
4.8.2 CoBMecTHBIIi J0CTYII

Ha crpanune Hacrpoiiku USB — CoBMecTHBIH J0CTYIl BBl MOKETE HACTPOUTH YCTPOMCTBO XPAHEHUS

JIAaHHBIX, TIOAKIIOYEHHOE K MapmpyTtuzaropy depe3 nopt USB (cm. Puc. 4-37).
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CocToRHne: OcraHoEneHo

JLOCTYN K YCTROMCTEY XpaHEHUA A3HHBIX 33WNLEH Naponem

Tom 06 BEM 3anAto CrobonHo 3anATo % COBMECTHLIA OOCTYN

Toma He Buinn 0BHAPYHEHEL. T0OKNKUYMTE K MAPWPYTWIATOPY BHEWHEE YCTPONCTBO XDAHEHNA OaHHEI, Nogo#auTe 10 CEKyHI M BEINOMHATE NOWCK TOMA.

[ CkaHWpoBaTk NOBTOPHO |

Puc. 4-37 CoBmecTHBIN AOCTYTI

> Cocrosane — OtoOpakaeT TeKyllee COCTOSIHHE COBMECTHOIO AOCTyNAa K YCTPOMCTBY XPaHCHUS
JaHHBIX. BBl MOoXeTe Ha)kaTh Ha KHOIIKY 3amMyCTHTh, YTOOBI BKJIFOYUTH OOIIMI TOCTYI K YCTPOHCTBY

XpaHEeHUs JaHHBIX Wi OCTaHOBUTH, YTOOBI 3aIIPETUTH COBMECTHBIH JTOCTYIL.
>  Tom — Nmst USB-ycTpoiicTBa XpaHeHUs JaHHBIX, K KOTOPOMY ITOJIH30BATEH UMEIOT TOCTYII.
>  O0bém — O6bem namsatu USB-ycTpoiicTBa XpaHeHUs TaHHbBIX.
>  3ansTo — 3anstoe nmpoctpancTtBo USB-ycTpoiicTBa XpaHeHUs JaHHBIX.
>  Caobdogno — CBobomHOe mpocTpancTBo USB-ycTpoiicTBa XpaHEHUS TaHHBIX.
> 3anaro % — [IpoLeHT 3aHATOro NpOCTPaHCTBA.

> CoBMeCTHBIH aocTym — YKa3])IBaeT, HCIOJIb3YCTCA COBMECTHBIN JAOCTYII WJIN HET. Korna COBMECTHBIN
JOCTYII HCIIOJIB3YETCsI, BBl MOXKETC HaXKaTb OTKII0YHNTH I €T0 OTKIHOYCHUS. KOFI[& COBMECTHBIHN

AOCTYII K TOMY HE MCIOJIb3yE€TCA, Bbl MOXKETEC HAXKATh KHOIIKY BKJII0YMTD 7151 €70 BKIIFOYEHUS.

Haxwmure Ha xHomky M3Bjedb AucK, 4ToOBl Oe3omacHO orcoequHUTh USB-ycTpoiicTBO XpaHeHUs
JIAaHHBIX, TIOAKIIOYEHHOE K Mapuipytusartopy. Juck mepeiizer B pexum «oddnaitn». Korma craner

0e30IacHO OTCOCTMHUTD JVCK, HA 9KpaHe MosiBUTCA coobuienne (cM. Puc. 4-38).

CooBuweHne ¢ seb-cTpaHnug - . ﬁ

3ta onepauwa otnroydnt FTP-cepeep, Megna-cepeep v CoBMECTHBINA
AOCTYN K YCTROWCTEY XPaHEHNA 43HHEIX B rocTeBOA ceTk, Bel xoTuTe
NpoAoAANTE]

Ok ] ’ OTtmeHa

Puc. 4-38 YBengomienue o 6e3omnacHom oTkiroueHnd USB-ycrpoiicTBa
Haxmure CkaHupoBaTh MOBTOPHO, 4TOOBI CHOBA 3armycTUTh Mouck USB-ycTpoiicTsa.

Yro0bl HacTpouTh ¢GyHKUUIO (ailjIoOBOro cepBepa Ha BalleM MapuUIPyTH3aTope, NpojeaaiiTe

CJIeAYIOIINe MIATH:
1. Tlomkmouute Kk Mapupyruzatopy uepe3 nopt USB Bremnuil auck mnu unoe USB-ycrpoiicTBo

XpaHCHHUA TaHHBIX.
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2. Haxwmure kHonky CkaHMpoBaTh NOBTOpPHO a1 noucka USB-ycTpoiicTBa, MOAKMIOUEHHOrO K

Mapmipytuzatopy. [losiButcs okHo kak Ha Puc. 4-39.

CocTosHNe:

OCTAHOBUTb

JOCTyn K yCTROMCTEY ¥paHeHns AaHHEIX 3aWMILEH Naponem

3anyweHo

Tom O6LEM 3aunATo

volume 71.5GB 24GB

CeoBogHo 3anHATo % CoBMECTHbLI gocTyn

[ Maeneus ANCE ] [ cKEHHpDEETb NOETORHO ]

Puc. 4-39 ComecTHbIN HOCTYTI

3. HaxmunTe Ha KHONKY 3amyCTHTB, YTOOBI BKJIIOYUTH COBMECTHBIM JIOCTYNI K YCTPOHCTBY XpaHEHHS

JAHHBIX.

4. Haxvure Ha KHONKY BKa0YHMTH B KOJIOHKE COBMECTHBIA JIOCTYI, YTOOBI OTKPBITH COBMECTHBIN

JIOCTYTI K JTUCKY.

5. Haxmute Ha KHONKY OTKJIKYUTH, 9YTOOBI 3aKPHITH COBMECTHBIHN JIOCTYII K TUCKY.

& Ilpumeuanue:

1. Mapmpytuzarop MOKET aBTOMaTUYECKH OMPEENNUTh MojikiItodeHHoe HoBoe USB-ycTpoiicTBo.

2. Hogrle HaCTpOﬁKH BCTYIIAT B CUJIY TOJIBKO ITOCJIC IIEpE3allyCKa CEpBUCA.

3. Yto0sl orcoenunuTs USB-ycTpoiicTBO XpaHEeHHUs JaHHBIX, HOKMUTE CHavyaja Ha KHONKy W3Bjeub

auck. He pexomeHayeTcsi MpOCTO BBHITACKUBATH YCTPONCTBO XpaHeHHWs AaHHBIX u3 mnopra USB,

IIOTOMY, YTO 3TO MOXKET IIOBPEIUTh YCTPOUCTBO UJIM IPUBECTU K OTEPE AAHHBIX.

4. Yucio noJakiIroYaeMbIX TOMOB HE JI0JIPKHO NOpEBLIIIATL BOCbMHU, ITO3TOMY Bbl HC CMOXKCTE 3aXOJAUTH HaA

Oosee yem BoceMb TOMOB Ha USB-ycTpolicTBe XpaHeHHs JaHHbIX.

4.8.3 FTP-cepBep

Ha ctpanunie Hactpoiiku USB — FTP-cepBep Bbl MOkeTe HaCTpouTh mapamerpsl FTP-cepsepa (cMm. Puc.

4-40).

FTP-cepBep

COCTORHWE CepBepa:
Doctyn K HHTepHeT:
MNMopr cepenca:
HHTepHeT-anpec:

MyBonn4HbIA agpec:

OcraHoBneH

() Brnounte (%) OTKMIOWNTE

(no ymonyanuio: 21, Ge3a HeoGxogUMOCTH HE M3MEHATL. )
0.0.0.0

0.0.0.0

Nun Paznen

Mankw He HalgeHsl. MoOKTYNTE K MaPWPYTM3aTopY BHEWHEE YCTPONCTED XDaHEHMA OaHHLIX, M YGEOWTECE, YTO OHO NOOKMIYEHO K MapLWPYTH3aTopy.

Nanka HameHuTs

CoxpaHnTb
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Puc. 4-40 Hactpoiika FTP-cepsepa

>  Cocrosinne cepepa — OtoOpaxaet Tekyniee coctosinue FTP-cepepa, paboTtaet u oH Wi HeT. Bl
MOXETe HakaTh Ha KHOMKY 3amycTHTh, 4TOOBI 3amycTuTh FTP-cepBep WM Haxarh Ha KHOIKY

OCTaHOBHUTD, YTOOKI €70 OTKIIIOUHTD.

> Jocryn k UnTepHer — OTOOpakaeT TEKylllee COCTOSIHUE MOAKIoueHuss K MHTepHeT. Bribepute
BraiouuTh, 49TOOBI BKIIOUUTH coenquHeHHe ¢ WHTepHeT, wiu BbeIOepHTe OTKIIOYHTH, YTOOBI

OTKJIFOUUTH coeinHeHue ¢ MIHTepHeT.
>  Hopt cepBuca — Homep nopra 111 BHEIIHUX IMOAKIIOUEHUI.

> HurepHer-agpec — OtoOpaxkaer IP-anpec WAN-cetn mapuipyTusaTopa, MO KOTOPOMY Jpyrue
MoJb30BaTeii  MOryT 3axoauTh Ha FTP-cepBep. Ecnmu Ttun mnoakmouenuss WAN  BoiOpan
PPPOE/PPTP/L2TP, To MokeT ObITh [Ba MOAKIIOYEHMs. [10ap30BaTeIn B YACTHOM JIOKAJIBHOM CETH
MoryT 3axomuTh Ha FTP-cepep mo IlyOiamuHomy aapecy, B TO BpeMsl Kak MOJb30BaTeld U3

WNurepner moryt 3axonuth Ha FTP-cepep mo UnTepHeT-agpecy.
CrnenyiiTe HUKEPUBEIEHHBIM UHCTPYKIIHIM /17151 HacTpoiiku FTP-ceppepa:

[onxmrounte k Mapupyruzatopy BHemHWi skéctkuid quck USB wim USB  ¢uam-nakomnuTes,

OTKpOeETCs cCTpaHuia kak Ha Puc. 4-41.

CocToAHWE CepBepa: 3anyweH OCTaHOBUTE

OocTtyn k MHTepHeT: () BrniounTe () OTKNIOWNTE
MopTt cepenca: 21 (no ymonyaHwo: 21, Ge3 HeoGXoQUMOCTH HE UAMEHATL.)
HHTepHeT-anpec: 0000
Myonu4HeIT agpec: 0.0.0.0

Co3gaHve HoBOR nankw gna FTP-cepeepa

[4[8=] Paznen NManka HameHnTs

Manku He HalgeHel. MogKNYUTE K MAPWPYTU3ATORY BHEWHEE YCTPOACTED XPAHEHWA OAHHKIX, W YOEOMTECE, UTO OHO NOOKMKYEHO K MapWPYTU3ATODY.

CoxpaHuTs

Puc. 4-41 Hacrpoiika FTP-cepsepa
OtmethTe TOJEe BRIIOYATH/OTKIOYATH, 4TOOBl BKIFOYUTH/OTKIIOUNTH noctyn K FTP-cepBepy
yepe3 MaTepHerT.

Nsmenunte IlopT cepBuca, 4TOOBI yKa3aTh MOPT, KOTOPBIHM OyeT ucmoib3oBathesi FTP-cepBepom (1o

yMon4aHuto — 21, He u3MeHsiiTe 6€3 He0OXOUMOCTH).

Haxwmure Co3nanme HoBoii mnanku aiss FTP-cepBepa, uroObl 100aBUTH HOBBIE MANKd IS

FTP-cepBepa. OtkpoeTtcs ctpanuna kak Ha Puc. 4-42.
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CospnaHue HoBoW Nnanku anA FTP-cepBepa

Ortobpamaemoe MMs: foldert

Paznen: [ OpraHnaoeaTe COBMECTHLIA QOCTYN KO BCEMY pasaeny

Myt K nanke: !

Buibpats Manka

® resource

[ COoXpaHUTE || Hazag | Texyumn Ne. cTp.

Puc. 4-42 Co3nanue HoBoii nanku st FTP-cepsepa

> OroOpaxaemoe uMsi — Bbpl Moxere ykaszaTb oTOOpakaeMo€ HMs ITallKd C COBMECTHBIM
JIOCTYIIOM.

>  OpraHu3oBaTh COBMECTHBIH J0CTYN KO BceMy pa3ieny — Ber MokeTe BRIOpATh 3Ty OMIHIO U
OTKPBITH JOCTYII KO BCEM IallkaM 3TOro paszena.

> BsiOpars — Brl Moxere BBIOpaTh 3Ty ONIMIO IS OTKPBITHUS COBMECTHOTO JOCTyMa K
ONPENEICHHON TarllKe.

>  Bblle — Bol MoXeTe IIETKHYTh Ha 3Ty KHOIKY, YTOOBI IEPEHTH B MAIKy BEIIIC IT0 HEPAPXHU.

>  Ilamka — VM nanok mo TeKyuiemy myTH.

>  Coxpanutb — Bol Moxere HaxxaTh KHONIKY COXpPaHMTb JJIs1 TOTO, YTOOBI COXPAHUTh BHECEHHbIE
HACTPOMKH, MOCTIE Yero OyIeT BBIONHEH Mepexoll Ha cTpaHully HacTpoek FTP-cepBepa.

>  Ha3zang — Bel MoxxeTe Hakath Ha KHONKY Ha3aa, 4ToObl 0TKa3aThCsi OT BHECEHHBIX U3MEHEHUH U
BEpHYTHCS Ha cTpanuily HacTpoek FTP-cepsepa.

YTto6s1 100aBUTHh HOBYIO Mamky ¢ o0mmM goctynom aJsi Bamero FTP-cepepa, mponesnaiite

ciaenylomme AeiicTBUA:

1) Beibepure OpraHu3oBaTh COBMECTHBIH J0CTYN KO BCeMy pa3lely WId OIIHI BBIOOpa
onpeenéHHON aKy.

2) Vkaxure 0T06pa>1<aeM0e UM  IalKu C 06HII/IM AOCTYIIOM B 1OJI€ PEHAKTUPOBAHUSA

OTtobOpakaeMmoe ums.

3) Haxwure kHOmky CoOXpaHMThb /I COXpaHCHHS BCEX BHECEHHBIX HM3MECHECHUH B HACTPOMKH,

TIOCJIE YET0 OTKPOETCsI CTpaHuIla Kak Ha Puc. 4-43.

FTP-cepeep
Cocroswe cepBepa:  3anyuien

Loctyn kK HHTEpHET: () BrnounTe () OTKNKOYUTE
Mopr cepewnca: (no ymonuanui: 21, Ge3 HeoGxoguMOCTH HE M3MEHATE.)
HuTepHeT-agpec: 0.0.0.0
MyGnuYHLIA agpec: 0.0.0.0

Co3aaHue HOBOW nankm ana FTP-cepeepa

Hma Paznen Manka H3meHuTs

foldert valumet volumel/resource WNamennte ¥YOoanute

CoxpaHnTb

Puc. 4-43 Hacrpoiika FTP-cepsepa
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5.  Haxwwure kHOTKy 3amycTuTh s 3ammycka FTP-cepsepa.

& IlpumeuaHue:

1. MakcuManabHOE KOJIMYECTBO MAroK ¢ COBMECTHBIM JOCTYIIOM HE JOJDKHO MpeBbILaTh aecaTH. Ecnu
BBl XOTUTE OTKPBITH COBMECTHBIHN JIOCTYII K TaMKe, U IPH 3TOM YUCJIO MANOK C COBMECTHBIM JIOCTYTIOM
MIPEBBIIIACT JIECATh, TOTJIA BBl MOYKETE YJAIUTh OJIHY W3 MAINOK U JJ00aBUTh HOBYIO.

2. Hactpoiiku FTP-cepBepa BeTymsT B cUily TOJIBKO mocie nepesanycka FTP-cepsepa.

3. FTP-cepBep nomaep:xxuBaer He Oojiee ABYX KIIMEHTOB OfHOBpeMeHHO. Eciiu BaM TpedyeTcst 1ocTym K

cepBepy, yoeanuTech, 9To Ha CepBEPEe HAXOANUTCS TOIBKO OAMH KIINCHT.

4.8.4 Meana-cepBep

Bribepute menio Hacrpoiitku USB —Menna-cepBep. Ha 3Toli cTpaHuIle BBl CMOXET€ HACTPOUTH

Meaua-cepBep, Kak ykazaHo Ha Puc. 4-40.

WmA cepeepa: TP-LINK_F6D6

CocroRHue cepeepa: OcTtaHoENEH

ABTOCKAHWPOBAHWE Kaxakble

HmnA thaiinoBan CMCTEMa Manka Yaanute

Cepeep He aanyweH

Puc. 4-40 Hactpoiika menna-cepBepa

>  Hwmsa cepepa — 'Ims menna-cepsepa.

>  Cocrosinne cepBepa — OToOpakaeT TeKyIlee COCTOSHUE cepBepa: paboTaeT wiu He padotaeT. Br
MOYKETEe Ha)XaTh KHOTKY 3alyCTHTh, 9TOOBI 3aITyCTUTh MeInua-CepBep, TN HaKaTh KHOIIKY

OCTaHOBHTB, YTOOBI OCTAHOBUTH €0 PadoTy.
>  Hma — OrobpakaeMoe UM MaIKH.

>  aiinoBas cucreMa — Tun ¢aiinoBoii cucteMsl Ipu GopMaTupoBaHuU MOXkeT ObiTh FAT32 wmu

NTEFS.
> Ilanka - IloyHBI DyTh K YKa3aHHOH NaIKe.

> ¥Yaaaurte — Bel MOXeTe yIalnTh Manky ¢ OOLIMM JOCTYTIOM, HA)KaB KHOTIKY Y AaJIMTh.

151 HACTPOIiKN Meaua-cepBepa cieayiiTe HHKeYKAa3aHHBIM HHCTPYKIUAM:
1. Tonmkmounte k Mapiipytusatopy BHemHUE USB x€ctkuii nuck unu USB ¢uam-HakonuTens, mocie

4ero 0ToOpa3HuTCsl OKHO, Kak yKa3aHo Ha Puc. 4-41.
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Wua cepeepa: TP-LINK_F6D6

CocTosHme cepeepa: Ocrauoenen | 3anycTuTb |

ABTOCKAHMPOBAHWE KaMakle

Wmn MainosaA cUCTEMa Manka Yoanums

Puc. 4-41 Hactpoiika menna-cepBepa

2. Haxmute KHONKY 3amycTHTB, YTOOBI 3aIlyCTUTh Menua-cepBep. Ilocie 3Toro Ha SKpaHe MOSBUTCS

OKHO, KaK yka3aHo Ha Puc. 4-42.

Hma cepeepa: TP-LINK_F6D6

CocToRHMe cepeepa: 3anymen | OCTaHOBUTE J

[ AeTockaHupoBaHWE Kaxdble [ OGHOBWTE ]

[ CoagaHue HoBOA Nankw 4NA Megna-cepeepa ]

W ainoBan CUCTEMa NManka Yaoanuts

Puc. 4-42 Hactpoiika menua-cepBepa

3. Haxwmure Co3naHue HOBOW MANKH JUI Medua-cepBepa, 4ToObl yKa3aTh MAINKy B Ka4eCTBE IyTH

MoucKa Meana-cepBepa. Ha sxkpane nosiButcs okHo, Kak yka3zano Ha Puc. 4-43.
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OTobpamaemos NMA: faldert
Paspen: [] Oprannaoears coBMECTHEIR QOCTYN KO BCEMY pa3geny
MyTb K nanke:; i
BriOpats Manka
] Folder 1
& Folder 2
® Folder 3
C Folder 4
( COXpaHuTb | | Hazag | TewyumitNe| 1 % crp.

Puc. 4-43 Co3nganuie HOBOI Manku AJst MEANa-cepBEPa

> Oto0Opaxkaemoe mmsi — Bbl MOXeTe BBECTHM OTOOpaKaeMoe HUMs ISl MAalKu C OOIuM
JIOCTYIIOM.

> OpraHu3oBaTh COBMECTHBIN J0CTYN KO BceMy pa3zjieiy - Bel MoxkeTe BHIOpATh 3Ty OMIIHIO
JUTSL OTKPBITHS OOIIETO JOCTYIIA JIJIS BCEX MOCIIEAYIONINX TaroK.

>  IlyTtb k nanke — OToOpakaeT MyTh K JaHHOH MaIlKe.

> BbiOpath - Bel MokeTe BBIOpaTh 3Ty ONIUIO U OTKPBITHS OOMIETO IOCTyHa K yKa3aHHOH
ranke.

> Ilanka - Ha3Banue nanok Ha TEKyIIEeM ITyTH.

>  Bplme — Bpl MoXXeTe HaXaTh KHONIKY Bblle, 4TOOBI EPENTH B MANKY BbIILIE TI0 HEPAPXUH.

»> Coxpanutb — Bpl Moxere HaxaTh KHONKY COXpaHUTB, 4TOOBI COXPaHUTb BHECEHHbBIE
W3MEHEHUs, Tocie 4Yero Oy[eT BBHIMOJHEHO IIEpPeHANpaBiICHHEe Ha CTPaHUILy HACTPOCK
Meua-cepBepa.

> Haszag — Bol moxere HaxxaTh kHONIKY Ha3aja, yToObl 0TKa3aThbCs OT BHECEHHBIX U3MEHEHUN U

BEPHYTLCA HA CTpAaHUIY HACTPOCK MEJnua-CEpBEPaA.

YTo0bl 100aBHTH HOBYIO MANKy ¢ COBMECTHBIM [OCTYIIOM, CJeAyiiTe HUKelepedncIeHHbIM
HHCTPYKIHUSAM:

1) Bribepute Opranm3oBaTh COBMECTHBIIi JOCTYN KO BCeMy pa3sjielly WId BBIOCpUTE

OIIPEAEIIEHHYIO NAIKY.

2) Vkaxure 0T06pa>1<aeMoe UM IIallku C O6IIII/IM AOCTYIIOM B IIOJI€ PCAAKTUPOBAHUA

OTtobpaxkaeMoe umsl.

3) Hnsg coxpaHEHHS HACTpOCK HaXMUTe KHoOmkKy CoXpaHWTBh, TIOCJI€ 4Yero BBl Oyxere

TepeHanpaBiieHbl Ha CTPAHUILY HACTPOEK MeHra-cepBepa, Kak ykazaHo Ha Puc. 4-44.
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Hma cepeepa: TP-LINK_F6D6

CoCToRHME cepRepa: Janymen | OCTaHOBMTE |

[[] AeTockaHnpoBaHWe KaxOble [ ODHOBUTH ]

[ CoagaHne HoBOI Nankw 4nA Megua-cepeepa ]

Hmnr Mainosan CUCTEMa Manka Yoanne
falder FAT3Z2 ! Folder 1 YOanute

Puc. 4-44 Hactpoiika menna-cepBepa

4, Haxxmvute KHOIIKY OﬁHOBHTb, yTOOBI HAYATh ITOMCK I10 BCEM IAIIKaM C COBMECTHBIM AOCTYIIOM.
Bb1 Takke moxere BBIGpaTB ABTOCKﬂHHpOBﬁHI/le U B TO XK€ BpEMsA 3aldaTb BpeMCHHOﬁ
HUHTEpBAJI aBTO-TIOMCKa B BBINAAAOMIEM CIIHMCKE. B stom ci1yda€ MeEIua-CE€PBCP BBIITOITHUT

aBTOMATHYECKHI TTOUCK B TIAITKaX ¢ OOIIUM JIOCTYTIOM.

& Ilpumeuanue:

MaxkcuMallbHOE YHCIIO TIAoK ¢ OOIIMM JOCTYNoM - 6. Eciii BbI XOTHTE NPEJOCTaBUTh OOIIMIA JOCTYI K

Tarnke, Koraa ux 4mcjio yxe 10CTUriio 6, BbI MOXXETE YAAJIUTL OJIHY IAalIKy W 3aTEM CO3/1aTh HOBYIO.

4.8.5 IIpunrt-cepBep

Brioepute mento Hacrpoiikm USB — Ilpunt-cepBep. Ha 3Toii cTpaHmile BbI CMOXKET€ HACTPOMTH

HIPUHT-CEPBEP, KAK YKA3aHO HIXKE.

NpuHT-cEpBEp

Coctostme cepsepa:  Ownaiiv | OCTaHoBUTH |

Puc. 4-45 Hactpoiika npuHT-cepBepa
CocrosiHue PUHT-CEPBEPa MOXKET OBITH OHJIAKH WK OIIaiH:

» Owuaiin — O3Hayaert, 4To NpUHT-cepBep BKMOUEH. Haxkmute kHONKY OQCTAHOBUTD TSI OCTAHOBKH

MIPUHT-CepBepa.

»  Oddnaiin - O3navaet, yTo GYHKIMS MPUHT-CEpBEpa OTKIOUeHa. Hakmure KHOMKY 3amyCTHTh,

9TOOBI BKIFOUUTH (DYHKIIHIO TPHHT-CEPBEPA.
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4.8.6 YuérHble 3aIMCH MOJIb30BaTeICH

Ha nanHoil cTpaHulle Bbl MOXKETE€ yKa3aThb MMs IOJb30BaTels U MAposb JUIsl COBMECTHOIO AOCTyIa K
yCTpoiicTBY XpaHeHus naHHbIX U FTP-ceprepy. s CoBmecTHoro gocryna k USB-ycTpoilcTBy XpaHeHUs
JIAaHHBIX MOXKHO ucnonb3oBarh Internet Explorer. [Tonb3oBarenu FTP-cepBepa cMOryT BOWTH Ha HEro uepes

FTP-xiueHT.

[Mo ymom4aHWio wWMeeTcss ABE YUYETHBIX 3alUCH UL JOCTYIa K YCTPOMCTBY XpaHCHHUS JAHHBIX U
FTP-ceprepy: "Aammuuctpatop" u "locts" (kak ykazaHo Ha Puc. 4-46). AamuHuctpartop oOnamaet
NpaBaMU YTCHHUS/M3MEHEHHUS JIAHHBIX HAa YCTPOMCTBE XpaHEHHs JaHHBIX, a Takke o0JagaeT npaBaMu
noctyna Ha FTP-cepBep, B To Bpems kak [0ocTh oOnamaeT TONBKO NpaBaMU 4YTEHHS Ha YCTPOMCTBE

XpaHeHUs JaHHBIX U He oOnaaaet aoctynom Kk FTP-cepsepy.

[ NofaBnTe HOBOTO NOMB30BATENA

Hma nonk3oBarens Mapons lNMpaea goctyna Ooctyn K FTP-cepeepy HameHuTs
admin admin YreHwe 1 3anuch YreHwe 1 3anuch M3MEHWTE
guest quest TonNbKD YTeHKe Het FaMeHNTE

Puc. 4-46 YuérHble 3anmucH noiab3oBaTeliei

Tonpko AIMUHHCTpPATOp MOXKET HCIOIB30BaTh BeO-Opayzep s mepeHoca (ainos ¢ IIK B pasgen c

obmum noctynoM USB-ycTpoiicTBa XpaHEHUs! JAHHBIX.
Juis1 no6GaBeHMs HOBOM Y4€THOI 3amucH cielyiiTe HUKeYKAa3aHHBIM HHCTPYKIMSIM:

1. Haxwmure kaonky JJlo6aBuTh HOBOro nmosb3oBareJsi. [lepen BamMu mossBUTCSI OKHO, yKazaHHOe Ha Puc.

4-47.
2. Cozpgaiite UM moJib30BaTeIs.
3. Bgseawure mapons B nose Ilapoas.
4. Bribepure npaBo JOCTYIa U3 BbINaJaroNIero crnucka: Yrenue u 3anuch wiv ToJbKo YTeHue.

5. BeiGepure noctyn k FTP u3 Beinanatomiero cnucka: Ja, Her nin ToJibko uTeHue.
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HMA nonkzoBaTens: | admin2 |
MNaponk: | admin |
MNpaga poctyna: |TE|I'IhKD UTEHKE V|
Ooctyn K FTP-cepaepy: Het A
[ COXpaHNTL | | Hasag

Puc. 4-47 J106aBUTh WM U3MEHUTH YUETHYIO 3aITUCh ITOJIb30BATEIIS

> Hma noab3oBartessi — Baeaute ums MOJIB30BATECIsI, KOTOPOMY Bbl XOTHUTC MPEAOCTABUTL IIPABO
AO0CTyIla K USB-YCTpOfICTBy XpaHCHUA JaHHBIX. Wmsa nonb3oBaTens JOIXKHO COCTOATh U3

anaBUTHO-II(PPOBEIX CHMBOJIOB M HE JOJDKHO MPEBHIMIATH 15 CHMBOIIOB.

> Hapo.m) — B pganHOM 1one HCO6XOI[I/IMO BBECTH TMApOJIb. Hapom) JOJDKEH COCTOATh M3
aJ'I(baBHTHO-IIPI(i)pOBBIX CHUMBOJIOB U HE OOJDKCH NPCBLIIIATH 15 cumBojoB. B J8(SA1520,€ 0e30IMacHOCTH

TapoJIb JJIs KaXIOW YUETHON 3aIICH HE 0TOOpaxkaeTcsl.
> IIpaBa moctyma — V3 BBINajaromiero CIUcKa BBIOEPHTE MPAaBO JOCTYIA K YCTPOHCTBY XpaHEHUS
JAHHBIX JUIA KaXI0T0 mosib3oBatelis: UTtenue u 3anuch Wik ToJbKO YTeHHe.

> Jocrynm k FTP-cepBepy — Bribepure [la, Her win TosbKo YTeHHe W3 BBIMANAIOIIETO CIHCKA,

YyTOOBI IPEJOCTABUTh WM 3alIPETUTh MOJIb30BaTeNto JocTym K FTP-cepsepy.
>  Coxpanutb — Haxxmute kHONKY COXPaHUTD, 4YTOOBI COXPAHUTH BAIllM HACTPOUKH.

> Hazan — Haxwmure KHOIIKY Hasan, yTOOBI OTKA3aThCS OT HACTPOCK U BCPHYTBHCA HaA CTPAHHULY

HaCTPOUKH YUETHBIX 3alHCEN MOJIb30BATEs.

& Ilpumeuanue:

Ioxanyiicra, nepesarpy3ure ciy:x0y, 4To0bl HOBbIE HACTPOWKH BCTYIIHIIN B CHITY.

Ecnun He monydaeTcss MCHONB30BaTh HOBOE MMs MONb30BATENsl WIM Mapoib Ul JOCTyHa K
COBMECTHBIM JaHHbIM, Haxkmure Windows + R Ha knaBuarype, 4ToObl OTKpBITh JAUATIOTOBOE OKHO
Boinonurs, BBeaute net use \\192.168.0.1 /delete /yes n Haxxmure Enter. (192.168.0.1 - [P-anpec
Bautero Mapupyrtuszaropa B cetu LAN. Eciau IP-agpec B cetu LAN Monema, MOIKIOUEHHOIO K
BalleMy Mapuipytuzartopy - 192.168.1.x, Torma ycTaHOBICHHBIH mno ymomuaHuro IP-ampec
Mapupytuzatopa B cetn LAN aBromarmueckn cmeHutcs ¢ 192.168.0.1 nma 192.168.1.1, 4yto0bI

n30exars kKoH(ukTa [P-anpecos. B atoMm ciydae mompoOyiite BBecTH net use \\192.168.1.1 /delete /

yes)
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49 NAT

Beibepute meHro NAT, n Bbl cMOXeTe BKIIOYHTh WIM OTKIIOUMTH (yHKImMI0 NAT U ¢yHKIUIO
armmmaparHoro NAT. IlpaBuna NAT wu anmaparssiii NAT Oyayr paboTarh NpaBHIIBHO TOJBKO IIPH

BKIIOYEHHOM (pyHKIIMK NAT.

HacTtponkn NAT

Mpumedanne: Ecnu Bbl XOTUTE, YTOOLI HACTPOMKW annaparHoro NAT BCTynunK B cyany, yoeaurecs, YTo yHKuna NAT BrnoyeHa.

Tekywee coctoAHue NAT: (%) Brmwounte () OTKMHOUMTE
Tekyuwee COCTOAHKME annapartHoro NAT: (&) Brnwounte () OTKNKUWTE
[ CoXpaHUTh |

Puc. 4-48 Hactpoiiku NAT

>  Bxkaiounts NAT — IIpu Beibope nannoit onumu gyHkmus NAT Oymer BKIIOYeHa, W MpaBHia

nepeagpecaly BCTYIAT B CUILY.

>  Orkawuntb NAT — [Ipu BeiOope gannoi onuu GyHKus NAT Oyaer OoTKITIOYEeHa, U TpaBUiia

nepeajpecalnuy AeHCTBOBATh HE OyayT.

>  Brmouuts anmapatHbiii NAT — [lpu BeiOope manHOW ommmu (yHKIus anmapatHoro NAT

OyZeT BKIIOUYCHA.

>  Otkmounth ammapatHbiii NAT — [Ipu BeiOope maHHOW onumu ¢yHKIuS armmapatHoro NAT

OyZeT OTKITIoUYeHa.

4.10 Ilepeagpecanus

lNepeapnpecaunn

- BuptyansHbie cepeephl

- Port Triogering
- DMZ

_UPnP

Puc. 4-49 Menro nepeaapecanuu

B MeHIo niepeazpecariuu coiepikarcs 4etbipe noaMeHo (cM. Puc. 4-49): BupryasibHble cepBepsl, Port

Triggering, DMZ u UPnP. J[n1s1 HacTpOWKH HY)KHOH (YHKIIUHM BEIOSPUTE COOTBETCTBYIOIIUN ITYHKT MEHIO.

4.10.1 BupryanabHble cepBepsl

Bribepute Ilepeagpecanuss—BupryanbHble cepBepsbl, IOCiIe 4Yero BB CMOXETE NMPOCMATPHUBATH U
n00aBIATh BUPTYaJIbHBIE CepBEpPbI, KaK yKa3zaHO Ha n3o0paxkeHuu (Puc. 4-50). BupryanbHbie cepBepbl

MOTyT OBITH HCIOJb30BaHEI JJIA HaCTpOfIKPI CECpBUCOB 06]1[61"0 Iojap30BaHusA B Bamred cetm LAN.
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BupTtyanbHblil cepBep ompezesnseTcs: Kak MopT CepBHUCa, U BCE 3alpochl U3 ceTu VIHTepHEeT Ha JNaHHbII

nopt OyIyT mepeHamnpaBisTbCd Ha KOMIbIOTEp, ucxons u3 IP-ampeca cepepa. JI00oil KommbroTep,
UCTIONB3YEMBId B KadeCTBE BHPTYaJbHOTO  CEpBEpa, MJODKCH WMETh  CTaTHYSCKHH  WIH
3apesepBupoBaHHbIid [P-ampec, mockonbky ero IP-ampec MoxkeT ObITh M3MEHEH TIPU HCIIOJIB30BaHUHU

¢byukiun DHCP.

Mpumeyanne: YoeauTeck, 4To (PyHKUHA NATEKNHYEHE,SCNH Bbl XOTHTE, 4TOGL! HACTPORKH BHPTYANLHEIX CEPEEPOE ECTYNHAK B CHITY.

ID MopTt cepeuca BHYTpeHHHUIH NnopT IP-agpec MpoTtokon CocToRHKHe HameHuTs
1 45 34 192.168.0.44 BCE BrnioyeHo HMameHuTs Yoanute
| [obasuTs... | | BknrounTs Bee | | OtknrounTs BCe | | ¥Ynanute Bce

Puc. 4-50 BuptyanbHble cepBepsl

> IHopt cepBuca — Homepa BHemHuX mOpToB. Bel MOXkeTe BBECTHM MOPT CepBUCA WM JAHAINA30H
noptoB cepsuca (B popmare XXX - YYY, rae XXX - Haganbublid nopt, @ YY'Y - KOHEUHEIH TOPT).

> BHyrpennmii mopr — HoMep BHYTpEHHErOo MOpTa CEpBHCA KOMIIBIOTEPA, HCIOJIb3YIOIIETO
IIPUJIOKEHUE CepBUCA. Bbl MOXKETe OCTaBUTH 3TO I0JI€ IYCTHIM, €C/IM BHYTpeHHuii NopT coBIIafaeT
c IloproMm cepBHca 1M ykazaTb HOMep nopra, eciau Ilopt cepBuca oauH.

> IP-agpec — IP-agpec komnproTepa, Ha KOTOPOM 3alyIIeHO MIPUIOKEHUE CEPBHCA.

> IIporoxoa — IIpotokon, ucnonszyemslii mas ganHoro npunoxkenus: TCP, UDP unu BCE (Bce
IIPOTOKOJIBI, MOACP)KUBACMbIE MapIIPYTU3aTOPOM).

> Cocrosinue — CocrosiHMe naHHOM 3amucH, "BrmroueHo" o3Hadaer, YTO 3amvcCh BHPTYaIbHOTO
cepBepa BKIIIOYEHA U paboTaer.

>  CranpaptHblii mopT cepBuca - HekoTopble 00IIMe CEPBUCH YK€ MPEACTAaBICHBl B BHINAIAIOIIEM
CIIHCKE.

>  H3MenuTh — V3MEeHUTH WU yIaTUTH 3aITUCH.

JJ1s1 HacTPOMKM 3a1IMCH BUPTYaJIbHOIO CepBepa:
1. Haxwmure kHonky [06aBUTH... (Puc. 4-51)

2. U3 cnucka CraHaapTHbIA NOPT cepBHca BBHIOEPUTE CEPBHUC, KOTOPBIA BBl XOTUTE HCIOIb30BATh.
Ecnmu B meHto cnucka CTaHIapTHBIA NOPT cepBUCA HE YyKa3aH CEPBUC, KOTOPHIA BBl XOTHUTE
HCIIONIB30BAaTh, TO CJeAyeT BBECTH HOMEp MOpTa CEpBUCA WK AMAIa30H MOPTOB cepBuca B noje Ilopt

cepBuca.
3. Bgeaure [P-anpec xoMmmbroTepa, Ha KOTOPOM 3ayIIEHO NMPUIIOKEHNE cepBuca, B noje IP-aapec.

4. B mnone HpOTOKOJI M3 BbIIAJAarOIICro CImMcKa BBI6epI/ITe ITPOTOKOIJI, KOTOpBIﬁ HUCIIOJIB3YCTCA JIA

nannoro npwiokenus: TCP, UDP wnmu BCE.
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5. BI)IGCpI/ITe onuuio BKJII0YEHO B BHINAAIOIIEM CIIUCKE Cocrosinue.

6. Haxwmure kHonky COXpaHUTh.

HoBaBnTb MK M3MEHNTb 3anNUCcbk BUPTYaNbHOMO cepeepa
MopT cepewca: l:l (AO=20C N XK)

BHYTpeHHWi nopT: I:I (3 NPMMEHUMO TOMEKO B CMYYaE OFHOTO NOPTA CEPEMCA NWGO 0CTAELTE 3T0 NOME HEIAMOMHEHHEIM)
Mpotokon: BCE L4

CocToRHKe: BrnwoueHo hd

CTaHOapTHLIA NOPT Ceperca: ‘ --Bribepute-—- v

[ COXpaHUTb } [ Hasag ]

Puc. 4-51 J106aBUTh UM U3MEHUTH BUPTYaIbHBII cepBep

& IIpumeuanue:

BosMorkHa cuTyanus, Korja Ha BaleM KOMITBIOTEpEe WK CepBepe mpejiaractes 0ojiee 0JHOro cepBuca. B
TakOM cJy4ae BbIOEpUTE JIpyroil cepBUC M BBenuTe TOT ke [P-agpec s naHHOrO KOMIIBIOTEpa WK
cepsepa.

JJ1s1 M13MeHeHusl NJIM yIaJIeHHUsl 3aIUCH:
1. HaiinnuTe HyXHYyIO 3a1UCh B TabnuIIe.
2.  Haxwmure U3MeHuTD MM YIAJIUTh B KOJTOHKE U3MEHHUTD.

Haxxmure BKiounth Bee/OTKIIOYNTE Bee U BKIIFOYEHUS/OTKIIOYEHUS BCEX 3AIIUCEN.
Haxxmute YaaauTeb Bce, YTOOBI YIATUTh BCE 3alIUCH B TAOJIHIIC.
Haxwmure Caeayrwomas 17 nepexoja Ha ClIeIyollylo crpanuiy, Haxmute [lpeabiayias s Bo3Bpara

Ha IPeAbIAYILYIO CTPaHHUILY.

& IIpumeuyanue:

Ecnim B KkadecTBe mopra cepBHca BHUPTYaJbHOTO cepBepa BbI ycCTaHOBHTe 3HaudeHume 80, B OKHE
BesomacHocts —> YajaénHoe ynpasJieHHe Bbl JJOJDKHBI yKa3aTh JII00O€ 3HAYEHHE OpTa YHPaBICHUS
BeO-unTepdeticom xkpome 80, mampumep 8080. B mpoTUBHOM cilydae HpH OTKIIOUYCHWH BUPTYaJTHHOTO

cepBepa MOKET BO3HUKHYTh KOH(IINKT.

4.10.2 Port Triggering

Bribepute Ilepeagpecanusi — Port Triggering, mocne 4ero Bel CMOXETe IMPOCMATPHUBATh M CO3/1ABATh
HacTpoiiku Port Triggering, kak yka3zaHo Ha u3o0paxeHnuu (Puc. 4-52). HekoTopsie npuiioxeHus TpedyroT
MHO)KECTBEHHBIX COSIMHEHHH, KaK HAlpUMep: OHJIalH-Urpbl, BHaeo-KoHpepeHunH, NHTepHeT-Tenedonuns

n 1pouce. Port triggering HCIIOJIB3YCTCA MAJII HCKOTOPBIX M3 IJTHUX HpI/IJ'IO)KeHI/If/i, KOTOpbIE HE MOTYT
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pabotatb c MapHIpyTU3aTOpPOM NAT.

Port Triggering

Mpumeyanwne: YBegwrecs, 4To dyHKunA NATBKNHYEHE, ©CMKM Bbl XOTHTE, 4T0DLI HAacTpolikKk Port Triggering BCTYNWNW B ChNy.

ID Tpurrep nopt Tpurrep npotokon BxogsAwwia nopt Bxogsuwmnit npoToKon Cocroanne HameHnuts

Puc. 4-52  Port Triggering

,Z[J'lﬂ J00aBJIeHUsI HOBOTO npaBuJia CJ'leIlyﬁTe HUKCYKA3aHHBIM UHCTPYKIUSAM:

1. Haxwwure kaOTIKY JI060aBUTh..., Iepe]] BaMH MOSBUTCA OKHO, YKa3aHHOE Ha Puc. 4-53.

2. Bribepure npunokeHrEe W3 BBINIANAIONICTO cIucKa B moje Oouue npusioxkenus. [Tocie 3toro momus
Tpurrep mopt u Bxonsimue mopThl OyIyT aBTOMaTUYECKH 3aroOdHEHBL. Eciu HeoOXomumoe Bam
MPUIIOKEHHUE OTCYTCTBYeT B Tojie OOuime MpuIOKeHUs, BBeaAWTe 3HaueHWs Tpurrep mopt u

Bxoasimux nmoproB Bpy4HYIO.

3. U3 Bemagaromiero crnmcka B nonie Tpurrep mpoTokoJ BBEIOSpUTE MPOTOKON, WUCIIONB3YEMBIH IS
Tpurrep nopra. Bapuants: TCP, UDP unu BCE.

4. U3 Belmajaroniero CIucka B 1osie Bxoasimmii mpoTokos BEIOEPUTE TIPOTOKOJI, UCTIONB3YEMBIH st
Bxoasimuux nopros. Bapuauter: TCP, UDP wiu BCE.

5. B none CocrosiHue ycTaHOBUTE 3HaueHNUE BrioueHo.

6. Haxmvure CoXpaHUTh, 4TOOBI COXPAHUTH HOBOE MPABHUIIO.

HoGaBuTb MNK N3MEHUTb 3anMch Ha cTpaHuue Port Triggering

TpHIrep nopr:

TpWrrep NPOTOKOI: BCE +

BxogsAwwe noprbl:

BXOOAWMA NPOTOKOI; BCE +

COCTORHME: BenwoueHo ¥

O0wme NPUNOMEHNA:

us]
T
=
@

=
=
=
?

|

CoXpaHnTh | [ Hasan |

Puc. 4-53  Jlo6aBuTth mim u3MeHNTH 3anuch Port Triggering

>  Tpurrep mopt - Ilopt mia ucxonsmero tpaduka. Mcxoxasiee MOAKIIOYEHUE dYepe3 BTOT IMOPT

AKTUBUPYCT NAHHOC IIPAaBUIIO.

>  Tpurrep nporokoa - IIpotokoin, ucnonszyemsiit Tpurrep nopramu. 3Hadenusi: TCP, UDP unu Bcee

(Bce MPOTOKOJIBI, MOAJEPKUBAEMbIE MAPLIPYTU3ATOPOM).

>  Bxomsimuii mopt - DTO MOPT WM AMAa30H IMOPTOB, WCIIOJIB3YEMBIX YNaNEHHOM CHUCTEMOM INpu

OTBETE Ha HUCXOMSIIUN 3arpoc. 3anpoc uepe3 OOAMH M3 OAaHHBIX IMOPTOB 6y,E[CT nepcHalpaBJICH Ha
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KOMIIBIOTED, aKTI/IBI/IpOBaBHII/Iﬁ JaHHOC IMpaBUIIO. Brb1 MmoxeTe YKa3aTb HE bomee 5 Tpyni nopToB (I/IJ'II/I

cekuuit moproB). ['pynmbl moproB pazaensatorcs 3HakoM ",". Hampumep, 2000-2038, 2046, 2050-2051,
2085, 3010-3030.

>  Bxomsimmii mporokoa - [IpoTtokon, ucnons3yeMblid a1 Bxonsuiero nopra. Bapuante:: TCP, UDP

i Bee (Bce MPOTOKOIIBI, MOAEP)KUBaEMbIC MapIIPYTH3ATOPOM).
>  Cocroaaue - Cocrosaue 3amucH. "BxoyeHo" 03HaYaeT, 4To 3alKiCh aKTUBHA.
>  HW3meHUTH - I3MECHUTD WK YAATUTH 3aIIHCh.

>  O6uue nmpuiokeHus - YacTo UCMONb3yeMble IPUITIOKEHHS, COACPIKAIIINECS B BBIIAJAIONIEM CITHCKE

B pazzene Bxoasimumii mpoTokoJI.

YT100BI H3MEHHUTH WJIH Y1aJiuTh CylieCTBYIOIIYIO 3alIUCh:

1. BriOepuTe HyXHYIO 3aIMCh B TaOIHIIE.

2.  Haxwmure U3mMenuth wim Yaaauthb B cTonoe U3MeHUTD.

Haxmure kHOnKy BKJIIOUMTH Bee, YTOOBI BKIIIOYUTD BCE MPaBUIIa B CIHCKE.
Haxwmure kHONKY OTKJIWYUTH BCe, YTOOBI OTKIIFOUYUTH BCE TIPAaBUJIa B CITUCKE.
Haxmute KHONIKY YIaJauTh Bce, 9TOOBI YIAIHUTh BCE 3aIUCH B CITHACKE.

IMocne HacTpoiiku MapumipyTU3aTop OyieT padéoTarh cjieayolnuM 00pa3om:

1. JlokanpHBIH y3en OyZET OCYIISCTBIATH HCXOAAIIEE IMOAKIIOUCHHE K BHEIIHEMY Y3IIy, HUCIONB3YS
MOPT Ha3HAUCHHS, HOMEP KOTOPOro yka3aH B noine Tpurrep mopr.

2. Mapupyruzarop caenaer 3amuch 00 3TOM TMOIKIIOUEHHH, OTKPOET BXOISAIIMN MOPT WM IMOPTHI,
CBA3aHHBIE C 3TOii 3anuchio B Tabnuile Port Triggering, u cBSHKET MX C TOKATBHBIM Y3JIOM.

3. Ilpm HeoOXOOMMOCTH BHEUIHHH Y3€JI CMOMKET MOAKIIOUATHCS K JIOKATBHOMY Y3JIy 4epe3 OIUH U3

MOPTOB, YKa3aHHBIN B TIoJic Bxoasimme mopThl.

IIpumeuanue:

1. Ilpu pa3pbiBe TPUITEP-COCTUHEHHUSI COOTBETCTBYIOIINE OTKPBITHIE OPTHI OYAYT 3aKPHITHI.

2. Kaxmoe IpaBUJIO MOXKCT HMCIHOJIb30BaTbCA TOJBKO OIHUM Y3JIOM JIOKAIbHOW CETH 3a pas.

Tpurrep-coenuuenne 1 APYTUX Y3/I0B JOKAJIBHON CeTH OY/ET 3aIpelneHo.
3. 3nHaueHus, ykazaHHbIC B nosic Bxoasiniue moprel, He TOKHBI COBIA/ATS.
4.10.3 DMZ

BreiGepure Ilepeaapecaumssi — DMZ, mocie 4ero Bbl CMOXETE MPOCMATPUBATh W yCTaHABIIMBATH

napameTpsl y3na DMZ (Puc. 4-54).

Oynkius DMZ  mo3BoisieT co3laBarh OCOOBIH  CETEBOM CErMEHT Ui y3Jia JIOKAJIbHOW CeTH,
oOpararorerocst k TakuMm HHTEpHET-pecypcaM, Kak OHJIAWH-UTPHI WM BUacokoH(pepeHmu. [Ipu stom

MapuipyTu3atop nepeaapecyeT MmakeTbl BCEX CEPBHUCOB HaA Y3CII DMZ. Y KOMIIBKOTEpA, HA3HAYCHHOI'O B
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kadectBe y31a DMZ, nomxna ObITh oTkimoueHa ¢yHkuus kianenta DHCP, u eMy nomkeH ObITh IPHUCBOEH

HOBBHIA cratmdeckuil IP-agpec, mockonbky npu ucnonb3oBanuu ¢yHkimu DHCP ero IP-agpec moxer

MCHSATHCA.

Mpumeyanne:  Yoenwreck, 4To dyHKLWA NATEKNHYEHA, 2CNH Bbl XOTHTE, YToDk! HACTPOAKK DMZ BCTYNHUNW B CHITY.

Texywee cocrosHne DMZ: ) Bemounte (&) OTEMOYMTE

IP-agpec yana DMZ: 0.0.0.0

( COoXpaHHTE |

Puc. 4-54 DMZ
YT10o0b1 HA3HAYUTH KOMINIBIOTEP UJIU cepBep B KauecTBe cepBepa DMZ:

1. Haxwmure kHOTIKY BKJIIOYHTB.

2. B mone IP-aapec y31a DMZ sBenure IP-anpec xommbroTepa JIOKaJbHOW CETH, KOTOPBIH OyneT

JE€ICTBOBATh B KauecTse y31a DMZ.

3. Haxwmunre xHonky CoOXpaHUTh.

4.10.4 UPnP

Breioepute Ilepeanpecauussi — UPnP, mocine dero BB CMOXETE NPOCMATpUBaTh HHOOPMAIIHIO
otHOcuTenbHO TipoTokosia UPnP (Universal Plug and Play), kak mokazano Ha Puc. 4-55. DyHKuus
YHHBepcaJbHOii aBpToMaTH4Yeckoil HacTpoiiku cereBbIx ycrpoiictB (UPnP) no3somnser ycrpoiicTBam,
HarpuMep, KOMITBIOTEpaM C BBIXOAOM B IHTEpHET, IMETh JOCTYN U KOPPEKTHO PaboTaTh C JIOKATBHBIMU
y3namu wiau  ycrpouictBamu. UPnP-yctpoiicTBa aBTOMaTHUeCcKHM pAaclO3HAIOTCS — CIIEIMAbHBIMHU

npunoxennsmu UPnP B nokansHO# ceTn.

MNpumevanne: YGenutech, 410 oyHkuns NAT BENYEHA, ECIH Bbl XOTHTE, 4ToG6 HacTpoikkn UPNP BCTYyNKNK B caNy.

Tekyuwee coctoAHne UPnP: BrnwyeHo

Cnucok Tekywmx Hactpoek UPnP

1D OnucaHue NpUNnoxeHua BHeWwH A nopt Mpotokon BHYTpeHHUA NopT IP-agpec CocToAHne

( OBHOBHTH |

Puc. 4-55 Hactpoitku UPnP

>  Tekyuee cocrossnue UPnP — Haxaruem kaHonku BriawounTs win OTKIANYUTH MOXXHO BKJIIOUUTD

WM OTKJIIOYHTH MOANCPKKY yerpoiictB UPnP. [lanHast GyHKIUS BKITIOYEHA [T0 YMOTYAHUIO.
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> Cnmcok Tekymmx HacTpoek UPnP - B nannHoii Tabmue otoOpakaercss Tekymas uHbopManus o

UPnP.

e Onucanune npuioxeHus - Onucanue NpuIoKeHHus, KOTopoe 3amyckaet 3ampoc UPnP.

e  Buemnmii nopt - [Topt, KOTOPBIN MapIIpyTU3aTOP OTKPHIBAET JJIs1 TPUIOKEHUSI.

o  IIporokoJ - Yka3bIBaeT, Kakoi MPOTOKOJ UCIOIb3YETCS.

e  Buyrpennmii moprt - [TopTt, KOTOPHII MapIIPyTU3ATOP OTKPHIBAET /IS JIOKAJTLHOTO Y3J1a.
o IP-appec - [P-anpec nokanpHOTro y31a, KOTOpBIN 3ammyckaeT 3amnpoc UPnP.

. Cocrosinue - BxitoueHo mim oTKIII04YeHO. "BKintoueHo" 03HavaeT, 9To MopT BCE emié akTUBEH, B

HWHOM CJ1y4a€ IopT HE aKTUBCH.

Haxwmure kHonky Brinounts 1 Bkimoyenus UPnP.
Haxxmure xHonky OTKIIOUMTSH A1 oTKoueHust UPnP.
Haxwmure kHonky OOHOBMTSH 7151 OOHOBJICHUS TEKYIIETo crrcka HacTpoek UPnP.

4.11 Be3zonacHocTh

besonacHoCTL

- HacTpoikKn 6az0B0A 3AWWTLI

- PacnpesHLie HAaCTPOMKN 3alWTL]

- NokansLuoe ynpagnedme

- ¥YOaneHHoe ynpaenexHne
Puc. 4-56 Menro 0e30macHOCTH

Menro be3zonacHOCTh cOmepKUT 4eThipe moaMeHto (cMm. Puc. 4-56): Hacrpoiiku 0a30Boii 3amuThl,
Pacumiupennbie Hactroiiku 3ammThl, JlokajbHoe ynpaBjieHHe u YaajJéHHoe ymnpajenue. Jlis

HACTPOWKH HYXHOH (PYyHKIIMM BBIOEpPHTE COOTBETCTBYIOIIMI pa3iel.

4.11.1 Hacrpoiiku 6a30B0ii 32U THI

Bribepute be3zomacHocTh — HacTpoiiku 0a30Boid 3alIMTHI, TIOCJIE YEr0 BbI CMOXKETE YCTaHABIUBATH

0a3oBbIe HacTpOikM OezomacHoctH (Puc. 4-57).
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MexceTeBOR aKpaH

MexcereBon akpaH SPI: () Brnwounte () BeIKNKOUATE

VPN
NMponyck tpacdmka PPTP: (& Brnounte () BeIKNOUATE
Mponyck Tpaduka L2TP: (&) Brnounte () BeIKNOUNTE
NMponyck Tpadmka IPSec: () Brnwounte () BeIKNKOUATE

ALG
FTP ALG: (& Brnounte () BeIKNOUATE
TFTP ALG: (&) Brnounte () BeIKNOUNTE
H323 ALG: () Brnwounte () BeIKNKOUATE
RTSP ALG: (& Brnounte () BeIKNOUNTE

[ CoXpaHuTe |

Puc. 4-57 Hacrpoiiku 6a30B0ii 3a1TUTHI

> Me:xceTeBoii IKpaH - MesxceTteBoit OKpaH 3alllMIIacT Bally C€Tb OT BHCHIHUX YI'PO3. 3[[601) BEI

MOYKETE BKJIIOYHUTE/BBIKIIOUUTH MEKCETEBON dKpaH MapIIpyTU3aTopa.

e MexcereBoii ’kpan SPI — Oyukuus ¢unbrpamum ¢ yuétom konteHta (Stateful Packet
Inspection) momoraer mpeAOTBPaTUTh KHOEP aTaKH, TaK KaK B TCUCHHE CECCHU OTCICIKHBACTCS
OosbIiee KOJMUECTBO IapaMeTpoB. Bo Bpemst ceccnn mpoW3BOAMTCS MpOBepka Tpaduka Ha
CcOoOTBeTCTBHE MPOTOKOIy. IIpm 3aBoACKMX HacTpoiikax mexcereBoi skpaH SPI Bxirouén. Ber
MOJXKETE OTKJIIOYUTH €r0, €CIU XOTUTE, YTOOBI BCE KOMIBIOTEPHI JIOKAIBHOM CETH pacrojarain

BO3MOKHOCTBIO OOMEHUBATHCS I/IHq)OpMaIII/IeI\/'I C BHCIIIHUM MHPOM.

> VPN — Oyuknus "[Ipomyck Tpadguka VPN" nomkHa OBITh BKIIOYCHA, €CIH BBl XOTUTE Pa3peIlUTh

npoxoxaeHue VPN-TyHHenel u3 ToKaabHON CeTH Yepe3 MapuIpyTU3aTop.

e IIponyck Tpadpuxka PPTP - Texnonorus "[Ipomnyck tpaduka PPTP" (TyHHEnbHBIH MPOTOKOIM
TUIA TOYKA-TOYKA) TO3BOJIET CO3/IaBaTh CHenUaibHble TyHHenH B [P-cetn. UToObI pa3pemuTs

CO31aHUC TaKUX TYHHCHCﬁ, BI:I6epI/ITe BKJII0YHUTD.

e Ilpomyck Tpaduxka L2TP - IIporokon L2TP - 3To MeTox co3manusi ceccuil TOUKa-TOUYKa Yepe3
WNuTepHer Ha BTOpoM ypoBHE. UTOOBI paspemuTh mnpoxoxaenue L2TP-tynHeneil uepes

MapIIpyTH3aTop, BhiOepuTe BKIIOUNTS.

o IIpomyck tpaduka IPSec - I[Ipotoxon IPSec - 310 Habop TPOTOKOJIOB Ui OOECIICUCHHS
3alUTHl JAHHBIX, MTEPEIaBacMbIX IO CeTsIM Ha O6a3e mportokona I[P, mocpencTBoM NMpUMEHEHHUs
anroput™MoB  mudposanus. YToObl paspemmth npoxoxneHue [PSec-tryHHeneit uepes
MapIIpyTH3aTOp, BEIOEpUTE BRIIOYHTD.

> ALG - PexoMeHyeTcs BKIFOYUTH NUTI03 ypoBHS mpmwiokeHus (ALG), T.k. ata GyHKIHS pa3perraet

YCTaHOBKY HacTpauBaeMbiX 00XOnHbIX NAT-QunbTpoB B 1UIIO3€ €  LEIbIO  MOJIACPKKH
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Hpeo6pasoBaHH${ ap€CoOB M IOPTOB MAJid HEKOTOPBIX IMPOTOKOJIIOB YPOBHS MPUWIOKCHUSA THIIA

"koHTpoJb/nanukle", kak Harpumep FTP, TFTP, H323 u t.1.

e FTP ALG - YroOs! paszpemnts FTP-knuentam u cepBepam mnepenaBath JaHHble uepe3 NAT,
BbIOepuTEe BRIOYUTD.

e TFTP ALG — Yt0065I pazpemnts TFTP-knueHTam u cepBepam nepenaBaTth naHHble yepe3 NAT,
BbIOEpUTE BKIIOYMTB.

« H323 ALG - UYro0sr paspemmts kmuentam Microsoft NetMeeting oOMEHUBATHCS JTAHHBIMU
yepe3 NAT, BeiOepute BRIIOYUTD.

e RTSP ALG - YtoObl TIO3BOJIMTH OINPEISIEHHBIM MeIua-TjieepaM CBS3BIBATHCS C CepBEpaMu

TIOTOKOBBIX Mena-aaHHbIX yepe3 NAT, Haxmute BRIIOUNTS.
Haxwmure CoxpaHuTh, 4TOOBI COXPAaHUTh HACTPOUKH.

4.11.2 PacmMpeHHbIe HACTPOIKH 3aIUThI

Bribepute BezonacHocTsh — PacuimpeHHble HACTPOWKH 3alIMTHI, I10CJIE YErO BbI CMOXKETE 3aLIUTHTh
cBoit Mapmpytusarop ot arak tuna TCP-SYN Flood, UDP-Flood u ICMP-Flood, kak moka3aHo Ha Puc..
4-58.

WHTepBan NaKeToE CTATMCTHRN (5 - 60): 10 w | CeKkyHak

3awwTa ot DoS-arak: ® OTkniuMTE O BRNIDUKTE

BxniounTe guneTpaunk ot atak ICMP-FLOCD

Mopor naketoe ICMP-FLOOD (5 - 3600): [MNakeToB/CEK.

BrnwounTe guneTpadmn UDP-FLOOD
Mopor naketoe UDP-FLOOD {5 - 3600): MakeToB/cer.

BrnounTe uNbTpaun oT atak TCP-SYR-FLOOD
Mopor naketoe TCP-SYN-FLOOD {5 - 3600): [NakeToB/CRK.

MIrHOpUPoEaTE PiNg-NaKeTsl oT NopTa WAN

JanpetuTe Ping-nakeTel oT nopta LAM

[ CCI)IEaHLITb J [ Crnucok 3adNoKMpoBaHHbIX Y3N0B-MCTOYHUKOE DoS-aTak ]

Puc.. 4-58 PacmmpeHHble HACTPOIKHY 3aIUTHI

» HurepBan maxeroB cratucTuku (5 - 60) — Ilo ymonuanuio ncronb3yercst 3Hadenue 10. U3
BBITAAIONIETO CIHMCKa BBIOCPUTE 3HAUYCHHE B Tpeaenax oT 5 a0 60 cexynna. JlaHHoe 3HaueHHE
OIIpeAeNseT BPEMEHHOH WHTEpBal MEXKAy MaKeTaMH CTAaTUCTUKH. Pe3ynbTaTel CTaTHCTHKU

ucnone3yrores i BeisiBiaeHus atak TCP-SYN-Flood, UDP-Flood u ICMP-Flood.
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» 3amura or DoS-arak — 11 BKIIOYEHUS/OTKIIOUEHNS (DYHKIMM BOCIONB3YHTECh KHOIKaMH

Brmounts win OTkI09ATh. TONBEKO MPH BKIFOYCHUH (QYHKIMYA HAaYUHAIOT PaboTaTh (GUIIBTPBI IS

3aIUThl OT atak Tumna Flood.

& IIpumeuyanmue:

OyHknus 3amuThl oT DoS-arak Oymer paboTarh TONBKO B TOM citydae, Korna GyHkius CTaTucTHKa

Tpaduka BriodeHa (CucTeMHble HHCTPYMeHTHI — CTaTHCTHKA).

> Bruwounts puasrpanuio ot atak ICMP-FLOOD - Brximouenne/OTkiioueHHEe (HIBTPAIUH aTaK

ICMP-FLOOD.

» IMopor makeros ICMP-FLOOD (5 - 3600) - 3naucnue 1o ymomuanuto - 50. YkakuTe 3HaUCHHE
mexy 5 ~ 3600. Eciu texymee xonundectBo nakeroB [CMP-FLOOD Beie 3a1aHHON BETHYUHBI,

MapIIPyTU3aTOp HEMEAJICHHO aKTHBUPYET (PYHKIIUIO OJIOKHPOBKH.
»  Brmountb ¢puabtpanuo UDP-FLOOD - Bxirounts/Otkmounts Guasrpanuio UDP-FLOOD

» Iopor makeroB UDP-FLOOD (5 - 3600) - 3nauenue o ymomdanuio - 500. YkaxuTte 3HAUCHHE B
npeaenax 5 ~ 3600. Ecau tekymee konudectBo nakeroB UPD-FLOOD Bbllie ycTaHOBIIEHHOM

BCJIMYMHBI, MAPpUIPYTU3ATOP HEMCIJICHHO aKTUBUPYCET Q)YHKIII/I}O 6.]'IOKI/IpOBKI/I.

>  Brumounth punbstrpanmuio ot arak TCP-SYN-FLOOD - Brmouyenne/Boikmouenne GuiibTparymu

atak TCP-SYN-FLOOD.

» Iopor nakeroB TCP-SYN-FLOOD (5 - 3600) — 3nauenue o ymomdanuio - 50. YkaxuTe 3HaUCHHE
B npegenax 5 ~ 3600. Ecnu texymee konndectBo maketoB TCP-SYN-FLOOD Beitie ycTaHOBIEHHOM

BEJIMYMHBI, MapIIPyTH3aTOP HEMEAJICHHO aKTHBUPYET (DYHKITHIO OJIOKHPOBKH.

> MHruopupoBatrs Ping-makerst ot mopra WAN — Bximouenne/OTKIIIOYEHUE COOTBETCTBYIOLICH
¢bysakmuu. [lo ymomuanuro QyHkius otkiatodeHa. [Ipu BrkimouéHHOM QyHKIMKM Ping-nakeTsl U3 ceTH

WHTepHeT He nonydar AOCTYI K MapIIpyTU3aTopy.

> 3amperuts Ping-makers! ot mopta LAN — Brirouenne/OTKITIOUEHHE COOTBETCTBYIOIICH (DYHKIIHH.
ITo ymomuanuto ¢pyHkuus otkmodeHa. [Ipu BkmouéHHON QyHKIMK Ping-makeTsl U3 JTOKAJIBHON CETH
HE MOJy4aT JOCTYHN K MapiipyTuszatopy. QyHKIMs UCIOAb3YETCs A 3allUThl OT HEKOTOPBIX THUIIOB

BHUPYCOB.
Haxwmure CoxpaHuThb 17151 COXpaHEHHUS! HACTPOEK.

Haxmure Coucok 3a0JOKHPOBAHHBIX  y3J10B-UCTOYHMKOB DoS-atak jans1  oroOpakeHHs

Y3J10B-UCTOYHHUKOB DoS-arak.

4.11.3 JlokanbHoe ynpaBjeHue

Bribepute bezonmacHocts — JlokajibHOe ynpaBjeHMe, IIOCIE YEero BBl CMOXKETE€ HACTPOHUTH IpaBHIIa
ynpasnenus (Puc. 4-59). ®yHkuus yrpaBieHUs MO3BOJISET OJIOKUPOBATH JOCTYI KOMITBIOTEPOB JIOKAIBHOM

CETH K MapuIpyTH3aTOopYy.
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Totanoroe ynpamnenwe

Mpaeuna ynpaeneHus
() BCEM KOMNBITEPaM NOKANLHOA CETH Pa3peWEH QoCTyN K Be-yTUNNUTE HACTPOIRKK yCTROCTEE

(©) TOMBKO YKAIAHHEIM KOMNEKTEPAM PAIPEIWEH QOCTYN K BEG-yTUNNTE HACTPONKK C NPABAMN agMUHUCTRaTOPa

MAC-agpec Bawero KOMNbHTEPA: |:I

( COXpaHUTb |

Puc. 4-59 JlokanbHoe yripaBieHHe

[To ymomvanuio BbIOpaHo BceM koMINbIOTEpaM JIOKAJIbHON ceTH pa3pemiéH JOCTYN K BeO-yTHJIUTE
HACTPOWKM ycTpoiicTBa. Ecu BB XOTUTE Pa3pemIuTh JOCTYI K BEO-yTHIUTE HACTPOHKH TOJBKO IS
KOMIIBIOTEPOB JIOKAIBHOH ceTn ¢ ompenenéHnbivu MAC-aapecamu, Bbioepute ToJIbKO yKa3aHHBIM
KOMIIBIOTEPaM pa3peliéH A0CTyNl K BeO-yTHIIMTE HACTPOIKM C NMpaBaMu aJMHHHMCTPaTOpa, 3aTEM B
oraenbHBIX  moisax  ykaxkute  MAC-ampeca.  MAC-agpec  nmomkeH  ObITb B Qopmare
XX-XX-XX-XX-XX-XX (rme "X" - 3TO wmiecTHaALATEpUYHOE YHUCIO0). B 3TOM ciyuae TONBKO 3TH
KOMITBIOTEPBI OyIyT UMETh AOCTYI K BEO-YTUINTE HACTPOMKH C IIpaBaMH aJIMHHHCTPATOPA, & OCTANbHBIC

KOMITBIOTEPBI OYIyT JINIIECHBI TOCTYyMA K HEH.
Haxas knonky Jo6aBuTth, Bbl 1o0aBuTe MAC-anpec Baiiero KOMIbioTepa B yKa3aHHBIA CIIUCOK.

Haxwmure kHonky CoXpaHUTh, 4TOOBI COXPAHUTH Balll HACTPOMKH.

& Ipumeuanue:

Ecnu y Bamero koMIbproTepa HET JOCTyNa K MaplLUpyTH3aToOpy, U Bbl CHOBA XOTHUTE IOJY4YHUTH €rO,
HaOXMUTE W TPUMEPHO B TedeHHe § cekyH ynepxuBaiite kHomky WPS/Reset, pacnonoxennyro Ha

3aJHel maHenu ycrpoiicTBa. MapipyTu3aTop nepesarpy3urcst U BEpHETCS K 3aBOICKUM HACTPOMKaM.

4.11.4 YpanénHoe ynpaBjieHue

Bribepute be3onmacHocTs — YaajdéHHOe ympaBjieHHe, ITOCIC Yero BBl CMOXETE HACTPOHUTH MpaBUIIA
yaanéunoro yrpasienus (Puc. 4-60). Jlannas (GyHKIMS MO3BOISIET YIPABIATh MApIIPYTU3aTOPOM depe3

WNurepuer.

YnaneHHoe ynpasneHuve
MopT ynpaeneHnA sed-uHreppencon:

IP-agpec yaanéHHoro ynpasneHns: | 0.0.00 |(YKa>KHTe 255.255.255.255 ANA Boex)

[ CoXpaHuTE |
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Puc. 4-60 Y nanénnoe ynpasnenue

» Ilopr ynpaBiaenusi BeG-mHTep(eiicom — [l goctyma BeO-Opaysep OOBIYHO HCMOIB3YET
crangaptaeii opr HTTP 80. Ilo ymomuanuio [jsi yman€HHOTO YIPABICHHUS MapHIPyTU3aTOPOM
ucnonbzyercs mopt 80. s Gombineii 6€30MacHOCTH BBl MOXKETE 3aMEHHTH JTOT MOPT Ha OO0
JIpYroi, yka3aB B JaHHOM I10JI€ COOTBETCTBYIOIIEE 3HAUYEHHE. DTO 3HAUYEHHE JJOJDKHO OBITh B Mpenenax
ot 1 10 65534. Henb3s MCTIONB30BaTh HOMEP MOPTA, UCHIOIB3YEMOT0 OOIIIUMH CEPBUCAMH.

> IP-agpec yaanénHoro ymnpaBJjieHusi - Tekymuid ajapec, HWCMONB3YyEeMbIH [UIsl JOCTyma K
MapuipytuzaTopy depe3 Marepuer. [To ymomuanuto ucnons3yercs agpec 0.0.0.0, yto o3HayaeTt, 4To

(dyHKIMST OTKJIFOYeHA. UTOOBI akTHBHpOBAaTh (YHKIHMIO, HEOOXOJMMO YKa3aTh JeHCTBUTEIBHBIN

IP-anpec. Eciam BbeIOpaHo 3HaueHuwe 255.255.255.255, Bce y3mpl OyAyT HMETh JOCTYN K
MapIIpyTH3ATOPY.

IIpumeuanue:

1. Jnsa jgoctynma K MapumpyTu3aTopy HeoOxomammo ykazatk WAN [P-ampec mapmipyruzatopa B
COOTBETCTBYIOLIIEM TIOJNIe Opay3epa, a 3areM HOMEp IOpTa, HWCIONB3Ysl s Pas3[elicHHus 3HaK
nsoerouns. Hanpumep, eciiu WAN-aapec mapmpyruzatopa 202.96.12.8, a Homep nopra 8080,

HEoO0X0MMO BBeCTH B Opaysepe http://202.96.12.8:8080. Ilocie BBOAUTCS WM TOJIB30BATEIS H

MapoJib, YTOOBI MOTYYUTh JOCTYI BEO-YTUITUTE.

2. HpI/I 3aMCEHC IapoJId CJIIEAYET UCIIOJIb30BATh HaI[é)I(HLIﬁ napoJib.
4.12 Poaute bCKHil KOHTPOJb

Bribepute myHKT MeHIO PomuTenbckmii KOHTPOJb, IMOCIE YEro BBl CMOXKETE NMPOU3BECTH HACTPOUKU
POIOUTENBCKOTO KOHTPOJA, Kak yka3aHo Ha Puc. 4-61. OyHKUMA POIUTENHCKOTO KOHTPOJS MO3BOJISET
KOHTPOJIMPOBATh JOCTYN JeTed K VHTepHeT, 3ampemars NOCEHICHHE ONpeeNEHHBIX BeO-caliToB U

OTpaHMYMBATh AOCTYH K VIHTEpHET 110 BpeMEHHU.

Pommemwcunixormpons

KomneloTepsl, He ABNAKILWECA KOHTROMMPYIIWAMI N HE YKA3AHHLIE B CNWCKe, He ByOyT MMeTe OocTyn K MHTepHET.

PoOWTENLCEMA KOHTPOMNE: (& OTkniuiTe (O BRNKYKTE

MAC-agpec KOHTRONUPYHIWET KOMNBHTEPA: | |

MAC-agpec eawero KOMNeHTEPE: | | [ KONWpoBaTE Bhile

[ CoXpaHnTh J

ID MAC-agpec Onucadne caiTta Pacnucanwe BHMHOYMTE H3meHuTL

TeryWniA NE cTp.
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Puc. 4-61 HacTpoiiku poaIuTenbCKOro KOHTPOJIs

I[JISI I[OﬁaBJIeHI/Iﬂ HOBOI'0 MpaBHJIA CﬂeﬂyﬁTe HUKEYKa3aHHBIM MHCTPYKIUAM:

1. Haxwwure kHOTIKY JI060aBUTH..., U Iepe] BaMu MOSBUTCS OKHO, YKa3zaHHoe Ha Puc. 4-62.

Bpems B PacnucaHuy ykaaaHo B COOTBETCTBNN € BEIOPaHHGLIM Ha YCTPOACTBE YAC0BLIM NOACOM. BpEMA MOXHO YCTaHOBWTL Ha CTPaHNULLE "CUCTEMHEIE WHCTPYMEHTEI - HacTpoiika BpemeHn”.

MAC-a[ipec KOHTPONMPYEMOTO KOMMLHITEDA:
Bce MAC-anpeca B Tekymeit ceti LAN: --BrIGepuTe-- v
Onwucanme caiima:

WmMA paspewéHHoro caifra:

Pabouee Bpens: Bcerpa b
Pacnucanne MoxeT BbiTb YCTaHOBNEHO Ha cTpaHuue “KoHTponk goctyna -= Pacnucanue”

CocToAHNe: BrntoueHo b

[ CoxpaHnTs ] [ Hasag,

Puc. 4-62  JIoGaBUTH WM U3MEHUTh 3aIUCh POJUTEIHECKOTO KOHTPOJIS

> Pomurenbckmii KOHTPob — Haxkmure BRIIOUATH, YTOOBI BKIIOYUTH JAHHYIO (DYHKIIHIO, VUIH

OTKJIIYUTH, YTOOBI OTKIIOYHTH €€,

» MAC-aapec KOHTPOJIUPYIOLIEr0o KoMInbloTepa — B jaHHOM 1oje BBl MOXETE BBECTH
MAC-aapec KOHTPOJIUPYIOIIETO KOMIIBIOTEpAa WM HCIOJIb30BATh PACIOJIOKEHHYIO PAIOM

kHonky KonupoBats Bblle.

» MAC-aapec Bamero komnsrTepa — B jannom nose otoopaxkaercs MAC-anpec KoMIbOTepa,
C KOTOPOTO Ha JAaHHBIM MOMEHT MPOU3BOJUTCS HacTpolika Mapuipytuzaropa. Ecniu MAC-anpec
BaIller0 CETEBOTO ajalTepa YK€ 3aperHCTPHPOBAH B CHUCTEME, TO BBl MOXKETE Ha)KaTh KHOIKY
KonupoBatres BbIie qams ero komupoBanus B mone MAC-anpeca KOHTPOIHPYIOIIETO

KOMITbIOTEPA.

» Omnucanme caiita — Onucanwe CalTOB, Pa3pEUIEHHBIX IS MOCEHICHHUS KOHTPOIHPYEMbBIM

KOMIIBIOTEPOM.

> Pacnucanme — BpemeHHOH OTpe30K, B TE€YEHHE KOTOPOTO KOHTPOJIMPYEMOMY KOMIIBIOTEPY
paspemén goctyn B cerh MHTreprer. Jlns Oonee moapoOHOW wHpOpManuu 3aiuTe B

pazzen Konrpoas nocryna — Pacnimcanmue.
»  BKIIOYUTH — AKTUBUPOBATH OMPEACIEHHYIO 3aIUCh.
»  H3mennTs — VI3MEHUTH WIN yIAIUTH 3aIIUCh.
2. B mome MAC-aapec KOHTpoJMpyeMoro kommbloTepa ykaxute MAC-aapec KOHTPOIHPYEMOTO

komnbloTepa (Hampumep, 00-11-22-33-44-AA). Taxke u3 Beimaaatouiero crnucka Bee MAC-agpeca

B Tekymeil cetn LAN M0O>XXHO BbIOpaTh 3HaUEHHUE.

3. Vkaxwure onucanue (Harpumep, Pazpemuts Google) paspeniénnoro caiita B moje OnucaHue caiira.
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4, VKaxuTe ITOMEHHOE HMS pa3peméHHoro BeO-caiiTa. Bsenute 00 IOJHOE UM, 00 KITIOYEBBIC

cioBa (HampuMmep, google) B mone Ums paspeménnoro caiira. JIroObie JOMEHHBIE HMEHA C ATUMHU

KITIOYEBBIMU CJIOBaMHU (WWW.google.com, www.google.com.cn) OyayT pa3pelieHsl.

5. BeiOepure HeoOXxonuMoe BaM paclCaHue M3 BhINAAAOLIEro crnucka PaGouyee Bpems (Hampumep,
Pacniucanue 1). Ecnu nmoaxondmux pacnucaHuii He oOHapy>keHO, HaKMUTe KHONKy Pacmucanmue,

YTOOBI HepeﬁTH B OKHO HaCTpOﬁKH pacnucaHud U CO31aTh HCO6XOI[I/IMOG BaM paciircaHue.

6. B nmone CocTosiHue BB MOXKETE BBI6paTB Brurodeno i OTKJIIOYEHO AJ1 BKJIFOYEHHS/OTKIIIOUEHUS

Ballleil 3aMucH.
7. Haxmure CoxpaHUTh.
UroOBI aKTHBHPOBATH BCE MIPABMIIA B CIIMCKE, HAKMUTE KHONIKY BKIIOYHTH Bce.
UToOBI OTKITIOUUTE BCE MPABUIIA B CIIHICKE, HAKMUTE KHONKY OTKJIIOUMTH Bee.
Uto0b! yAanuTh Bce NpaBuia B CIUCKE, HAKMUTE KHOIIKY Y 1aJIUTh BCe.

Haxmure Caenyromasi mist nepexoaa B ciemytomiee okHo. Haxxkmure Ilpeabiaymasi st mepexona B
MpenbIIyIee OKHO.

Hanpumep: Ecnu BbI X0THTE, 4TOOBI KOHTpONUpYyeMbIil koMiibioTep ¢ MAC-anpecom 00-11-22-33-44-AA

no cybboram wHMen JOCTYNn K caiTy www.google.com, a y KOHTPOJMPYIOUIETO KOMITBIOTEpa C

MAC-anpecom 00-11-22-33-44-BB  He OBUIO HHKAKHX OTPAHWYCHUH, HEOOXOAMMO IPOU3BECTH

CIEAYIOLINE NEUCTBHUS:

1. Tlepetinute B paszngen PoauTenbCcKkuii KOHTPOJIb B MCHIO ClieBa, 4TOOBI TOMAcTh HA CTPaHUILY
Hacrpoiiku poaureibckoro kKoutpoas. Haxmute Brawuuts u  BBeaure MAC-aapec

00-11-22-33-44-BB B nosie MAC-aipeca KOHTPOJIMPYIOLIETr0 KOMIIBIOTEPA.

2. Ilepeiigure B pa3gen Konrtpoas gocryna — Pacnucanue B MEHIO ciieBa, YTOOBI MOMAcTh Ha
CTpaHuIly HacTpoek pacnucanus. Haxxmute J100aBMTh... U1 CO3AaHUS HOBOTO pacliucanus. 3agaire

ums pacnicanus: Paciimcanue 1, nenb: Cy0., BpeMs: Bce THU - 24 daca.

3. Haxmute PoauTesibcKuii KOHTPOJb B MEHIO CIIEBa, YTOOBI BEPHYThCS Ha cTpaHuly Hactpoiikn

POAUTEIBLCKOI0O KOHTPOJIA:

1) Haxwmure /106aBUTb...
2) Bseaute 00-11-22-33-44-AA B none MAC-agpec KOHTPOJIMPYeMOr0 KOMIbIOTepa.
3) Bsemute “Google” B Onucanuu caiira.

4) Baeaure www.google.com B nosie Umsi pa3pemiéHHoro caiira.

5) Bribepure co3ganHoe Bamu pacniucanne Pacnmucanme 1 w3 Bemmagaromero crucka Pagouee

BpeMmsl.
6) B none CocrosiHue BoiOepuTe BriloueHo.
4. Haxwvure CoXpaHHTBH JJIs1 COXPAHEHUS HACTPOCK.

3arem, BepHYBHINCH Ha cTpaHuily HacTpoek poOAMTENbCKOr0 KOHTPOJS, BBl YBHIUTE CIIHCOK,
yKazaHHbIN Ha Puc. 4-63.
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ID MAC-agpec OnucaHwe caita PacnucaHne BENHO4UTE HaMeHHTh
1 00-11-22-33-44-A4 Google PacnucaHue_1 MamMeHnTh ¥0anute
[ HobaeuTe.... ][ BrnrouuTe BCE ][ OTkno4NTE BCE ][ Ypanute Bce ]

Puc. 4-63 HacTtpoiiku poauTenbCKoro KOHTPOJIS

4.13 Kontpoas goctyna

KoHuTpons gocryna
- Mpaenno

-¥3en

- lenk

- Pacnucanme

Puc. 4-64 Koutposns noctyna

B MeHI0 KOHTpOJS JOCTyma copepkarcsi deTblpe moaMeHio (cM. Puc. 4-64): Ilpasuio, Y3ea, Lleas u

Pacnimcanme. J{y1s HaCTpOKN HYXHOW (QyHKITH BHIOEPUTE COOTBETCTBYIOIINI ITYHKT MEHIO.

4.13.1 IIpaBuio

BBIGCPI/ITC KOHTpOJIb aocryma — HpﬂBI/lJIO, MOCJI€ Y€ro Bbl CMOXKETC IMMPOCMATPHUBATL U YCTAHABJIMBATDH

IIpaBUJIa KOHTPOJISL AOCTYIA, KaK yKka3aHo Ha Puc. 4-65.

YnpaBneHne npaBunaMn KOHTPONA gocTyna

[] BrntounTs ynpaeneHne KOHTPONem AocTyna K MHTepHeT

Mpaenno dunsETpaumuKu No YMON4YaHu
(O Pa3pelnTe NAKETaM, YKA3aHHEIM B NONUTHKE KOHTPONA OOCTYNA, NPOX0ANTE YEPE3 MapWpyTH3aTop

(5) 3aNpeTUTb NAKeTam, YKa3aHHEIM B NONUTHUKE KOHTPONA AOCTYNa, NPoXoanTs Yepes MapLpyTHaarop

CoXpaHnTh
D WmA npaeuna Y3en Lens PacnucaHme BENHYHTE HameHnTs
[ MacTtep HacTpolikn

Tekywmnil Ne cTp.

Puc. 4-65 VYmnpasnenue npaBuiaMy KOHTPOJIS IOCTyIIa

» BrkaouHTh ynpaBieHHe KOHTpojdeM aoctyna k Muatepner — OTMeTbTe naHHOE mONE IS
BKJIFOUEHUsT (DYHKIMM KOHTpOJIL jgocTyna K MHTepHeT, mpu 3TOM Ha4HET AEHCTBOBATH IPAaBHIIO

¢UIBTpaHy, UCTIOIBE3YEMOE TI0 YMOTYAHHIO.
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> Hwmsa npaBmwia — J[aHHOE TIOJIE COACPIKUT UMS TIPABHIIA, KOTOPOE JOJKHO OBITh YHUKAIEHBIM.

> ¥3ex — Y3ei ceTd, B OTHOLICHUH KOTOPOTO JACHCTBYET YKa3aHHOE MPABHUIIO.

» Ileaw — Llenp, 3amanHast COOTBETCTBYIOIINUM ITPABUIIOM.

» Pacnucanume — Pacrmcanwue, 3aJaHHOE COOTBETCTBYIOIINM IIPABHIIOM.

> Bxmwounth — 3gech oroOpaxkaercst cTaryc mpaBwia. HakmuTe, 4YTOOBI aKTHBHU3UPOBATH

OIIPENENEHHYIO 3AIUCH.

H3menurs — M3MeHEHUE WM yAJICHUE CYILECTBYIOIIEH 3aIUCH.

Macrep HacTpoiiku — Haxxmure MacTep HacTpoiiKu, YTOObI CO3/1aTh 3aIFCh HOBOT'O TIPaBHJIA.
Jlo6aButs — Haxkmure /100aBHUTh. .., 9TOOBI JOOABHUTH 3aIiCh O HOBOM IIpaBHIIe.

Brarounts Bee ~Haxkmure BKIIOYHTH Bee, YTOOBI BKIIIOUNTH BCE MIPABMIIA B CIIHCKE.
OTka04uTH Bee — Haxvure OTKIIOUHTD Bee, 9TOOB! OTKITIOUUTH BCE ITPaBHIIa B CITHCKE.

Yaaauth Bce — Haxxmure Yaaaurb BCe, YTOOBI YAAJIUTh BCC 3aIIMCHU B Ta6J'II/ILIC.

vV V. YV VYV VY VYV V

IlepemecTturs — Bpl MO)KeTe M3MEHATh NOPANOK 3alMCcedl IO CBOEMY JKelaHMIO. B mepBoMm moie
YKaKUTE€ HCXOIHBIM HOMEp 3aluCH, BO BTOPOM IOJE YKAXUTE€ KOHEUHBIH HOMEp 3alMCU. 3aTeM

HaXMHTE KHOTIKY [lepeMecTHTh, 4TOOBI H3MEHUTD MOPSIOK 3aITUCEH.
Caenyrwomas — Haxvure Creayromas i Iepexo/ia Ha CIEIYIONIYI0 CTpaHHILy.

> Tlpenbinymas — Haxxmute Ilpensiaymas it Bo3BpaTa Ha IPEABITYIIYIO CTPAHHILY.
CyuiecTBYyeT 1Ba c10co0a 100aBUTH HOBOE MPABUJIO:
IlepBbiii cioco6:

1. Haxmure MacTep HACTPOIiKH, U IIepe/I BAMHU TOSBUTCS OKHO, YKa3aHHOe Ha Puc. 4-66.

Pexun: IP-agpec ~
WmnA yana:
LAN IP-agpec: -
[ Hasan ] | Oanee

Puc. 4-66 BricTpas HacTpoiika — Co3aaTh 3aluch y3ia

»  HWms y31a — B sTom noe HeoOX0ANMO BBECTH YHUKAIBHOE UM y311a (Hampumep, Y3en 1).

> Pexum — 3nech U3 BBIMAJAIOIIETO CIIHUCKA HEOOXOJMMO BBHIOpPATh OJMH U3 JBYX BapUAHTOB:

IP-anpec umu MAC-agpec.

Ecnu BeiOpats IP-aapec, mosBuTCS ciieayomnee nojie:

> LAN IP-aapec — Yxaxute [P-ampec mimm amama3oH ajpecoB y3ima B JecaTHYHOM (opmare ¢

pa3nenuTeNnbHBIMU ToUKaMu (Hampumep, 192.168.0.23).
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Ecnu BeiOpate MAC-aapec, OSBUTCS ClieAyOLIee MoJe:

» MAC-agpec — Ykaxure MAC-anpec y3ma B popmate XX-XX-XX-XX-XX-XX (Hanpumep,
00-11-22-33-44-AA).

IMocne 3aBepuieHus co3qaHus 3aIicy y3ia HaxmuTe Jlanee, mocie 4ero mepea BaMu OTOOpPa3HTCS

OKHO, YKa3aHHOE Ha Puc. 4-67.
Pexunn: IP-agpec A
WmA wenn:
IP-agpec: -
MopT Ha3Ha4YeHuA: =
MpoTokomn: BCE ~
CraHapTHblil NOPT cepenca: —BhibepuTe— -
| Hasaa | Danee

Puc. 4-67 BsicTpas HacTpoiika — Co31aTh 3alUCh eI KOHTPOJIS A0CTYIa

>  Hms neau — B 3ToM none Heo0X0MMO BBECTH YHUKaIbHOE UM 1ienu (Harpumep, Llens 1).

> Pexxum — I3 BbImajaromiero crucka BblOepUTe OAHO W3 NBYX 3HaueHwil: IP-agpec wiu

JlomeHHOe UMSL.

Bri6pas IP-aapec, Bbl yBUIUTE CIIETYIONIUE TTOJIS:

> IP-aapec — Ykaxute [P-aapec (wnm auamna3oH aapecoB) HENH B JCCATHYHOM (dopmare C

pa3aenuTeNnbHBIMU TOUKaMHu (Harpumep, 192.168.0.23).

> HOpT Ha3HAYeHHsl — YKaXHUTe HIOpT WM AMWaIla3oH IOPTOB. I[.]'IFI IIOpTOB O6HII/IX CCPBUCOB BbI

MOXKETE BOCIIOJIB30BaTHCS IIOJIEM CTaH}_]apTHLIﬁ ImOopPT CEPBUCA, PACTIOTIOKECHHBIM HUXKE.

> IIporokon — 3mech W3 BBHIMAJAMOIIECTO CIHCKAa HEOOXOJUMO BBIOpaTh OAMH H3 YETBIPEX

BapuantoB: BCE, TCP, UDP u ICMP.

> CraHaapTHbIii TOPT cepBHCa — 3/€Ch COICPKHUTCS CIHCOK IOPTOB OOIIUX CEPBHCOB.
HeoOxomumo  BeIOpaTh 3HaueHHE W3  BBHIMANAIONIETO  CIUCKA, TMPH 3TOM  HOMEp
COOTBETCTBYIOIIIETO MOPTa aBTOMATUYCCKH MosiBUTCs B mojie Ilopt Ha3Hadenusi. Hampumep,

ecym BbI BeIOpanu FTP, To B nosie [lopT Ha3HaYeHus MOSBUTCS 3HaueHue 21.

Ecnmu BBIGpaHO I[OMeHHOG HM#, TO Bbl YBUAUTE CICAYIOIINEC MTOJIA:

> JlomeHHOe UMs — 37eCh Bbl MOXKETE yKa3aTh YEThIpE JAOMEHHBIX UMEHH, MPUYEM 3TO MOTYT
OBITh Kak IOJIHBIC MMEHA, TaK W KIIOYeBble cioBa (Hampumep, "google"). JIroboit momeH ¢
UMCHEM, COJACpXKaIlUM KIIOYEeBBIle cloBa (www.google.com, www.google.cn), Oyner

3a0JIOKMPOBaH WY Pa3pemIEH.
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3. ITocne 3aBEPIICHUA CO3JaHUA LEJIU KOHTPOJ AOCTYIIA HAXKMUTC I[aJIee, mocJIC 4€ro nepea BaMu

0TOOpa3uTCs OKHO, YKa3aHHOe Ha Puc.. 4-68.

BbicTpas HacTpoiika - Co3aaTh 3anuch pacllMpeHHbIX HACTPOeK pacnucaHus

Mpumeyanne: Pacnncadne QencTeyeT C yYeTomM EPEMEHN, YCTaHOBNEHHOTO HA MaPWPYTU3aTope.

HmMA pacnucaHuA:
OeHk: @ Kawgwlil geHe () BeiGpaTh OgHb
MoH. Brt. Cp. Yr. MAat. Cyd. Bockp.

Bpema: BCE OHW - 24 yaca:

Havano: (HHMM}
Konew: (HYMM)
[ Hasaz J fanee ]

Puc.. 4-68 bricTpas HacTpoiika — Co3aaTh 3alUCh PACIIMPEHHBIX HACTPOEK paclHCaHus

> Hms pPacnucaHusd — B nanHom more YKAXUTEC UM pacCliuCaHUsA. O6paTI/ITC BHHUMAaHHEC, YTO OHO

JOJDKHO OBITh YHUKATBHBIM (Hampumep, Pactimcanue 1).

» Jlenb — B mose BbIOpaTh JeHb BhIOCpHTE COOTBETCTBYIONIUM A€Hb (IHHM) WIH YKAKUTE

Kaxablid 1eHb.

> BpeMﬂ - BBIGepI/ITe 3HauCHUE 24 dYaca WIH CaMOCTOSTCIHHO YKaXXUTC BpPEMs Ha4dadjla U

OKOHYaHUA I€pruoaa.

» Hauano — Ykaxure BpeMs Hadana rnepuona B popmare HUMM (4 mmdpsr). Hampumep, 0800

o3Hayaert 8:00.

» Konen — Ykaxure Bpems okoHuanus neproaa B popmare YUMM (4 mudpsr). Hampumep, 2000

Oyzaer o3Hauath 20:00.

4. Tlocne 3aBepiieHHs] CO3JaHMs 3amucy pacnucaHus Haxumure [lanee, mocne dero mepen Bamu

0TOOpa3uTCs OKHO, yKazaHHOe Ha Puc. 4-69.

BblcTpaa HacTpoKKa - Co3aTh 3anKMck KOHTPONA AocTyNa K MHTepHeT

HmAa npaeuna:
Yzen: ¥3en_1 [Vl
lenks: Lient_1 [V]
PacnucaHue: Pacnucadue_1 [V]
CocCroAHue: BrntoveHao [V]
[ Hasag | [ 3aeepwuTs ]

Puc. 4-69 brictpas Hactpoiika — Co3gaTs 3aUCh KOHTPOIIS qoctyna Kk HTepHer

» Hwmsa npaBuia — B manHOoM mosie ykakute uMs npaBuia. OOpaTuTe BHHMaHHE, YTO OHO JOJDKHO

OBITh YHUKAIBHBIM (Hampumep, [Ipasmiio 1).
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> ¥Y3ea — B nanHom noie BI)I6epI/ITe COOTBETCTBYIOLICC 3HAYCHNE U3 BbIIIAJarOIICTO CIIMCKA. 3HaycHUC

o yMOJYaHUIO — Hmsa Y3J1a, KOTOPOE€ BbI TOJILKO YTO YKa3aJiu.

» Ileab — B manHOM 101 BBIOEPHUTE COOTBETCTBYIOIICE 3HAUCHIE U3 BBIMAAAIOIICTO CIIUCKA. SHAYCHUE

110 ymMouaHuio — MM mesm, KOTopoe Bbl TOJBKO UTO yKa3aJlu.

> Pacnucanue — B nanHoM mose BI)I6epI/ITe COOTBCTCTBYIOIICC 3HAYCHUC M3 BBIIIAJAIOIICTO CIIMCKA.

3HaueHue 1o ymondanuto — UmMs pacnucaHus, KOTOPOE BbI TOJIBKO YTO YKa3aIH.

» Cocrositnue — B nmanHOM moile MOXHO BBIOpaTh ONHO W3 JABYX 3HadeHHWil: Bkiroueno wmm
OrtkiaodeHo. BriGepure BrinioueHo, 4yToObl mpaBuiio BCTynujo B cuily. Beibepure OTKJ/II04EHO,

YTOOBI IIpaBHUJIO OCTAJIOCHh HCAKTHBHBIM.
5. Haxmute 3aBepume, 4TOOBI 3aKOHYUTH I[O6aBJ'IeHI/Ie HOBOTI'O ITpaBHJia.

Bropoii cnnoco6:

1. Haxwmure [00aBMTb..., U TIepe/l BaMU IOABUTCS OKHO, ykazaHHOe Ha Puc. 4-70.
2. VYxaxwurte ums (Hanpumep, IlpaBuno 1) nns npasuia B nose Ums npasBuia.

3. Beibepure y3en U3 BBINQAAIONIETO CIUCKAa B 10Je Y3ed uiu Beioeputre UT00BI 100aBHTH HOBBIIi

CIMUCOK Y3J/10B, HAKMHUTE 31€Ch.

4. Beibepute menp u3 Bbinagaroniero crnucka B noye Lleas win Beibepure UTo0BI 100aBUTH HOBBIH

CITUCOK IeJieid, HA)KMHTE 3/1eCh.

5. Breibepure pacnucanue w3 BblNagatoniero crnrcka Pacnucanme wim BeiOepute UT00BI 100aBUTH

HOBO€ paCnnmCaHue, HAJKMUTE 31€Ch.

6. B mone Cocrosinue BbiOepuTe BriaoueHo win OTKIIOYEHO, YTOObI BKIKOYHTH WM OTKIHOYHMTH

Bally 3aIlUCh.

7. Haxmure kHONIKy COXpaHUTD.

HmA npaeuna:
¥zen: Yaen_1|w NT0fi AOAEENTE HOERIA COMEOK YEA0E, HEMHTE S08CH,
lenk: Niwbaa uens |»| Y106k AOBSEWTE HOEBIA COMEDK WENER, HEKMHTE Z0eck.
PacnucaHue: Beerga 4| H7Tofbl A0AEEMTE HOBOE DACOWCAHME, HAMMWTE 3AECH.
COCTOAHMWE: BrntoueHo hd

[ COXpaHHTE | Hasag |

Puc. 4-70 Jlo6aBuTh 3ammch KOHTPOJS HocTymna K UHTepHET

Hanpumep: Eciau Bel xotute pazpemnts y3ny ¢ MAC-agpecom 00-11-22-33-44-AA noctyn K calTy
www.google.com Tonbko ¢ 18:00 g0 20:00 no cy660TaM 1 BOCKPECEHBSAM U 3alPETUTh OCTAJIBHBIM Y3J1aM
JIOKaJBHOU CeTH NOCTyM B MIHTEpHET, BaM HEOOXOIUMO COBEPILUTD CIICIYIOIHE HACTPONKH:

1. Tepetinure B nogmento Mpauio meHro KoHTposb gocTyna ciieBa, 4ToObl BEPHYTHCS Ha CTPAHHILY

cnrcka npasmil. Beibepute «BKIIounTh yripaBieHne KOHTPOJIEM aocTyna K VHTepHeT» u BhIOCpuUTe
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«P a3pClIuThb IAaKE€TaM, YKa3aHHbIM B IOJUTHUKE KOHTPOJA  OOCTYyId, MPOXOAUTb HYEPE3

MapLIpyTH3aTOpP».

2. \Y% 08¢ PEKOMCHAYEM HaAXaTb KHOIIKY MaCTep HaCTpOﬁKH U1 3aBEPUICHUA BCCX MOCICAYHOHIUX

HAaCTPOEK.

3. Ilepeiiaute B mogmeHto ¥Y3ea MeHI0O KOHTpoJb JocTyna cieBa, yToObI IONACTh HA CTPAHUILY CIUCKA

y310B. Co3/1aiiTe HOBYIO 3amuch ¢ UMeHeM y3ia Y3en 1 u MAC-agpecom 00-11-22-33-44-AA.

4. Tlepeiinute B nogmenro Lleab meHto KoHTpoab qocTyna ciieBa, 4ToObl IONACTh HAa CTPAHUILY CITUCKA

neneid. Co3maiTe HOBYIO 3amuch ¢ uMeHeM e Llenb 1 u ToMeHHbIM HMeHeM WwWw.google.com.

5. Tlepeiinure B nogmenio Pacnucanue meHro KoHTposib qocTyna cieBa, 4To0bl MONacTh Ha CTPAHUILY
cnicka pacrnimcanuii. Co3faiiTe HOBYIO 3amich ¢ UMeHeM pacniucanus Pacnucanue 1, Jenp: Cy0. u

Bockp., Hauansnoe Bpems: 1800, koneunoe Bpemsi: 2000.

6. TIlepeiimute B monmenio IlpaBuio menio KoHTpoas mocryma cieBa, Haxmure Jo6aBUTH... mis

JOOABJICHUS CIICAYIONIETO HOBOTO TIPaBHIIa;

e B none Uma mpaBuia ykaxure ero ums. [loMHHTE, YTO OHO JOJDKHO OBITh YHUKAIBHBIM,

Hanpumep: [IpaBumao_1.
e B none ¥Y3ea Boioepute Y3ea 1.
e B none Heaw Beidoepure Leas 1.
¢ B none Pacnucanue Boi6epure Pacnucanue 1.
e B none Cocrosinue Boioepute BriroueHo.
¢ Haxwvure COXpaHUTB ISl COXPAHEHUS HACTPOCK.

Ilocne »TOro BhI BepHéTeCL Ha CTpaHULy YHOPAaBJICHHS IMpaBUWJIAMH KOHTPOJISI AOCTYIIA K I/IHTCpHCT n

YBUJUTE CICIYIOUIYI0 TaOIuILy:

ID MmA npaexna Yaen Uens PacnucaHue BENHYMTE M3MEHWTE
1 Mpaewnno_1 ¥aen 1 Lens_1 Pacnucanne 1 KFlameHuTe ¥0anute
Puc. 4-71
4.13.2 Y3en

Beibepure KoHTposib moctyma — VY3es1, mocie 4ero Bbl CMOXKETE MPOCMATPUBATh M YCTAHABIMBATH

CIIMCOK Y3JIOB, KaK YKa3aHO Puc. 4-72. Cucok Y3JI0B HeO6XOI[I/IM JUL TIpaBUJIa KOHTPOJIA JOCTYyIIA.

ID WmnA yana WHpopmaums HameHnTs
1 Yaen_1 IP-agpec: 192.168.0.1-192168.0.23 M3aMeHUTL ¥OanuTe
[ HNobaeuts. . ][ Y0anuTk BCE ]

Tekywmia Ne| 1 s |cTp.

Puc. 4-72 Hactpoiiku y3na

» HWms y3ma — 31ech yKa3bIBaeTCs UM y3J1a, KOTOPOE JOJDKHO OBbITh YHHKAJIBHBIM.
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> MHudopmamusa — 3xeck ykaspiBaercs uHpopmarms o0 y3nme. Oto MoxeT Obith IP-ampec wmm
MAC-anpec.

» H3mennTb — M3MeHeHHe WK yaaleHHe CYIIECTBYIOIICH 3aIlHiCH.
YT100bI c031aTH HOBYIO 3aIIUCh, CIeAyHTe HHKEYKA3aHHBIM HHCTPYKIMAM:
1. Haxwmure [100aBUTE. ..
2. B mone Pexxum Beibepure [P-aapec nmu MAC-aapec.
®  Ecmu BeI BeIOpanu IP-anpec, nepen Bamu NOsBUTCS OKHO, yKa3aHHOe Ha Puc. 4-73.
1) B mone UM y3/1a ykakuTe yHUKaIbHOE UM y3J1a (Harpumep, Y3en 1).
2) B mone LAN IP-aapec cetu BBenute [P-ampec.
® Eciu B BeiOpanin MAC-anpec, mepen BaMu MOSBUTCS OKHO, YKa3aHHOE Ha Puc. 4-74.
1) B nosne Umsg y3:1a ykaxxuTe ero yHUKaJIbHOE UM y3J1a (Harpumep, Y3en 1).
2) B none MAC-agpec ykaxxute MAC-anpec.
1. Haxmure CoXxpaHUTh [T 3aBEPIICHUSI HACTPOEK.

HaxxmuTe Y 1aanTh Bee, 9TOOBI YAAINTH BCE 3aIMCH B TabuIIe.

Haxmute Caenyromas ans mepexona B cieayromee okHo. Haxwmure Ilpenbimymasi s mepexona B

IpeAbIIyIIEe OKHO.

Pexun: ||F'-a,u,pec V|
Wmna yana: |Yaen_1 |
LANIP-agpec: | 192 168.0.1 | -|192.168.0.23 |
( CoxpaHuTh | [ Hasan |

Puc. 4-73  Jlo6aBUTh WM U3MEHUTH 3aIIUChH Y3114

" fogamurs wnwwerrs v yana |

Pexun: | MAC-agpec V|
HMma yana: | Yaen_1 |
MAC-agpec: | 00-11-22-33-44-AA |
[ COXpaHUTE | | Hasan |

Puc. 4-74 ]J106aBUTH WM U3MEHUTH 3aIKCh y3J1a

Hanpumep: Eciu Bbl XOTUTE OTpaHUYUTh JOCTYN K VIHTEpHET Al CETEBOro KOMIIBIOTEpa C

MAC-anpecom 00-11-22-33-44-A A, BaM HEOOXOAMMO BBIIOIHUTD CIEAYIOLIUE NEHCTBUA:
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1. Haxwmute [d00aBUTb..., KaK yka3aHO Ha Puc. 4-72, yroObl meperTH Ha CTpaHMIy HACTPOHUKHU

CITHCKA Y3JI0B.
B none Pe:xxnm u3 Brinagatoniero cnucka Beioepure MAC-aapec.
B nosie Um1 y3i1a ykaxuTe yHUKAJbHOE UMS y371a (Hanpumep, Y3en 1).

B none MAC-aapec Beeaute 00-11-22-33-44-AA.

A

Haxxmure CoxpaHuTh 11 COXpaHEHHUS] BHECEHHBIX N3MEHEHUH.

[Toce aTOrO BB BEpHETECH HA CTPAHUILy HACTPOCK Y3714 M YBUAUTE CICIYIONTYIO TaOIHILy.

ID HmA yana HHipopmaumna HaMeHWTE
1 Yaen_1 MAC-appec: 00-11-22-33-44-A4 KFlaMeHUTE ¥0anurs
Puc. 4-75
4.13.3 Leasn

BBIGepI/ITe KOHTpOJII) aocryma — IIe.m;, OocCJI€ 4€ro Bbl CMOXCETE MPOCMATPUBATL U YCTAHABJIMBATDH

CITUCOK IIeJieH, Kak ykazaHo Puc. 4-76. Criucok 1esneil HeoOXonuM JIjIs paBuiia KOHTPOIIS TOCTyTIA.

CHecpomnuenn ]

ID WUma uenu Wudpopmaumus HameHuTs
1 LUene_1 192.168.0.2 - 192 168.0.23/21/TCP MameHUTL ¥OanuTe
[ JobaeuTs. ][ Y0anuTe BCe ]

Terywmi N& cTp.

Puc. 4-76 HacTtpoiiku nienn

» Hwms nean - B atom nosie ykaspiBaercst ums nend. [laHHOE 3HAYCHUE TOJDKHO OBITh YHUKAITBHBIM.
» MHudopmanus - B kauecTBe e MoxeT ObITh yKa3aH [P-aapec, mopT win JOMEHHOE HMSI.

» M3meHuTh — V3MeHeHHE WK yIaJICHUE CYIIECTBYIONICH 3aiCH.

» Uto6bI co31aTh HOBYIO 3alIUCh, CJIENYiiTe HUKEYKA3aHHBIM MHCTPYKIIUSM:

1. Haxwmure [[00aBUTh...

2. B mone Pexxum u3 Bemaaroniero cnicka pioepure snauenue IP-aapec wim JlomenHoe ums.

3. Ecmu BeI BEIOepuTe IP-agpec, nmepen BaMu MOSBUTCS OKHO, YKa3aHHOE Ha Puc. 4-77.
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dobaBnTb MW U3MEHWTDE 3anNUChb LENW KOHTPONA aocTyna

Pexin: IP-agpec v

HmA uenu:

IP-agpec:

TMopT HazHAYEeHUA:

|
|
MpoTokon:

CTaHQapTHLIA NOPT CepBnCa: --BblbepHTE-- A |

[ COXpaHNTE | Hasan |

Puc. 4-77 ]J106aBUTH WM H3MEHUTH 3AITHChH 1IEIA KOHTPOJIS TOCTYTIA

1) B none Ums neiam ykakxute yHUKanbHOE UM Lenu (Hampumep, Llens 1).
2) B none IP-agpec Beaure [P-anpec nemnu.

3) Bsoibepute o0mMii cepBUC U3 BBINAJAOLIETO chucka B mnose CTaHAapTHBIA NOPT cepBHCAa,
4ToOBl aBTOMATH4YeCKH 3anoyHuTh noje IlopT Hasnauenus. Ecnu B BINajaromeM CIMcke B
nose CTaHAapTHBIN MOPT cepBHCA HE COAEPIKUTCS HYKHOTO BaM CEpBHCA, YKaKNUTE 3HAYCHHE

IHopTa Ha3HAYEHHS BPYUHYIO.

4) B mone IIporokoJi u3 Beimagaroniero cnucka Beioepure 3nauenue TCP, UDP, ICMP wiu BCE.

2. Ecnu BBl BeIOepuTe JloMeHHOe HMS, TIepe] BAMH MOSBHUTCS OKHO, YKa3aHHoe Ha Puc. 4-78.

ﬂﬂﬁﬂBll'l'h HIH H3MEHNTE 3aMUCh LENHW KOHTPONA QOCTyNna

WmA wenn:

[OMEHHOE MMA:

( CoxXpaHuTh ] | Hasag |

Puc. 4-78  Jlo6aBUTh WM U3MEHUTH 3aUCh LIETH KOHTPOJISL JOCTYyIa

1) B nosne Ums ueiu yKaxxute YHUKaIbHOE UMs 1ienu (Hanpumep, Llens 1).

2) B none /loMmeHHoe MMsi HEOOXOIMMO yKa3aTh JOMEHHOE MMs. DTO MOTYT OBITh KaK ITOJIHbIC
MMEHa, TaK M KIII0YeBbIC clloBa (Hampumep, "google"). JIro60# TOMEH ¢ IMEHEM, COJIePIKAIIUM
KITFOUYEBBIE CiIoBa (Www.google.com, www.google.cn), OyzieT 3a010KkHpOBaH WK pa3pemé. Bol

MOJKETe BBECTH 110 4 JOMEHHBIX UMEH.
3. Haxwmure kHonky COXpaHHUTb.

Haxwmurte Yaaauts Bee, 4TOOBI YIalu BCE 3aIMCH B TaOIHUIIE.
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UroObl mepedTH B CIEAYIOLIEE OKHO, BOCHONb3yHTech KHomkod Cieayromasi. UToObl BepHYThCS B

MpeAbIAyIIee OKHO, BOCIIONb3yiTech KHOMKOM IIpeasinymmasn.

Hanpumep: Ecim BB xoTuTe oOrpaHmumth [ocTyn K VHTEpHET nnsi CETeBOro KOMIIBIOTEpa C

MAC-agpecom 00-11-22-33-44-AA  HCKIIOUUTENBHO JOCTYIOM Ha caiiT www.google.com, Bam

HEO00XO0IMMO BBITIOJTHUTH CIEAYIONINE ACHCTBUS:

1. Haxwmure {00aBUTb..., Kak yKazaHo Ha Puc. 4-76, uToObl 100aBUTh WK U3MEHUTD 3aIIUCH LIETH.
2. B mnone Pexum BeiOepute JloMeHHOE HMSI U3 BBITIAAIOIIETO CIHCKA.

3. B none Ums neju yKakute yHUKaIbHOE UM 1ienu (Harpumep, Llens 1).

4. B none JloMmeHHOe MM BBEIUTC WWW.google.com.

5.  Haxwmure CoxpaHMTh AJ11 COXpaHEHHs HACTPOEK.

ITocne 3Toro Bel BepHéTeCL Ha CTpaHUIly HACTPOCK LECJIN U YBUAUTE CIICAYIOLIYIO Ta6m/1uy.

I MR uenw HHdpopmaumn HameHWTb

1 Uene_1 www.google.com MamMeHUTL ¥0anute

Puc. 4-79
4.13.4 Pacnucanue

Bribepute KonTpoas aoctyma — Pacnmucanue, mocie dYero BBl CMOXETE MPOCMATpUBATH U
YCTaHaBIIMBATh CITUCOK Y3JIOB, Kak yka3aHo Puc. 4-80. Cnucok pacmucaHuii HEOOXOIUM i MpaBHiIa

KOHTPOJIA AOCTYIIA.

I MmA pacnucaHnA OeHs BpemnA Ha2meHnTL
1 Pacnncanwe_1 Cyb. 00:00 - 24:00 MameHUTE ¥0anuts
[ Jobasutb... ] [ Ypanuts BCe ]

Tekywmia N2| 1« |cTp.

Puc. 4-80 Hacrpoliku pacnucanus

HWmsa pacnucanus — 371eCh YKa3bIBaCTCS UMS PACIIMCAHUS, KOTOPOE JOJDKHO OBITh YHHKAIBHBIM.
Jennb — Jlens (qHN) HEEH.

Bpems — Ilepuos BpeMeHH B TEUEHHE JTHS.

vV V V V

HN3mennTs — VI3MeHUTH WK yAamUTh paclicaHue.

Yrto0bI c031aTh HOBOE PacNMCAHHE, ClelyiiTe HHKEYKA3aHHBIM HHCTPYKLMSAM:
1. Haxwmwure xHonky /[o6aBUTH..., KoTOpas yka3aHa Ha Puc. 4-80, m mepen BamMHu TMOSBHUTCS OKHO,

yKazaHHoe Ha Puc. 4-81.

2. B mone Umsa pacnucanus yKaXuTe YHUKaJIbHOE UM pacriucanus (Hanpumep, Paciimcanue 1).
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3. B nozne leHb BEIOEpUTE HYKHBIE BaM JTHU.

4. B mone Bpemsi BbI Moxere BbIOpaTh Bce AHM-24 4yaca WM CaMOCTOSATENbHO ykazath Hauaso u

Konen neproja B COTBETCTBYIOIIEM TIOJIE.
5. Haxwmure Coxpanuts ans CoxpaHeHus: HaCTPOEK.

Haxmute ¥Yaaautb BCe, YTOOBI yAaaian BCE 3alliCHU B Ta6m/1ue.

UroObl mepeiTH B CIEAYIOLIEE OKHO, BOCHONB3yHTech KHomkoi Ciienyromasi. UToObl BepHYThCS B

IpeablIyniee OKHO, BOCIIONB3yiiTech KHONKOH IIpeabiymas.

MpuMeyaHne: PacnucaHne OeACTBYET C Y4ETOM BPEMEHW, YCTAHOBMNEHHOTD HA MAPWPYTH3aTOpE.

HMMA pacnucaHuA: Pacnucanue_1

JeHk: (& Kawaeii oeHe (O BoifipaTe OgHe
MaH. BT Cp. Jr. Mar. Cyi. Bockp.

Bpemn; BCE OHM - 24 yaca:
Havano: MY
KoHew; MY
[ COXpaHHTE | [ Hasag

Puc. 4-81 HacTtpoiiku paciicanus

Hanpumep: Eciu BBl XOTHTE OTpaHHYUTh JAOCTYI CeTeBOro kommeioTrepa ¢ MAC-agpecom

00-11-22-33-44-AA Ttompko K BeO-cailty www.google.com c¢ 18:00 mo 20:00 mo cybboram u

BOCKPECEHUSM, TO HEOOXO0AMMO BBITIOJHHTH CJICAYIONINE ACHCTBUS:

1) Haxwurte kHOonky /l06aBUTb..., kOTOpas yka3aHna Ha Puc. 4-80, uToOBl mepeiiTh Ha CTpaHUILY

Hacrtpoiikn pacnucanms.

2) B none Umsi pacnucanus yKaXUTe YHUKAIIbHOE UMl pacriucanus (Hanpumep, Pacriicanue 1).

3) B none dennb BriOepute BoiopaTs nenn u Beidepute Cy0. u Bockp.
4) B mone Bpemst ais 3nadenus Havasmo u Konen ykaxute coorBerctBenHo 1800 u 2000.

5) Haxmute CoXpaHUTh JJI COXpAaHEHHUS HACTPOEK.

Ilocne »TOro BBl BepHéTeCL O6paTHO Ha CTpaHULy HACTPOCK pacnuCaHus W YBUAUTC CICAYIOLIYIO

TaOIUILy.
I MMA pacnucaHuA OeHke Bpemn HameHHTL
1  Pacnucanwe_1 Cy0. Bockp. 18:00- 20:00 KameHuTe ¥0anute

Puc. 4-82
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4.14 Hacrpoiikn MapmpyTH3anuu

HacTpoMKK MappyTHIALIHMA

- CNWCOK CTaTMYECKMY MapupyToe

- Tabnuua MapiupyTH3anmum

Puc. 4-83 Hactpoiiku MapimpyTuzanuu

B MeHIo HacTpoek MapLIpyTHU3alMu conepxarcs nBa noaMmeHio (cMm. Puc. 4-83): Cnucok craTu4eckux
MapumipyroB ¥ Taboauma mapmpyru3anuu. [ HAcTpOWKHM HYXHOW (QYHKIMM  BBIOCpHUTE

COOTBETCTBYIOLMH IIYHKT MEHIO.

4.14.1 Cnucok cTaTH4eCKHX MapIIPYTOB

Beibepure Hacrtpoiikm mapmpyruzamun — CIHCOK CTATHYECKMX MapHIPYTOB, IMOCJE 4YEro BbI
CMOXKETE MIPOCMATPUBATh U YCTAHABINBATH HACTPOWKH CTaTHUCCKOM MapIIPyTU3aIiH, KaK yKa3aHo Ha Puc.
4-84. Ctatu4eckuil MapuIpyT — 3TO 3apaHee yCTAHOBJICHHBIH MapIIpyT, 0 KOTOPOMY CETEBEIC IaHHBIC

IepeMeLarTcs K KOHKPETHOMY y311y WIx CeTH.

CRMCOK CTAaTMYECKUX MApPLWPYTOB

1D IP-agpec HazHa4eHUA Macka nogceTtn QOcHOBHOW WNHD3 CocroAHune HameHuTb

Puc. 4-84 Cnucok cTaTU4ECKUX MAPLIPYTOB

Jst 1o0aBIeHNs 3aNUCH CTATHYECKOH MAPIIPYTH3ANHUHA HEOOXOTUMO C/IeJIaTh CJeAyolee:

1. Haxwmwure Jl06aBMTBb..., Kak ykazaHo Ha Puc. 4-84, u BBl yBHAMTE Clieylollee H300paKEeHHUE.

OobaBUTb MW U3MEHMTL 3aMUCh CTATHYECKMX MapPLWpPYTOB

IP-agpec HaZHAYSHWA;

Macka nonceru:

OCHOBHOW WHS: | |

COCTORHWE: BrnwueHo V|

[ CoXpaHTh | | Hasag J

Puc. 4-85 J06aBUTh WM M3MEHUTH 3aIMCh CTATHYECKON MapIIpyTU3aIlul

2. HCOGXOI[I/IMO YKa3aThb CIACAYOUINE JaHHBIC.
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> IP-azlpec Ha3HaAYeHHs — ITO aapec CCTU WK y3Jjia, KOTOPOMY Bbl XOTUTEC HaA3HAYNUTH CTaTHYECKUMN

MapuIpyT.

> Macka nojaceru — OnpenenﬂeT, Kakas 4aCTb IP-aapeca OTHOCHUTCS K CCTH, 4 KaKasl K y3IIy.

OcHoBHO# muTI03 — [P-agpec ycTpoiicTBa-1LII03a, 00SCIICUNBAIOIIETO B3aUMOJICHCTBHE MEXITY

MapIIPYTH3aTOPOM H CETHIO/Y3IIOM.

3. W3 Bemagaromiero crnmcka B moje CocrosiHue HE0OXOAMMO BBIOpaTh 3Ha4eHHE BrilloyeHo wim

OTKJIIOYEHO.
4.  YrtoObl COXpaHUTH CJIIaHHBIC U3MEHEHHUS, BOCIIONL3YHTEeCh KHOMKOH COXpPaHHUTh.
Jpyrue HacTpPOMKH JJIS 3alMCEH:
Uro0b! yaaauTh 3aUCh, HAKMHUTE YIAJIUTh.
UTOoOBI aKTUBHPOBATH BCE 3aIMCH, HAXMUTE BKIIOYUTH BCee.
UToObI IeaKTUBUPOBATH BCE 3aIUCH, HAXMHUTE OTKJIKYHTD BCe.
UToOb! yIanuTh BCE 3alMCH, HAKMHUTE YIAJIUTh BCe.

UroObl mepedTH B CIEAYIOLIEE OKHO, BOCHONb3yHTech KHomkod Cienyromasi. UToObl BepHYThCS B

MpeAbIAyIee OKHO, BOCTIONB3yiTech KHOMKOM [lpeabinymas.

4.14.2 Ta6uuua MapmpyTH3anuu

Brei6epute Hacrtpoiiku mMapmpyTu3amud — Tadauua mMapumpyTU3alMH, TOCJIE YEero Bbl CMOXKETE
MpocMaTpuBaTh TaOMUIly MapIIpyTH3aluK, Kak yka3zaHo Ha Puc. 4-86. Tabmuna MapupyTu3aiuu

MO3BOJIIECT IMPOCMATpuBaTh BCC I[eﬁCTBymHIHC 3aIMcu  MapuipyTru3anuu. I[J'[ﬂ KaXXJI0M 3aIucu

OTO6pa>KaI-OTC${ IP-aI[pec Ha3HAYCHMUS, MackKa MOJCETH, LJTH03 u I/IHTep(beI‘/'Ic.
I IP-agpec HazHaYeHHUA Macka nogcem W0z WHTepdreic
1 182.168.0.0 2552552550 0.000 LAMN & WLAN
2 239.0.00 255.0.0.0 0.0.0.0 LAMN & WLAN
[ OBHOBUTS |

Puc. 4-86 Tabnuia MapmpyTH3aIuu
> IP-agpec Haznauenms - Oto [P-anpec cetn nnu y3na, KOTOPHIM Ha3HAYAETCS] MapUIPYT.

> Macka nmojaceru - OnpenenﬂeT, Kakasd 4aCTb IP-az[peca Yy3J1a CETU OTHOCUTCH K aIpECy CCTU, a KaKas -

K aJ[pecy caMmoro y3Jia B 3TOH CETH.

> w3 - [P-agpec 1UTI030BOr0  YCTpOicTBa, 00ECNEUMBAIOIIETO B3aWMOJEHCTBHE MEXKIY

MapIIPyTH3aTOPOM M CEThIO/Y3JIOM.
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> MHurepdeiic - B stom mone otoOpaxkaercs mecroHaxoxaeHue [P-anpeca nHazHaueHus - LAN u

WLAN (yokanbHbIe TpoBoaHas u 6ecrnipoBoaHas ceTb), WAN (MuTepHeT).

KoHTpOnk NponycEHOA CNocobHOCTH

- MNapameTpkl KOHTPOMA

- Cnucok npagwun

4.15 KoHTpoab NPONYCKHON CIIOCOOHOCTH
Puc. 4-87 KoHTponbs MPOMyCKHON CIIOCOOHOCTH

B MeHr0O KOHTpOJIS MPOITyCKHON CITOCOOHOCTH coziepykaTcs aBa moaMeHio (cMm. Puc. 4-87): IlapameTtpsbl
KOHTposi 1 Crnucok mpaBmi. [ HACTPOHKM HYKHOW (PYHKIIMU BBIOEPUTE COOTBETCTBYIOIIUN ITYHKT

MCHIO.

4.15.1 IMapameTpbl KOHTPOJIA

Bri6epute KonTpoJib nponyckHoii cnocoonoctu — I[lapaMeTrpbl KOHTPOJIS, MTOCIE Y€TO Bbl CMOXKETE
YCTaHABIUBATh HACTPOWKH HCXOISIICH ITOJOCHI MPOITYCKAHUS M BXOJSMICH MOJOCH IPOIyCKAaHHsS Ha
cIeIyIoIeM dKpaHe. 3aaBaeMble 3HAYCHUS He JOJDKHBI nipeBbimath 1000000 Kout/c. s ontuManbHOTO
KOHTpPOJISI TOJOCH IPOIYCKaHWSI BHIOGPUTE MPABWIGHBIA THI JTHHUM W Yy3HaWTe oOInee 3HAYCHUE

BXOOAIICTO U UCXOOAIICTO Tpa(i)I/IKa Yy Bamiero noCTaBIIuKa HHTCpHeT-YCJIyF.

MapaMeTpbl KOHTpONA

BENH4YMTE KOHTPOMb NONOCH! NPONYCKaHMA: 1

THM NHHAK: & ADSL (O [OpyraA

Wcxonswan nonoca NponycKaHma: | 512 | Koutic

Brogfuwan nonoca NponycEaHng: |2048 | Kautic

CoxpaHuTb

Puc. 4-88 [TapameTps! KOHTpOIIA
» BKJIIOYHMTBH KOHTPOJIb MOJIOCHI MPoNMycKanus — J[aHHBIH MapamMeTp akKTUBHPYET (QYHKINIO KOHTPOJISA
HPOILYCKHOM crIoCOOHOCTH.

»  Tun aunaum — YKaKHATE HpaBI/IJ'IBHBIf/'I THUII BAICTO MMOAKIIOYCHUA. Ecnu BbI He 3HACTC, KaKoi BBI6paTB,

00paTHTeCh K BallleMy MOCTAaBIIMKY VIHTepHET-yCIyT.
Hcexonsmas nosioca nponmyckanusi - Ckopocth ncxozsmero yepes mopr WAN Tpaduka.

Bxoasimas moJsioca mponyckanusi - Ckopocts BXozsiero uepes nopt WAN Tpaduxka.

4.15.2 Cnucok npaBuJi

Bribepute KoHTpoas mpomyckHoii cmocooHocTH — CHHCOK NPaBWJ, IOCIE YEro BBl CMOXETE

IIpOCMaTpUBaTh U HACTPAUBaTh IIpaBUiIa KOHTPOJIA I1OJIOCH! IIPOIyCKaHMsl, Kak IToKa3aHo Ha Puc. Huxe.
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4

D OnucaHne

KcxogAwana nonoca nponyckadna (KGut/c) BxogAwan nonoca nponyckanna (Kantic)
BrmiounTs|13meHnT

MuH. Makc. TuH. Makc.

192.168.0.11-192.168.0.123/80 - 1220 0 0 0 0 MameHnTs ¥O0anute

[0GaBUTE.._. | [ ¥panuts Bee

Tekywmi CTp.

Puc. 4-89 Crnucok npaBun
Onucanue - Mupopmays ¢ omucaHueM BKITIOYAET AUANa30H aApecOB, TUAMA30H TOPTOB U MPOTOKOI
nepeaauu.

Hcxoasimas moJioca NponyCKaHusd - MakcumanbHasi 1 MUHUMaJIbHAs CKOPOCTb UCXOSIICTO Y€pe3

nopt WAN Tpaduka.

Bxoasimasi moJioca npomyCKaHus - MakcumanbHass 1 MUHUMAaJIbHasI CKOPOCTb BXOISAILICTO 4YE€pE3

nopt WAN Tpaduka.
Bx110uuTh — 371€Ch 0TOOpAXKAETCSI COCTOSIHUE IIPABUIIA.

HN3mennts — U3MeHnTH Wi YIaJduTh TIPABUIIO.

YT100b1 100aBUTH/U3MEHUTH NMpaBUJI0O KOHTPOJIA IOJOCHI MPONMYCKAHWSA, c.nenyiiTe HHUKCYKA3aHHBIM

HHCTPYKLHUSAM.

1. Haxwmwure xkHOTIKY /{06aBUTH..., KOTOpas ykazaHa Ha Puc. 4-89, mocne yero mepen BaMu MOSIBUTCA

OKHO, n300paxénHoe Ha Puc. 4-90.

2. Bsenure cienymouie JaHHbIE, yKa3aHHbIE HA N300PayKeHUU.

MapaMeTpbl KOHTpONA

BHNHYHTE:
Owana3zoH IP-agpecos:
[unanaz3oH NopToe:

NMpoTtokon:

1192 168.0 11 |-|192168.0123 |
30 |-[1220 |

MIWH. nonoca NponyckaHua

Makec. nonoca

(KEwntic) NponyckaHuAa (Koutic)
Hcxonawan nonoca nponycraHns: | 0 | | 0 |
BxooAwan nonoca nponycKaHns: | 0 | | 0 |
[ CoxpaHnTE ] [ Haaag ]

Puc. 4-90 Hactpoiiku npaBuia KOHTPOJISI MOJOCKHI IPOITYCKAHUS

Haxxmute kHONIKY COXpAaHHTB.
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4.16 Ilpussizka IP- u MAC-agpecoB

TL-WR1045ND

Mpuenska IP- n MAC-agpecoe

- NapameTpbl NPHBAZKH

- Tabnmua ARP

Puc. 4-91 Mento npussizku [P- u MAC-agpecos

B wmenwo xontpons mnpuessku IP- m MAC-ampecoB comepixkarca aBa mnoameHo (cMm. Puc. 4-91):
Mapamerpsl mpuBs3ku u Tabmuma ARP. Jlng HacTpoiiku HyKHOW (QYHKIHMH BBIOCpHUTE

COOTBETCTBYIOLIUHI YHKT MEHIO.

4.16.1 IlapameTpbl NPUBS3KH

Ha manHoii ctpanune otoOpaxena Tabnuna I[pussasku IP- 1 MAC-aapecoB, B KOTOPYIO BBl MOXKETE

BHOCHTH HE0OX0omMMble m3MeHeHus (cM. Puc. 4-92)

MapaMeTpbl NPUBA3KH

CeA3sbiBaHke ARP: (& OTentounTe O EIKHIG'-IHTI:’ COXpaHWTb ]
1D MAC-agpec IP-agpec CeazaTtb HameHuTL
1 00-E0-4C-00-07-BE 192.168.0.213 HameHHTs ¥YOanuTts
[ lobaeuTte. .. ][ Brniounte BCe ][ OTkniounTE BCe ][ Ypanuts Bce ][Haﬁmﬂ]

Tekywmi NE CTp.

Puc. 4-92 [1apameTpbl NpUBA3KU
MAC-agpec - MAC-anpec KOHTPOJIUPYEMOTO KOMITBIOTEPA JIOKAJTLHOM CETH.
IP-agpec - Haznauennstii IP-agpec KOHTpOIMPYEMOrO KOMIIbIOTEPA JIOKAJILHOW CETH.

[pussizats - Brrouenne QyHKIMY MPUBSI3KA TI0 IPOTOKOITY ARP 1151 KOHKPETHOTO YCTpOHCTRA.

Y V VYV V

HN3MeHUTH - MI3MeHeHue Wil yajieHre CyleCTBYIOIEeH 3aiCH.

Ecmu BRI X0THTE MOOGABUTH WM W3MEHHTH 3amuch npuBs3ku [P m MAC-ampecoB, HaXXKMUTE KHOTKY
Ho6aButh... win U3mennts. [lepen Bamu oTkpoercs OkHO, npeacTaBieHHoe Ha Puc. 4-93, B koTopom

BbI MOXKCTC Z[O6aBI/ITI> NI U3MCHHUTD 3alliCh.
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MapameTpbl NpuBA3KK IP- n MAC-agpecos

CeRAzark:

MAC-agpec: | |

IP-agpec: | |

[ COXpaHuTb

J

Hasag

Puc. 4-93 Ilapamertps! npusssku IP- u MAC-aapecos

Yto06s1 106aBUTH 3anuch npuBsasku IP u MAC-aapecos:

1. Haxwmure [00aBMTb..., Kak ykazaHo Ha Puc. 4-92.

2.  Beenute MAC-anpec u [P-agpec.
3. Otmerste none CpA3aTh.
4. Haxwvure COXpaHUTh ISl COXpAHEHUS 3aIHCH.

YT100bI H3MEHUTH UJIH YiaauTh CYHIeCTBYIOIIYI0 3allMCh:

1. BriOGepure HE0OXOAUMYIO 3aMKCh B TaOJIHIIE.

2. Haxwmure U3MeHHUTH WK Y AAJUTh B KOJI0HKE U3MEHHUTD.

UYto0bI HAITH CYyHIECTBYIOLIYIO 3aNNCh:

1. Haxwmure kHonky HaliTh, kak ykazaHo Ha Puc. 4-92.

2.  Beenute MAC-aapec unu IP-agpec.

3. Haxwmure xnonky HaliTu, kak ykazano na Puc.4-94.

Haith sanuck npueasku IP- n MAC-agpecos

MAC-agpec: | 00-E0-4C-00-07-BE |
IP-agpec: | |
D MAC-agpec: IP-agpec: CeAzane CoegnHeHKe
1 00-E0-4C-00-07-BE 192 168.0.213 Ha cTpanuuy
[ HaiiT | | Hasan

Puc. 4-94 Haiitu 3anuce npussi3ku [P-

Haxkmure BKIIOYNTH Bee, YTOOBI BKIIFOUHMTH BCE 3aIIMCH.

Haxmvute ¥Yaaaurb BCe, YTOOBI YAQJIUTh BCC 3aIIUCH.

4.16.2 Taoanuma ARP

u MAC-aapeca

[ ynpaBiieHHsT KOMITBIOTEPOM BBl MOKETE BECTH HAONIONCHHWE 32 KOMIIBPIOTEpAaMH JIOKaJBHOH CeTH,

npoBepsis cBsa3b Mexay MAC- u [P-agpecamu B Tabnue ARP. Tarxoke BB MOXKeTe IPOU3BOAUTH HACTPOHKY
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aneMenToB Tabuibl ARP. B manHoM okHe oTtoOpaxaercs tabauia ARP. OHa comepUT HHPOPMAIHIO 10

HUMEIOLIAMCS 3aMUCAM CBSI3bIBAHUS 1P u MAC-anpeca (cm. Puc.4-95)

1D MAC-agpec IP-agpec Coctoaune  Hactpoiika
1 50-E5-49-1E-06-80 192.168.0.254  He cBA3aHO 3arpyaute ¥Oanute
[ 3arpyauts BCe ][ QB6HOBKTE

Puc. 4-95 Tabnuna ARP

1. MAC-agpec - MAC-aapec KOHTPOJIUPYEMOIO KOMIBIOTEPA JIOKALHON CETH.

2. TP-aapec - Ha3nauennsnii IP-agpec KOHTpOIHPYEMOro KOMITbIOTEPA JTOKATBHOM CETH.

3. Cocrossnue - Hamuuue win orcyrcrBue npussasku MAC-aapeca u [P-agpeca.

4. Hactpoiika - J]aHHBIC KHOIIKH UCTIOJIB3YIOTCS JJIS 3arPY3KH UITH YIAJICHUS DJIEMEHTOB TaOJIHIIBL.
> 3arpy3urb - J[loOaBieHue 3jeMeHTa B TaOIULy.

>  Yaaqurh - YJaneHue dJIEeMEHTa U3 TaOJuIbL.

Haxxmute CBsI3aTh Bee, YTOOBI CBSI3aTh BCE TEKYIIUE YIEMEHTBI, TOCTYITHBIC ITOCIIEC BKIFOUCHHS.
Haxxmute 3arpy3urh Bce, 9TOOBI 3arpy3UTh BCE HJIEMEHTHI B TaOJIHITy.

Haxxmure OOHOBUTE 111 OOHOBJIEHUS CITHCKA.

& IIpumeuyanue:

DNeMeHT He MOXKET OBITh 3arpy)keH B TaOmuiry, eciu ero [P-agpec Obut 3arpyskeH panee. B aTom ciyuae
CHCTeMa BBIIACT coolmieHne o6 ommoOke. AHamorndHo (yHkuus "3arpy3uTh Bce" 3arpy3HT TOJIBKO TE

OJIEMCHTLI, MapaMETPbl KOTOPBIX HE COBINAAAIOT C YK€ UMCHOILIMMUCS B Ta6J'II/IIIe.

4.17 JInnamuueckuii DNS

Jnst HacTpoiiku pyHkimm quHamMudeckoro DNS nepeiinute B MeHto JluHamu4deckuii DNS.

MapmpyTtuzarop nomjaepxkuaet QYHKIMIO IMHAMUYECKOH crcteMbl qoMeHHBIX UMEH (DDNS), koTopas
JleraeT BO3MOXKHBIM XOCTHHT caita, FTP- uinu modroBoro cepsepa ¢ (GPMKCHPOBAaHHBIM IOMEHHBIM UMEHEM
(koTOpoe BBl yKa3blBaeTe caMHM) W JUHAMHYECKHM aJpecoM. OTO TO3BOJIAET BallUM JPY3bsM

NOAKIIIOYATBCA K BallleMy CEpBEPY, yKa3aB AOMCHHOC WM BHEC 3aBUCHUMOCTH OT 3HA4YCHHA IP-az[peca.
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Hepej:[ Ha4yaJlIOM  HCIIOJIb30BaHUA q)yHKI_II/II/I HeOGXO)II/IMO 3aperuCTpupoOBaATLCA Y npOBaI”mepa

DDNS-cepBuca, Hampumep www.comexe.cn, www.dyndns.org wmn www.no-ip.com. OT mocTaBIIuKa

YCIIyTY BBl IOJYYUTE NAPOJIb WK KIIIOU.

4.17.1 Comexe.cn DDNS

Ecnu B kauectBe IlocTaBmuka ycayr DDNS 6511 BBI6paH wWww.comexe.cn, n€pea BaMu MOSABUTCA OKHO,

yka3aHHoe Ha Puc. 4-96.

DOyHkuna DDNS

MocTaBwmK ycryr: | Comexe | www.comexe.cn ) V| MepelTh K pETMCTRALMN...

[oMeHHDE HMA;

[omeHHOe MMA;

[OMEHHOE MMA:

OoMEHHOE HMA;

OoMeHHOS HMA;

Hma nonezcearens: | username |

rapons

] Brniouate DONS

COCTORHHE NOOKMHYEHHA: DOMS He 3anyweHo!

Boiti

( COXpaHUTE |

Puc. 4-96 Hactpoiiku Comexe.cn DDNS

Just HacTpoiikn napamerpoB DDNS cienyiiTe Hu:keyKa3aHHBIM HHCTPYKIMSIM:

1. Bsenure /loMeHHOe MM$, IOTyYEHHOE OT BalIEro nocTasmuka ycuayr DDNS.
2.  Beenute Umsa moab3oBaress Bameil yuérHoi 3amucu DDNS.
3. Beeaure IlapoJsb Baiueit yuétHoii 3anmucu DDNS.

4. Haxwmure BoiiTu, 9TOOBI BOMTH B yUETHYIO 3aIIHCh.
Cocrosinue nogkarouenust - OTodpaxaercst COCTOsSHIE NOAKI0YeHUs K cinyx6e DDNS.
Haxmure BoliiTi, 4T00BI BBIITH U3 CITy’KOb1 DDNS.

& IlpumeuaHue:

Ecnu BBl XOTHTE BOHTM CHOBa IOJ ApPYrod yu€THOM 3alUChlO, HAKMUTE KHONKY BbIHTH, BBeaute

COOTBCTCTBYIOIIECC HOBOC UMS I1OJIB30BATEIIA U ITAPOJIb U HAXKMHUTE KHOIIKY BoiiTu.
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4.17.2 Dyndns.org DDNS

Ecnu B kagectBe [locraBmmka ycayr DDNS 6bu1 BeiOpan www.dyndns.org, niepesi BaMu TOSBUTCS OKHO,

yka3aHHoe Ha Puc. 4-97.

@®yHkuna DDNS

MocTaBuWy yCnyr: | Dyndns { www.dyndns.org } V| MepelT K pErMCTpaUMK...

WMA nons3oearens: | username |

napon

OoMeHHOS HMA; |

[ Bemouute DDMS

COCTORHME NOLKMHYEHHA; DDOMNE He 3anyweHo!

[ Boiin ] [ Briiimn

[ CoxpaHuThb |

Puc. 4-97 Hactpotiku Dyndns.org DDNS

Jast Hactpoiiku napamerpoB DDNS caenyiiTe HuskeyKa3aHHBIM HHCTPYKIUSIM:

1. Baeaure Umsa moJn3oBarens Baeil yuétHoi 3anucu DDNS.
2. Bsenure Ilapoas Bamieii yuérHoit 3anucu DDNS.
3. Bgseaurte JloMeHHO€e UMSsl, TIOJTYy4YEeHHOE OT Ballero nocrasiuka ycayr DDNS.

4. Haxwmwute BoliTH, 4TOOB BOMTH B YYETHYIO 3aIUCh.

Cocrosinne nogkarouenust - OTodpaxaercst COCTOSHIE NOAKI0YEeHUs K cinyx6e DDNS.
Haxxmute BoriiTi, 9TOOH! BBIHTH U3 cityx)051 DDNS.

& Ilpumeuanue:

Ecnu BBl XOTHTE BOHTM CHOBa IOJ ApPYrod YY€THOM 3alUChIO, HAKMUTE KHONKY BbINTH, BBeaute

COOTBCTCTBYIOIIECC HOBOC UMS I1OJIB30BATEIIA U ITAPOJIb U HAXKMHUTE KHOIIKY BoiiTu.
4.17.3 No-ip.com DDNS

Ecnu B xauecte [MocraBmuka ycayr DDNS Obu1 BEIOpaH www.no-ip.com, niepesi BaMu MOSBUTCS OKHO,

yka3aHHoe Ha Puc. 4-98.
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@®yHkuna DDNS

NMocTaBuwKK yonyr: | Mo-IP { www.no-ip.com } v| MepedTh K pericTpaumi. .

Hma nonszoearens: | usermame |

rapon

NoMEHHDE WMA; | |

[ Brnwouwte DDNS

CocToRHKe NOQKITHYeHNA: DDME He aanyweHo!

[ Boiitn ] [ Briiti

[ CoxpaHuTh |

Puc. 4-98 Hactpoiiku No-ip.com DDNS

Just HacTpoiikn napamerpoB DDNS cienyiiTe Hu:KeyKa3aHHBIM HHCTPYKIMSIM:

5. Baeaure Umsa moJb30Bares Baeil yuétHoi 3anucu DDNS.
6. Bseaure [apous Bamieit yuétnoi 3amucu DDNS.
7. Bsenure /loMeHHOe HMS, TIOJTy4EHHOE OT Ballero nocrasmuka ycayr DDNS.

8.  Haxmute BoliTn, 4TOOBI BOWTH B YUETHYIO 3aITUCh.

Cocrosinue nogkarouenust - OTodpaxaercst COCTOsSHIE NOAKII0YEeHUs K cinyx6e DDNS.
Haxxmure BoliiTi, 4T00BI BEIITH U3 CITy’KOb1 DDNS.

& Ilpumeuanmue:

Ecam BB XOTMTE BOWTHM CHOBa MOJ APYrol y4€THOW 3alMChio, HAKMUTE KHOMKY BbliiTH, BBEmuTe

COOTBETCTBYIOIICC HOBOC UM ITOJIB30BATEIA U ITAPOJIb U HAKMUTE KHOIIKY BoiiTu.

4.18 Iloanep:xkka IPv6

NMoonepxka IPVG

- CocToAHke |PvE

- HacTpoika IPVG

Puc. 4-99 Ionnepxka [Pv6

B mento Homaepaxka IPv6 cogepxurcsa nsa pasgena (cMm. Puc. 4-95): Cocrosinue IPv6 1 Hacrpoiika
IPv6. BriGepute HyKHBIH BaM pasfen Uil IPOCMOTPa WIM HACTPOWKH COOTBETCTBYIOIIMX (DyHKIHH.

Hasee o TekcTy UAET MOAPOOHOE OMMCAHKE HACTPOCK MO KAXKIOMY Paszeiy.

4.18.1 Cocrosuue IPv6

Ha ctpanuue Cocrosnue IPv6 otoOpakaercs Tekyllee cocTosHUe U HacTporku [Pv6 st
MapiipyTu3atopa. Bes nadopmanus 1ocTymHa TONBKO TS YTCHHS.
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WAN

Twvn NOQKMHYEHNA: DHCPvE
IPvG-agpec
IPvG-agpec OCHOBHOMD WIH2A:
Mpenonoyntaemsli IPve-agpec DNS-cepeepa:

AnbTepHaTMBEHLIA IPvE-anpec DNS-cepeepa:

LAN
Twun HazHa4yeHwA IPvG-anpecos: SLAAC
IPvG-agpec:
Link-local agpec: feB0: c24afffefi débe/G4

Puc. 4-100 Cocrosaue IPv6

WAN

o Tun noaxarouenust — Tun WAN IPv6-coenuuenus.

e IPv6-agpec — WAN IPv6-anpec.

¢ [Pv6-agpec ocHoBHOro nuto3a — OcHoBHOM 111103 A71s1 [Pv6 mappytuzaropa.

¢ [Ipeqnouyuraemsiii IPv6-anpec DNS-cepBepa — IIpennountaemsiii [IPv6-anpec DNS-cepsepa.
o AnbrepHaruBHblii IPv6-agpec DNS-cepBepa — AnsrepHatusHeli IPv6-anpec DNS-cepsepa.
LAN

* Tun HazHauenus IPv6-agpecos - D10 crmoco0, ¢ TOMOIIHI0 KOTOPOTO MapIpyTH3aTOp Ha3HA4YaeT
[Pv6-aapeca koMmbIOTEpaM B JIOKalbHOU ceTH: ¢ oMonibio SLAAC (aBTOMaTHUECKON HACTPOHKN
aapecos 0e3 coxpanenus cocrosinus) 1 DHCPv6-cepsepa (DHCPV6 - mpoToKo JMHAMUYECKOM

HACTpOiKu y3ia i [Pv6).
IPv6-anpec — 3nech otobpakén IPv6o-anpec B cetn LAN.

Link-local agpec — Link-local anpec mapmpyrusaropa B cetu LAN.
4.18.2 Hacrpoiika IPv6

Ha ctpanuue Hactpoiika IPv6 Bbl MOXXeTe IPOU3BECTH HACTPONKY NOAKIIOYEHHS IO TpoToKoy [Pv6.
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WAN IPv6-agpec

BrnouuTh |PVE: [v]
Tun nogemoyesna VWAN: | DHC PG b
® Mony4yuTh He BpeMeHHblid IPvE-agpec.
& MonyunTe genernpoeaHne npedukca IPVE.
IPvG-anpec:
[ OGHOBUTH | | OcsoBoauts
® Monyynte IPvG-agpec DMNS-cepeepa asToMaTMYECKN
Mpegnoywtaemsin IPv6-agpec DNS-cepeepa:
AnsTepHaTHBHLIA IPVE-anpec DN S-cepeepa:
& Mcnone3oeate cnegyiwme IPvE-agpeca DNS-cepeepos
Hactpoiika LAN
Tun HazHa4yenun IPvG-anpecos: | SLAAC hd |
Mpedmkc IPvE-agpeca: |:: PE:L
LAN IPvE-agpec:
[ COXpaHNTE |

Puc. 4-101 Hacrpoiika IPv6

Brurounts IPv6 — [{iist Bitouenust GyHKIMH nogiepkku [Pv6 HeoOXoauMo OCTaBUTh rajlouKy B 3TOM

CTPOKE. Ilo YMOJIYaHUIO JaHHAasA q)yHKI_[I/ISI BKJIIOYCHA.

Tun noakawdenuss WAN — Bridepute npaBuibHbIi TUll noakitoueHuss WAN ¢ yuéroMm nHpopmanu,

TOJIyY€HHOH OT BaIlero rnocrasiuka MHTepHeT-ycayr.

o SLAAC —CoemuHeHus, UCTIONB3YOIMKE Ha3HaueHne [Pvo-anpecos ¢ momonisio RADVD (SLAAC —

aBTOMaTHYeCKasi HACTPOUKA aipecoB 0€3 COXPAHEHUS COCTOSHHSA).
e DHCPv6 — CoeauHenus, ucnoib3yronie guHaMudeckuit [Pvb-aapec.
e Craruuecknii IPv6 — Coenunenusi, ucnons3yromue crarndeckuit [IPvo-aapec.
¢ PPPoEv6 — Coenunenus, ucnons3yromue PPPOEV6 ¢ BBogoM UMEHM NONIb30BaTeNs U Mapois.
e Tynnens 6to4 — CoennHeHus1, UICTIOIB3YIOIINE Ha3HAYCHHE aJIPECOB C MOMOIIBIO0 TYHHENS 6t04.

Paznpie Tumnel nogkimodeHnss WAN TpeOyroT pa3HBIX HACTPOEK, Jaliee YKa3aHbl MOAPOOHbBIC HACTPOUKH IS

Ka)KJI0TO THUIIA IOJKIFOUCHMS.

-101-



TL-WR1045ND BecnposoaHoii rurabuTHbI MapLupyTusatop cepum N

1) DHCPvé6

WAN IPv6-agpec

BrnouuTh |PVE:
Tun nogemoyesna VWAN: | DHC PG b
® Mony4yuTh He BpeMeHHblid IPvE-agpec.
& MonyunTe genernpoeaHne npedukca IPVE.
IPvG-anpec:
[ OGHOBUTH | | OcsoBoauts
® Monyynte IPvG-agpec DMNS-cepeepa asToMaTMYECKN
Mpegnoywtaemsin IPv6-agpec DNS-cepeepa:
AnsTepHaTHBHLIA IPVE-anpec DN S-cepeepa:
& Mcnone3oeate cnegyiwme IPvE-agpeca DNS-cepeepos
Hactpoiika LAN
Tun HaszHa4yeHwr IPvi-agpecos: | SLAAC v|
Mpedmkc IPvE-agpeca: |:: Pﬁd-
LAN IPvE-agpec:
[ COXpaHNTE
Puc. 4-102

HoayunTts He Bpemennblii IPv6-aapec — [lonyunts He Bpemennsiil [IPv6-agpec ot nocrasmuka
WNurepuer-ycmyr.

Moxyunts nenerupoanue npepuxca IPv6 — [Moryunts Bpemennstii [Pvo-anpec u npeduxc
[Pv6-anpeca ot nocrapuuka MuTepueT-ycnyr. Bpemennslit [Pv6-anpec Haznauaercs nopty WAN, a mopt
LAN pacnpenenser IPv6-anpeca uepes RADVD unu DHCP-cepsepsl.

IPv6-anpec — [Pv6-anpec, auHaAMUYECKH NPEIOCTABICHHBIN BalllMM MOCTaBIIMKOM MHTepHET-yCIyT.

Haxmute kHOnky O0OHOBHTH /U1 00HOBJIeHHS TapameTpoB IPv6 ot Bamrero nocrasmmka

WNHTepreT-ycnyr.

Haxwmure kHonky OcB0o00aMTh, 4TOOBI cCOPOCHTH MapameTpsl [Pv6, mogydeHHbIe OT BaIllero MOCTaBIIUKA

Wutepuer-ycnyr.

Ecnu Bam nocraBmuk MHTEpHET-yCIyr NpegocTaBaseT BaM ofquH uinn asa [IPv6-anpeca DNS-cepsepos,
BeIOepuTe Menmonb3oBars ciaexyonme IPv6-anpeca DNS-cepBepoB u ykaxute Ilpeamountaemplii
IPv6-agpec DNS-cepBepa u AnbrepHaruBHbiii IPv6-aapec DNS-cepBepa B COOTBETCTBYIOIUX HOJISAX,
nHade aapeca DNS-cepBepoB OynyT NpHCBOEHBI TMHAMHYECKH.

Hpeanounraemslii IPv6-agpec DNS-cepBepa — Ykaxute IPv6-anpec DNS-cepsepa B
HIECTHAALATEPIYHOM (popMaTe ¢ pa3ielUTeNIbHBIMU JBOCTOUUSIMH, IIPEIOCTaBICHHbIH BaIINM
nocTaBIIUKOM VHTepHET-yCIyr.
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AabsrepHatuBHblii IPv6-anpec DNS-cepBepa — Ykaxure npyroit [IPv6-anpec DNS-cepsepa B
HIeCTHAIIATEpPUIHOM (popMaTe ¢ pa3aeIuTeIbHBIMH JBOCTOYHSMU, IPEIOCTABICHHBIA BalllUM
MmocTaBIIUKOM VHTEpHET-yCIyT.

& pumeuanme:

Ecnu npu mombiTke OTKpBITE MHTEpHET-CTpaHMIly y Bac BO3HHKAeT OIIMOKA «aapec He HalaeH», To,
CKOpee BCero, Bbl HEMpaBWIbHO yKazanu aapeca DNS-cepepoB. CBSKHUTECh C BalllUM I1OCTABIIMKOM
WHuTepHeT-yenyr, 4To0b! moyuuTh aapeca DNS-cepBepos.

Tun HazHayenus IPv6-agpecoB — 310 criocoO, ¢ MOMOIIBI0 KOTOPOTO MapIIPyTH3aTOp Ha3HAYAeT
[Pv6-anpeca kOMITBIOTEPY B JIOKaJIbHOH ceTu: ¢ moMoInbio SLAAC (aBToMaTnyecKkoil HACTPONKH apecoB
0e3 coxpanenus cocrosiaus) U DHCPv6-cepsepa (DHCPvV6 - mpoTokos AMHAMUYECKOW HACTPOMKH y3J1a
st IPvo).

Mpeduxc IPv6-agpeca — 3neck ykasan npedukc [Pv6-ampeca.

Bpems apenabl — BpeMeHHOI TPOMEKYTOK, B TEUCHHE KOTOPOTO MTOJIH30BATENIO B CETH OYAET pa3perieHo
MOJIKJTFOUEHHE K MapIIpyTH3aTOpy ¢ TeKynuM IPv6-anpecom. Ykaxute nepros BpeMeHH (B CEKYHIax), B
Te4YeHHe KOToporo OyaeT npeaocrasieH [Pvo-aapec (o1 1 mo 691200 cexyn). [1o ymon4aHuIo yKa3aHo:
86400.

LAN IPvé6-aapec — 3necek otoOpaxaercs IPv6-anpec B cetu LAN.

2) Crarunueckuii IPv6

WAN IPv6-agpec

BrrMuTh IPVE:
Tun nogknoYeHta VWAN: | Crarnyeckni IPvE »
IPvG-anpec: |:: |
OCHOBHOA WMNH3: |:: |(I‘I0 BRIBOpY)
Pazmep MTU (B GanTax): 1500 {no ymonuyaHwio: 1500, He WAMEHATE Ge3 HeolxogMMOoCTK.)
Mpeanoywtaemsii IPvG-anpec DN S-cepeepa: |2001:4850:4850::8888 |(I‘I0 BeIGopy)
AnbTepHaTMBHbI IPvE-agpec DN S-cepeepa: |2001:4860:4860::8844 |(I'Iu BeIGOpyY)
HacTtpoiika LAN
Tun HazHaveuns IPv6-anpecos: | SLAAC V|
Mpedmkc IPvE-anpeca: |:: L'E:t
LAN IPvG-anpec:
( COXpaHHTE |
Puc. 4-103

IPv6-aapec — Beenute IPv6-anpec B mecTHagnarepuaHOM GopmMaTe ¢ pa3euTeIbHBIMU IBOSTOUHSIMH,

IIPEJOCTABIEHHBIM BalllMM NOCTaBIUMKOM VIHTEpHET-yCIIyT.
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OCHOBHOIi ILTIO3 — Baenute ap€C OCHOBHOTO ILIIO3a B MICCTHAAUATCPUIHOM d)opMaTe C

PasaCIMTECIbHBIMU ABOCTOYNAMMU, HpeI[OCTaBHCHHBIﬁ BallluM IIOCTAaBIIUMKOM I/IHTepHeT-YCHyr‘.

Pasmep MTU — Pasmep MTU (MakcumanbHbIN pazMep makeTa) st OonsimHCcTBa ceteit Ethernet: 1500
0aiiT, 3TOro 3Ha4eHus1 OOBIYHO JOCTATOYHO. B ciiydae ¢ HEKOTOPBIMHU MOCTaBIIMKaMK MHTepHeT-ycmyr
MOXET OTPeOOBaThCSI M3MEHUTD JIAHHOE 3HaueHue. MI3MeHeHre JAaHHOTO TTapaMeTpa OCYIECTBIIASTCS

KpaifHe peIKo u TOJIBKO B TOM CIIydae, €CJIH 3TOro TpeOyeT Ball TOCTABIINK MHTEepHEeT-yCIIyT.

Hpennounraemsiii IPv6-aapec DNS-cepBepa — Ykaxure [Pv6-anpec DNS-cepsepa B
HIecTHAAaTepUIHOM (popMaTe ¢ pa3AenuTeIbHBIMH JBOCTOYHSIMU, IPEIOCTABICHHBIH BaITUM

MOCTABIIMUKOM VIHTEpHET-YCIIYT.

AabsrepHatuBHblii IPv6-anpec DNS-cepBepa — Ykaxure npyroit IPv6-anpec DNS-cepsepa B
[IECTHAIATEPUYHOM (opMaTe ¢ pa3aeuTeIbHBIMU IBOSTOUNSIMY, MTPEI0CTABICHHBIH BalllUM

nocraBiukoM HTEpHET-yCITyT.

Tun Haznauenus IPv6-aapecoB — 310 crioco0, ¢ TOMOIIBIO KOTOPOr0 MapHIPYTH3aTOp Ha3HAYACT
[Pv6-anpeca koMIbIoTEpY B JI0KaJIbHOM ceTu: ¢ nomolpio SLAAC (aBromarndeckoil HaCTpOKHU aapecoB
6e3 coxpanenus cocrosiaust) © DHCPv6-cepsepa (DHCPV6 - mpoTokon AHHAMHYECKOW HACTPOUKH y371a
st [Pvo6).

Ipedpukc IPv6-agpeca — 3neck ykazan npedukc [Pvb-anpeca.

Bpems apenasl — BpeMeHHOH POMEKYTOK, B TEUSHHE KOTOPOTO MOIH30BATEIIO B CETH OYIET pa3perieHo
MOJKJIFOUEHHE K MapLIpyTU3aTopy ¢ TeKymum [Pvb-anpecom. Ykaxure nepuo BpeMeHH (B CEKyHAax), B
TeueHue KoToporo Oynet npeaocranieH [Pvo-aapec (ot 1 1o 691200 cexynn). ITo ymonuanutio yka3aHo:
86400.

LAN IPv6-aapec — 3neck oroOpaxaercs [Pv6-aapec B cetn LAN.
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3) PPPoEv6

WAN IPv6-appec

BrrnoumTes IPvG:

Tun nogknodeHA YWAN:

MMA nonk3oBaTena:

Mapone:

MoaTeepanTE Naponk:

Cnocod nony4eHuA IPvG-agpeca:

IPvG-anpec:

Hactposika LAN

' PPPoEV6 v|

| username |

[eesences |

|IIIIIIII |

|I'Innyumh He BpemeHHe IPvG-agpec V|

[ Mogkniounts | OtknioyeHo!

Tun HazHa4veHwA IPv6-agpecos: | SLAAC ‘V|
Mpedmkc IPvG-agpeca: |:: Ifﬁd-
LAN IPvG-agpec:
CoxXpaHuTh | [ OononHutensHo
Puc. 4-104

HNms moab30BaTeisi/ l'[apom; — Bpenute 34€Chb UM IOJIB30BATEIIA U MAPOJIb, TPEAOCTABIICHHBIC BAIlIUM

IOCTAaBIIUKOM I/IHTepHeT-yCJIyl". OTH HOoJIA YYBCTBUTCIIbHBI K PETUCTPY.

Cnoco0 nmonyuenust IPvé-aapeca

* [Toayunts He BpemeHHblii IPv6-aapec — [lonyunts He BpeMeHHsIi [Pv6-aapec oT mocraBimuka

WNHTtepreT-ycnyr.

* [ToryuuTs aeserupoBanue npeduxca IPvé — [Monyuuts Bpemennslii [Pv6-anpec u npedukc

IPv6-aapeca ¢ momonrsto DHCPv6 ot mocraBuiuka MaTepuer-ycayr. KineHTs! B ToKajIbHOM ceTH

nony4daroT [Pv6-aapeca uepes generupoBaHue.

* IP-anpec, npenocrasiieHHbIA nocTaBIuKkoM UHTEpHeT-yeayr — Ykaxute ctaruueckuil IPv6-anpec or

BalICro IMoCTaBIIUKa I/IHTepHeT-ycnyr.

Haxxmure kHonky IHoAKIIOUUATS /7151 HEMEAJIEHHOTO MOIKITIOYCHHSL.

Haxmure KHOIIKY OTKJI]O‘lTl:-, 4TOOBI OTKJIIOYHTh I/IHTCpHeT-COCZ[I/IHeHI/IC HCMCIJICHHO.

Tun HazHayenus: [Pv6-aapecoB — 310 cioco0, ¢ MOMOIIBI0 KOTOPOTO MAPIIPYTH3aTOp Ha3HAYaeT

IPv6-anapeca KOMIIBIOTEPY B JIOKAIBHOH ceTu: ¢ moMombio SLAAC (aBTOMaTH4eCKOM HACTPOMKH aJpecoB

0e3 coxpanenus cocrosiausi) 1 DHCPv6-cepBepa (DHCPV6 - mpoTokon tnHaMUYECKOl HACTPOWKH y3Jia

st [Pv6).

Hpeduxc IPv6-anpeca — 3neck ykazan npedukc [Pv6-agpeca.

Bpems apenabl — BpeMeHHO# IPOMEKYTOK, B TEUEHUE KOTOPOTO MOJIb30BATENIO B CETH OYIET pa3penieHo

MOJIKJTFOUEHHE K MapIIpyTU3aTopy ¢ TeKymmm [Pv6-agpecom. Ykaxurte nepuos BpeMeHH! (B CEKyH/Iax ), B
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Te4ueHue KoToporo Oyaer npeaocrasier [Pvo-aapec (o1 1 1o 691200 cexynn). [lo ymonuanuio yka3aHo:
86400.

LAN IPv6-aapec — 3neck otoopaxaercs IPv6-anpec B cetn LAN.
4) TynHeuas 6to4

WA Pveapee

Brno4uTe |PYE:

Tun nogrnoyeHnA WAN: | TyHHenk Gtod v

Anpec: 0.000

Macka nonceTH: 0.000
OCHOBHON WITH3: 0.0.0.0
Agpec TYHHens:
Paamep MTU (B GaiTax): 1480 (no ymonyaHwi: 1480, He W3MeHATL Ge3 HeoGXogUMOoCTI.)
F Mcnoneaoeate cnegywwme |Pvé-agpeca DMNS-cepeepoe

Mpeanodutaemsii IPv6-anpec DNS-cepeepa: | |

AnbTepHaTMBHLIA IPvG-agpec DNS-cepBepa: | | (Mo eeiGopy)
HacTtpoika LAN
Twn HazHa4eHwsA IPv6-anpecos: | SLAAC “ |

Mpedmkc IPvG-anpeca: |:: |

LAN IPvG-agpec:

[ COXpaHUTE |

Puc. 4-105

Anpec/Macka noacetu/OcHoBHO# 11103 — [Pv4-aapec/macka monceTi/0CHOBHOH IUTIO3 B IECATUIHOM

¢opmare C pa3aeTUTeIbHBIMI TOYKAMHU.

Pa3zmep MTU — O6sr4n0 3Hauerne MTU (Maximum Transmission Unit — MakcMalIbHBIH pa3mep Ooka
nepenaun) a1t 6onbpmMHCTBa ceteil Ethernet cocrasister 1480 Oaiit. PekoMeHyeM He H3MEHATH 3TO

3HA4YCHUC, €CJIU TOJIBKO 3TOI'O HE Tpe6yeT Ball IIOCTaBIIUK I/IHTCpHCT-yCJ'Iyr.

Ecan Bamr nmoctaBmuk MHTEpHET-yCIyT NpenocTasisier BaM oauH wiu asa [Pv6-agpeca DNS-cepsepa,
BeiOepuTe Mcnoab3oBars cienywmue IPv6-agpeca DNS-cepBepoB 1 B COOTBETCTBYIOIIHMX ITOJIAX
Beequte [pexnountaemsbrii IPv6-agpec DNS-cepBepa u AnbrepHaTuBHblii IPv6-agpec DNS-cepBepa.
B nporuBHOM cniydae agpeca DNS-cepBepoB OyayT IprcBauBaThCs BaM OT ITOCTABIIMKA HHTEPHET-YCIIYT

JUHAMHWYCCKHU.

Ipeanounraemslii IPv6-agpec DNS-cepeepa — Beequre IPv6-anpec DNS-cepsepa B
HIECTHAALATEPIYHOM (popMare ¢ pa3ieUTeNIbHEIMI JBOETOUNSAMH, KaK BaM €ro MPeoCTaBUII Balll

nocraBIuK MHTEpHET-yCIyT.

AuasrepHaruBnbiii IPv6o-aapec DNS-cepBepa — Beenure apyroii [Pv6-anpec DNS-cepsepa B
HIECTHAIATCPUIHOM (popMaTe ¢ pa3fAeIuTeIbHBIMU ABOCTOUHMSIMH, KaK BaM €T0 IPEeI0CTAaBIII Balll

nocTaBluK HTEpHET-yCIyT.
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Tun naznadenust IPv6-aapecoB — 310 crocod, ¢ TOMOIIBI0 KOTOPOr0 MapIIpyTH3aTOp Ha3HAYACT

[Pv6-anpeca koMITbIOTEPY B JIOKaJIbHOM ceTu: ¢ nmomoinbio SLAAC (aBTomatndeckoil HaCTpOKHU agpecoB
0e3 coxpanenus cocrosaus) 1 DHCPv6-cepsepa (DHCPV6 - mpoTokon auHaMu4YecKkoi HACTPOHMKH y3ma
st IPv6).

Ipedukc IPv6-anpeca — 3neck ykazan nmpedukc [Pv6-anpeca.

Bpems apenanl — BpeMeHHOH TPOMEKYTOK, B TEUCHHE KOTOPOT'O MOTH30BATEIIO B CETH OYIET pa3perieHo
MOAKITIOYEHHUE K MapIIpyTH3aTopy ¢ TeKymum [Pv6-anpecom. Yikaxure nmepuo] BpeMeHH (B CEKYHIax), B
TeueHune KoToporo Oynet npenocrasieH [Pv6-anpec (o1 1 1o 691200 cekynn). [To ymomganuro yka3aHo:
86400.

LAN IPv6-aapec — 3neck oroopaxaercs [IPv6-aapec B cetn LAN.

4.19 CucreMHble HHCTPYMEHTBI

- InarHoCcTHEA

- DDHOBNEHe BCTpOeHHOoro MO

- 3aBOOCKHE HACTPOMKH

- PezepBHan KOMWA M BEOCCTAHOBNEH
- Nepesarpy3ka

- Maponk

- CHCTEMHLIA #ypHan

- CratmcThka

Puc. 4-106 MeHto cucTeMHbIE HACTPOUKHI

[Ipu BBIOOpe MeHO CHCTeMHble HWHCTPYMEHTBHI BBl YBWAWTE Clenyroniue moaMeHto: Hacrpoiika
BpemeHH, /luarnocruka, O0HoB1eHne BerpoeHHoro 11O, 3aBonckne HacTpoliky, PesepeHas konus u
BoccTaHoByeHne, Ilepesarpyska, Ilaposb, Cucremubiii sypHan u Crarucruka. [ns HacTpoiiku
HYXHOU (D)YHKIIMW BBIOEPUTE COOTBETCTBYIOIIMN MYHKT MeHIO. [TonpoOHOe onmucanne KaxJIoro MoJMEHIO

MPEACTAaBJICHO HUXKE.

4.19.1 Hacrpoiika BpeMeHH

Bribepute CucremHnle mHCTpyMeHThI — HacTpoiika BpeMeHH, 1ocie 4ero Bbl CMOXETe MPOU3BECTH

HACTPOWKHU BPEMEHH, KaK YKa3aHO Ha M300paKeHUH HIKE.
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YacoBoi NoAC: (GMT+03:00) Barpagn, Kyeeir, HaiipoGn, 3p-Puag, Mockea hd
Oara: 2 17 2014 (MecAWOeHb/roa)
Bpema: 22 52 7 (YackMUHYTEI/CEKYHORI)
NTP-cepeep I: 0000 (He ofA3aTenkHo)
NTP-cepeep ll: 0000 (He 0@A3aTenLHO)

[ MonyunTs cpegHes BpemA no TpUHBNYY ]

NeTtHee BpeMA: ) OTkniounTe (&) BrNiownTs Ha Beck rog () BKNIOYWTE Ha ONpegeneHHoe Bpema
Havano: 2014
KoHew: 2014

CoCToRHME NEeTHero BpeMeHI:

Mpumeyanne: Haxmute TlonyynTe cpegHee BpemMA No MpUHEKMYY', yTo0kl 00HOBWTE BpEMA © CEPEEPOE Yeped FIHTepHeT

COXpaHnTb

Puc. 4-107 Hactpoiika BpemeHu

» Yacosoii nosic - BeiOepuTe Ball 4acoBOil MOsIC U3 BBIMAJAIOIIETO CIIUCKA.
»  [Jara - Ykaxure nary B popmate MM/JIJI/TT.
>  Bpewms - Ykaxure Bpems B popmare Y4/MM/CC.

> NTP-cepsep I/NTP-cepep Il — Bsemute agpec wnu jgomenHoe umsi NTP-cepBepa 1 wm
NTP-cepBepa I, mocne yero mapuipyTtuzarop Oyaer noiay4ars Bpems u3z atepuet. Kpome Toro, mist
HEKOTOPBIX BCTpOoeHHBIX NTP-cepBepoB MapuipyTH3aTOp MOXET MOJy4yaTh 3HAYeHHE BPEMEHH

AaBTOMAaTU4ECKH MTPU MOAKIIOYeHUHU K IHTepHeT.
>  JlerHee BpeMs - OTMETBTE COOTBETCTBYIOIIYIO STICHKY, YTOOBI BKIIIOUUTE/OTKIIFOUUTD JIETHEE BPEMSL.

> Hauano — Bpems, ¢ KoToporo HaunHaeTcs JieTHee BpeMs. BriOepute Mecsil B TIepBOM TI0JIE, HEIEIIO
BO BTOPOM IIOJIEC ¥ BPEMSI B TPETHEM IIOJIE.
>  Konen — Bpewmsi, korna 3akaHuuBaeTcCs JieTHee BpeMsl. BeiOepuTe MecsIll B IEPBOM I0JIE, HEIACTIO BO

BTOPOM II0JIE U BPEMS B TPETHEM II0JIE.

> CocrosiHue JieTHero BpeMeHH — OToOpaxkaeT COCTOSHKE, UCTIOb3YETCs JIU JISTHEE BPeMs HJIM HET.
YT00BI HACTPOUTH CHCTEMY B PYYHOM peXKHMe:

1. BeiGepute yacoBoii mosc.

2. VYkaxwure JlaTy B popMare MeCsI/ IeHb/TONI.

3.  Vkaxure Bpems B popmare yac/MuHYyTa/CeKyH .
4

Haxmure CoxpaHuTsb.

Yr100BI HAaCTPOUTH CUCTEMY ABTOMATUYECCKHU:

1. Beibepure yacoBoii mosic.

2. Beenure anpec umu gomenHoe uMst NTP-cepsepa I unu NTP-cepsepa 11
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3. Haxwmute xHonky IloxyunTs cpeaHee Bpemsi mo I'puHBHYY, 4TOOBI IONTy4YaTh CHCTEMHOE BpeMs

ucpes I/IHTepHeT IIpH HAJIMYUHW MOAKIIFOUCHUS K HEMY.

YT00bI yCTAHOBUTH JIeTHEE BpeMsi:

1.  Ormertsre siueiiky BkiaounTh Ha onpeneaéHHOe BpeMs.

2. Beibepure BpeMs Hayalia U3 BBINAIAIOIIETO CITUCKA B mmojie Havyado.

3. BriGepure BpeMs 3aBepIICHUS U3 BBIMAJAIONIETO cliMcKa B moyie Konerr.
4

I[J'[SI COXPAaHCHU HACTPOCK HAXKMUTC KHOIIKY COXpaHI/ITb.

MNeTHee BpeMA: O OTknioumTe () BENIOUMTE HA BECk rog (%) BKMIOUWTE Ha onpedeneHHoe Bpema
Havano: 2014 | Anve. ¥ || MNepBii ~ || Bock. v || 00 b
KoHew: 2014 | Oex. % |4n s || Bock. » || 00 w
COCTOAHWE NETHETD BPEMEHH: NEeTHEE BREMA OTKMIYEHD,

Puc. 4-108 Hactpoiika BpemeHu

& IIpumeuanue:

1. Jlamnas HacTpolika OyAeT MCHONB30BATHCS IS psifa (PyHKINH ¢ BPEMEHHBIM KPUTEPHEM, HAIPHMEp
JUISL MEXKCETEBOro 3kpaHa. Eciin 3HaueHue BpEeMEHHU HE 3aJaHo, 3T (PyHKLIUHU He OynyT paboTaTb.
Takum o00pa3oM, sBIsieTCs KpailHe BaKHbIM YyKa3aTh ASTM 3HAUYEHHUs] Cpa3dy IOCIE BXoga B
MapIIPyTH3aTOP.

2. Hacrpoiiku BpeMeHH OynyT yTepsHBI IPH BEIKIIOUCHUH MapIIPYTH3aTOPA.

3. Ilpu coOTBeTCTBYIOIIEH HACTPOMKE MaplIpyTHU3aTop OyAeT MoaydaTb cpejiHee Bpems o I'puHBUUy
(GMT) uepe3 MHTEpHET B aBTOMAaTUYECKOM PEXKHME.

4. Ilpu HacTpoiike JETHETO BPEMEHHM, 3HAUCHHS Hadala W KOHIA MEPUOAa IOJDKHBI OBITH B IIpeenax

OIHOI'O roaa, 1 BpEMs Havdajia JOJIKHO OBITH paHbII€ BPpEMCHH KOHIIA.

4.19.2 JInarHocruka

Bribepute MeHI0O CHcTeMHbIE HHCTPYMEHTHI — [IMarHoCTHKA, IOCIIE Yero BBl CMOXKETE HCIONIB30BaTh
¢byukuu Ping u TpaccupoBka Ut IPOBEPKH MOAKITIOUCHHUS JIEMCHTOB Balllel CETH, Kak yka3aHo Ha Puc.

HHWXCE.
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MapameTpbl ANArHOCTHKKN
WHCTPYMEHT OWarHoCTHKK: (® Ping (O Tpaccupoeka

IP-agpec/[oMeHHOS WMA:

CyéT4MK Ping: 4 (1-50)
Paamep Ping-nakeTta: 64 (4-1472 Gaiit)
Bpema oxmuaaHna Ping: 800 (100-2000 mck)
TpaccupoBka Max TTL: (1-30)

PesynbTaTbl AMarHOCTHKH

\YCTPOWCTEO roToRD.

HayaTe

Puc. 4-109 quarnoctuka

> I/IHCTPYMeHT JAHATHOCTHKH - I[J'If[ BBI60pa HCO6XOI[I/IMOFO HWHCTPYMCHTA OTMCTHTC COOTBETCTBYIOIIICE
IOJIC:

> Ping - I[aHHBIﬁ UHCTPYMCHT JAUArHOCTUPYCT HpOGJ’IeMLI C MNOAKIOYCHUEM, AOOCTYIIHOCTHBIO H
pasp€li€HUEM MMEHU JIs1 KOHKPETHOI'O y3JIa WJIK IIJIK03a.

> TpaCCI/IPOBKa - I[aHHBIﬁ HWHCTPYMCHT IUArHOCTHUKHU TCCTUPYET MMPOU3BOAUTCIBHOCTD COCAUHCHUA.

IIpumeuanue:

Bb1 MokeTe mpuMeHATh UHCTpYMEHTHI Ping/TpaccupoBka ans nposepku [P-aapeca wim g1oMeHHOTO
umend. Ecim mpoBepka wHCTpyMentamu Ping/TpaccupoBka B oTHomenunu [P-ampeca mpormnra
YCIEIIHO, HO C JOMEHHBIM HMEHEM BO3HHMKIM MpPOOJEMBbI, 3TO MOXET O3Ha4yaTh NpodieMy c
paspemeHreM HMEH. B »TOM ciydae ciemyer yOeAWTBCS, YTO JOMEHHOE WM, KOTOPOE BBHI
YKa3bIBa€Te, SBJISACTCS Pa3pelIéHHBIM, UCTIONB3Ys st 3Toro DNS-3ampockl (Domain Name System —
Cnyx06a 1OMEHHBIX UMEH).

> IP-agpec/lomenHoe umsa - Ykaxute I[P-ampec unm goMeHHoe UMs pecypca, NOAKIIOYEHHE K

KOTOPOMY BBl XOTUTE IIPOBEPUTb.

>  Cuérunk Ping — [Toka3bIBaeT KOITHUECTBO OTIIPABIECHHBIX COOOIEHUHN ¢ DX0-3apOCOM. 3HAYECHUE MO

YMOJT4aHUIO: 4.

>  Pa3mep Ping-nmakera — Onpenenser uncio 6aiiToB TaHHBIX JUIsl OTIPaBKU. 3HAUESHHUE [0 YMOIYAHHIO:
64.

>  Bpems oxunanus Ping — Bpems oxumanust oTBeTa, MHJUTMCEKYH/IbI. 3HaUeHHUE 110 ymomdanuio: §00.

>  TpaccupoBka Max TTL — VkaxuTe MakCUMaJlbHOE KOJMYECTBO IIAroB (MaKCUMajbHOE 3HAYCHHE

TTL) Ha myTH moucKa KOHEYHOH TOUKHM (Ha3Ha4YeHUs ). 3HaUCHHUE 10 yMOordaHuro: 20.

Haxmute Haanb, YTOOBI IMIPOBEPUTH MOAKIIOUCHHUEC K I/IHTepHeT.
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CTpaHI/IHa Pe3y.]Il)TaTbI AHATHOCTHKH 0T06pa>1<aeT PE3YyIbTAaThl JUATrHOCTUKH.

Ecnu PE3YIAbTAT aHAJIOTUYCH PE3YJIbTATy, IPECACTABJICHHOMY Ha Puc. HHMXKEC, C IOAKITIOYCHUEM K HHTepHeT

BCE B MOPSIZIKE.

F'E3':-,||’J1 bTaThl ANAarHOCTHKH

Finging 202.108.22.5 with 64 bytes of data:

eply from 20210822 5; bytes=64 time=61 TTL=52 seq=1
eply from 202.108.22.5. bytes=64 time=55 TTL=52 seq=2
eply from 202.1058.22.5: bytes=64 time=53 TTL=52 5e0=3 :
eply from 202.108.22.5: bytes=64 time=53 TTL=52 seq=4

Ping statistics for 202 108 22 5
@ackets: Sent = 4, Received = 4, Lost =0 (0% loss)_)
vApproximate round trip imes in milliseconds:

v Minimum = 53, Maximum = 61, Average = 55

Puc. 4-110 Pe3ynbratsl AMarHoCTUKH

& IIpumeuyanue:

1. TOBKO OMH TOJIL30BATENb B OHO BpEMA MOXET IOJb30BATHCA MHCTPYMCHTAMUA IWMArHOCTUKH.

EEIINT3

2. Ommun “Cuérunk Ping”, “Pasmep Ping-makera” n “Bpems oxxunanus Ping” sBisroTcst mapameTpaMu

¢ynkmm Ping, a “TpaccupoBka Max TTL” sBustercst mapamerpom (yHKITHE TpacCHpOBKH.
4.19.3 Oo6HoBaenue BcrpoenHoro IO

Breibepute CucremMHble HHCTPyMeHTBI — OOHOBieHHe BcTpoeHHOro I10O, uroOBl OOHOBHTH

nporpaMMHoe o0ecriedeH e Balllero MapiipyTu3aropa 1o ocleJHel BepcHH, Kak yKa3aHo Ha Puc. Hmxe.

Bepcua ecrpoednoro MNoO;

BepcuA obopynoBaHHA:

[ OBHOBNTE

Puc. 4-111 O6HOBNIEHUE BCeTpoeHHoTO [1O

>  Bepcus Becrpoennoro IO — OToOpakaer TEKyIy0 BEPCHIO TPOTPAMMHOIO 00ECIIeICHHS.

> Bepcus odopynoBanus — OToOpakaeT TEKYIIYIO BEPCHIO alliapaTHOW YacTh. Bepcus ammapatHon
yactu (paiima OOHOBIEHHWS JIOJDKHA COBIAJaTh C TEKYyIIeH BepcUel ammapaTHOW 4YacTH

MapLIpyTH3aTOPA.

st o0HoBJIeHHs BeTpoenHoro IO mapupyTuzaropa Heo0Xoqumo:

1. 3arpy3uts (haiin oOHOBIICHUS ¢ Hallero Beo-carta (www.tp-link.com).
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2. BbIOparh myTh K COXpaHEHHOMY Ha BallleM KOMITbIoTepe (aiiny B moiue Maii.

3. Haxarr OOHOBHTD.

4. Tlocne 3aBepireHHs OOHOBJICHHS MapIIPyTU3aTOP BBHIIOIHUT MEpe3arpysKy.

IIpumeuyanue:

1.  HoBble Bepcuu MporpaMMHOTO oOecriedeHns HaxosaTcs Ha caite http:/www.tp-link.com, oTkyna ux
MOXKHO OecruiaTHO 3arpy3uTh. HeT HE0OXOAMMOCTH OOHOBJISTH NPOrpaMMHOE OOecrieueHHe, eCIH
OHO HE COJICPKUT HEOOXOIUMYIO0 BaM HOBYIO (GyHKIUi0. TemM He MeHee, IPU BO3HUKHOBEHUH
po0JIeM, CBS3aHHBIX ¢ MApIIPYyTU3aTOPOM, a HE €ro HaCTPOHKAMH, CIICIyeT MPOU3BECTH OOHOBIICHIE
BctpoenHoro I10.

2. Tlpu obHoBieHuu BcTpoeHHOrO 1O BB MOXKETE TOTEPSTh TEKYIIHEe HACTPOUKU. Bo m3bexaHue mx
MOTEPU PEKOMEH/IYETCsI COXPAHUTh JCHCTBYIOIINE HACTPONKH.

3. TIlpu oOnoBnenuu BcrpoenHoro [0 He BBIKIIOUAWTe W HE Mepe3arpyxkaiTe Mapripyruzarop. B
MPOTHUBHOM CIIy9ae YCTPOHCTBO MOKET OBITH TOBPEKICHO.

4, BCpCI/IH BCTPOCHHOTO 110 J0JI2KHa COOTBETCTBOBATHh armapaTHop“I 4acTu YCTpOﬁCTBa.

5. Ilpouecc oOHOBieHUS 3aMET HECKOJBKO MHUHYT, M [0 3aBEPLUICHHIO OOHOBJIEHHUS YCTPOHCTBO

ABTOMATUYCCKU BBIIOJHUT IICPE3arpys3Ky.

4.19.4 3aBoackue HACTPOHKH

Breibepute CucreMHble HWHCTPYMEHTbI — 3aBOJCKHE HACTPOMKH, IIOCIE€ YEro BBl CMOXETE

BOCCTaHOBUTDB 3aBOACKHEC HaCTpOfIKPI MapaipyTu3aropa, Kak yKa3aHo Ha I/1306pa)KCHI/II/I HMXKC.

HaxmMuTe 3Ty KHONKY ONA BOCCTAHOENEHWA 33B0OCKWY HACTPOEK.

BoccTaHoBKTh

Puc. 4-112 BoccraHoBlieHHE 3aBOJICKUX HACTPOEK

Haxmure BoccTaHoBUTBH UIsi cOpoca BCeX HACTPOSK N0 HW3HAYAIBHO YCTAHOBJICHHBIX 3aBOJCKHX
3HAYEHUH.

e  Hms noab3oBartessi 1o ymonuaHuoo: admin
e ITapous no ymonuanuto: admin
e IP-agpec nmo ymomuanuto: 192.168.0.1

. Macka noaceru o ymonruanuto: 255.255.255.0

&= IIpumeuyanue:

HpI/I BOCCTAaHOBJICHUH 3aBOJICKNX HACTPOCK BCC BHECEHHBIE U3MEHEHUS 6yIIYT YTEPSAHBI.
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4.19.5 Pe3epBHasi KonHsl U BOCCTAHOBJIEHHE

BLI6CpI/ITe CucremHble HHCTPYMEHTBI — Pe3epBHaﬂ KOIINA M BOCCTAHOBJICHHE, IIOCJIC YE€TO BbI
CMOXETC COXPAaHUTH HBIHCIIHIOIO KOH(i)I/II‘ypaI_[I/IIO MapuipyTu3aropa B BUAC (1)a17ma " TAKKE 3arpy3uTb eé

n3 Qaiina, Kak ykazaHo Ha Puc. 4-113.

PezepBHan KOMUA: | PeaepsHan konuA |

Daiin: [ MNpernen... ] [ BoccraHoBuTs ]

Puc. 4-113 Pe3sepBHast Konusi 1 BOCCTAHOBIICHUE

»  Haxwmure kHonky Pe3epBHasi konusi, 4TOOBI COXPaHUTh TEKYIIIME HACTPOUKH B (hailyl Ha BalieMm
KOMITBIOTEPE.

»  UtoObl BepHYTH NpeabIIyIiNe HACTPOWKH MapIIpyTH3aTopa, He0OOX0AUMO CIesaTh Cleyromee:
e Haxwmure kHonky BeiGepurte aiin u BeiOepure daitn ¢ HacTpolWkamu, KOTOpPBIE BBl XOTHTE
BOCCTAHOBUTb.

e HaxmnTte kHOIKY BoccTaHOBUTD, 4TOOBI 3arpy3uTh HACTPOHKH 13 BEIOpaHHOTO (aiina.

&= IIpumeuyanue:

Tekymie HACTPOHKHU OyIyT 3aMEHEHBI HACTpOlKaMu U3 (aiina. HempaBuiibHbIe NEHCTBUS MOTYT IIPUBECTH
K ToTepe KOHTpoJsi Haja ycrpoiictBoM. [Iporecc BoccranoBnenust amutcsi 20 CeKyH[, TOCIE Yero
MapIIPyTH3aTOp aBTOMAaTHYECKU TIepe3arpy3uTcs. Bo m3bexaHne MOJOMKH yCTPOMCTBA HE OTKIIOYaiTe
€ro OT IIUTaHMs BO BPEMs BOCCTAHOBJIEHUsI HACTPOEK.

4.19.6 Ilepe3arpy3ka

Beibepute CucremHble MHCTpyMeHThl — Ilepe3arpy3ka, mocie 4ero Bbl CMOXKETE IIepe3arpy3uTh

MapIpyTH3aTop, HaxkaB KHoONKy Ilepe3arpyska, kak yka3aHo Ha M300pakKeHHN HIKE.

HaxmuTe 3Ty KHOMKY ANA Nepe3arpyakn MappyTH3aTopa.

MNepeaarpyants

Puc. 4-114 Ilepe3arpy3ka MapiipyTu3zaTopa

HekoTopble HacTpolKK MaplIpyTHU3aTOpa BCTYIIAT B CHJIY TOJIBKO I1OCIIE IIEpe3arpy3Ku CUCTEMBI:

e lsmenenue [P-agpeca B cet LAN (cuctema npou3BeneT nepe3arpy3ky aBTOMaTHIeCKH ).

e U3menenne nactpoex DHCP.
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e lI3MeHeHMe HACTPOEK OECIPOBOAHOTO PEKHMMA.

e l3MeHeHue mopTa ynpasieHus BeO-untepdercom.

e  OO6HoBieHue BcTpoeHHoro [10 MapmipyTu3zaropa (cucteMa Mpou3BenET mepe3arpysKy
aBTOMATUYECKH).

e BoccraHoBieHue 3aBOJICKUX HACTPOSK MAPIIPYTU3ATOPa 10 YMOIYAHHUIO (CHCTEMA IPOU3BEIET
nepe3arpy3ky aBTOMaTHYECKH ).

e  OOHOBIICHHUE MTapaMeTPOB HACTPOHKHU U3 (aiina (cucTemMa Mpou3BeAET Nepe3arpy3Ky

aBTOMATHYECKH).

4.19.7 Iapoasb

Breibepute Cucremnble HWHCTPyMeHTbI — [lapoab, mocie dYero BbI CMOXETE HW3MCHATH
IIpEeyCTaHOBJICHHbBIE 3HAYEHUS MMEHHU II0JIb30BaTels M IapoJid MapUIpyTH3aTopa, Kak yka3aHo Ha Puc.

4-115.
o

FmA NonNe30BaTENA M NAP0NE HE O0M#HEl GeITe ONWHHEE 14 CMMBONOE M HE OOM#HEl CoOgep#aTe npodent!!

Mpeakiayues MMA NONL30BATENA: | |

Hoeoe UMA NONL30BaTENA: | |

MoaTEepanTs HOBLIA NapOnk: |:|

[ CoXpaHiTb | [ Oumcturs Bee

Puc. 4-115 ITapons

HacTosTenbHO pekoMeHAYyeTCsl H3MEHUTD IIPEyCTaHOBJICHHbBIE 3HAUEHHSI IMEHH I10JIb30BaTENs U [apoJis
MaplLIpyTU3aTopa, IIOCKOJbKY BC€ IIOJIb30BATENIM, KOTOpbIE IOMNBITAIOTCS  HOIKIIOUUTBCS K
MapHIPYTH3aTOPy Yepe3 BeO-YTIWINTY HACTPOMKH MM MOCPEICTBOM MacTepa OBICTPOi HACTPOWKHU, CMOTYT

BBCCTHU YCTAHOBJICHHBIC 110 YMOJIYAaHUIO 3HAYCHUSI UMCHU I10JIb30BATECIIA U ITApOJId MapIiapyTusaTtopa.

& IIpumeuyanue:

HoBble 3HaueHUs] UMEHU II0Jb30BATEISl U napoJjsi HE JOJDKHBI IMPEBLIIIATH 14 CHMMBOJIOB, 1 B HHUX HC

TIOJIKHO COZIep KaThest Mpo0ernoB. st MOATBEP)KAECHHS apoisl €ro NoTpeOyeTcsl BBECTU JIBaYK/IBL.
Haxxmute CoXpaHUTB [l COXpaHEHUs HACTPOEK.

Haxxmute O4HCTHTD BCe JUISI OUUCTKHM TIOJIEH.
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4.19.8 CucreMHBIi KypHAJI

Beibepute CucreMHble HHCTpYMeHTbI — CHCTEMHBI SKypHAaJ, TIOCIe Yero BBl CMOXKETE

IpoCMAaTpUBaThb CUCTEMHBIC )KYPHAJIbl MApUIPYTU3aTOPA.

DYHKUNA
ABTOOTNPABKH OTknyexHa [ HaCTPOWRKK NOYTHI
MOYTHL

Tun xypeana: BCE hd YpoBeHb ¥ypHana: BCE hd
PK].rpHan MYET.

Time = 2014-00-01 0:35:46 2148s

H-Ver = sisaes . seassses | v L S A R S
L=192.168.0.1 : M = 255.255.255.0

W1 =DHCP: W =0.0.0.0 : M=0.0.0.0:G=0.0.0.0

OBGHOBUTE ] [ CoxpaHuTb #ypHan ] [ Beicnate Ha nouty ] [ OuncTiTs #ypHan ]

bl ayLa8a Cnegyrowas Tekywuia M2 1 ~ CTp.

Puc. 4-116 CuctemHbIit KypHa
@OyHKIMS aBTOOTHPABKU NOUYTHI — OTOOpakaeT, BKI0YeHA (PyHKINS aBTOOTIPABKH MIIH HET.

HacTtpoiiku mouTsl — 371eCh yKa3bIBa€TCS MOYTOBBIN SIMK I OTIIPABKU U MOTyYeHHs COOOIICHNUH,
azpec cepBepa, WHGOPMALIUS IO MOATBEPXKICHHUIO JOCTOBEPHOCTH JAHHBIX, & TaK)Ke paclicaHWe

paboThI (PYHKIIMK aBTOOTHPABKH IMOYTHI, KaK yKa3zaHo Ha Puc. 4-117.

or | |
Komy: | |
SMTP-cepeep: | |
F AyTEHTHDMEALMA
F BEMHYNTE §YHKLMID BTOOTNRABKN NOYTEl

OTNPaENATE CHCTEMHBIA ¥YPHAN EXE0HEEHO B I:I : I:I

OTNPaBNATL CUCTEMHBIA ¥YPHAN KaMObe I:l yacos

( CoxpaHnTh | | Hasaa |

Puc. 4-117 Hactpoiiku y4€THOH 3anucy NOYTh

Ot — Bam mnoutoBsld agpec. byaer wncmonp3oBaThCs MapuIpyTH3aTOPOM UL OTHPABKH
CHCTEMHBIX >KypHAJIOB.
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o  Komy — Anpec nonydaresns, Kyna OyayT NPUXOIUTH KypHAIIBI.

e  SMTP-cepeep — Mcnone3zyemslii Bamu SMTP-cepsep. COOTBETCTBYEeT MOYTOBOMY SIIUKY,

ykazanHoMy B riosie Ot. Eciii BBI He 3HaeTe aznpec, 00paTUTECh Ha COOTBETCTBYIOIIMIA CAMT.

e Ayrentuduxanusa — bompmmHcTBO SMTP-cepBepoB TpeOyrOT ayTeHTH(PHUKAIMH, KOTOPAas

noApa3yMeBaCT BBOA UMCHU I1OJIb30BATEIIA UJIN ITapOJIA.

& IIpumeuanue:

Ecnmu BBl BBIOpanmu pexuM AyreHTHUKanus, Bam norpeOyercs BBectn UMsi moab3oBaTesisi
IMapoas B creayromue mos.

e  Hwms noan3oBaressi — Bama yuétHas 3anuch no4Tsl, ykazanHas B none OT.
e [Tapoas — [Tapons Bamiei y4€THOM 3aIIMCH TTOYTHI.
e TMoarBepauth mapoJib — 111 MOATBEPAKIACHUA BBEIUTE MAPOJIb CIIE pas.

e  Bkiawounth (QyHKIMIO ABTOOTHPABKHM IOYTBI — ABTOMAaTHYECKas OTIPaBKa CHUCTEMHBIX
KypHajoB. Bl MokeTe OTHpaBiIATh TEKYILUE XKYPHajbl KaXAblil 1eHb B ONpeAeIEHHOE BpeMs
WIM 4Yepe3 OIpelesEHHbIA BpeMEHHOM HMHTEpBaJl, HO TOJbKO OJWH BapUaHT MOXET OBITh
TEKYIIUM JCHCTBYIOIINM IPABIJIOM. B COOTBETCTBYIONINX MONAX YKAKUTE HEOOXOIUMOE BPEMSI

WM BPEMEHHOM MHTepBal, Kak rmoka3aHo Ha Puc. 4-117.
Haxmure CoxpaHUTh 17151 COXpaHEHHSI HACTPOEK.

Haxmure Hazaa nist Bo3Bpara Ha MpeabLAyIIyI0 CTpaHHILy.

» Tun xypHana — [Ipu BeIOOpe MaHHOTO MyHKTa OYIyT OTOOpaKAThCs JKYPHAIBI TOJIBKO BHIOPAHHOTO

THIIA.

> VYpoBenb kypHana — Ilpu BbIOOpe IaHHOTO IyHKTa OYyIyT OTOOpa)XkaTbCs >KypHAIBI TOJBKO

BBEIOPAHHOTO YPOBHSI.
»  O06HOBUTH — OOHOBUTH CTPAHHUILY JUISI OTOOPaKEHMSI TOCIICAHETO CIIUCKA JKYPHAJIOB.
»  CoxpanuTh :kypHaj — CoXpaHUTh BCE )KypHAJIBI B TEKCTOBBIN (haiii.

> Bebiciaarr Ha moury -— OTHpaBI/ITI) oo 3J'IeKTpOHHOI71 [o4yTe TEKYIIUC KYpPHAJIbIL. OTHpaBKa
INpOU3BOAUTCA B PYYHOM PpPEKHUME B COOTBETCTBUHU C MHDapaMe€TpaMH, 3daJaHHbBIMU B pa3acic

HacTtpoiikn no4Tsl.

»  O4YHCTHTB KypPHAJ — YIAIUTh BCE XypHaJlbl U3 MaplLIpyTU3aTOpa HACOBCEM, a HE MPOCTO CTEPETH,
9YTOOBI OHM HE OTPAKAIHCH HA CTPAHUIIE.

Haxmure xnonky Cuaeaylomasi id Iepexoja Ha CIECLYIOLIYI0 CTpaHMIly, HaXMHUTE KHOIKY

Ipenbiaymas Ui BoO3BpaTa Ha NPeIbIIyLYI0 CTPAHULLY.
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4.19.9 Crarucruka

Bribepure CucremHble MHCTpPyMeHTbI — CTAaTHCTHKA, TOCJE€ YEero Bbl CMOXETE NPOCMaTpUBaTh
CTAaTHCTHUKY IO MapIIpyTHU3aTOpy, BKIIO4Yast oOummii o0beM Tpaduka u 3HaYeHHE VHTepBajia CTaTHCTUKU

MMaKE€TOB B CCKyHIax.

Tekylwee COCTOAHNE CTATMCTHKMN: OTkn4eHo
WHTepBan nakeToe cTaTMCTUKK (5-60): 10 | CeKyHOHbI
ABTOOGHOBMEHNE
MpaBuna copTMPOBKM: CoptupoBka no Tekywemy konnyecTsy Gair v [ COpocHTe BLE ] [ YOAnWTb BCE
KToro TekylWwee COCTOAHWE
h:i’gizzgc MakeToE Bait MakeToE Bait ICMP Tx UDP Tx SYMN Tx Viamerue

CNUCoK NycT.

£+ |3annceil Ha cTpaHWue. Tekywwid Me |1 | cTp.

Puc. 4-118 Cratuctuka

» Tekymee cOCTOSIHHME CTATHCTHMKHM — BKIIOYEHO WM OTKJIIOYEHO. 3Ha4eHWE IO YMOIYAaHHUIO -
"OtxmoueHo". UToObl BKIIOYHUTH (DYHKIUIO, KIMKHUTE NO KHONKe Briawuurh. Ecou QyHxuus

OTKJIFOUYEeHA, TO QYHKIMA 3aIuThl OT DoS-atak B okHe "be3omacHOCTh" Takxke OyIeT OTKITF0OUeHA.

> HHTepBa) MaKeTOB CTATHCTHKM — 3HAYEHHE Mo yMomdyaHuo: 10. 13 BeImamaromero Cucka MOXHO
BEIOpaTh 3HaveHue ot 5 1o 60 cekyHn. /laHHOE 3HaYCHHE ONPECIAET MPOMEKYTOK BPEMEHH MEXITY

OTMPABKOM MAKETOB CO CTATUCTHUKOM.

» IlpaBuna coprupoBku — [IpaBuina COpPTHPOBKH 0TOOPaKaEMOMN CTATUCTHKH.
Ot1MeThTE TI0JIE ABTOOOHOBJIEHHE 71T aBTOMATHYECKOTO OOHOBIICHHS.

Haxxmute O0HOBUTH I1si OOHOBJICHHSI MHPOPMAIMK HA CTPAHUIIC.

Haxwmure CopocuTh Bee 11 cOpoca BCcex 3HA4YCHUH B TabIuIIe.

Haxmute Yaaauthb Bce 11 YAajI€Hus BCEX 3amnucei u3 Ta6J'II/IHI)I.

Tadauuma CTAaTUCTHKH:

-117-



TL-WR1045ND BecnpoeoaHoit rurabuTHblin MmapLupytusatop cepum N

IP-anpec/MAC-agpec [P-anpec u MAC-anpec 0TOOpaXaroTcsi ¢ COOTBETCTBYIOMIEH CTATHCTHKOM.
IMMakeroB | OOIee KOJIMYECTBO ITAKETOB, IOJYYEHHBIX U OTIIPABJICHHBIX MApIIPYTU3aTOPOM.
Hroro
Baiit OO1iee KOIMYIECTBO OANT, MOTYUEHHBIX H OTIPABIECHHBIX MAPIIPYTH3aTOPOM.
OO1iee KOIMYECTBO ITAKETOB, MONYIEHHBIX M OTHPABICHHBIX 3a IEPUO HHTEpBaja
IHaxeros
MaKEeTOB CTATHCTHKH.
OOmee komum4ecTBO GalT, MONYYEHHBIX W OTIPABICHHBIX 3a IEPUOJ HHTEpBaja
Baiir
MaKEeTOB CTATHCTHKH.
KommaectBo ICMP-nakeros/cex, oTmpaBisieMblx Ha 1opt WAN  mpu
ICMP Tx | yCTaHOBIEHHOM WHTEpBaje MAaKeTOB CTATUCTUKU. 3HAUCHHE MPEICTABICHO Kak
Texyiee
“Teky1masi CKOPOCTh Mepeaayr/MakCuManbHasi CKOPOCTb Tiepeaadn’.
COCTOsTHME
KomnuectBo UDP-makeTtoB B CekyH[Iy, OTHpaBIcHHBIX Ha nopT WAN 3a
UDP Tx yKa3aHHBII HHTEpBaJ MAaKETOB CTATHCTHKU. YKa3bIBaeTcs Kak “Tekymmas ckopocTh
nepeaadr/MakCUManbHasi CKOPOCTb Tiepeaadn’.
KomuyectBo  UDP-nakertoB/cex, oTmpaBmsieMbix Ha 1nopt  WAN  mpu
SYN Tx YCTaHOBJIIEHHOM HMHTEpBajle MaKeTOB CTATHCTUKU. 3HAUEHUE MPEACTABICHO Kak
“Texymas CKOPOCTh Iepeadn/MaKCUMaNbHasl CKOpOCTb Iepenadn’.
Copocuts | OOHYIUTH 3HAYECHUS B 3AIIHCH.
H3menuts
Yaaaure V nanuth 3amnmck U3 TaOJINLBL.

B xaxmoM okHe oroOpaxkaeTcs 5 3ammceil Mo ymonmdaHuio. YToObl BEPHYTHCS B NPEABIIYIIEe OKHO,
BoCToNb3ylTech kHONKOH Ilpenbimyman. UtoOs! epeiitu B cieyromiee OKHO, BOCIIONB3YHTECh KHOTIKOM

Caenylomas.
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1)

2)

3)

Hpuaoxenune A: Yacro 3ajaBaeMblie BOIIPOCHI

Kak MHe HACTPOMTBL MAapLIPyTH3aTOpP, 4YTOObI moJb3oBaTeald ADSL MomM BBLIXOAUTH B

HNnrtepner?
[Ipexne Bcero, HacTpoiite Mmogem ADSL B mocTtoBoMm pexkxume RFC1483.

[Monxnrounte kabenb Ethernet Monema ADSL k WAN/Internet-mopty mapiipytusaropa. TenehoHHbIH

Ka0elb TIOJIKITIOYAeTCsl K COOTBETCTBYIOIIEMY MmopTy Mogema ADSL.

Botinure B Mapmpytuzatop, BeiOepuTe MeHIO CeTh, pacroIOKEHHOE B JIEBOH YacTH OKHA BAIETO
Opay3epa u 3arem BbiOepute monmMeHto WAN. B okHe WAN B pasgene Tun monmkmroueHuss WAN
ykaxxure PPPoE. B nomsax Mmsa nons3oBarensa u Ilaponb ykakure MM IOIB30BaTelsl U MApoIlb,

3aTEM MMOATBCPAUTE MAPOJIb U HAKMUTE IMoakaHYUTh.

Twun nogkntoHeHA VWAN: PPPoE/PPPoE Poccua [ OnpeaennTe

Nogeniovenne PPPoE/PPPOE PoccuA:

HmMA nonb3oBarens: AMA noneaoearenA
Mapons: [TITTTTIT]
MoareepawTs Napon.: [TITITITIT]

Puc. A-1 Tun nogkmtouennss PPPoE

1) Ecau cepBuc ADSL ycTaHOBJIEH B peKUMe MOBPEMEHHOH oruiaThl, BeiOepuTe IoaKI04uTh 1o
TpedoBaHuio wiv [oakawyuTs BpyuHyl. B none MakcumaibHoe BpeMsi IPOCTOS YKaKUTE

HY)XHOe 3HaueHue. Takke MOJKHO BbIOparh pexuM T1oaKII0YHTh aBTOMATHYECKH.

Pexum nogrnoyeHns VWAN: () MogknioynTe no TpefosaHnio
MakcumansHoe epemA npoctoA: | 15 MWHYTEI (0 03HAYAET, UTO NOOKNKOYEHWE GYOET AKTUEHLIM NOCTOAHHD.)
(O ToAKMIoYNTE 3BTOMATHYECKN
(O TMoaKMoYNTE MO PACINCAHMID
Mepuog EpeMEHN: © . (HY:MM) no . (44:MMY
() MopKMoYNTE BPYYHYID

MaKCUMAnNEHOE BpEMA NPOCTOA: MWHYTBI (0 03HAYAET, 4TO NOOKNOYEHNE GYOET AKTMEHLIM NOCTOAHHO.)

MoaKNHYMTE Otkno4eHo!

Puc. A-2 Pexum noaxmouenust PPPoE

&= IIpumevanue:

1. HMHorna noaxroueHHE HE MOXKET OBbITh MPEKPAILEHO, Ja’Ke €CIH Bbl YKa3aJIU COOTBETCTBYIOLIEE
3HaueHHe B moje MakcuMajibHOe BpeMsl MPOCTOosl, T.K. HEKOTOPbIC MPUIOKEHUS 00pPaIIatoTCs
K pecypcam MHTEpHET B ()OHOBOM peKHME.

2. Ecnu BBl ucnoneiyere kalesb, NPOU3BEIUTE HACTPOMKY MapIIpyTH3aTopa B COOTBETCTBUU C

IIPUBEAEHHBIMHU BBIILIE UHCTPYKLUSAMMU.
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2.

1.

Kak MHe HacTpouThb MapuIpyTH3aTop, YTO0bI mnojb3oBareiu Ethernet morim BBIXOTHTH B

HUnrtepner?

1) Boiinute B MapmipyTu3aTop U Haxkmute MeHI0 CeTb, pacnojOKEHHOE B JIEBOW YacTH OKHa
Opay3epa, 3atem BbiOepute moameHio WAN. B okae WAN B none Tun noakiaodenns WAN
BBIOCPHUTE THIT TOAKIIOUEHHsI, KOTOPBIA HCHonb3yeT Bam mnpoaiinep. HaxmuTe KHONKY

CoxpaHuTh.

2) Hexoropeie moctaBmuku MHTepHET-yCimyr TpeOyror peructpanun MAC-anpeca amamntepa,
KOTOpBIN ObUT TOAKITIOUEH K DSL/kabenpHOMY MozieMy B mpoliecce ycTaHOBKH. Eciii mocraBimk
UnTepuet-ycnyr TpedyeTr npousBecT peructpanuro MAC-aapeca, BOWAUTE B MapLIPyTH3aTOp U
BbIOepuTe MeHI0 CeTh B JIeBOI yacTu Opays3epa. 3ateM BblOeputTe nmoaMeHio KioHuposanue
MAC-agpeca, uyro0bl mepeiiti B okHO KiionupoBanue MAC-aapeca. Ecmu MAC-anpec
Balllero KOMIIBIOTEpa SIBISIETCSI TEM CaMbIM aapecoM, HaXMHUTEe KHONKy KiioHupoBarh
MAC-aapec, u 510T aapec nosButcs B nmosie MAC-aapec B cetu WAN. Takxke MOXHO BBECTH
naHHoe 3HadeHue B mone MAC-agpec B cetu WAN Bpyunyw. @opmar MAC-aapeca
XX-XX-XX-XX-XX-XX. 3arem nHaxmure KHONKY Coxpanutb. CraenaHHble HW3MEHEHHS

BCTYIIAT B CUJIy TIOCTIE Mepe3arpy3KHu.

MAC-agpec 8 cetn WAN: C0-4A-00-F6-DB-BF [ BoccraHoeuts 3aBogckoi MAC-agpec

MAC-aapec Bawero KOMNLKTEPA: [ Knonwpoeats MAC-agpec

( COXpaHUTb |

Puc. A-3 Knonuposanue MAC-aapeca
51 xouy ucnoan3zosatb NetMeeting. UTo MHe HYKHO JUISI 3TOTO cAe1aTh?

1) Ecmu Bel 3amyctute NetMeeting B KadecTBe y3jia, BaM He MOTpeOyeTcsl NpeArnpUHUMAThH

KaKAX-Tn00 NEeUCTBUH.

2) Ecau Obl 3amycTHTE €ro B pPEXHUME OTBETa, BaM HNOTpedyeTcs HACTPOUTh (DYHKIUU

BupTtyasabHblii cepBep win y3ea DMZ, a taxke yoenutsest B Tom, uto H323 ALG BKITIOUEH.

3) UtoOsl HacTpouTh BupTyanbHbBI cepBep, BOWAMTE B MapIIPyTH3aTOp, HAXMHUTE MEHIO
Ilepeaapecanusa B neBoi yactu Opayzepa U BblOepHTe MoAMEHIO BupTyaabHble cepBepbl. B
okHe BupryanbHble cepBepbl HaXmHuTEe KHONKY Jl00aBUTHh... 3atem B okHe JoGaBuTh WM
M3MEHHMTh 3allUCh BUPTYaJILHOIr0 cepBepa BBenute B mose IlopT cepBuca 3nauenue 1720, a B
none I[P-agpec, nampumep, 192.168.0.169. Bribepute cocrosHue BriawuyeHo u 3arem

CoxpaHuTh.
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BupTyanbHble cepeepsbl

Mpumeyanne: YoeouTeck, 4To pyHEUMA NATEKNHOYEHA,BCITH Bl XOTHTE, YTOOLI HACTPOHKH BHPTYANbHLIX CEPBEEPOE BCTYNHITH B CHINTY.

I TMopT cepeuca BHYTpEHHHA NnopT IP-apgpec MpoTokon CocToAHKe HameHnTs
1 45 34 192.168.0.44 BCE BrniaueHo MameHuTs ¥YOanuts
[ lobBasuTb. .. ] [ Brniaunts BCE ] [ OTkniounte BCe ] [ Ypanute Bce

Puc. A-4 BuptyanbHble cepBepbl

[do6aBMTb NI H3MEHHTE 3aNMCcb BUPTYanbHOro cepeepa
MNopt cepenca: 1720 (=K anm X3

BHYTPEHHIA NOpT: (300 NPUMEHMMO TOMBKD B CMY4ae 0AHOD NOpTa CEPENCA NMG0 OCT3ELTE 3TO NOME HEe3aNoMHEHHBIM)

IP-agpec: 192.168.0.169

MpoTokom: | BCE Vl
COCTORHWE: | BrnroueHo vl
(CTaHOapTHLIA NOPT CepErCa: | --Bribepute- v
[ CoxpaHnTs ] Ha3ag |

Puc. A-5 Jl06aBUTh WM H3MEHUTH 3aIMCh BUPTYAILHOTO CepBepa

& IIpumeuanmue:
B mporuBononoxHoi ctopone ciemyer BbizBaTh WAN [P-aapec, KoTopeiii 0TOOpa)kaeTcss B OKHE

Cocrosinue.

4) YroOwbl axTuBHpOBaTh (yHKIHIO y3en DMZ, BoliauTe B MaplIpyTH3aTOp, BBIOEPUTE MEHIO
Ilepeanpecanusa B neBol 4acTu okHa Opaysepa um 3areM BbiOepuTe moameHto DMZ. B okHe
DMZ Bribepute Brawuuts u BBeaute Bam [P-agpec B mone [P-aapec y3na DMZ, Hanpumep,
192.168.0.169. ITocne storo Haxmute COXpaHUThD.

Mpumeyanue: Ydenurechk, yTo yHKUMA NATBKNHOYEHE, @CNH Bbl X0THTE, YToGk! HACTPORKW DMZ BCTYNMMK B CHMY.

Tekywee coctoAHne DMZ: () BemunTe (3 OTKMOUNTE

IP-agpec yana DMZ: 0000

[ COoXpaHuTL |

Puc. A-6 DMZ

5) Uro6s! Brmounts H323 ALG, Bolinute B MapuipyTusarop, BeiOepnte MeHI0 Be3omacHoCTb,

HaxoJsIeecs B JICBOM 4YacTH OKHa Opay3epa, W BbeiOepuTe mommeHro HacTpoiiku 6a30Boii
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3amuThl. B okHe Hacrpoliku 0a30Boii 3ammThl BbiOepute Braounth Bozne H323 ALG.

Haxxmute kHOnKy COXpaHHTB.

MexceTeBoi akpaH

MexceTeBon 3kpaH SPI: (® Brnwouute () BeiKntounTe

VPN
Mponyck Tpaduka PPTP: (%) Brnwuute () BeIKNKUNTE
Mponyck Tpadrka L2TP: (® Brnwuute (O BeIKNYNTE
Mponyck tpacmka IP Sec: (%) Brnwuute () BeIKNKUNTE

ALG
FTP ALG: () Brnwuute () BeIKNKUWTE
TFTP ALG: () Brnwuute () BeIKNYNTE
H323 ALG: O BLIKNIOYNTL
RTSP ALG: () Brnwuute () BeIKNYNTE

( CoxpaHnTh |

Puc. A-7 Hacrpoiiku 6a30B0¥ 3alTUTHI
4. UYrto 71 1o1KeEH /1eJ1aTh, YTO0bI YCTAHOBUTH B JIOKAJIbLHOM ceTH Bed-cepBep?

1) Tak kak mexnay moprom 80 BeO-cepBepa u moptoM 80 BeO-ympaBieHHS MOXET BO3HHKHYTH

KOH(i).]'II/IKT, HeOGXOZ[I/IMO Ha3HaA4YUTh I[pyl"OfI IopT AJid BeG-ynpaBneHI/m.

2) UYrtoObl W3MEHWTH TIOPT BeO-yNpaBJICHWS, BOWJWTE B MAapIIPyTH3aTOp, BHIOEPHTE MEHIO
Be3onacHocTs, pacronokeHHOe B JIeBOW 4yacTH Opays3epa, W BBIOEpHUTE IOJMEHI0 YAaJéHHOe
ynpasJjienue. B okHe YianéuHoe ynpasjenue B nioe Ilopt ynpaBieHusi BeG-untepdeiicom
yKaxuTe oo apyroi Homep, kpome 80, Hampumep, 8080. Haxmvurte CoxpaHuTh U

nepe3arpy3uTe MapiipyTH3aTop.

MopT ynpaenexna Bed-uHTepdefcom:
IP-agpec ynaneéHHoro ynpasneHns: 0.0.00 (YrkasmTe 255255 255,255 OnA BCex)

( CoXpaHnTL |

Puc. A-8 VYnanéuHoe ynpapieHue
& Ipumeuanue:

Ecnu BrIIeyka3aHHbIe HACTPOUKU BCTYIIAT B CHIY, BBenuTe http://192.168.0.1:8080 (LAN IP-amgpec

MapmipyTtuzaropa:[lopt BeO-ynpaBieHus) B aJpecHON CTpoke Bamiero BeO-Opayszepa. Ecimu LAN
[P-anpec mMozema, COEAMHEHHOTO C BAIIMM MapIIpyTH3aTOpOM, cocTaBiisgeT 3HadeHue 192.168.0.x,

torga 3nayenune LAN I[P-agpeca mapuipyruzaropa 1O YMOJYAaHHIO aBTOMATHUECKH CMEHHUTCS C
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192.168.0.1 na 192.168.1.1, uroObl n36exath koHUKTa [P-agpecos; B 1aHHOM cily4yae MONnpooyiTe
BBecTH http://192.168.1.1:8080.

3) Boiinute B MapupyTusarop, Beioepute MeHio Ilepeagpecanms B JeBOH 4acTH MapLIpyTU3aTOpa
u BblOepute moaMeH0 BupryajibHble cepBepbl. B okHe BupryajibHble cepBepbl HRXXMHUTE
kHOTIKY J{00aBUTH..., a 3areM B OkHE [[00aBUTH WJIM HM3MEHHUTHh 3aNiChb BHUPTYAJbLHOIO
cepBepa ykaxwure B niosie Ilopt cepBuca 3nauenue 80. B mone IP-aapec ykaxute Bam [P-agpec,

Harpumep, 192.168.0.188. Bridoepure cocrosinie Briioueno, a 3atreM CoXpaHHUTb.

BupTtyanbHble cepBepbl

MNpumeyanne: Yoeaureck, 4To (yHEUMA NATEKNHYEHE,ECNH Bl XOTHTE, Y4TOOL! HACTPOMKK EMPTYANLHLIX CEPEEPOE ECTYMHIK B CHATY.

ID Mopr cepenca BryTpeHHUH nopTt IP-agpec MpoTokon CocroAHne HameHuTs
1 45 34 192.168.0.44 BCE BrnioyeHo MameHnTs Yoanute
[ [obasuTs... ] [ BxnrounTs Bee ] [ OtknrounTs Bee ] [ Ynanute Bce

Puc. A-9 BupryanbHble cepBepsl

JdobaBnTk NN U3MEHHUTE 3aNMCk BUPTYanNnbHOro cepeepa

Mopt cepBrca: (OG-300 mnn XK
BHYTPEHHWIA NOpT: I:I (¥ NpUMEHUMO TONBKO B CMYYaE OOHOM NOPTa CEPEMCA NWG0 0CTABLTE 3T0 NOME HE3ANOMHEHHEIM)
IP-agpec: 192.168.0.188
Mpotokon: | BCE V|
COCTORHKE: | BrnwoueHo V|
(CTaHOapTHLIA NOPT CepBrca: | ~-Bribepute-- b
[ CoxpaHuTs ] Ha3an |

Puc. A-10 Jlo6aBuTh WIIM U3MEHHUTD 3aIMCh BUPTYAITBHOTO CepBepa
BecnpoBoaHble CTAHIMH He MOTYT NOAKIIOUUTHCS K MApLIPYTH3aTOPY.

1) VY6emurech TOoM, dYro mToNe BKIOUATH OecHpoBOIHOE BeHIaHHE OTMEYCHO B MEHIO

BecnipoBoxHOii pesxum.

2) Ilposepbte, coBnangaer nu unaeHTHGUKaTOp SSID OECIPOBOIHBIX CTAHIWN ¢ UACHTUPUKATOPOM

MapLIpyTH3aTOpa.

3) VYobenmurech B TOM, 4TO OECIIPOBOJHBIE CTAHIIMH HCIOJIB3YIOT KOPPEKTHBIH KIFOY MIH(POBaHMS,

€CJIM TaKOW PE’KMUM BKJIFOUEH.

4) Ecimu GeCHpOBOI[HOG MNOAKIKYCHUC AaKTHBHO, HO Bbl HE MOXKETC TIMOJNY4YUTb JOCTYIl K

MapIpyTH3aTopy, nposepsre [P-anpeca Bammx 6ecripoOBOAHBIX CTaHIHUIA.
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I[punoxenue B: HacTpoiika kKoMnbOTEpPOB

B nanHOM pa3nene rOBOPHUTCS O TOM, KaK HPaBHIBHO MPOU3BECTH YCTAHOBKY M HACTPOHKY MPOTOKOJNA
TCP/IP na OC Windows XP. B niepByto odepens HeoOxonumo yoeauthbes, uro anantep Ethernet paboraer.

BOCHOJ’ILByﬁTeCB PYKOBOACTBOM K aJalITEPy B CiIydac HCO6XOL[I/IMOCTI/I.

1. Hacrpoiika napamerpos TCP/IP
1) B manenu 3amad Windows Haxkmute kHOTKy Ilyck, a 3atem nepetinute B [laHesb ynpaBiieHusl.

2) Haxvure CeTbhb W moakjawyeHue K VIHTepHeT, a 3areM B IOSBUBIIEMCS OKHE BBIOCpHUTE

BKJIaJIKy CeTeBble NOAKIIOYEHHS.

3) HaxMuTe npaBoil KHONKOW MBIIIM MO HMKOHKE M B TIOSBUBIIEMCS MEHIO BEIOEpUTE pazlen

CBoilicTBa.

NBC WNW BLICOKOCKOPOCTHOH WHTEpHET

o AKAHYEHKE [0 NOKaNEHOH

) CETH
L alla

_ETEE!

OTEAHYHTE

MoAkNRYEHKA THOS MOCT

Z0zaaTe ApnElk

MeperMeEHDIEaTE

CBOHCTEA

Puc. B-1
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4) [Ba pa3za xnukaute Ha MyHKT [IpoTrokoesa Murepuera (TCP/IP), kak ykazano Ha Puc. Huxe.

& [MoaKawue HME MO JOKAABHOM CETH - CROHCTHA.

O6wwe | Nposepka nogakHHocTH | LononHurensHa |

Moak.niodeHHe HEpEs

| B® Realtek PCle GEE Family Contraller I

K.aornoHEHT I, HCAONESYEMEBIS 3TN NOAK NHDYEHHER:

[w] @ Cnysifa goctyna K galinar 1 NpuHTEpara ceTed Micr o
.@ MnaHmposwmE nakeros QoS

g [pororon MurepHera [TCRAR)

| £ | |
YeTaHoBITE. . dnaniTE CeolicTES
Orcanue

MNpotokon TCPAP - cTaHaapTHEIM NpoTokon raoGansHe::
CeTel, 00ECNEYMBAIOW M CEAZE MENIY PAZAMIHEIMI
B3 EHMOLEHCTEYOW MMM CETAMM,

[ Mpu Nk nioseHdH BHIBECTH SHAY0K B 06NACTH YBE00MAEHHE

YeenomnaTe MpH OrpaHH4EHHOM MK OTCYT CTEYHILLEM
NOAKADYEHHH

[i]:4 H OreHa ]

Puc. B-2
5) Ortkpoetcs okHo CoiictBa TCP/IP, B koTropoM OyneT oTKpbiTa BKiIaaka IP-aapec.

6) Beibepure IMoayunts IP-aapec aBromaruuecku u Ilomyuuts aapec DNS-cepBepa

ABTOMATUYECKH, KaK YKa3aHO Ha Puc. Huxe:

CrojicTea: Internet Protocol (TCP/IP)

DBWHe | &NETEPHATMEHAA KOHPHIYPALUKS

MNapareTpel P MOrYT HESHAYATECA SETOMETHYECKH, BCAH CETE
NOAAEPHMBAET 3TY BO3MOKHOCTE. B NpOTWEHOM CnYYae napameTpel
IP MO3#HD NOAYHHTE Y CETEEOrD A0MHHMCTPATORA.

@i lonure [P-aapec aeToMaTHYECKK

() Menonesosats casayowmi IP-aapec:

(® Nonywre agpec DMS-cepeepa aBTOMATHYECKM

(O Mcnonesoeate cnegyiowme agpeca DNS-cepeepas:

LononHUTENEHD. .

[ Ok, l[ OTreHa ]

Puc. B-3
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Ipunoxenue C: Cnenunpuxanmu

OO0uue mapamMeTpsl

Tomepaxuzaemere IEEE 802.3, IEEE 802.3u, IEEE 802.11b, IEEE 802.11g u IEEE 802.11n
CTaHIAPTEHI
Tonnepxusacubie TCP/IP, PPPoE, DHCP, ICMP, NAT, SNTP
MIPOTOKOJIBI
1 moptr WAN 10/100/1000 M6ut/c ¢ aBTocoracoBanueM ¢ pazbemom RJ45;
— 4 mopra LAN 10/100/1000 M6wut/c ¢ aBrocornacoBanueM ¢ pazsemom RJ45 ¢
p nomrepxkoii Asro- MDI/MDIX;
1 mopt USB 2.0
10BASE-T: neskpanupoBaHHas BUTas napa kar. 3, 4, 5 (maxc. 100 m.)
OkpanupoBannas Butas napa EIA/TIA-568 100Q STP (makc. 100 m)
Tun xabemnst
100BASE-TX: HeskpaHnupoBaHHas BUTas napa kar. 5, Se (makc. 100 m)
OxkpanupoBannas Butas napa EIA/TIA-568 100Q STP (makc. 100 m)
1000BASE-TX: HeakpanupoBaHHas BUTas nmapa kart. 5, Se  (makc. 100 m)
OkpanupoBanHas Butas napa EIA/TIA-568 100Q STP (makc. 100 m)
CBeTOMMONEEIS Power, System, WLAN, WAN, LAN (1-4), WPS, USB
HHIAKATOPHI
Cepruduxanus FCC, CE
IMapameTpsbl OecnipoBOIHON CBA3H
Jlnamna3oH 4acToT * 2,4-2,48351Tn

CKOpOCTb nepenadu | 110 10 450 Mo6uT/c (aBTOMAaTHYECKOE NIEPEKITIOYCHIIC)
JaHHBIX o
OecrpoBOTHOMY
COGTMHEHHIO

11g : 54/48/36/24/18/12/9/6M (aBTOMaTH4eCKOE MEPEKIFOUCHNUE )

11b : 11/5.5/2/1M (aBTOMaTH4ECKOE MEPEKITIOUCHHUE)

Paciiipenue 4acToTsl DSSS (IupoxkomonocHast MOAY/ISIIUS ¢ IPSIMBIM PaCITHPSHUEM CIEKTPa)
Monaymsiumst DBPSK, DQPSK, CCK, OFDM, 16-QAM, 64-QAM
BesomacHoCTh WEP/WPA/WPA2/WPA2-PSK/WPA-PSK

270m: -68 nbu ipu 10% k03¢ ¢. makeTHBIX OMIHOOK
130m: -68 nbu npu 10% ko3¢ d. makeTHbIX OLIUOOK
108m: -68 nbu ipu 10% k03¢ ¢. makeTHBIX OMIOOK

Eyzgiiﬁf;woc“ 54m: -68 nbu ipu 10% xo3dd. makeTHBIX OmMOoK
P 11m: -85 nbu mpu 8% k03(d. makeTHIX OMIMOOK
6M: -88 nbu pu 10% K03 (. makeTHHIX OmUOOK
Im: -90 nbu pu 8% k03¢ ¢. makeTHHIX OmUOOK
Koaddurment

5 nbu * 3
YCHJICHUS aHTCHHBI

IMapameTpbl OKpyxkaomei cpeabl

Ipu skcruryararmu: ot 0°C 1o 40°C
Temmnepatypa

IMpu xpanenuu: ot -40°C 10 70°C

[Ipu sxcruryaranuu: 10% - 90% RH, 6e3 o6pa3oBanus KOHAEHCATa
Bnaxnocts

[Ipu xpanennu: 5% - 90% RH, 6e3 obpa3oBanus KoHICHCATA

* B CHIA pa3pemieHo UCIoib30BaTh TOMbKO 9acToThl 2,412 I'T - 2,462 I'Tu, mosToMy aMepUKaHCKHE ITOJIb30BATEIN

MOTY BBIOMPATh TOJIBKO KaHaus! 1-11.
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[punoxenue D: I'noccapuii

> 802.11n — Crangmapt 802.11n moctpoeH Ha mpenbiaymux cranaaptax 802.11 myrém moGaBieHus
texHosorui MIMO (MHOrOKaHaNBbHBIA BXOJ/BBIXON), B KOTOPOW WCIIOJIL3YIOTCS HECKOJBKO
IepealomuX U MPUHUMAIOIINX aHTeHH, YTO MO3BOJIIET YBEIUIHUTE MPOIYCKHYIO CIIOCOOHOCTH Yepes
IPOCTPAHCTBEHHOE MYNbTUIUICKCHPOBAHUE W IONYYHUTH OONBIIYIO 30HY OXBaTra CETH 3a CUET
UCIIOJIb30BAHUS PA3HOI'O IPOCTPAHCTBEHHOI'O PACIOJIOXKEHUS AHTEHH, BO3MOJXKHO, YEpe3 CXEMBI
KOJMPOBKH, Takue Kak koaupoka Alamouti. Koncopumym EWC 0Obin co3maH ISl yCKOpPEHHS
passutus cragaapra IEEE 802.11n u npoaBrmkeHns crieruUKaIiyi TEXHOIOTHH B IETISIX YITyUIICHHS

BBaHMOHeﬁCTBHH MCKIY 6eCHpOB02]HLIMI/I CCTCBBIMU IMPOAYKTAMHU CIICAYIOIIETO IMOKOJICHUA.

> 802.11b — Crangapt 802.11b onpenenser mapameTpsl pabOTHl OECIPOBOTHON CETH MPH CKOPOCTH
nepegaun JgaHHbIX 11 MOuT/c, ucmons3ys TexHojorur DSSS. PaGotaeT Ha HeIMIIEH3MPOBAHHOM
nuamnazone 2,4 [T ¢ ucnons3zoBanuem anroputMa mudposanus WEP. K cersm cranmapra 802.11b

TaKke oTHocATCS ceth Wi-Fi.

> 802.11g — cnenuduranms s co3IaHusi OSCIPOBOIHBIX CETEH CO CKOPOCTHIO MEepenavyn JaHHBIX JI0
54 Mowurt/c. HWcnonp3dyer TtexHosoruto DSSS, woaymsumto OFDM  u  paboraer Ha
HeNMIeH3upoBaHnHoOM nuanazone 2,4 ['Tn. Ob6patHo coBMmecTuMa ¢ yctpoiictBamu cranaapta IEEE

802.11b. Ucnonb3yeT anroput™ mudpoBanus WEP.

> DDNS (Dynamic Domain Name System — CuHcTeMa AWHAMHYECKHMX TOMEHHBIX HMEH) —
Bo3MoXHOCTh Ha3HAuCHHS (UKCHPOBAHHOTO Y3JIOBOTO M JIOMEHHOTO HUMEHHU JUISl THHAMHYECKOTO

Internet IP-agpeca.

> DHCP (Dynamic Host Configuration Protocol — IIpoToK0J HACTPOWKH AMHAMUHYECKOTO Yy3J1a) —
[IpoTokon, KOTOpBIA aBTOMATHYECKH TNPOM3BOMUT HacTpoiiky mnapamerpoB TCP/IP  Bcex

KOMITBIOTEPOB, noAakroueéHHbIX K DHCP-cepBepy.

> DMZ (Demilitarized Zone — [Jdemunautapu3oBaHHasi 30Ha) — JlaHHas QyHKIUS TO3BOJSET Y3iIy
JIOKAJBHOW ceTH oOpamathes K HTepHET Myt paboThl CO CHENUATBHBIME MPYIOKECHUSIMHU, TAKUME

Kak I/IHTCpHeT-I/IFpI)I u BI/II[COKOH(bepeHHI/II/I.

> DNS (Domain Name System — CucremMa JAOMEHHBIX HMeH) — VIHTEpHET cepBUC, KOTOPBIMA

MepeBOIUT UMEHa caiiToB B [P-angpeca.
>  JloMeHHOe MMl — OITMCATENIBHOE UM 11 a/ipeca WK TpynIbl aapecoB B MIHTepHET

>  DSL (Digital Subscriber Line — LludpoBas aGonenTckasi JuHus1) — TeXHOIOTHs, KOTOpas MMO3BOJISET

OTIIPABIIATH WU TIOYYaTh JAHHBIE, HCTIONB3YS CYIICCTBYIOIINE Teae()OHHBIC JINHUL.
> ISP (Internet Service Provider) - A company that provides access to the Internet.

> ISP (Internet Service Provider — IloctaBmuk HWHTepHer-ycayr) — Komnanws, kotopas

obecrieunBaeT JocTym B MHTEpHET.

> MTU (Maximum Transmission Unit — MakcuMajJbHBIH pa3mep O0J0Kka mnepegadn) -—

MakcuMalbHBIH pa3Mep MaKeTa JaHHBIX, KOTOPBIA MOXET ObITh IepeiaH.
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> NAT (Network Address Translation — TexHonoruss mepeBoga ceTeBbIX agpecoB) — TeXHOJOTHS

NAT nepeBonut IP-anpec nokanbsHo# cetu B IP-anpec cetu UnTepHeT.

> PPPoE (Point to Point Protocol over Ethernet — Iporokon moakiaouenus depe3 Ethernet mo
npuHuuny Touka-Touka) - PPPOE — 3To mpoTokon aisi MOIKIIIOYEHHs YNANEHHBIX Y3JIOB CETH

WHTepHET Yepes MOCTOSIHHOE MOIKIIIOYCHHE, ITOCPECTBOM UMHUTAINH Mo IKIroueHus dial-up.

>  SSID — Unentudukarop SSID — 310 K04, BKIOYAOMKN B ceOs 10 32 OyKBEHHBIX M HUDPOBBIX
CHMBOJIOB, KOTOPBI HMCHOJB3yeTcsl M UACHTU(UKAIMU JOKAIBHON ceTH. UToOBl OecrpoBOIHEIC
YCTPOMCTBA CETH MOTJIM OOMEHUBATKLCS JAHHBIMH, OHH JIOJDKHBI HCIIOJB30BaTh OJUH U TOT ke SSID.
OOBIYHO 3TO HACTPOEUHBIN MapameTp JIsl OeCIPOBOAHOM KapThl KoMibioTepa. CoorBercTByeT ESSID

AJIA 6eCHpOBOI[HOﬁ TOYKH JOCTYyIId U UMECHHU 6eCHpOBOI[HOﬁ CCTU.

>  WEP (Wired Equivalent Privacy — DKBHBaJIEHT POBOIHOM 3amuThl) — MexaHu3M mudpoBaHust

Ha OCHOBE 64-, 128- min 152-6UTHOrO COBMECTHOIO KJII04a, Kak yka3aHo B ctangapte IEEE 802.11.

>  Wi-Fi — Kommepueckoe HaszBanme cranmapra 802.11b, mpucBoenHoe opranusanueii Ethernet

Compatibility Alliance (WECA, see (cm.) http://www.wi-fi.net), sBisromieiicss rpymmod 1o
pa3paboTKe MPOMBINUICHHBIX CTaHIAPTOB, padoTaromieid Haa MpoOJIeMOl B3aUMO3aMEHSEMOCTH

ycTpoiictB ctanmapra 802.11b.

>  WLAN (Wireless Local Area Network) - BecipoBogHas JloKaJibHasi ceTh — IPYINa KOMIIBIOTEPOB
U CBSI3aHHBIX YCTPOMCTB, B3aMMOJCHCTBYIOIIUX IPYr C JIPYyroM dYepe3 OeclpoBOAHYIO Iepenady

JaHHBIX B OIr'PaHUYCHHOM paﬁOHe.
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