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Quick Start

The tpNMS (TP-Link Network Management System) is a centralized management
software that allows you to discover, monitor and configure your TP-Link Managed
Switches using a web browser. Follow the steps below to complete the basic
settings of the tpNMS.

1. Prepare for Installation

2. Download and Install topNMS

3. Log into the Application

4. Change Your Password and Email

5. Set the Email Server for Alarm Notifications



1.1

1.11

1.1.2

1.1.3

Prepare for Installation

You can install the tpNMS to centrally manage the switches in the LAN or in
different network segments.

e Computer Requirements
e Compatible Devices

* Installation Topology

Computer Requirements

- CPU: Duel Core 2.8GHz or above

- RAM: 4GB RAM (32-bit OS) or 8GB RAM (64-bit OS)

- HD Space: 20GB or above

- Operating System: Microsoft Windows XP/Vista/7/8/10

- Web Browser: Mozilla Firefox 32 (or above), Google Chrome 37 (or above), Opera
24 (or above), or Microsoft Internet Explorer 8-11.

Note:

We recommend you deploy the tpNMS on a 64-bit operating system to guarantee
the software stability.

Compatible Devices

TP-Link 2/3/5/T series switches.

Installation Topology

You can deploy tpNMS to manage devices in three types of network topologies.
- In the Same LAN

If you want to manage the compatible switches in the same LAN with the tpNMS
host, refer to the following network topology.



Figure 1-1  Topology of the same LAN

Host A (tpNMS Host)
IP: 192.168.0.100

Router (Gateway)
Switch LAN IP:192.168.0.1

tpNMS

< N

70

Host B
IP: 192.168.0.200 2/3/5/T Series Switch  2/3/5/T Series Switch  2/3/5/T Series Switch

In the LAN, only one host needs to install tpNMS. The host is called as tpNMS Host.
And the other hosts in the same LAN can access the tpNMS Host to manage the
network. In this topology, you can visit tpNMS interface from Host B by entering
“192.168.0.100: 8888" in a web browser. It's recommended to set a static IP
address to the tpNMS Host for the convenient login to the tpNMS interface.

Note:
The tpNMS must be running all the time when you manage the network.

- In Different Network Segments

If the tpNMS Host needs to manage switches in different network segments, refer
to the following topology. \
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Figure 1-2 Topology with different subnets

Host A (tpNMS Host)
IP: 192.168.0.100

Router (Gateway)
LAN IP:192.168.0.1

L2+/L3 Switch

tpNMS
A
20
Host B 2/3/5/T Series Switch 2/3/5/T Series Switch 2/3/5/T Series Switch
IP: 192.168.1.200 IP:192.168.2.200 IP: 192.168.3.200 IP: 192.168.4.200

The tpNMS Host and the switches are connected to different ports on the L2+/L3
switch. The tpNMS Host and the switches can access each other via the routing
interfaces configured on the L2+/L3 switch. To ensure the switches can be
discovered by the tpNMS Host and be managed, configure the switches to send
SNMP traps to the IP address of the tpNMS host.

- Over VPN Tunnel

The tpNMS Host can manage the switches over the VPN tunnel, referring to the
following topology.

Figure 1-3  Topology over VPN tunnel

2/3/5/T Series Switch Host A (tpNMS Host)
IP: 192.168.3.200 IP: 192.168.0.100 tpNMS

70

VPN Tunnel

L2+/L3 Switch

L2+/L3 Switch

2/3/5/T Series Switch Host B
IP: 192.168.1.200 .

IP: 192.168.2.200
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1.2

1.3

1.3.1

After the VPN tunnel is established, the tpNMS can manage the switches on the
other side of the tunnel remotely.

Download and Install tpNMS

Get the installation file of tpNMS from our website www.tplink.com/en in this
directory For Business > Switches > Accessories, or click this link. Then follow the
on-screen instructions to properly install the tpNMS software. After successful
installation, a shortcut icon @ of the tpNMS will be created on the tpNMS host's
desktop.

Log in to the Application

Launch the software on the tpNMS Host and follow the instructions to complete
the basic configurations, and then you can log in to the management interface.

e Launch the toNMS
e Fix the Launch Problems

e Loginto topNMS
Launch the tpNMS

Launch the tpNMS and the following window will pop up. You can click Hide to hide
this window but do not close it. After a while, your web browser will automatically
open.

Figure 1-4  Launch window

tpMNMS v1.1 - TP-Link

. Hid
10 tp-link
tpNMS Started.
(*) Details

[2016-11-11 11:05:59] MySQL server started.
[2016-11-11 11:06:08] Started

Launch a Browser to Manage Network



www.tplink.com/en
http://www.tplink.com/en/products/biz-list-43.html

Note:

« If your browser does not open, please click Launch a Browser to Manage
Network.

- If it opens but prompts a problem with the website's security certificate, please
click Continue to this website.

+ If the port 69, 162 and 1099 are already used by other processes, tpNMS will fail
to initialize. Please Kill the tasks occupying these ports and click Retry to launch
tpNMS again.

1.3.2 Fixthe Launch Problems

tpNMS will use several ports in its launch process, which include but are not limited
to: 69, 162 and 1099. If any of these ports is occupied by the other processes,
tpNMS will fail to initialize. The conflicting port and the PID of the process using this
port will be displayed in the launch window. Please kill the process with this PID and
click Retry to launch the tpNMS again.

1. For example, the tpNMS encounters with a port conflict in initialization.

Figure 1-5 Initializing error

tpNMS v1.1 - TP-Link

2 tplink

Initializing Error.

[2016-11-18 14:47:06] MySQL server started.
[2016-11-18 14:47:06] ErrorSNMP trap port 162 in used.The
pid of the process which occupies the port is: 2540.

We can see that the conflict port is 162 and the process with PID 2540 is occupying this
port.
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2. Open the Processes tab in the Windows Task Manager.

Figure 1-6  Windows task manager

File Options View Help

Applications | Processes ‘ Services | Performance I MNetworking | Users |

Image Mame

LMS.exe *32
csrss.exe
unsecapp.exe
atiechor. exe
svchost.exe
SearchIndexer.exe
GoogleUpdate .exe *32
taskeng.exe
jhi_service.exe *32
vapm.exe =32
avp.exe *32
sshd.exe *32
winlogon.exe
conhost.exe
cygrunsry.exe *32
mysgld.exe *32
AlipaySecSvc.exe *32
AdobelipdateService. exe *32
armsvc.exe *32
ldnagent.exe *32
avpsus.exe *32
IMEDICTUPDATE.EXE
atiechor. exe
mysgld.exe *32
spoolsv.exe
HedServer.exe
svchost.exe

lsm.exe

Isass.exe

carvirse ava

User Name

SYSTEM
SYSTEM
SYSTEM
SYSTEM
SYSTEM
SYSTEM
SYSTEM
SYSTEM
SYSTEM
SYSTEM
SYSTEM
SYSTEM
SYSTEM
SYSTEM
SYSTEM
SYSTEM
SYSTEM
SYSTEM
SYSTEM
SYSTEM
SYSTEM
SYSTEM
SYSTEM
SYSTEM
SYSTEM
SYSTEM
SYSTEM
SYSTEM
SYSTEM

CPU

0o
00
00
00
00
00
00
00
00
00
0o
00
00
0o
00
00
01
00
00
0o
00
00
00
00
00
00
0o
00
00
nn

Memory (Private Working Set)

1,480 K
1,724K
852K
1,544 K
424K
9,712K
356K
792K
204K
9,292K
40,460 K
236K
876K
290K
212K
1,252K
3,704K
212K
188K
47,112K
4,432K
168K
1,524K
1,296K
2,236K
532K
4,000K
1,608K
3,576 K
2 MRAK

Description

Intel(R) Local Management Service
Client Server Runtime Process
Sink to receive asynchronous callbacks f... |
AMD External Events Client Module 3
Host Process for Windows Services
Microsoft Windows Search Indexer

Google Installer

Task Scheduler Engine

Intel(R) Dynamic Application Loader Host...
Kaspersky Security Center Vulnerability ...
Kaspersky Endpoint Security 10 for Wind...
sshd

Windows Logon Application

Console Window Host

cygrunsry

mysqld

Alipay security service

Adobe Update Service

Adobe Acrobat Update Service

Kaspersky Security Center Network Agent
Kazpersky Seamless Update Service
Microsoft Office IME 2010

AMD External Events Client Module

mysgld

Spooler SubSystem App

Intel(R) Capability Licensing Service Inte...
Host Process for Windows Services

Local Session Manager Service

Local Security Authority Process

Sarviras and Cantrallar ann

T

] *

Show processes from all users

End Process

Processes: 118 CPU Usage: 10%

Physical Memory: 36%
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3. Click View and select Select Columns....

Figure 1-7 Select columns

File Options ew | Help
P Refresh Now F5 orking | Users
Update Speed 3
Image MNams CPU  Memory (Private Working Set) Description G
Select Columns... | B
LMS.exe *3. 00 1,480K  Intel(R) Local Management Service
CSF55.8X8 SYSTEM 00 1,724K  Client Server Runtime Process
unsecapp.exe SYSTEM 00 B08K  Sink to receive asynchronous callbacks f...
atiedsoc.exe SYSTEM 00 1,520K  AMD External Events Client Module E
svchost.exe SYSTEM 00 424K Host Process for Windows Services
SearchIndexer.exe SYSTEM 00 9,672K  Microsoft Windows Search Indexer
GoogleUpdate.exe *32 SYSTEM 00 356K Google Installer
taskeng.exe SYSTEM 00 792K Task Scheduler Engine |
jhi_service.exe *32 SYSTEM 00 204K Intel(R) Dynamic Application Loader Host...
vapm.exe *32 SYSTEM 00 9,560 K Kaspersky Security Center Vulnerability ...
avp.exe *32 SYSTEM 00 42,072K  Kaspersky Endpoint Security 10 for Wind...
sshd.exe *32 SYSTEM 0o 236K sshd
winlogon.exe SYSTEM 00 892K Windows Logon Application
conhost.exe SYSTEM 00 240K Console Window Host
cygrunsrv.exe *32 SYSTEM 00 212K cygrunsrv
mysqld.exe *32 SYSTEM 00 1,252K  mysqld
AlipaySecSvc.exe *32 SYSTEM 01 3,592K  Alipay security service
AdobelpdateService.exe *32 SYSTEM 00 212K Adobe Update Service
armsvc.exe *32 SYSTEM 00 188K Adobe Acrobat Update Service
Knagent.exe *32 SYSTEM 00 47,128K  Kaspersky Security Center Network Agent
avpsus.exe *32 SYSTEM 00 4,384K  Kaspersky Seamless Update Service
IMEDICTUPDATE.EXE SYSTEM 00 163K Microsoft Office IME 2010
atiedho.exe SYSTEM 00 1,556 K  AMD External Events Client Module
mysqld.exe *32 SYSTEM 00 1,296 K mysqld
spoolsv.exe SYSTEM 00 2,212K  Spooler SubSystem App
HedServer.exe SYSTEM 00 532K  Intel(R) Capability Licensing Service Inte...
svchost.exe SYSTEM 00 4,224K  Host Process for Windows Services
lsm.exe SYSTEM 00 2,020K  Local Session Manager Service
|sass.exe SYSTEM 00 3,596 K Local Security Authority Process
services.exe SYSTEM 00 3,308K Services and Controller app
winlnnnn sve SYSTEM nn QMK Windrws | nnan Annlication S
Show processes from all users
ﬂﬁelect which columns will be visible on the Process page

In the pop-up window, select the PID (Process Identification) and click OK.

Figure 1-8 Show the PID column

Select Process Page Columns . |£|

Select the columns that will appear on the Process page of Task Manager.

l| [] PID {Process Identifier) I -
E User Name "
[7] session ID

CPU Usage

[T] cPU Time

[] Memory - Working Set

[] Memory - Peak Working Set

[] Memory - Working Set Delta

Memary - Private Working Set

|:| Memory - Commit Size

[] Memory - Paged Poal

[] Memary - Non-paged Fool

[] Page Faults

[] Page Fault Delta

|:| Base Priority -

m




4. Kill the process that occupying the conflict port. Click the process with the specified PID
and click the End Process.

Figure 1-9  Kill the conflicting process

File Options View Help
Applications | Processes | services | Performance | Networking | Users |
Image Name PID | UserName CPU  Memory (Private Working Set) Description =
LMS exe =32 5072 SYSTEM 00 1,484K  IntelR) Local Management Service
crss.eve 5858 SYSTEM 01 1,724K  Client Server Runtime Process
unsecapp.exe 5604  SYSTEM 00 860K  Sink to receive asynchronous callbacks for WMI dlient appi...
atiechx.exe 5472 SYSTEM 00 1,592K  AMD External Events Client Module E
svchost.exe 4896 SYSTEM 00 424K Host Process for Windows Services
Searchindexer.exe 4436 SYSTEM 00 8,748K  Microsoft Windows Search Indexer
GoogleUpdate.exe *32 3832 SYSTEM 00 360K Google Installer
taskeng.exe 3600  SYSTEM 00 792K Task Scheduler Engine W
jhi_service.exe =32 33%6  SYSTEM 00 204K Intel(R) Dynamic Application Loader Host Interface
vapm.exe *32 3380  SYSTEM 00 10,184K  Kaspersky Security Center Vulnerability Assessment & Pat...
| avp.exe 32 2412 SYSTEM 00 28.324K
[I stnp tr sp. xe 2108 LOCAL SERVICE 00 288 K_SINE Trsp ]
‘winlogon,exe 2316 SYSTEM 00 892K Windows Logon Application
conhost.exe 2276 SYSTEM 00 240K Console Window Host
cyarunsry.exe *32 2220 SYSTEM 00 212K cygrunsrv
mysqld.exe =32 2088 SYSTEM 00 1,256K  mysald
AlipaySecsve.exe 32 2004 SYSTEM 01 3,760K  Alpay security service
AdobelpdateService exe =32 1980 SYSTEM 00 212K Adobe Update Servics
armsve.exe =32 1944 SYSTEM 00 188K  Adobe Acrobat Update Service
Kinagent.exe *32 1884  SYSTEM 00 47,264K  Kaspersky Security Center Network Agent
avpsus.exe *32 1820 SYSTEM 00 4,500K  Kaspersky Seamless Update Service
IMEDICTUPDATE EXE 1652 SYSTEM 00 168K Microsoft Office IME 2010
atiechx.exe 1550 SYSTEM 00 1,640K  AMD External Events Client Module
mysqd.exe *32 1452 SYSTEM 00 1,206K  mysald
spoolsv.exe 1424 SYSTEM 00 2,216K  Spooler SubSystem App
HeciServer.exe 1408 SYSTEM 00 532K  Intel{R) Capabiity Licensing Service Interface
svchost.exe %08 SYSTEM 00 4328K  Host Process for Windows Services
Ism.exe 808 SYSTEM 00 2,052K  Local Session Manager Service
Isass.exe 800  SYSTEM 00 3,668K  Local Security Authority Process
services.exe 782 SYSTEM 00 3,424K  Services and Controller app
wirlnann ave 782 SvaTEM nn Q92K Windrwe | nan Annlicatinn s
Show processes from all users | End Process
Processes: 116 CPU Usage: 3% Physical Memory: 37%

5. Click Retry to launch tpNMS again.

Figure 1-10 Launch tpNMS again

1.1 - TP-Link
. Hide
2 tpHink
Initializing Error.
(%) Details Retry

[2016-11-18 14:47:06] MySQL server started.
[2016-11-18 14:47:06] ErrorSNMP trap port 162 in used.The
pid of the process which occupies the port is: 2540.

1.3.3 Loginto tpNMS

tpNMS uses a browser-server architecture. Administrators and other types of
users can access tpNMS from any accessible host in the network. Before you log
in to tpNMS, please make sure that tpNMS host has a static IP address.
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Note:

Since tpNMS supports multiple users’ operations at the same time, we recommend
that different users coordinate their application activities. Thus the modifications
on the screen made by one user are not inadvertently changed by another user.

1. Open a browser and connect to tpNMS through the static IP address of the tpNMS host

and the port 8843.

-To connect to tpNMS from the tpNMS host, enter the URL

https://127.0.0.1:8843/.

- To connect to tpNMS from a remote computer, replace 127.0.0.1 with the
IP address of the tpNMS host. For example, enter https://1.1.1.100:8843/,
in which 1.1.1.100 is the IP address of the tpNMS host and 8843 is the port

number for the tpNMS server.

2. After you connect to tpNMS, enter the default account and password (both are admin)

in the Login screen to sign in.

Figure 1-11  Login window

; | admin

|
a | sense

3. The Home screen displays as below.

Figure 1-12 Home page

Device Status (-] Latest 10 Alarms:
Alarm Name Severity Device IP
. w 9
W e O Device is disconnected Urgent 192.168.0.18
Urgent 192.168.0.200
Urgent 192.168.1.200
Urgent 192.168.0.225
i Urgent 192.168.0.37
i Urgent 192.168.0.16
i Urgent 192.168.0.226
i Urgent 192.168.0.25
Vil Urgent 192.168.0.61
test Urgent 192.168.0.52
Top 10 Devices By Average CPU (Today) @  Topi0 Intertaces By Traftic (Today)
Device Type CPU Utilization(%) Device Name | Interface Name ~ Rx ™
Switch — 31% T1600G-26TS Port1/0/12 7.18 MB 781 MB
Switch | 22 T1600G-28TS Port10/6 6.31 MB 589 MB
Switch | 20% T1600G-52TS Port10/36 5.86 MB 6.31MB
Switch | 14% T1600G-52TS Port1/0/46 159 MB 233 MB
T2600G-28TS Port10/18 2.32 MB 159 MB
T1600G-52TS Port1/0/12 1.19 MB 141 MB
T1600G-52TS Port10/30 697.85 KB 121 mMB
13700 Port108 820.84 KB 528.03 KB

T1600G-52TS | Port10/10 212,66 KB 111MB
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Alarm Time
2016-11-23 19:31:47
2016-11-23 19:31:47
2016-11-23 19:31:47
2016-11-23 19:31:47
2016-11-29 19:31:47
2016-11-23 19:31:48
2016-11-29 19:31:48
2016-11-23 19:31:48
2016-11-23 19:31:48
2016-11-23 19:50:00

Total
14.99 MB
1220 MB
12.16 MB
3.91 MB
391 MB
2.60 MB
1.9 MB
133 MB
132 MB
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1.5

Change Your Password and Email

It is suggested to change the admin user’'s default password for safety
considerations. tpNMS defines three types of roles: administrator, operator and
observer. Only administrators have the authority to modify the user's user name,
password and email.

Following the steps below to modify your password and email address.

1. Click in the top right corner of the page and the following My Account window
will pop up.

Figure 1-13  Modify account information

My Account X

My Account Information

User Name: admin
Email admin@system.com
Role: administrator
Status Active

Change Passwo rd
Password:

Confirm Pagsword:

Apply

2. Modify the Email address of the admin user.

3. Select the Change Password check box. Enter the new password and re-enter to
confirm.

4. Click Apply to save your changes.

Set the Email Server for Alarm Notifications
Before tpNMS can send alarm notifications, you should configure the email server

settings. Only an administrator role user can configure the alarm email server
settings.
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1. Go to System > System Settings > Email Server.

Figure 1-14  Configure Email server settings

D to.lick
L

Home Resource Monitor Alarms

System Settings

I:I Emall Server Settings (-]
.

* ldle Timeout SMTP Server -

i N
o Auto Retresh 5 Sender Address example@email.com

Use Secure Connect
. (ss)
+ Data Retention

Server Port 25

User Management 7' Need Check Authority

® Users
Username :

* Roles Password

* Online Users
Test Save

Device Gount

® Device Count

https://127.0.0.1:8843/home.htm|

2. Enter your SMTP server address in the SMTP Server field. For example: smtp.gmail.
com.

3. Enter your email address in the Sender Address field. For example: jerry@gmail.com.

4. If you want to encrypt the communications between the server and the recipient, select
the Use Secure Connect (SSL) check box.

5. Enter your SMTP server port in the Server Port field.

6. If your SMTP server requires authentication, select the Need Check Authority check
box and enter your user name and password for your email account.

7. Click the Test button to verify your email server settings. A test mail will be sent from
the sender to itself, to verify the settings of the email server and the user credentials are
correct.

8. Click the Save button to save your email server settings.
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2 Monitor Network

With tpNMS you can monitor the summary information about the network, devices
and interfaces. You can monitor the device status, the network topology, the
latest alarms and the top 10 widgets for devices and interfaces by certain criteria.

You can customize these widgets on the Home screen. This chapter includes the
following sections:

e Customize the Widgets on the Home Screen

* View the Widgets
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Customize the Widgets on the Home Screen

You can add, delete or re-sort the widgets displayed on the Home screen.
1. Go to Home screen.

2. Click Customize Portal in the upper right corner of the Home screen.

Figure 2-1 Home screen customize

Resource Alarms System

Device Status (2] Latest 10 Alarms
= s 5 Alarm Name Severity Device IP Alarm Time
™ Down: 0 Device is disconnecied Urgent 192.168.0.18 2016-11-23 19:31:47
Device is disconnecied Urgent 192.168.0.200 2016-11-23 19:31:47
Device is disconnected Urgent 192.168.1.200 2016-11-23 19:31:47
Device is disconnected Urgent 192.168.0.226 2016-11-23 19:31:47
Device is disconnecled Urgent 192.168.0.37 2016-11-23 19:31:.47
Device is disconnecied Urgent 192.168.0.16 2016-11-23 19:31:48
Device is disconnecied Urgent 192.168.0.226 2016-11-23 19:31:48
Device is disconnecied Urgent 192.168.0.25 2016-11-23 19:31:48
Device is disconnected Urgent 192.168.0 61 2016-11-23 19:31:48
test Urgent 192.168.0.52 2016-11-23 19:50:00
Top 10 Devices By Average CPU (Today) o Top 10 Intertaces By Traftic (Today) o
Device Name Device Type CPU Utilization(%) Device Name Interface Name  Rx T Total
Switch I 31% T1600G-28TS Port1/0n2 8.82 MB 9.38 MB 18.20 MB
Switch | 22% T1600C-28TS Pori10% 7.55 MB 725 MB 14.80 MB
Switch - 20% T1600G-52TS Port10/36 721 MB 7.56 MB 14.77 MB
T2600G-26TS Switch | 14% T1600G-52TS Pori10/M6 1.91 MB 2.80 MB 4.71 MB

Port1/018 2.79 MB 1.91 MB 4.70 MB

T2600G-26TS

T1600G-52TS 1.48 MB 1.86 MB 3.34 MB
702.12 KB 1.39 MB 2.07 MB
1.26 MB 825.60 KB 207 MB
258.89 KB 1.32 MB 157 MB V)

3. Select a checkbox to add the widget. Deselect a checkbox to delete the widget.
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Figure 2-2  Add or delete the widgets

Customize Portal

N4 Device Status
4 Latest 10 Alarms

~| | Top 10 Devices By Average CPU (Today)

Top 10 Devices By Average Memory
(Today)

| | Top 10 Intertaces By Traffic (Today)
| | Top 10 Interfaces By Traffic Rate (Today)
Top 10 Interfaces By Utilization (Today)
Top 10 Interfaces By Errors (Today)

Top 10 Interfaces By Discard (Today)

Network Topology Map

Apply

Device Status

The number and percentage of the managed

devices in normal status and offline.

Top 10 Devices By Average CPU (Today)

Top 10 devices by the average CPU utilization

today.

Top 10 Interfaces By Traffic (Today)

Top 10 devices by the traffic received and
transmitted today.

Latest 10 Alarms
Latest 10 Alarms of entire system.

Top 10 Devices By Average Memory
(Today)

Top 10 devices by the average memory
utilization today.

Top 10 Interfaces By Traffic Rate (Today)

Top 10 devices by the average rate of traffic
received and transmitted today.

X

4. The right part is a thumbnail of the Home page. Drag the widgets to re-sort their display

order. When you move the cursor onto the title bar of a widget, the cursor will turn into

a four-head arrow. Click and hold the title bar to drag the widget to the place you want,

and release the left button of your mouse to complete the operation.

Figure 2-3 Re-sort the widgets

Customize Portal

V| Device Status
. Latest 10 Alarms

~|  Top 10 Devices By Average CPU (Today)

Top 10 Devices By Average Memory
(Today)

| Top 10 Interfaces By Traffic (Today)

| Top 10 Interfaces By Traffic Rate (Today)
Top 10 Interfaces By Utilization (Today)
Top 10 Interfaces By Errors (Today)
Top 10 Interfaces By Discard (Today)

Network Topology Map

Apply

Device Status

The number and percentage of the managed

devices in normal status and offline.

Top 10 Devices By Average CPU (Today)

Top 10 devices by the average CPU utilization

today.

Latest 10 Alarms @

Latest 10 Alarms of entire system.

22

Top 10 Interfaces By Traffic (Today)

Top 10 devices by the tratfic received and
transmitted today.

Top 10 Devices By Average Memory
(Today)

Top 10 devices by the average memory
utilization today.

Top 10 Interfaces By Traffic Rate (Today)

Top 10 devices by the average rate of traffic
received and transmitted today.

X




5. Click Apply to save your changes.

View the Widgets

You can view the widgets displayed on the Home page.

Figure 2-4 Home page view

Resource Monitor Alarms Contig Tasks System

Customize Portal

Device Status (-] Latest 10 Alarms (7]
Alarm Name Severity Device IP Alarm Time
m 9
B Dm0 Device is disconnected Urgent 192.168.0.18 2016-11-23 19:31:47
Device is disconnecied Urgent 192.168.0.200 2016-11-23 19:31:47
Device is disconnecied Urgent 192.168.1.200 2016-11-23 19:31:47
Device is disconnected Urgent 192.168.0226  2016-11-23 19:31:47
Device is disconnected Urgent 192.168.0.37 2016-11-23 19:31:47
Device is disconnecied Urgent 192.168.0.16 2016-11-23 19:31:48
Device is disconnected Urgent 192.168.0226 | 2016-11-23 19:31:48
Device is disconnected Urgent 192.168.0.25 2016-11-23 19:31:48
Device is disconnecied Urgent 192.168.0.61 2016-11-23 19:31:48
test Urgent 192.168.0.52 2016-11-23 19:50:00
Top 10 Devices By Average CPU (Today) o Top 10 Interfaces By Traftic (Today) o
Device Name Device Type CPU Utilization(%) Device Name Interface Name  Rx Tx Total
Switch — 319 Port1/0/12 7.1 MB 7.51 MB 14.99 MB
Swilch | 22 Port10/6 6.31 MB 5.89 MB 12.20 MB
Swilch | 20% 5.86 MB 6.31 MB 12.16 MB
T2600G-28TS Switch | 14% Port10/46 1.59 MB 2.33 MB 391 MB
Pori10/18 2.32 MB 1.59 MB 3.91 MB
1.19 MB 1.41 MB 260 MB
697.85 KB 121 MB 189 MB
PortiNG 829.84 KB 526.03 KB 1.33 MB
Pori10/10 212.66 KB 1.11 MB 1.32 MB V]

You can click the device name or interface»haﬂrﬂhe_in' fhe iéf)_lesf(; vie\)\_/u‘-c_heir detailed
information.

The widgets and the elements they contain are introduced below.
Widget Label Description Default Items Displayed

The percentage of the online
devices

The percentage of the offline

. The number and percentage of the managed ~ devices
Device Status . . .
devices online and offline. The number of the online
devices

The number of the offline
devices

Alarm Name

Severity
Latest 10 Alarms The latest 10 alarms of the entire network.

Device IP

Alarm Time
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Widget Label

Top 10 Devices By
Average CPU (Today)

Top 10 Devices By
Average Memory (Today)

Top 10 Interfaces By
Traffic (Today)

Top 10 Interfaces By
Traffic Rate (Today)

Top 10 Interfaces By
Utilization (Today)

Top 10 Interfaces By
Errors (Today)

Top 10 Interfaces By
Discard (Today)

Network Topology Map

Description

Top 10 devices by the average CPU utilization
today. Click device name to show device detail
view.

Top 10 devices by the average memory
utilization today. Click device name to show
device detail view.

Top 10 devices by the traffic received and
transmitted today. Click device name to show
device detail view. Click interface name to
show interface detail view.

Top 10 devices by the average rate of traffic
received and transmitted today. Click device
name to show device detail view. Click

interface name to show interface detail view.

Top 10 interfaces by the average utilization on
both receiving and transmitting today. Click
device name to show device detail view. Click
interface name to show interface detail view.

Top 10 devices by errors on both receiving
and transmitting today. Click device name to
show device detail view. Click interface name
to show interface detail view.

Top 10 devices by discards on both receiving
and transmitting today. Click device name to
show device detail view. Click interface name
to show interface detail view.

The network topology of the managed devices.
Double click the node in the map to jump to
the Network Topology tab and see the detailed
map information.
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Default Items Displayed

Device Name
Device Type
CPU Utilization (%)

Device Name
Device Type

Memory Utilization (%)

Device Name
Interface Name
Rx

Tx

Total

Device Name
Interface Name
Rx (bps)

Tx (bps)

Total (bps)

Device Name
Interface Name
Rx Utilization
Tx Utilization

Total

Device Name
Interface Name
Rx Errors

Tx Errors

Total

Device Name
Interface Name
Rx Discards

Tx Discards

Total



Discover and Manage Resources

With tpNMS you can manage the resources in the network, including devices,
interfaces and Topology. This chapter includes the following sections:

* Discover Devices on Your Network

* View and Manage Devices

e Import Devices

* Add Devices into Groups

* View and Manage Links on Your Network

* Manage Maps and Topologies
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3.1 Discover Devices on Your Network

e Schedule a Discovery Job

* Manage Discovery Templates
3.1.1 Schedule a Discovery Job

The discovery profile can filter the devices that tpNMS can detect. tpNMS can
discover devices by a single IP or in an IP range, device name, SNMP template and
Telnet template.

To obtain the monitoring statistics from the target switch, you should configure the
SNMP-related function in the target switch, and configure the SNMP Template in
this section the same with the settings in the target switch.

To backup, restore and upgrade the target switch successfully, you should
configure the Telnet Template in this section the same with the telnet settings in
the target switch.

e Add or modify a discovery profile

e Delete a discovery profile
Add or modify a discovery profile
1. Go to Resource > Device Management > Device Discovery.

2. Click Add to create a new discovery profile, or click the schedule name in the table to
modify the schedule.

Figure 3-1 Schedule modify

Discovery Profile 0

fetete Frecule

Schedule Name Scheduled Schedule Mode Discovery IPs Last Execution Time Next Execution Time Operation

Fadl

tpnms No - 192.168.0.5 - 192.168.0.230 2016-11-24 09:12 - Display Result

3700 No - 192.168.0.73 2016-11-24 09:28 - Display Result

Page Size 10 < ‘T| > Jump To GO

To add or delete columns displayed in the device list table, click the | (&>

and specify

the columns by selecting or deselecting the corresponding checkboxes.

To filter the schedules in the list, click the ": . Enter the Schedule Name and click

Filter.
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Figure 3-2  Schedule filter

Discovery Proflle ]
Add Delete ‘ Execute
Schedule Name: | Clear
Name Mode Discovery IPs Last Execution Time Next Execution Time Operation
tpnms No - 192.168.0.5 - 192.168.0.230 2016-11-24 09:12 - Display Result
3700 No = 192.168.0.73 2016-11-24 0925 = Display Result
Page Size 10 ¥ <[[1] > JumpTo GO

Edit the discovery schedule's information.

Figure 3-3 Edit schedule's basic information

Discovery Profile > Add Profile

Baslic Information

Schedule Name- 3700 L
Discovery IP: Single IP v Device Label:
Device IP: 192.168.0.73 0

SNMP Template

Choose Template

SNMP Version: vi v SNMP Port: 161
Timeout: 4 Retries: 3
Read Community: tpnms * Write Community: tpnms 2

Telnet Template

Choose Template

Authentication Mode: None v Port: 23
Timeout: 4 Retries: 3
Username: Password:

Discovery Schedule Config

Unscheduled @ Recurrent ()

Apply || Execute

Basic Information

Schedule Name Enter the name of the schedule.
Discovery IP Specify the target IP type as Single IP or IP Range.
Device IP Enter the target device's IP address or IP address range.

27



Device Label Assign a device label to the device discovered if you select Single IP.

SNMP Template

Click Choose Template or edit the SNMP Template manually.

SNMP Version Select the SNMP version.

SNMP Port Enter the SNMP port, which is 161 by default.

Timeout Enter the timeout value, which is 4 seconds by default. The target device will be
assumed as unaccessible if it doesn't respond within the timeout value.

Retries Enter the number of SNMP query messages that tpNMS sends, which is 3 by
default.

Read Enter the read community strings to match the target device for authentication.

Community (v1/

v2c only)

Write Enter the write community strings to match the target device for authentication.

Community (v1/

v2c only)

Security Name (v3
only)

Context Name
(v3 only)

Authentication
Mode (v3 only)

Authentication

Enter the user name to log in the switch.

Enter the SNMP context.

Select the Authentication Mode for the SNMP v3 User.
« None: No authentication method is used.
» MDS5: The port authentication is performed via HMAC-MD5 algorithm.

« SHA: The port authentication is performed via SHA (Secure Hash
Algorithm). This authentication mode has a higher security than MD5 mode.

Enter the password for authentication.

Key (v3 only)
Privacy Mode (v3 Select the Privacy Mode for the SNMP v3 User.
only) » None: No privacy method is used.

- DES: DES encryption method is used.
Privacy Key (v3 Enter the Privacy Password.
only)

Telnet Template

Click Choose Template or edit the Telnet Template manually. You must configure
the correct telnet information for managing the device (backup, restore or upgrade
actions). The name and password in the telnet template are the same user information
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that you use to telnet in to the device to perform system configuration.

Authentication Select the authentication mode to telnet the target device.
Mode

Port Enter the port for telnet connection, which is 23 by default.
Timeout Enter the timeout value, which is 4 seconds by default.
Retries Enter the number of retries, which is 3 by default.
Username Enter the username for the telnet connection.

Password Enter the password for the telnet connection.

Discovery Schedule Config

Figure 3-4 Choose schedule's execute circle

Discovery Schedule Conflg

Unscheduled () Recurrent (@)

Schedule Mode: Hourly v

Hour Gaps: [

Dizcovery Time: 0 :0 'f

Unscheduled Select Unscheduled and the discovery job will not be executed.
Recurrent Select Recurrent and the discovery job will be executed periodically.
Schedule Mode Select the recurrent mode as Hourly, Daily, Weekly or Monthly.

Configure the exact time of the discovery schedule according to the schedule
mode you choose.
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4. Click Apply to save this profile. Click Execute to run this schedule immediately.

Figure 3-5 Save or execute a schedule

Discovery Proflle > Add Proflle

Baslc Information

Schedule Name:
Discovery IP:

.

Device IP: 192.168.0.73

SNMP Template

Choose Template

SNMP Version:

—
™

Timeout:

1

Read Community:

Telnet Template

Choose Template
S —— o FR—

Timeout:

|
|

Username:

Discovery Schedule Config

Unscheduled @) Recurrent (O

5. An example of discovery result is displayed below.

Figure 3-6 Discovery result

[2016-11-24 10:29:18] Discovery starting ...
[2016-11-24 10:29:18] 192.168.0.73 found device - Switch
[2016-11-24 10:28:18] Discovery finished

Delete a discovery profile

Click Delete to remove the selected discovery schedule from the table.

30



Figure 3-7 Delete a discovery schedule

Discovery Profile 0
Add | Delete | Execule ®@| | %
Name Mode Discovery IPs Last Execution Time Next Execution Time Operation
tpnms No - 192.168.0.5 - 192.168.0.230 2016-11-24 09:12 - Display Result
3700 No = 192.168.0.73 2016-11-24 09:28 = Display Result
Page Size 10 < | 1 ‘ > Jump To GO

3.1.2 Manage Discovery Templates

e Add or modify an SNMP Template

* Add or modify a Telnet Template

Add or modify an SNMP Template

You can manage SNMP Templates on the Resource > Template Management>
SNMP Template screen.

Figure 3-8 Manage SNMP templates

SNMP Template Llist e
Add Delete @ | %
Template Name SNMP Version = Port Timeouti(s) Retries
DEFAULT vl 161 4 3
auto-1478847529463 vl 161 4 el
auto-1479456971301 vl 161 4 3
auto-1479899590433 vl 161 4 5
auto-1479901381421 vl 161 4 3
auto-1479801667652 vl 161 4 ]
auto-1479901999712 vl 161 4 3
auto-1479902249211 vl 161 4 )
auto-1479902877578 vl 161 4 3
aulo-1479950923013 vl 161 4 3

Page Size 10 < |T| 2 > Jump To GO

Click Add or click the template name in the table to edit the template.
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Figure 3-9 Add or edit an SNMP template

DEFAULT X
Template Name: DEFAULT *
SNMP Version: Vi v SNMP Port: 161 *
Timeout: 4 *  Retries: 3 *
Read Community: public *  Write Community: public *
Apply

Add or modify a Telnet Template

You can manage Telnet Templates on the Resource > Template Management >
Telnet Template screen.

Figure 3-10 Manage Telnet templates

Telnet Template List 0
Add Delete Y%
Template Name Authentication Mode Port Timeout{s) Retries
DEFAULT None 23 4 3

PageSize 10 ¥ <[[1]/>] JumpTo GO

Click Add or click the template name in the table to edit the template.

Figure 3-11 Add or edit an Telnet template

DEFAULT X
Template Name: DEFAULT %
Authentication Mode: None v Port: 23 *
Timeout: 4 *  Retries: 3 *
Username: Password:

Apply
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3.2

3.2.1

View and Manage Devices

This section describes the following tasks that you can perform:

e View the Device List

e Remove a Device

e Synchronize a Device

e Loginto aDevice
e Ping or Traceroute a Device

e Reboot a Device

e Access Config

You can manage devices on the Resource > Device Management > Device Table

screen.

View the Device List

1. Go to Resource > Device Management > Device Table. The screen displays all the

devices that the application has discovered.

Figure 3-12 Device list

Device List
Delete Webs T Rout
Device . _ .
Device Label Device IP Device MAC
Status

Unknown

® N 192.168.0.8 00-0A-EB-13-12-62
Device
Unknown

[ 3 192.168.0.25 00-0A-EB-13-12-95
Device
Unknown

L J N 192.168.0.18 00-0A-EB-13-12-47
Device

® T1600G-28TS 192.168.0.61 F4-F2-6D-C3-28-62

[ ] T1600G-52TS 192.168.0.52 00-0A-EB-13-23-7B

® T2600G-28TS 192.168.0.226 00-0A-EB-13-23-97

e 192.168.0.198 192.168.0.198 -

[ ] 192.165.0.200 192.168.0.200 =

[ ] 13700 192.168.0.73 00-0A-EB-00-13-01

<

Page Size 10

Ping

Reboot

Device Type
Other-SNMP
Other-SNMP
Other-SNMP
Switch
Swilch
Switch
iIcmp

ICMP
Swilch

Access Config

Device Model

Unknown Device

Unknown Device

Unknown Device

T1600G-28TS

T1600G-52TS

T2600G-26TS

ICMP Device

ICMP Device

T3700

Software Version

1.0.0 Build 20160926
Rel.38425(s)
2.0.0 Build 20161008
Rel.51192(s)
1.0.0 Build 20161104
Rel.58568(s)
2.0.0 Build 20160908
Rel.67458(s)
2.0.0 Build 20160826
Rel.57830(s)
2.0.0 Build 20161014
Rel.36360(s)

2.0.0 Build 20161012
Rel.32560

< [1][>

Interface
Number

8

28

18

28

52

28

0

0

26

Jump To

4

Vendor
Unknown
Unknown
Unknown
TP-LINK
TP-LINK
TP-LINK
Unknown
Unknown

TP-LINK

GO

2. To add or delete columns displayed in the device list table, click the @ and specify

the columns by selecting or deselecting the corresponding checkboxes.
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3. To filter the devices in the list, click the

.g:":

Figure 3-13  An example of filtering the T1600 series switches

. Enter the filter conditions and click Filter.

Device List
Delete ynch Web nt TraceRoute Ping Reboot Access Config
Device Label: T1600 Device IP: Device MAC: Device Status: - | | Filter | Clear
Devi Interf
VI°®  Device Label  Device IP Device MAC Device Type Device Model Software Version %% Vendor
Status Number
® T1600G-26TS 192.168.0.61 F4-F2-6D-C3-28-62 Switch T1600G-28TS 20.0 Build 20160908 28 TP-LINK
Rel.67458(s)
[ ] T1600G-52TS 192.168.0.52 00-0A-EB-13-23-7B Switch T1600G-52TS 2.0.0 Build 20160626 52 TP-LINK
- Rel.57830(s)
< >
PageSize 10 ¥ < [1]/>  JumpTo GO

You can filter the listed devices through one or more of the following conditions:

Device Label, Device IP, Device MAC and Device Status.

Click Clear to display all the discovered devices.

3.2.2 Remove aDev

ice

Go to Resource > Device Management > Device Table.

Click Delete to remove the selected devices from the device table.

nt

Figure 3-14 Remove a device
Device List
Delete | ynch Web
LR Device IP
Status vice vice
Unknown
L ] — 192.168.0.8
Device
Unknown
® - 192.168.0.25
Device
Unknown
L ] — 192.168.0.18
Device
® T1600G-28TS 192.166.0.61
[ ] T1600G-52T5 192.168.0.52
® T2600G-28TS 192.168.0.226
[ ] 192.168.0.195  192.168.0.198
[ ] 192.168.0.200  192.168.0.200
[ ] T3700 192.166.0.73
<
Page Size 10

TraceRoute

Device MAC

00-0A-EB-13-12-62

00-0A-EB-13-12-95

00-0A-EB-13-12-47

F4-F2-6D-C3-28-62

00-0A-EB-13-23-7B

00-0A-EB-13-23-97

00-0A-EB-00-13-01

Ping Reboot
Device Type
Other-SNMP
Other-SNMP
Other-SNMP
Switch
Switch
Swilch
ICMP
ICMP
Switch
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Access Config

Device Model

Unknown Device

Unknown Device

Unknown Device

T1600G-28TS

T1600G-52TS

T2600G-28TS

ICMP Device

ICMP Device

T3700

©
i~
<

M
Software Version miertace EE
Number
1.0.0 Build 20160926 8 Unknown
Rel.38425(s)
2.0.0 Build 20161008 28 Unknown
Rel51192(s)
1.0.0 Build 20161104 18 Unknown
Rel.58568(s)
2.0.0 Build 20160908 o TP-LINK
Rel.67458(s)
2.0.0 Build 20160826 52 TP-LINK
Rel.57830(s)
2.0.0 Build 20161014 o TP-LINK
Rel.36360(s)
B 0 Unknown
_ o Unknown
2.0.0 Build 20161012 26 TP-LINK
Rel.32560
>
< | ﬂ > Jump To GO



3.2.3

3.2.4

Synchronize a Device

Go to Resource > Device Management > Device Table.

Click Synchronize to synchronize the selected devices in the device table. The
synchronization result pops up as below.

Figure 3-15 Synchronization result

Synchronization Result pd

[2016-11-24 10:53:48] Synchronize starting...
[2016-11-24 10:53:48] Device 192.168.0.61 synchronize successfully.
[2016-11-24 10:53:48] Synchronize finished.

Your successful synchronization operation will synchronize the device's
information to tpNMS immediately. By default the devices' information in this list is
synchronized every 2 minutes.

Loginto a Device

Go to Resource > Device Management > Device Table.

Select a device and click Web Management to log into the device's web interface.
The login interface opens in a new tab. This connection uses the TCP port 80,
which cannot be changed.

Figure 3-16 Log in to the device

[ hitp://192.168.0.18/ P-c [ 192168.018
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Enter the username and password to log in to the device. For TP-Link switches, the
default User Name is admin and the default Password is admin.

Figure 3-17 Login to the device's interface

LS [ hitp://192.168.0.18/ L~-ca [ 192168018 x

Otp-link
1

T2600G-18TS System Summary Device Description System Time Daylight Saving Time

Port Staius
System UNIT: 1
= System Info 2 4 6 8 10 12 14 16 18
- User Management
- System Tools
= Access Security

Switching System Info

PG UNIT: 1

Spanning Tree System Description: JetStream 16-Port Gigabit L2 Managed Switch with 2 SFP Siots
EIEE @R Device Name: T2600G-18TS

_litras Device Location: SHENZHEN

Routing Contact Information: Www tp-link com

o) Hardware Version T2600G-18TS 1.0

oL Firmware Version 1.0.0 Build 20160812 Rel. 55045(s)
RiEIWEIRES EcH I Mac Address: 00-0A-EB-13-12-47

SHME Serial Number.

TP System Time: 2006-02-04 14:06:53
Maintenance Running Time: 34 day - 6 hour - 7 min - 14 sec
Save Confi

Logout

3.2.5 Ping or Traceroute a Device

Go to Resource > Device Management > Device Table.

Click Ping or Traceroute to ping or traceroute the selected device in the device
table. The result displays in the pop-up window.

Figure 3-18 Pingresult

Ping Result X

Pinging 192 168.9 200 with 32 bytes of data:

Reply from 192 1689 200: bytes=32 time<1ms TTL=64
Reply from 192.168.9.200: bytes=32 time<1ms TTL=64
Reply from 192.168.9 200: bytes=32 time<1ms TTL=64
Reply from 192.168.9.200: bytes=32 time<1ms TTL=64

Ping statistics for 192.168.9.200:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = 0ms, Average = Oms
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3.2.6

3.2.7

Figure 3-19 Traceroute result

Trace Route Result X

Tracing route to 192 168.9 200 over a maximum of 30 hops
1 <1 ms <1ms<1ms 192.166.9.200

Trace complete.

Reboot a Device

Go to Resource > Device Management > Device Table. Click Reboot to reboot the
selected devices in the device table.

Access Config

Go to Resource > Device Management > Device Table. Click Access Config to
configure the credentials that pertain to the devices you are trying to access.

Figure 3-20 Access configurations

Access Config >

SNMP Config

SMNMP Version: Vi A d SNMP Port: 161
Timeout: 4 Retries: 3
Read Community: tpnms * Write Community: tpnms *

Telnet Config

Authentication Mode: None v Port: 23
Timeout: 4 Retries: 3
Username: Password:

Apply
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SNMP Template

Configure the SNMP template to match the SNMP configurations on the target switches.

SNMP Version
SNMP Port

Timeout

Retries

Read
Community (v1/
v2c only)

Write
Community (v1/
v2c only)

Security Name (v3
only)

Context Name
(v3 only)

Authentication
Mode (v3 only)

Authentication
Key (v3 only)

Privacy Mode (v3
only)

Privacy Key (v3
only)

Select the SNMP version as v1,v2c or v3.
Enter the SNMP port, which is 161 by default.

Enter the timeout value, which is 4 seconds by default. The target device will be
assumed as unaccessible if it doesn't respond within the timeout value.

Enter the number of SNMP query messages that tpNMS sends, which is 3 by
default.

Enter the read community strings to match the target device for authentication.

Enter the write community strings to match the target device for authentication.

Enter the user name to log in the switch.

Enter the SNMP context.

Select the Authentication Mode for the SNMP v3 User.
» None: No authentication method is used.
» MD5: The port authentication is performed via HMAC-MD5 algorithm.

« SHA: The port authentication is performed via SHA (Secure Hash
Algorithm). This authentication mode has a higher security than MD5 mode.

Enter the password for authentication.

Select the Privacy Mode for the SNMP v3 User.
« None: No privacy method is used.

- DES: DES encryption method is used.

Enter the Privacy Password.

Telnet Template

Edit the Telnet Template manually. You must configure the correct telnet information for
further managing the device (backup, restore or upgrade actions).

Authentication Select the authentication mode to telnet the target device.

Mode
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3.3

Port

Timeout

Retries

Username

Password

Enter the port for telnet connection.

Enter the timeout value, which is 4 seconds by default.

Enter the number of retries, which is 3 by default.

Enter the username for the telnet connection.

Enter the password for the telnet connection.

Import Devices

You can customize a template file and use the file as a criteria to search for
devices in the network. Only the devices that match the customized conditions

will be discovered. The Import Devices function gives you more control over the

discovery process because the conditions you set are a bit more complicated.

1. Go to Resource > Device Management > Device Import.

2. Click template.xls to download the excel file Config Template.

Figure 3-21 Download Config template

Import Config

Download Config Template: template xls

Upload Config file:

3. Edit the parameters in the downloaded template.xls.

Figure 3-22 Edit template

A
1 IP Address
2 |192.168.0.73

c D E

E F G H I
Device Label(optional) Snmp Version  Port  Timeout(s) Retries  Read Community  Write Community  Context Name(optional)

1 tpnms

Choose

Import

I K
Security Name AuthMode 4

4. Upload customized template file to import devices that match the criteria.

Figure 3-23 Upload Config template and import devices

Import Config

Download Config Template: template xls

Upload Config file: Choose

Import
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3.4

3.4.1

Click Choose to select your customized template file and click Import to search for
devices that match the conditions.

Figure 3-24 Import result

Import Result

Device IP Import Result Error Information Device Label Device Type Device Model

192.168.0.73 Success - T3700 Switch T3700

Page Size 10 < ‘ 1 | > Jump To GO
Note:

If you want to manage the imported device (backup, restore or upgrade), you should go
to the Access Config page and configure the device’s telnet template. The name and
password in the telnet template are the same user information that you use to telnet in to
the device to perform system configuration.

Add Devices into Groups

Once the devices are discovered, you can group them by model, category, location
or other criteria. You can create static and dynamic device groups. Device group
offers a convenient way for the batch backup, restore and update actions.

e View Groups
e Add Devices to Static Group
e Add Devices to Dynamic Group

e Delete Groups
View Groups

Go to Resource > Device Management > Device Groups. The device groups are
displayed below.

Figure 3-25 Device groups

Device Groups 0
Delete Add Static Group Add Dynamic Group T__
Group Name Group Type Group Description  Created By Created Time Device Number
T1600 Static Group = admin 2016-11-24 11:08:40 | 2
TP-Link Dynamic Group — admin 2016-11-24 11:09:06 4
Page Size 10 < ‘ 1 | > Jump To GO
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3.4.2

Add Devices to Static Group

1. Go to Resource > Device Management > Device Groups.

2. Click Add Static Group to create a static device group. Enter the group name and

description.

Figure 3-26 Create a static group

Device Groups > Add Statlc Group

Baslc Intormation

Group Name: Ti600 *  Group Description: T1600 Series

Group Members Information
Delete Add || %

Device Status Device Label Device IP Device Type Device Model

No entry in the table

Apply

3. Click Add to add devices into the group.

Figure 3-27 Add Devices to a static group

Add Devices X
Device List
°|[¥
Device Label: T16 Device IP- Filter Clear
Device Status Device Label Device IP Device MAC Device Type Device Model
® T1600G-28TS 192.168.0.61 F4-F2-6D-C3-28-62 Switch T1600G-28TS
[ ] T1600G-52TS 192.168.0.52 00-0A-EB-13-23-7B Switch T1600G-52TS
PageSize 10 ¥ <[[1] > JumpTo GO

Apply

You can select devices manually in the device list, or use the filter function to filter
the specified devices. In this example all the T1600 series switches are filtered out.

Select the devices and click Apply to add these devices to the group.

4. Click Apply to save the static group.
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3.4.3

3.4.4

3.5

3.5.1

Add Devices to Dynamic Group

Go to Resource > Device Management > Device Groups. Click Add Dynamic Group
to add the devices that match the specified criteria to a dynamic group.

Figure 3-28 Add devices to a dynamic group

Device Groups > Add Dynamic Group

Baslc Information

Group Name: TP-Link *  Group Description:
Group Device Fliter

Vendor: TP-Link v

Device Model:

Apply

Delete Groups

Go to Resource > Device Management > Device Groups. Click Delete to remove
the selected device groups from the group table.

Figure 3-29 Remove device groups

Device Groups 0
Delete Add Static Group Add Dynamic Group ‘:
Group Name Group Type Group Description  Created By Created Time Device Number
T1600 Stiatic Group = admin 2016-11-24 11:08:40 2
| TP-Link Dynamic Group —- admin 2016-11-24 11:09:08 4
Page Size 10 w < | 1 ‘ > Jump To GO

View and Manage Links on Your Network

e View Links on Your Network
e Discover Links on Your Network

e AddalLink
View Links on Your Network

Go to Resource > Link Management > Link Table. The links are displayed below.
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Figure 3-30 View links

Links 0
Delete Export fo PDF Export to Excel .(E; ‘:

Link Status Link Name Link Type Source Device Source Port Destination Device Destination Port Link Speed

Up auto-discovery Cabel 192168 7200 Port1/0/1 19216872 Port1/0/3 100M

Up auto-discovery Cabel 19216823 Port1/0/1 192.168.4.4 Port1/0/1 1000M

Up auto-discovery Cabel 192.168.2.3 Port1/0/2 192.168.1.2 Port1/0/2 1000M

Up auto-discovery Cabel 192.16823 Port1/0/3 192.168.9.2 Port1/0/9 1000M

Up auto-discovery Cabel 192.168.2.3 Port1/0/4 192.168.10.2 Port1/0/1 100M

Up auto-discovery Cabel 192 168 7.100 Port1/0/1 19216872 Port1/0/2 1000M

Up auto-discovery Cabel 192.168.72 Port1/0/1 192.168.12 Port1/0/3 1000M

Up auto-discovery Cabel 192.168.12.2 Port1/0/1 192.168.4.4 Port1/0/4 100M

Up auto-discovery Cabel 192.168.11.2 Port1/0/1 192.168.4.4 Port1/0/3 1000M

Up auto-discovery Cabel 192.168.12 Port1/0/1 192.168.6.1 Port1/0/1 1000M
PageSize 10 w < \I\ 2|>] JumpTo GO
Link Status Displays whether the link is up or down.
Link Name Displays the link name. There are two types of link names. 'auto-discovery' means the

link is established by LLDP automatically, while links with the other names are created
by users manually.

Link Type Displays the link type. Cable means it's a physical link. Link layer link means it's a link
in layer 2.

Source Device Displays the source device of the link.

Source Port Displays the source port of the link.

Destination Displays the destination device of the link.

Device

Destination Displays the destination port of the link.

port

Link Speed Displays the speed of the link.

3.5.2 Discover Links on Your Network

Go to Resource > Link Management > Link Discovery.

Click Start Discovery to discover all the links between the devices with LLDP
enabled. For devices that do not support LLDP, you can manage links manually.
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Figure 3-31 Link discovery

Discovery Result 0

Start Dizcovery

Link Name Link Status Link Type Source Device Source Port Destination Device Destination Port Link Speed

3.5.3 Addalink

Go to Resource > Link Management > Link Addition.

You can add a link on this page manually. You can also draw these links manually
on the map in Discovery and Manage Resources > Manage Maps and Topologies >
Add a Link.

Figure 3-32 Add alink

Add Links @
Link Name:
Link Type: Cable v
Source Device: Source Port: v
Destination Device: Destination Port: hd
Apply
Link Name Enter the link's name.
Link Type Select the link's type.
Source Device Select source device from the device list.
Source Port Select the port on source device as source port.
Destination . . .
. Select destination device from the device list.
Device
Destination L . .
Port Select the port on destination device as destination port.

Click Apply to save the configuration.
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Manage Maps and Topologies

tpNMS provides a world map as the default map. The world map is the root map
for any child map that you add. You can locate devices and links onto the maps
manually, thus establishing visual topologies.

This section introduces the following tasks:

e View the Maps in the Map List
e AddaMap

* Adda Device

e AddalLink

* Delete a Device, Link or Map

* Refresh the Topology

e Auto-Refresh

Go to Resource > Topology Management > Network Topology. The default map
displays below.

Figure 3-33 Network topology

Map List o ‘!:‘ OO ||| @ @
Rootl

L]

=2
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3.6.1

3.6.2

3.6.3

View the Maps in the Map List

The map list contains the world map as the Root map by default. The map list is a
hierarchical directory structure.

Add a Map

Click the icon E;‘] to upload a new child map to your selected map.

Figure 3-34 Addamap

Add Map 4
Map Name *
Upload Map Choose

OK Cancel

Enter the map name and upload a map with .png or .jpg extension from your computer.

Add a Device

Click the icon 1431 to add a device to the current map.

Figure 3-35 Add a device

Device List X
Device Label Device IP Device MAC Device Type
Unknown Device 192.168.0.8 00-0A-EB-13-12-62 Other-SNMP
Unknown Device 192.168.0.25 00-0A-EB-13-12-95 Other-SNMP
Unknown Device 192.168.0.18 00-0A-EB-13-12-47 Other-SNMP
T1600G-28TS 192.168.0.61 F4-F2-6D-C3-28-62 Switch
T1600G-52TS 192.168.0.52 00-0A-EB-13-23-7TB Switch
T2600G-28TS 192.168.0.226 00-0A-EB-13-23-97 Switch
192.168.0.198 192.168.0.198 - ICMP
192.168.0.200 192.168.0.200 - ICMP
T3700 192.168.0.73 00-0A-EB-00-13-01 Switch
Page Size 10 < | 1 > Jump To GO
Apply
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Select the target device and click Apply. The device will appear on the map.

Figure 3-36 Device on the map

=i EiREEEE o
Root] S
=
-

Name: T1600G-52TS

Model: T1600G-52TS

Status: @

IP: 192.168.0.52

Mac: 00-0A-EB-13-23-TB

3.6.4 AddalLink

Click the icon 5) to add a new link between devices.

Figure 3-37 Addalink

wapLet

Roo]

Add a link

Link Name:
Link Type: Cable b 2

T1600G-52T3:
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3.6.5

3.6.6

3.6.7

Draw a line between the two target devices and complete the link information,
which includes link name, link type and the connecting interfaces on both ends.

Delete a Device, Link or Map

Select a device, link or map and click (I to remove your selected object.

Refresh the Topology

Click O to refresh the current topology manually.

Auto-Refresh

Click ® and the topology will refresh every 2 minutes automatically.

Click this icon again to cancel the auto refresh.
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4 Monitor Devices and Network

You can view summary and detailed information of the devices, interfaces and the
network statistics.

This chapter includes the following sections:

e Monitor the Top 10 Devices
* Monitor the Top 10 Interfaces
e Specify the Device Monitor
e Manage and View Dashboard

Please note that only T-series models’ CPU and Memory utilization can be
monitored in tpNMS. For other models' utilization status, you can log in their web or
CLlinterface to view.
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4.1 Monitor the Top 10 Devices
You can monitor today's top 10 devices by average CPU and by average memory.
Go to Monitor > TopN > TopN Devices.

- Top 10 Devices by Average CPU (Today)

Figure 4-1  Top 10 devices by average CPU

Top 10 Devices By Average CPU (Today) 0

Device Name Device Type CPU Utilization(%)

Switch | 31%
Switch | 22%
Switch | 20°
Switch || 149
Device Name Displays the name of the device.
Device Type Displays the type of the device.
CPU Utilization Displays the CPU utilization of the device.

(%)

Click the device name to view its detailed information.

Figure 4-2 Device information

Monitor Alarms Tasks

Device Management

» Device Table Device List> T1600G-52TS

= Device Discovery

Baslc Information
= Device Import
N Device Label: T1600G-52TS Device Status: [ ]
« Device Groups
Device IP: 192.168.0 52 Device MAC: 00-0A-EB-13-23-7B
Link Management
System Name: T1600G-52TS Device Category: Switch
* Link Table
Software 2.0.0 Build 20160826 System T ” "
i i s Rel.57830(s) Description: JetStream 48-Port Gigabit Smart Switch with 4 SFP Slots
» Link Discovery
Device Model: T1600G-52TS Interface Number: 52 Interface List
* Link Addition
System OID: 1.36.14.1.11863529 Vendor: TP-LINK
Topology Management
Device Location:  SHENZHEN Device Contact: www.tp-link.com
» NetWork Topology
Discovery Time: 2016-11-24 09:12:45 Last Synced Time: 2016-11-24 11:29:38
U st Run Time: 0d: 15h: 58m: 14s

= SNMP Template

+ Telnet Template [LatfciMonRoring

IP Trattic Monitor (]

Last1Hour W
100

EY m / v

50



4.2

- Top 10 Devices by Average Memory (Today)

Figure 4-3  Top 10 devices by average memory

Top 10 Devices By Average Memory (Today)

Device Name Device Type
T2600G-26TS Swilch
T1600G-52TS Switch
T1600G-26TS Switch

13700 Switch

Device Name

Device type

Memory
Utilization (%)

Memory Utilization(3)
76%
73%

65%

Displays the name of the device.

Displays the type of the device.

Displays the memory utilization of the device.

Click the device name to view its detailed information.

Monitor the Top 10 Interfaces

You can monitor today's top 10 interfaces by traffic, traffic rate, bandwidth
utilization, error packets and discard packets.

Go to Monitor > TopN > TopN Interfaces.

- Top 10 Interfaces by Traffic (Today)

Figure 4-4 Top 10 interfaces by traffic

Top 10 Interfaces By Tratfic (Today)

Device Name Interface Name = Rx Tx Total

T1600G-28TS Port1/0/12
T1600G-28TS Port10/6

T1600G-52TS Pori10/36
T1600G-52TS Port1/0/46
T2600G-28TS Port1018
T1600G-52TS Pori1/0/12
T1600G-52TS Port1/0/26
T1600G-52TS Port1/0/32
T1600G-52TS Port1/0/30
T1600G-52TS Port10/10

Device Name

Interface Name

Rx

Tx

2161 MB 21.93 MB 43.55 MB
17.48 MB 17.80 MB 35.29 MB
17.77 MB 17.48 MB 35.25 MB
4.46 MB 6.51 MB 10.96 MB
6.50 MB 4.45 MB 10.95 MB
4.65 MB 5.28 MB 9.93 MB
503.54 KB 4.77 MB 5.26 MB
1.30 MB 2.83 MB 4.14 MB
1.22 MB 2.89 MB 4.11 MB
628.73 KB 2.92 MB 3.53 MB

The name of the device.

The name of the interface.

The received traffic on this interface.

The sent traffic on this interface.
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Total The total traffic forwarded on this interface.

Click the device name to view detailed information about the device. Click the interface
name to view detailed information about the interface.

Figure 4-5 Interface information

Monitor Tasks

Device Management
» Device Table Device List> T1600G-28TS > Interface List

* Device Discovery

Interface List @
= Device Import

« Device Groups

Inferface Name  POrt10/A2 Fiter | | Clear
Link Management
» Link Table Interface Name  Interface Alias Interface Description Admin Status  Operation Status Speed(Mbps) MAC MTU
Port1/0/12 - igabitEthernet 1/0/12 : coj T 1 ® y 1000 f4-12:6d:c3:26:62 | 1518
* Link Discovery . e "
» Link Addition Page Size 10~ < \J > | JumpTo Go

Topology Management

» NetWork Topology

Template Management

* SNMP Template

 Teinet Template

- Top 10 Devices by Traffic Rate (Today)

Figure 4-6 Top 10 interfaces by traffic rate

Top 10 Interfaces By Traffic Rate (Today) 0
Device Name Interface Name  Rx(bps) Tx{bps) Tolakbps)
22217 22549 44766
17973 18302 36275
18268 17974 36242
4581 6687 11268
6681 4580 11261
6206 4055 10260
4781 5423 10204
506 4906 5411
1340 2914 4254
1253 2970 4223
Device Name The name of the device.
Interface Name The name of the interface.
Rx (bps) The received traffic rate on this interface.
Tx (bps) The sent traffic rate on this interface.
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Total (bps) The total traffic rate forwarded on this interface.

Click the device name to view detailed information about the device. Click the interface
name to view detailed information about the interface.

- Top 10 Interfaces by Utilization (Today)

Figure 4-7 Top 10 interfaces by utilization

Top 10 Interfaces By Utilization (Today) o

Device Name Interface Name  Rx Utilization Tx Utilization Total

T1600G-28TS Pori1/0/28 1816% 1716% 3I531%

T1600G-28TS Port10/27 0% 0% 0%

T1600G-28TS Port1/0/26 0% 0% 0%

T1600G-28TS Port1/00/25 0% 0% 0%

T1600G-28TS Pori10/24 0% 0% 0%

T1600G-28TS Pori10/23 0% 0% 0%

T1600G-62TS Port10/7 0% 0% 0%

T1600G-62TS Pori10/6 0% 0% 0%

T1600G-562TS Port10/5 0% 0% 0%

T1600G-52TS Port1/0/4 0% 0% 0%
Device Name The name of the device.
Interface Name The name of the interface.
Rx Utilization The interface's utilization on receiving bandwidth.
Tx Utilization The interface's utilization on sending bandwidth.
Total The total utilization of the interface.

Click the device name to view detailed information about the device. Click the interface
name to view detailed information about the interface.

- Top 10 Interfaces by Errors (Today)

Figure 4-8 Top 10 interfaces by errors

Top 10 Interfaces By Errors (Today) (7]
Device Name Interface Name  Rx Errors Tx Errors Total
T1600G-286TS Port1/0/28 0 0 0
T1600G-26TS Port1/0/27 0 0 0
T1600G-28TS Port1/0/26 0 (1] 0
T1600G-286TS Port1/0/25 0 0 0
T1600G-26TS Port1/0/24 0 [1] 0
T1600G-28TS Port10/23 0 0 0
T1600G-52TS Port10/7 [1] 0 0
T1600G-52TS Port10/6 0 0 0
T1600G-62TS Port10/5 0 0 0
T1600G-52TS Pori10/4 0 0 0
Device Name The name of the device.
Interface Name The name of the interface.
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Rx Errors The error packets received on the interface.
Tx Errors The error packets sent on the interface.

Total The total error packets forwarded on the interface.

Click the device name to view detailed information about the device. Click the interface
name to view detailed information about the interface.

- Top 10 Devices by Discard (Today)

Figure 4-9 Top 10 interfaces by discard

Top 10 Interfaces By Discard (Today) (]
Device Name Interface Name  Rx Discards Tx Discards Total
11546 0 11546
o (1] [}
0 0 0
0 1] o
0 [1] 0
0 [1] 0
0 (1] 0
0 0 0
0 (1] 0
T1600G-52TS o (1] 0
Device Name The name of the device.
Interface Name The name of the interface.
Rx Discards The discarded packets in the interface's received packets.
Tx Discards The discarded packets in the interface's sent packets.
Total The total discarded packets on the interface.

Click the device name to view detailed information about the device. Click the interface
name to view detailed information about the interface.

4.3 Specify the Device Monitor

tpNMS provides monitors for the following device metrics:
- |P Traffic
- ICMP Traffic
- TCP Traffic
- UDP Traffic

- SNMP Traffic
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- Interface Traffic

- CPU

- Memory

By default all the monitors are enabled. You can enable/disable and specify these
monitors on the page Monitor > Monitor Management > Device Monitor.

For information about how to configure alarms basing on these monitors, please
refer to View and Manage Alarm Configurations.

Go to Monitor > Monitor Management > Device Monitor.

Figure 4-10 Monitor devices

Device Monitor

Enable Disable

Monitor Name
Device IP Traffic
Device ICMP Traffic
Device UDP Traffic

Device SNMP Traffic

Device Interface Traffic
Device CPU

Device Memory

Page Size 10 ¥

Monitor Name

Status

Monitor Type

Interval

Description

Status Monitor Type Interval Description

Enable Device Key Metrics 1 Minute Device traffic statistics per IP proiocol
Enable Device Key Metrics 1 Minute Device traffic siatistics per ICMP protocol
Enable Device Key Metrics 1 Minute Device traffic siatistics per TCP proiocol
Enable Device Key Metrics 1 Minute Device traffic statistics per UDP protocol
Enable Device Key Metrics 1 Minute Device traffic statistics per SNMP protocol
Enable Interface 1 Minute Device interface performance statistics
Enable Device Key Metrics 1 Minute CPU utilization of the device

Enable Device Key Metrics 1 Minute Memory Utilization of the device

< ‘I| > | JumpTo

The name of the monitor.

The status of the monitor.

The monitor type.

The interval of the monitor obtains the parameters from the target devices.

The description for this monitor.

Enable/Disable the Monitors

Click Enable/Disable to enable/disable the selected monitors.

55

GO



Specify the information of the Monitors

Click the monitor name to modify its detailed information.

1. Click General Information to edit the monitor's basic information.

Figure 4-11  General Settings

Monitor Settings

General Information Monitor Devices Monitor Indicators

General Information

Monitor Name: Device IP Traffic

Enable: Enable v

Interval: 1 Minute v

Description: Device traffic statistics per IP protocol

Save
Monitor Name The name of the monitor.
Enable Enable or disable this monitor.
Interval Select the interval of the monitor obtains the parameters from the target
devices.
Description Description for this monitor.
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2. Click Monitor Devices to specify the devices or device groups that are monitored.

Figure 4-12  Add monitor devices

Monitor Settings >

General Information Monitor Devices Monitor Indicators

Monltor Devices

Monitor Devices: Select Devices hd
All Applicable Devices

Select Devices

Source Device List|Select Device Groups

Add Delete

Device Status Device Label Device IP Device MAC Device Type Devi

No entry in the fable

Save

Monitor Devices Specify the devices that are monitored. The options are All Applicable Devices,
Select Devices and Select Device Groups. Use the Add and Delete button to
edit the target devices or device groups, and click Save to save the changes.

The Select Devices window displays as below.
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Figure 4-13 Add devices

Add X
Add Devices
@||%
Device Status Device Label  Device IP Device MAC Device Type Device Mode
Unk
® fenown 102.168.0.8 00-0A-EB-13-12-62 Other-SNMP Unknown De
Device
Unknown
™ ! 192.168.0.25 00-0A-EB-13-12-95 Other-SNMP Unknown De
Device
Unk
™ fenown 192.166.0.18 00-0A-EB-13-12-47 Other-SNMP Unknown De
Device
° T1600G-28TS  192.168.061 FA-F2-6D-C3-28-62 Switch T1600G-28T¢
® T1600G-52TS  192.166.0.52 00-0A-EB-13-23-7B Switch T1600G-52T¢
° T2600G-28TS = 192.168.0226  00-0A-EB-13-23-97 Switch T2600G-28T¢
e 192.168.0198 = 192.168.0.198 @ - icMP ICMP Device
® 192.166.0200  192.166.0200 = — icMp ICMP Device
™ T3700 192.168.0.73 00-0A-EB-00-13-01 Switch T3700
L4 >
Page Size 10 < E > JumpTo GO
oK

The Select Device Groups window displays as below.

Figure 4-14 Add device groups

Add X
Device Groups
®|| %
Group Name Group Type Description Created By Created Time Device Nur
T1600 Siatic Group — admin 2016-11-24 2
11-08:40
TP-Link Dynamic Group —- admin 2016-11-24 4
11:09:08
< >
Page Size 5 v < m > Jump To GO
oK
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. Click Monitor Indicators to specify the parameters that are monitored by this monitor.

Figure 4-15 Add indicators

Monitor Settings o

General Information Monitor Devices Monitor Indicators

Monitor Indicators

J Inbound IP Address Errors

b Inbound IP Dizcards

b Inbound IP Header Errors

J Qutbound IP Discards

b Qutbound IP No Route Discards

Save

Edit the parameters that are monitored. By default all the parameters are selected. Click
Save to save the changes.
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4.4 Manage and View Dashboard
You can create and customize network information to be displayed on the tpNMS
dashboard.

e Create or Modify a Dashboard View
e [aunch a Dashboard View

e Display the Dashboard View
4.4.1 Create or Modify a Dashboard View

Go to Monitor > Dash Board > Dash Board Setting.

Figure 4-16 Dash board view

Dash Board View o
Add Delete Launch Y
View Name Interval Type Interval Data Source
cPU Real-time 10 Seconds Device
Memory Reaktime 10 Seconds Device

Page Size 10 W < ‘ 1 ‘ > Jump To GO

1. Click Add to create a new dashboard view, or click the view name in the table to edit
the existed dashboard view.

2. Click General Info to edit the basic information of the dashboard view.

Figure 4-17 Dashboard general information

Add Dash Board X
General Info Monitor Type Add Devices
General Info
View Name: *
Interval Type: ReakTime v
Interval: 10 Seconds v
Data Source: Device b
Save
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View Name Enter or modify the name for the dashboard view.

Interval Type Specify the time period over which you want to view the performance.
* Real Time: View the performance in real time.
e Last 1 Hour: View the performance over the last 1 hour.
* Last 24 Hours: View the performance over the last 24 hours.
e Last7 Days: View the performance over the last 7 days.

e Last 30 Days: View the performance over the last 30 days.

Interval If you select Real Time, select the refresh frequency of the view here. The
information of this dashboard refreshes in the interval you set.

Data Source Specify the data source as Device or Interface.

. Click Monitor Type to configure the monitors of the dashboard view.

Figure 4-18 Dashboard monitor type

Add Dash Board

General Info Monitor Type Add Devices

Monltor

Monitor Type: Device IP Traffic v

Monitor Indicators

Inbound IP Addrezs Errors

Inbound IP Dizcards

Inbound IP Header Errors

Qutbound IP Dizcards

Qutbound IP No Route Discards

Save

Monitor Type Select the monitor type. There are a series of monitors for devices and a series
of monitors for interfaces.

Monitor Specify the monitor sources.
Indicators
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4. Click Add Devices/Add Interfaces to configure the target devices/interfaces of the
monitor.

The following screenshots use Devices as an example.

Figure 4-19 Dashboard target devices

Add Dash Board >

General Info Monitor Type Add Devices

Device List (up to 10 devices)

Add Delete o
Device Status Device Label Device IP Device MAC Device Type Devi
No entry in the fable
< >
Save

Click Add to add devices in the device table. Click OK to save your selections.

Figure 4-20 Add target devices

Add p e
Add Devlices
/6\ N7
(&) Wy
Device Status  Device Label Device IP Device MAC Device Type Device Mode
Unknown
® i 192.166.0.8 00-0A-EB-13-12-62 Other-SNMP Unknown De
Device
Unknown
[ ] i 192.168.0.256 00-0A-EB-13-12-95 Other-SNMP Unknown De
Device
Unknown
[ ] i 192.1686.0.18 00-0A-EB-13-12-47 Other-SNMP Unknown De
Device
i ® T1600G-28TS 192.168.0.61 F4-F2-6D-C3-28-62 Switch T1600G-28T¢
® T1600G-52TS 192.166.0.52 00-0A-EB-13-23-TB Switch T1600G-52T¢
L4 >
Page Size 5 v < E 2| > Jump To GO
oK
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4.4.2

5. Click Apply to save your configurations on the dashboard.

Launch a Dashboard View

Go to Monitor > Dash Board > Dash Board Setting. Select a dashboard view in the

table and click Launch.

Figure 4-21 Launch a dashboard

Dash Board View

Ao Detete

View Name Interval Type Interval Data Source
cPU Real-time 10 Seconds Device
Memory Real-time 10 Seconds Device
Page Size 10 < ‘ 1 ‘ > Jump To

E(

GO

The dashboard view will be displayed in a new tab of the browser. The following tab is the

dashboard monitoring the CPU utilization of several T-series switches.

Figure 4-22 Display a dashboard

Dash Board

View Name: CPU Data Source: Device
Interval Type: Real-time Interval: 10 Seconds
Legend

T1600G-28TS B T1600G-52TS B T2600G-28TS

CPU Utilization(%)

B%

19%

s  — —— —EZ% - .
10%

H32%
%

5%
1358 13:59 1400 1401 1402 14{14.03] 1404 1405 1408 1407
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4.4.3 Display the Dashboard View

Go to Monitor > Dash Board > Dash Board View. Click Select Dashboard and
select one dashboard name for display.

Dash Board Select Dashboard

The dashboard will be displayed on current page.
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Manage Alarms and Traps

tpNMS can manage the traps sent from the devices.

tpNMS can define alarms basing on traps, monitor and the tpNMS system.

tpNMS can define the recipients to receive the notification emails when the
specific alarms are triggered.

This chapter includes the following contents:

View and Manage Traps Sent from Devices
View and Manage Alarm Configurations
View and Manage Alarms

View and Manage Remote Notice Profiles
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5.1

5.1.1

5.1.2

5.1.3

5.2

View and Manage Traps Sent from Devices

Go to Alarms > Trap Management > Traps.

The Trap table displays the traps sent from devices. On this screen, you can view
details of the traps, remove the traps and export the traps.

Figure 5-1  Trap list

Traps 0
Delete Export to PDF Export to Excel i
Trap OID Device IP Trap Type Trap Version Received Time Trap Overview
1.3.6.1.6.3.1.1.5.4 192.168.6.2 VITRAP v 2016-04-11 15:30:37 Port1 linkUp
Page Size 10 w 3 > Jump To GO
View the Traps

Click the trap OID to view the trap’s detail information.

Delete the Traps

Select the traps and click Delete to remove them from the Trap table.

Export the Traps

Select the traps and click Export to PDF or Export to Excel to save the traps to
your computer.

View and Manage Alarm Configurations

tpNMS provides three types of alarms depending on their sources: Trap Alarms,
Monitor Alarms and System Alarms. Trap alarms, system alarms and some of the
monitor alarms are system built-in alarms which cannot be deleted. Users can add
new monitor-type alarms.

tpNMS provides the following four severity levels for alarms. Four shortcut icons
representing the four level alarms are placed in the upper-right region of the main
page. The color represents the severity, while red represents the highest level
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severity and blue represents the lowest severity. The numbers beside these icons
represent each alarm'’s current quantity.

* Urgent (Red)

* Serious (Orange)
*  Normal (Yellow)
* Hint (Blue)

Click on the alarm icon to view the alarm’s detail information.

Figure 5-2  Urgent alarm details

2 tp-link
<

Home Resource Monitor Config Tasks

Trap Management
e Traps Current Alarms o
Alarm Management Acknowledge Clear Export to PDF | | Export fo Excel

* Alarm Configuration

Alarm Name Alarm Status Alarm Type ~ Severity Device IP Alarm Source Last Arrived Time Acked
Browse Alarm Not Acked. Not Cleared. Monitor Urgent 192.168.0.226  Device:192.168.0.226 2016-11-24 14:25:06
Acked. Not Cleared. Monitor Urgent 192.168.0.52 Device:192.168.0.52 2016-11-24 14:25:02 admin
« History Alarms Not Acked. Not Cleared. Monitor Urgent 192.168.0.61 Device:192.168.0.61 2016-11-24 14:25:00
Not Acked. Not Cleared. System Urgent 192.168.0.25 Device:192.168.0.26 2016-11-24 14:20:37
Remote Notice
Not Acked. Not Cleared. System Urgent 192.168.0.73 Device:192.168.0.73 2016-11-24 14:18:28
® User Groups
Not Acked. Not Cleared. Monitor Urgent 192.168.0.73 Device:192.168.0.73 2016-11-24 14:17:07
© Notice Rules
Not Acked. Not Cleared. System Urgent 192.168.0.198  Device:192.168.0.198 2016-11-24 11:53:45
Not Acked. Not Cleared. System Urgent 192.168.0.18 Device:192.168.0.18 2016-11-24 11:51:44
Not Acked. Not Cleared. System Urgent 192.168.0.52 Device:192.168.0.52 2016-11-24 11:51:44
Not Acked. Not Cleared. System Urgent 192.168.0200  Device:192.168.0.200 2016-11-24 11:51:44
< >
PagesSize 0 v < 2 3 4 > Jump To GO

The following sections describe the alarm-related tasks:

» View and Manage Current Alarm Configurations
e Add a New Alarm Configuration

e Modify Current Alarm Configurations
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5.2.1 View and Manage Current Alarm Configurations

Go to Alarms > Alarm Management > Alarm Configuration.
You can view, enable, disable, delete and export alarm configurations on this page.

Figure 5-3  Alarm configuration list

Alarm Configuration o
Add Delete Enable Disable Export to PDF Export to Excel T__
Alarm Name Siatus Severity Alarm Type Description Trap OID
coldStart Enable Hint Trap Sent when cold start 1.3.6.163.1.15.1
warmStari Enable Hint Trap Sent when warm start 136.163.1.152
linkDown Enable Urgent Trap Sent when link is down 1.36.163.1.153
linkUp Enable Hint Trap Sent when link is up 1.3.6.163.1.154
authenticationFailure Enable Normal Trap System detecis the device credential is wrong 1.36.16.3.1.155
ipAddrChange Enable Hint Trap Sent when IP of switch changed 1.3.6.1.4.1.11863.1.1.*.1.1.2.6.1

1.3.6.1.4.1.11863.1.1.*.1.611.3.6.1.

flashModify Enable Hint Tra Sent when flash modil
- P v 4.1.11863.6.3.2.1
1.3.6.1.4.1.11863.1.1..14.12.111.3
highC pul oadExceed Enable Serious Trap Device CPU utilization is over 80%
6.1.4.1.118636.42.1
.
memoryOverl oading Enable Normal Trap Device Memory ulilization is over 80% 1-3.6.14.1.11863.1.1.%.14.12.211.3
6.1.4.1.11863.6.42.2
Sent when the L] 1 ral ds the 1.3.6.1.4.1.11863.1.1.".6.4.111.3 6.
BroadcasiRateExceed Enable Normal Trap et wihen ihe roadcast rale exceeds
predefined value 1.4.1.11863.6.23.2.1
Page Size 10 W < | 1 | 2 3 4 > Jump To GO

View the alarms

To add or delete columns displayed in the alarm list table, click the 2’ and specify the
columns by selecting or deselecting the corresponding checkboxes.

—

To filter the alarms in the list, click the | ¥ . Enter the filter conditions and click Filter.

Alarm Name The name of the alarm. Click it to view the alarm's detailed configurations.
Status The status displays whether this alarm is valid.

Severity Four levels of severity: Urgent, Serious, Normal and Hint.

Alarm Type Three types of alarms: Trap, Monitor and System.

Description Displays the trigger conditions of the alarm.

Trap OID Displays the trap OID if this is a trap-type alarm.

Click the alarm name to view and edit the alarm's configuration.

Enable/Disable the alarms

Select alarms and click the Enable/Disable button to enable/disable the corresponding
alarm configurations.
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5.2.2

Delete the alarms

Click the Delete button to remove the selected alarm configurations. The system built-in
alarms cannot be deleted.

Export the alarms

Select alarms and click the Export to PDF/Export to Excel button to export the
corresponding alarm configurations to your computer.

Add a New Alarm Configuration

Go to Alarms > Alarm Management > Alarm Configuration.

You can define new alarms for the monitors. The monitors can be configured on
the following page: Monitor > Monitor Management > Device Monitor.

The alarm you add is based on an existing monitor and includes a threshold.

Click Add to add a monitor-type alarm.
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Figure 5-4 Add an alarm configuration

Add Alarm Configuration

Monltor Informatlon

Monitor Name: Device IP Traffic v Enable: Yes v

Description: Device traffic statistics per IP protocol

General Information

Alarm Name: *
Descriphion:

Enab le: Yes v Severity: Urgent hd
Indicator: Inbound IP Address Errors 7 Alarm Type: Monitor v
Calculation Type: Consecutive v Count: *
Note:

Threshold Informatlon

Threzhold Type: Upper Limit v

Threshold: *

Apply

Monitor Information

Monitor Name Select a monitor.
Enable Displays whether this monitor is valid.
Description Displays the detailed information of this monitor.

General Information

Alarm Name Enter a name for the alarm.

Description Enter a description for the alarm.

Enable Select whether to make this alarm configuration effective.

Severity Select the alarm's severity. tpNMS supports four levels of severity: Urgent,

Serious, Normal and Hint.

Indicator Select one indicator in the monitor you chose.

70



Alarm Type You can only create monitor-type alarms.
Calculate Type Select a consecutive or average calculation type.

Count Select a number of times that a particular event must occur before the
threshold is met.

Note Enter a note for this alarm.

Threshold Information
Threshold Type Select an upper or lower threshold.

Threshold Enter. If this threshold is exceeded, the alarm will be triggered.

Click Apply to save your alarm configurations.

5.2.3 Modify Current Alarm Configurations

Go to Alarms > Alarm Management > Alarm Configuration.

You can modify the current alarm configurations on this page.

Modify a trap-type alarm

Click the trap-type alarm name to modify this alarm.
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Figure 5-5 Modify a trap-type alarm configuration

Edit Alarm Configuration

General Information

Alarm Name: coldStart *
T Sent when cold start
Enable: Yes v Severity: Hint w
Alarm Type: Trap o
Note:
Trigger Condition
Trap OID: 136.1631.151
Apply
Enable Enable or disable this alarm configuration.
Severity Modify the alarm's severity. tpNMS supports four levels of severity: Urgent,
Serious, Normal and Hint.
Note Add a note to this alarm.
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Modify a monitor-type alarm

Click the monitor-type alarm name to modify this alarm.

Figure 5-6  Modify a monitor-type alarm configuration

Edit Alarm Configuration

General Information

Alarm Name: Device CPU utilization is over 80% *
e Device CPU utilization is over 80%

Description:

Enable: Yes v Severity: Serious v

Indicator: CPU Utilization{%:) v Alarm Type: Monitor w

Calculation Type: Consecutive v Count: 3 *

Note:

Threshold Information

Threshold Type: Upper Limit .
Threshold: 80 -
Apply
Enable Enable or disable this alarm configuration.
Severity Modify the alarm's severity. tpNMS supports four levels of severity: Urgent,

Serious, Normal and Hint.

Count Specify the number of times that a particular event must occur before the
threshold is met.

Note Add a note to this alarm.

Threshold Modify the threshold. If this threshold is exceeded, the alarm will be triggered.
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Modify a system-type alarm

Click the system-type alarm name to modify this alarm.

Figure 5-7 Modify a system-type alarm configuration

Edit Alarm Configuration

General Information

Alarm Name: Device is disconnected *

e Device is disconnected
Descriphion:

Enab le: Yes v Severity: Urgent w
Alarm Type: System v
Mote:
Apply
Enable Enable or disable this alarm configuration.
Severity Modify the alarm's severity. tpNMS supports four levels of severity: Urgent,

Serious, Normal and Hint.

Note Add a note to this alarm.

5.3 View and Manage Alarms
You can view and manage the current alarms and history alarms.

e View and Manage Current Alarms

* View and Manage History Alarms
5.3.1 View and Manage Current Alarms

Go to Alarms > Browse Alarm > Current Alarms.

The alarm list on this page displays the current active alarms of the network. You can
acknowledge, clear and export alarms.
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Figure 5-8 Current alarm list

=R~

Current Alarms
Acknowledge Clear Export to PDF Export to Excel ‘_”_

Alarm Name Alarm Status Alarm Type Severity Device IP Alarm Source Last Arrived Time Acked User
test Not Acked. Not Cleared. Monitor Urgent 192.168.0.226 Device:192.168.0.226 2016-11-24 14:30:05
test Acked. Not Cleared. Moniior Urgent 192.168.0.52 Device:192.168.0.562 2016-11-24 14:30:02 admin
test Not Acked. Not Cleared. Monitor Urgent 192.168.0.61 Device:192.166.0.61 2016-11-24 14:30:00
Device is disconnecied = Not Acked. Not Cleared. System Urgent 192.168.0.25 Device:192.168.0.25 2016-11-24 14:20:37
Device is disconnecied | Mot Acked. Not Cleared. System Urgent 192.168.0.73 Device:192.168.0.73 2016-11-24 14-18:28
test Not Acked. Not Cleared. Monitor Urgent 192.168.0.73 Device:192.168.0.73 2016-11-24 14:17:07
Device is disconnecied = Not Acked. Not Cleared. System Urgent 192.168.0.198 Device 192.168.0.198 2016-11-24 11:53:45
Device is disconnecied | Not Acked. Not Cleared. System Urgent 192.168.0.18 Device:192.168.0.18 2016-11-24 11:51:44
Device is disconnecied | Not Acked. Not Cleared. System Urgent 192.168.0.52 Device:192.168.0.52 2016-11-24 11:51:44
Device is disconnecied = Not Acked. Not Cleared. System Urgent 192.168.0.200 Device:192.168.0.200 2016-11-24 11:51:44

<

Page Size 10 < |I| 2/ 3 4 > JumpTo GO

View the current alarms

To add or delete columns displayed in the alarm list table, click the ' “=' | and specify the
columns by selecting or deselecting the corresponding checkboxes.

—

To filter the alarms in the list, click the 5 . Enter the filter conditions and click Filter.

Alarm Name The name of the alarm. Click it to view the alarm's detailed configurations.

Alarm Status Whether this alarm is valid.

Alarm Type Three types of alarms: Trap, Monitor and System.
Severity Four levels of severity: Urgent, Serious, Normal and Hint.
Device IP The device IP on which the alarm occurred.

Alarm Source The source of the alarm.

Last Arrived Displays the last time the alarm arrived at tpNMS.
Time

Acked User User who confirmed the alarm.

Description The description of this alarm.

Click the alarm name to view the detailed information of the alarm.
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Acknowledge the current alarms

Select your desired alarms and click Acknowledge to confirm the alarms. Acknowledging
an alarm means that you are in charge of this alarm.

Figure 5-9 Confirm an alarm

Are you sure you want to confirm the
selected alarm ltems?

‘ oK | Cancel

When an alarm is confirmed, the confirmed user's name will be filled in the Acked User
column.

Figure 5-10 Confirmed alarm

Current Alarms o
Acknowledge Clear Export to PDF Export to Excel -(EZE;- | b |
Received Time Device IP Severity All w | Alarm Type All ad Filter Clear

Alarm Status  Acked. Not Cleares w

Alarm Name Alarm Status Alarm Type = Severity Device IP Alarm Source Last Arrived Time Acked User Dk

test Acked. Not Cleared. Monitor Urgent 192.168.0.52 Device:192.1686.0.52 2016-11-24 14:33:02 admin -_

Device is disconnecied | Acked. Not Cleared. System Urgent 192.168.0.25 Device:192.168.0.25 2016-11-24 14:20:37 admin De
< >
Page Size 10 = < ‘T‘ > Jump To GO

Remove the current alarms

Select your desired alarms and click Clear to remove the alarms from this table. The
alarms you cleared here will be displayed in the History Alarms list.

Export the current alarms

Select your desired alarms and click Export to PDF or Export to Excel to save the alarms
to your computer.
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5.3.2 View and Manage History Alarms

Go to Alarms > Browse Alarm > History Alarms.

You can remove and export history alarms on this page.

Figure 5-11 History alarm list

History Alarms o
Delete Export to PDF | | Export to Excel @ |
Alarm Name Alarm Status Alarm Type = Severity Device IP Alarm Source Alarm Time Acked User Dk
test Acked. Cleared. Monitor Urgent 192.168.0.52 Device:192.1686.0.52 2016-11-24 09:20:02 admin -_
< >
Page Size 10 < ‘ 1 ‘ > Jump To GO

View the history alarms

To add or delete columns displayed in the alarm list table, click the | “>’ and specify the
columns by selecting or deselecting the corresponding checkboxes.

—

To filter the alarms in the list, click the | ¥: | . Enter the filter conditions and click Filter.

Alarm Name The name of the alarm. Click it to view the alarm's detailed configurations.
Alarm Status Whether this alarm is valid.

Alarm Type Three types of alarms: Trap, Monitor and System.

Severity Four levels of severity: Urgent, Serious, Normal and Hint.

Device IP The device IP on which the alarm occurred.

Alarm Source The source of the alarm.

Alarm Time Displays the time the alarm arrived at tpNMS.

Acked User User who confirmed the alarm.

Description The description of this alarm.

Click the alarm name to view the detailed information of the alarm.

Remove the history alarms

Select your desired alarms and click Clear to remove the alarms from this table.
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Export the history alarms

Select your desired alarms and click Export to PDF or Export to Excel to save the alarms

to your computer.

5.4 View and Manage Remote Notice Profiles

A remote notice profile defines certain criteria basing on the alarms. tpNMS will

generate and send alarm notice emails when specified alarm occurs. The recipients

can be customized.

Before the application can send notice emails, you should provide the email

addresses of the recipients.

e View and Manage the Recipients

* View and Manage the Notice Rules

5.4.1 View and Manage the Recipients

Go to Alarms > Remote Notice > User Groups.

Figure 5-12 Notification recipients

Users

Add Delete

Username Email Phone Description

Tom tom@gmail.com - -

Page Size 10

User Groups

Add Delete

Group Name Description Users

Admin-level = Tom

Page Size 10 ¥

Add or modify a user

- To add a user, click the Add button.

- To modify an existing user, click the username.
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Figure 5-13 Add or modify a user

Add User 2

Username: "
Email:
Phone:

Description:

Apply

Username Enter the username.

Email Enter the email address of the user. The alarm notice emails will be sent to this
email address.

Phone Optional. Enter the phone number of the user.

Description Optional. Enter the description for this user.

Add or modify a user group

- To add a user group, click the Add button.
- To modify an existing user group, click the group name.

Figure 5-14 Add or modify a user group

Add User Group >

Baslc Information

User Groups: *

Description:

User List

Add Delete &

Username Description Email Phone

No entry in the table

Apply
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Basic Information

User Group Enter the user group name.
Description Optional. Enter the description for this group.
User List

Click Add or Delete to manage users in this user group.

View the current users and user groups

To add or delete columns displayed in the alarm list table, click the ‘2 and specify the
columns by selecting or deselecting the corresponding checkboxes.

—
L

To filter the notice rules in the list, click the . Enter the filter conditions and click

Filter.
Click the user/user group name to view the detailed information of the users/user groups.
5.4.2 View and Manage the Notice Rules

Go to Alarms > Remote Notice > Notice Rules.

Figure 5-15 Notice rule list

Notice Rules e
Add Delete Enable Disable ‘j
Rule Name Status User Groups Time Severity Description
Disconnect Enable Admin-level All Day All Severity —_

Page Size 10 ¥ < ‘Z\ > JumpTo GO

Add or Modify the notice rules
- To add a notice rule, click the Add button.

- To modify an existing notice rule, click the rule name.
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Figure 5-16 Add or modify a notice rule (general information)

Add Remote Notice Rule X

General Information Alarm Configuration Infarmation Creviee Information Recipiznt Information

General Information

Rule Marns: *
Enabls: Enabls v
Severity: | Urgent | Serious | MNormal " Hint

Send when the alarm iz cleared.

Description: :
Save

General Information
Configure the basic information of the remote rule.

Rule Name Enter the rule name.

Enable Enable or disable this notice rule.

Severity Select which level alarms will trigger this notice.

Send when the A notice mail will be sent when the alarm is cleared if you check this box.

alarmis cleared.

Description Enter the description for this notice rule.
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Alarm Configuration Information

Configure the alarms in this notice rule.

Figure 5-17 Add or modify a notice rule (alarm configuration)

Add Remote Notice Rule

General Information Alarm Configuration Information

Device Information Recipient Information

Alarm Configuration Information

Target Alarmsz: Select Alarm Configuration v

Alarm Configuration
Add Delets ®)
Enable = Alarm Name Severity Description Trap OID Alarm Type
Yes coldStart Hint Sent when cold start 1.2.61.6.21.1.51 Trap

Page Size |5 v Jump To GO
Save
Target Alarms Select All Applicable Alarm Configuration, or select Select Alarm

Configuration to add the alarm configurations manually.
Add Click Add to add the existing alarm configurations. It is multi-optional.

Delete Delete the alarm configurations in the Alarm table below.
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Device Information

Configure the target devices that the alarms are monitoring.

Figure 5-18 Add or modify a notice rule (device information)

Edit Remote Notice Rule X

General Information Alarm Configuration Infarmation Cevice Infarmation Recipiznt Information

Device Information

Target Devices: Select Device Group b

Device Groups

Add Delete ()]

Group Name Group Type Group Description Created By Created Time Device Number

No entry in the table

Save
Target Devices Select all the applicable devices or select devices by model, by group or
separately.
Add Click Add to add devices according to their model, group or separately.
Delete Delete the devices in the device table below.
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The Device Add page displays as below.

Figure 5-19 Add or modify a notice rule (add device)

- Add

Add Device Model

Device Model | Description | Vendor

ICMP Device 2 ICMP Device Unknown

Unknown Device 0.0.0.0.0 | Unknown Snmp Device Unknown

H3C Device 1.3.6.1.41.25606.% H3C Device H3C

Cisco Device 1361419 | Cisco Device | ClsCo

| 24-Port 10/100Mbps + 4 Port Gigabit L2 |
| Managed Switch | TPeLINK

Pagesies v <IC]zI=]] =] =] ~ [1s][>] wmeto[ |[eo]

TL-SL5428 136141118631.11

Recipient Information

Configure the recipients of the notice, and the alarm’s time-range restriction.

Figure 5-20 Add or modify a notice rule (recipient information)

Add Remote Notice Rule >

General Information ] l Alarm Configuration Information

l Device Information

l Recipient Information

Time

Time: All Day b

User Group List

Time Select the time-range restriction on the alarms.
All Day: Alarms that occurs at any time of the day will trigger the notice mail.

Specified Time: Specify a time-range. tpNMS will send notice mail only when the
alarms occurs in this specified time-range.
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Add Click Add to add user groups who will receive the notice email.

Delete Delete the user groups in the recipient list table below.

Click Save to save your modifications.

View the current notice rules

To add or delete columns displayed in the alarm list table, click the ‘2 and specify the
columns by selecting or deselecting the corresponding checkboxes.
To filter the notice rules in the list, click the | “: | . Enter the filter conditions and click

Filter.

Click the rule name to view the detailed information of the notice rules.

Rule Name The name of the notice rule. Click it to view and edit the rule's configurations.
Status The status displays whether this rule is valid.

User Groups Displays the recipients of the notification email.

Time The sending time period of the notification email.

Severity Displays the filtering criteria of the alarms. Only the alarms of the severity levels

displayed will be sent in the email.

Description Displays the description on this notice rule.
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Manage the Configuration and Firmware Files

This chapter mainly introduces how to manage the device's configuration files and
firmware files.

If you want to manage the discovered device (backup, restore or upgrade), you should
go to the Access Config page and configure the device’s telnet template. The name and
password in the telnet template are the same user information that you use to telnet in to
the device to perform system configuration.

* Back Up Device Configurations

e Restore Device Configurations

e Upgrade Device Firmwares

e View and Manage Schedules

e Example: Backup Configuration File for a Device

» Example: Upgrade Firmware for Several Devices
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6.1 Back Up Device Configurations

You can schedule a backup task to back up the configurations of the devices on your

network.

The backup configuration files will be saved in the \data\tftpDir in the tpNMS's
installation directory.

e Add or Modify a Backup Schedule
e Execute a Backup Schedule
* View the Execution Result of a Backup Schedule

* Remove a Backup Schedule

6.1.1 Add or Modify a Backup Schedule

1. Go to Config > Backup Management > Backup Schedule.

Figure 6-1 Backup schedule list

Backup Config List

Add Edit Delete Execute

Schedule Name Schedule Mode Last Execution Time Next Execution Time Last Execution Result

T1600-Backup Unscheduled 2016-11-24 14-48-48 - Success.

PageSize 10 v <|[1]/> JumpTo GO

2. Add a backup schedule or modify an existing backup schedule.
- To add a backup schedule, click the Add button.

- To modify an existing backup schedule, select your desired schedule entry
and click Edit.
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The following screen displays.
Figure 6-2 Add or modify a backup schedule

Backup Config List > Backup Schedule

Basic Information

Name K

Enable CLI Password Enable

Description

Device Config

Select Device By Devices A d
Selected Devices 0
Add Delete
Device . _ _ _ _ _
Device Label Device IP Device MAC Device Type Device Model Software Version:

Status

No entry in the table

Schedule Conflg

Unscheduled (® One Time O Recurrent (O

Apply

Basic Information

Name Enter the name of the backup schedule.
Enable CLI Check this box and enter the device's privilege-mode password if necessary.
Password
Description Enter the description for this schedule.
Device Config
Select Device Select the target device by device or by device group.
By

Selected Devices

Add Add a device/device group whose configuration files will be backed up.
Delete Remove the selected device/device group from the table below.
Schedule Config
Unscheduled The unscheduled backup task will be displayed in the schedule list, but will not be

executed automatically. You can manually perform the backup task on the screen
Config > Backup Management > Backup Schedule with the Execute button.
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One Time Select One Time and enter the Execution Time, the schedule task will be executed
automatically at the time you set.

Recurrent Select Recurrent and complete the schedule mode and frequency below, the
schedule task will be executed recurrently.

Click Apply to save your configurations.

6.1.2 Execute a Backup Schedule

You can execute a backup task in the schedule table immediately, either the task is
unscheduled or recurred.

1. Go to Config > Backup Management > Backup Schedule.

Figure 6-3 Backup schedule list

Backup Config List 0
Add Edit Delete Execute T
Schedule Name Schedule Mode Last Execution Time Next Execution Time Last Execution Result
T1600-Backup Unscheduled 2016-11-24 14:45:48 == Success.

Page Size 10 ¥ < |I| > JumpTo GO

Schedule Name Displays the name of the backup schedule.

Schedule Mode Displays the mode of the backup schedule.

Last Execution Displays the last execution time of this backup time.

Time

Next Execution Displays the next execution time of this backup time.

Time

Last Execution Click the link to view the detailed information of this backup task's last execution
Result result.
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2. Click the Execute button to execute your selected backup schedule immediately. A
window will pop up to display the execution result.

Figure 6-4 Backup process

Result (You can close this window while backing up) x

[2016-11-24 14:53:06] Contig starting...

[2016-11-24 14:53:06] Start backing up device T1600G-28TS.
[2016-11-24 14:53:06] Start backing up device T1600G-52TS.
[2016-11-24 14:53:07] Backup device T1600G-28TS succeeded.
[2016-11-24 14:53:11] Backup device T1600G-52TS succeeded.
[2016-11-24 14:53:11] Schedule succeeded

[2016-11-24 14:53:11] Config finished

Click the >< in the upper-right corner to close this pop-up window. You can close this
window and perform some other operations with tpNMS during the backup process.
The backup process will run in the background. You can view the backup's progress on
the screen Tasks > Task Management > Tasks.

6.1.3 View the Execution Result of a Backup Schedule

You can view the execution status of your desired backup job to ensure that the
device's configuration is backed up as scheduled.

1. Go to Config > Backup Management > Backup Schedule.

Figure 6-5 Backup schedule list

Backup Config List ©
Add Edit Delete Execule T
Schedule Name Schedule Mode Last Execution Time Next Execution Time Last Execution Result
T1600-Backup Unscheduled 2016-11-24 14-48-48 - Success.

Page Size 10 v < |I| > JumpTo Go

Schedule Name Displays the name of the backup schedule.

Schedule Mode Displays the mode of the backup schedule.

Last Execution Displays the last execution time of this backup time.

Time

Next Execution Displays the next execution time of this backup time.

Time

Last Execution Click the link to view the detailed information of this backup task's last execution
Result result.
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2. Click the link in the last row of the schedule table to view the detailed execution result.

Figure 6-6 Backup result

Results X

Result Detalls

Result (You can close this

Device Label Device IP Device MAC T e ety i Backup Time

T1600G-28TS 192.168.0.61 F4-F2-6D-C3-28-62 Success 2016-11-24 14:53:06
T1600G-62TS 192.168.0.562 00-0A-EB-13-23-TB  Success 2016-11-24 14:53:06
Page Size 10 w < | 1 | > Jump To GO

Schedule Name Displays the label of the device.

Device IP Displays the IP address of the device.
Device MAC Displays the MAC address of the device.
Result (You Displays the backing up result.

can close this
window while
backing up)

Backup Time Displays the time of the backup operation.

6.1.4 Remove a Backup Schedule

You can remove your selected backup schedule task in the schedule Table.

1. Go to Config > Backup Management > Backup Schedule.

Figure 6-7 Backup schedule list

Backup Conflg List 0
Add Edit Delete Execute @ | %
Schedule Name Schedule Mode Last Execution Time Nexi Execution Time Last Execution Result
T1600-Backup Unscheduled 2016-11-24 14:48:48 - Success.

Page Size 10 w < |T| > Jump To GO

Schedule Name Displays the name of the backup schedule.

Schedule Mode Displays the mode of the backup schedule.
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Last Execution Displays the last execution time of this backup time.

Time

Next Execution Displays the next execution time of this backup time.

Time

Last Execution Click the link to view the detailed information of this backup task's last execution
Result result.

2. Select the backup profile and click Delete to remove the profile from this table.

6.2 Restore Device Configurations
You can upload the configuration files of the devices to tpNMS, and restore the
configuration files to corresponding device(s) on your network.

e Import a Configuration File
* Modify a Configuration File
* Remove a Configuration File

e Add a Restore Schedule
6.2.1 Import a Configuration File

1. Go to Config > Deploy Management > Config File.

Figure 6-8 Configuration file list

Contig Flle 0
Import Edit File Delete Restore N4
Name File Type Crealed Time Description
Backup_T1600G-52TS_1479570386093 Backup File 2016-11-24 14:53:06 Hoclain device IP:192.168.0 52 tima-Tha Nov 23:14.53:11
CST 2016
Backup T1600G-25TS 1479570386063 Backup File 2016-11-24 14:53:06 Baciup device P 192:1680.51:ime- Thu Now 24 145307
CST 2016
Backup_T1600G-52TS_1479970126730 Backup File 2016-11-24 14:48-46 Backup device IP:192.168.0.52 time-Thu Nov 24 14:45:43
CST 2016
Backup device IP:192.168.0.61 fime-Thu Nov 24 14:45:43
Backup T1600G-26TS 1479570126720 Backup File 2016-11-24 14:45:46 it ime- T Hov
CST 2016
Backup device IP-192.166.0.52 fime-Thu Nov 24 14:48:22
Backup T1600G-52TS 1479570097468 Backup File 2016-11-24 14:48-17 Do ime-Thu Nov
CST 2016
Backup device IP-192.168.0.61 fime-Thu Nov 24 14:48:18
Backup T1600G-26TS_1479570097458 Backup File 2016-11-24 14:48:17 Sl ime- T Hov
CST 2016
Backup device IP:192.168.0.61 fime:Thu Nov 24 14:47:10
Backup T1600G-28TS 1479570029577 Backup File 2016-11-24 14:47:09 s i ime-Thu Nev
CST 2016
Page Size 10 < ‘ 1 | = Jump To GO
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2. Click Import to upload the configuration file with .cfg extension from your computer.

Figure 6-9 Upload a configuration file

Import x
Import File Choose
Name %
Description
Apply

3. Click Apply and the configuration file is listed in the Config File table.

6.2.2 Modify a Configuration File

1. Go to Config > Deploy Management > Config File.

Figure 6-10 Configuration file list

Config Flle o
Import Edi File Delete Restore ®@||%
Name File Type Crealed Time Description
Backup_T1600G-52TS_1479970386093 Backup File 2016-11-24 14:53:06 Backup device IP:192.168.0.62 time-Thu Nov 24 14:55:11
CST 2016
Backup_T1600G-28TS_1479970386083 Backup File 2016-11-24 14:53:06 et g AR Ll = UL S R SR
CST 2016
Backup T1600G-52TS 1479570126730 Backup File 2016-11-24 14:48-46 Saciaip device IP-152:160:0.52 ime-Tha Nov 24:14:18:55
CST 2016
Backup_T1600G-28TS_1479970126720 Backup File 2016-11-24 14:48:46 St G EA LR Al T T, S S e
CST 2016
Backup T1600G-52TS 1479570097468 Backup File 2016-11-24 14:48:17 Saciaip device IP-132:160:0.52 ime-Tha Nov 24:14:16:22
CST 2016
Backup device IP-192.168.0.61 fime-Thu Nov 24 14:45:18
Backup_T1600G-28TS_1479970097458 Backup File 2016-11-24 14-48-17 ckup device ime:Thu Nov
CST 2016
Backup device IP:192.168.0.61 fime-Thu Nov 24 14:47:10
Backup T1600G-26TS_1479570029577 Backup File 2016-11-24 14:47:09 e ime- Thu Hov
CST 2016
PageSize 10 < [1]/> JumpTo Go
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2. Select the desired configuration file in the table and click Edit File to modify this file.

Figure 6-11 Edit a configuration file

Edit >

!T2600G-28TS
A El
3 vlan 4

¥

vlan 10

%

wvlan 55

name "voice vlan"

#

vlan 66

¥

vlan 1050

name "SE_VLAN"

m
e e e e

vlan 2

3. Click Apply to save your modifications to the configuration file.

6.2.3 Remove a Configuration File

1. Go to Config > Deploy Management > Config File.

Figure 6-12 Configuration file list

Config Flle 0
Import Edit File Delete Restore @ ?
Name File Type Crealed Time Description

Backup device IP-192.168.0.562 time-Thu Nov 24 14:53:11

Backup_T1600G-52TS_1479670386003 Backup File 2016-11-24 14:53:06
CST2016

Backup T1600G-28TS_1479970386083 Backup File 2016-11-24 14:53:06 Backup device P 192.168:0.51:ime- Thu Now 24 14.53.07
€ST2016

Backup T1600G-52TS 1479570126730 Backup File 2016-11-24 14:48:46 Saclaip device IP-133:160:0.52 ime=Thu Nov 24 14:18:4
CST 2016

Backup_T1600G-28TS_1479970126720 Backup File 2016-11-24 14:48:46 el g AR LAl = U SO R
©ST2016

Backup T1600G-52TS 1479570097468 Backup File 2016-11-24 14:48-17 Baclaip device IP:152160:0.52 1ime-Tha Nov 24:14:16:22
CST 2016
Backup device IP-102.168.0.61 time-Thu Nov 24 14:45-18

Backup_T1600G-28TS_1479970097458 Backup File 2016-11-24 14:48:17 Snii ime- T Hov
CST2016
Backup device IP:192.168.0.61 time:Thu Nov 24 14:47:10

Backup T1600G-26TS 1479570029577 Backup File 2016-11-24 14:47:09 o ime-Thu Nev

Page Size |10
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2. Select the desired configuration file and click Delete to remove this file from the table.

3. Click OK in the pop-up confirm window to complete the deletion.

6.2.4 Add a Restore Schedule

1. Go to Config > Deploy Management > Config File.

Figure 6-13 Configuration file list

Contig Flle 0
Import Edi File Delete Restore @||%
Name File Type Created Time Description
Backup_T1600G-52TS_1479570386093 Backup File 2016-11-24 14:53:06 Hoclaip device IP:152.168:052-time-Tha Nov 23 145311
CST 2016
Backup T1600G-25TS 1479970386083 Backup File 2016-11-24 14:53:06 Saciup device [P 192:168:0.51:time-Thu Nov 24 1433117
CST 2016
Backup device IP-192.168.0.52 fime-Thu Nov 24 14:45:48
Backup_T1600G-52TS_1479570126730 Backup File 2016-11-24 14:48:46 s ime- T Hov
CST 2016
Backup T1600G-28TS 1479970126720 Backup File 2016-11-24 14:48:46 Baclup device P 192:1680.51:ime- Thu Now 24 144554
CST 2016
Backup T1600G-52TS 1479570097468 Backup File 2016-11-24 14:48-17 Baclaip device IP-152168:0.52 lime-Thu Nov 24:14:43:22
CST 2016
Backup device IP:192.168.0.61 fime-Thu Nov 24 14:45:18
Backup_T1600G-28TS_1479970097458 Backup File 2016-11-24 14:48:17 el ime- T Hov
CST 2016
Backup device IP-192.168.0.61 fime-Thu Nov 24 14:47:10
Backup T1600G-25TS 1479570029577 Backup File 2016-11-24 14:47:09 A e ime-Thu Nov
CST 2016
PageSize 10 < ‘ 1]/>  JumpTo GO
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2. Select the configuration file in the table and click Restore.

3. In the Deploy Config List > Deploy Schedule window, edit the schedule’s
information.

Figure 6-14 Edit a restore schedule

Deploy Config List > Deploy Schedule

Baslc Info

Name *
Restore File Backup_T1600G-52TS_1479970386093

Enable CLI Password Enable

Description

Target Devices

Select Device By Devices -

Selected Devices

Add Delete

Device

Status Device Label Device IP Device MAC Device Type Device Model Software Version:

No entry in the table

Schedule
Unscheduled @ One Time O Recurrent ()
Apply
Basic Info
Name Enter the name of the restore schedule.
Restore File Display the name of the configuration file.
Enable Click the checkbox to enter the device's privileged password if necessary.
password
Description Enter the description of the restore schedule.

Target Devices

Select Device Select the target devices by devices or by device groups.
By

Selected Devices

Add/Delete Edit the target devices or device groups.
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Schedule

Unscheduled The unscheduled restore task will be displayed in the schedule list, but will not be
executed automatically. You can manually perform the restore task on the screen
Config > Deploy Management > Deploy Schedule with the Execute button.

One Time Select One Time and enter the Execution Time, the schedule task will be executed
automatically at the time you set.

Recurrent Select Recurrent and complete the schedule mode and frequency below. The
schedule task will be executed recurrently.

Click Apply to save the restore schedule information.

6.3 Upgrade Device Firmwares
You can upload the firmware files of the devices to tpNMS, and upgrade
corresponding device(s) on your network with the configuration files.

e Import a Firmware File
* Remove a Firmware File

* Add a Firmware Upgrade Schedule
6.3.1 Importa Firmware File

1. Go to Config > Deploy Management > Firmware.

Figure 6-15 Firmware file list

Firmware 0
Import Firmware Delete Upgrade
Name Version Device Type Vendor Created Time
T2600G-28TS = e TP-LINK 2016-11-24 15:03:43
< >

PageSize 10 < |T‘ > Jump To GO
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2. Click Import to upload the firmware file from your computer.

Figure 6-16 Import a firmware file

Import >
Import File Choose
Name *
Vendor ALL v
Verzion
Description
Apply
Import File Click Choose to select the firmware file from your computer.
Name Enter the name of this firmware file.
Vendor Select the vendor of the device corresponding to this firmware.
Version Enter the firmware version.
Description Enter the description of this firmware file.

3. Click Apply and the firmware file is listed in the Firmware File table.

6.3.2 Remove a Firmware File

1. Go to Config > Deploy Management > Firmware.

Figure 6-17 Firmware file list

Flrmware o
Import Firmware Delete Upgrade
Name Version Device Type Vendor Creaied Time
T2600G-28TS = = TP-LINK 2016-11-24 15:03:43
< >
PageSize 10 < | 1 ‘ > Jump To GO
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2. Select the desired firmware file and click Delete to remove this file from the table.

3. Click OK on the pop-up confirm window to complete the deletion.

6.3.3 Add a Firmware Upgrade Schedule

1. Go to Config > Deploy Management > Firmware.

Figure 6-18 Firmware file list

Flrmware

Import Firmware Delete Upgrade

Name

T2600G-26TS

<

Page Size 10 ¥

Device Type

2. Select the firmware file in the table and click Upgrade.

3. Inthe Deploy Config List > Deploy Schedule window, edit the schedule’s

information.

Figure 6-19 Edit a upgrade schedule

Deploy Conflg List » Deploy Schedule

Baslc Info

Name

Firmware T2600G-28TS
Enable CLI Password Enable
Description

Target Devices

Select Device By Devices -

Selected Devices

Add Delete

Device
Status

Device Label Device IP

No entry in the table

Schedule

Unscheduled ® One Time O

Apply

Basic Info

Name Enter the name of the upgrade schedule.

Device Type

Vendor Created Time
TP-LINK 2016-11-24 15:03:43
>
< | 1 ‘ > Jump To GO

Device Model Software Version:



Firmware Display the name of the firmware file.

Enable Click the checkbox to enter the device's privileged password if necessary.
password
Description Enter the name of the upgrade schedule.

Target Devices

Select Device
By

Selected Devices
Add/Delete

Schedule

Unscheduled

Edit the target devices or device groups.

Select the target devices by devices or by device groups.

The unscheduled upgrade task will be displayed in the schedule list, but will not

be executed automatically. You can manually perform the upgrade task on the
screen Config > Deploy Management > Deploy Schedule with the Execute

button.

One Time

Recurrent

Click Apply to save the upgrade schedule information.

6.4 View and Manage Schedules

Go to Config > Deploy Management > Deploy Schedule.

Select One Time and enter the Execution Time. The schedule task will be
executed automatically at the time you set.

Select Recurrent and complete the schedule mode and frequency below, the
schedule task will be executed recurrently.

Your configuration-restore schedules and firmware-upgrade schedules can be

viewed and managed on this page.

Figure 6-20 Schedule list

Deploy Config List

Edit Delete Execute
Schedule Name Schedule Mode Deploy Type
T2600-UP One Time Upgrade -T2600G-286TS

<

Page Size 10

100

Last Execution Time

7
£
Next Execution Time Last |
2016-11-24 15:07:55 =
>
< | 1 | > Jump To GO



6.4.1

6.4.2

e View the Execution Status of the Schedules
e Edita Schedule
e Remove a Schedule

e Execute a Schedule
View the Execution Status of the Schedules

Go to Config > Deploy Management > Deploy Schedule.

The schedule table displays the following items:

Schedule Name Displays the name of the schedule.

Schedule Mode Displays the schedule mode.

Deploy Type Displays the detail type of the schedule task.

Last Execution Displays the last time when the schedule task was executed.
Time

Next Execution Displays the next time when the schedule task will be executed.
Time

Last Execution Displays the general result of the schedule's last execution.
Result

Click the link in the Last Execution Result Row to view the detailed execution result.

Edit a Schedule

Go to Config > Deploy Management > Deploy Schedule.

Select a schedule and click Edit to modify the detailed configuration of the
schedule task.
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Figure 6-21 Edita schedule

Deploy Config List > Deploy Schedule

Baslic Info
Name T2600-UP *
Firmware T2600G-28TS
Enable CLI Password Enable
Description
Target Devices
Select Device By  Devices -
Selected Devices
Add Delete
Device = s = " = -
Status Device Label Device IP Device MAC Device Type Device Model Software Version:
@ T2600G-28TS 192.168.0.226 00-0A-EB-13-23-97 Switch T2600G-28TS 2.0.0 Build 20161014 Rel.36360(s)
Page Size 10 < ‘T| > Jump To
Schedule
Unscheduled O One Time (& Recurrent )
Execution Time 2016/11/24 15:09
Apply
Basic Info
Name Enter the name for the schedule.

Restore File/
Firmware

Enable
password

Description
Target Devices

Select Device
By

Selected Devices

Add/Delete

Display the name of the restore file/firmware file.

Click the checkbox to enter the device's privileged password if necessary.

Enter the name for the schedule.

Select the target devices by devices or by device groups.

Edit the target devices or device groups.

102

GO



6.4.3

6.4.4

Schedule

Unscheduled The unscheduled task will be displayed in the schedule list, but will not be executed
automatically. You can manually perform the task on the screen Config > Deploy
Management > Deploy Schedule with the Execute button.

One Time Select One Time and enter the Execution Time, the schedule task will be executed
automatically at the time you set.

Recurrent Select Recurrent and complete the schedule mode and frequency below, the
schedule task will be executed recurrently.

Click Apply to save the schedule’s configuration.

Remove a Schedule

Go to Config > Deploy Management > Deploy Schedule.

Select a schedule and click Delete to remove the schedule from the table.

Execute a Schedule

Go to Config > Deploy Management > Deploy Schedule.

Click the Execute button to execute your selected restore schedule/upgrade
schedule immediately. A window will pop up to display the execution result.

Figure 6-22 Schedule's running status
Result (You can close this window while restoring) g

[2016-04-25 15:10:51] Config starting...

[2016-04-25 15:10:51] Start restoring device T1600G-28TS.
[2016-04-25 15:11:12] Deploy device T1600G-28TS succeeded.
[2016-04-25 15:11:12] Schedule succeeded

[2016-04-25 15:11:12] Config finished

You can close this window and perform some other operations with tpNMS during
the backup process. The restore/upgrade process will run in the background.
You can view the execution progress on the screen Tasks > Task Management >
Tasks.

Note::

If the switch you want to uggrade is a dual-image switch, the upgrade schedule will
only upgrade the switch’s backup image. You should configure the switch to reboot
with the backup image after the upgrade schedule is finished.
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Example: Backup Configuration File for a Device

tpNMS host and T1600G-52TS are in the same subnet. The IP address of T1600G-
52TS is 192.168.0.52. The configuration task is to backup T1600G-52TS's
configuration file with tpNMS.

1. Login to T1600G-52TS's web interface.

2. Go to SNMP > SNMP Config > Global Config. Select Enable and click Apply to
enable SNMP function globally.

Figure 6-23 Enable SNMP in T1600G-52TS

o tp-link
1

T1600G-52TS Global Config SNMP View SNMF Group SNMP User SNMP Community
Global Config
Syst —~
LRI SNMP: O Disable Apply
Switching
ViLAN Local Engine
Spanning Tree
Multicast i Default ID
— Local Engine 1D: |20002e57030002e0132370 | (10-84 Hex)
Routing Apply
QoS
ACL Remote Engine
Network Security
Apply
SNMP Remote Engine ID: | (0or 10-64 Hex)
= SNMP Config
= Notification
* RMON Note:
LLDP The total hexadecimal characters of Engine 1D should be even.

Maintenance
Save Config
Index

Logout
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3. Go to SNMP > SNMP Config > SNMP Community. Create a community with the
name tpnms and click Create.

Figure 6-24  Create SNMP community in T1600G-52TS

T1600G-52TS Global Config SNMP View SNMP Group SNMP User SNMP Community

Community Config

System Community Name:  |[tenms || ¢16 characters maximum)

Switchin
2 Access:

VLAN Clear

Spanning Tree MIB View: viewDefault

Multicast

I Create I

Community Table
Select Community Name Access MIB View Operation

No entry in the table.

Routing

QoS

ACL

Network Security [ Al ] [Deete ] [ Hep ]
SNMP
= SNMP Config Note:

= Notification The default MIB view of community is viewDefault.

* RMON
LLDP
Maintenance
Save Config
Index

Logout
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4. Log in to tpNMS.
5. Go to Resource > Device Management > Device Discovery. Click Add to create a

discovery profile.

Figure 6-25 Add a discovery profile

42 tp-iink

Home _ Monitor Alarms

Device Management

* Device Table Discovery Proflle

Add Delete Execute
* Device Import

Schedule Name Scheduled Schedule Mode Discovery IPs
+ Device Groups No entry in the table

Link Management

+ Link Table
* Link Discovery
* Link Addition

Topology Management

* NetWork Topology

Template Management

* SNMP Template

* Telnet Template
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6. Enter the profile information on this page, and click Execute to discover T1600G-52TS.

Figure 6-26 Add a discovery profile

Discovery Profile > Add Profile

Baslc Information

Schedule Name: T1600 =
Discovery IP: Single IP hd Device Label:
Device IP: 192.168.0.52 B

SNMP Template
Choose Template

SNMP Version: SNMP Port: 161

Timeout: Retries: 3

Telnet Template
Choose Template

Authentication Mode: Username + Passwo ¥ Port:

Retries:

23
3
Passmord:

Timeout:

Username:

th I*.D
*

Discovery Schedule Config
Unscheduled (&) Recurrent ()

Apply Execute

Basic Information

Specify the Schedule Name T1600, select Discovery IP as Single IP and enter
192.168.0.52 in the Device IP.

SNMP Template

Select V1 as SNMP Version, and enter tpnms in the Read Community and Write
Community field.

Telnet Template

The T1600G-52TS’s default telnet mode is Login Local Mode, and the username and
password are both admin. If you want to customize the telnet configuration, please
refer to T1600G-52TS’s Command-Line Interface Guide.

Select Username + Password as Authentication Mode, and enter admin in both the
Username and Password.
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Discovery Schedule Config

Select Unscheduled.

At last, leave the rest fields with their default values and click Execute.

7. The discovery result shows in the pop-up window. You can view the discovered deivce

in the device list.

Figure 6-27 Discovery result

Discovery result (You can close this window while discovering) 3
[2016-11-24 15:18:16] Discovery starting ...
[2016-11-24 15:18:17] 192.168.0.52 found device - Switch
[2016-11-24 15:18:17] Discovery finished
Figure 6-28 Device list
Device List 0
Delete Synchronize Web Management TraceRoute Ping Reboot Access Config ‘T
Device ~ - ~ N N N Interface
Status Device Label Device IP Device MAC Device Type Device Model Software Version Number Vendor
® . N 2.0.0 Build 20160826
1600G-52TS 192.166.0.52 00-0A-EB-13-23-7TB Switch T1600G-52TS Rel.57830(s) 52 TP-LINK
< >
Page Size 10 < |T‘ > Jump To GO

8. Go to Config > Backup Management > Backup Schedule. Click Add to create a

backup schedule.

Figure 6-29 Create a backup schedule

Resource Monitor Alarms
Backup Management
» Backup Schedule Backup Config Llist
Deploy Management Add Edit Delete
* Config File
Schedule Name Schedule Mode
* Firmware

No entry in the table

« Deploy Schedule
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9. Enter the schedule information on this page, and click Apply to save this schedule task.

Figure 6-30 Add a backup schedule

Backup Conflg List > Backup Schedule

Baslic Information

Name T1600-Backup *
Enable CLI Password Enable
Description

Device Contflg

Selected Devices 0
Add Delete
Device . . . . . B
Status Device Label Device IP Device MAC Device Type Device Model Software Version:
@ T1600G-52TS 192.168.0.52 00-0A-EB-13-23-7B Switch T1600G-52TS 2.0.0 Build 20160826 Rel.57330(s) |
PageSize 10 </[1]/>] JumpTo GO
Schedule Config

Unscheduled (=) One Time () Recurrent ()

Basic Information

Enter T1600-Backup in the Name field. The T1600G-52TS has no Enable CLI Password
by default.

Device Config

Select Device By Devices.

Selected Devices

Click Add and select the discovered T1600G-52TS previously.
Schedule Config

Select Unscheduled.

At last, click Apply to save this backup schedule.
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10. Select the schedule T1600-Backup in the Backup Config List, and click Execute to
backup T1600G-52TS's configuration file.

Figure 6-31 Execute the backup schedule

tp-link

Home Resource Monitor Alarms

Backup Management

» Backup Schedule Backup Conflg List o
Deploy Management Add Edit Delete @ —
* Config File
Schedule Name Schedule Mode Last Execution Time Next Execution Time Last Execution Result
© Firmware T1600-Backup Unscheduled - - -

 Deploy Schedule )
Page Size 10 W

< \I\ > JumpTo GO
11. The backup result is shown in the following window.
Figure 6-32 Backup result
Result (You can close this window while backing up) p¢

[2016-11-24 15:22:44] Config starting...

[2016-11-24 15:22:44] Start backing up device T1600G-52TS.
[2016-11-24 15:22:47] Backup device T1600G-52TS succeeded.
[2016-11-24 15:22:47] Schedule succeeded

[2016-11-24 15:22:47] Config finished

12. You can view the backuped configuration file's information in the Config File list in
Config > Deploy Management > Config file. You can also locate the backuped
configuration file in \data\tftpDir in the tpNMS's installation directory.

Figure 6-33 Config File list

Resource Menitor Alarms

System
Backup Management
* Backup Schedule Config Flle o
Deploy Management Import Edit File Delete Restore b4
« Contig File
Name File Type Created Time Description
= Firmware Backup device IP:192.168.0.52 time-Thu Nov 24 15:22:47
! Backup_T1600G-52TS_1479972164507 Backup File 2016-11-24 15:22:44 cleup device imesThu fov
CST 2016
= Deploy Schedule

Page Size 10 v < [1]>] JumpTo GO
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Figure 6-34 Configuration file's location (C:\Program Files (x86)\TP-Link\NMS\data\tftpDir)

( BN
A J ttpDir X
@uv| |, » Computer » Local Disk (C3) » Program Files (86) » TP-LINK » NMS » data » titpDir ~ [ 44| [ Search trtpDir o
Organize v | ] Open New folder =~ 0 @
=
¥ Favorites Name Date modified Type Size
Bl Desktop @ 1463473584711 2016/5/17 16:26 BIM 14,008 KB
& Downloads @ 1463648371707 2016/5/19 16:59 BIM 12,550 KB
‘5l Recent Places @ 1463648405416 2016/5/19 17:00 BIM 12,635 KB
@ 1465983766075 2016/6/1517:42 BIN 14,045 KB
4 Libraries | || 1466063172635.cfg 2016/6/16 15:46 CFG File N 3 KB
@ Documents b
J’ Music
[E5] Pictures
E Videos
% Computer

6.6 Example: Upgrade Firmware for Several Devices

The following example shows how to upgrade two TP-Link T1700G-28TQ switches
at the same time. The telnet credentials to these two switches are correctly
configured already.

1. Go to Config > Deploy Management > Firmware. Click Import Firmware to upload
the firmware file for T1700G-28TQ.

Figure 6-35 Import a firmware file

Import X
Import File T1700G-28TQv1_en_1.0.1_[201501 Choose
Name T1700 *
Vendor TP=LINK v
Version 1.01
Description
Apply

Name the firmware as T1700, enter the version information and select the vendor as
TP-Link.
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2. Select the firmware T1700 and click Upgrade to configure the deploy schedule.

Figure 6-36 Edit T1700_UP upgrade schedule

Deploy Contig List > Deploy Schedule

Basic Info

Name T1700-UP
Firmware T1700
Enable CLI Password +/ Enable
CLI Password admin
Description

Target Devices

Select Device By Device Groups v

Selected Device Groups
Add Delete
Group Name Group Type Group Description  Created By Created Time Device Number
T1700G-Series 1 - admin 1463648895000 0
Page Size 10 < > Jump To GO
Schedule
Unscheduled ® One Time () Recurrent ()
Apply
Basic Info
Name Enter the name T1700-Up.
Firmware Display the name of the firmware file.
Enable Click the checkbox to enter the device's privileged password.
password
CLI Password Enter the default password admin.
Target Devices
Select Device Select the target devices by devices or by device groups. You can choose
By Devices to add the two T1700G-28TQ, or choose Device Groups and add the

group containing the two T1700G-28TQ. Here we take Device Groups as an

example.
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Selected Device Groups

Add Click Add to add the group T1700G-Series which contains the two T1700G-
28TQ. The device group is configured on page Resource > Device Management

> Device Groups.
Schedule
Unscheduled Select Unscheduled.

Click Apply to save the upgrade schedule information.

. Go to Config > Deploy Management > Deploy Schedule. Select the upgrade
schedule T1700-Up and click Execute to upgrade the two T1700G-28TQ switches.

Figure 6-37 Execute T1700-Up upgrade schedule

Deploy Config List 0
Schedule Name Schedule Mode Deploy Type Last Execution Time Next Execution Time
T1700-Up Unzcheduled Upgrade :T1700 -— -
< >
Page Size 10 w < > Jump To GO

. Check the result in the result window.

Figure 6-38 Execute T1700-Up result

Result (You can close this window while upgrading firmware) &

[2016-05-11 20:39:38] Config starting. ..

[2016-05-11 20:39:38] Start upgrading device T1700G-28TQ.
[2016-05-11 20:39:38] Start upgrading device T1700G-28TQ.
[2016-05-11 20:40:59] Deploy device T1700G-28TQ succeeded.
[2016-05-11 20:40:59] Deploy device T1700G-28TQ succeeded.
[2016-05-11 20:40:58] Schedule succeeded

[2016-05-11 20:40:59] Config finished
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7 View and Manage Tasks

View and Manage the discovery, backup, restore and upgrade tasks on this page.
This chapter covers the following topics.

- Enable/Disable the Tasks
- Remove the Tasks

- View Task Execution Results
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7.1 View and Manage the Tasks

You can view task details and execution results. You can also enable, disable and
remove tasks on this page.

The task types include Discovery, Configuration Backup, Configuration Restore
and Firmware Upgrade.

Go to Tasks > Task Management > Tasks.

Figure 7-1

Tasks

Enable

Enable

Disable
Disable
Disable
Disable

Enable

Page Size 10

Task list

Disable

Task Name

T1600-Backup

T1600

3700

tpnms

T2600-UP

7.1.1 View the Tasks

Detail Delete

Task Type
Config Backup
Discovery
Discovery

Discovery

Firmware
Upgrade

Recurrent Type

Not Recurrent

Not Recurrent

Not Recurrent

Not Recurrent

Not Recurrent

Status

Succeeded

Succeeded

Wait to run

In Progress

Wait to run

Last Execution Time

2016-11-24 15:22°47

2016-11-24 1621817

2016-11-24 09:25:45

2016-11-24 09-12:43

Executed and to-be-executed tasks are displayed in this table.

Enable

Task Name

Task Type

Recurrent Type

Status

Last Execution

Time

Next Execution

Time

Result

Displays the status of the task.

Displays the task name.

Next Execution Time

2016-11-24 1520755

ol

Result

Show Results
Show Results
Show Resulis
Show Results

Show Resulis

< |I| > | JumpTo GO

The task type includes: Discovery, Config Backup, Config Restore and Firmware
Upgrade.

monthly.

The task recurrent type includes: Not Recurrent, Hourly, Daily, Weekly and

The execution status of the task, including Succeeded, Failed and Wait to run.

Displays the last time when the task was executed.

Displays the next time when the task will be executed.

Click Show Results to view the detailed running result of the task.

Click the Detail button to view the detailed configuration of the selected tasks.
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7.1.2 Enable/Disable the Tasks

Click the Enable/Disable button to enable/disable the selected tasks. Only tasks in
Wait to run status can be enabled or disabled.

7.1.3 Delete the Tasks

Click the Delete button to remove the selected tasks from the table.
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8 Manage Users

You can manage the users and roles on this section.

* View and Manage Roles
e View and Manage Users

* Viewand Log off Users
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8.1 View and Manage Roles

The role is the permission attribute of the user. Uses with different roles have
different access permissions to each configuration module of tpNMS (Resource,
Monitor, Alarm, Config, Task and System).

tpNMS provides the following default roles:

- Administrator. The administrator user can view and modify all the modules of
tpNMS.

- Operator. The operator user can view all the modules, and can modify all the
modules except the System Module.

- Observer. The observer user can only view all the modules.
Go to System > User Management > Roles.

Figure 8-1 View roles

Roles o

Add Edit Delete

oF

Role Default Created By Created Time
Yes System 2016-10-27 14:45:40

Yes System 2016-10-27 14:45:40

observer Yes System 2016-10-27 14:45:40

Page Size 10 w < | 1 | > Jump To GO

e View Roles
e AddaRole
* Modify a Role

e Delete a Role
8.1.1 View Roles

Go to System > User Management > Roles.

The default 3 roles are displayed in the role table.
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Role Displays the name of the role.

Default Whether the role is a system default role.
Created By The Creator of the role.
Created Time The created time of the role.

Click the role name to view its detailed privilege to each module.

Figure 8-2 Role privilege

Edit

Role Baslc Information

Role Name: administrator *
Role Settings
Function Module View Modify Description
Resource ™| Network device discovery and management.
Monitor ™| Enterprise network monitor and views functions.
Alarm M Alarm, trap, alert configuration and notification profile related functions.
Config ™| Config backup/restore functions.
Task ™| Task list and status related functions.
System ™| System settings and user management related functions.
Apply

8.1.2 AddaRole

Go to System > User Management > Roles.

Click Add to create a new role with customized privileges.
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Figure 8-3 Create arole

Add X
Role Baslc Information
Raole Mame: *
Role Settings
Function Module View Modify Description
Rezource rd r Metwark device dizcovery and management.
Ianitar I r Enterprize network maonitor and views functions.
Alarm I r Alarm, trap, alert configuration and notification profile related functions.
Config — r Config backup/restors functions,
Task — r Taszk list and status related functions.
System I r System zettings and uzer management related functions.

Apply

Enter the role name and select the checkboxes to specify the role’s access privilege to each
module.

Click Apply to save the role’s configuration.

8.1.3 Modify a Role

Go to System > User Management > Roles.

Click Edit to customize the role's privileges.
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8.1.4

8.2

Figure 8-4 Modify arole

Edit
Role Baslc Information
Rale Marne: 12 &
Role Settings
Function Module View Modify Description
Rezource rd r Metwark device dizcovery and management.
Ianitar I r Enterprize network maonitor and views functions.
Alarm I r Alarm, trap, alert configuration and notification profile related functions.
Config — r Config backup/restors functions,
Task — r Taszk list and status related functions.
System I r System zettings and uzer management related functions.
Apply

Select or deselect the checkboxes to specify the role’s access privilege to each module.

Note:
The system default roles cannot be edited.

Delete a Role

Go to System > User Management > Roles.

Click Delete to remove the selected roles.

Note:
The system default roles cannot be deleted.

View and Manage Users

You can view and manage the users of tpNMS on this page.

Go to System > User Management > Users.

121



Figure 8-5 User list

Users 0
Add Edit Delete Y%
User Name Status Role Email Created Time
admin Active administrator admin@system.com 2016-10-27 14:45-40
Jerry Active administrator jerry@gmail.com 2016-11-24 15:50:10

PageSize 10 < | 1 | > Jump To GO

e View Users
e AddaUser
e Modify a User

e Delete a User
8.2.1 View Users

Go to System > User Management > Users.

View the users in the user table.

User Name Displays the name of the user.

Status Displays the status of the user.

Role Displays the role of the user. The role defines the privilege of the user.
Email Displays the user's email address.

Created Time The created time of the user.

8.2.2 AddaUser

Go to System > User Management > Users.

Click Add to add a user to the user table. Enter the user's basic information and
click Apply.
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Figure 8-6 Add a user

Add User p ¢

User Baslc Information

User Name: *

Email: *

Role: administrator v

Status: Active hd

Password: L

Confirm Password: *

Apply

User Name Enter the name of the user. The user name is case-sensitive.
Email Enter the user's email address.
Role Select the role of the user. The role defines the privilege of the user.
Status Specify the status of the user as active or inactive.
Password Enter the password for this user.
Confirm Enter the password again to confirm.
Password

8.2.3 Modify a User

Go to System > User Management > Users.

Select a user and click Edit to modify a user's configuration and click Apply.

Figure 8-7 Modify a user

Edit User x

User Baslc Information

User Name: Jerry *
Email: jerry@gmail.com *
Role: administrator v
Status: Active v
Change Password
Password: &
Confirm Password: &
Apply
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User Name Enter the name of the user. The user name is case-sensitive.

Email Enter the user's email address.

Role Select the role of the user. The role defines the privilege of the user.
Status Specify the status of the user as active or inactive.

Change Select the checkbox to modify the user's password.

Password

Password Enter the password for this user.

Confirm Enter the password again to confirm.

Password

8.2.4 Delete a User

Go to System > User Management > Users.

Click Delete to remove the selected users.

Note:
The system default users cannot be deleted.

8.3 View and Log off Users

You can view the users who are currently online and log them off. Only the
administrator-role user have the privilege to log off the other online users.

Go to System > User Management > Online Users.

Figure 8-8 Online user list

Online Users 0
Force Logout SC
User Name Status Role Login Time Login IP
Jerry Active administrator 2016-04-14 11:44:46 127.0.0.1
Page Size 10w Jump To GO

The currently online users are displayed in this table.
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1. Select one or more users and click Force Logout.
2. Click OKin the pop-up confirm window. The selected user will be forced to log off.

Figure 8-9 Log out a user

Are you sure you want to force the
selected user to log out?
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9 System and Global Settings

You can configure tpNMS system and global settings in this section.

e Device Count

e Configure Email Server

e Configure Idle Timeout

» Configure Auto Refresh Interval
e Configure Data Retention

* [cons in the Upper-Right Region
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9.1 Device Count
You can view the number of devices being managed currently. tpNMS can manage
up to 200 devices simultaneously.

Go to System > Device Count > Device Count to view the managed device count.

Figure 9-1  View device count

Device Count

Current Managed: 9

Maximum Allowed: 200

Percentage: B 4.5%

Current Displayed the number of devices currently managed by tpNMS.
Managed

Maximum The maximum devices tpNMS can managed simultaneously. By default it's 200.
Allowed

Percentage The ratio of managed devices to total allowed device.

9.2 Configure Email Server

Configure the sender email information for sending notification emails when the
configured alarms are triggered.
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9.3

1. Go to System > System Settings > Email Server.

Figure 9-2 Configure email server settings

D tolink
o

Home Resource Monitor Alarms Config

System Settings
Emall Server Settings 0

* Idle Timeout SMTP Server -

E i *
« Auto Refresh Sender Address example@email.com

Use Secure Connect

(ssL)
* Data Retention

Server Port 25

User Management +/ Need Check Authority

* Users
Username

* Roles Password :

* Online Users

Device Count

* Device Count

2. Enter your SMTP server address in the SMTP Server field. For example: smtp.gmail.
com.

3. Enter your email address in the Sender Address field. For example: jerry@gmail.com.

4. If you want to encrypt the data sent from the server, select the Use Secure Connect
(SSL) check box.

5. Enter your SMTP server port in the Server Port field.

6. If your SMTP server requires authentication, select the Need Check Authority check
box and enter your user name and password for your email account.

7. Click the Test button to verify your email server settings.

8. Click the Save button to save your email server settings.

Configure Idle Timeout

Configure the idle timeout on this page. If the user has no operations on tpNMS
within the timeout period, the application will log the user out automatically. The
default idle timeout is 5 minutes.

Go to System > System Settings > Idle Timeout.
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9.4

9.5

Figure 9-3 Configure the idle timeout

System Idle Timeout Settings (]

ldle Timeout: 5 Minutes hd

Apply

Select the idle timeout and click Apply to save your configuration.

Configure Auto Refresh Interval

Configure the frequency that tpNMS refreshes the browser screen for the web
management interface. By default the web refreshes every 30 seconds.

Go to System > System Settings > Auto Refresh.

Figure 9-4 Configure the refresh interval

Auto Refresh Settings (for Web Page Auto Refresh) (7]

Aute Refresh Interval 30 Seconds v

Apply

Select the auto refresh interval and click Apply to save your configuration.

Configure Data Retention

Configure how long tpNMS retains your network data. The longer the data are
retained, the more disk space is required on the tpNMS server. Different types of
information can be specified with different data retention periods.

Go to System > System Settings > Data Retention.
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9.6

9.6.1

Figure 9-5 Configure the data retention period

Data Retention Settings (Days) (7]
Device Traps: 7 *  (7-00)Days

Alarm History: 7

Monitor Statistics: 30 * (30

Config Files: 30

Task Result: 30

Firmware Files: 30

Apply

Enter the data retention period for these types of data and click Apply to save your
configuration.

Icons in the Upper-Right Region

The following introduces the shortcut icons on the upper-right area of tpNMS.

* Notification Messages

e Current Alarms
e System Information
e Current Account

e Logout
Notification Messages

Click the envelope icon ¥4 to view the system notifications. The application
generates a notification when a backup/restore/upgrade task is completed. The

number in the red-colored circle on the top of the envelope icon E indicates the
number of the newly generated notifications.
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9.6.2

9.6.3

Figure 9-6 System notifications

System Notification

Start Time End Time Task Status
2016-04-21 14:39:46 2016-04-21 14:39:46 Config Restore : tit Succeeded
2016-04-08 15:46-26 2016-04-08 15:46-49 Discovery - Scanl Succeeded
2016-04-08 15:43:13 2016-04-08 15:43:13 Config Upgrade : T2600-UP Succeeded
2016-04-08 15:40:19 2016-04-08 15:40:19 Config Upgrade : T2600-UP Succeeded
2016-04-08 15:40:11 2016-04-03 15:40:11 Config Upgrade : T2600-UP Succeeded
2016-04-08 15:06:14 2016-04-08 15:06:14 Config Restore : T2600-Restore  Succeeded
2016-04-05 17:45:47 2016-04-05 17:45:47 Config Backup : Schedule_01 Succeeded
2016-04-05 17:36:21 2016-04-05 1736221 Config Upgrade : T2600-UP Succeeded
2016-04-05 15:32:25 2016-04-05 15:32:25 Config Backup : Schedule_01 Succeeded
2016-04-05 15:32:17 2016-04-05 15:32:17 Config Backup : Schedule_01 Succeeded
Page Size 10 < El 2 > Jump To GO

Current Alarms

Four shortcut icons represent the current four level alarms. The color represents
the severity, while red represents the highest level severity and blue represents the
lowest severity. The numbers beside these icons represent each alarm'’s current
quantity.

10

Do @o @o

* Urgent (Red)

* Serious (Orange)
* Normal (Yellow)
* Hint (Blue)

Click the alarm icon to view the alarm'’s detail information.
System Information

Click the icon n to view tpNMS's version and copyright information.
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Figure 9-7 Version and copyright

About tpNMS X

Version: 1.1
Copyright ® 2016 TP-Link Technologies CO., Ltd.

All rights reserved.

9.6.4 Current Account

Click the user name to view and edit the information of the current user.

Figure 9-8 Current user

My Account X

My Account Information

User Name: admin *
Email: admin@system.com *
Role: administrator

Status Active

Change Password
Password- *
Confirm Password: b
Apply
9.6.5 Logout

Click the icon . to log out tpNMS.
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