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1.1

VPN

VPN

Overview

VPN (Virtual Private Network) provides a means for secure communication between
remote computers across a public WAN (Wide Area Network), such as the internet. Virtual
indicates the VPN connection is based on the logical end-to-end connection instead of the
physical end-to-end connection. Private indicates users can establish the VPN connection
according to their requirements and only specific users are allowed to use the VPN
connection.

The core of VPN is to realize tunnel communication, which fulfills the task of data
encapsulation, data transmission and data decompression via the tunneling protocol.
Common tunneling protocols are Layer 2 tunneling protocol and Layer 3 tunneling
protocol.

Depending on your network topology, there are two basic application scenarios:
LAN-to-LAN VPN and Client-to-LAN VPN.
= [ AN-to-LAN VPN

In this scenario, different private networks are connected together via the internet. For
example, the private networks of the branch office and head office in a company are
located at different places. LAN-to-LAN VPN can satisfy the demand that hosts in these
private networks need to communicate with each other. The following figure shows the
typical network topology in this scenario.

Figure 1-1  LAN-to-LAN VPN

VPN Router A @# VPN Router B

VPN Tunnel
Branch office Head office

= Client-to-LAN VPN

In this scenario, the remote host is provided with secure access to the local hosts. For
example, an employee on business can access the private network of his company
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securely. Client-to-LAN VPN can satisfy this demand. The following figure shows the typical
network topology in this scenario.

Figure 1-2  Client-to-LAN VPN

Remote Gateway W VPN Router

VPN Tunnel |

Remote Host Local Hosts

Supported Features

TP-Link SafeStream VPN Routers support Layer 2 tunneling protocol (PPTP, L2TP) and
Layer 3 tunneling protocol (IPsec).

@ Note:

TL-R600VPN V3 or below doesn't support L2TP.

IPsec

IPsec (IP Security) can provide security services such as data confidentiality, data integrity
and data origin authentication at the IP layer. IPsec uses IKEv1 (Internet Key Exchange
version 1) to handle negotiation of protocols and algorithms based on the user-specified
policy, and generate the encryption and authentication keys to be used by IPsec. IKEv1
negotiation includes two phases, that is IKEv1 Phase-1 and IKEv1 Phase-2. The basic
concepts of IPsec are as follows:

®  Proposal

Proposal is the security suite configured manually to be applied in IPsec IKEv1 negotiation.
Specifically speaking, it refers to hash algorithm, symmetric encryption algorithm,
asymmetric encryption algorithm applied in IKEv1 Phase-1, and security protocol, hash
algorithm, symmetric encryption algorithm applied in IKEv1 Phase-2.

= Negotiation Mode

The negotiation mode configured for IKEv1 Phase-1 negotiation determines the role that
the VPN router plays in the negotiation process. You can specify the negotiation mode as
responder mode or initiator mode.

Responder Mode: In responder mode, the VPN router responds to the requests for IKEv1
negotiation and acts as the VPN server or the responder.
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Initiator Mode: In initiator mode, the VPN router sends requests for IKEv1 negotiation and
acts as the VPN client or the initiator.

= Exchange Mode

The exchange mode determines the way VPN routers negotiate in IKEv1 Phase-1. You can
specify the exchange mode as main mode or aggressive mode.

Main Mode: In main mode, the identification information for authentication is encrypted,
thus enhancing security.

Aggressive Mode: In aggressive mode, less packets are exchanged, thus improving
speed.

®  Authentication ID Type

The authentication ID type determines the type of authentication identifiers applied in
IKEv1 Phase-1. It includes the local ID type and the remote ID type. The local ID indicates
the authentication identifier sent to the other end, and the remote ID indicates that
expected from the other end. You can specify the authentication ID type as IP address or
name.

IP Address: The router uses the IP address for authentication.

Name: The router uses the FQDN (Fully Qualified Domain Name) for authentication.

= Encapsulation Mode

The encapsulation mode determines how packets transfered in the VPN tunnel are
encapsulated. You can select tunnel mode or transport mode as the encapsulation mode.
For most users, it is recommended to use the tunnel mode.

= PFS

PFS (Perfect Forward Secrecy) determines whether the key generated in IKEv1 Phase-2 is
relevant with that in IKEv1 Phase-1. You can specify PFS as none, dh1, dh2, or dh5. None
indicates that no PFS is configured, and the key generated in IKEv1 Phase-2 is relevant with
that in IKEv1 Phase-1, whereas dh1, dh2, or dh5 means different key exchange groups,
which make the key generated in IKEv1 Phase-2 irrelevant with that in IKEv1 Phase-1.

L2TP

L2TP (Layer 2 Tunneling Protocol) provides a way for a dial-up user to make a virtual PPP
(Point-to-Point Protocol) connection to a VPN server. Because of the lack of confidentiality
inherent in the L2TP protocol, it is often implemented along with IPsec. The basic concepts
of L2TP are as follows:

= |Psec Encryption

IPsec encryption determines whether the traffic of the tunnel is encrypted with IPsec. You
can select encrypted or unencrypted as the IPsec encryption. If encrypted is selected,
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a pre-shared key needs to be entered, and then the L2TP traffic will be encrypted with a
default IPsec configuration. If unencrypted is selected, the VPN tunnel traffic will not be
encrypted.

B Authentication

L2TP uses an account name and password for authentication on the VPN server. Only legal
clients can set up a tunnel with the server, thus enhancing network security.

PPTP

PPTP (Point-to-Point Tunneling Protocol) is a network protocol that enables the secure
transfer of data from a remote client to a private enterprise server by creating a VPN
across TCP/IP-based data networks. PPTP supports on-demand, multi-protocol, virtual
private networking over public networks, such as the internet. The basic concepts of PPTP
are as follows:

= MPPE Encryption

MPPE (Microsoft Point-to-Point Encryption) scheme is a means of representing PPP
packets in an encrypted form defined in RFC 3078. You can select encrypted or
unencrypted as MPPE encryption. If encrypted is selected, the VPN tunnel traffic will
be encrypted with RSA RC4 algorithm to ensure data confidentiality. If unencrypted is
selected, the VPN tunnel traffic will not be encrypted.

= Authenticaiton

PPTP uses an account name and password for authentication on the VPN server. Only legal
clients can set up a tunnel with the server, thus enhancing network security.

Configuration Guidelines

VPN does not involve the creation of a new physical connection. Instead, it is an additional
feature built on the basis of the current network connection. Hence, the first step when
creating a VPN tunnel is to acquire basic information about the network, such as the
network topology. The necessary information is as follows.

B The IP addresses of both ends of the VPN tunnel

®  The network topology of both ends of the VPN tunnel

Generally, if both ends are private networks, establish a LAN-to-LAN VPN tunnel. If one end
is a remote client and the other end is a private network, establish a Client-to-LAN VPN
tunnel.
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®  Whether any NAT devices exist between the ends of the tunnel

NAT devices may affect the establishment of VPN tunnel, so specific configuration needs
to be implemented in that case, and IP addresses of NAT devices are also necessary.
Please contact your ISP for that information.

= Whether you wish the remote client access the internet via the VPN proxy gateway

To satisfy this demand, you can establish an L2TP/PPTP Client-to-LAN VPN tunnel with
specific configuration.
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LAN-to-LAN VPN Configuration

LAN-to-LAN VPN Configuration

2.1 Network Topology

LAN-to-LAN VPN is deployed when different private networks are connected together via
the internet. For example, the branch office and head office of a company are located at
different places, and need to communicate with each other privately over the internet. The
following figure shows the typical network topology.

Figure 2-1  LAN-to-LAN VPN
WAN1 WAN1

10.10.10.20/24 10.10.10.10/24
@ VPN Router B

LAN
VPN Tunnel 192.168.0.1/24

VPN Router A

LAN
192.168.10.1/24

Branch office Head office
192.168.10.0/24 192.168.0.0/24

In actual network environments, NAT devices may exist in front of the VPN routers. The
following figure shows the network topology in this scenario.

Figure 2-2  LAN-to-LAN VPN with NAT

WAN1 WAN1
10.10.10.20/24 10.10.10.10/24

NAT Device A NAT Device B

LAN LAN
192.168.30.1/24 VPN Tunnel 172.16.10.1/24
WAN1 WAN1
192.168.30.2/24 172.16.10.2/24
VPN Router A @ @ VPN Router B
LAN LAN
192.168.10.1/24 192.168.0.1/24

$$ $
ping 9

192.168.10.0/24 192.168.0.0/24
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2.2.1

LAN-to-LAN VPN Configuration

LAN-to-LAN VPN can be established via three methods, including IPsec LAN-to-LAN VPN,
PPTP LAN-to-LAN VPN, and L2TP LAN-to-LAN VPN. The topology shown in Figure 2-1 is
used as an example, with TL-ER6120 used as the VPN router for demonstration purposes.
Configuration instructions for the three methods are given below.

IPsec LAN-to-LAN VPN Configuration

To configure the IPsec LAN-to-LAN VPN, follow these steps:
1) Configure the IPsec policy for the responder.

2) Configure the IPsec policy for the initiator.

3) (Optional) Implement configuration for NAT devices.

4) Verify the connectivity of the IPsec VPN tunnel.

Configuring the IPsec Policy for the Responder

Select any one of the VPN routers as the responder. Here we select VPN Router B as the
responder. Follow these steps to configure IPsec policy for the responder.

1) Choose the menu VPN > IPSec > IPSec Policy and click Add to load the following page.
Configure the basic parameters for the IPsec policy.

Figure 2-3  Configuring the IPsec policy

IPSec Policy List

Q Add @ Delete
D Palicy Name Mode Remote Gateway Local Subnet Remote Subnet Status Cperation
Policy Name: VPN (1-32 characters)
Mode: LAN-to-LAN v
Remote Gateway: 10.10.10.20 (IP Address/Domain Name)
WAN: WAN1 v
Local Subnet: 192.168.0.0 /24
Remote Subnet: 192.168.10.0 /24
Pre-shared Key: 123456 (1-128 characters)
Status: | Enable
Advanced Settings
oK Cancel
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Policy Name

Mode

Remote Gateway

WAN

Local Subnet

Remote Subnet

Pre-shared key

Status

LAN-to-LAN VPN Configuration

Specify the name of IPsec Policy. Here we enter VPN.
Specify the mode as LAN-to-LAN.

Specify the remote gateway as 10.10.10.20. This should be the IP address
of the other end of the VPN tunnel.

Specify WAN as WAN1. This should be the WAN port which the VPN tunnel
is established on.

Specify the local subnet as 192.168.0.0/24. This should be the subnet
address of the local network.

Specify the remote subnet as 192.168.10.0/24. This should be the subnet
address of the remote network.

Specify the pre-shared key as you like. Here we enter 123456.

Enable the IPsec policy list entry.

2) Click Advanced Settings to load the following page. In the Phase-1 Settings section,
configure the IKE phase-1 parameters for the IPsec policy.

Figure 2-4 Configuring the IKE phase-1 parameters

Phase-1 Settings

Proposal:
Proposal:
Proposal:
Proposal:
Exchange Mode:
Negotiation Mode:
Local ID Type:
Local ID:
Remote ID Type:
Remote ID:

S& Lifetime:

DPD:

Proposal

Exchange Mode

Negotiation Mode

Local ID Type/
Remote ID Type

md5-des-dh1 -

J— A

J— A

J— A

Main Mode Aggressive Mode

Initiator Mode ® Responder Mode

IP Address & NAME

123 (1-28 non-blank characters)

IP Address @ NAME

321 (1-28 non-blank characters)
28800 seconds (60-604800)
Enable

Select the proposal from the drop-down list. Here we select md5-des-dh1.

Specify the exchange mode according to your needs. Here we specify the
exchange mode as Main Mode.

Specify the negotiation mode as Responder Mode.

Specify the local ID type and remote ID type as you like. Here we specify the
local ID type and remote ID type as NAME.
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Local ID/ Remote ID

SA Lifetime

DPD

LAN-to-LAN VPN Configuration

Specify the local ID and remote ID as you like. Here we specify the local ID
as 123 and remote ID as 321.

Specify the SA lifetime as your like. Here we keep the default setting.

Enable or disable DPD (Dead Peer Detection) according to your needs. Here

we disable DPD.

3) In the Phase-2 Settings section, configure the IKE phase-2 parameters for the IPsec

policy. Click OK.

Figure 2-5 Configuring the IKE phase-2 parameters

Phase-2 Settings

Encapsulation Mode: & Tunnel Mode
Proposal: esp-md5-des
Proposal: -—-

Proposal: -

Proposal: -—-

PF5: none

SA Lifetime: 28800

Transport Mode

e

A

seconds (120-604800)

Encapsulation Mode
Proposal

PFS

SA Lifetime

Specify the encapsulation mode as Tunnel Mode.

Select the proposal from the drop-down list. Here we select esp-md5-des.

Select the PFS from the drop-down list according to your needs. Here we

select none.

Specify the SA lifetime according to your needs. Here we keep the default

setting.

Configuration Guide = 9



LAN-to-LAN VPN Configuration

2.2.2 Configuring IPsec Policy for the Initiator

Select the other VPN Router as the Initiator of IPsec negotiation. Here we select VPN
Router A as the Initiator. Follow these steps to configure IPsec Policy for the initiator.

1) Choose the menu VPN > IPSec > IPSec Policy and click Add to load the following page.
Configure the basic parameters for the IPsec policy.

Figure 2-6  Configuring the IPsec policy

IPSec Policy List

@ add @ Delete

j(»] Policy Name Mode Remote Gateway Local Subnet Remote Subnet Status Operation
Policy Name: VPN {1-32 characters)
Mode: LAM-to-LAN -
Remote Gateway: 10.10.10.10 (IP Address/Domain Mame)
WVAN: WAN1 hd
Local Subnet: 192.168.10.0 / 24
Remote Subnet: 192.168.0.0 /24
Pre-shared Key: 123456 {1-128 characters)
Status: ¥ Enable
Advanced Settings
OK Cancel
Policy Name Specify the name of IPsec policy. Here we enter VPN.
Mode Specify the mode as LAN-to-LAN.
Remote Gateway Specify the remote gateway as 10.10.10.10. This should be the IP address
of the other end of the VPN tunnel.
WAN Specify WAN as WAN1. This should be the WAN port which the VPN tunnel
is established on.
Local Subnet Specify the local subnet as 192.168.10.0/24. This should be the subnet
address of the local network.
Remote Subnet Specify the remote subnet as 192.168.0.0/24. This should be the subnet
address of the remote network.
Pre-shared key Specify a pre-shared key as 123456. This should be kept the same as that
of the responder configuration.
Status Enable the IPsec policy list entry.
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LAN-to-LAN VPN Configuration

2) Click Advanced Settings to load the following page. In the Phase-1 Settings section,
configure the IKE phase-1 parameters for the IPsec policy.

Figure 2-7 Configuring the IKE phase-1 parameters

Phase-1 Settings

Proposal:
Proposal:
Proposal:
Proposal:
Exchange Mode:
Negotiation Mode:
Local ID Type:
Local ID:
Remote ID Type:
Remote ID:

SA Lifetime:

DPD:

Proposal

Exchange Mode

Negotiation Mode

Local ID Type/
Remote ID Type

Local ID/ Remote
ID

SA Lifetime

DPD

md5-des-dhl v

_— v
_— A
Main Mode

Aggressive Mode

Initiator Mode Responder Mode

IP Address @ NAME

321 (1-28 non-blank characters)
IP Address @ NAME

123 (1-28 non-blank characters)
28800 seconds (60-604800)
Enable

Select md5-des-dh1 as the proposal. This should be kept the same as that

of the responder configuration.

Specify the exchange mode as Main Mode. This should be kept the same as

that of the responder configuration.

Specify the negotiation mode as Initiator Mode.

Specify the local ID type and remote ID type as NAME. The local ID type
and remote ID type should be kept the same as that of the responder

configuration.

Specify the Local ID as 321 and Remote ID as 123. The local ID and remote
ID should be reversed in comparison to the responder.

Specify the SA lifetime as your like. Here we keep the default setting.

Enable or disable DPD (Dead Peer Detection) according to your needs. Here

we disable DPD.
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LAN-to-LAN VPN Configuration

3) In the Phase-2 Settings section, configure the IKE phase-2 parameters for the IPsec

policy. Click OK.

Figure 2-8 Configuring the IKE phase-2 parameters

Phase-2 Settings

Encapsulation Mode: 8 Tunnel Mode Transport Mode

Proposal: esp-md5-des -

Proposal: - =

Proposal: — -

Proposal: - =

PFS: none -

SA Lifetime: 28800 seconds (120-604800)

Encapsulation Mode

Proposal
PFS

SA Lifetime

Specify the encapsulation mode as Tunnel Mode.

Select esp-md5-des as the proposal. This should be kept the same as
that of the responder configuration.

Select none as the PFS. This should be kept the same as that of the
responder configuration.

Specify the SA Lifetime according to your needs. Here we keep the
default setting.
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LAN-to-LAN VPN Configuration

2.2.3 (Optional) Implementing configuration for NAT Devices

If there are NAT devices on the network, the suitable network topology is shown in Figure
2-2. In this scenario, please verify the configuration on both VPN routers, configure virtual
servers on NAT Device B, and configure IPsec ALG on both NAT devices. The configuration
steps are as follows:

1) For both VPN routers, choose the menu VPN > IPSec > IPSec Policy, select the IPsec

policy list entry which is previously created, and click EI to load the following page.
Please make sure that in the Phase-1 Settings section, the local ID type and remote
ID type are both specified as NAME, and in the Phase-2 Settings section, the proposal
is not specified as ah-md>5 or ah-sha1. Otherwise, the VPN tunnel may fail to be
established.

Figure 2-9  Verifying the phase-1 configuration

Phase-1 Settings

Proposal: md5-des-dhil v

Proposal: -— -

Proposal: -— v

Proposal: -—- A

Exchange Mode: & Main Mode Aggressive Mode

MNegotiation Mode: ® [nitiator Mode Responder Mode

Local ID Type: IP Address

Local 1D: 321 (1-28 non-blank characters)
Remote 1D Type: IP Address

Remote ID: 123 (1-28 non-blank characters)
SA Lifetime: 28800 seconds (60-604800)

DPD: Enable

Figure 2-10 Verifying the phase-2 configuration

Phase-2 Settings

Encapsulation Mode: & Tunnel Mode Transport Mode

Proposal: esp-md5-des -

Proposal: - -

Proposal: - -

Proposal: - -

PFS: none -

SA Lifetime: 285800 seconds (120-604800)

oK Cancel
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LAN-to-LAN VPN Configuration

2) For NAT Device B, choose the menu Transmission > NAT > Virtual Servers and click
Add to load the following page. Configure the parameters for the virtual server. Click
OK.

Figure 2-11 Configuring virtual server for IPsec

Virtual Server List

©Add @ Delete

External = Internal

D MName Interface Port Port Internal Server IP Protocol Status Operation

Name: IPsecl

Interface: WAN1 v

External Port: 500 (XX or XX-¥X¥ ,1-65535)

Internal Port: 500 (XX or X¥-XX ,1-65535)

Internal Server IP: 172.16.10.2

Protocol: uDP v

Status: ¥| Enable

Cancel
Name Specify a name for the virtual server list entry. Here we enter IPsec1.
Interface Specify WAN as WAN1. This should be the WAN port which the VPN tunnel

is established on.

External Port/ Specify the external port and the internal port as 500.
Internal Port

Internal Server IP Specify the internal server IP as 172.16.10.2. This should be the WAN IP
address of the responder.

Protocol Specify the protocol as UDP.

Status Enable the virtual server list entry.
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LAN-to-LAN VPN Configuration

Similarly, add another virtual server list entry, with the name IPsec2, and set the external
and internal port as 4500.

Figure 2-12  Configuring virtual server for IPsec

Virtual Server List

©Qadd @ Delete

D Name Interface External Internal

Port Port Internal Server IP Protocol Status Operation
Name: IPsec2
Interface: WAN1 A
External Port: 4500 (X0 or XX-¥X ,1-65535)
Internal Port: 4500 (XX or XX-XX ,1-65535)
Internal Server IP: 172.16.10.2
Protocol: UDP v
Status: | Enable

3) For NAT Device A and NAT Device B, choose the menu Transmission > NAT > ALG to
load the following page. Enable the IPsec ALG, and click Save.

Figure 2-13  Configuring IPsec ALG

~| FTP ALG
~| H.323 ALG
~| PRTP ALG

~| SIP ALG

2.2.4 Verifying the Connectivity of the IPsec VPN Tunnel

Choose the menu VPN > IPSec > IPSec SA to load the following page.
Figure 2-14  IPSec SA list

IPSec SA List

Entry Count: 2 @® Refresh
ID MName SPI Dirictio Tunnel ID Data Flow Protocol Authé??icatio AuthEEtFi,catio EncE;'sthion
Do RS oanoden eeegEc e - ws o
I R o 1 = R B

The IPsec SA list shows the information about the established IPsec VPN tunnel. Here, you
can verify the connectivity of the IPsec VPN tunnel.
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2.3

2.3.1

LAN-to-LAN VPN Configuration

L2TP LAN-to-LAN VPN Configuration

To complete the L2TP LAN-to-LAN VPN, follow these steps:
1) Configure L2TP VPN server.

2) Configure L2TP VPN client.

3) (Optional) Implement configuration for NAT devices.

4) Verify the connectivity of the L2TP VPN tunnel.

Configuring L2TP VPN Server

Select any one of the VPN routers as the VPN server. Here we select VPN Router B as the
VPN server. Follow these steps to configure the L2TP VPN server.

1) Choose the menu Preferences > VPN IP Pool > VPN IP Pool and click Add to load the
following page. Configure the parameters for the VPN IP pool. Click OK.

Figure 2-15  Configuring VPN IP Pool list

VPN IP Pool List

@ add @ Delete

D IP Pool Name Starting IP Address Ending IP Address Operation
IP Pool Name: pooll
Starting TP Address: 172.16.10.100
Ending IP Address: 172.16.10.200

IP Pool Name Specify the IP pool name as you like. Here we enter pool1.
Starting IP Address/ Specify the starting IP address and ending IP address for the VPN IP
Ending IP Address pool. The VPN server will assign an IP address to the remote client when

the tunnel is established. You can specify any reasonable IP address
that will not cause conflict. Here we specify the starting IP address as
172.16.10.100 and the ending IP address as 172.16.10.200.
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2) Choose the menu VPN > Users > Users and click Add to load the following page.
Configure the parameters for the user account. Click OK.

Figure 2-16 Configuring L2TP users

User Account List

Qadd @ Delete

D Account Name Protocol Local IP Address IP Address Pool Network Mode Remote Subnet Operation

Account Name: tplink

Password: ssssss

Protocol: L2TP v

Local IP Address: 172.31.1.16

1P Address Pool: pooll v

DNS Address: 8.8.8.8

Network Mode: LAN-to-LAN v

Remote Subnet: 192.168.10.0 /24
Cancel

Account Name Specify the account name as you like. Here we enter tplink.

Password Specify the password as you like. Here we enter 123456.

Protocol Specify the protocol as L2TP.

Local IP Address This is the virtual IP address which the remote client will set up a

point-to-point connection with. You can specify any reasonable IP
address that will not cause conflict. Here we specify the Local IP address
as 172.31.1.16.

IP Address Pool Select pool1 as the IP address pool from the drop-down list. This is the
VPN IP pool we have just configured.

DNS Address Specify the DNS address according to your network environment. This
is the DNS address to be assigned to the remote client. Here we enter
8.8.8.8.

Network Mode Specify the network mode as LAN-to-LAN.

Remote Subnet Specify the remote subnet as 192.168.10.0/24. This should be the

subnet address of the remote network.
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3) Choose the menu VPN > L2TP > L2TP Server and click Add to load the following page.
Configure the parameters for the L2TP server. Click OK.

Figure 2-17  Configuring L2TP server

L2ZTP Server Settings

@ add @ Delete

ID WAN IPSec Encryption Status Operation

WAN: WAN1 -

IPSec Encryption: Unencrypted -

Status: | Enable

WAN Specify WAN as WAN1. This should be the WAN port which the VPN tunnel
is established on.

IPsec Encryption Specify the IPsec encryption according to your needs. Here we specify the
IPsec encryption as Unencrypted.

Status Enable the L2TP server.
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2.3.2 Configuring L2TP VPN Client

Here we select the VPN Router A as the L2TP VPN client. For VPN Router A, choose the
menu VPN > L2TP > L2TP Client and click Add to load the following page. Configure the
parameters for the L2TP client. Click OK.

Figure 2-18 Configuring L2TP client
L2TP Client Settings

© add @ Delete

IPSec Working

D0 Tunnel Account Name WAN Server IP Encryption Remote Subnet Mode Status Operation
Tunnel: 12tp (1-12 characters)
Account Name: tplink
Password: sasnes
|_Low |
WAN: WAN1 A
Server IP: 10.10.10.10
IPSec Encryption: Unencrypted -

Remote Subnet:

Upstream Bandwidth:

192.168.0.0 / 24

1000000

Kbps(100-1000000)

Downstream Bandwidth:| 1000000 Kbps(100-1000000)
Working Mode: & NAT Route
Status: ~| Enable

OK Cancel

Tunnel Specify the tunnel name as you like. Here we enter 12tp.

Account Name Specify the account name as tplink. This should be kept the same as

that of the L2TP server configuration.

Password Specify the password as 123456. This should be kept the same as that
of the L2TP server configuration.

WAN Specify WAN as WAN1. This should be the WAN port which the VPN
tunnel is established on.

Server IP Specify the server IP as 10.10.10.10.

IPSec Encryption Specify IPSec encryption as Unencrypted. This should be kept the

same as that of the L2TP server configuration.
Remote Subnet Specify the remote subnet as 192.168.0.0/24. This should be the
subnet address of the remote network.

Upstream Bandwidth/
Downstream Bandwidth

Specify upstream and downstream limited rate in Kbps for L2TP tunnel.
Here we keep the default configuration.
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Working Mode Specify the working mode as NAT or Route according to your needs.
Here we specify the working mode as NAT.

NAT: NAT mode allows the router to translate source IP address of
L2TP packets to its WAN IP when forwarding L2TP packets.

Route: Route mode allows the router to forward L2TP packets via
routing protocol.

Status Enable the L2TP client.

2.3.3 (Optional) Implementing Configuration for NAT Devices

If there are NAT devices on the network, the suitable network topology is shown in Figure
2-2. In this scenario, please verify the configuration on both VPN routers, and configure
virtual servers on NAT Device B. The configuration steps are as follows:

1) For VPN Router A, choose the menu VPN > L2TP > L2TP Client, select the L2TP client

list entry which is previously created, and click EI to load the following page. Please
make sure that the IPsec encryption is specified as Unencrypted. Otherwise, the VPN
tunnel may fail to be established.

Figure 2-19  Verifying the L2TP client configuration
L2TP Client Settings

O add @ Delete

iy Tunnel Account Name WAN Server IP Enlcﬁ;fsl:?tcion Remote Subnet Wﬁ(r)l-éligg Status Operation
Tunnel: 12tp (1-12 characters)
Account Name: tplink
Password: = ssssss

| _Low |

WAN: WAN1 A
Server IP: 10.10.10.10
IPSec Encryption: Unencrypted -
Remote Subnet: 192.168.0.0 / 24
Upstream Bandwidth: 1000000 Kbps{100-1000000)
Downstream Bandwidth: 1000000 Kbps(100-1000000)
Working Mode: & NAT Route
Status: #| Enable

OK Cancel
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For VPN Router B, choose the menu VPN > L2TP > L2TP Server, select the L2TP server

list entry which is previously created, and click EI to load the following page. Please
make sure that the IPsec encryption is specified as Unencrypted. Otherwise, the VPN

tunnel may fail to be established.
Figure 2-20 Verifying the L2TP server configuration

L2ZTP Server Settings

@ add @ Delete

ID WAN IPSec Encryption Status Operation
WAN: WAN1 -
IPSec Encryption: Unencrypted -
Status: | Enable
oK Cancel

For NAT Device B, choose the menu Transmission > NAT > Virtual Servers and click
Add to load the following page. Configure the parameters for the virtual server. Click
OK.

Figure 2-21 Configuring virtual server for L2TP
Virtual Server List

@ add @ Delete

External Internal

ID Name Interface Port Port Internal Server IP Protocol Status Operation

Name: L2TP

Interface: WAN1 v

External Port: 1701 (XX or XX-XX ,1-65535)

Internal Port: 1701 (XX or XX-XX ,1-65535)

Internal Server IP: 172.16.10.2

Protocol: uppP v

Status: »| Enable
Name Specify the name for the virtual server list entry. Here we enter L2TP.
Interface Specify WAN as WAN1. This should be the WAN port which the VPN tunnel

is established on.

External Port/ Specify the external port and internal port as 1701.
Internal Port

Internal Server IP Specify the internal server IP as 172.16.10.2. This should be the WAN IP
address of the VPN server.
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Protocol Specify the protocol as UDP.

Status Enable the virtual server list entry.

2.3.4 Verifying the Connectivity of the L2TP VPN Tunnel

2.4

2.4.1

Choose the menu VPN > L2TP > Tunnel List to load the following page.

Figure 2-22  L2TP tunnel list

Tunnel List
@® Refresh
ID  Account Name Mode Tunnel Local IP Remote IP Remote Local IP DMNS
1 tplink Server 12tp 172.31.1.16 10.10.10.20 172.16.10.100

The tunnel list shows the information about the established VPN tunnel. Here, you can
verify the connectivity of the L2TP VPN tunnel.

PPTP LAN-to-LAN VPN Configuration

To configure the PPTP LAN-to-LAN VPN, follow these steps:
1) Configure PPTP VPN server.

2) Configure PPTP VPN client.

3) (Optional) Implement configuration for NAT devices.

4) Verify the connectivity of the PPTP VPN tunnel.

Configuring PPTP VPN Server

1) Choose the menu Preferences > VPN IP Pool > VPN IP Pool and click Add to load the
following page. Configure the parameters for the VPN IP pool. Click OK.

Figure 2-23  Configuring VPN IP pool list

VPN IP Pool List

© Add @ Delete

D IP Pool Name Starting IP Address Ending IP Address Operation
IP Pool Name: pooll
Starting IP Address: 172.16.10.100
Ending IP Address: 172.16.10.200
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IP Pool Name Specify the IP pool name as you like. Here we enter pool1.
Starting IP Address/ Specify the starting IP address and ending IP address for the VPN IP
Ending IP Address pool. The VPN server will assign an IP address to the remote client when

the tunnel is established. You can specify any reasonable IP address
that will not cause conflict. Here we specify the starting IP address as
172.16.10.100 and the ending IP address as 172.16.10.200.

2) Choose the menu VPN > Users > Users and click Add to load the following page.
Configure the parameters for the PPTP user account. Click OK.

Figure 2-24  Configuring PPTP users

User Account List

Qadd @ Delete

ID  Account Name  Protocol Local IP Address IP Address Pool MNetwork Mode Remote Subnet Operation

Account Name: tplink
Password: sessse

Low
Protocal: PPTP A
Local IP Address: 172.31.1.16
IP Address Pool: pooll v
DNS Address: 8.8.8.8
Network Mode: LAN-to-LAN A
Remote Subnet: 192.168.10.0 /24
Cancel

Account Name Specify the account name as you like. Here we enter tplink.

Password Specify the password as you like. Here we enter 123456.

Protocol Specify the protocol as PPTP.

Local IP Address This is the virtual IP address the remote client will set up a point-to-point

connection with. You can specify any reasonable IP Address that will not
cause conflict. Here we specify the local IP address as 172.31.1.16.

IP Address Pool Select pool1 as the IP address pool from the drop-down list. This is the
VPN IP pool we have just configured.

DNS Address Specify the DNS address according to your network environment. This
is the DNS address to be assigned to the remote client. Here we enter
8.8.8.8.

Network Mode Specify the network mode as LAN-to-LAN.

Remote Subnet Specify the remote subnet as 192.168.10.0/24. This should be the

subnet address of the remote network.
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3) Choose the menu VPN > PPTP > PPTP Server and click Add to load the following page.
Configure the parameters for the PPTP server. Click OK.

Figure 2-25  Configuring PPTP server

Server List

© add @ Delete

1D WAN MPPE Encryption Status Operation
WAN: WAN1 v
MPPE Encryption: Unencrypted v
Status: ¥ Enable

WAN Specify WAN as WAN1. This should be the WAN port which the VPN tunnel
is established on.

MPPE Encryption Specify the MPPE encryption according to your needs. Here we specify the
MPPE encryption as Unencrypted.

Status Enable the PPTP server.
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2.4.2 Configuring PPTP VPN Client

Here we select the VPN Router A as PPTP VPN client. For VPN Router A, choose the
menu VPN >PPTP> PPTP Client and click Add to load the following page. Configure the
parameters for PPTP client. Click OK.

Figure 2-26  Configuring PPTP client

Client List
@ add @ Delete
j»] Tunnel Account Name Server IP WAN En:zgltzion Remote Subnet W;;Ijgg Status QOperation
Tunnel: PPTP (1-12 characters)
Account Name: tplink
Password: ssssss
WAN: WAN1 v
Server IP: 10.10.10.10
MPPE Encryption: Unencrypted v
Remote Subnet: 192.168.0.0 [ 24
Upstream Bandwidth: 1000000 Kbps (100-1000000)
Downstream Bandwidth: 1000000 Kbps (100-1000000)
Working Mode: ® NAT Route
Status: ¥l Enable
Cancel

Tunnel Specify the tunnel name as you like. Here we enter PPTP.

Account Name Specify the account name as tplink. This should be kept the same as

that of the PPTP server configuration.

Password Specify the password as 123456. This should be kept the same as
that of the PPTP server configuration.

WAN Specify WAN as WAN1. This should be the WAN port which the VPN
tunnel is established on.

Server IP Specify the server IP as 10.10.10.10.

MPPE Encryption Specify MPPE encryption as Unencrypted. This should be kept the

same as that of the PPTP server configuration.

Remote Subnet Specify the remote subnet as 192.168.0.0/24. This should be the

subnet address of the remote network.

Upstream Bandwidth/
Downstream Bandwidth

Specify upstream and downstream limited rate in Kbps for PPTP
tunnel. Here we keep the default configuration.
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Status

LAN-to-LAN VPN Configuration

Specify the working mode as NAT or Route according to your needs.
Here we specify the working mode as NAT.

NAT: NAT mode allows the router to translate source IP address of
PPTP packets to its WAN IP when forwarding PPTP packets.

Route: Route mode allows the router to forward PPTP packets via
routing protocol.

Enable the PPTP client.

2.4.3 (Optional) Implementing Configuration for NAT Devices

If there are NAT devices on the network, the suitable network topology is shown in Figure
2-2. In this scenario, please configure virtual servers on NAT Device B, and configure PPTP
ALG on both NAT devices. The configuration steps are as follows:

1) For NAT Device B, choose the menu Transmission > NAT > Virtual Servers and click
Add to load the following page. Configure the parameters for virtual server. Click OK.

Figure 2-27  Configuring virtual server for PPTP

Virtual Server List

D Name

©Qadd @ Delete

External Internal

Interface Internal Server IP Protocol Status Operation

Port Port
Name: PPTP
Interface: WAN1 hd
External Port: 1723 (XX or XX-X¥ ,1-65535)
Internal Port: 1723 (X or ¥H-X¥ ,1-65535)
Internal Server IP: 172.16.10.2
Protocol: TCP hd
Status: ¥ Enable

Name

Interface

External Port/

Internal Port

Internal Server IP

Protocol

Specify the name for the virtual server list entry. Here we enter PPTP.

Specify WAN as WAN1. This should be the WAN port which the VPN tunnel
is established on.

Specify the External Port and Internal Port as 1723.
Specify the Internal Server IP as 172.16.10.2. This should be the WAN IP

address of the VPN server.

Specify the protocol as TCP.
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Status Enable the virtual server list entry.

2) For NAT Device A and NAT Device B, choose the menu Transmission > NAT > ALG to
load the following page. Enable the PPTP ALG, and click Save.

Figure 2-28 Configuring PPTP ALG

ALG

v| FTP ALG

~| H.323 ALG

~| PPTP ALG

~| SIP ALG

~| IPSec ALG

Save

2.4.4 Verifying the Connectivity of the PPTP VPN Tunnel

Choose the menu VPN > PPTP > Tunnel List to load the following page.
Figure 2-29 PPTP tunnel list
Tunnel List

@® Refresh

ID  Account Name Mode Tunnel Local IP Remote IP Remote Local IP DMS

1 tplink Server PPTP 172.21.1.16 10.10.10.20 172.16.10.100

The tunnel list shows the information about the established VPN tunnel. Here, you can
verify the connectivity of the PPTP VPN Tunnel.
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Client-to-LAN VPN Configuration

3.1 Network Topology

Client-to-LAN VPN is deployed when a remote host is provided with secure access to the
local hosts. For example, an employee on business needs to access the private network
of his company securely via the internet. The following figure shows the typical network

topology.
Figure 3-1 Client-to-LAN VPN
WAN1 WAN1
10.10.10.20/24 10.10.10.10/24
Remote Gateway %@ VPN Router
LAN LAN
192.168.10.1/24 VPN Tunnel 192.168.0.1/24
Remote Host Local Hosts
192.168.10.2/24 192.168.0.0/24

In actual network environments, NAT devices may exist in front of the VPN router. The
following figure shows the network topology in this scenario.

Figure 3-2  Client-to-LAN VPN with NAT

WAN1 WAN1
10.10.10.10/24

10.10.10.20/24
semoteGotewy %

NAT Device

LAN LAN
192.168.10.1/24 VPN Tunnel 172.16.10.1/24

WAN1

172.16.10.2/24

VPN Router
LAN
192.168.0.1/24
Remote Host Local Hosts
192.168.10.2/24 192.168.0.0/24

Client-to-LAN VPN can be established via three methods, including IPsec Client-to-LAN
VPN, PPTP Client-to-LAN VPN, and L2TP Client-to-LAN VPN. To establish an IPsec
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3.2

3.2.1

Client-to-LAN VPN Configuration

Client-to-LAN VPN, it is recommended to use a 3rd-party IPsec VPN client software, such
as TheGreenBow VPN client software, whereas to establish a PPTP or L2TP Client-to-LAN
VPN, you can use the built-in client software of the operating system. The topology
shown in Figure 3-1 is used as an example, with TL-ER6120 used as the VPN router for
demonstration purposes. Configuration instructions for the three methods are given below.

IPsec Client-to-LAN VPN Configuration

To complete the IPsec Client-to-LAN VPN, follow these steps:
1) Configure IPsec VPN server.

2) (Optional) Implement configuration for NAT devices.

3) Configure the IPsec VPN client software.

4) Verify the connectivity of the IPsec VPN tunnel.

Configuring IPsec VPN Server.

1) Choose the menu VPN > IPSec >IPSec Policy and click Add to load the following page
on the VPN router. Configure the basic parameters for the IPsec policy.

Figure 3-3 Configuring the IPsec policy

IPSec Policy List

© add @ Delete

D Policy Name Mode Remote Gateway  Local Subnet Remote Subnet Status Operation

Policy Name: VPN2 (1-32 characters)

Mode: Client-to-LAN A

Remote Host: 10.10.10.20 (IP Address/Domain Name)
WAN: WAN1 -

Local Subnet: 152.168.0.0 /24

Pre-shared Key: 123456 (1-128 characters)

Status: ¥ Enable

Advanced Settings

0K Cancel
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Mode

Remote Host

Client-to-LAN VPN Configuration

Specify the name of IPsec policy. Here we enter VPN2.
Specify the mode as Client-to-LAN.

Specify the remote host as 10.10.10.20. This should be the IP address of the

other end of the VPN tunnel.

WAN

established on.

Local Subnet
of the local network.

Pre-shared key

Status

Specify WAN as WAN1. This should be the WAN port which the VPN tunnel is

Specify the local subnet as 192.168.0.0/24. This should be the subnet address

Specify the pre-shared key as you like. Here we enter 123456.
Enable the IPsec policy list entry.

2) Click Advanced Settings to load the following page. In the Phase-1 Settings section,

configure the IKE phase-1 parameters for the IPsec policy.

Figure 3-4 Configuring the IKE phase-1 parameters

Phase-1 Settings

Proposal: md5-3des-dh2 -
Proposal: - -
Proposal: --- -
Proposal: --- -
Exchange Mode: Main Mode ® Aggressive Mode

Negotiation Mode: Initiator Mode

® Responder Mode

Local ID Type: IP Address ® NAME

Local ID: 123 (1-28 non-blank characters)

Remote ID Type: IP Address ® NAME

Remote ID: 321 (1-28 non-blank characters)

SA Lifetime: 28800 seconds (60-604800)

DFD: Enable
Proposal Select the proposal from the drop-down list. Here we select md5-3des-dh2.
Exchange Mode Specify the exchange mode according to your needs. Here we Specify the

exchange mode as Aggressive Mode.

Negotiation Mode

Local ID Type/
Remote ID Type

Specify the negotiation mode as Responder Mode.

Specify the local ID type and remote ID type as you like. Here we specify the
local ID type and remote ID type as NAME.
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Local ID/ Remote ID Specify the local ID and remote ID as you like. Here we specify the local ID as
123 and remote ID as 321.

SA Lifetime Specify the SA lifetime as your like. Here we keep the default setting.

DPD Enable or disable DPD (Dead Peer Detection) according to your needs. Here
we disable DPD.

3) In the Phase-2 Settings section, configure the IKE phase-2 parameters for the IPsec
policy. Click OK.

Figure 3-5 Configuring the IKE phase-2 parameters

Phase-2 Settings

Encapsulation Mode: ® Tunnel Mode Transport Mode
Proposal: esp-md5-3des -
Proposal: - -
Proposal: --- -
Proposal: - -
PFS: none v
SA Lifetime: 28800 seconds (120-604800)
Cancel
Encapsulation Mode Specify the encapsulation mode as Tunnel Mode.
Proposal Select the proposal from the drop-down list. Here we select

esp-md5-3des.

PFS Select the PFS from the drop-down list according to your needs. Here we
select none.
SA Lifetime Specify the SA lifetime as your like. Here we keep the default setting.
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3.2.2 (Optional) Implementing Configuration for NAT Devices

If there are NAT devices on the network, the suitable network topology is shown in Figure
3-2. In this scenario, please verify the configuration on the VPN router, configure virtual
servers on the NAT device, and configure IPsec ALG on both the remote gateway and the
NAT device. The configuration steps are as follows:

1) For the VPN router, choose the menu VPN > IPSec > IPSec Policy, select the IPsec

policy list entry which is previously created, and click EI to load the following page.
Please make sure that in the Phase-1 Settings section, the local ID type and remote
ID type are both specified as NAME, and in the Phase-2 Settings section, the proposal
is not specified as ah-md>5 or ah-sha1. Otherwise, the VPN tunnel may fail to be
established.

Figure 3-6 Verifying the phase-1 configuration

Phase-1 Settings

Proposal: md5-2des-dh2 hd

Proposal: - A

Proposal: --- hd

Proposal: --- A

Exchange Mode: Main Mode ® Aggressive Mode

Negotiation Mode: Initiator Mode ® Responder Mode

Local ID Type: IP Address

Local 1D: 123 (1-28 non-blank characters)
Remote 1D Type: IP Address

Remote ID: 321 (1-28 non-blank characters)
SA Lifetime: 28800 seconds (60-604800)

DPD: Enable

Figure 3-7 Verifying the phase-2 configuration

Phase-2 Settings

Encapsulation Mode: & Tunnel Mode Transport Mode

Proposal: esp-mds-3des -

Proposal: --- -

Proposal: - -

Proposal: --- -

PFS: none -

SA Lifetime: 28800 seconds (120-604800)

OK Cancel
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2) For the NAT device, choose the menu Transmission > NAT > Virtual Servers and click
Add to load the following page. Configure the parameters for the virtual server. Click
OK.

Figure 3-8 Configuring virtual server for IPsec

Virtual Server List

Qadd @ Delete

External  Internal

D MName Interface Port Port Internal Server IP Protocol Status Operation
Name: IPsecl

Interface: WAN1 v

External Port: 500 (X% or X¥-X¥ ,1-65535)

Internal Port: 500 (W% or ¥X¥-X¥ ,1-65535)

Internal Server IP: 172.16.10.2

Protocal: UDP v

Status: #| Enable

Cancel

Name Specify the name for the virtual server list entry. Here we enter IPsec1.

Interface Specify WAN as WAN1. This should be the WAN port which the VPN tunnel is
established on.

External Port/ Specify the external port and internal port as 500.
Internal Port

Internal Server IP Specify the internal server IP as 172.16.10.2. This should be the WAN IP
address of the VPN server.

Protocol Specify the protocol as UDP.

Status Enable the virtual server list entry.
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Similarly, add another virtual server list entry with the name IPsec2, and set the external
and internal port as 4500.

Figure 3-9  Configuring virtual server for IPsec

Virtual Server List

©add @ Delete

External  Internal

D Name Interface Port Port Internal Server IP Protocol Status Operation
Name: IPgec2
Interface: WAN1 v
External Port: 4500 (¥ or X¥-¥¥ ,1-65535)
Internal Part: 4500 (XX or XX-XX ,1-65535)
Internal Server IP: 172.16.10.2
Protocol: uDP v
Status: ¥| Enable
oK Cancel

3) For the remote gateway and the NAT device, choose the menu Transmission > NAT >
ALG to load the following page. Enable IPsec ALG, and click Save.

Figure 3-10 Configuring IPsec ALG

ALG

#| FTP ALG
v| H.323 ALG
| PPTP ALG

| SIP ALG

v [PSec ALG

Save
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3.2.3 Configuring the IPsec VPN Client Software

There are many 3rd-party IPsec VPN client softwares. With any one of them launched on
the remote host, you can set up an IPsec Client-to-LAN VPN tunnel with the VPN router
successfully. Here we take TheGreenBow VPN client software for example. Follow these
steps to configure TheGreenBow VPN client software.

1) Go to the website http://www.tp-link.com/en/download/TL-ER6120_V1.html to
download TheGreenBow VPN client software. Then install and launch the client
software.

2) Click the client icon in the toolbar on the bottom of your desktop to load the following
page.

Figure 3-11 Configuring TheGreenBow IPSec VPN client

r = ™y
&) TheGreenBow IPSec VPN Client ESNEER

Configuration Tools ?

THEGREENBOLW .,

[ sme ][ sy

VPN Configuration VPN Configuration |
i-[£] Global Parameters
-3 tgbtest

L ot tgbtest

. VPM Configuration
Written by VpnConf 4.00
Last modification: 10-25-2017

@ | VPN Client ready ||
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3) Right click VPN Configuration, click New Phase 1 and then choose the menu
Gateway > Authentication to load the following page. Configure the parameters for the
IPsec policy.

Figure 3-12 Configuring TheGreenBow IPSec VPN client

Authentication |.ﬁ.dvar1::ed I Certiﬁate|

Addresses
Interface || 192.168.10.2 -
Remote Gateway|] 10.10.10.10
Authentication
@ Preshared Key TIIIT)
Confirm esssse
) Certificate
IKE
Encryption [_?.DES v]
Authentication [MDE ']
Key Group || DH2 (1024) -|
Interface Select 192.168.10.2 as the Interface from the drop-down list. This
should be the IP address of the remote host.
Remote Gateway Specify the remote gateway as 10.10.10.10. This should be the IP
address of the other end of the VPN tunnel.
Preshared Key Specify the preshared key as 123456. This should be the same as

the VPN server configuration. Then confirm the preshared key by
inputting it again in Confirm.

Encryption/ Authentication/ Specify encryption as 3DES, authentication as MD5, Key Group
Key Group as DH2 (1024). This should be kept the same as the VPN server
configuration.
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4) Choose the menu Gateway > Advanced to load the following page. Configure the
parameters for the IPsec policy.

Figure 3-13  Configuring TheGreenBow IPSec VPN client

|13

Advanced features —
[] Mode Config Redun. GW
Aggressive Mode MAT-T] | Automatic -
X-Auth
[] %-auth Popup Login L
n Hybrid Mode Password
Local and Remote ID
Type of ID: Value for the ID:
Local ID § DMS * | 321
Remote ID | DNS v| 123 B
Aggressive Mode Check aggressive mode. This should be kept the same as the VPN

server configuration.

NAT-T Select Automatic as NAT-T from the drop-down list.

Local ID/ Remote ID Specify type of local ID and remote ID as DNS. Specify the local ID as
321 and the remote ID as 123. This should be reversed in comparison
to the VPN server configuration.
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5) Right click Gateway and click New Phase 2. Choose the menu Tunnel > IPSec to load
the following page. Configure the parameters for the IPsec policy.

Figure 3-14  Configuring TheGreenBow IPSec VPN client

IPSec |Aduanced | Scripts | Remate Eharing|

Addresses

VPM Client address 192 . 188 . 10 . 2

Address type ||subnet address -

(=]
=]

Remote LAM address 192 . 168 .

Subnet mask 255 . 255 , 255 . 0

ESP
Encryption | | 3DES s
Authentication | | MDS -
PF5
|:| PFS Group
VPN Client Address Specify the VPN client address as 192.168.10.2 . This should be the IP
address of the remote host.
Address Type Select subnet address as the address type from the drop-down list.
Remote LAN Address/ Specify the remote LAN address as 192.168.0.0 and subnet mask as
Subnet Mask 255.255.255.0. This should be the IP address and subnet mask of the

local hosts.

Encryption/ Authentication/ Specify encryption as 3DES, authentication as MD5, mode as Tunnel.
Mode This should be kept the same as the VPN server configuration.

PFS Uncheck the PFS. This should be kept the same as the VPN server
configuration.
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6) Click Save. Right click Tunnel and then click Open tunnel on the following page to
establish the IPsec VPN tunnel.

Figure 3-15 Configuring TheGreenBow IPSec VPN client

&# TheGreenBow IPSec VPN Client EI@
Configuration Tools 7
REENBOLL
| sae | aev |
[£] VPN Configuration IPSec | Advanced | Saipts | Remote Sharing
= Global Parameters
= Gatewa Addresses
.
|0pen tunnel Ctrl+0 | VPN Client address 182 .18 . 10 . 2
Bport Address type | Subnet address hd
Copy Ctrl+C mote LAM address 192 . 188. 0 . O
Rename = Subnet mask 255 . 255 . 255 . O
Delete Del
ESP
—
PFS
DPFS Group
@ | VPN Client ready | |

3.2.4 Verifying the Connectivity of the IPsec VPN Tunnel

Choose the menu VPN > IPsec > IPsec SA to load the following page.

Figure 3-16 IPSec SA list
IPSec SA List
Entry Count: 2 @ Refresh
O | ID Name SPL Direction Tunnel ID Data Flow Protocol Autheﬁ::caﬁon Autheist'il::ation Encfysgtion
0O 1 VPN2 3485;5766 1[].].0E]1.[]]-.01Igg——10.1 192.168.0.0(;’?2‘};2—— 192.168.1 ESP MD5 3DES
0O 2 VPN2 1164;889? out ;20120120133 192.168.0.06?;3;> 192.168.1 ESP MD5 3DES

The IPsec SA list shows the information about the established IPsec VPN tunnel. Here, you
can verify the connectivity of the IPsec VPN tunnel.

3.3 L2TP Client-to-LAN VPN Configuration

To configure the L2TP Client-to-LAN VPN, follow these steps:
1) Configure L2TP VPN server.

2) (Optional) Implement configuration for NAT devices.
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3) Configure the L2TP VPN client software.

4) Verify the connectivity of the L2TP VPN tunnel.

5) (Optional) Configure access to the internet via proxy gateway.

Configuring L2TP VPN Server

1) Choose the menu Preferences > VPN IP Pool > VPN IP Pool and click Add to load the
following page on the VPN router. Configure the parameters for the VPN IP pool. Click

OK.

Figure 3-17 Configuring VPN IP pool list

VPN IP Pool List

jiv]

Q add @ Delete

IP Pool Name Starting IP Address Ending IP Address QOperation

IP Pool Name:
Starting IP Address:

Ending IP Address:

pooll
172.16.10.100

172.16.10.200

IP Pool Name

Starting IP Address/
Ending IP Address

Specify the IP pool name as you like. Here we enter pool1.

Specify the starting IP address and ending IP address for the VPN IP pool.
The VPN server will assign IP address to the remote host when the tunnel is
established. You can specify any reasonable IP address that will not cause
conflict. Here we specify the starting IP address as 172.16.10.100 and the
ending IP address as 172.16.10.200.
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2) Choose the menu VPN > Users > Users and click Add to load the following page.
Configure the parameters for the L2TP user account. Click OK.

Figure 3-18 Configuring L2TP users
User Account List

@ add @ Delste

(] Account Name Protocol Local IP Address IP Address Pool Network Mode Remote Subnet Operation
Account Name: tplink
Password: sesses
Protocal: L2TP A d
Local IP Address: 172.31.1.16
IP Address Pool: pooll A
DNS Address: 8.8.8.8
Network Mode: Client-to-LAN v
Max Connections: 5 (1-100)
Cancel

Account Name Specify the account name as you like. Here we enter tplink.

Password Specify the password as you like. Here we enter 123456.

Protocol Specify the Protocol as L2TP.

Local IP Address This is the virtual IP address which the remote host will set up a

point-to-point connection with. You can specify any reasonable IP address
that will not cause conflict. Here we specify the Local IP Address as
172.31.1.16.

IP Address Pool Select pool1 as the IP address pool from the drop-down list. This is the
VPN IP pool we have just configured.

DNS Address Specify the DNS address according to your network environment. This is
the DNS address to be assigned to the remote host. Here we enter 8.8.8.8.

Network Mode Specify the network mode as Client-to-LAN.

Max Connections Specify the max connections according to your needs. Here we specify
max connections as 5.
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3) Choose the menu VPN > L2TP > L2TP Server and click Add to load the following page.
Configure the parameters for the L2TP server. Click OK.

Figure 3-19 Configuring L2TP server

L2TP Server Settings

j{v]

© add @ Delete

WAN IPSec Encryption Status Operation

WAN:
[PSec Encryption:

Status:

WAN

IPsec Encryption

Status

WAN1 -

Unencrypted v

v| Enable

Specify WAN as WAN1. This should be the WAN port which the VPN tunnel is
established on.

Specify the IPsec encryption according to your needs. Here we specify the
IPsec encryption as Unencrypted.

Enable the L2TP server.

3.3.2 (Optional) Implementing Configuration for NAT Devices

If there are NAT devices on the network, the suitable network topology is shown in Figure
3-2. In this scenario, please verify the configuration on the VPN router, and configure virtual
servers on the NAT device. The configuration steps are as follows:

1) For the VPN router, choose the menu VPN > L2TP > L2TP Server, select the L2TP

server list entry which is previously created, and click EI to load the following page.
Please make sure that the IPsec encryption is specified as Unencrypted. Otherwise,

the VPN tunnel may fail to be established.

Figure 3-20 Verifying the L2TP server configuration

L2TP Server Settings

ID

@ Add @@ Delete

WAN IPSec Encryption Status Operation

WAN:
IPSec Encryption:

Status:

oK Cancel

WAN1 -

Unencrypted -

| Enable
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2) For the NAT device, choose the menu Transmission > NAT > Virtual Servers and click
Add to load the following page . Configure the parameters for the virtual server. Click
OK.

Figure 3-21 Configuring virtual server for L2TP

Virtual Server List

Qadd @ Delete

External  Internal

D Name Interface Port Port Internal Server IP Protocol Status Operation
Name: L2TP
Interface: WAN1 v
External Port: 1701 (XX or X¥-¥¥ ,1-65535)
Internal Port: 1701 (XX or X¥-¥¥ ,1-65535)
Internal Server IP: 172.16.10.2
Protocol: upP v
Status: ¢| Enable
0K Cancel
Name Specify the name for the virtual server list entry. Here we enter L2TP.
Interface Specify WAN as WAN1. This should be the WAN port which the VPN tunnel is

established on.

External Port/ Specify the external port and internal port as 1701.
Internal Port

Internal Server IP Specify the internal server IP as 172.16.10.2. This should be the WAN I[P
address of the VPN server.

Protocol Specify the protocol as UDP.

Status Enable the virtual server list entry.
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3.3.3 Configuring the L2TP VPN Client Software

Here we use the built-in VPN client software in Windows7 Operating System on the remote
host. To configure the VPN client software, follow these steps.

1) In Windows Control Panel, choose the menu Network and Internet > Network and
Sharing Center. Click Set up a new connection or network to load the following page.

Figure 3-22  Configuring the L2TP VPN client

i B’

I\;—) @ Set Up a Connection or Metwork

Choose a connection option

Connect to the Internet
Set up a wireless, broadband, or dial-up connection to the Internet,

L Set up a new network
<@, Configure a new router or access point.

Connect to a workplace
' Set up a dial-up or VPN connection to your workplace.

= Setup a dial-up connection
m# Connectto the Internet using a dial-up connection.

Mext Cancel
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2) Click Connect to a workplace and click Next to load the following page.

Figure 3-23 Configuring the L2TP VPN client

r '

@ Eh Connect to a Workplace

How do you want to connect?

< Use my Internet connection (VPN)
Connect using a virtual private network (VPM) connection through the Internet.

| VI

= Dial directly
Connect directly to a phone number without going through the Internet.

A e

What is a VPN connection?

Cancel
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3) Click Use my Internet connection (VPN) to load the following page.

Figure 3-24 Configuring the L2TP VPN client

- -

@ L:h Connect to a Workplace

Do you want to set up an Internet connection before continuing?

An Internet connection is necessary for using a VPM connection.

# Set up an Internet connection

< ['ll set up an Internet connection later
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4) Click I'll set up an Internet connection later to load the following page. Specify the

internet address as 10.10.10.10. Check Don't connect now, just set it up so | can
connect later.

Figure 3-25 Configuring the L2TP VPN client

-

@ L;n Connect to a Workplace

Type the Internet address to connect to

Your network administrator can give you this address,

Internet address: 10.10.10.10

Destinaticn name: VPN Connection

[ Use a smart card

'@' [C] Allow other people to use this connection

This option allows anyone with access to this computer to use this connection.

Don't connect now; just set it up so | can connect later

[ Mext ][ Cancel
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5) Click Next to load the following page. Specify the User name as tplink and Password as
123456. This should be the same as the VPN server configuration. Click Create.

Figure 3-26  Configuring the L2TP VPN client

F

@ Eh Connect to a Workplace

Type your user name and password

User name: tplink
Password: 123456
Show characters

Remember this password

Domain (optional):

o] o]
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6) In Windows Control Panel, choose the menu Network and Internet > Network and
Sharing Center. Click Change adapter settings. Right click VPN Connection and
click Properties to load the following page. Specify the host name or IP address of
destination as 10.10.10.10.

Figure 3-27 Configuring the L2TP VPN client

F ™
g VPM Connection Properties g

General |Clptiur15 I Security | MNetworking | Sharingl

Host name or [P address of destination (such as microsoft com or
157.54.0.1 or ffe:1234:1111):

10.10.10.10

First connect

Windows can first connect to a public netwark, such as the
Imtemet, before tnving to establish this vitual connection.

[ Dial another connection first:

See our online privacy statement for data collection and use
information.

| ok || Ccancel
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7) Choose the menu Options to load the following page. Specify Redial attempts as 0.

Figure 3-28 Configuring the L2TP VPN client

i ™
g WPMN Connection Properties u

General | Options |5ec1.|nty | Metworking | Sharingl

Digling options

[#|\Display progress while connecting!

Prompt for name and password, cerdificate, etc.
Include Windows logon domain

Redialing options

Redial attempts: 0 =
Time between redial attempts: ['I minute v]
|dle time before hanging up: [never v]
|dle threshold:

Redial ff line is dropped

PPP Settings...

| ok || Cancel
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8) Choose the menu Security to load the following page. Select Layer 2 Tunneling
Protocol with IPsec (L2TP/IPSec) as the type of VPN from the drop-down list. Select
Optional encryption (connect even if no encryption) as data encryption from the drop
down list. Click OK.

Figure 3-29 Configuring the L2TP VPN client

F '\
g VPM Connection Properties g
| General I Dptiuns| Security | Metwarking | Sharingl
Type of VPN:
IrLaya' 2 Tunneling Protocol with IPsec (LZTP/IP Sec) - ,l
[ Advanced settings ]
Data en ion:
Dptional encryption (connect even f no encryption) P
Authentication

() Use Bdensible Authentication Protocol (EAF)

Properties

i@ Allow these protocols

[] Unencrypted password (FAP)
Challenge Handshake Authentication Protocol (CHAF)
Microsoft CHAP Version 2 (M5-CHAP v2)

[] Automatically use my Windows logon name and
password (and domain, if any)

| ok || Ccancel
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9) Right click VPN Connection and click Connect to load the following page. Specify the
User name as tplink, and the Password as 123456. This should be the same as the VPN
server configuration. Click Connect to establish the VPN tunnel.

Figure 3-30 Configuring the L2TP VPN client

r Ty
&« Connect VPN Connection M

User name: tplink
Password: sennes
Domain:

Save this user name and password for the following users:

@ Me only
l@l Aryone who uses this computer

l Connect I[ Cancel H Properties H Help ]

3.3.4 Verifying the Connectivity of the L2TP VPN Tunnel

Choose the menu VPN > L2TP > Tunnel List to load the following page.

Figure 3-31 L2TP tunnel list

Tunnel List
@ Refresh
ID  Account Name Mode Tunnel Local IP Remote IP Remote Local IP DNS
1 tplink Server --- 172.31.1.16 10.10.10.20 172.16.10.100

The tunnel list shows the information about the established VPN tunnel. Here, you can
verify the connectivity of the L2TP VPN tunnel.
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3.3.5 (Optional) Configuring Access to the Internet via Proxy Gateway.

In this scenario, the remote host accesses the internet via the VPN router, and the VPN
router acts as a proxy gateway. To meet this demand, please configure Multi-Nets NAT on
the VPN router, and configure Use default gateway on remote network on the remote

host.

1) For the VPN Router, choose the menu Tansmission > NAT > Multi-Nets NAT and click
Add to load the following page. Configure the parameters for Multi-Nets NAT. Click OK.

Figure 3-32  Configuring Multi-Nets NAT

Multi-Nets NAT List

Qadd @ Delete

1D Name Interface Source IP Range Status Description Operation
Name: VPN
Interface: WAN1 v
Source IP Range: 172.16.10.0 [ 24
Status: +| Enable
Description: (Optional)

Name

Interface

Source IP Range

Status

Specify the name for the Multi-Nets NAT list entry. Here we enter VPN.

Specify the interface as WAN1. This should be the WAN port which the VPN
tunnel is established on.

Specify the source IP range as 172.16.10.0/24. This should include the VPN IP
pool configured for the VPN router.

Enable the Multi-Nets NAT list entry.
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2) For the remote host, choose the menu Network and Internet > Network and
Sharing Center in Windows Control Panel. Click Change adapter settings. Right click

VPN Connection and click Properties. Choose the menu Networking to load the
following page.

Figure 3-33  Configuring the L2TP VPN client connection properties

o

= VPN Connection Properties

| General I Options I Sec:.lnt_l,rl Metworking | Sharingl

This connection uses the following tems:

<& Intemet Protocol Version & (TCP/IPvE)

= Intemet Protocol Version 4 (TCP/IPvA) |
Filz and Printer Sharing for Microsoft Metworks
1% Client for Microsoft Networles

Install... Uningtall

Properties
Description
Transmission Control Protocol/Intemet Protocol. The default

wide area network protocol that provides communication
across diverse interconnected netwarks.
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3) Double click Internet Protocol Version 4 (TCP/IPv4) to load the following page.
Select Obtain an IP address automatically and select Obtain DNS server address
automatically.

Figure 3-34 Configuring the L2TP VPN client connection properties

r ™y
Internet Protocol Version 4 iiCPﬂPM] Ema‘ Iéu'
General

You can get |P settings assigned automatically if your network
suppaorts this capability. Ctherwise, you need to ask your netwaork
administrator for the appropriate |P settings.

I@ Obtain an IP address autumaticall}rl

(71 Use the following IP address:

P address:

i@ Obtain DNS server address automatically

(7 Use the following DNS server addresses:

Preferred DMS zerver:

Alternate DMS zerver:
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4) Click Advanced to load the following page. Please check Use default gateway on

remote network. Click OK.

Figure 3-35 Configuring the L2TP VPN client connection properties

o

Advanced TCP/IP Settings

IP Settings | DNS | WINS

This checkbox only applies when you are connected to a local
netwaorc and a dialup network simuttaneouslty. When checked, data
that cannot be sent on the local netwark is forwarded to the dial-up
netwark.

|Use default gateway on remote network

Disable class based route addition

Automatic metric

|nterface metric:

| ok Il cancel

PPTP Client-to-LAN VPN Configuration

To complete the PPTP Client-to-LAN VPN, follow these steps:
1) Configure PPTP VPN server.

2) (Optional) Implement configuration for NAT devices.

3) Configure the PPTP VPN client software.

4) Verify the connectivity of the PPTP VPN tunnel.

5) (Optional) Configure access to the internet via proxy gateway.
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3.4.1 Configuring PPTP VPN Server

1) For the VPN router, choose th

e menu Preferences > VPN IP Pool > VPN IP Pool and

click Add to load the following page. Configure the parameters for the VPN IP pool.

Click OK.

Figure 3-36  Configuring VPN IP pool list

VPN IP Pool List

@ Add @@ Delete
(] IP Pool Name Starting IP Address Ending IP Address QOperation
IP Pool Name: pooll
Starting IP Address: 172.16.10.100
Ending IP Address: 172.16.10.200

IP Pool Name Specify the IP pool name as you like. Here we enter pool1.
Starting IP Address/ Specify the starting IP address and ending IP address for the VPN IP pool.
Ending IP Address The VPN server will assign IP address to the remote host when the tunnel is

established. You can specify any reasonable IP address that will not cause

conflict.
ending |

Here we specify the starting IP address as 172.16.10.100 and the
P address as 172.16.10.200.

2) Choose the menu VPN > Users > Users and click Add to load the following page.
Configure the parameters for the PPTP user account. Click OK.

Figure 3-37 Configuring PPTP users

User Account List

@ add @ Delete

D Account Name Protocol Local IP Address IP Address Pool MNetwork Mode Remote Subnet Operation
Account Name: tplink
Password: ssssss
Protocol: PPTP -
Local IP Address: 172.31.1.16
IP Address Pool: pooll hd
DNS Address: 8.8.8.8
MNetwork Mode: Client-to-LAN -
Max Connections: 5 {1-100)
Cancel

Account Name Specify

the account name as you like. Here we enter tplink.
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Password

Protocol

Local IP Address

IP Address Pool

DNS Address

Network Mode

Max Connections

Client-to-LAN VPN Configuration

Specify the password as you like. Here we enter 123456.
Specify the protocol as PPTP.

This is the virtual IP address which the remote host will set up a
point-to-point connection with. You can specify any reasonable IP address
that will not cause conflict. Here we specify the local IP address as
172.31.1.16.

Select pool1 as the IP address pool from the drop-down list. This is the
VPN IP pool we have just configured.

Specify the DNS address according to your network environment. This is
the DNS address to be assigned to the remote host. Here we enter 8.8.8.8.

Specify the network mode as Client-to-LAN.

Specify the max connections according to your needs. Here we specify
max connections as 5.

3) Choose the menu VPN > PPTP > PPTP Server and click Add to load the following page.
Configure the parameters for the PPTP server. Click OK.

Figure 3-38 Configuring PPTP server

Server List

@ add @ Delete

D WAN MPPE Encryption Status Operation
WAN: WAN1 hd
MPPE Encryption: Unencrypted hd
Status: ¥| Enable

WAN

MPPE Encryption

Status

Specify WAN as WAN1. This should be the WAN port which the VPN tunnel is
established on.

Specify the MPPE encryption according to your needs. Here we specify the
MPPE encryption as Unencrypted.

Enable the PPTP server.

Configuration Guide = 58



Client-to-LAN VPN Configuration

3.4.2 (Optional) Implementing Configuration for NAT Devices

If there are NAT devices on the network, the suitable network topology is shown in Figure
3-2. In this scenario, please configure virtual servers on the NAT device, and configure
PPTP ALG on both the NAT device and the remote gateway. The configuration steps are as
follows.

1) For the NAT device, choose the menu Transmission > NAT > Virtual Servers and click
Add to load the following page. Configure the parameters for the virtual server. Click
OK.

Figure 3-39 Configuring virtual server for PPTP

Virtual Server List

©add @ Delete

External  Internal

1D Name Interface Port Port Internal Server IP Protocal Status Operation
Name: PPTP
Interface: WANL v
External Port: 1723 (XX or X¥-¥¥ ,1-65535)
Internal Port: 1723 (XX or X¥-XX ,1-65535)
Internal Server IP: 172.16.10.2
Protocol: TCP v
Status: +| Enable
0K Cancel
Name Specify the name for the virtual server list entry. Here we enter PPTP.
Interface Specify WAN as WANT1. This should be the WAN port which the VPN tunnel is

established on.

External Port/ Specify the external port and internal port as 1723.
Internal Port

Internal Server IP Specify the internal server IP as 172.16.10.2. This should be the WAN IP
address of the VPN server.

Protocol Specify the protocol as TCP.

Status Enable the virtual server list entry.
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2) For the remote gateway and the NAT device, choose the menu Transmission > NAT >
ALG to load the following page. Enable PPTP ALG, and click Save.

Figure 3-40 Configuring PPTP ALG
ALG

| FTP ALG

v| H.323 ALG

v| 5IP ALG

v IPSec ALG

Save

3.4.3 Configuring the PPTP VPN Client Software

Here we use the built-in VPN client software in Windows7 Operating System on the remote
host. To configure the VPN client software, follow these steps.

1) In Windows Control Panel, choose the menu Network and Internet > Network and
Sharing Center. Click Set up a new connection or network to load the following page.

Figure 3-41 Configuring the PPTP VPN client

r Y

1\‘::)1 @ Set Up a Connection or Network

Choose a connection option

Connect to the Internet
Set up a wireless, broadband, or dial-up connection to the Internet,

Ly Setup a new network
e, Configure a new router or access point.

Connect to a workplace
! Set up a dial-up or VPN connection to your workplace.

= Setup a dial-up connection
% Connect to the Internet using a dial-up connection.

=
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2) Click Connect to a workplace and click Next to load the following page.

Figure 3-42 Configuring the PPTP VPN client

r '

@ Eh Connect to a Workplace

How do you want to connect?

< Use my Internet connection (VPN)
Connect using a virtual private network (VPM) connection through the Internet.

L VI

= Dial directly
Connect directly to a phone number without going through the Internet.

A e

What is a VPN connection?

Cancel
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3) Click Use my Internet connection (VPN) to load the following page.

Figure 3-43 Configuring the PPTP VPN client

- -

@ L:h Connect to a Workplace

Do you want to set up an Internet connection before continuing?

An Internet connection is necessary for using a VPM connection.

# Set up an Internet connection

< ['ll set up an Internet connection later
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4) Click I'll set up an Internet connection later to load the following page. Specify the

internet address as 10.10.10.10. Check Don’'t connect now, just set it up so | can
connect later.

Figure 3-44 Configuring the PPTP VPN client

-

@ L;H Connect to a Workplace

Type the Internet address to connect to

Your network administrator can give you this address.

Internet address: 10,10.10.10

Destination name: VPM Connection

[ Use a smart card

'@' [C] Allow other people to use this connection
This option allows anyone with access to this computer to use this connection.

Don't connect now; just set it up so | can connect later

[ Mext ][ Cancel
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5) Click Next to load the following page. Specify the user name as tplink and password as
123456. This should be the same as VPN server configuration. Then click Create.

Figure 3-45 Configuring the PPTP VPN client

F

—_ el |
@ Eh Connect to a Workplace
Type your user name and password
User name: tplink
Password: 123436
Show characters
Remember this password
Domain (optional):
Create I [ Cancel
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6) In Windows Control Panel, choose the menu Network and Internet > Network and
Sharing Center. Click Change adapter settings. Right click VPN Connection and
click Properties to load the following page. Specify the host name or IP address of
destination as 10.10.10.10.

Figure 3-46 Configuring the PPTP VPN client

F ™
g VPM Connection Properties g

General |Clptiur15 I Security | MNetworking | Sharingl

Host name or [P address of destination (such as microsoft com or
157.54.0.1 or ffe:1234:1111):

10.10.10.10

First connect

Windows can first connect to a public netwark, such as the
Imtemet, before tnving to establish this vitual connection.

[ Dial another connection first:

See our online privacy statement for data collection and use
information.

| ok || Ccancel
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7) Choose the menu Options to load the following page. Specify redial attempts as 0.

Figure 3-47 Configuring the PPTP VPN client

i ™
g WPMN Connection Properties u

General | Options |5ec1.|nty | Metworking | Sharingl

Digling options

[#|\Display progress while connecting!

Prompt for name and password, cerdificate, etc.
Include Windows logon domain

Redialing options

Bedial attempts: 1] .
Time between redial attempts: ['I minute v]
|dle time before hanging up: [never v]
Idle threshold:

Redial ff line is dropped

PPP Settings...

| ok || Cancel
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8) Choose the menu Security to load the following page. Select Point to Point Tunnel
Protocol (PPTP) as the type of VPN from the drop-down list. Select Optional
encryption (connect even if no encryption) as data encryption from the drop down
list. Click OK.

Figure 3-48 Configuring the PPTP VPN client

o -\.

= VPN Connection Properties
| General I Dptiuns| Security | Metwarking | Sharingl
Type af VPN:

Point to Point Tunneling Protocol (FPTF) -

Advanced settings

Data en ion:
| Optional encryption (connect even f no encryption) - |

Authentication
() Use Bdensible Authentication Protocol (EAF)

Properties

i@ Allow these protocols

lUnencrypted password (PAF)
Challenge Handshake Authentication Protocol (CHAF)
Microsoft CHAP Version 2 (M5-CHAP v2)

[] Automatically use my Windows logon name and
password (and domain, if any)

l oK I Cancel
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9) Right click VPN Connection and click Connect to load the following page. Specify the
user name as tplink, and the password as 123456. This should be the same as the VPN
server configuration. Click Connect to establish the VPN tunnel.

Figure 3-49 Configuring the PPTP VPN client

o =

& Connect VPN Connection

User name: tplink
Password: sesnee
Domain:

[]i5ave this user name and password for the following users:

@ Me only
l@l Aryone who uses this computer

[Comes )| [ Conen | [ Pptes | [_ro ]

3.4.4 Verifying the Connectivity of the PPTP VPN Tunnel

Choose the menu VPN > PPTP > Tunnel List to load the following page.

Figure 3-50 PPTP tunnel list

Tunnel List
@ Refresh
ID  Account Name Mode Tunnel Local IP Remote IP Remote Local IP DNS
1 tplink Server --- 172.31.1.16 10.10.10.20 172.16.10.100

The tunnel list shows the information about the established VPN Tunnel. Here, you can
verify the connectivity of the PPTP VPN tunnel.
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3.4.5 (Optional) Configuring Access to the Internet via Proxy Gateway.

In this scenario, the remote host access the internet via the VPN router, and the VPN router
acts as a proxy gateway. To meet this demand, please configure Multi-Nets NAT on the
VPN router, and configure Use default gateway on remote network on the remote host.

1) For the VPN router, choose the menu Tansmission > NAT> Multi-Nets NAT and click
Add to load the following page . Configure the parameters for the Multi-Nets NAT. Click
OK.

Figure 3-51  Configuring Multi-Nets NAT

Multi-Nets NAT List

Qrdd @ Delete

1D Name Interface Source IP Range Status Description Operation

Name: VPN

Interface: WAN1 v

Source IP Range: 172.16.10.0 /24

Status: »| Enable

Description: (Optional)

oK Cancel

Name Specify the name for the Multi-Nets NAT list entry. Here we enter VPN.
Interface Specify the interface as WAN1. This should be the WAN port which the VPN

tunnel is established on.

Source IP Range Specify source IP range as 172.16.10.0/24. This should include the VPN IP pool
configured for the VPN router.

Status Enable the Multi-Nets NAT list entry.
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2) For the remote host, choose the menu Network and Internet > Network and
Sharing Center in Windows Control Panel. Click Change adapter settings. Right click
VPN Connection and click Properties, Choose the menu Networking to load the

following page.

Figure 3-52  Configuring the PPTP VPN client connection properties

o

= VPN Connection Properties

| General I Options I Sec:.lnt_l,rl Metworking | Sharingl

This connection uses the following tems:

<& Intemet Protocol Version & (TCP/IPvE)

<. |ntemet Protocel Version 4{TCF';’IF"¢4}|

3! File and Printer Sharing for Microsaft Networks
1% Client for Microsoft Networles

Install... Uningtall Properties

Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected netwarks.
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3) Double click Internet Protocol Version 4 (TCP/IPv4) to load the following page.
Select Obtain an IP address automatically and select Obtain DNS server address
automatically.

Figure 3-53 Configuring the PPTP VPN client connection properties

r ™y
Internet Protocol Version 4 iiCPﬂPM] Ema‘ Iéu'
General

You can get |P settings assigned automatically if your network
suppaorts this capability. Ctherwise, you need to ask your netwaork
administrator for the appropriate |P settings.

|@ Obtain an IP address automatically |

(71 Use the following IP address:

P address:

I':é:' Obtain DNS server address autumaticalh.rl

(7 Use the following DNS server addresses:

Preferred DMS zerver:

Alternate DMS zerver:
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4) Click Advanced to load the following page. Please check Use default gateway on
remote network. Click OK.

Figure 3-54  Configuring the PPTP VPN client connection properties

o o

Advanced TCP/IP Settings

IP Settings | DNS | WINS

This checkbox only applies when you are connected to a local
netwaorc and a dialup network simuttaneouslty. When checked, data
that cannot be sent on the local netwark is forwarded to the dial-up
netwark.

|Use default gateway on remote network

Disable class based route addition

Automatic metric

|nterface metric:

ok ||| cancel
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