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About This Guide Intended Readers

About This Guide

This Configuration Guide provides information for managing T2500G-10MPS. Please read
this guide carefully before operation.

Intended Readers

This Guide is intended for network managers familiar with IT concepts and network
terminologies.

Conventions

When using this guide, please notice that features of the switch may vary slightly
depending on the model and software version you have. All screenshots, images,
parameters and descriptions documented in this guide are used for demonstration only.

The information in this document is subject to change without notice. Every effort has
been made in the preparation of this document to ensure accuracy of the contents, but
all statements, information, and recommendations in this document do not constitute
the warranty of any kind, express or implied. Users must take full responsibility for their
application of any products.

In this Guide, the following conventions are used:

The symbol @ stands for Note. Notes contains suggestions or references that helps you
make better use of your device.

= For GUI:

Menu Name > Submenu Name > Tab page indicates the menu structure. System >
System Info > System Summary means the System Summary page under the System Info
menu option that is located under the System menu.

Bold font indicates a button, a toolbar icon, menu or menu item.

= For CLI:

Bold Font An unalterable keyword.

For example: show logging

Normal Font A constant (several options are enumerated and only one can be
selected).

For example: no bandwidth {all | ingress | egress}

{1 Items in braces {} are required.
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I

Italic Font

More Information

Items in square brackets [] are optional.

Alternative items are grouped in braces and separated by vertical bars |.
For example: speed {10| 100 | 1000}

A variable (an actual value must be assigned).

For example: bridge aging-time aging-time

Common combination:

{{11n

A least one item in the square brackets must be selected.
For example: bandwidth {[ingress ingress-rate] [egress egress-ratel}

This command can be used on three occasions:

bandwidth ingress ingress-rate is used to restrict ingress bandwidth.
bandwidth egress egress-rate is used to restrict egress bandwidth.
bandwidth ingress ingress-rate egress egress-rate is used to restrict
ingress and egress bandwidth.

More Information

The latest software and documentations can be found at Download Center at
http://www.tp-link.com/support.

The Installation Guide (IG) can be found where you find this guide or inside the package

of the switch.

Specifications can be found on the product page at http://www.tp-link.com.

A Technical Support Forum is provided for you to discuss our products at
http://forum.tp-link.com.

Our Technical Support contact information can be found at the Contact Technical
Support page at http://www.tp-link.com/support.
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Accessing the Switch

CHAPTERS

1. Overview
2. Web Interface Access

3. Command Line Interface Access



Accessing the Switch Overview

1 Overview

You can access and manage the switch using the GUI (Graphical User Interface, also called
web interface in this text) or using the CLI (Command Line Interface). There are equivalent
functions in the web interface and the command line interface, while web configuration is
easier and more visual than the CLI configuration. You can choose the method according
to their available applications and preference.
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2 Web Interface Access

2.1

You can access the switch's web interface through the web-based authentication.
The switch uses two built-in web servers, HTTP server and HTTPS server, for user
authentication.

The following example shows how to login via the HTTP server.

Login

To manage your switch through a web browser in the host PC:

1)
2)

3)

4)

5)

Make sure that the route between the host PC and the switch is available.

Launch a web browser. The supported web browsers include, but are not limited to, the
following types:

= |[E8.0,9.0, 100, 11.0
" Firefox 26.0, 27.0
= Chrome 32.0,33.0

Enter the switch's IP address in the web browser's address bar. The switch's default IP
address is 192.168.0.1.

Figure 2-1  Enter the switch's IP addresss in the browser

I! & 19216801 P~ I

Enter the username and password in the pop-up login window. Use admin for both
username and password in lower case letters.

Figure 2-2  Login authentication

User Mame: |admin

The typical web interface displays below. You can view the switch's running status and
configure the switch on this interface.
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Figure 2-3  Web interface

Otp-link
"1

T2500G-10MPS System Summary Device Description System Time Daylight Saving Time Serial Port Setfing System IP System IPvE
Port Status
System UNIT: 1
+ System Info (T, QL TTIT, QT TITITIT, Y TITITIT, R CTITTT I, R CTITITT = -
= User Management
= System Tools
« Access Security ST
Switching URIE | 3
W System Description: JetStream 8-Port Gigabit L2 Managed PoE+ Switch with 2 SFP Slots
m Device Name: T2500G-10MPS
Multicast Device Location: SHENZHEN
W Contact Information: www.tp-link.com
QoS Hardware Version: T2500G-10MPS 1.0
PoE Firmware Version: 1.0.0 Build 20170414 Rel.55520(s)
ACL Bootioader Version TP-LINK BOOTUTIL{v1.0.0)
Network Security Mac Address: 00-0A-EB-13-A2-98
SNMP Serial Number:
L System Time: 2006-01-02 07:36:00
w Running Time 0 day - 23 hour - 36 min - 19 sec
Save Config
index
Logout
Copyright © 2017

TP-Link Technologies Co.,
Ltd. All rights reserved.

2.2 Save Config Function
The switch's configuration files fall into two types: the running configuration file and the
start-up configuration file.

After you perform configurations on the sub-interfaces and click Apply, the modifications
will be saved in the running configuration file. The configurations will be lost when the
switch reboots.

If you need to keep the configurations after the switch reboots, please user the Save Config
function on the main interface to save the configurations in the start-up configuration file.
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Figure 2-4 Save Config

T2500G-10MPS Save Config

Sawve Config
System
Switching
VLAN p -
Spanning Tree Message from webpage‘ u
Multicast
DHCP
QoS |® The operation will save the current config.
PoE .
ACL Are you sure to continue?
Network Security
SNMP
LLDP
Maintenance ||

Index

OK Cancel

Logout

Copyright ® 2017
TP-Link Technologies Co.,
Ltd. All rights reserved.

2.3 Disable the Web Server

You can shut down the HTTP server or HTTPS server to block any access to the web
interface.

Go to System > Access Security > HTTP Config, disable the HTTP server and click Apply.

Figure 2-5 Shut down HTTP server

T2500G-10MPS Access Control HTTF Config HTTPS Config S5H Config Telnet Config

Global Config

System ~ ) ~ Apply |
- System Info HTTE: ) Enable

= User Management
= System Tools

Session Config
-JlAccess Security
Switching Session Timeout: min (5-30) Apply

VLAN

- - Access User Number
Spanning Tree

Multicast Number Control: ) Enable ® Disable

JRes Admin Number: [ Jue

QoS

o Operator Number: [ Jwoas Apply
ACL Power User Number: :| (0-15)

Network Security User Number- [ Jwas

SNMP

Y
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2.4

Go to System > Access Security > HTTPS Config, disable the HTTPS server and click Apply.

Figure 2-6 Disbale the HTTPS Server

T2500G-10MPS Access Control HTTP Config HTTPS Config S5H Config Telnet Config

Global Config

System HTTPS: O Enable

+ System Info

-Appll_.r
SSL Version 3: ® Enable ' Disable
+ User Management

2 TLS Version 1: ® Enable O Disable
= Access Security

Configure the Switch's IP Address and Default Gateway

The default IP address of the switch is 192.168.0.1, and the default gateway is 0.0.0.0. You
can change the IP address and default gateway of the switch according to your needs.

Go to System > System Info > System IP to load the following page.

Figure 2-7 Change the default IP address

T2500G-10MPS System Summary Device Description System Time Daylight Saving Time Serial Port Setting
IP Config
System MAC Address: 00-0A-EB-13-A2-08
:mem IP Address Mode: CI- pHeP O BOOTP
- System Tools Management VLAN: 1 | (VLANID: 1-4094)
= Access Security L
e IP Address: 192.168.0.10
Switching ﬂ
_— Subnet Mask: 255.255.255.0
VLAN
m Default Gateway: 0.0.0.0
IP Address Choose the IP address mode as Static IP.
Mode
Management This is the only VLAN through which you can get access to the switch. By default, all
VLAN the ports are belonged to VLAN 1, and VLAN 1 is the Management VLAN, you can
connect to the switch through VLAN 1. However, if another VLAN is created and set to
be the Management VLAN, you may have to reconnect the management station to a
port that is a member of the Management VLAN.
IP Address Enter a new IP address. Make sure the route between the management host and the
switch's new IP address id available.
Subnet Mask Enter a new subnet mask.

Default Gateway Enter your desired default gateway.
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3 Command Line Interface Access

3.1

Users can access the switch's command line interface through the console (only for switch
with console port), Telnet or SSH connection, and manage the switch with the command

lines.

Console connection requires the host PC connecting to the switch's console port directly,
while Telnet and SSH connection support both local and remote access.

The following table shows the typical applications used in the CLI access.

Table 3-1 Method list

Method Using Port Typical Applications

Console Console port (connected Hyper Terminal
directly)

Telnet RJ-45 port CMD

SSH RJ-45 port Putty

Console Login (only for switch with console port)

Follow these steps to log in to the switch via the Console port:
1) Connect the PC or terminal to the Console port on the switch with the serial cable.

2) Start the terminal emulation program (such as the Hyper Terminal) on the PC and
configure the terminal emulation program as follows:

Baud Rate: 38400bps
Data Bits: 8

Parity: None

Stop Bits: 1

Flow Control: None

3) Press Enter in the main window and Switch> will appear, indicating that you have
successfully logged in to the switch and you can use the CLI now.
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Figure 3-1  CLI Main Window

s M
& TP-LINK - HyperTerminal = | O ||
File Edit View Call Transfer Help
D& @& DB

-
Suitch>
Connected 0:02:08 Auto detect 38400 8-N-1 SCROLL | CAPS NUM  Capture  Print echo ;
L J

4) Enter enable to enter the User EXEC Mode to further configure the switch.

Figure 3-2  User EXEC Mode
(@ Tp-INK - HyperTerminal [ESREER =)

File Edit View Call Transfer Help
D #8 0O

Switch>enable

Switch#_

m

Connected 0:02:08 Auto detect 38400 8-N-1 SCROLL |cAPS |NUM  Capture  Print echo

S v

@ Note:

In Windows XP, go to Start > All Programs > Accessories > Communications > Hyper Terminal to
open the Hyper Terminal and configure the above settings to log in to the switch.
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3.2 TelnetLogin

The switch supports Login Local Mode for authentication by default.
Login Local Mode: Username and password are required, which are both admin by default.

The following steps show how to manage the switch via the Login Local Mode:

1) Make sure the switch and the PC are in the same LAN (Local Area Network). Click Start
and type in cmd in the Search bar and press Enter.

Figure 3-3  Open the cmd Window

- See rmore results

|Cﬂ1'21 % | | Shut down | » |

2) Typeintelnet 192.168.0.1 in the cmd window and press Enter.

Figure 3-4  Log In to the Switch
i BN C\Windows\system32\cmd.exe "’i |ﬂ‘éj

Microsoft Windows [Uersion 6.1.76001
[Copyright (c> 200? Microsoft Corporation. A1l rights reserved.

C:~Userssadmin .WIN?-PC>telnet 192.168.0.1

3) Type in the login username and password (both admin by default). Press Enter and you
will enter User EXEC Mode.

Figure 3-5 Enter User EXEC Mode

B Telnet 19216801 o B

hoscosoosoostontes ser ocess Login SeeeueenenEanHann:

User:adnin
Passuord:

Switch>#2006-01-01 B8:02:54, [Userl/3/Login the GLI hy admin on vtyd <192.168.0.208>.

4) Type in enable command and you will enter Privileged EXEC Mode. By default no
password is needed. Later you can set a password for users who want to access the
Privileged EXEC Mode.
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Figure 3-6 Enter Privileged EXEC Mode

B Telnet 192,168.01 == [

User Access Login
User:admin
[Passuord:

Switch>#2086—-01-A1 B8:21:11, [User1/3/Login the CLI by admin on utyB@ (192.168.8.208>.

Switch>enable

Suitchit,

Now you can manage your switch with CLI commands through Telnet connection.

3.3 SSH Login

SSH login supports the following two modes: Password Authentication Mode and Key
Authentication Mode. You can choose one according to your needs:

®  Password Authentication Mode: Username and password are required, which are both
admin by default.

®  Key Authentication Mode (Recommended): A public key for the switch and a private key
for the client software (PuTTY) are required. You can generate the public key and the
private key through the PuUTTY Key Generator.

Before logging in via SSH, follow the steps below to enable SSH on the terminal emulation
program:

Figure 3-7 Enable SSH
BN Telnet 192.168.0.1 (o [ B [t

sesesesesesessensssennns Jser ACCESS LOGLn Isesssonsesssoessesst e

User:admin
Password:

Switch>#2006-81-81 B8:108:29, [User1-3-/Login the CLI by admin on vtyd (192.168.0.208>.

Switchrenable
Suitchifconfig

Switch{config)#tip ssh server

Switch{config>i_

Password Authentication Mode

1) Open PuTTY and go to the Session page. Enter the IP address of the switch in the Host
Name field and keep the default value 22 in the Port field; select SSH as the Connection
type. Click Open.
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Figure 3-8 Configurations in PuTTY

f PuTTY Configuratiol ﬁ?
IS g

Category:
= | Sessionl Basic options for your PUuTTY session

- Termingl Specify the destination you want to connect to
Tﬂl’é;:bnard Host Name (or IP address) Port
... Bell 152.168.01 22

- Features Connection type:

=1 Window O Raw ) Telmet Rlogin " Serial
- Appearance
- Behaviour
- Translation
- Selection

+ Colours Default Settings Load
=I- Connection

- Data Save
| Delete |

Load, save or delete a stored session
Sawed Sessions

.- Promy
- Telnet Delete

. Rlogin
+1- S5H

Close window on exit:
) Always ) Newer @ Only on clean exit

2) Enter the login username and password to log in to the switch, and you can continue to
configure the switch.

Figure 3-9  LogIn to the Switch

.
EP 192.168.0.1 - PuTTY = | 5] )

Key Authentication Mode

1) Open the PuTTY Key Generator. In the Parameters section, select the key type and
enter the key length. In the Actions section, click Generate to generate a public/private
key pair. In the following figure, an SSH-2 RSA key pair is generated, and the length of
each key is 1024 bits.
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Figure 3-10 Generate a Public/Private Key Pair

File Key Conversions Help

Key
No key.

Actions

(Generate a public/private key pair I Generate a key l Generate II

Load an existing private key file Load

Save the generated key Save public key Save private key

Parameters

Type of key to generate: Key type
() S5H-1 (RSA) (@ S5H-2 RSA () 55H-2 DSA

Number of bits in a generated key: Key length 2048

@ Note:

e The key length should be between 512 and 3072 bits.

¢ You can accelerate the key generation process by moving the mouse quickly and randomly in
the Key section.

2) After the keys are successfully generated, click Save public key to save the public key
to a TFTP server; click Save private key to save the private key to the host PC.

Figure 3-11 Save the Generated Keys

|EP PuTTV Key Generato

File Key Conversions Help

Ky

Public key for pasting into OpenSSH authaorized_keys file:

sshisa -
AAAAB3INzaC yc2ZEAAAABJOAAADEAGARILEYE NS Db Fin 3Muo HrdLHF 7w BWHN EGE
HeoJzriwndlbpC 7 Dlood Bm Ozl Jo6S R =
+=UVKBEa TWROgOpfBoodu 7P LIEM40cMz0m DC 2 3bhfghg I OMm SmG Mo EYHD
gh¥LbFU3rDx Tjn5nlUCnGle RUKIva YREg SqKHwpsGbZKQIA S/Bgp 1/2Pnfzz 557D -
Key fingerprint: sshssa 2048 cf:11:bc:4b:40:55:50:ef -Ba e4:9d c5:bJca:30:13

Key comment: rsa+teey-20150122

Key passphrase:

Confirm passphrase:

Actions

Generate a public/private key pair

Load an exsting private key file Load

Save the generated key I[ Save public key l" Save private key ]I

Parameters

Type of key to generate:
() 55H-1 (R54) @ S5H-2 RSA () 55H-2 DSA

MNumber of bits in a generated key: 2043

Configuration Guide = 14



Accessing the Switch Command Line Interface Access

3) On Hyper Terminal, download the public key file from the TFTP server to the switch as
shown in the following figure:

Figure 3-12 Download the Public Key to the Switch
B Telnet 192.168.0.1 [P x|

m_|»

bescroessesenssmmssesenn User Acess LOgin st

2006 -01-27 B8:86:01.[Userl S~ Login the CLI by admin on vtyB (192.168.08.208>.

[Buitch>enable
[Bwitchiiconf igure
[Buitch{config)#ip ssh dounload v2 public ip—address 192.168.8.1008

Start to download SSH key file
Download SSH key file OK.

[Buitch{config)

*  The key type should accord with the type of the key file. In the above CLI, v1 corresponds to
SSH-1 (RSA), and v2 corresponds to SSH-2 RSA and SSH-2 DSA.

*  The key downloading process cannot be interrupted.

4) After the public key is downloaded, open PuTTY and go to the Session page. Enter the
IP address of the switch and select SSH as the Connection type (keep the default value
in the Port field).

Figure 3-13  Configure the Host Name and Connection Type

Fa ™
S o S ==
Category:

= | Session | Basic options for your PUuTTY session

- Ten L.Dglging Specify the destination you want to connect to
Tﬂl’é;:bnard Host Name (or IP address) Port
... Bell 152.168.01 22

] - Features Connection type:
4 =1 Window Raw Telnet Rlogin Seral

Appea!ance Load, save or delete a stored session
- Behawviour
- Tranglation Sawved Sessions
- Selection
-~ Colours Default Settings Load

=I- Connection
-~ Data Save
oy [ S |
- Telnet Delete
- Rlogin
+- S5H
""" Serial Close window on exit:

Always Mewer @ Only on clean exit

About [ COpen l | Cancel |

5) Go to Connection > SSH > Auth. Click Browse to download the private key file to
PuTTY. Click Open to start the connection and negotiation.
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Figure 3-14 Download the Private Key to PUuTTY

£ ™
g ==
Category:
=~ Spssion - Options controling S5H authentication
¢ *~Logging
- Terminal [] Bypass authentication entirely (SSH-2 only)
Iée'ﬁ'bnard Authentication methods
. Be
| . Features Attempt authentication using Pageant
i 5 Window [ Attempt TIS or CryptoCard auth (SSH-1)
- Appearance [¥] Attempt “keyboard-nteractive™ auth (S5H-2)
_I?_eha\la';?.ur Authentication parameters
- Translation =
... Selection r [] Allow agent forwanding
.. Colours [*] Mllow attempted changes of usemame in S5H-2
= Connection Private key file for authentication:
- Data I D:\Program files\private ppl [ Browse... ]I
. Promy
- Telnet
. Alogin
=- S5H

6) After negotiation is completed, enter the username to log in. If you can log in without
entering the password, the key authentication completed successfully.

Figure 3-15  Log Into the Switch

EP 192.168.0.1 - PuTTY | B

3.4 Disable Telnetlogin

You can shut down the Telnet function to block any Telnet access to the CLl interface.

= Using the GUI:

Go to System > Access Security > Telnet Config, disable the Telnet function and click Apply.
Figure 3-16 Disable Telnet login

Global Config

Telnet ) Enabld ® Disable

Apply Help
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®  Using the CLI:
Switch#configure

Switch(config)#telnet disable

3.5 Disable SSH login

You can shut down the SSH server to block any SSH access to the CLl interface.

= Using the GUI:

Go to System > Access Security > SSH Config, disable the SSH server and click Apply.

Figure 3-17 Shut down SSH server

Global Config
SSH: O Enable ® Disable
Protocol V1 ® Enable ) Disable
P P Appl}r
Protocol V2: ® Enable () Disable

Help |
Idle Timeout: sec (1-120)

Max Connect: (1-5)
= Using the CLI:
Switch#configure

Switch(config)#no ip ssh server

3.6 Copy running-config startup-config
The switch's configuration files fall into two types: the running configuration file and the
start-up configuration file.

After you enter each command line, the modifications will be saved in the running
configuration file. The configurations will be lost when the switch reboots.

If you need to keep he configurations after the switch reboots, please use the command
copy running-config startup-config to save the configurations in the start-up
configuration file.

Switch(config)#end

Switch#copy running-config startup-config
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3.7

Change the Switch's IP Address and Default Gateway

If you want to access the switch via a specified port (hereafter referred to as the access
port), you can configure the port as a routed port and specify its IP address, or configure
the IP address of the VLAN which the access port belongs to.

B Change the IP Address

By default, all the ports belong to VLAN 1 with the VLAN interface IP 192.168.0.1/24. In
the following example, we will show how to replace the switch's default access IP address
192.168.0.1/24 with 192.168.0.10/24.

Switch#configure
Switch(config)#interface vilan 1
Switch(config-if)#ip address 192.168.0.10 255.255.255.0

The connection will be interrupted and you should telnet to the switch's new IP address
192.168.0.10.

C:\Users\Administrator>telnet 192.168.0.10
User:admin

Password:admin

Switch>enable

Switch#copy running-config startup-config

®  Configure the Default Gateway

In the following example, we will show how to configure the switch's gateway as
192.168.0.100. By default, the switch has no default gateway.

Switch#configure
Switch(config)#ip route 0.0.0.0 255.255.255.0 192.168.0.100 1
Switch(config)#end

Switch#copy running-config startup-config
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1

1.1

1.2

System

Overview

The System module is mainly used to configure and view the system information of the
switch. It provides controls over the type of the access users and the access security.

Supported Features

System Info

The System Info is mainly used for the basic properties configuration. You can view the
switch's port status and system information, and configure the device description, system
time, and daylight saving time.

User management

User Management function is used to configure the user name and password for users to
log into the switch with a certain access level so as to protect the settings of the switch
from being randomly changed.

System Tools

The System Tools are used to manage the configuration file of the switch. With these tools,
you can configure the boot file of the switch, backup and restore the configurations of the
switch, update the firmware, reset the switch, and reboot the switch.

Boot Config function is used to configure the boot file of the switch uploaded before, and
the switch will boot up according to your configuration file.

Auto Install function is used to download the configuration file and backup image for
switch automatically.

Reboot Schedule function is used to set a schedule for the switch to reboot.

Access Security

Access Security provides different security measures for accessing the switch remotely
so as to enhance the configuration management security.

Access Control function is used to control the users' access to the switch by filtering IP
address, MAC address or port.

HTTP Config function is based on the HTTP protocol. It can allow or deny users to access
the switch via a web browser.
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HTTPS Config function is based on the SSL or TLS protocol working in transport layer. It
supports a security access via a web browser.

SSH Config function is based on the SSH protocol, a security protocol established on
application and transport layers. The function with SSH is similar to a telnet connection, but
SSH can provide information security and powerful authentication.
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System Info Configurations

System Info Configurations

With system information configurations, you can:

View the system summary

Specify the device description

Set the system time

Set the daylight saving time

Specify the Serial Port Parameter

2.1 Using the GUI

2.1.1 Viewing the System Summary

Choose the menu System > System Info > System Summary to load the following page.

Figure 2-1

Viewing the System Summary

FPort Status

UNIT:

g

=

1

g
g
g

2

[¥%]
=

System Info

UNIT:

1

System Description:

Device Name:

Device Location:

Contact Information:

Hardware Version:
Firmware Version:
Bootloader Version
Mac Address:
Serial Mumber:
System Time:

Funning Time:

5
g
5
5

9 10

o
[=]]
|
[a's]

JetStream 8-Port Gigabit L2 Managed PoE+ Switch with 2 SFP Slots
T2500G-10MPS

SHEMNZHEMN

www tp-link.com

T2500G-10MPS 1.0

1.0.0 Build 20170414 Rel 55520(s)

TP-LINK BOOTUTIL{v1.0.0)

00-0A-EB-13-A2-98

2006-01-02 21:43:24
1day-13 hour-43 min - 43 sec

[Reﬁesh] [ Help ]
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Port Status Indication

ZIIJJLE Indicates that the corresponding 1000Mbps port is not connected to a device.

JHJJLE Indicates that the corresponding 1000Mbps port is at the speed of 1000Mbps.

Indicates that the corresponding 1000Mbps port is at the speed of 10Mbps or
100Mbps.

Indicates that the corresponding SFP port is not connected to a device.

Indicates the SFP portis at the speed of T000Mbps.

Move the cursor to the port to view the detailed information of the port.

Figure 2-2  Port Information

Port: 1/0/3
Type:1000M RJ45
Speed: 10000, FullDuplex
Status: Link Up
Port Information Indication
Port Displays the port number of the switch.
Type Displays the type of the port.
Speed Displays the maximum transmission rate of the port.
Status Displays the connection status of the port.

Click a port to view the bandwidth utilization on this port.
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Figure 2-3  Bnadwidth Utilization

eendwdntigatn ==

Funning Time: 892sec Current Port: 1/0/6 Current Utilization: 0%

100%
90%
30%
T0%
G0%
50%
40%
30%
20%
10%
]

Legend: [l] Rx [l] T ® Rx O Tx

Rx Select Rx to view the bandwidth utilization of receiving packets on this port.

Tx Select Tx to view the bandwidth utilization of sending packets on this port.

2.1.2 Specifying the Device Description

Choose the menu System > System Info > Device Description to load the following page.

Figure 2-4  Specifying the Device Description

Device Description

Device Name: T2500G-10MPS |
Device Location: [SHENZHEN |
System Contact: o tp-link.com |

1) Inthe Device Description section, specify the following information.
Device Name Enter the name of the switch.
Device Location Enter the location of the switch.

System Contact Enter the contact information.

2) Click Apply.
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2.1.3 Setting the System Time

Choose the menu System > System Info > System Time to load the following page.
Figure 2-5 Setting the System Time
Time Info

Current System Time: 2006-01-14 06:02:45 Saturday

Current Time Source: Manual

Time Config
) Manual
Date:

Time.
® Get Time from NTP Server

Time Zone: |{UTC+UE:!]U} Beijing, Chongging, Hong Kong, Urumgi, Singapore
Primary Sever: 1133.100.9.2 |
Secondary Sever: [139.78.100.163 |

Update Rate: 112 |hour(s)

() Synchronize with PC's Clock

In the Time Info section, view the current time information of the switch.

Current System Displays the current date and time of the switch.
Time

Current Time Displays the current time source of the switch.
Source

In the Time Config section, follow these steps to configure the system time:

1) Choose one method to set the system time and specify the information.

Manual Set the system time manually.
Date: Specify the date of the system.

Time: Specify the time of the system.
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Get Time from Set the system time by getting time from NTP server. Make sure the NTP server
NTP Server is accessible on your network. If the NTP server is on the Internet, connect the
switch to the Internet first.

Time Zone: Select your local time zone.
Primary Server: Enter the IP Address of the primary NTP server.
Secondary Server: Enter the IP Address of the secondary NTP server.

Update Rate: Specify the interval the switch fetching time from NTP server, which
ranges from 1 to 24 hours. The default value is 12 hours.

Synchronize Synchronize the system time of the switch with PC's clock.
with PC's Clock

2) Click Apply.
2.1.4 Setting the Daylight Saving Time

Choose the menu System > System Info > Daylight Saving Time to load the following
page.

Figure 2-6  Setting the Daylight Saving Time
DST Config

DST Status:
* Predefined Mode
USA Australia +| Europs Mew Zealand

Recurring Mode

Offset; [60 | (minutes)

Start Time: Week Day Month

End Time: Week Day Month

Date Mode

Offset: 60 | (minutes)

Start Time: (YY/MM/DD HH:MM)

End Time: (YYMM/DD HH:MM)
[_Avply | [ Heip |

Follow these steps to configure Daylight Saving Time:
1) Inthe DST Config section, select Enable to enable the Daylight Saving Time function.

2) Choose one method to set the Daylight Saving Time of the switch and specify the
information.
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Predefined If you select Predefined Mode, choose a predefined DST schedule for the switch.
Mode
USA: Select the Daylight Saving Time of the USA. It is from 2: 00 a.m. on the
Second Sunday in March to 2:00 a.m. on the First Sunday in November.

Australia: Select the Daylight Saving Time of Australia. It is from 2:00 a.m. on the
First Sunday in October to 3:00 a.m. on the First Sunday in April.

Europe: Select the Daylight Saving Time of Europe. It is from 1: 00 a.m. on the Last
Sunday in March to 1:00 a.m. on the Last Sunday in October.

New Zealand: Select the Daylight Saving Time of New Zealand. It is from 2: 00 a.m.
on the Last Sunday in September to 3:00 a.m. on the First Sunday in April.

Recurring Mode If you select Recurring Mode, specify a cycle time range for the Daylight Saving
Time of the switch. This configuration will be used every year.

Offset: Specify the time to set the clock forward by.

Start Time: Specify the start time of Daylight Saving Time. The interval between
start time and end time should be more than 1 day and less than 1 year(365 days).

End Time: Specify the end time of Daylight Saving Time. The interval between
start time and end time should be more than 1 day and less than 1 year (365 days).

Date Mode If you select Date Mode, specify an absolute time range for the Daylight Saving
Time of the switch. This configuration will be used only one time.

Offset: Specify the time to set the clock forward by.

Start Time: Specify the start time of Daylight Saving Time. The interval between
start time and end time should be more than 1 day and less than 1 year(365 days).

End Time: Specify the end time of Daylight Saving Time. The interval between
start time and end time should be more than 1 day and less than 1 year (365 days).

3) Click Apply.
2.1.5 Specifying the Serial Port Parameter

Choose the menu System > System Info > Serial Port Setting to load the following page.

Figure 2-7 Specifying the Serial Port Parameter

Serial Port Settings

Baud Rate: 38400 -
Data Bits: 8

Parity Bits: Mone

Stop Bits: 1
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In the Serial Port Settings section, specify the Baud Rate and click Apply.

Baud Rate Configure the baud rate of the console connection. The default value is 38400 bps.
Date Bits Displays the data bits.

Parity Bits Displays the parity bits.

Stop Bits Displays the stop bits.

2.2 Usingthe CLI

2.2.1 Viewing the System Summary

On privileged EXEC mode or any other configuration mode, you can use the following
command to view the system information of the switch:

show interface status [ fastEthernet port | gigabitEthernet port | ten-gigabitEthernet port]

View status of the interface.

port. Enter the number of the Ethernet port.

show system-info

View the system information including system Description, Device Name, Device Location, System
Contact, Hardware Version, Firmware Version, System Time, Run Time and so on.

The following example shows how to view the interface status and the system information
of the switch.

Switch#tshow interface status

Port Status Speed Duplex FlowCtrl Jumbo  Active-Medium

Gi1/0/1  LinkDown N/A N/A N/A Disable Copper
Gi1/0/2 LinkDown N/A N/A N/A Disable Copper

Gi1/0/3 LinkUp 1000M  Full Disable Disable Copper

Switch#show system-info

System Description - JetStream 8-Port Gigabit L2 Managed PoE+ Switch with 2 SFP Slots
System Name - T2500G-10MPS
System Location - SHENZHEN

Contact Information - www.tp-link.com
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Hardware Version -T2500G-10MPS 1.0

Software Version - 1.0.0 Build 20170414 Rel.55520(s)

Bootloader Version - TP-LINK BOOTUTIL(v1.0.0)

Mac Address - 00-0A-EB-13-A2-98

Serial Number -

System Time - 2006-01-02 22:46:00

Running Time -1 day - 14 hour - 46 min - 19 sec

2.2.2 Specifying the Device Description

Follow these steps to specify the device description:

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

configure

Enter global configuration mode.

hostname [ hostname ]
Specify the system name of the switch.

hostname: Enter the system name. The length of the name ranges from 1 to 32 characters. By
default, it is the model name of the switch.

location [ /ocation ]
Specify the system location of the switch.

location: Enter the device location. It should consist of no more than 32 characters. By default,
itis "SHENZHEN".

contact-info [ confact-info ]
Specify the system contact Information.

contact-info: Enter the contact information. It should consist of no more than 32 characters. By
default, it is "www.tp-link.com”.

show system-info

Verify the system information including system Description, Device Name, Device Location,
System Contact, Hardware Version, Firmware Version, System Time, Run Time and so on.

end
Return to privileged EXEC mode.

copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to set the device name as Switch_A, set the location as
BEIJING and set the contact information as http://www.tp-link.com.

Switch#configure
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2.2.3

Switch(config)#hostname Switch_A

Switch(config)#location BEIJING

Switch(config)#contact-info http://www.tp-link.com

Switch(config)#show system-info

System Description - JetStream 8-Port Gigabit L2 Managed PoE+ Switch with 2 SFP Slots
System Name - Switch_A

System Location - BEIJING

Contact Information - http://www.tp-link.com

Switch(config)#end

Switch#copy running-config startup-config

Setting the System Time

Follow these steps and choose one method to set the system time:

Step 1 configure

Enter global configuration mode.

Step 2 Use the following command to set the system time manually:
system-time manual time
Configure the system time manually.

time: Specify the date and time manually in the format of MM/DD/YYYY-HH:MM:SS. The valid
value of the year ranges from 2000 to 2037.

Use the following command to set the system time by getting time from the NTP server:
system-time ntp { timezone }{ nip-server } { backup-ntp-server} { fetching-rate }

Configure the time zone and the NTP server to get time from the NTP server. Ensure the NTP
server is accessible. If the NTP server is on the Internet, connect the switch to the Internet first.

timezone: Enter your local time-zone, which ranges from UTC-12:00 to UTC+13:00.
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The detailed information of each time-zone are displayed as follows:
UTC-12:00 —— TimeZone for International Date Line West.
UTC-11:00 —— TimeZone for Coordinated Universal Time-11.
UTC-10:00 —— TimeZone for Hawaii.

UTC-09:00 —— TimeZone for Alaska.

UTC-08:00 —— TimeZone for Pacific Time (US Canada).
UTC-07:00 —— TimeZone for Mountain Time (US Canada).
UTC-06:00 —— TimeZone for Central Time (US Canada).
UTC-05:00 —— TimeZone for Eastern Time (US Canada).
UTC-04:30 —— TimeZone for Caracas.

UTC-04:00 —— TimeZone for Atlantic Time (Canada).
UTC-03:30 —— TimeZone for Newfoundland.

UTC-03:00 —— TimeZone for Buenos Aires, Salvador, Brasilia.
UTC-02:00 —— TimeZone for Mid-Atlantic.

UTC-01:00 —— TimeZone for Azores, Cape Verde Is.

uTC —— TimeZone for Dublin, Edinburgh, Lisbon, London.
UTC+01:00 —— TimeZone for Amsterdam, Berlin, Bern, Rome, Stockholm, Vienna.
UTC+02:00 —— TimeZone for Cairo, Athens, Bucharest, Amman, Beirut, Jerusalem.

UTC+03:00 —— TimeZone for Kuwait, Riyadh, Baghdad.

UTC+03:30 —— TimeZone for Tehran.

UTC+04:00 — TimeZone for Moscow, St.Petersburg, Volgograd, Thilisi, Port Louis.
UTC+04:30 —— TimeZone for Kabul.

UTC+05:00 —— TimeZone for Islamabad, Karachi, Tashkent.

UTC+05:30 —— TimeZone for Chennai, Kolkata, Mumbai, New Delhi.

UTC+05:45 —— TimeZone for Kathmandu.

UTC+06:00 —— TimeZone for Dhaka,Astana, Ekaterinburg.

UTC+06:30 —— TimeZone for Yangon (Rangoon).

UTC+07:00 — TimeZone for Novosibrisk, Bangkok, Hanoi, Jakarta.

UTC+08:00 —— TimeZone for Beijing, Chongqging, Hong Kong, Urumgaji, Singapore.
UTC+09:00 —— TimeZone for Seoul, Irkutsk, Osaka, Sapporo, Tokyo.

UTC+09:30 —— TimeZone for Darwin, Adelaide.

UTC+10:00 — TimeZone for Canberra, Melbourne, Sydney, Brisbane.
UTC+11:00 —— TimeZone for Solomon Is., New Caledonia, Vladivostok.
UTC+12:00 —— TimeZone for Fiji, Magadan, Auckland, Welington.

UTC+13:00 —— TimeZone for Nuku'alofa, Samoa.

ntp-server. Specify the IP address of the primary NTP server.

backup-ntp-server. Specify the IP address of the backup NTP server.

fetching-rate: Specify the interval fetching time from the NTP server.
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Step 3 Use the following command to verify the system time information.
show system-time

Verify the system time information.

Use the following command to verify the NTP mode configuration information.
show system-time ntp

Verify the system time information of NTP mode.

Step 4 end
Return to privileged EXEC mode.

Step 5 copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to set the system time by Get Time from NTP Server and
set the time zone as UTC+08:00, set the NTP server as 133.100.9.2, set the backup NTP
server as 139.78.100.163 and set the update rate as 11.

Switch#configure
Switch(config)#system-time ntp UTC+08:00 133.100.9.2 139.78.100.163 11
Switch(config)#show system-time ntp
Time zone : UTC+08:00
Prefered NTP server: 133.100.9.2
Backup NTP server: 139.78.100.163
Last successful NTP server: 133.100.9.2
Update Rate: 11 hour(s)
Switch(config)#end

Switch#copy running-config startup-config

Setting the Daylight Saving Time

Follow these steps and choose one method to set the Daylight Saving Time:

Step 1 configure

Enter global configuration mode.
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Use the following command to select a predefined Daylight Saving Time configuration:
system-time dst predefined [ USA | Australia | Europe | New-Zealand ]
Specify the Daylight Saving Time using a predefined schedule.

USA | Australia | Europe | New-Zealand: Select one mode of Daylight Saving Time.

USA: 02:00 a.m. on the Second Sunday in March ~ 02:00 a.m. on the First Sunday in November.
Australia: 02:00 a.m. on the First Sunday in October ~ 03:00 a.m. on the First Sunday in April.
Europe: 01:00 a.m. on the Last Sunday in March ~ 01:00 a.m. on the Last Sunday in October.

New Zealand: 02:00 a.m. on the Last Sunday in September ~ 03:00 a.m. on the First Sunday in
April.

Use the following command to set the Daylight Saving Time in recurring mode:

system-time dst recurring { sweek } { sday }{ smonth } { stime } { eweek }{ eday } { emonth }{
etime } [ offset ]

Specify the Daylight Saving Time in Recuring mode.
sweek: Enter the start week of Daylight Saving Time. There are 5 values showing as follows:
first, second, third, fourth, last.

sday: Enter the start day of Daylight Saving Time. There are 7 values showing as follows: Sun,
Mon, Tue, Wed, Thu, Fri, Sat.

smonth: Enter the start month of Daylight Saving Time. There are 12 values showing as follows:
Jan, Feb, Mar, Apr, May, Jun, Jul, Aug, Sep, Oct, Nov, Dec.

stime: Enter the start time of Daylight Saving Time,in the format of HH:MM.

eweek: Enter the end week of Daylight Saving Time. There are 5 values showing as follows:
first, second, third, fourth, last.

eday: Enter the end day of Daylight Saving Time. There are 7 values showing as follows: Sun,
Mon, Tue, Wed, Thu, Fri, Sat.

emonth: Enter the end month of Daylight Saving Time. There are 12 values showing as follows:
Jan, Feb, Mar, Apr, May, Jun, Jul, Aug, Sep, Oct, Nov, Dec.

etime: Enter the end time of Daylight Saving Time,in the format of HH:MM.
offset. Enter the offset of Daylight Saving Time. The default value is 60.

Use the following command to set the Daylight Saving Time in date mode:

system-time dst date { smonth} { sday }{ stime }{ syear}{ emonth }{ eday }{ etime } { eyear} [
offset]

Specify the Daylight Saving Time in Date mode.
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2.2.5

smonth: Enter the start month of Daylight Saving Time. There are 12 values showing as follows:
Jan, Feb, Mar, Apr, May, Jun, Jul, Aug, Sep, Oct, Nov, Dec.

sday: Enter the start day of Daylight Saving Time, which ranges from 1 to 31.
stime: Enter the start time of Daylight Saving Time,in the format of HH:MM.
syear. Enter the start year of Daylight Saving Time.

emonth: Enter the end month of Daylight Saving Time. There are 12 values showing as follows:
Jan, Feb, Mar, Apr, May, Jun, Jul, Aug, Sep, Oct, Nov, Dec.

eday: Enter the end day of Daylight Saving Time, which ranges from 1 to 31.
etime: Enter the end time of Daylight Saving Time,in the format of HH:MM.
eyear. Enter the end year of Daylight Saving Time.

offset. Enter the offset of Daylight Saving Time. The default value is 60.

Step 3 show system-time dst
Verify the DST information of the switch.

Step 4 end
Return to privileged EXEC mode.

Step 5 copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to set the Daylight Saving Time by Date Mode. Set the
start time as 01:00 August 1st, 2016, set the end time as 01:00 September 1st,2016 and
set the offset as 50.

Switch#configure
Switch(config)#system-time dst date Aug 1 01:00 2016 Sep 1 01:00 2016 50
Switch(config)#show system-time dst
DST starts at 01:00:00 on Aug 1 2016
DST ends at 01:00:00 on Sep 12016
DST offset is 50 minutes
DST configuration is one-off
Switch(config)#end

Switch#copy running-config startup-config

Specifying the Serial Port Parameter

Follow These steps to specify the serial port parameter.

Step 1 configure

Enter global configuration mode.
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Step 2 serial_port baud_rate { 9600 | 19200 | 38400 | 57600 | 115200}

Specify the baud rate of the console connection.

9600 | 19200 | 38400 | 57600 | 115200: Specify the communication baud rate on the console
port. The default value is 38400 bps.

Step 3 end
Return to privileged EXEC mode.

Step 4 copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to set the baud rate as 9600 and view the serial port
parameters.

Switch#config
Switch(config)#serial_port baud_rate 9600
Switch(config)#show serial_port

Serial Port Settings

Baud rate: 9600
DataBits: 8

Parity Bits: None
Stop Bits: 1
Switch(config)#end

Switch#copy running-config startup-config
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3 User Management Configurations

With user management configurations, you can:
®  Create Admin accounts

®m  Create accounts of other types

3.1 Using the GUI

3.1.1 Creating Admin Accounts

Choose the menu System > User Management > User Config to load the following page.

Figure 3-1 Create Admin Accounts

User Info

User Name: | |

Access Level:
Password: | |

Confirm Password: | |

User Table
Select User ID User Name Access Level Operation
] 1 admin Admin Edit

| A | [ Deete | [ Hep |

Follow these steps to create an Admin account:

1) In the User Info section, select Admin from the drop-down list and specify the user
name and password.

User Name Create a user name for users' login. It contains 16 characters at most,
composed of digits, English letters and underscore only.
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3.1.2

Access Level Select the access level as Admin.

Admin: Admin can edit, modify and view all the settings of different
functions.

Operator: Operator can edit, modify and view most of the settings of
different functions.

Power User: Power User can edit, modify and view some of the settings of
different functions.

User: User can only view the settings without the right to edit or modify.

Password Type a password for users' login. It is a string from 1 to 31 alphanumeric
characters or symbols. You can use digits, English letters (case sensitive),
underscore and sixteen special characters.

Confirm Retype the password.
Password

2) Click Create.

Creating Accounts of Other Types

You can create accounts with the access level of Operator,Power User and User here. You
also need to go to the AAA section to create an Enable Password for these accounts. The
Enable Password is used to change the users' access level to Admin.

®  Creating an Account

Choose the menu System > User Management > User Config to load the following page.

Figure 3-2 Create Accounts of Other Types

User Info
User Name: | |
Access Level:
Password: | |

Confirm Password: | |

Uszer Table
Select User ID User Mame Access Level Operation
] 1 admin Admin Edit

| an | [ Delete | [ Hep |

Follow these steps to create an account of other types:

1) Inthe User Info section, select the access level from the drop-down list and specify the
user name and password.
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User Name Create a user name for users' login. It contains 16 characters at most,
composed of digits, English letters and under dashes only.

Access Level Select the access level as Operator, Power User or User.

Admin: Admin can edit, modify and view all the settings of different
functions.

Operater: Operator can edit, modify and view most of the settings of
different functions.

Power User: Power User can edit, modify and view some of the settings of
different functions.

User: User can only view the settings without the right to edit or modify.

Password Type a password for users' login. It is a string from 1 to 31 alphanumeric
characters or symbols. You can use digits, English letters (case sensitive),
underscore and sixteen special characters.

Confirm Retype the password.
Password

2) Click Create.

= Configuring Enable Password

Choose the menu Network Security > AAA > Global Config to load the following page.

Figure 3-3  Configure the AAA Function

Global Config
AAA: ) Enable ® Disable Apply
Enable Admin

Enable Password: |

1) Select Enable and Click Apply to enable the AAA function.
2) Specify the Enable Password and Click Apply.
Tips:

B The AAA function applies another method to manage the access users' name and
password. For details, refer to AAA Configuration in Configuring Network Security.

® The logged-in users can enter the Enable Password on this page to get the
administrative privileges.
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3.2 Usingthe CLI

3.2.1 Creating Admin Accounts

Follow these steps to create an Admin account:

Step 1

Step 2

configure

Enter global configuration mode.

Use the following command to create an account unencrypted or symmetric encrypted.
user name name { privilege admin } password { [ O ] password | 7 encrypted-password'}
Create an account whose access level is Admin.

name: Enter a user name for users' login. It contains 16 characters at most, composed of
digits, English letters and underscore only.

admin: Select the access level for the user. Admin can edit, modify and view all the settings of
different functions.

0: Specify the encryption type. O indicates that the password you entered is unencrypted, and
the password is saved to the configuration file unencrypted. By default, the encryption type is O.

password: Enter a password for users' login. Itis a string from 1 to 31 alphanumeric characters
or symbols. The password is case sensitive, allows digits, English letters (case sensitive),
underlines and sixteen special characters.

7: Specify the encryption type. 7 indicates that the password you entered is symmetric
encrypted, and the password is saved to the configuration file symmetric encrypted.

encrypted-password: Enter a symmetric encrypted password with fixed length, which you can
copy from another switch’s configuration file. After the encrypted password is configured, you
should use the corresponding unencrypted password to reenter this mode.

Use the following command to create an account MD5 encrypted.

user name name { privilege admin } secret {[ 0 ] password | 5 encrypted-password}
Create an account whose access level is Admin.

name: Enter a user name for users' login. It contains 16 characters at most, composed of
digits, English letters and underscore only.

admin: Select the access level for the user. Admin can edit, modify and view all the settings of
different functions.

0: Specify the encryption type. 0 indicates that the password you entered is unencrypted, but
the password is saved to the configuration file MD5 encrypted. By default, the encryption type
is 0.

password: Enter a password for users' login. It is a string from 1 to 31 alphanumeric characters
or symbols. The password is case sensitive, allows digits, English letters (case sensitive),
underlines and sixteen special characters.

5: Specify the encryption type. 5 indicates that the password you entered is MD5 encrypted,
and the password is saved to the configuration file MD5 encrypted.

encrypted-password: Enter a MD5 encrypted password with fixed length, which you can copy
from another switch’s configuration file.
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Step 3 show user account-list
Verify the information of the current users.

Step 4 end
Return to privileged EXEC mode.

Step 5 copy running-config startup-config

Save the settings in the configuration file.

3.2.2 Creating Accounts of Other Types

You can create accounts with the access level of Operator, Power user and User here. You
also need to go to the AAA section to create an Enable Password for these accounts. The
Enable Password is used to change the users' access level to Admin.

Follow these steps to create an account of other type:

Step 1 configure

Enter global configuration mode.
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Step 2

Step 3

User Management Configurations

Use the following command to create an account unencrypted or symmetric encrypted.

user name name { privilege operator | power_user | user } password {[ 0 ] password | 7
encrypted-password'}

Create an account whose access level is Operator, Power User or User.

name: Enter a user name for users' login. It contains 16 characters at most, composed of
digits, English letters and underscore only.

operator | power_user | user: Select the access level for the user. Operator can edit, modify
and view mostly the settings of different functions. Power User can edit, modify and view some
the settings of different functions. User only can view the settings without the right to edit and
modify.

0: Specify the encryption type. 0 indicates that the password you entered is unencrypted, and
the password is saved to the configuration file unencrypted. By default, the encryption type is 0.

password: Enter a password for users' login. It is a string from 1 to 31 alphanumeric characters
or symbols. The password is case sensitive, allows digits, English letters (case sensitive),
underlines and sixteen special characters.

7: Specify the encryption type. 7 indicates that the password you entered is symmetric
encrypted, and the password is saved to the configuration file symmetric encrypted.

encrypted-password: Enter a symmetric encrypted password with fixed length, which you can
copy from another switch’s configuration file. After the encrypted password is configured, you
should use the corresponding unencrypted password to reenter this mode.

Use the following command to create an account MD5 encrypted.

user name name { privilege operator | power_user | user } secret {[ 0] password | 5 encrypted-
password'}

Create an account whose access level is Operator, Power User or User.

name: Enter a user name for users' login. It contains 16 characters at most, composed of
digits, English letters and underscore only.

operator | power_user | user: Select the access level for the user. Operator can edit, modify
and view mostly the settings of different functions. Power User can edit, modify and view some
the settings of different functions. User only can view the settings without the right to edit and
modify.

0: Specify the encryption type. 0 indicates that the password you entered is unencrypted, but
the password is saved to the configuration file MD5 encrypted. By default, the encryption type
is 0.

password: Enter a password for users' login. It is a string from 1 to 31 alphanumeric characters
or symbols. The password is case sensitive, allows digits, English letters (case sensitive),
underlines and sixteen special characters.

5: Specify the encryption type. 5 indicates that the password you entered is MD5 encrypted,
and the password is saved to the configuration file MD5 encrypted.

encrypted-password: Enter a MD5 encrypted password with fixed length, which you can copy
from another switch’'s configuration file. After the encrypted password is configured, you
should use the corresponding unencrypted password to reenter this mode.

aaa enable

Globally enable the AAA function.
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Step 4

Step 5

Step 6

Step 7

Tips:

User Management Configurations

Use the following command to create an enable password unencrypted or symmetric
encrypted.

enable admin password { [ 0 ] password | 7 encrypted-password'}

Create an Enable Password. It can change the users' access level to Admin. By default, it is
empty.

0: Specify the encryption type. 0 indicates that the password you entered is unencrypted, and
the password is saved to the configuration file unencrypted. By default, the encryption type is 0.

password: Enter an enable password. It is a string from 1 to 31 alphanumeric characters
or symbols. The password is case sensitive, allows digits, English letters (case sensitive),
underlines and sixteen special characters.

7: Specify the encryption type. 7 indicates that the password you entered is symmetric
encrypted, and the password is saved to the configuration file symmetric encrypted.

encrypted-password: Enter a symmetric encrypted password with fixed length, which you can
copy from another switch's configuration file. After the encrypted password is configured, you
should use the corresponding unencrypted password to reenter this mode.

Use the following command to create an enable password unencrypted or MD5 encrypted.
enable admin secret {[ 0] password |5 encrypted-password }
Create an Enable Password. It can change the users' access level to Admin. By default, it is

empty.

0: Specify the encryption type. 0 indicates that the password you entered is unencrypted, but
the password is saved to the configuration file MD5 encrypted. By default, the encryption type
is 0.

password: Enter an enable password. It is a string from 1 to 31 alphanumeric characters
or symbols. The password is case sensitive, allows digits, English letters (case sensitive),
underlines and sixteen special characters.

5: Specify the encryption type. 5 indicates that the password you entered is MD5 encrypted,
and the password is saved to the configuration file MD5 encrypted.

encrypted-password: Enter a MD5 encrypted password with fixed length, which you can copy
from another switch’'s configuration file. After the encrypted password is configured, you
should use the corresponding unencrypted password to reenter this mode.

show user account-list
Verify the information of the current users.

end
Return to privileged EXEC mode.

copy running-config startup-config

Save the settings in the configuration file.

B The AAA function applies another method to manage the access users’' name and
password. For details, refer to AAA Configuration in Configuring Network Security .

B The logged-in users can enter the Enable Password on this page to get the
administrative privileges.
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The following example shows how to create a uesr with the access level of Operator, set
the user name as user1 and set the password as 123. Enable AAA function and set the
enable password as abc123.

Switch#configure

Switch(config)#user name user1 privilege operator password 123
Switch(config)#aaa enable

Switch(config)#enable admin password abc123
Switch(config)#show user account-list

Index  User-Name User-Type

1 user1 Operator
2 admin Admin
Switch(config)#end

Switch#copy running-config startup-config
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4 System Tools Configurations

With system tools configurations, you can:
= Configure the boot file

®  Restore the configuration of the switch
®  Back up the configuration file

®=  Upgrade the firmware

®  Configure the Auto Install Function

®  Reboot the switch

= Configure the reboot schedule

®  Reset the switch

4.1 Using the GUI

4.1.1 Configuring the Boot File

Choose the menu System > System Tools > Boot Config to load the following page.

Figure 4-1  Configuring the Boot File

Boot Table
Select Unit Current Startup Image Mext Startup Image Backup Image
] image1.bin v| image2.bin v|
] 1 image2.bin image2.bin image1.bin
| A | [ Appy | [ Hep |
Image Table
UMNIT: 1
+ Current Starfup Image Exist & Ok
+ Mext Startup Image Exist & Ok
+ Backup Image Exist & OK

Follow these steps to configure the boot file:

1) In the Boot Table section, select one or more units and configure the relevant
parameters.

Configuration Guide = 44



Managing System System Tools Configurations

Select Select one or more units to be configured.

Unit Displays the number of the unit.

Current Startup Displays the current startup image.

Image

Next Startup Select the next startup image. When the switch is powered on, it will try to start up

Image with the next startup image. The next startup and backup image should not be the
same.

Backup Image Select the backup image. When the switch fails to start up with the next startup

image, it will try to start up with the backup image. The next startup and backup
image should not be the same.

2) Click Apply.
4.1.2 Restoring the Configuration of the Switch

Choose the menu System > System Tools > Config Restore to load the following page.
Figure 4-2 Restoring the Configuration of the Switch
Config Restore

Festore the config from the saved config file.

Select a backup config file and click the Import button, and then you can restore to the previous config.

Target Unit:
Config file: Browse. ..

Follow these steps to restore the configuration of the switch:

1) Inthe Config Restore section, select one unit and one configuration file.
Target Unit Select a member switch to import configuration file. .
Config file Select the desired configuration file to import.

2) Click Import to import the configuration file.

9 Note:

e It will take a long time to restore the configuration. Please wait without any operation.

e After the configuration is restored successfully, the device will reboot to make the configura-
tion change effective.
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4.1.3

4.1.4

Backing up the Configuration File

Choose the menu System > System Tools > Config Backup to load the following page.

Figure 4-3  Backing up the Configuration File
Config Backup

Export current startup configuration file.

Click the button Export, you can save the config to your computer.

Target Unit:

In the Config Backup section, select one unit and click Export to export the configuration
file.

Upgrading the Firmware

Choose the menu System > System Tools > Firmware Upgrade to load the following
page.

Figure 4-4 Upgrading the Firmware
Firmware Upgrade
You will get the new function after upgrading the firmware.

Firmware File: Browse. ..

Image Name: Backup Image Upgrade

Firmware Version: 1.0.0 Build 20170414 Rel.55520(s)

Hardware Version: T2500G-10MPS 1.0

L] After upgrading, the device will reboot automatically with the backup image

In the Firmware Upgrade section, select one file and click Upgrade to upgrade the system.
Firmware File Select the desired firmware file to upgrade the system.

Image Name Displays the image to upgrade. It means that the operation will only effect the
backup image.

Firmware Version Displays the current firmware version of the system.

Hardware Version Displays the current hardware version of the system.
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After upgrading, the Select this option to reboot automatically with the backup image after upgrading.
device will reboot
automatically with
the backup image

4.1.5 Configuring Auto Install Function

9 Note:

You should configure the DHCP server and the TFTP server first before configuring the Auto Install
function.

Choose the menu System > System Tools > Auto Install to load the following page.

Figure 4-5 Configuring the Auto Install Function

Auto Install configuration

Auto Install Mode: Stop -
Auto Install Persistent Mode: Disable -
Auto Save Mode: Disable -
Auto Reboot Mode: Dizable -
Auto Install Retry Count (1-3)

Auto Install state: Stopped

[ Apply ] [ Help ]

In the Auto Install Configuration section, specify the parameters and click Apply.

Auto Install Select Start to enable the Auto Install function and the switch will download the
Mode configuration file and the backup image automatically.
Auto Install Specify the Auto Install Persistent Mode. If you select Enable and save configuration,

Persistent Mode Auto Install will start during next reboot.

Auto Save Mode Specify the Auto Save Mode. If you select Enable, the switch will save the
configuration file downloaded as startup configuration file automatically.

Auto Reboot Specify the Auto Reboot Mode. If you select Enable, the switch will reboot
Mode automatically after the auto install process is completed successfully.

Auto Install Specify the Auto Install Retry Count. It ranges from 1 to 3.

Retry Count

Auto Install Display the state of the auto install function.

State
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9 Note:

¢ The switch will obtain a new IP address from the DHCP server during the process of Auto In-
stall. If you want to access to the switch, you should check the new IP address on the DHCP
server.

. IF the Auto Install process is failed, the switch will restart the process every 10 minutes. You
can stop the process manually.

4.1.6 Rebooting the switch

Choose the menu System > System Tools > System Reboot to load the following page.

Figure 4-6 Rebooting the switch

System Reboot
Target Unit: All Unit
Save Config: ]

Reboot:

In the System Reboot section, select the desired unit and click Reboot.
Target Unit Select the desired unit to reboot. By default, it is ALL Unit.

Save Config Select this option to save the configuration before the reboot.

4.1.7 Configuring the Reboot Schedule

Choose the menu System > System Tools > Reboot Schedule to load the following page.

Figure 4-7 Configuring the Reboot Schedule

Feboot Schedule Setfing

@  Time Interval{1-43200): | | min

() Time (HH:MM): | |

Date (DD/MM/YY): | |

Save Before Reboot: [ ]

| Delete || Apply |

Follow these steps to restore the configuration of the switch:

1) In the Reboot Schedule Setting section, select one method and specify the
parameters.
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Time Interval Specify a period of time. The switch will reboot after this period. The valid values
are from 1 to 43200 minutes. This reboot schedule recurs if users check the Save
Before Reboot.

Time (HH:MM)/ Specify the date and time for the switch to reboot.
Date (DD/MM/
YY) Time (HH:MM): Specify the time for the switch to reboot, in the format of HH:MM

Date (DD/MM/YY): Specify the date for the switch to reboot, in the format of DD/
MM/YYYY. The date should be within 30 days.

Save Before Select to save the switch's configurations before it reboots.
Reboot

4.1.8 Reseting the Switch

Choose the menu System > System Tools > System Reset to load the following page.

Figure 4-8 Reseting the Switch

System Reset

Target Unit: AllUnit| |

In the System Reset section, select the desired unit and click Reset.

Target Unit Select the desired unit to reset. By default, it is ALL Unit.

9 Note:
After the system is reset, configurations of the switch will be reset to the default.

4.2 Using the CLI

4.2.1 Configuring the Boot File

Follow these steps to configure the boot file:

Step 1 configure

Enter global configuration mode.
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4.2.2

Step 2

Step 3

Step 4

Step 5

System Tools Configurations

boot application filename {image1 | image?2 } { startup | backup }

Specify the configuration of the boot file. By default, the image1.bin is the startup image and
the image2.bin is the backup image.

image1 |image2: Select the image file to be configured.

startup | backup: Select the property of the image file.

show boot
Verify the boot configuration of the system.

end
Return to privileged EXEC mode.

copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to set the next startup image as image 1 and set the
backup image as image 2.

Switch#configure

Switch(config)#boot application filename image1 startup

Switch(config)#boot application filename image2 backup

Switch(config)##show boot

Boot config:
Current Startup Image  -image1.bin
Next Startup Image - image1.bin
Backup Image - image2.bin
Switch(config)#end

Switch#copy running-config startup-config

Restoring the Configuration of the Switch

Follow these steps to restore the configuration of the switch:

Step 1

Step 2

enable

Enter privileged mode.

copy tftp startup-config ip-address jp-addrfilename name

Download the configuration file to the switch from TFTP server.

jp-addr. Specify the IP address of the TFTP server. Both IPv4 and IPv6 addresses are
supported.

name: Specify the name of the configuration file to be downloaded.
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4.2.3

4.2.4

9 Note:

. It will take a long time to restore the configuration. Please wait without any operation.

*  After the configuration is restored successfully, the device will reboot to make the configura-
tion change effective.

The following example shows how to restore the configuration file named file1 from the
TFTP server with IP address 192.168.0.100.

Switch>enable
Switch#copy tftp startup-config ip-address 192.168.0.100 filename file1
Start to load user config file......

Operation OK! Now rebooting system......

Backing up the Configuration File

Follow these steps to back up the current configuration of the switch in afile:

Step 1 enable

Enter privileged mode.

Step 2 copy startup-config tftp ip-address jp-addr filename name

Back up the configuration file to TFTP server.

jp-addr. Specify the IP address of the TFTP server. Both IPv4 and IPv6 addresses are
supported.

name: Specify the name of the configuration file to be saved.

The following example shows how to backup the configuration file named file2 from TFTP
server with IP address 192.168.0.100.

Switch>enable
Switch#copy startup-config tftp ip-address 192.168.0.100 filename file2
Start to backup user config file......

Backup user config file OK.

Upgrading the firmware

Follow these steps to upgrade the firmware:

Step 1 enable

Enter privileged mode.
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4.2.5

Step 2 firmware upgrade ip-address jp-addr filename name

Upgrade the switch's backup image via TFTP server. To boot up with the new firmware, you
need to choose to reboot the switch with the backup image.

ip-addr: Specify the IP address of the TFTP server. Both IPv4 and IPv6 addresses are
supported.

name: Specify the name of the desired firmware file.

Step 3 Enter Y to continue then enter Y to reboot.

The following example shows how to upgrade the firmware using the configuration file
named file3.bin. The TFTP serveris 190.168.0.100.

Switch>enable

Switch#firmware upgrade ip-address 192.168.0.100 filename file3.bin
It will only upgrade the backup image. Continue? (Y/N):Y
Operation OK!
Reboot with the backup image? (Y/N): Y

Configuring Auto Install Function

9 Note:

You should configure the DHCP server and the TFTP server first before configuring the Auto Install
function.

Follow these steps to configure the Auto Install function.

Step 1 configure

Enter global configuration mode.

Step 2 boot autoinstall persistent-mode

Enable the auto install persistent mode. After saving configuration, the switch will start the
Auto Install function automatically during next reboot process.

Step 3 boot autoinstall auto-save

Enable the auto save mode and the switch will save the configuration file downloaded as
startup configuration file automatically.

Step 4 boot autoinstall auto-reboot

Enable the auto reboot mode and the switch will reboot automatically after the auto install
process is completed successfully.

Step 5 boot autoinstall retry-count count

Specify the auto install retry count which ranges from 1 to 3. The default value is 1.
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Step 6 boot autoinstall start

Start the Auto Install process and the switch will download the configuration file and the
backup image automatically.

Step 7 end
Return to privileged EXEC mode.

Step 8 copy running-config startup-config

Save the settings in the configuration file.

9 Note:

e The switch will obtain a new IP address from the DHCP server during the process of Auto In-
stall. If you want to access to the switch, you should check the new IP address on the DHCP
server.

. IF the Auto Install process is failed, the switch will restart the process every 10 minutes. You
can stop the process manually.

The following example shows how to configure the Auto Install function.
Switch#configure

Switch(config)#boot autoinstall persistent-mode
Switch(config)#boot autoinstall auto-save

Switch(config)#boot autoinstall auto-reboot

Switch(config)#boot autoinstall retry-count 2

Switch(config)#show boot autoinstall

Auto Insatll Mode.......coeevrevccncrnnne, Stop
Auto Insatll Persistent Mode........... Enabled
Auto Save Mode........ccccocvreneeneereeens Enabled
Auto Reboot Mode........cccovvvnecenenes Enabled
Auto Insatll Retry Count................... 2

Auto Insatll sate.....ccovvecvvenrererecenen, Stopped

4.2.6 Rebooting the switch

Follow these steps to reboot the switch:

Step 1 enable

Enter privileged mode.
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Step 2

System Tools Configurations

reboot

Reboot the switch.

4.2.7 Configuring the Reboot Schedule

Follow these steps and choose one type to configure the reboot schedule:

Step 1

Step 2

Step 3

Step 4

configure

Enter global configuration mode.

Use the following command to set the interval to reboot:

reboot-schedule in inferval [ save_before_reboot ]

(Optional) Specify the reboot schedule.

interval: Specify a period of time. The switch will reboot after this period. The valid values are
from 1 to 43200 minutes.

save_before_reboot: Save the configuration file before the switch reboots.

Use the following command to set the time and date to reboot:

reboot-schedule at time [ date ] [ save_before_reboot ]

(Optional) Specify the reboot schedule.

time: Specify the time for the switch to reboot, in the format of HH:MM.

date: Specify the date for the switch to reboot, in the format of DD/MM/YYYY. The date should
be within 30 days.

save_before_reboot: Save the configuration file before the switch reboots.

If no date is specified, the switch reboots according to the time you have set. If the time you
set is later than the time that this command is executed, the switch will reboot later the same
day; otherwise the switch will reboot the next day.

end
Return to privileged EXEC mode.

copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to set the switch to reboot at 12:00 on 15/06/2017.

Switch#configure

Switch(config)#reboot-schedule at 12:00 15/06/2017 save_before_reboot

Reboot system at 15/07/2017 12:00. Continue? (Y/N): Y

Reboot Schedule Settings

Reboot schedule at 2017-06-15 12:00 (in 17007 minutes)
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Save before reboot: Yes
Switch(config)#end

Switch#copy running-config startup-config
4.2.8 Reseting the Switch

Follow these steps to reset the switch:

Step 1 enable

Enter privileged mode.

Step 2 reset

Reset the switch.

9 Note:

After the system is reset, configurations of the switch will be reset to the default.
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5.1

5.1.1

Access Security Configurations

With access security configurations, you can:

Configure the Access Control feature
Configure the HTTP feature
Configure the HTTPS feature
Configure the SSH feature

Enable the telnet function

Using the GUI

Configuring the Access Control Feature

Choose the menu System > Access Security > Access Control to load the following page.

Figure 5-1 Configuring the Access Control

Access Control Config

Control Mode:

Access Interface: v SNMP ®| Telnet ¥ SSH & HTTP & HTTPS & Ping & Al

IP Address: | | Mask |

MAC Address: | |(Format: 00-00-00-00-00-01)
R

1) Inthe Access Control section, select one control mode and specify the parameters.

Control Mode Select the control mode for users to log in to the web management page.
Disable: The Access Control function is disabled.

IP-based: Only the users within the IP-range you set here are allowed to access
the switch.

MAC-based: Only the users with the MAC address you set here are allowed to
access the switch.

Port-based: Only the users connecting to the ports you set here are allowed to
access the switch.
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Access Select the interface to control the methods for users’ accessing. The selected
Interface access interfaces will only affect the users you set before.

SNMP: A function to manage the network devices via NMS.
Telnet: A connection type for users to remote login.

SSH: A connection type based on SSH protocol.

HTTP: A connection type based on HTTP protocol.

HTTPS: A connection type based on SSL protocol.

Ping: A communication protocol to test the connection of the network.

IP Address/ If you select IP-based mode, enter the IP address and mask to specify an IP
Mask range. Only the users within this IP range can access the switch.
MAC Address If you select MAC-based mode, specify the MAC address. Only the users with the

correct MAC address can access the switch.

When the IP-based mode is selected, the following section will display.

IP Entry Table

Select Index ID IF Address Access Interface QOperation
] 1 192.168.0.0M16 SMNMP Telnet S5H HTTP HTTFS Ping Edit

IP Address Displays the IP range of the entry.

Access Displays the access interface you set of the entry.

Interface

Operation Click Edit to modify the parameters of the desired entry.

When the Port-based mode is selected, the following section will display.
Fort:

UMIT 1
S O W [ T

E Unselected Pori(s) E Selected Portis) E Mot Available for Selection

Port Select one or more ports to configure. Only the users connected to these ports are
allowed to access the switch.

2) Click Apply.
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5.1.2 Configuring the HTTP Function

Choose the menu System > Access Security > HTTP Config to load the following page.

Figure 5-2 Configuring the HTTP Function

Global Config

Help

HTTF: ® Enable Disable

Session Timeout: min (5-30) Apply

Session Config

Access User Number

Mumber Caontrol: Enable "®' Disable

Admin Number. IRGED!
Operator Number: |:| [0-15)
Fower User Number: |:| (0-15)
User Number: |:| (0-15)

1) In the Global Control section, Select Enable and click Apply to enable the HTTP
function.

HTTP HTTP function is based on the HTTP protocol. It allows users to manage the
switch through a web browser.

2) Inthe Session Config section, specify the Session Timeout and click Apply.

Session The system will log out automatically if users do nothing within the Session
Timeout Timeout time.

3) Inthe Access User Number section, select Enable and specify the parameters.

Number Control Select Enable to control the number of the users logging on to the web
management page at the same time. The total number of users should be no
more than 16.

Admin Number Specify the maximum number of users whose access level is Admin.
Operator Specify the maximum number of users whose access level is Operator.
Number
Power User Specify the maximum number of users whose access level is Power User.
Number
User Number Specify the maximum number of users whose access level is User.

4) Click Apply.
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5.1.3 Configuring the HTTPS Function

Choose the menu System > Access Security > HTTPS Config to load the following page.

Table 5-1 Configuring the HTTPS Function

Global Config
HTTPS: * Enpable Disable
S5L Version 3 * Enahl Disahbl LEEY
: nahble isable -
TLS Version 1: * Enpable Disable

Ciphersuite Config

R3A_WITH_RC4_128_MD5: ®* Enable Disable
RSA_WITH_RC4_128_SHA: ® Enable Disable

Apply
R3A_WITH_DES_CBC_SHA: ® Enable Disable

-

RSA_WITH_3DES_EDE_CBC_SHA: Enable Disable

Session Config
Session Timeout: min (5-30) Apply

Access User Number

Number Control; Enable "® Disable

Admin Number. IS
Operator Number: |:| (0-15)
FPower User Mumber: |:| (0-15)
User Mumber: |:| (0-15)

Cerificate Download

Certificate File: Browse. .

Key Download

Key File: Browse...

1) In the Global Config section, select Enable to enable HTTPS function and select the
protocol the switch supports. Click Apply.
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HTTPS

SSL Version 3

TLS Version 1

Access Security Configurations

Select Enable to enable the HTTPS function.

HTTPS function is based on the SSL or TLS protocol. It provides a secure
connection between the client and the switch.

Select Enable to make the switch support SSL Version 3 protocol.

SSL is a transport protocol. It can provide server authentication, encryption and
message integrity to allow secure HTTP connection.

Select Enable to make the switch support TLS Version 1 protocol.

TLS is a transport protocol upgraded from SSL. It supports a different encryption
algorithm from SSL, so TLS and SSL are not compatible. TLS can support a more
secure connection.

2) Inthe CipherSuite Config section, select the algorithm to be enabled and click Apply.

RSA_WITH_
RC4_128_MD5

RSA WITH_
RC4_128_SHA

RSA_WITH_
DES_CBC_SHA

RSA_
WITH_3DES_
EDE_CBC_SHA

Key exchange with RC4 128-bit encryption and MD5 for message digest.

Key exchange with RC4 128-bit encryption and SHA for message digest.

Key exchange with DES-CBC for message encryption and SHA for message
digest.

Key exchange with 3DES and DES-EDE3-CBC for message encryption and SHA
for message digest.

3) Inthe Session Config section, specify the Session Timeout and click Apply.

Session
Timeout

The system will log out automatically if users do nothing within the Session
Timeout time.

4) In the Access User Number section, select Enable and specify the parameters. Click

Apply.

Number Control

Admin Number

Operator
Number

Power User
Number

User Number

Select Enable to control the number of the users logging in to the web
management page at the same time.

Specify the maximum number of users whose access level is Admin.

Specify the maximum number of users whose access level is Operator.

Specify the maximum number of users whose access level is Power User.

Specify the maximum number of users whose access level is User.

5) In the Certificate Download and Key Download section, download the certificate and

key.
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Certificate File

Key File

Access Security Configurations

Select the desired certificate to download to the switch. The certificate must be
BASE64 encoded. The SSL certificate and key downloaded must match each
other, otherwise the HTTPS connection will not work.

Select the desired Key to download to the switch. The key must be BASE64
encoded. The SSL certificate and key downloaded must match each other,
otherwise the HTTPS connection will not work.

5.1.4 Configuring the SSH Feature

Choose the menu System > Access Security > SSH Config to load the following page.

Figure 5-3 Configuring the SSH Feature

Global Config

S5H:
Protocol V1.
Protocol V2
Idle Timesout:
Max Connect:

Encryption Algorithm

AES128-cBC M aES192-cBC ] AES256-CBC

() Enable ® Disable

® Enable ) Disable

. Apply
%! Epable '_' Disable

sec (1-120)

T

Blowfish-CBC ] Cast128-CBC M 3DES-CBC

Data Integrity Algorithm

HMAC-SHA1 & HMAC-MD5 Apply

Key Download

Choose the 55H public key file to download into switch.

Key Type:
Key File:

SSH-2 RSAIDSA[ v |

Browse. ..

1) In the Global Config section, select Enable to enable SSH function and specify other

parameters.

SSH

Protocol V1

Select Enable to enable the SSH function.

SSH is a protocol working in application layer and transport layer. It can provide a
secure, remote connection to a device. It is more secure than Telnet protocol as it
provides strong encryption.

Select Enable to enable SSH version 1.
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5.1.5

5.2

5.2.1

Protocol V2 Select Enable to enable SSH version 2.

Idle Timeout Specify the idle timeout time. The system will automatically release the
connection when the time is up.

Max Connect Specify the maximum number of the connections to the SSH server. New
connection will not be established when the number of the connections reaches
the maximum number you set.

2) In the Encryption Algorithm section, select the encryption algorithm you want the
switch to support and click Apply.

3) In Data Integrity Algorithm section, select the integrity algorithm you want the switch
to support and click Apply.

4) In Key Download section, select key type from the drop-down list and select the
desired key file to down.

Key Type Select the key type. The algorithm of the corresponding type is used for both key
generation and authentication.

Key File Select the desired public key to download to the switch. The key length of the
downloaded file ranges of 512 to 3072 bits.

9 Note:

[t will take a long time to download the key file. Please wait without any operation.

Enabling the Telnet Function

Choose the menu System > Access Security > Telnet Config to load the following page.
Figure 5-4  Configuring the Telnet Function

Global Config

Telnet ® Enable ) Disable

Aoty | [ Hep |

In the Global Config section, select Enable and click Apply.

Telnet Select Enable to make the Telnet function effective. Telnet function is based on the
Telnet protocol subjected to TCP/IP protocol. It allows users to log on to the switch
remotely.

Using the CLI

Configuring the Access Control

Follow these steps to configure the access control:
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Step 1

Step 2

Step 3

Step 4

Step 5

Access Security Configurations

configure

Enter global configuration mode.

Use the following command to control the users' access by limiting the IP address:

user access-control ip-based { jp-addr jp-mask} [snmp1[telnet][ssh1[http1[ https]I ping
1[all]

Only the users within the IP-range you set here are allowed to access the switch.

jp-addr. Specify the IP address of the user.
jp-mask: Specify the subnet mask of the user.

[snmp]ltelnet][ssh1[http][https]Iping]lalll: Selectto control the types for users'
accessing. By default, these types are all enabled.

Use the following command to control the users' access by limiting the MAC address:

user access-control mac-based { mac-addr} [ snmp][telnet]l[ssh1[http][https1[pingll
all]

Only the users with the MAC address you set here are allowed to access the switch.

mac-addr. Specify the MAC address of the user.

[snmplltelnet]l[ssh]l[http][https]1Iping][alll: Selectto control the types for users'
accessing. By default, these types are all enabled.

Use the following command to control the users' access by limiting the ports connected to the
users:

user access-control port-based interface { fastEthernet port-/ist | gigabitEthernet port-ist |
ten-gigabitEthernet port-iist} [snmp 1 [telnet]1[ssh] [ http 1 [ https ][ ping][all]

Only the users connecting to the ports you set here are allowed to access the switch.
port-list. Specify the list of Ethernet port, in the format of 1/0/1-4. You can appoint 5 ports at
most.

[snmplltelnet][ssh][http][https]1[ping][alll: Selectto control the types for users'
accessing. By default, these types are all enabled.

show user configuration
Verify the security configuration information of the user authentication information and the
access interface.

end
Return to privileged EXEC mode.

copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to set the type of access control as IP-based. Set the
IP address as 192.168.0.100,set the subnet mask as 255.255.255.0 and make the switch
support snmp, telnet, http and https.

Switch#configure

Configuration Guide = 63



Managing System Access Security Configurations

Switch(config)#user access-control ip-based 192.168.0.100 255.255.255.0 snmp telnet
http https

Switch(config)#show user configuration
User authentication mode: IP based

Index IP Address Access Interface

1 192.168.0.0/24 SNMP Telnet HTTP HTTPS
Switch(config)#end

Switch#copy running-config startup-config

5.2.2 Configuring the HTTP Function

Follow these steps to configure the HTTP function:

Step 1 configure

Enter global configuration mode.

Step 2 ip http server
Enable the HTTP function. By default, it is enabled.

Step 3 ip http session timeout minutes
Specify the Session Timeout time. The system will log out automatically if users do nothing
within the Session Timeout time.

minutes: Specify the timeout time, which ranges from 5 to 30 minutes. The default value is 10.

Step 4 ip http max-users admin-num operator-num poweruser-num user-num
Specify the maximum number of users that are allowed to connect to the HTTP server. The
total number of users should be no more than 16.
admin-num: Enter the maximum number of users whose access level is Admin. The valid values

are from 1to 16.

operator-num: Enter the maximum number of users whose access level is Operator. The valid
values are from O to 15.

poweruser-num: Enter the maximum number of users whose access level is Power User. The
valid values are from 0 to 15.

user-num: Enter the maximum number of users whose access level is User. The valid values are
from O to 15.

Step 5 show ip http configuration
Verify the configuration information of the HTTP server, including status, session timeout,
access-control, max-user number and the idle-timeout, etc.

Step 6 end
Return to privileged EXEC mode.
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5.2.3

Step 7 copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to set the session timeout as 9, set the maximum admin
number as 2, operator number as 2, power user number as 5, and user number as 4.

Switch#configure
Switch(config)#ip http server
Switch(config)#ip http session timeout 9
Switch(config)#ip http max-user2254
Switch(config)#show ip http configuration
HTTP Status: Enabled

HTTP Session Timeout: 9

HTTP User Limitation: Enabled

HTTP Max Users as Admin: 2

HTTP Max Users as Operator: 2

HTTP Max Users as Power User: 5

HTTP Max Users as User: 4
Switch(config)#end

Switch#copy running-config startup-config

Configuring the HTTPS Function

Follow these steps to configure the HTTPS function:

Step 1 configure

Enter global configuration mode.

Step 2 ip http secure-server

Enable the HTTPS function. By default, it is enabled.

Step 3 ip http secure-protocol {[ssI3]1[tls1]}
Configure to make the switch support the corresponding protocol. By default, the switch
supports SSLv3 and TLSv1.
ssl3: Enable the SSL version 3 protocol. SSL is a transport protocol. It can provide server

authentication, encryption and message integrity to allow secure HTTP connection.

tls1: Enable the TLS version 1 protocol. TLS is s transport protocol upgraded from SSL. It
supports different encryption algorithm from SSL, so TLS and SSL are not compatible. TLS
can support a more secure connection.
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Step 4

Step 5

Step 6

Step 7

Step 8

Step 9

Access Security Configurations

ip http secure-ciphersuite { [ 3des-ede-cbc-sha] [ rc4-128-md5 ] [ rc4-128-sha] [ des-cbc-
shal}

Enable the corresponding ciphersuite. By default, these types are all enabled.

[ 3des-ede-chc-sha ]: Key exchange with 3DES and DES-EDE3-CBC for message encryption
and SHA for message digest.

[ rc4-128-md5 ]I: Key exchange with RC4 128-bit encryption and MD5 for message digest.

[ rc4-128-sha ]: Key exchange with RC4 128-bit encryption and SHA for message digest.

[ des-cbc-sha ]: Key exchange with DES-CBC for message encryption and SHA for message
digest.

ip http secure-session timeout minutes
Specify the Session Timeout time. The system will log out automatically if users do nothing
within the Session Timeout time.

minutes: Specify the timeout time, which ranges from 5 to 30 minutes. The default value is 10.

ip https max-users admin-num operator-num poweruser-num user-num

Specify the maximum number of users that are allowed to connect to the HTTPS server. The
total number of users should be no more than 16.

admin-num: Enter the maximum number of users whose access level is Admin. The valid values

are from 1to 16.

operator-num: Enter the maximum number of users whose access level is Operator. The valid
values are from O to 15.

poweruser-num: Enter the maximum number of users whose access level is Power User. The
valid values are from O to 15.

user-num: Enter the maximum number of users whose access level is User. The valid values are
from O to 15.

ip http secure-server download certificate ss/-cert ip-address jp-addr
Download the desired certificate to the switch from TFTP server.
ssl-cert. Specify the name of the SSL certificate, which ranges from 1 to 25 characters. The

certificate must be BASE64 encoded. The SSL certificate and key downloaded must match
each other.

jp-addr: Specify the IP address of the TFTP server. Both IPv4 and IPv6 addresses are
supported.

ip http secure-server download key ss/-key ip-address jp-addr

Download the desired key to the switch from TFTP server.

ssl-key. Specify the name of the key file saved in TFTP server. The key must be BASE64
encoded.

ip-addr. Specify the IP address of the TFTP server. Both IPv4 and IPv6 addresses are
supported.

show ip http secure-server
Verify the global configuration of HTTPS.
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Step 10 end
Return to privileged EXEC mode.

Step 11 copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to configure the HTTPS function. Enable SSL3 and TLS1
protocol. Enable the ciphersuite of 3des-ede-cbc-sha. Set the session timeout time as 15;
set the maximum admin number as 2, operator number as 2, power user number as 5, and
user number as 4. Download the certificate named ca.crt and the key named ca.key from
the TFTP server with the IP address 192.168.0.100.

Switch#configure

Switch(config)#ip http secure-server

Switch(config)#ip http secure-protocol ssi3 tis1
Switch(config)#ip http secure-ciphersuite 3des-ede-cbc-sha
Switch(config)#ip http secure-session timeout 15
Switch(config)#ip http secure-max-users 2254

Switch(config)#ip http secure-server download certificate ca.crt ip-address
192.168.0.100

Start to download SSL certificate......

Download SSL certificate OK.

Switch(config)#ip http secure-server download key ca.key ip-address 192.168.0.100
Start to download SSL key......

Download SSL key OK.

Switch(config)#show ip http secure-server

HTTPS Status: Enabled
SSL Protocol Level(s): ssl3 tls1
SSL CipherSuite: 3des-ede-cbc-sha

HTTPS Session Timeout: 15
HTTPS User Limitation: Enabled
HTTPS Max Users as Admin: 2
HTTPS Max Users as Operator: 2
HTTPS Max Users as Power User: 5
HTTPS Max Usersas User: 4
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Switch(config)#end

Switch#copy running-config startup-config

5.2.4 Configuring the SSH Feature

Follow these steps to configure the SSH function:

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

configure

Enter global configuration mode.

ip ssh server

Enable the SSH function. By default, it is disabled.

ip sshversion{v1]|v2}
Configure to make the switch support the corresponding protocol. By default, the switch
supports SSHv1 and SSHv3.

v1 | v2: Select to enable the corresponding protocol.

ip ssh timeout value
Specify the idle timeout time. The system will automatically release the connection when the
time is up.

value: Enter the value of the timeout time, which ranges from 1 to 120 seconds. The default
value is 120 seconds.

ip ssh max-client num
Specify the maximum number of the connections to the SSH server. New connection will not
be established when the number of the connections reaches the maximum number you set.

num: Enter the number of the connections, which ranges from 1 to 5. The default value is 5.

ip ssh algorithm { AES128-CBC | AES192-CBC | AES256-CBC | Blowfish-CBC | Cast128-CBC |
3DES-CBC | HMAC-SHA1 | HMAC-MD5 }

Enable the corresponding algorithm. By default, these types are all enabled.
AES128-CBC | AES192-CBC | AES256-CBC | Blowfish-CBC | Cast128-CBC | 3DES-CBC:
Specify the encryption algorithm you want the switch supports.

HMAC-SHA1 | HMAC-MD5: Specify the data integrity algorithm you want the switch supports.

ip ssh download { v1 | v2 } key-file ip-address jp-addr

Select the type of the key file and download the desired file to the switch from TFTP server.
v1 | v2: Select the key type. The algorithm of the corresponding type is used for both key
generation and authentication.

key-file: Specify the name of the key file saved in TFTP server. Ensure the key length of the
downloaded file is in the range of 512 to 3072 bits.

ip-addr. Specify the IP address of the TFTP server. Both IPv4 and IPv6 addresses are
supported.
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Step 8 show ip ssh
Verify the global configuration of SSH.

Step 9 end
Return to privileged EXEC mode.

Step 10 copy running-config startup-config

Save the settings in the configuration file.

9 Note:
It will take a long time to download the key file. Please wait without any operation.

The following example shows how to configure the SSH function. Set the version as SSH
V1 and SSH V2. Enable the AES128-CBC and Cast128-CBC encryption algorithm. Enable
the HMAC-MD5 data integrity algorithm. Choose the key type as SSH-2 RSA/DSA.

Switch(config)#ip ssh server
Switch(config)#ip ssh version v1
Switch(config)#ip ssh version v2
Switch(config)#ip ssh timeout 100
Switch(config)#ip ssh max-client 4
Switch(config)#ip ssh algorithm AES128-CBC
Switch(config)#ip ssh algorithm Cast128-CBC
Switch(config)#ip ssh algorithm HMAC-MD5
Switch(config)#ip ssh download v2 publickey ip-address 192.168.0.100
Start to download SSH key file......

Download SSH key file OK.
Switch(config)#show ip ssh

Global Config:

SSH Server: Enabled

Protocol V1: Enabled

Protocol V2: Enabled

Idle Timeout: 100

MAX Clients: 4

Encryption Algorithm:

AES128-CBC: Enabled
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AES192-CBC: Disabled
AES256-CBC: Disabled
Blowfish-CBC:  Disabled
Cast128-CBC:  Enabled
3DES-CBC: Disabled

Data Integrity Algorithm:
HMAC-SHA1: Disabled
HMAC-MD5: Enabled

Key Type: SSH-2 RSA/DSA
Key File:

---- BEGIN SSH2 PUBLIC KEY ----
Comment: "dsa-key-20160711"
Switch(config)#end

Switch#copy running-config startup-config

Enabling the Telnet Function

Follow these steps enable the Telnet function:

Step 1 configure

Enter global configuration mode.

Step 2 telnet enable

Enable the telnet function. By default, it is enabled.

Step 3 end
Return to privileged EXEC mode.

Step 4 copy running-config startup-config

Save the settings in the configuration file.

Access Security Configurations
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6 Appendix: Default Parameters

Default settings of System Info are listed in the following tables.

Table 6-1 Default Settings of Device Description Configuration
Parameter Default Setting
Device Name The model name

of the switch.
Device Location SHENZHEN

System Contact www.tp-link.com

Table 6-2 Default Settings of Daylight Saving Time Configuration

Parameter Default Setting

DST status Disabled

Default settings of User Management are listed in the following table.

Table 6-3 Default Settings of User Configuration

Parameter Default Setting
User Name admin
Password admin
Access Level Admin

Default settings of System Tools are listed in the following table.

Table 6-4 Default Settings of Boot Configuration

Parameter Default Setting
Current Startup Image image1.bin
Next Startup Image image1.bin
Backup Image image2.bin
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Default settings of Access Security are listed in the following tables.

Table 6-5 Default Settings of Access Control Configuration

Parameter Default Setting

Control Mode Disabled

Table 6-6 Default Settings of HTTP Configuration

Parameter Default Setting
HTTP Enabled
Session Timeout 10 minutes
Number Control Disabled

Table 6-7 Default Settings of HTTPS Configuration

Parameter Default Setting
HTTPS Enabled
SSL Version 3 Enabled
TLS Version 1 Enabled
RSA_WITH_RC4_128_MD5 Enabled
RSA_WITH_RC4_128_SHA Enabled
RSA_WITH_DES_CBC_SHA Enabled
RSA_WITH_3DES_EDE_CBC_  Enabled
SHA

Session Timeout 10 minutes
Number Control Disabled

Table 6-8 Default Settings of SSH Configuration

Parameter Default Setting
SSH Disabled
Protocol V1 Enabled
Protocol V2 Enabled

Idle Timeout 120 seconds
Max Connect 5
AES128-CBC Enabled
AES192-CBC Enabled
AES256-CBC Enabled
Blowfish-CBC Enabled
Cast128-CBC Enabled
3DES-CBC Enabled
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Parameter Default Setting

HMAC-SHA1 Enabled

HMAC-MD5 Enabled

Key Type: SSH-2 RSA/DSA
Table 6-9 Default Settings of Telnet Configuration

Parameter Default Setting

Control Mode Enabled

Appendix: Default Parameters
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Managing Physical Interfaces Physical Interface

1

1.1

1.2

Physical Interface

Overview

Interfaces of a device are used to exchange data and interact with other network devices.
Interfaces are classified into physical interfaces and logical interfaces.

B Physical interfaces are the ports on the front panel or rear panel of the switch.

®m | ogical interfaces are manually configured and do not physically exist, such as
loopback interfaces and routing interfaces.

This chapter introduces the configurations for physical interfaces.

Supported Features

The switch supports the following features about physical interfaces:

Basic Parameters

You can configure port status, speed mode, duplex mode, flow control and other basic
parameters for ports.

Port Mirror

This function allows the switch to forward packet copies of the monitored ports to a
specific monitoring port. Then you can analyze the copied packets to monitor network
traffic and troubleshoot network problems.

Port Security

You can use this feature to limit the number of MAC addresses that can be learned on each
port, thus preventing the MAC address table from being exhausted by the attack packets.

Port Isolation
You can use this feature to restrict a specific port to send packets to only the ports in the
forward-port list that you configure.

Loopback Detection

This function allows the switch to detect loops in the network. When a loop is detected on
a port, the switch will display an alert on the management interface and further block the
corresponding port according to your configurations.
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2.1

Basic Parameters Configurations

Basic Parameters Configurations

Using the GUI

Choose the menu Switching > Port > Port Config to load the following page.

Figure 2-1  Configuring Basic Parameters

Global Config

Jumbo:

Port Config
UNIT: 1
Select  Port

101
102
1003
1/0i4
1/0i5
110/6
17
1/0/8
11009
11010

Oooooooooao

LAGS
Type

Copper
Copper
Copper
Copper
Copper
Copper
Copper
Copper
Sfp
Sfp

1518 {1518-9216, default: 1518) Apply

Description Status Speed Duplex Flow Control LAG
Enable Auta Auto Dizable -
Enable Auta Auto Dizable -
Enable Auto Auto Dizsable -
Enable Auto Auto Disable -
Enable Auto Auta Disable —
Enable Auto Auta Disable —
Enable Auto Auta Disable —
Enable Auto Auta Disable —
Enable 1000M Full Dizable -
Enable 1000M Full Disable —

’ All ] [ Apply [ Help ]

Follow these steps to set basic parameters for ports:

1) Set the jumbo frame value and click Apply.

Jumbo

With this option enabled, the port can send jumbo frames. The default MTU
(Maximum Transmission Unit) size for frames received and sent on all ports is
1518 bytes. A higher value means allowing the port to send jumbo frames. The
valid value ranges from 1518 to 9216 bytes.

2) Select and configure your desired ports or LAGs. Then click Apply.

UNIT:1/LAGS

Type

Description

Status

Click 1 to configure physical ports. Click LAGS to configure LAGs.

Displays the port type. Copper indicates an Ethernet port, and SFP or SFP+
indicates a fiber port.

Give a port description for identification.

With this option enabled, the port forwards packets normally. Otherwise, the port
discards all the received packets. By default, it is enabled.
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2.2

Speed Select the appropriate speed mode for the port. When Auto is selected, the

port autonegotiates speed mode with the connected device. The default
setting is Auto. This value is recommended if both ends of the line support auto-
negotiation.

Duplex Select the appropriate duplex mode for the port. There are three options: Half,

Full and Auto. When Auto is selected, the port autonegotiates duplex mode with
the connected device. The default setting is Auto.

Flow Control With this option enabled, the switch synchronizes the data transmission speed

with the peer device, thus avoiding the packet loss caused by congestion. By
default, it is disabled.

o

Note:

We recommend that you set the ports on both ends of a link as the same speed and duplex mode.

Using the CLI

Follow these steps to set basic parameters for the ports.

Step 1

Step 2

configure
Enter global configuration mode.

interface { fastEthernet port | range fastEthernet port-list | gigabitEthernet port | range
gigabitEthernet port-/ist | port-channel port-channel-id | range port-channel port-channel-
id-list }

Enter interface configuration mode.
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Step 3 Configure basic parameters for the port:
description sfring
Give a port description for identification.
string: Content of a port description, ranging from 1 to 16 characters.

shutdown
no shutdown

Use shutdown to disable the port, and use no shutdown to enable the port. When the
status is enabled, the port can forward packets normally, otherwise it will discard the
received packets. By default, all ports are enabled.

speed{10]100| 1000 |auto}
Set the appropriate speed mode for the port.

101100 1000 | auto: Speed mode of the port. The options are subject to your actual
product. The device connected to the port should be in the same speed and duplex
mode with the port. When auto is selected, the speed mode will be determined by auto
negotiation.

duplex { auto | full | half }
Set the appropriate duplex mode for the port.

auto | full | half: Duplex mode of the port. The device connected to the port should be in the
same speed and duplex mode with the port. When auto is selected, the duplex mode will be
determined by auto negotiation.

flow-control

Enable the switch to synchronize the data transmission speed with the peer device,
avoiding the packet loss caused by congestion. By default, this feature is disabled.

jumbo-size size

Change the MTU (Maximum Transmission Unit) size on the port to support jumbo frames.
The default MTU size for frames received and sent on all ports is 1518 bytes. For the port
with Jumbo enabled, the MTU size is up to 9216 bytes, thus allowing the port to send jumbo
frames.

Step 4 show interface configuration [ fastEthernet port | gigabitEthernet port | port-channel
port-channel-id ]

Verify the configuration of the port or LAG.

Step 5 end
Return to privileged EXEC mode.

Step 6 copy running-config startup-config
Save the settings in the configuration file.

The following example shows how to implement the basic configurations of port1/0/1,
including setting a description for the port, making the port autonegotiate speed and
duplex with the neighboring port, and enabling the flow-control and jumbo feature:

Switch#configure
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Switch(config)#interface gigabitEthernet 1/0/1

Switch(config-if)#no shutdown

Switch(config-if)#description router connection
Switch(config-if)#speed auto

Switch(config-if)#duplex auto

Switch(config-if)#flow-control

Switch(config-if)#jumbo

Switch(config-if)#show interface configuration gigabitEthernet 1/0/1
Port State Speed Duplex FlowCtrl Jumbo  Description
Gi1/0/1 Enable  Auto Auto Enable Enable  router connection
Switch(config-if)#end

Switch#copy running-config startup-config
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Port Mirror Configuration

3.1 Using the GUI

Choose the menu Switching > Port > Port Mirror to load the following page.

Figure 3-1  Mirror Session List

Mirror Session List

Session  Desiination Mode Source Operation
Ingress Only
1 1701 Egress Cnly Edit | Clear
Both

The above page displays a mirror session, and no more session can be created. Click Edit
to configure this mirror session on the following page.
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Figure 3-2  Configuring Port Mirror

Destination Port

Destination Port [ tFormat1iom) Apply

UNIT: 1

MRIETAETEGRT ]

Unseleded Part(s) ESeleded Portis) Ewntﬂvailablefnrsmectinn

Source Port
UNIT: 1 LAGS

Select  Por Ingress Egress LAG
[ v -
0 1101 Disable Disable —
0 10012 Disable Disable —
0 11013 Disable Disable —
0 11014 Disable Disable —
0 1105 Disable Disable —
0 11016 Disable Disable —
o Disable Disable —
[ 11018 Disable Disable —
0 11019 Disable Disable —
1 1010 Disable Disable —

| an | | appy | | Back | | Hep |

Follow these steps to configure Port Mirror:

1) In the Destination Port section, specify a monitoring port for the mirror session, and
click Apply.

2) In the Source Port section, select one or multiple monitored ports for configuration.
Then set the parameters and click Apply.

UNIT:1/LAGS Click 1 to select physical ports. Click LAGS to select LAGs.

Ingress With this option enabled, the packets received by the monitored port will be
copied to the monitoring port. By default, it is disabled.
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3.2

Egress With this option enabled, the packets sent by the monitored port will be copied to
the monitoring port. By default, it is disabled.

@ Note:

¢ The member port of an LAG cannot be set as a monitoring port or monitored port.

e Aportcannot be set as the monitoring port and monitored port at the same time.

Using the CLI

Follow these steps to configure Port Mirror.

Step 1 configure
Enter global configuration mode.

Step 2 monitor session session_num destination interface { fastEthernet por? | gigabitEthernet
port}

Enable the port mirror function and set the monitoring port.

session_num: The monitor session number. It can only be specified as 1.
port. The monitoring port number. You can specify only one monitoring port for the mirror
session.

Step 3 monitor session session_num source interface { fastEthernet port-iist | gigabitEthernet
port-list | port-channel port-channel-id } mode

Set the monitored ports.

session_num: The monitor session number. It can only be specified as 1.

port-list: List of monitored port. It is multi-optional.

mode: The monitor mode. There are three options: rx, tx and both:

rx: The incoming packets of the monitored port will be copied to the monitoring port.

tx: The outgoing packets of the monitored port will be copied to the monitoring port.
both: Both of the incoming and outgoing packets on monitored port can be copied to the
monitoring port.

Step 4 show monitor session
Verify the Port Mirror configuration.

Step 5 end
Return to privileged EXEC mode.

Step 6 copy running-config startup-config
Save the settings in the configuration file.

The following example shows how to copy the received and transmitted packets on port
1/0/1,2,3 to port 1/0/10.

Switch#configure
Switch(config)#monitor session 1 destination interface gigabitEthernet 1/0/10

Switch(config)#monitor session 1 source interface gigabitEthernet 1/0/1-3 both
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Switch(config)#show monitor session
Monitor Session: 1

Destination Port: ~ Gi1/0/10

Source Ports(Ingress): Gi1/0/1-3
Source Ports(Egress): Gi1/0/1-3
Switch(config-if)#end

Switch#copy running-config startup-config
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Port Security Configuration

4.1 Using the GUI

Choose the menu Switching > Port > Port Security to load the following page.

Figure 4-1 Port Security

Port Security
UMIT: 1

Select Fort Max Learned MAC Learned Mum Learn Mode Status
& [ ] v v
[ 1/0M1 G4 0 Dynamic Disable
[ 11042 G4 0 Dynamic Disable
[ 1043 G4 0 Dynamic Disable
[ 1/0/4 G4 0 Dynamic Disable
[ 1105 G4 0 Dynamic Disable
[ 1046 Gd 0 Cynamic Disable
[ 107 Gd 0 Cynamic Disable
[l 11048 Gid 0 Dynamic Disable
[l 1/0/9 G4 0 Dynamic Disable
[l 10M0 64 0 Dynamic Disable

[ Apply ] [ Help

Follow these steps to configure Port Security:
1) Select one or multiple ports for security configuration.

2) Specify the maximum number of the MAC addresses that can be learned on the port,
and then select the learn mode of the MAC addresses.

Max Learned MAC Specify the maximum number of MAC addresses that can be learned on the
port. When the learned MAC address number reaches the limit, the port will
stop learning. The default value is 64.

Learned Num Displays the number of MAC addresses that have been learned on the port.
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Learn Mode Select the learn mode of the MAC addresses on the port. Three modes are
provided:

Dynamic: The switch will delete the MAC addresses that are not used or
updated within the aging time. It is the default setting.

Static: The learned MAC addresses are out of the influence of the aging time
and can only be deleted manually. The learned entries will be cleared after the
switch is rebooted.

Permanent: The learned MAC addresses are out of the influence of the aging
time and can only be deleted manually. The learned entries will be saved even
the switch is rebooted.

3) Select the status of the port security feature.

Status Select the status of Port Security. Three kinds of status can be selected:

Drop: When the number of learned MAC addresses reaches the limit, the port
will stop learning and discard the packets with the MAC addresses that have
not been learned.

Forward: When the number of learned MAC addresses reaches the limit, the
port will stop learning but send the packets with the MAC addresses that have
not been learned.

Disable: The number limit on the port is not effective, and the switch follows the
original forwarding rules. It is the default setting.

4) Click Apply.

@ Note:

. Port Security cannot be enabled on the member port of a LAG, and the port with Port Security
enabled cannot be added to a LAG.

¢ Onone port, Port Security and 802.1X cannot be enabled at the same time.

4.2 Usingthe CLI

Follow these steps to configure Port Security:

Step 1 configure
Enter global configuration mode.

Step 2 interface { fastEthernet port | range fastEthernet port-iist | gigabitEthernet port| range

gigabitEthernet port-iist }
Enter interface configuration mode.
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Step 3 mac address-table max-mac-count { [max-number num] [mode { dynamic | static |
permanent}] [ status { forward | drop | disable }1}

Enable the port security feature of the port and configure the related parameters.

num: The maximum number of MAC addresses that can be learned on the port. The valid
values are from 0 to 64. The default value is 64.

mode: Learn mode of the MAC address. There are three modes:

dynamic: The switch will delete the MAC addresses that are not used or updated within the
aging time.

static: The learned MAC addresses are out of the influence of the aging time and can only
be deleted manually. The learned entries will be cleared after the switch is rebooted.

permanent: The learned MAC address is out of the influence of the aging time and can only
be deleted manually. The learned entries will be saved even the switch is rebooted.
status: Status of port security feature. By default, it is disabled.

drop: When the number of learned MAC addresses reaches the limit, the port will stop
learning and discard the packets with the MAC addresses that have not been learned.

forward: When the number of learned MAC addresses reaches the limit, the port will stop
learning but send the packets with the MAC addresses that have not been learned.

disable: The number limit on the port is not effective, and the switch follows the original
forwarding rules. It is the default setting.

Step 4 show mac address-table max-mac-count interface { fastEthernet por? | gigabitEthernet
port}

Verify the Port Security configuration and the current learned MAC addresses of the port.

Step 5 end
Return to privileged EXEC mode.

Step 6 copy running-config startup-config
Save the settings in the configuration file.

The following example shows how to set the maximum number of MAC addresses that can
be learned on port 1/0/1 as 30 and configure the mode as permanent and the status as
drop:

Switch#configure
Switch(config)#interface gigabitEthernet 1/0/1

Switch(config-if)#mac address-table max-mac-count max-number 30 mode permanent
status drop

Switch(config-if)#show mac address-table max-mac-count interface gigabitEthernet

1/0/1
Port Max-learn Current-learn Mode Status
Gi1/0/17 30 0 permanent drop
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Switch(config-if)#end

Switch#copy running-config startup-config
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5 Port Isolation Configurations

5.1 Using the GUI

Choose the menu Switching > Port > Port Isolation to load the following page.

Figure 5-1 Port Isolation List

Port Isolation List
LUNIT: 1 LAGS

Port LAG Forward Portlist
1101 — 110110 LAG1-14
11012 — 1/01-10, LAG1-14
11013 — 110110 LAG1-14
11014 — 1/01-10, LAG1-14
11015 — 1/01-10 LAG1-14
1/0/6 — 1/01-10, LAG1-14
1o — 1/01-10 LAG1-14
1/0/8 — 1/01-10, LAG1-14
11019 — 1/01-10, LAG1-14
110110 — 110110 LAG1-14

| Edt | | Hep |

The above page displays the port isolation list. Click Edit to configure Port Isolation on the
following page.

Configuration Guide = 88



Managing Physical Interfaces Port Isolation Configurations

Figure 5-2  Port Isolation

Part Isolation Config

Part:
UMIT: 1 LAGS

[9][40]

[ All ] [Clear ] [ Help ]

Forward Portlist:
LIMIT: 1 LAGS

(9]0}

[ All ] [ Clear ] [ Apply ] [ Back ]

. Unselected Porl(s) ESeleded Port(s) ENntﬂvailable for Selection

Follow these steps to configure Port Isolation:
1) Inthe Port section, select one or multiple ports to be isolated.

2) In the Forward Portlist section, select the forward ports or LAGs which the isolated
ports can only communicate with. It is multi-optional.

3) Click Apply.

5.2 Usingthe CLI

Follow these steps to configure Port Isolation:

Step 1 configure
Enter global configuration mode.

Step 2 interface { fastEthernet port | range fastEthernet port-iist | gigabitEthernet port | range
gigabitEthernet port-list}

Enter interface configuration mode.

Step 3 portisolation { [gi-forward-list g/-forward-lisf] [ po-forward-list po-forward-list]}

Specify ports or LAGs to the forward list of the specific port which can only communicate
with the forward ports or LAGs. It is multi-optional.

gi-forward-list. The list of Ethernet ports.
po-forward-list: The list of LAGs.

Step 4 show portisolation interface { fastEthernet port | gigabitEthernet port}
Verify the Port Isolation configuration of the specified port.
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Step 5 end
Return to privileged EXEC mode.

Step 6 copy running-config startup-config
Save the settings in the configuration file.

The following example shows how to add ports 1/0/1-3 and LAG 4 to the forward list of port
1/0/5:

Switch#configure

Switch(config)#interface gigabitEthernet 1/0/5

Switch(config-if)#port isolation gi-forward-list 1/0/1-3 po-forward-list 4
Switch(config-if)#show port isolation interface gigabitEthernet 1/0/5
Port LAG Forward-List

Gi1/0/5 N/A  Gi1/0/1-3,Po4

Switch(config-if)#end

Switch#copy running-config startup-config
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6.1

Loopback Detection Configuration

Using the GUI

To avoid broadcast storm, we recommend that you enable storm control before loopback
detection is enabled. For detailed introductions about storm control, refer to Configuring
QoS.

Choose the menu Switching > Port > Loopback Detection to load the following page.

Figure 6-1 Loopback Detection

Global config
Loopback Detection Status: Enable ™ Disable
Detection Interval: B30 | seconds(1-1000)
Automatic Recovery Time: |3 | detection times(1-100}) Apply
Web Refresh Status: Enahle ® Disable
Web Refresh Interval: 6 | seconds(3-100)
FPort Config
UNIT: 1 LAGS
Select FPort Status Operation mode Recovery mode Loop status Block status LAG
v | | v
1/0M1 Disable Alert Auto - — —
1/0:2 Disable Alert Auto - — —
1/0/3 Disable Alert Auto - — —
1/0/4 Disable Alert Auto - — —
1/0/5 Disable Alert Auto - — —
1/0/6 Disable Alert Auto - — —
107 Disable Alert Auto - — —
1/0/8 Disable Alert Auto - — —
1/0/9 Disable Alert Auto - — —
10110 Disable Alert Auto - — —
l All ] [ Apply ] [Recover] [ Help ]

Follow these steps to configure loopback detection:
1) In the Global Config section, enable loopback detection and configure the global
parameters. Then click Apply.

Loopback Enable loopback detection globally.
Detection Status

Detection Set the interval of sending loopback detection packets.
Interval
The valid values are from 1 to 1000 seconds and the default value is 30 seconds.
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Automatic
Recovery Time

Web Refresh
Status

Web Refresh
Interval

Loopback Detection Configuration

Set the recovery time globally, after which the blocked port in Auto Recovery
mode can automatically recover to normal status.

It should be integral times of detection interval. The valid values are from 1 to
100, and the default value is 3.

With this option enabled, the switch refreshes the web timely. By default, it is
disabled.

If you enabled web refresh, set the refresh interval between 3 and 100 seconds.
The default value is 6 seconds.

2) In the Port Config section, select one or multiple ports for configuration. Then set the
parameters and click Apply.

Status

Operation Mode

Recovery Mode

Enable loopback detection for the port.

Select the operation mode when a loopback is detected on the port:
Alert: The switch will display alerts. It is the default setting.

Port Based: In addition to displaying alerts, the switch will block the port on which
the loop is detected.

If you select Port Based as the operation mode, you also need to configure the
recovery mode for the blocked port:

Auto: The blocked port will automatically recover to normal status after the
automatic recovery time. It is the default setting.

Manual: You need to manually release the blocked port. Click the Recovery
button to release the selected port.

3) View the loopback detection information on this page.

Loop Status

Block Status

6.2 Usingthe CLI

Displays whether a loop is detected on the port.

Displays whether the port is blocked.

Follow these steps to configure Loopback Detection:

Step 1 configure

Enter global configuration mode.

Step 2 loopback-detection

Enable the loopback detection feature globally. By default, it is disabled.
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Step 3

Step 4

Step 5

Step 6

Step 7

Step 9

Step 10

Step 11

Step 12

loopback-detection interval interval-time

Set the interval of sending loopback detection packets which is used to detect the loops in
the network.

interval-time: The interval of sending loopback detection packets. The valid values are from
1 to 1000 seconds. By default, the value is 30 seconds.

loopback-detection recovery-time recovery-time

Set the recovery time, after which the blocked port in Auto Recovery mode can
automatically recover to normal status.

recovery-time: It is integral times of detection interval, ranging from 1 to 100. The default
value is 3.

interface { fastEthernet port | range fastEthernet port-iist | gigabitEthernet port| range
gigabitEthernet port-/ist}

Enter interface configuration mode.

loopback-detection
Enable loopback detection of the port. By default, it is disabled.

loopback-detection config [ process-mode { alert | port-based } 1 [ recovery-mode { auto
| manual }]

Set the process mode when a loopback is detected on the port. There are two modes:

alert: The switch will only display alerts when a loopback is detected. It is the default setting.

port-based: In addition to displaying alerts, the switch will block the port on which the loop
is detected.

Set the recovery mode for the blocked port. There are two modes:

auto: After the recovery time, the blocked port will automatically recover to normal status
and restart to detect loops in the network.

manual: The blocked port can only be released manually. You can use the command
'loopback-detection recover' to recover the blocked port to normal status.

show loopback-detection global
Verify the global configuration of Loopback Detection.

show loopback-detection interface { fastEthernet port | gigabitEthernet port}
Verify the Loopback Detection configuration of the specified port.

end
Return to privileged EXEC mode.

copy running-config startup-config
Save the settings in the configuration file.

The following example shows how to enable loopback detection globally (keeping the
default parameters):

Switch#configure

Switch(config)#loopback-detection
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Switch(config)#show loopback-detection global
Loopback detection global status : enable
Loopback detection interval : 30 s
Loopback detection recovery time: 3 intervals

Switch(config-if)#end

Switch#copy running-config startup-config

The following example shows how to enable loopback detection of port 1/0/3 and set the
process mode as alert and recovery mode as auto:

Switch#configure

Switch(config)#interface gigabitEthernet 1/0/3

Switch(config-if)#loopback-detection

Switch(config-if)#loopback-detection config process-mode alert recovery-mode auto
Switch(config-if)##show loopback-detection interface gigabitEthernet 1/0/3

Port Enable Process Mode Recovery Mode Loopback Block LAG
Gi1/0/3 enable alert auto N/A N/A N/A
Switch(config-if)#end

Switch#copy running-config startup-config
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7

7.1

7.1.1

7.1.2

7.1.3

Configuration Examples

Example for Port Mirror

Network Requirements

As shown below, several hosts and a network analyzer are directly connected to the switch.
For network security and troubleshooting, the network manager needs to use the network
analyzer to monitor the data packets from the end hosts.

Figure 7-1  Network Topology

g g Gi1/0/2-5
g g Switch

Hosts Network Analyzer

Configuration Scheme
To implement this requirement, you can configure port mirror to copy the packets from

ports 1/0/2-5 to port 1/0/1. The overview of configuration is as follows:

1) Specify ports 1/0/2-5 as the source ports, allowing the switch to copy the packets from
the hosts.

2) Specify port 1/0/1 as the destination port so that the network analyzer can receive
mirrored packets from the hosts.

The following sections provide configuration procedure in two ways: using the GUI and
using the CLI.

Using the GUI

1) Choose the menu Switching > Port > Port Mirror to load the following page. It displays
the information of the mirror session.

Configuration Guide = 95



Managing Physical Interfaces Configuration Examples

Figure 7-2  Mirror Session List

Mirror Session List

Session  Destination Mode Source Operation
Ingress Only
1 — Egress Only Edity Clear
Both

2) Click Edit on the above page to load the following page. In the Destination Port section,
select port 1/0/1 as the monitoring port and click Apply.

Figure 7-3  Destination Port Configuration

Destination Fort

Destination Port: 1/0/1 {Format: 1/0/1) Apply

UNIT: 1

|:!|2|3|4|5|E|?|E= [9]10]

E Unselected Port(s) E Selected Port(s) E Mot Available for Selection

3) In the Source Port section, select ports 1/0/2-5 as the monitored ports, and enable
Ingress and Egress to allow the received and sent packets to be copied to the
monitoring port. Then click Apply.

Figure 7-4  Source Port Configuration

Source Port
UMIT: 1 LAGS
Select Port Ingress Egress LAG
n

1071 Disable Disable
11072 Disable Disable ~
11013 Disable Disable
1/0/4 Disable Disable
110/5 Disable Disable
O 110/6 Disable Disable
O 10077 Disable Disable
O 110/8 Disable Disable
O 110/9 Disable Disable
] 1Mo Disable Disable
] o Disable Disable v
1 1oz Disable Disable

[ At | [ Aopy )| [ Back | [ Hep |

4) Click Save Config to save the settings.

Configuration Guide = 96



Managing Physical Interfaces Configuration Examples

7.1.4 Using the CLI

7.2

7.2.1

Switch#configure

Switch(config)#monitor session 1 destination interface gigabitEthernet 1/0/1
Switch(config)#monitor session 1 source interface gigabitEthernet 1/0/2-5 both
Switch(config)#end

Switch#copy running-config startup-config

Verify the Configuration

Switch#show monitor session 1
Monitor Session: 1
Destination Port: Gi1/0/1
Source Ports(Ingress): Gi1/0/2-5

Source Ports(Egress): Gi1/0/2-5
Example for Port Isolation

Network Requirements

As shown below, three hosts and a server are connected to the switch and all belong to
VLAN 10. With the VLAN configuration unchanged, Host A is not allowed to communicate
with the other hosts except the server, even if the MAC address or IP address of Host A is
changed.

Figure 7-5 Network Topology

Switch

Gi1/0/4

Host A Host B Host C Server
VLAN 10
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7.2.2 Configuration Scheme

7.2.3

Configuration Examples

You can configure port isolation to implement the requirement. Set 1/0/4 as the only
forwarding port for port 1/0/1, thus forbidding Host A to forward packets to the other

hosts.

The following sections provide configuration procedure in two ways: using the GUI and

using the CLI.

Using the GUI

1) Choose the menu Switching > Port > Port Isolation to load the following page. It

displays the portisolation list.

Figure 7-6  Port Isolation List

Part Isolation List

UMIT:
Port
1101
102
11073
1704
17105
1106
1T
170/a
110G
1/0M10

1 LAGS
LAG

Forward Portlist
1/0M-10,LAG1-14
1/0M1-10,LAG1-14
1/0M1-10,LAG1-14
1/0M-10,LAG1-14
1/0M1-10,LAG1-14
1/0M-10,LAG1-14
1/0M1-10,LAG1-14
1/0M-10,LAG1-14
1/0M1-10,LAG1-14
1/0M1-10,LAG1-14

I Edit I Help

2) Click Edit on the above page to load the following page. Select port 1/0/1 as the
isolated port, and select port 1/0/4 as the forwarding port. Click Apply.
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Figure 7-7 Port Isolation Configuration

Port Isolation Config

Port:
UNIT: 1 LAGS

|:Izl3|4|5|5|?|a [9]10]

| an | [ cear | [ Hep |

Forward Portlist:
UNIT: 1 LAGS

E Unselected Port(s) E Selected Port(s) E Mot Available for Selection

3) Click Save Config to save the settings.
7.2.4 Using the CLI

Switch#configure

Switch(config)#interface gigabitEthernet 1/0/1
Switch(config-if)#port isolation gi-forward-list 1/0/4
Switch(config-if)#end

Switch#copy running-config startup-config

Verify the Configuration

Switch#show port isolation interface
Port LAG Forward-List
Gi1/0/1  N/A  Gi1/0/4

Gi1/0/2 N/A  Gi1/0/1-10,Po1-14
Gi1/0/3 N/A  Gi1/0/1-10,Po1-14
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7.3

7.3.1

7.3.2

7.3.3

Example for Loopback Detection

Network Requirements

As shown below, Switch A is a convergence-layer switch connecting several access-
layer switches. Loops can be easily caused in case of misoperation on the access-
layer switches. If there is a loop on an access-layer switch, broadcast storms will occur
on Switch A or even in the entire network, creating excessive traffic and degrading the
network performance.

To reduce the impacts of broadcast storms, users need to detect loops in the network via
Switch A and timely block the port on which a loop is detected.

Figure 7-8 Network Topology

Switch A

Gi1/0/3

Management Host

\ccess-layer Switches

Configuration Scheme

Enable loopback detection on ports 1/0/1-3 and configure SNMP to receive the
notifications. For detailed instructions about SNMP, refer to Configuring SNMP & RMON.
Here we introduce how to configure loopback detection and monitor the detection result
on the management interface of the switch.

The following sections provide configuration procedure in two ways: using the GUI and
using the CLI.

Using the GUI

1) Choose the menu Switching > Port > Loopback Detection to load the configuration
page.

2) Inthe Global Config section, enable loopback detection and web refresh globally. Keep
the default parameters and click Apply.
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3)

4)

Figure 7-9  Global Configuration

Global config

Loopback Detection
Status:

® Enable|) Disable

Detfection Interval: seconds(1-1000)
Automatic Recovery detection times(1-100) Apply

Web Refresh Status: O Disable
Web Refreshinterval (6 | seconds(3-100)

In the Port Config section, enable ports 1/0/1-3, select the operation mode as Port
based so that the port will be blocked when a loop is detected, and keep the recovery
mode as Auto so that the port will recover to normal status after the automatic recovery
time. Click Apply.

Figure 7-10 Port Configuration

Port Config
UNIT: 1 LAGS

Select Port Status Operation mode  Recovery mode Loop status Block status LAG
0
w1 170 Enable Port based Auto —
14072 Enable Port based Auto —
[+] 1/0/3 Enable Port based Auto =
1 1/0/4 Disable Alert Auto —
| 105 Disable Alert Auto —
1 1106 Disable Alert Auto —
| 107 Disable Alert Auto —
| 1/0/8 Disable Alert Auto —
1 1/0/9 Disable Alert Auto —
| 1000 Disable Alert Auto —

[ ar ] | Aeoy | [Recover] [ Hep |

Monitor the detection result on the above page. The Loop status and Block status are
displayed on the right side of ports.

7.3.4 Using the CLI

1)

2)

Enable loopback detection globally and configure the detection interval and recovery
time.

Switch#configure
Switch(config)#loopback-detection
Switch(config)#loopback-detection interval 30

Switch(config)#loopback-detection recovery-time 3

Enable loopback detection on ports 1/0/1-3 and set the process mode and recovery
mode.

Switch(config)#interface gigabitEthernet 1/0/1
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Switch(config-if)#loopback-detection

Switch(config-if)#loopback-detection config process-mode port-based recovery-mode
auto

Switch(config-if)#exit
Switch(config)#interface gigabitEthernet 1/0/2
Switch(config-if)#loopback-detection

Switch(config-if)#loopback-detection config process-mode port-based recovery-mode
auto

Switch(config-if)#exit
Switch(config)#interface gigabitEthernet 1/0/3
Switch(config-if)#loopback-detection

Switch(config-if)j#loopback-detection config process-mode port-based recovery-mode
auto

Switch(config-if)j#tend

Switch#copy running-config startup-config

Verify the Configuration
Verify the global configuration:
Switch#show loopback-detection global
Loopback detection global status : disable
Loopback detection interval: 30 s

Loopback detection recovery time : 3 intervals

Verify the loopback detection configuration on ports:
Switch#show loopback-detection interface

Port Enable Process Mode Recovery Mode Loopback Block LAG

Gi1/0/1 enable port-based auto N/A N/A  N/A
Gi1/0/2 enable port-based auto N/A N/A  N/A
Gi1/0/3 enable port-based auto N/A N/A  N/A
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8 Appendix: Default Parameters

Default settings of Switching are listed in th following tables.

Table 8-1 Configurations for Ports
Parameter Default Setting
Port Config
Type Copper
Status Enable
Speed Auto
Duplex Auto
Flow Control Disable
Jumbo 1518 Bytes
Port Mirror
Ingress Disable
Egress Disable
Port Security
Max Learned MAC 64
Learned Num 0
Learned Mode Dynamic
Status Disable
Loopback Detection
Loopback Detection Disable
Status
Detection Interval 30 seconds

Automatic Recovery Time 3 detection times

Web Refresh Status Disable

Web Refresh Interval 6 seconds
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Parameter

Port Status

Operation mode

Recovery mode

Default Setting
Disable
Alert

Auto

Appendix: Default Parameters
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Configuring LAG LAG

1

1.1

1.2

LAG

Overview

With LAG (Link Aggregation Group) function, you can aggregate multiple physical ports into
a logical interface to increase link bandwidth and configure the backup ports to enhance
the connection reliability.

Supported Features

You can configure LAG in two ways: static LAG and LACP (Link Aggregation Control
Protocol).

Static LAG

The member ports are manually added to the LAG.

LACP

The switch uses LACP to implement dynamic link aggregation and disaggregation
by exchanging LACP packets with its partner. LACP extends the flexibility of the LAG
configuration.
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2

LAG Configuration

To complete LAG configuration, follow these steps:

1) Configure the global load-balancing algorithm.
2) Configure Static LAG or LACP.

Configuration Guidelines

Ensure that both ends of the aggregation link work in the same LAG mode. For example,
if the local end works in LACP mode, the peer end should be set as LACP mode.

Ensure the LAGs of the devices on both sides have the same number of member ports.

Ensure the both ends of a link have the same port parameter configurations,
including Speed, Duplex, Jumbo and Flow Control. Note that you should configure
these parameters for the LAG, because the member ports of the LAG follow the port
parameter configurations of the LAG instead of their own.

A port cannot be added to more than one LAG at the same time.
LACP does not support half-duplex links.

One static LAG supports up to eight member ports. All the member ports share the
traffic evenly. If an active link fails, the other active links share the traffic evenly.

One LACP LAG supports more than eight member ports, but at most eight of them can
be active. Using LACP protocol, the switches negotiate parameters and determine
the active ports. When an active link fails, the link with the highest priority among the
inactive links will replace the faulty link and start to forward data.

For IGMP Snooping, 802.1Q VLAN, MAC VLAN, Protocol VLAN, VLAN-VPN, GVRP, Voice
VLAN, STP, QoS, DHCP Snooping, and the basic port parameters including Speed,
Duplex, Jumbo and Flow Control, the member pot of an LAG follows the configuration
of the LAG but not its own. The configurations of the port can take effect only after it
leaves the LAG.

The port which is enabled with Port Security, Port Mirror, MAC Address Filtering or
802.1X cannot be added to LAG, and the member port of an LAG cannot be enabled
with these functions.

Configuration Guide = 107



Configuring LAG LAG Configuration

2.1 Using the GUI

2.1.1 Configuring Load-balancing Algorithm

Choose the menu Switching > LAG > LAG Table to load the following page.

F

igure 2-1  Global Config
Global Config
Hash Algorithm: |SRC MAC+DST MAC[+ | Apply
LAG Table
Select  Group Mumber Description Member Operation

No entry in the table.

[ At | [ Delete | | Hep |

In the Global Config section, select the load-balancing algorithm. Click Apply.

Hash Algorithm Select the Hash Algorithm, based on which the switch can choose the port to send
the received packets. In this way, different data flows are forwarded on different
physical links to implement load balancing. There are six options:

SRC MAC: The computation is based on the source MAC addresses of the packets.

DST MAC: The computation is based on the destination MAC addresses of the
packets.

SRC MAC+DST MAC: The computation is based on the source and destination MAC
addresses of the packets.

SRC IP: The computation is based on the source IP addresses of the packets.
DST IP: The computation is based on the destination IP addresses of the packets.

SRC IP+DST IP: The computation is based on the source and destination IP
addresses of the packets.

Tips:

Load-balancing algorithm is effective only for outgoing traffic. If the data stream is not
well shared by each link, you can change the algorithm of the outgoing interface.

Please properly choose the load-balancing algorithm to avoid data stream transferring
only on one physical link. For example, Switch A receives packets from several hosts
and forwards them to the Server with the fixed MAC address and IP address, you can
set the algorithm as "SRC MAC+SRC IP" to allow Switch A to determine the forwarding
port based on the source MAC addresses and source IP addresses of the received
packets.
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Figure 2-2 Hash Algorithm Configuration

o=@

Hosts Server

2.1.2 Configuring Static LAG or LACP

For one port, you can choose only one LAG mode: Static LAG or LACP. And make sure both
ends of a link use the same LAG mode.

®  Configuring Static LAG

Choose the menu Switching > LAG > Static LAG to load the following page.

Figure 2-3  Static LAG

LAG Config

Group Number: | LAGT v |

Description | |

Member Port
UNIT: 1

MOrEIEAEIE TR e

[ Clear ] [ Apply ] [ Help ]

E Unselected Portis) E Selected Port(s) E Mot Available for Selection

Follow these steps to configure the static LAG:

1) Inthe LAG Config section, select an LAG for configuration.
Group Number Select an LAG for static LAG configuration.

Description Displays the LAG mode.

2) Inthe Member Port section, select the member ports for the LAG. It is multi-optional.

3) Click Apply.

@ Note:

Clearing all member ports will delete the LAG.
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®  Configuring LACP

LAG Configuration

Choose the menu Switching > LAG > LACP to load the following page.

Figure 2-4 LACP Config

Global Config

System Priority:

32768 (0-65535) Apply

LACF Config
UNIT: 1
Select Port Admin Key Part Priority(0-65535) Mode Status LAG
| | | | M v
101 0 32768 Passive Disable —
1/0/2 0 32768 Passive Disable —
1013 0 32768 Passive Disable —
1/0/4 0 32768 Passive Disable —
1/0/5 0 32768 Passive Disable —
1/0/6 0 32768 Passive Disable —
107 0 32768 Passive Disable —
1/0/8 0 32768 Passive Disable —
1/0/9 0 32768 Passive Disable —
1010 0 32768 Passive Disable —
[ an | [ appy | [ Hep |

Follow these steps to configure LACP:

1) Specify the system priority for the switch and click Apply.

System Priority

Specify the system priority for the switch. A smaller value means a higher priority.

To keep active ports consistent at both ends, you can set the priority of one
device to be higher than that of the other device. The device with higher priority
will determine its active ports, and the other device can select its active ports
according to the selection result of the device with higher priority. If the two ends
have the same system priority value, the end with a smaller MAC address has the
higher priority.

2) Select member ports for the LAG and configure the related parameters. Click Apply.

Admin Key

Port Priority
(0-65535)

Specify the Admin Key which you can regard as the group number of the LAG.
Note that the group number of other static LAGs cannot be set as an Admin Key.

The valid value of the Admin Key is determined by the maximum number of LAG

supported by your switch. For example, if your switch supports up to 14 LAGs,
the valid value is from 1 to 14.

Specify the Port Priority. A smaller value means a higher port priority.
The port with higher priority in an LAG will be selected as the active port to

forward data. If two ports have the same priority value, the port with a smaller
port number has the higher priority.
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Mode

Status

LAG Configuration

Select the LACP mode for the port.

In LACP, the switch uses LACPDU (Link Aggregation Control Protocol Data Unit)
to negotiate the parameters with the peer end. In this way, the two ends select
active ports and form the aggregation link. The LACP mode determines whether
the port will take the initiative to send the LACPDU. There are two modes:

Passive: The port will not send LACPDU before receiving the LACPDU from the
peer end.

Active: The port will take the initiative to send LACPDU.

Note: For successful LACP negotiation, make sure at least one end of the link is
configured as Active.

Enable the LACP function of the port. By default, it is disabled.

2.2 Usingthe CLI

2.2.1 Configuring Load-balancing Algorithm

Follow these steps to configure the load-balancing algorithm:

Step 1

Step 2

Step 3

Step 4

configure

Enter global configuration mode.

port-channel load-balance { src-mac | dst-mac | src-dst-mac | src-ip | dst-ip | src-dst-ip }
Select the Hash Algorithm. The switch will choose the ports to transfer the packets based
on the Hash Algorithm. In this way, different data flows are forwarded on different physical
links to implement load balancing.

src-mac: The computation is based on the source MAC addresses of the packets.

dst-mac: The computation is based on the destination MAC addresses of the packets.

src-dst-mac: The computation is based on the source and destination MAC addresses of
the packets.

src-ip: The computation is based on the source IP addresses of the packets.
dst-ip: The computation is based on the destination IP addresses of the packets.

src-dst-ip: The computation is based on the source and destination IP addresses of the
packets.

show etherchannel load-balance

Verify the configuration of load-balancing algorithm.

end

Return to privileged EXEC mode.
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2.2.2

Step 5 copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to set the global load-balancing mode as src-dst-mac:
Switch#configure

Switch(config)#port-channel load-balance src-dst-mac

Switch(config)#show etherchannel load-balance

EtherChannel Load-Balancing Configuration: src-dst-mac

EtherChannel Load-Balancing Addresses Used Per-Protocol:

Non-IP: Source XOR Destination MAC address

IPv4: Source XOR Destination MAC address

IPv6: Source XOR Destination MAC address

Switch(config)#end

Switch#copy running-config startup-config

Configuring Static LAG or LACP

You can choose only one LAG mode for a port: Static LAG or LACP. And make sure both
ends of a link use the same LAG mode.
®  Configuring Static LAG

Follow these steps to configure static LAG:

Step 1 configure

Enter global configuration mode.

Step 2 interface { fastEthernet port | range fastEthernet port-list | gigabitEthernet porf | range
gigabitEthernet port-list }

Enter interface configuration mode.

Step 3 channel-group num mode on

Add the port to a static LAG.

num: The group number of the LAG.

Step 4 show etherchannel num summary
Verify the configuration of the static LAG.

num: The group number of the LAG.
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Step 5 end
Return to privileged EXEC mode.

Step 6 copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to add ports1/0/5-8 to LAG 2 and set the mode as static
LAG:

Switch#configure
Switch(config)#interface range gigabitEthernet 1/0/5-8
Switch(config-if-range)#channel-group 2 mode on
Switch(config-if-range)#show etherchannel 2 summary
Flags: D - down P - bundled in port-channel U-inuse

| - stand-alone H - hot-standby(LACP only) s - suspended

R -layer3 S - layer2 f - failed to allocate aggregator

u - unsuitable for bundling  w - waiting to be aggregated  d - default port

Group Port-channel Protocol Ports

2 Po2(S) - Gi1/0/5(D) Gi1/0/6(D) Gi1/0/7(D) Gi1/0/8(D)
Switch(config-if-range)#end

Switch#copy running-config startup-config

= Configuring LACP

Follow these steps to configure LACP:

Step 1 configure

Enter global configuration mode.

Step 2 lacp system-priority pri
Specify the system priority for the switch.

To keep active ports consistent at both ends, you can set the priority of one device to be
higher than that of the other device. The device with higher priority will determine its active
ports, and the other device can select its active ports according to the selection result of
the device with higher priority. If the two ends have the same system priority value, the end
with a smaller MAC address has the higher priority.

pri: System priority. The valid values are from 0 to 65535, and the default value is 32768. A
smaller value means a higher device priority.
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Step 3 interface {fastEthernet port | range fastEthernet port-ist | gigabitEthernet port | range
gigabitEthernet port-/ist }

Enter interface configuration mode.

Step 4 channel-group num mode { active | passive }

Add the port to an LAG and set the mode as LACP.

num: The group number of the LAG.
mode: Specify the LACP mode. Here you need to select LACP mode: active or passive.

In LACP, the switch uses LACPDU (Link Aggregation Control Protocol Data Unit) to
negotiate the parameters with the peer end. In this way, the two ends select active ports
and form the aggregation link. The LACP mode determines whether the port will take the
initiative to send the LACPDU.

passive: The port will not send LACPDU before receiving the LACPDU from the peer end.
active: The port will take the initiative to send LACPDU.

Note: For successful LACP negotiation, make sure at least one end of the link is configured
as Active.

Step 5 lacp port-priority pri

Specify the Port Priority. The port with higher priority in an LAG will be selected as the active
port. If two ports have the same priority value, the port with a smaller port number has the
higher priority.

pri: Port priority. The valid values are from 0 to 65535, and the default value is 32768. A
smaller value means a higher port priority.

Step 6 show lacp sys-id
Verify the global system priority.

Step 7 show lacp internal

Verify the LACP configuration of the local switch.

Step 8 end
Return to privileged EXEC mode.

Step 9 copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to specify the system priority of the switch as 2:
Switch#configure

Switch(config)#lacp system-priority 2

Switch(config)#show lacp sys-id

2,000a.eb13.2397

Switch(config)#end
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Switch#copy running-config startup-config

The following example shows how to add ports 1/0/1-4 to LAG 6, set the mode as LACP,
and select the LACPDU sending mode as active:

Switch#configure
Switch(config)#interface range gigabitEthernet 1/0/1-4
Switch(config-if-range)#channel-group 6 mode active
Switch(config-if-range)#show lacp internal
Flags: S - Device is requesting Slow LACPDUs

F - Device is requesting Fast LACPDUs

A - Device is in active mode

P - Device is in passive mode
Channel group 6

Port Flags State LACP PortPriority Admin Key OperKey PortNumber Port State

Gi1/0/1 SA Up 32768 Ox6 Ox4b1 0x1 0x7d
Gi1/0/2 SA  Down 32768 Ox6 0 0x2 0x45
Gi1/0/3 SA Down 32768 Ox6 0 0x3 0x45
Gi1/0/4 SA Down 32768 0Ox6 0 Ox4 0x45

Switch(config-if-range)#end

Switch#copy running-config startup-config
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3 Configuration Example

3.1

3.2

Network Requirements

As shown below, users and servers are connected to Switch A and Switch B, and heavy
traffic is transmitted between the two switches. To achieve high speed and reliability
of data transmission, users need to improve the bandwidth and redundancy of the link
between the two switches.

Configuration Scheme

LAG function can bundle multiple physical ports into one logical interface to increase
bandwidth and improve reliability. In this case, we take LACP as an example.

As shown below, you can bundle up to eight physical ports into one logical aggregation
group to transmit data on the two switches, and respectively connect the ports of the
groups. In addition, another two redundant links can be set as the backup. To avoid traffic
bottleneck between the servers and Switch B, you also need to configure LAG on them to
increase link bandwidth. Here we mainly introduce the LAG configuration between the two
switches.

Figure 3-1  Network Topology

Gi1/0/1 Gi1/0/1

g Switcha Gi1/0/10 G100 oo g

Hosts Servers

The overview of the configuration is as follows:

1) Considering there are multiple devices on each end, configure the load-balancing
algorithm as 'SRC MAC+DST MAC".

2) Specify the system priority for the switches. Here we choose Switch A as the dominate
device and specify a higher system priority for it.

3) Add ports 1/0/1-10 to the LAG and set the mode as LACP.

4) Specify a high port priority for ports 1/0/1-8 to set them as the active ports, and a low
port priority for ports 1/0/9-10 to set them as the backup ports. When any of the active
ports is down, the backup ports will be enabled to transmit data.

Demonstrated with T2500G-10MPS, the following sections provide configuration
procedure in two ways: using the GUI and using the CLI.
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3.3 Using the GUI

The configurations of Switch A and Switch B are similar. The following introductions take
Switch A as an example.

1) Choose the menu Switching > LAG > LAG Table to load the following page. Select the
hash algorithm as 'SRC MAC+DST MAC'.

Figure 3-2  Global Configuration

Global Config

Hash Algorithm: | SRC MAC+DSTMAC v Apply
LAG Table
Select Group Numhber Description Member Operation

Mo entry in the table.

| Al | [ Delete | | Help |

2) Choose the menu Switching > LAG > LACP Config to load the following page. In the
Global Config section, specify the system priority of Switch A as 0 and Click Apply.
Remember to ensure that the system priority value of Switch B is bigger than 0.

Figure 3-3 System Priority Configuration

Global Config
System Priority: I |i0-55535)

3) Inthe LACP Config section, select ports 1/0/1-10, and respectively set the admin key,
port priority, mode and status for each port as follows. Click Apply.
Figure 3-4 LACP Configuration

Global Config
System Priority: [32768 | (0-65535)

LACF Config
UNIT: 1

Select Port Admin Key Port Priority(0-65535) Mode Status LAG
0 — ) E—

O 1701 1 32768 Active Enable —
[ 1/0i2 1 32763 Active Enable —
O 1/0/3 1 32763 Active Enable —
[ 1/0/4 1 32768 Active Enable —
O 1/0i5 1 32768 Active Enable —
[ 1016 1 32768 Active Enable —
[ 107 1 32783 Active Enable —
O 1/0/8 1 32768 Active Enable —
[] 1/0/9 1 32763 Active Enable —
[] 1/0/10 1 32768 Active Enable —

[ A | Aoy ] [ Hep |

4) Click Save Config to save the settings.
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3.4

Using the CLI

The configurations of Switch A and Switch B are similar. The following introductions take
Switch A as an example.

1)

2)

3)

4)

5)

Configure the load-balancing algorithm as “src-dst-mac”.
Switch#configure

Switch(config)#port-channel load-balance src-dst-mac

Specify the system priority of Switch A as 0. Remember to ensure that the system
priority value of Switch B is bigger than 0.

Switch(config)#lacp system-priority O

Add ports 1/0/1-8 to LAG 1 and set the mode as LACP. Then specify the port priority as
0 to make them active.

Switch(config)#interface range gigabitEthernet 1/0/1-8
Switch(config-if-range)#channel-group 1 mode active
Switch(config-if-range)#lacp port-priority O
Switch(config-if-range)#exit

Add port 1/0/9 to LAG 1 and set the mode as LACP. Then specify the port priority
as 1 to set it as a backup port. When any of the active ports is down, this port will be
preferentially selected to work as an active port.

Switch(config)#interface gigabitEthernet 1/0/9
Switch(config-ifJftchannel-group 1 mode active
Switch(config-if)#lacp port-priority 1
Switch(config-if)#exit

Add port 1/0/10 to LAG 1 and set the mode as LACP. Then specify the port priority as 2
to set it as a backup port. The priority of this port is lower than port 1/0/9.

Switch(config)#interface gigabitEthernet 1/0/10
Switch(config-if)#channel-group 1 mode active
Switch(config-if)#lacp port-priority 2
Switch(config-if)#end

Switch#copy running-config startup-config

Verify the Configuration

Verify the system priority:

Switch#show lacp sys-id
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0,000a.eb13.2397

Verify the LACP configuration:
Switch#tshow lacp internal
Flags: S - Device is requesting Slow LACPDUs
F - Device is requesting Fast LACPDUs
A - Device is in active mode
P - Device is in passive mode
Channel group 1
Port Flags State LACP Port Priority Admin Key Oper Key Port Number Port State

Gi1/0/1 SA  Down O 0x1 0 Ox1 0x45
Gi1/0/2 SA  Down O 0x1 0 0x2 0x45
Gi1/0/3 SA Down O 0x1 0 0x3 0x45
Gi1/0/4 SA Down O 0x1 0 Ox4 0x45
Gi1/0/5 SA  Down O 0x1 0 0x5 0x45
Gi1/0/6 SA Down O 0x1 0 Ox6 0x45
Gi1/0/7 SA  Down O 0x1 0 Ox7 0x45
Gi1/0/8 SA Down O 0x1 0 0x8 0x45
Gi1/0/9 SA Down 1 0x1 0 0x9 0x45
Gi1/0/10 SA Down 2 0x1 0 Oxa 0x45
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4 Appendix: Default Parameters

Default settings of Switching are listed in the following tables.

Table 4-1 Default Settings of LAG

Parameter
LAG Table
Hash Algorithm
LACP Config
System Priority
Admin Key
Port Priority
Mode

Status

Default Setting

SRC MAC+DST MAC

32768

32768

Passive

Disable

Appendix: Default Parameters
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Monitoring Traffic Traffic Monitor

Traffic Monitor

With Traffic Monitor function, you can monitor the traffic on the switch, including:
= Traffic Summary

®  Traffic Statistics in Detalil

1.1 Using the GUI

1.1.1 Viewing the Traffic Summary

Choose the menu Switching > Traffic Monitor > Traffic Summary to load the following
page.
Figure 1-1  Traffic Summary

Auto Refresh

Auto Refresh: Enable = Disable -

Refrash Rate: 10 sec (3-300) [ Apply |
Traffic Summar‘f

UNIT: |1 LAGS

Select Port Packsts Rx Packets Tx Octets R Octsts Tx Statistics

1001 D 0 D 0 Statistics

102 24402 6137 8,817,056 3,008 420 Statistics

10073 10,321 7,645 1,343,546 3,507 084 Statistics

10014 D 0 0 0 Statistics

10005 D 0 0 0 Statistics

10006 0 0 D 0 Statistics

107 0 0 D 0 Statistics

10008 D 2 D 180 Statistics

1000 D 0 D 0 Statistics

10010 D 0 D 0 Statistics

All Refresh Clear Hel

Follow these steps to view the traffic summary of each port:

1) To get the real-time traffic summary, enable auto refresh in the Auto Refresh section,
or click Refresh at the bottom of the page.

Auto Refresh: With this potion enabled, the switch refreshes the web timely.
Refresh Rate: Specify the refresh interval in seconds.

2) In the Traffic Summary section, click 1 to show the information of the physical ports,
and click LAGS to show the information of the LAGs.

Packets Rx: Displays the number of packets received on the port. Error packets are not
counted in.
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Packets Tx: Displays the number of packets transmitted on the port. Error packets are not
counted in.

Octets Rx: Displays the number of octets received on the port. Error octets are counted in.

Octets Tx: Displays the number of octets transmitted on the port. Error octets are counted
in.

Statistics: Click this button to view the detailed traffic statistics of the port.

1.1.2 Viewing the Traffic Statistics in Detail

Choose the menu Switching > Traffic Monitor > Traffic Statistics to load the following
page.
Figure 1-2  Traffic Statistics

Auto Refresh
Auto Refresh: Enable ® Disable
Refresh Rate: 10 sec (3-300)

Port Select
Port _‘1 M -Se lect

UNIT: 1 LAGS

EZIEEEEIEE b

DUnselected Portis) ESelected Port(s) leDt Available for Selection

Statistics
Received Sent

Broadcast ] Broadcast ]
Multicast Multicast
Unicast Unicast

Jumbo Jumbo

o o o o

]

]

]

Alignment Errors 0 Collisions

UndersizePkts 0

Pkis64Octets ]

Pkis65t0127 Octets ]

Pkis12Bt02550ctets ]

Pkis256105110ctets ]

Plis512t010230ctets ]
i

Pkis1024t015180ctets

Follow these steps to view the traffic statistics in detail:

1) To get the real-time traffic statistics, enable auto refresh in the Auto Refresh section,
or click Refresh at the bottom of the page.

Auto Refresh: With this option enabled, the switch refreshes the web timely.
Refresh Rate: Specify the refresh interval in seconds.

2) InPort Select, select a port or LAG, and click Select.
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3) Inthe Statistics section, view the detailed information of the selected port or LAG.

Received: Displays the detailed information of received packets.

Broadcast: Displays the number of valid broadcast packets received on the port.
Error frames are not counted in.

Multicast: Displays the number of valid multicast packets received on the port.
Error frames are not counted in.

Unicast: Displays the number of valid unicast packets received on the port. Error
frames are not counted in.

Jumbo: Displays the number of valid jumbo packets received on the port. Error
frames are not counted in.

Alignment Errors: Displays the number of the received packets that have a Frame
Check Sequence (FCS) with a non-integral octet (Alignment Error). The size of the
packet is between 64 bytes and 1518 bytes.

UndersizePkts: Displays the number of the received packets (excluding error
packets) that are less than 64 bytes long.

Pkts640ctets: Displays the number of the received packets (including error
packets) that are 64 bytes long.

Pkts65t01270ctets: Displays the number of the received packets (including error
packets) that are between 65 and 127 bytes long.

Pkts128t02550ctets: Displays the number of the received packets (including
error packets) that are between 128 and 255 bytes long.

Pkts256t05110ctets: Displays the number of the received packets (including
error packets) that are between 256 and 511 bytes long.

Pkts512to10230ctets: Displays the number of the received packets (including
error packets) that are between 512 and 1023 bytes long.

PktsOver10230ctets: Displays the number of the received packets (including
error packets) that are over 1023 bytes.

Sent: Displays the detailed information of sent packets.

Broadcast: Displays the number of valid broadcast packets transmitted on the
port. Error frames are not counted in.

Multicast: Displays the number of valid multicast packets transmitted on the port.
Error frames are not counted in.

Unicast: Displays the number of valid unicast packets transmitted on the port.
Error frames are not counted in.

Jumbo: Displays the number of valid jumbo packets transmitted on the port.
Error frames are not counted in.

Collisions: Displays the number of collisions experienced by a half-duplex port
during packet transmissions.
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1.2 Using the CLI

On privileged EXEC mode or any other configuration mode, you can use the following
command to view the traffic information of each port or LAG:

show interface counters [ fastEthernet por? | gigabitEthernet por? | ten-gigabitEthernet port | port-
channel port-channel-id ]

port. The port number.

port-channel-id : The group number of the LAG.

If you enter no port number or group number, the information of all ports and LAGs will be displayed.
The displaying information includes:

Broadcast: Displays the number of valid broadcast packets received and transmitted on the port. Error
frames are not counted in.

Multicast: Displays the number of valid multicast packets received and transmitted on the port. Error
frames are not counted in.

Unicast: Displays the number of valid unicast packets received and transmitted on the port. Error frames
are not counted in.

Jumbo: Displays the number of valid jumbo packets received and transmitted on the port. Error frames are
not counted in.

Alignment Errors: Displays the number of the received packets that have a Frame Check Sequence (FCS)
with a non-integral octet (Alignment Error). The size of the packet is between 64 bytes and 1518 bytes.

UndersizePkts: Displays the number of the received packets (excluding error packets) that are less than 64
bytes long.

Pkts640ctets: Displays the number of the received packets (including error packets) that are 64 bytes
long.

Pkts65t01270ctets: Displays the number of the received packets (including error packets) that are
between 65 and 127 bytes long.

Pkts128t02550ctets: Displays the number of the received packets (including error packets) that are
between 128 and 255 bytes long.

Pkts256t05110ctets: Displays the number of the received packets (including error packets) that are
between 256 and 511 bytes long.

Pkts512t010230ctets: Displays the number of the received packets (including error packets) that are
between 512 and 1023 bytes long.

PktsOver10230ctets: Displays the number of the received packets (including error packets) that are over
1023 bytes.

Collisions: Displays the number of collisions experienced by a port during packet transmissions.
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2 Appendix: Default Parameters

Table 2-1 Traffic Statistics Monitoring

Parameter Default Setting

Traffic Summary

Auto Refresh Disable
Refresh Rate 10 seconds
Traffic Statistics

Auto Refresh Disable
Refresh Rate 10 seconds
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1

1.1

1.2

MAC Address Table

Overview

The MAC address table contains address information that the switch uses to forward
traffic between ports. As shown below, the table lists map entries of MAC addresses, VLAN
IDs and ports. These entries can be manually input or automatically learned by the switch.
Based on the MAC-address-to-port mapping in the table, the switch forwards the packet
only to the associated port.

Table 1-1 The MAC Address Table

MAC Address | VLANID m Aging Status

00:00:00:00:00:01 Dynamic Aging

00:00:00:00:00:02 1 2 Config static no-Aging

Supported Features

The address table of the switch contains dynamic addresses, static addresses and filtering
addresses. You can add or remove these entries to your needs. Furthermore, you can
configure notification traps and limit the number of MAC addresses in a VLAN for traffic
safety.

Address Configurations

B Dynamic address

Dynamic addresses are source addresses learned by the switch automatically. Then the
switch regularly ages out those that are not in use. That is, the switch removes the MAC
address entries related to a network device if no packet is received from the device within
the aging time. And you can configure the aging time when needed.

®m  Static address

Static addresses are configured manually and do not age. For some relatively fixed
connection, for example, frequently visited server, you can manually set the MAC address
of the server as a static entry to enhance the forwarding efficiency of the switch.

®  Filtering address

Filtering addresses are manually added to configure the switch to automatically drop the
packets with specific source or destination MAC addresses.
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Security Configurations

®  Configuring MAC Notification Traps

You can configure traps and SNMP (Simple Network Management Protocol) to monitor and
receive notifications of the usage of the MAC address table and the MAC address change
activity. For example, you can configure the switch to send you notifications when new
users access the network.

®  Limiting the Number of MAC Addresses in VLANs

You can configure VLAN Security to limit the number of MAC addresses that can be
learned in specified VLANs. The switch will not learn addresses when the number of
learned addresses has reached the limit, preventing the address table from being used up
by broadcast packets of MAC address attacks.
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2

2.1

2.1.1

Address Configurations

With MAC address table, you can:

m  Add static MAC address entries

Change the address aging time

Add filtering address entries

View address table entries

Using the GUI

Adding Static MAC Address Entries

You can add static MAC address entries by manually specifying the desired MAC address
or binding dynamic MAC address entries.

= Adding MAC Addresses Manually
Choose the menu Switching > MAC Address > Static Address to load the following page.

Figure 2-1  Adding MAC Addresses Manually

Create Static Address

MAC Address: | | (Format: 00-00-00-00-00-01)
VLAN ID: [ | (1-4094)
Port:

UNIT 1

o s W [

E Unselected Portis) E Selected Port(s) E Mot Available for Selection

Search Option

Search Option: All v

Static Address Tahle
UNIT: 1

Select MAC Address VLAN ID Fort Type Aging Status

L ]

No entry in the table.

| an | | Appy | | Detete | [ Help |
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Follow these steps to add a static MAC address entry:

1) Enter the MAC address, VLAN ID and select a port to bind them together.

VLAN ID Specify an existing VLAN in which packets with the specific MAC address are
received.
Port Specify a port to which packets with the specific MAC address are forwarded. The

port must belong to the specified VLAN.

After you have added the static MAC address, if the corresponding port number
of the MAC address is not correct, or the connected port (or the device) has been
changed, the switch cannot forward the packets correctly. Please reset the static
address entry appropriately.

2) Click Create.

= Binding Dynamic Address Entries

Choose the menu Switching > MAC Address > Dynamic Address to load the following
page.
Figure 2-2  Binding Dynamic MAC Address Entries

Search Option

Search Opfion: [ [v] |

Dynamic Address Table

UNIT: 1

Select MAC Address VLAN ID Port Type Aging Status
| 00-0A-EB-13-12-27 1 1/0/16 Dynamic Aging
A 00-0A-EB-13-12-3E 1 1/0/14 Dynamic Aging
Il 00-0A-EB-13-12-47 1 10732 Dynamic Aging
Il 00-0A-EB-13-12-81 1 1/0/10 Dynamic Aging
Il 00-0A-EB-13-23-97 1 10720 Dynamic Aging
Il 00-18-66-35-E1-B0 1 1/0/26 Dynamic Aging
O 30-B5-C2-57-32-06 1 1/0/46 Dynamic Aging
O F4-F2-6D-C3-28-62 1 10628 Dynamic Aging

( Al | [Deete | [ Bind | [ Help |

Follow these steps to bind dynamic MAC address entries:

1) Select your desired MAC address entries. You can select the entries from the Dynamic
Address Table, or quickly search them out by MAC address/ VLAN ID/ port in the
Search Option section.

2) Click Bind, and then the selected entries will not age.

@— Note:

. In the same VLAN, once an address is configured as a static address, it cannot be set as a filter-
ing address, and vice versa.

o Multicast or broadcast addresses cannot be set as static addresses.

e Portsin LAGs (Link Aggregation Group) are not supported for static address configuration.

Configuration Guide = 131



Managing MAC Address Table

Address Configurations

2.1.2 Modifying the Aging Time of Dynamic Address Entries

Choose the menu Switching > MAC Address > Dynamic Address to load the following

page.

Figure 2-3 Modifying the Aging Time of Dynamic Address Entries

Aging Cenfig
Auto Aging: ®) Enable ) Disable
Aging Time: 300 | secs (10-630, default: 300)
Search Option
Search Option: Al [~] |
Dynamic Address Table
UNIT: 1
Select MAC Address VLAN ID Fort Type
| 00-0A-EB-13-12-27 1 1/0i16 Dynamic
Il 00-0A-EB-13-12-3E 1 1/0/14 Dynamic
| 00-0A-EB-13-12-47 1 10032 Dynamic
O 00-0A-EB-13-12-81 1 10110 Dynamic
| 00-0A-EB-13-23-87 1 100420 Dynamic
| 00-158-66-35-E1-B0 1 10026 Dynamic
[l 30-B5-C2-57-32-96 1 1/0i46 Dynamic
| F4-F2-6D-C3-28-62 1 1028 Dynamic
[ All ] [ Delete ] [ Bind ] [ Help ]

Aging Status
Aging
Aging
Aging
Aging
Aging
Aging
Aging
Aging

Follow these steps to modify the aging time of dynamic address entries:

1) Inthe Aging Config section, enable Auto Aging, and enter your desired length of time.

Auto Aging

Aging Time

2) Click Apply.

Enable Auto Aging, then the switch automatically updates the dynamic address

table with the aging mechanism. By default, it is enabled.

Set the length of time that a dynamic entry remains in the MAC address table after
the entry is used or updated. The valid values are from 10 to 630 seconds, and the

default value is 300.

A short aging time is applicable to networks where network topology changes
frequently, and a long aging time is applicable to stable networks. We recommend
that you keep the default value if you are unsure about settings in your case.
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2.1.3 Adding MAC Filtering Address Entries

Choose the menu Switching > MAC Address > Filtering Address to load the following
page.

Figure 2-4  Adding MAC Filtering Address Entries

Create Filtering Address

MAC Address: [0C-82-68-69-32-08 | (Format: 00-00-00-00-00-01)

VLAN ID- [ | (1-4094)
Search Option

Search Opfion: [Al [~ |
Filtering Address Table
Select MAC Address VLAN ID Port Type Aging Status

Mo entry in the table.

[ All ] ’Delete] [ Help ]

Follow these steps to add MAC filtering address entries:

1) Inthe Create Filtering Address section, enter the MAC Address and VLAN ID.

MAC Address Specify a MAC address to configure the switch to drop packets which include this
MAC address as the source address or destination address.

VLAN ID Specify an existing VLAN in which packets with the specific MAC address are
dropped.

2) Click Create.

9 Note:

* Inthe same VLAN, once an address is configured as a filtering address, it cannot be set as a
static address, and vice versa.

e Multicast or broadcast addresses cannot be set as filtering addresses .

2.1.4 Viewing Address Table Entries

You can view entries in MAC address table to check your former operations and address
information.

Configuration Guide = 133



Managing MAC Address Table Address Configurations

Choose the menu Switching > MAC Address > Address Table to load the following page.
Figure 2-5 Viewing Address Table Entries

Search Option

MAC Address: | | {(Format: 00-00-00-00-00-01)

VLAN ID: | | (1-4094)
Type: All Static Dynamic Filter

Paort:

UNIT: 1 LAGS

MORIErAEIE TR 6

EUnselected Fortis) Eﬂeleded Portis) E Mot Available for Selection

Address Table

UNIT: 1
MAC Address VLAN ID FPort Type Aging Status
00-0A-EB-13-12-47 1 11008 Dynamic Aging
00-0A-EB-13-23-TB 1 11008 Dynamic Aging
00-0A-EB-13-23-97 1 1008 Dynamic Aging
00-0A-EB-13-A2-26 1 1/0/8 Dynamic Aging
00-0A-EB-61-20-10 1 1/0/8 Dynamic Aging
00-19-66-35-E1-B0 1 11008 Dynamic Aging

2.2 Usingthe CLI

2.2.1 Adding Static MAC Address Entries

Follow these steps to add static MAC address entries:

Step 1 configure

Enter global configuration mode.

Step 2 mac address-table static mac-addr vid vid interface gigabitEthernet port
Bind the MAC address, VLAN and port together to add a static address to the VLAN.
mac-addr. Enter the MAC address and packets with this destination address received in the
specified VLAN are forwarded to the specified port. The format is xx:xx:xxx:xxx:xx:xx, for example,
00:00:00:00:00:01.
vid: Specify an existing VLAN in which packets with the specific MAC address are received.

port: Specify a port to which packets with the specific MAC address are forwarded. The port
must belong to the specified VLAN.
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Step 3 end
Return to privileged EXEC mode.

Step 4 copy running-config startup-config

Save the settings in the configuration file.

@ Note:

* Inthe same VLAN, once an address is configured as a static address, it cannot be set as a filter-
ing address, and vice versa.

o Multicast or broadcast addresses cannot be set as static addresses.

e Portsin LAGs (Link Aggregation Group) are not supported for static address configuration.

The following example shows how to add a static MAC address entry with MAC address
00:02:58:4f:6¢:23, VLAN 10 and port 1. When a packet is received in VLAN 10 with this
address as its destination, the packet will be forwarded only to port 1.

Switch#configure

Switch(config)# mac address-table static 00:02:58:4f:6¢:23 vid 10 interface
gigabitEthernet

1/0/1

Switch(config)#show mac address-table static

MAC Address Table
MAC VLAN Port Type Aging
00:02:58:4f:6¢c:23 10 Gi1/0/1 config static no-aging

Total MAC Addresses for this criterion: 1
Switch(config)#end

Switch#copy running-config startup-config
2.2.2 Modifying the Aging Time of Dynamic Address Entries

Follow these steps to modify the aging time of dynamic address entries:

Step 1 configure

Enter global configuration mode.
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2.2.3

Step 2

Step 3

Step 4

mac address-table aging-time aging-time

Set your desired length of address aging time for dynamic address entries.

aging-time: Set the length of time that a dynamic entry remains in the MAC address table after
the entry is used or updated. The valid values are from10 to 630. When 0 is entered, the Auto

Aging function is disabled. The default value is 300 and we recommend you keep the default
value if you are unsure about settings in your case.

end
Return to privileged EXEC mode.

copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to modify the aging time to 500 seconds. A dynamic
entry remains in the MAC address table for 500 seconds after the entry is used or updated.

Switch#configure

Switch(config)# mac address-table aging-time 500

Switch(config)#show mac address-table aging-time

Aging time is 500 sec.

Switch(config)#end

Switch#copy running-config startup-config

Adding MAC Filtering Address Entries

Follow these steps to add MAC filtering address entries:

Step 1

Step 2

Step 3

configure

Enter global configuration mode.

mac address-table filtering mac-adar vid vid

Add the filtering address to the VLAN.
mac-addr: Specify a MAC address to configure the switch to drop packets which include this
MAC address as the source address or destination address. The format is Xx:xx:xx:xx:xx:xx, for

example, 00:00:00:00:00:01.

vid: Specify an existing VLAN in which packets with the specific MAC address are dropped.

end

Return to privileged EXEC mode.
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Step 4 copy running-config startup-config

Save the settings in the configuration file.

9 Note:

¢ Inthe same VLAN, once an address is configured as a filtering address, it cannot be set as a
static address, and vice versa.

. Multicast or broadcast addresses cannot be set as filtering addresses .

The following example shows how to add the MAC filtering address 00:1e:4b:04:01:5d to
VLAN 10. Then the switch will drop the packet that is received in VLAN 10 with this address
as its source or destination.

Switch#configure
Switch(config)# mac address-table filtering 00:1e:4b:04:01:5d vid 10

Switch(config)#show mac address-table filtering

MAC Address Table
MAC VLAN Port Type Aging
00:1e:4b:04:01:5d 10 filter no-aging

Total MAC Addresses for this criterion: 1
Switch(config)#end

Switch#copy running-config startup-config
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Security Configurations

With security configurations of the MAC address table, you can:
= Configure MAC notification traps

® | imit the number of MAC addresses in VLANs

3.1 Using the GUI

3.1.1 Configuring MAC Notification Traps

Choose the menu Switching > MAC Address > MAC Notification to load the following
page.

Figure 3-1  Configuring MAC Notification Traps

Mac Motification Global Config

Global Status: () Enable ® Disable
Table Full Netification: ) Enable ® Disable Apply
Mofification Interval: [1 | Seconds(1-1000)

Mac Motification Port Config

UNIT: 1
Select Port Leamed Mode Change Exceed Max Leamned Mew Mac Leamed
O
17001 Disable Disable Disable
11072 Disable Disable Disable
17003 Disable Disable Disable
1704 Disable Disable Disable
110/5 Disable Disable Disable
110/ Disable Disable Disable
1T Disable Disable Disable
1103 Disable Disable Disable
100G Disable Disable Disable
17010 Disable Disable Disable

[ A | [ Appy | [ Help |

Follow these steps to configure MAC notification traps:

1) In the MAC Notification Global Config section, enable this feature, configure the
relevant options, and click Apply.

Global Status Enable MAC notification feature globally.
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Table Full Enable Table Full Notification, and when address table is full, a notification will be
Notification generated and sent to the management host.

Notification Specify a time value in seconds between 1 to 1000 to bundle the notifications and
Interval reduce traffic. Notification Interval is the interval time between each set of New

MAC Learned notifications that are generated. By default, itis 1 second.

2) In the MAC Notification Port Config section, select your desired port and enable its
notification traps. You can enable these three types: Learned Mode Change, Exceed
Max Learned and New MAC Learned. Click Apply.

Learned Mode Enable Learned Mode Change, and when the learned mode of the specified port
Change is changed, a notification will be generated and sent to the management host.

Exceed Max Enable Exceed Max Learned, and when the maximum number of learned MAC
Learned addresses on the specified port is exceeded, a notification will be generated and

sent to the management host.

For Exceed-max-learned notification, you need to enable Port Security and set
the maximum number of learned MAC addresses on the specified port. For more
information about Port Security, please refer to Managing Physical Interfaces.

New MAC Enable New MAC Learned, and when the specified port learns a new MAC
Learned address, a notification will be generated and sent to the management host.

3) Configure SNMP and set a management host. For detailed SNMP configurations, please
refer to Configuring SNMP & RMON.

3.1.2 Limiting the Number of MAC Addresses in VLANs

Choose the menu Switching > MAC Address > MAC VLAN Security to load the following
page.

Figure 3-2  Limiting the Number of MAC Addresses in VLANs

Vian Security Config

VLAN ID: 2 |(1-4094)

Clear

Max Learned MAC: (100 |(0-16383)

Mode: |Drop v

Vlan Security Table

Select VLANWID Max Learned MAC Learned Number Mode Operation
] 1 50 2 Forward Edit
[ All ] [ Delete ] [ Help ]

Follow these steps to limit the number of MAC addresses in VLANSs:

1) Enter the VLAN ID to limit the number of MAC addresses that can be learned in the
specified VLAN.
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VLAN ID Specify an existing VLAN in which you want to limit the number of MAC addresses.

2) Enteryour desired value in Max Learned MAC to set a threshold.

Max Learned Set the maximum number of MAC addresses in the specific VLAN. It ranges from
MAC 0to 16383.

You can control the available address table space by setting maximum learned
MAC number for VLANs. However, an improper maximum number can cause
unnecessary floods in the network or a waste of address table space. Therefore,
before you set the number limit, please be sure you are familiar with the network
topology and the switch system configuration.

3) Choose the mode that the switch adopts when the maximum number of MAC addresses
in the specified VLAN is exceeded.

Drop Packets of new source MAC addresses in the VLAN will be dropped when the
maximum number of MAC addresses in the specified VLAN is exceeded.

Forward Packets of new source MAC addresses will be forwarded but the addresses will
not be learned when the maximum number of MAC addresses in the specified
VLAN is exceeded.

Disable The number limit on the VLAN is not valid, and the switch follows the original
forwarding rules.

4) Click Create.

3.2 Usingthe CLI

3.2.1 Configuring MAC Notification Traps

Follow these steps to configure MAC notification traps:

Step 1 configure

Enter global configuration mode.

Step 2 mac address-table notification global-status {enable | disable}

Enable MAC Notification globally.
enable | disable: Enable or disable MAC Notification globally.

Step 3 mac address-table notification table-full-status [enable | disable]

(Optional) Enable Table Full Notification.
enable | disable: With Table Full Notification enabled, when address table is full, a notification
will be generated and sent to the management host.
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Step 4 mac address-table notification interval time

Set your desired interval time between each set of New MAC Learned notifications that are
generated.

time. Specify a time value in seconds between 1to 1000 to bundle the notifications and reduce
traffic. By default, it is 1 second.

Step 5 interface {[ gigabitEthernet port] | [ range gigabitEthernet port-/ist 1}
Configure notification traps on the specified port.

port/ port-list: The number or the list of the Ethernet port that you want to configure notification
traps.

Step 6 mac address-table notification {[learn-mode-change enable | disable] [exceed-max-learned
enable | disable] [new-mac-learned enable | disable]}

Enable learn-mode-change, exceed-max-learned, or new-MAC-learned notification traps on
the specified port.

enable | disable:Enable or disable learn-mode-change, exceed-max-learned, or new-MAC-
learned notification traps on the specified port.

learn-mode-change: With learn-mode-change enabled, when the learned mode of the
specified port is changed, a notification will be generated and sent to the management host.
exceed-max-learned: With exceed-max-learned enabled, when the maximum number of MAC
addresses on the specified port is exceeded, a notification will be generated and sent to the
management host.

For Exceed Max Learned notification, you need to enable Port Security and set the maximum
number of MAC addresses on the specified port. For more information about Port Security,
please refer to Managing Physical Interfaces.

new-mac-learned: With new-mac-learned enabled, when the specified port learns a new MAC
address, a notification will be generated and sent to the management host.

Step 7 end
Return to privileged EXEC mode.

Step 8 copy running-config startup-config

Save the settings in the configuration file.

Now you have configured MAC notification traps. To receive notifications, you need to
further enable SNMP and set a management host. For detailed SNMP configurations,
please refer to Configuring SNMP & RMON.

The following example shows how to enable new-MAC-learned trap on port 1, and set the
interval time as 10 seconds. After you have further configured SNMP, the switch will bundle
notifications of new addresses in every 10 seconds and send to the management host.

Switch#configure

Switch(config)#mac address-table notification global-status enable
Switch(config)#mac address-table notification interval 10
Switch(config)#interface gigabitEthernet 1/0/1

Switch(config-if)#mac address-table notification new-mac-learned enable

Switch(config-if)#show mac address-table notification interface gigabitEthernet 1/0/1
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3.2.2

Mac Notification Global Config

Notification Global Status : enable

Table Full Notification Status: disable

Notification Interval : 10

Port

Gi1/0/1

LrnMode Change  Exceed Max Limit New Mac Learned

disable disable enable

Switch(config-if)#end

Switch#copy running-config startup-config

Limiting the Number of MAC Addresses in VLANs

Follow these steps to limit the number of MAC addresses in VLANSs:

Step 1

Step 2

Step 3

Step 4

configure

Enter global configuration mode.

mac address-table security vid vid max-learn num {drop | forward | disable}

Configure the maximum number of MAC addresses in the specified VLAN and select a mode
for the switch to adopt when the maximum number is exceeded.

vid: Specify an existing VLAN in which you want to limit the number of MAC addresses.

num: Set the maximum number of MAC addresses in the specific VLAN. It ranges from 0 to
163883.

drop | forward | disable: The mode that the switch adopts when the maximum number of MAC
addresses in the specified VLAN is exceeded.

drop: Packets of new source MAC addresses in the VLAN will be dropped when the maximum
number of MAC addresses in the specified VLAN is exceeded.

forward: Packets of new source MAC addresses will be forwarded but the addresses not
learned when the maximum number of MAC addresses in the specified VLAN is exceeded.
disable: The number limit on the VLAN is not valid, and the switch follows the original forwarding
rules.

end
Return to privileged EXEC mode.

copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to limit the number of MAC addresses to 100 in VLAN
10, and configure the switch to drop packets of new source MAC addresses when the limit
is exceeded.

Switch#configure

Switch(config)#mac address-table security vid 10 max-learn 100 drop

Switch(config)#show mac address-table security vid 10
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Vlanld Max-learn  Current-learn Status
10 100 0 Drop
Switch(config)#end

Switch#copy running-config startup-config

Security Configurations
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4 Example for Security Configurations

4.1

4.2

Network Requirements

Several departments are connected to the company network as shown in Figure 4-1. Now
the Marketing Department that is in VLAN 10 has network requirements as follows:

®  Free the network system from illegal accesses and MAC address attacks by limiting the
number of access users in this department to 100.

®  Assist the network manager supervising the network with notifications of any new
access users.

Figure 4-1  The Network Topology

Gi1/0/1

Gi1/0/2 Gi1/0/3

&>

Marketing Department R&D Department
VLAN 10 VLAN 30

Switch

Configuration Scheme

VLAN Security can be configured to limit the number of access users and in this way to
preventillegal accesses and MAC address attacks.

MAC Notification and SNMP can be configured to monitor the interface which is used by
the Marketing Department. Enable the new-MAC-learned notification and the SNMP, then
the network manager can get notifications when new users access the network.

This chapter provides configuration procedures in two ways: using the GUI and using the
CLI.
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4.3 Using the GUI

1) Choose the menu Switching > MAC Address > MAC VLAN Security to load the
following page. Set the maximum number of MAC address in VLAN 10 as 100, choose
drop mode and click Create.

Figure 4-2 Configuring VLAN Security

“lan Security Config

WVLAN ID: |1D |(1-4094)
[create |
Max Learned MAC: |1C|D |(D-16383)
ear
Maode: Drop ;I

Wlan Security Table
Select VLANID Max Learned MAC Learned Mumber Mode Cperation
Mo entry in the table.

[ Aar | [ Deete | [ Help |

2) Choose the menu Switching > MAC Address > MAC Notification to load the following
page. Enable Global Status, set notification interval as 10 seconds, and click Apply.
Then, enable new-mac-learned trap on port 1/0/2 and click Apply.

Figure 4-3  Configuring New-MAC-learned Traps

Mac MNofification Global Config

Global Status: | ® Enabie © Disable |
Table Full Notification: ) Enable ® Disable
Nofification Interval: Seconds(1-1000
Mac Motification Port Config
UNIT: 1
Select Port Leamed Mode Change Exceed Max Leamed MNew Mac Leamed
O [E=e ]
[ 1/0M1 Disable Disable Disable
¥ 1/072 Disable Disable Disable |
[ 1103 Disable Disable Disable
O 11074 Dizsable Disable Disable
[ 1/0/5 Disable Disable Disable
O 110G Dizsable Disable Disable
[ 1107 Disable Disable Disable
O 1108 Dizsable Disable Disable
[ 11079 Disable Disable Disable
O 1/0/10 Dizable Dizsable Dizsable
[ At ] [ Apoly | [ Help ]

3) Click Save Config to save the settings.

4) Enable SNMP and set a management host. For detailed SNMP configurations, please
refer to Configuring SNMP & RMON.
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4.4 Using the CLI

1) Set the maximum number of MAC address in VLAN 10 as 100, and choose drop mode.
Switch#configure
Switch(config)#mac address-table security vid 10 max-learn 100 drop

2) Configure the new-MAC-learned trap on port 2 and set notification interval as 10
seconds.
Switch(config)l#mac address-table notification global-status enable
Switch(config)#mac address-table notification interval 10
Switch(config)#interface gigabitEthernet 1/0/2
Switch(config-ifjffmac address-table notification new-mac-learned enable
Switch(config-if)#end
Switch#copy running-config startup-config

3) Configure SNMP and set a management host. For detailed SNMP configurations, please
refer to Configuring SNMP & RMON.

Verify the Configurations

Verify the configuration of VLAN Security.
Switch#show mac address-table security vid 10

Vlanld Max-learn Current-learn  Status

Verify the configuration of MAC Notification on port 1/0/2.
Switch#show mac address-table notification interface gigabitEthernet 1/0/2

Port LrnMode Change  Exceed Max Limit New Mac Learned

Gi1/0/2 disable disable enable
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5 Appendix: Default Parameters

Default settings of the MAC Address Table are listed in the following tables.

Table 5-1 Entries in the MAC Address Table

Parameter Default Setting
Static Address Entries None

Dynamic Address Entries Auto-learning
Filtering Address Entries None

Table 5-2 Default Settings of Dynamic Address Table

Parameter Default Setting
Auto Aging Enable
Aging Time 300 seconds

Table 5-3 Default Settings of MAC Notification

Parameter Default Setting
Global Status Disable

Table Full Notification Disable
Notification Interval 1 Second
Learned Mode Change Disable
Notification

Exceed Max Learned Disable
Notification

New MAC Learned Notification Disable

Table 5-4 Default Settings of MAC VLAN Security
Parameter Default Setting

MAC VLAN Security Disable
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Configuring DDM Overview

1 Overview

The DDM (Digital Diagnostic Monitoring) function allows the user to monitor the status of
the SFP modules inserted into the SFP ports on the switch. The user can choose to shut
down the monitored SFP port automatically when the specified parameter exceeds the
alarm threshold or warning threshold. The monitoring parameters include: Temperature,
Voltage, Bias Current, Tx Power and Rx Power.
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2 DDM Configuration

To complete DDM configuration, follow these steps:
1) Enable DDM on the SFP port.
2) Configure the shutdown condition.

3) Configure the specified threshold for warning or alarm.

2.1 Using the GUI

2.1.1 Configuring DDM Globally

Choose the menu Switching > DDM > DDM Config to load the following page.

Figure 2-1  Configure DDM Globally

FPort Config
UNIT: 1
Select Port DDM Status Shutdown LAG
| v | v
1/0/9 Enable MNone -
1010 Enable MNone -
| an | [ aApply | | Hep |

Follow these steps to configure DDM's global parameters:

1) Inthe Port Config section, configure DDM parameters on the SFP ports.
DDM Status Enable or disable DDM feature on the port.

Shutdown Specify whether to shut down the port when the alarm threshold or warning
threshold is exceeded.

Alarm: Shut down the port when the alarm threshold is exceeded.
Warning: Shut down the port when the warning threshold is exceeded.

None: The port will not be shut down even if the alarm threshold or warning
threshold is exceeded. This is the default option.

LAG Displays the LAG number which the port belongs to.

2) Click Apply.
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2.1.2 Configuring the Temperature Threshold

Choose the menu Switching > DDM > Temperature Threshold to load the following page.

Figure 2-2  Configure Temperature Threshold

Port Config
UNIT 1
High Alarm Low Alarm High Warning Low Warning
Select POt (128.127.096 Celsius)  (-128~127.996 Celsius)  (-128~127.996 Celsius)  (-128~127.996 Celsius) LAG
| I I I |
10019 — — — - —
100 — — — — —
[ an ] [ eepy | [ Hep |
Follow these steps to configure DDM's temperature threshold:
1) Inthe Port Config table, configure temperature threshold of the SFP ports.
High Alarm Specify the high threshold for the alarm. When the operating parameter rises

above this value, action associated with the alarm will be taken. The valid values
are from-128to 127.996.

Low Alarm Specify the low threshold for the alarm. When the operating parameter falls below
this value, action associated with the alarm will be taken. The valid values are from
-128to 127.996.

High Warning Specify the high threshold for the warning. When the operating parameter rises
above this value, action associated with the warning will be taken. The valid values
are from-128to 127.996.

Low Warning Specify the low threshold for the warning. When the operating parameter falls
below this value, action associated with the warning will be taken. The valid values
are from-128to 127.996.

LAG Displays the LAG number which the port belongs to.

2) Click Apply.

2.1.3 Configuring the Voltage Threshold

Choose the menu Switching > DDM > Voltage Threshold to load the following page.

Figure 2-3  Configure Voltage Threshold

Port Config
UNIT 1
High Alarm Low Alarm High Warning Low Warning
TEEE| L (0~6 5535 Volt) {0~6.5535 Volt) {0~6 5535 Volt) (0~6 5535 Volt) L
1079 — — — — —
10110 — — — — —
[ ar ] [ appy | [ Heip ]
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Follow these steps to configure DDM's voltage threshold:

1) Inthe Port Config table, configure voltage threshold on the SFP ports.

High Alarm Specify the high threshold for the alarm. When the operating parameter rises
above this value, action associated with the alarm will be taken. The valid values
are from O to 6.5535.

Low Alarm Specify the low threshold for the alarm. When the operating parameter falls below
this value, action associated with the alarm will be taken. The valid values are from
0to 6.5535.

High Warning Specify the high threshold for the warning. When the operating parameter rises
above this value, action associated with the warning will be taken. The valid values
are from O to 6.5535.

Low Warning Specify the low threshold for the warning. When the operating parameter falls
below this value, action associated with the warning will be taken. The valid values
are from O to 6.5535.

LAG Displays the LAG number which the port belongs to.

2) Click Apply.

2.1.4 Configuring the Bias Current Threshold

Choose the menu Switching > DDM > Bias Current Threshold to load the following page.

Figure 2-4  Configure Bias Current Threshold

Port Config
UNIT: 1
High Alarm Low Alarm High Warning Low Warning
Select  Port (0~131 mA) (0~131 mA) (0~131 mA) (0~131 mA) LAG
| | | | |
1109 - — _ _ _
10110 — — — — —
[ A ] [ appy | [ Heip |

Follow these steps to configure DDM's bias current threshold:
1) Inthe Port Config table, configure bias current threshold on the SFP ports.
High Alarm Specify the high threshold for the alarm. When the operating parameter rises

above this value, action associated with the alarm will be taken. The valid values
are fromOto 131.

Low Alarm Specify the low threshold for the alarm. When the operating parameter falls below
this value, action associated with the alarm will be taken. The valid values are from
0to 131.

High Warning Specify the high threshold for the warning. When the operating parameter rises

above this value, action associated with the warning will be taken. The valid values
are from 0 to 131.
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Low Warning Specify the low threshold for the warning. When the operating parameter falls
below this value, action associated with the warning will be taken. The valid values
are from O to 131.

LAG Displays the LAG number which the port belongs to.

2) Click Apply.
2.1.5 Configuring the Tx Power Threshold

Choose the menu Switching > DDM > Tx Power Threshold to load the following page.

Figure 2-5 Configure Tx Power Threshold

Port Config
UNIT: 1
High Alarm Low Alarm High Warning Low Warning
e (0~6.5535 mW) (0~6.5535 mW) (0~6.5535 mW) (0~6.5535 mWV) LAG
| | I | |
1019 = = = = =
1/0/10 — — - - -
[ A ] [appy | [ Hep ]
Follow these steps to configure DDM's Tx power threshold:
1) Inthe Port Config table, configure Tx power threshold on the SFP ports.
High Alarm Specify the high threshold for the alarm. When the operating parameter rises
above this value, action associated with the alarm will be taken. The valid values
are from 0 to 6.5535.
Low Alarm Specify the low threshold for the alarm. When the operating parameter falls below
this value, action associated with the alarm will be taken. The valid values are from
0to0 6.5535.
High Warning Specify the high threshold for the warning. When the operating parameter rises

above this value, action associated with the warning will be taken. The valid values
are from O to 6.5535.

Low Warning Specify the low threshold for the warning. When the operating parameter falls
below this value, action associated with the warning will be taken. The valid values
are from O to 6.5535.
LAG Displays the LAG number which the port belongs to.
2) Click Apply.
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2.1.6 Configuring the Rx Power Threshold

Choose the menu Switching > DDM > Rx Power Threshold to load the following page.

Figure 2-6  Configure Rx Power Threshold

Port Config
UNIT |1
High Alarm Low Alarm High Warning Low Warning
Select  Port (0~6.5535 mW) (0~6.5535 mW) {0~6 5535 mW) (0~6.5535 mW) LAG
| | | | |
1009 - - - - -
100110 — — — — —
[ ar ] [ appy | [ Hep |

Follow these steps to configure DDM's Rx power threshold:

1) Inthe Port Config table, configure Rx power threshold on the SFP ports.

High Alarm Specify the high threshold for the alarm. When the operating parameter rises
above this value, action associated with the alarm will be taken. The valid values
are from 0 to 6.5535.

Low Alarm Specify the low threshold for the alarm. When the operating parameter falls below
this value, action associated with the alarm will be taken. The valid values are from
0to 6.5535.

High Warning Specify the high threshold for the warning. When the operating parameter rises
above this value, action associated with the warning will be taken. The valid values
are from O to 6.5535.

Low Warning Specify the low threshold for the warning. When the operating parameter falls
below this value, action associated with the warning will be taken. The valid values
are from O to 6.5535.
LAG Displays the LAG number which the port belongs to.
2) Click Apply.

2.1.7 Viewing DDM Status

Choose the menu Switching > DDM > DDM Status to load the following page.

Figure 2-7 View DDM Status

Port Config
UNIT: 1
Temperature Voltage Bias Current Tx Power Rx Power - -
Port (Celsius) v) (mA) (mw) () Data Ready Loss of Signal  Transmit Fault

1019 — — — — — — — —
1010 — — — — — — — —
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2.2

2.2.1

DDM Configuration

In the Port Config table, view the current operating parameters for the SFP modules
inserted into the SFP ports.

Temperature
Voltage

Bias Current
Tx Power

Rx Power
Data Ready
Loss of Signal

Transmit Fault

The current temperature of the SFP module inserted into this port.

The current voltage of the SFP module inserted into this port.

The current bias current of the SFP module inserted into this port.

The current Tx power of the SFP module inserted into this port.

The current Rx power of the SFP module inserted into this port.

Indicates whether SFP module is operational. The values are True and False.
Reports local SFP module signal loss. The values are True and False.

Reports remote SFP module signal loss. The values are True, False and No Signal.

Using the CLI

To complete DDM configuration, follow these steps:

1) Enable DDM on the SFP port.

2) Configure the shutdown condition.

3) Configure the specified threshold for warning or alarm.

Configuring DDM Globally

Follow these steps to enable DDM on specified SFP ports:

Step 1

Step 2

Step 3

Step 4

Step 5

configure

Enter global configuration mode.

interface { fastEthernet port | range fastEthernet port-list | gigabitEthernet port | range
gigabitEthernet port-iist | ten-gigabitEthernet port | range ten-gigabitEthernet port-fist }

Enter interface configuration mode.

ddm state enable

Enable DDM on this SFP port.

show ddm configuration state

Display the DDM state of the SFP ports.

end

Return to Privileged EXEC Mode.
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2.2.2

Step 6 copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to enable DDM on SFP port 1/0/9:

Switch#configure

Switch(config)#interface gigabitEthernet 1/0/9

Switch(config-if)#ddm state enable

Switch(config-if)#show ddm configuration state
DDM Status  Shutdown

Gi1/0/9 Enable None

Gi1/0/10 Enable None

Switch(config-if)#end

Switch#copy running-config startup-config

Configuring DDM Shutdown

DDM Configuration

Follow these steps to configure settings for shutting down SFP ports when the alarm

threshold or warning threshold is exceeded:

Step 1 configure

Enter global configuration mode.

Step 2 interface { fastEthernet port | range fastEthernet port-iist | gigabitEthernet port | range
gigabitEthernet port-/ist | ten-gigabitEthernet port | range ten-gigabitEthernet port-/ist}

Enter interface configuration mode.

Step 3 ddm shutdown { none | warning | alarm }

none: The port will not be shut down if the alarm threshold or warning threshold is exceeded.

warning: Shut down the port when the warning threshold is exceeded.

alarm: Shut down the port when the alarm threshold is exceeded.

Step 4 show ddm configuration state

Display the DDM state of the SFP ports.

Step 5 end
Return to Privileged EXEC Mode.

Step 6 copy running-config startup-config

Save the settings in the configuration file.
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2.2.3

DDM Configuration

The following example shows how to set SFP port 1/0/9 to shut down when the warning
threshold is exceeded.

Switch#configure

Switch(config)#interface gigabitEthernet 1/0/9

Switch(config-if)#ddm shutdown warning

Switch(config-if)##show ddm configuration state

Gi1/0/9
Gi1/0/10

DDM Status Shutdown
Enable Warning

Enable None

Switch(config-if)#end

Switch#copy running-config startup-config

Configuring Temperature Threshold

Follow these steps to configure the threshold of the DDM temperature on the specified

SFP port.

Step 1

Step 2

Step 3

Step 4

Step 5

configure

Enter global configuration mode.

interface { fastEthernet port | range fastEthernet port-ist | gigabitEthernet port | range
gigabitEthernet port-/ist | ten-gigabitEthernet port | range ten-gigabitEthernet port-/ist}

Enter interface configuration mode.

ddm temperature_threshold { high_alarm | high_warning | low_alarm | low-warning } value

high_alarm: Specify the high threshold for the alarm. When the operating parameter rises
above this value, action associated with the alarm will be taken.

high_warning: Specify the high threshold for the warning. When the operating parameter
rises above this value, action associated with the warning will be taken.

low_alarm: Specify the low threshold for the alarm. When the operating parameter falls
below this value, action associated with the alarm will be taken.

low_warning: Specify the low threshold for the warning. When the operating parameter falls
below this value, action associated with the warning will be taken.

value: Enter the threshold value in Celsius. The valid values are from -128 to 127.996.

show ddm configuration temperature

Display the DDM temperature threshold on the SFP ports.

end

Return to Privileged EXEC Mode.
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224

Step 6 copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to set SFP port 1/0/9's high alarm temperature threshold
as 110 Celsius.

Switch#configure
Switch(config)#interface gigabitEthernet 1/0/9
Switch(config-if)#ddm temperature_threshold high_alarm 110
Switch(config-if)#show ddm configuration temperature
Temperature Threshold(Celsius) :

High Alarm  Low Alarm High Warning Low Warning
Gi1/0/9 110.000000 -- -- --
Gi1/0/10 -- -- -- --
Switch(config-if)#end

Switch#copy running-config startup-config

Configuring Voltage Threshold

Follow these steps to configure the threshold of the DDM voltage on the specified SFP
port.

Step 1 configure

Enter global configuration mode.

Step 2 interface { fastEthernet port | range fastEthernet port-list | gigabitEthernet port | range
gigabitEthernet port-iist | ten-gigabitEthernet port | range ten-gigabitEthernet port-/ist }

Enter interface configuration mode.

Step 3 ddm voltage_threshold { high_alarm | high_warning | low_alarm | low-warning } value

high_alarm: Specify the high threshold for the alarm. When the operating parameter rises
above this value, action associated with the alarm will be taken.

high_warning: Specify the high threshold for the warning. When the operating parameter
rises above this value, action associated with the warning will be taken.

low_alarm: Specify the low threshold for the alarm. When the operating parameter falls
below this value, action associated with the alarm will be taken.

low_warning: Specify the low threshold for the warning. When the operating parameter falls
below this value, action associated with the warning will be taken.

value: Enter the threshold value in V. The valid values are from 0 to 6.5535.
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2.2.5

Step 4 show ddm configuration voltage

Display the DDM voltage threshold of the SFP ports.

Step 5 end
Return to Privileged EXEC Mode.

Step 6 copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to set SFP port 1/0/9's high alarm threshold voltage as 5
V.

Switch#configure
Switch(config)#interface gigabitEthernet 1/0/9
Switch(config-if)#ddm viotage threshold high_alarm 5

Switch(config-if)#show ddm configuration voltage

Voltage Threshold(V) :

High Alarm  Low Alarm High Warning Low Warning
Gi1/0/9 5.000000 -- -- --
Gi1/0/10 -- -- -- --

Switch(config-if)#end

Switch#copy running-config startup-config

Configuring Bias Current Threshold

Follow these steps to configure the threshold of the DDM bias current on the specified SFP
port.

Step 1 configure

Enter global configuration mode.

Step 2 interface { fastEthernet port | range fastEthernet port-iist | gigabitEthernet port | range
gigabitEthernet port-iist | ten-gigabitEthernet port | range ten-gigabitEthernet port-/ist }

Enter interface configuration mode.
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Step 3

Step 4

Step 5

Step 6

DDM Configuration

ddm bias_current_threshold { high_alarm | high_warning | low_alarm | low-warning } value

high_alarm: Specify the high threshold for the alarm. When the operating parameter rises
above this value, action associated with the alarm will be taken.

high_warning: Specify the high threshold for the warning. When the operating parameter
rises above this value, action associated with the warning will be taken.

low_alarm: Specify the low threshold for the alarm. When the operating parameter falls
below this value, action associated with the alarm will be taken.

low_warning: Specify the low threshold for the warning. When the operating parameter falls
below this value, action associated with the warning will be taken.

value: Enter the threshold value in mA. The valid values are from 0 to 131.

show ddm configuration bias_current

Display the DDM bias current threshold of the SFP ports.

end

Return to Privileged EXEC Mode.

copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to set SFP port 1/0/9's high alarm threshold bias current

as 120 mA.

Switch#configure

Switch(config)#interface gigabitEthernet 1/0/9

Switch(config-if)#ddm viotage threshold high_alarm 120

Switch(config-if)#show ddm configuration bias_current

Voltage Threshold(V) :

High Alarm  Low Alarm High Warning Low Warning
Gi1/0/9 120.000000 -- -- --
Gi1/0/10 -- -- -- --

Switch(config-if)#end

Switch#copy running-config startup-config
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DDM Configuration

2.2.6 Configuring Tx Power Threshold

Follow these steps to configure the threshold of the DDM Tx power on the specified SFP

port.

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

configure

Enter global configuration mode.

interface { fastEthernet port | range fastEthernet port-iist | gigabitEthernet port | range
gigabitEthernet port-iist | ten-gigabitEthernet port | range ten-gigabitEthernet port-list }

Enter interface configuration mode.

ddm tx_power_threshold { high_alarm | high_warning | low_alarm | low-warning } value

high_alarm: Specify the high threshold for the alarm. When the operating parameter rises
above this value, action associated with the alarm will be taken.

high_warning: Specify the high threshold for the warning. When the operating parameter
rises above this value, action associated with the warning will be taken.

low_alarm: Specify the low threshold for the alarm. When the operating parameter falls
below this value, action associated with the alarm will be taken.

low_warning: Specify the low threshold for the warning. When the operating parameter falls
below this value, action associated with the warning will be taken.

value: Enter the threshold value in mW. The valid values are from 0 to 6.5535.

show ddm configuration tx_power

Display the DDM tx power threshold on the SFP ports.

end

Return to Privileged EXEC Mode.

copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to set SFP port 1/0/9's high alarm threshold Tx power as

6 mW.

Switch#configure

Switch(config)#interface gigabitEthernet 1/0/9

Switch(config-if)#ddm tx_power_threshold high_alarm 6

Switch(config-if)#show ddm configuration tx_power

Tx Power Threshold(mW):

High Alarm  Low Alarm High Warning Low Warning
Gi1/0/9 6.000000 -- -- --
Gi1/0/10 -- -- -- --
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DDM Configuration

Switch(config-if)#end

Switch#copy running-config startup-config

2.2.7 Configuring Rx Power Threshold

Follow these steps to configure the threshold of the DDM Rx power on the specified SFP

port.

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

configure

Enter global configuration mode.

interface { fastEthernet port | range fastEthernet port-iist | gigabitEthernet port | range
gigabitEthernet port-/ist | ten-gigabitEthernet port | range ten-gigabitEthernet port-/ist}

Enter interface configuration mode.

ddm rx_power_threshold { high_alarm | high_warning | low_alarm | low-warning } value

high_alarm: Specify the high threshold for the alarm. When the operating parameter rises
above this value, action associated with the alarm will be taken.

high_warning: Specify the high threshold for the warning. When the operating parameter
rises above this value, action associated with the warning will be taken.

low_alarm: Specify the low threshold for the alarm. When the operating parameter falls
below this value, action associated with the alarm will be taken.

low_warning: Specify the low threshold for the warning. When the operating parameter falls
below this value, action associated with the warning will be taken.

value: Enter the threshold value in mW. The valid values are from 0 to 6.5535.

show ddm configuration rx_power

Display the DDM rx power threshold on the SFP ports.

end

Return to Privileged EXEC Mode.

copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to set SFP port 1/0/9's high alarm threshold Rx power as

6 mW.

Switch#configure

Switch(config)#interface gigabitEthernet 1/0/9

Switch(config-if)j#ddm rx_power_threshold high_alarm 6

Switch(config-if)##show ddm configuration rx_power
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2.2.8

Rx Power Threshold(mW) :

High Alarm  Low Alarm High Warning Low Warning
Gi1/0/9 6.000000 -- -- --
Gi1/0/10 -- -- -- --
Switch(config-if)#end

Switch#copy running-config startup-config

Viewing DDM Configuration

Follow these steps to view the DDM configuration.

Step 1 configure

Enter global configuration mode.

Step 2 show ddm configuration { state | temperature | voltage | bias_current | tx_power | rx_power}

state: Displays the DDM configuration state.

temperature: Displays the threshold of the DDM temperature value.
voltage: Displays the threshold of the DDM voltage value.
bias_current: Displays the threshold of the DDM bias current value.
tx_power: Displays the threshold of the DDM Tx Power value.

rx_power: Displays the threshold of the DDM Rx Power value.

Step 3 end
Return to Privileged EXEC Mode.

Step 4 copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to view SFP ports’ Rx power threshold.
Switch#configure
Switch(config)#show ddm configuration rx_power
Rx Power Threshold(mW) :

High Alarm  Low Alarm High Warning Low Warning
Gi1/0/9 6.000000 -- -- --
Gi1/0/10 -- -- -- --

Switch(config)#end
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2.2.9 Viewing DDM Status

Follow these steps to view the DDM status, which is the digital diagnostic monitoring status
of SFP modules inserted into the switch's SFP ports.

Step 1 configure

Enter global configuration mode.

Step 2 show ddm status

Displays all the monitoring status of SFP modules.

Step 3 end
Return to Privileged EXEC Mode.

The following example shows how to view SFP ports’ DDM status.
Switch#configure
Switch(config)#show ddm status
Temperature(C) Voltage(V) Bias Current(mA) Tx Power(mW)
Rx Power(mW) Data Ready RxLos Tx Fault

Gi1/0/9 - - - -
Gi1/0/10  -- - - -

Switch(config)#end
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3 Appendix: Default Parameters

Default settings of DDM are listed in the following table.

Table 3-1 Default Settings of DDM

Parameter Default Setting
DDM Status Enable. All the SFP ports are being monitored.
Threshold Action None. The port will not be shut down even if the

alarm or warning threshold is exceeded.
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Configuring L2PT Overview

1 Overview

L2PT (Layer 2 Protocol Tunneling) is a feature for service providers to transparently
transmit layer 2 protocol data units (PDUs) between customer networks at different
locations through a public ISP network. Some terminology that is used in this section is
defined as follows:

®  Edge Switch: The switch that is connected to the customer network and placed on the
boundary of the ISP network.

= UNI: User Network Interface, a port configured on the edge switch which is connected
to the customer network.

= NNI: Network Network Interface, a port configured on the edge switch which is
connected to the ISP network.

As shown in Figure 1-1, a customer has two local networks which are connected through
the ISP network. When the two customer networks run the same layer 2 protocol, the layer
2 PDUs between them must be transmitted through the ISP network to perform layer 2
protocol calculation (for example, calculating a spanning tree). Generally, the PDUs of the
same layer 2 protocol use the same destination MAC address. Therefore, when a layer 2
PDU from a customer network reaches a edge switch in the ISP network, the switch cannot
identify whether the PDU comes from a customer network or the ISP network and then the
PDU will be discarded. As a result, the layer 2 PDUs cannot be transmitted through the ISP
network to the other side.

Figure 1-1  L2PT Application

Customer Network Customer Network

To resolve this problem, the ISP network should transparently transmit the layer 2 PDUs
between the two customer networks. In this case, L2PT feature can be configured on the
edge switches (PE1 and PE2) to allow the layer 2 PDUs to be tunneled through the network.

The following describes the PDUs transmission procedure through the ISP network from
one customer network to the other side:
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1) Upon receiving a layer 2 PDU from CE1 via the UNI port, PE1 replaces the destination
MAC address of the PDU with a special multicast MAC address (01:00:0c:cd:cd: d0) and
then sends the PDU to the ISP network via the NNI port.

2) The ISP network identifies the PDU and directly forwards it to the other end.

3) PE2 receives the PDU via its NNI port and restores the destination MAC address of the
PDU to its original destination MAC address.

With L2PT feature configured accordingly, the switch can transparently transmit the
PDUs of the following layer 2 protocols: STP (Spanning Tree Protocol), GVRP (GARP VLAN
Registration Protocol), CDP (Cisco Discovery Protocol), VTP (VLAN Trunking Protocol),
PAgP (Port Aggregation Protocol), UDLD (UniDirectional Link Detection) and PVST+(Per
VLAN Spanning Tree Plus).
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2.1

L2PT Configuration

L2PT Configuration

Using the GUI

Choose the menu Switching > L2PT > L2PT Config to load the following page.

Figure 2-1  Configuring L2PT

Global Config

Layer 2 Protocol Tunneling :

Paort Config
UNIT. 1 LAGS

Select Port

Type

Enable ® Disable Apply

Frotocol Threshold{0-1000) LAG

I r [

101
1/0/2
1103
1/0/4
1/0/5
1/0/6
107
1/0/8
1/0/9
1010

NONE
NONE
NONE
NONE
NONE
NONE
NONE
NONE
NONE
NONE

i et —
] ] —
i i1 —
i 1 —
i et —
i 1 —
] et —
i et —
] e —
i et —

[ ar ] [Refresn] [ appy | [ Help ]

Follow these steps to configure L2PT:

1) Inthe Global Config section, enable L2PT globally and click Apply.

2) In the Port Config section, configure the port that is connected to the customer
network as a UNI port and specify your desired protocols on the port. In addition, you
can also set the threshold for packets-per-second to be processed on the UNI port.

UNIT:1/LAGS

Type

Click 1 to configure physical ports. Click LAGS to configure LAGs.

Select UNI as the port type for the selected port. Usually, the UNI port is
connected to the customer network.

The default setting is NONE, which indicates that L2PT is disabled on this port.
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Protocol Specify the layer 2 protocol types of the packets that can be transparently
transmitted on the selected port:

STP: Enable protocol tunneling for the STP packets.
GVRP: Enable protocol tunneling for the GVRP packets.

01000CCCCCCC: Enable protocol tunneling for the packets with their destination
MAC address as 01000CCCCCCC, which includes CDP, VTP, PAgP and UDLD.

01000CCCCCCD: Enable protocol tunneling for the PVST+ packets with the
destination MAC address as 01000CCCCCCD.

ALL: All the above layer 2 protocols are supported for tunneling.

Threshold Specify the maximum number of packets to be processed for the specified
protocol on the port in one second. When the threshold is exceeded, the port
drops the specified layer 2 protocol packets.

This value ranges from 0 to 1000( packets/second). O indicates that the threshold
feature is disabled.

LAG Displays the link aggregation group which the portis in.

3) In the Port Config section, configure the port that is connected to the ISP network as
an NNI port. Note that the protocols and threshold cannot be configured on the NNI

port.
UNIT:1/LAGS Click 1 to configure physical ports. Click LAGS to configure LAGs.
Type Select NNI as the port type for the selected port. Usually, NNI port is connected
to the ISP network.
The default setting is NONE, which indicates that L2PT is disabled on this port.
LAG Displays the link aggregation group which the portis in.
4) Click Apply.

2.2 Usingthe CLI

Follow these steps to configure L2PT feature.

Step 1 configure

Enter global configuration mode.

Step 2 12protocol-tunnel
Enable the L2PT feature globally.
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Step 3 interface { fastEthernet por? | range fastEthernet port-iist | gigabitEthernet port | range
gigabitEthernet port-iist | port-channel port-channel-id | range port-channel port-channel-
id-list }

Enter interface configuration mode.
Step 4 12protocol-tunnel type uni { 01000ccccccc | 01000cccceced | gvrp | stp | all } [ threshold
threshold 1

Configure the port as a UNI port, specify the layer 2 protocol types of the packets that can
be transparently transmitted on the port, and set the threshold for packets-per-second
accepted for encapsulation on the UNI port.

01000ccccccc: Enable protocol tunneling for the packets with their destination MAC
address as 01000CCCCCCC, which includes CDP, VTP, PAgP and UDLD.

01000cccccced: Enable protocol tunneling for the PVST+ packets with the destination MAC
address as 01000CCCCCCD.

gvrp: Enable protocol tunneling for the GVRP packets.

stp: Enable protocol tunneling for the STP packets.

all: All the above layer 2 protocols are supported for tunneling.

threshold: Set a threshold which determines the maximum number of packets to be
processed for the specified protocol on the port in one second. When the threshold is

exceeded, the port drops the specified layer 2 protocol packets. The valid values are from O
to 1000 ( packets/second). 0 indicates that the threshold feature is disabled.

Step 5 exit

Return to global configuration mode.

Step 6 interface { fastEthernet port | range fastEthernet port-iist | gigabitEthernet port | range
gigabitEthernet port-/ist | port-channel port-channel-id | range port-channel port-channel-
id-list }

Enter interface configuration mode.

Step 7 12protocol-tunnel type nni
Configure the port as an NNI port.

Step 8 show I2protocol-tunnel global
Verify the global L2PT configuration.

Step 9 show I2protocol-tunnel interface [ fastEthernet por? | gigabitEthernet port | port-channel
port-channel-id ]

Verify the L2PT configuration of the port or LAG.

Step 10 end
Return to privileged EXEC mode.

Step 11 copy running-config startup-config

Save the settings in the configuration file.
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This example shows how to enable L2PT globally:
Switch#configure
Switch(config)#l2protocol-tunnel
Switch(config)#show I2protocol-tunnel global
I2protocol-tunnel State: Enable
Switch(config)#end

Switch#copy running-config startup-config

This example shows how to configure port 1/0/1 as a UNI port for the layer 2 protocol
GVRP and set the threshold as 1000:

Switch#configure

Switch(config)#interface gigabitEthernet 1/0/1
Switch(config-if)#12protocol-tunnel type uni gvrp threshold 1000
Switch(config-if)#show I12protocol-tunnel interface gigabitEthernet 1/0/1
Interface Type Protocol Threshold LAG

Gi1/0/1 uni gvrp,--,--,-- 1000,--,--,-- N/A
Switch(config-if)#end

Switch#copy running-config startup-config

This example shows how to configure port 1/0/5 as an NNI port.
Switch#configure

Switch(config)#interface gigabitEthernet 1/0/5
Switch(config-if)#12protocol-tunnel type nni

Switch(config-if)#show I2protocol-tunnel interface gigabitEthernet 1/0/5
Interface Type Protocol Threshold LAG

Gi1/0/5 nni ==, - N/A
Switch(config-if)#end

Switch#copy running-config startup-config
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3 Configuration Example

3.1

3.2

3.3

Network Requirements

As shown below, the two branches of a company are connected through the ISP network,
and they want to achieve spanning tree calculation by exchanging layer 2 STP packets with
each other. To meet this requirement, the ISP network needs to transparently transmit the
STP packets between the two customer networks.

Figure 3-1 Network Topology

Switch A g e ISP Network | S el

Customer Network Customer Network

Configuration Scheme

The service provider can configure L2PT on the two edge switches (Switch A and Switch B).
With the L2PT feature, the STP packets can be encapsulated as normal data packets and
sent to the other side without being processed by the devices in the ISP network.

The overview of configuration is as follows:
1) Enable the L2PT feature globally.
2) Specify port 1/0/1 which is connected to the ISP network as an NNI port.

3) Specify port 1/0/2 which is connected to the customer network as a UNI port for the
STP. In addition, configure the threshold as 1000 to limit the number of packets to be
processed on the port in one second.

Demonstrated with T2500G-10MPS, the following sections provide configuration
procedure in two ways: using the GUI and using the CLI.

Using the GUI

The configurations of Switch A and Switch B are similar. The following introductions take
Switch A as an example.
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1) Choose the menu Switching > L2PT > L2PT Config to load the following page. Enable
the L2PT feature globally and click Apply.

2) Specify port 1/0/1 as an NNI port and click Apply. Specify port 1/0/2 as a UNI port for
the STP and set the threshold as 1000. Then click Apply. The configuration result is as
follows:

Figure 3-2 Global Config

Global Config
Layer 2 Protocol Tunneling : Disable
Port Config
UNIT: 1 LAGS
Select Port Type Protocol Threshold{0-1000) LAG
[ ] v [ 1]
1/0M1 MMI el e/ —
1002 UNI STRI———/ 1000/ —/——/ | —
1003 NONE el e/ —
1/0/4 MONE ———— ———— —
1/0/5 NONE el e/ —
1/0/6 MNONE el e/ —
107 NONE el e/ —
1/0/8 NONE el e/ —
1/0/9 MONE — == — —
1/0/10 NONE el e/ —

All Refresh Help

3) Click Save Config to save the settings.

3.4 Usingthe CLI

The configurations of Switch A and Switch B are similar. The following introductions take
Switch A as an example.

Switch_A#configure
Switch_A(config)#l2protocol-tunnel
Switch_A(config)#interface gigabitEthernet 1/0/1
Switch_A(config-if)#l2protocol-tunnel type nni
Switch_A(config-if)#exit

Switch_A(config)#interface gigabitEthernet 1/0/2
Switch_A(config-if)#l2protocol-tunnel type uni stp 1000
Switch_A(config-if)#end

Switch_A#copy running-config startup-config
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Verify the Configuration
Verify the global configuration:
Switch_A#show I2protocol-tunnel global

I2protocol-tunnel State: Enable

Verify the configuration on port 1/0/1:
Switch_A#show I2protocol-tunnel interface gigabitEthernet 1/0/1
Interface Type Protocol Threshold LAG

Gi1/0/1 nni - S N/A

Verify the configuration on port 1/0/2:
Switch_A#show I12protocol-tunnel interface gigabitEthernet 1/0/2

Interface Type Protocol Threshold LAG

Gi1/0/2 uni stp,--,--.-- 1000,--,--,-- N/A
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4 Appendix: Default Parameters

Default settings of L2PT are listed in the following table.
Table 4-1 Default Settings of L2PT

Parameter Defualt Setting
Global Config

Layer 2 Protocol Tunneling Disable

Port Config

Type NONE
Protocol NONE
Threshold Disable

Configuration Guide = 176



Part 9

Configuring
802.1Q VLAN

CHAPTERS

1. Overview
2. 802.1Q VLAN Configuration
3. Configuration Example

4. Appendix: Default Parameters



Configuring 802.1Q VLAN Overview

1 Overview

VLAN (Virtual Local Area Network) is a network technique that solves broadcasting issues
in local area networks. It is usually applied in the following occasions:

To restrict broadcast domain: VLAN technique divides a big local area network into
several VLANSs, and all VLAN traffic remains within its VLAN. It reduces the influence of
broadcast traffic in Layer 2 network to the whole network.

To enhance network security: Devices from different VLANs cannot achieve Layer 2
communication, and thus users can group and isolate devices to enhance network
security.

For easier management: VLANSs group devices logically instead of physically, so devices
in the same VLAN need not be located in the same place. It eases the management of
devices in the same work group but located in different places.
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2 802.1Q VLAN Configuration

To complete 802.1Q VLAN configuration, follow these steps:
1) Configure PVID (Port VLAN ID) of the port;

2) Configure the VLAN, including creating a VLAN and adding the configured port to the
VLAN.

2.1 Using the GUI

2.1.1 Configuring the PVID of the Port

Choose the menu VLAN > 802.1Q VLAN > Port Config to load the following page.

Figure 2-1  Configuring the Port

VLAM Port Config
UNIT: 1 LAGS

Select  Port Link Type PVID LAG VLAN
]
1/0/1 ACCESS 1 - Detail
1012 ACCESS 1 - Detail
1013 ACCESS 1 - Detail
1/0/4 ACCESS 1 - Detail
4 10055 ACCESS 1 - Detail
1/0/6 ACCESS 1 - Detail
14017 ACCESS 1 - Detail
1/0/8 ACCESS 1 - Detail
1/0/9 ACCESS 1 - Detail
1/0/10 ACCESS 1 - Detail
| an | | Appy | | Hep |

Select a port and configure its PVID. Click Apply.
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Link Type Select the link type of the port. It is Access by default.

ACCESS:

The port can only be added to one VLAN and is usually connected to a
terminal device that does not support VLAN, a host for example.

When receiving frames:

e The port accepts untagged frames and adds a VLAN tag with the PVID to
the frames.

e The port accepts the tagged frames if the frames' VLAN IDs match its
PVID.

e The port drops the tagged frames if the frames' VLAN IDs differ from its
PVID.

When forwarding frames:
e The port forwards the frames without tag.
TRUNK:

The port can be added to more than one VLAN and is usually connected to an
intermediate device, such as a switch or a router, to carry traffic in different
VLANS.

When receiving frames:

e The port adds a VLAN tag with the PVID to the untagged frames, and then
decides to accept or drop the frame according to whether the PVID is in
the port's allowed VLAN list.

e The port accepts the tagged frames if the frames' VLAN ID are in its
allowed VLAN list.

e The port drops the tagged frames if the frames’' VLAN ID are not in its
allowed VLAN list.

When forwarding frames:

* Normally, the port forwards the frames with tags. If the frames’ VLAN tags
match its PVID, the port will forward the frames without tag.

GENERAL:

The port can be added to more than one VLAN and is usually connected to
an intermediate or terminal device. You can configure the egress rule on
the VLAN > 802.1Q VLAN > VLAN Config page according to the connected
device.

When receiving frames:

e The behavior of a General port is the same with that of a Trunk port.

When forwarding frames:

e The port decides to forward the frames with or without tag according to
the egress rule. You need to specify the egress rule as tagged or untagged
when adding the port to each VLAN.

PVID Set the default VLAN ID of the port. The valid values are from 1 to 4094. It is
used mainly in the following two ways:

* When the port receives an untagged packet, the switch inserts a VLAN tag
to the packet based on the PVID.

* When the port receives an untagged UL packet or an untagged broadcast
packet, the switch broadcasts the packet within the default VLAN.

LAG Displays the LAG (Link Aggregation Group) which the port belongs to.

Configuration Guide = 180



Configuring 802.1Q VLAN 802.1Q VLAN Configuration

VLAN Check details of the VLAN which the portis in.

2.1.2 Configuring the VLAN
Choose the menu VLAN > 802.1Q VLAN > VLAN Config and click Create to load the
following page.
Figure 2-2  Configuring VLAN
VLAN Info

VLAN ID: |:| (2 - 4094)

Mame : | | (16 characters maximum)

Untagged port
UMIT: 1 LAGS

0 R O KT

| A | | clear |

Tagoed port
UMIT: 1 LAGS

0 2 N A S G R . (e[

| an | [ clear | | appy | [ Help |

E Unselected Port(s) E Selected Portis) E Mot Available for Selection

Follow these steps to configure VLAN:

1) Enter a VLAN ID and a description for identification to create a VLAN.
VLAN ID Enter a VLAN ID for identification with the values between 2 and 4094.
Name Give a VLAN description for identification with up to 16 characters.

2) Select the untagged port(s) and the tagged port(s) respectively to add to the created
VLAN based on the network topology.

Untagged port The selected ports will forward untagged packets in the target VLAN.
Tagged port The selected ports will forward tagged packets in the target VLAN.
3) Click Apply.
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2.2 Usingthe CLI

2.2.1 Creating a VLAN

Follow these steps to create a VLAN:

Step 1 configure

Enter global configuration mode.

Step 2 vlan vian-list

When you enter a new VLAN ID, the switch creates a new VLAN and enters VLAN
configuration mode; when you enter an existing VLAN ID, the switch directly enters VLAN
configuration mode.

vian-list. Specify the ID or the ID list of the VLAN(s) for configuration. The valid values are
from 2 to 4094, for example, 2-3,5.

Step 3 name descript
(Optional) Specify a VLAN description for identification.
descript: The length of the description should be 1 to 16 characters.

Step 4 show vlan [ id vian-/ist]

Show the global information of the specified VLAN(s). When no VLAN is specified, this
command shows global information of all 802.1Q VLANSs.

vian-list. Specify the ID or the ID list of the VLAN(s) to show information. The valid values are
from 1 to 4094.

Step 5 end
Return to privileged EXEC mode.

Step 6 copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to create VLAN 2 and name itas RD :
Switch#configure

Switch(config)#vlan 2

Switch(config-vlan)#name RD

Switch(config-vlan)#show vlan id 2

VLAN Name Status Ports

2 RD active

Switch(config-vlan)#end
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Switch#copy running-config startup-config

2.2.2 Configuring the Port

Follow these steps to configure the port:

Step 1 configure

Enter global configuration mode.

Step 2 interface { fastEthernet port | range fastEthernet port-list | gigabitEthernet por? | range
gigabitEthernet port-list }

Enter interface configuration mode.

port| port-list. The number or the list of the Ethernet port that you want to configure.

Step 3 switchport mode { access | trunk | general }
Specify the link type of the port.

access | trunk | general: The link type. By default, it is Access.

Step 4 switchport pvid vian-id
Configure the PVID of the port(s). By default, itis 1.
vian-id: The default VLAN ID of the port with the values between 1 and 4094.

Step 5 end
Return to privileged EXEC mode.

Step 6 copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to configure the link type of port 1/0/5 as Trunk, the
PVID of port 1/0/5 as VLAN 2:

Switch#configure

Switch(config)#interface gigabitEthernet 1/0/5
Switch(config-if)#switchport mode trunk
Switch(config-if)#switchport pvid 2

Switch(config-if)#show interface switchport gigabitEthernet 1/0/5

Port Gi1/0/5:

PVID: 2

Member in LAG: N/A
Link Type: Trunk
Member in VLAN:
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Vian Name Egress-rule

1 System-VLAN  Tagged
Switch(config-if)#end

Switch#copy running-config startup-config

2.2.3 Adding the Port to the Specified VLAN

Follow these steps to add the port to the specified VLAN:

Step 1 configure

Enter global configuration mode.

Step 2 interface { fastEthernet port | range fastEthernet port-iist | gigabitEthernet port | range
gigabitEthernet port-/ist}

Enter interface configuration mode.

port| port-list. The number or the list of the Ethernet port that you want to configure.

Step 3 switchport access vlan vian-id
switchport trunk allowed vlan vian-/ist
switchport general allowed vlan vian-list { tagged | untagged }

Add Access/Trunk/General port to the specified VLAN.

vian-id | vian-list: Specify the ID or ID list of the VLAN(s) that the port will be added to. The ID
ranges from 1 to 4094.

tagged | untagged: Egress rule for the port.

Step 4 show interface switchport [gigabitEthernet porf]
Verify the information of the port.

port. Specify the ID of the port to show information.

Step 5 end
Return to privileged EXEC mode.

Step 6 copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to add the General port 1/0/5 to VLAN 2, and specify its
egress rule as tagged:

Switch#configure
Switch(config)#interface gigabitEthernet 1/0/5

Switch(config-if)#switchport general allowed vlan 2 tagged
Switch(config-if)#show interface switchport gigabitEthernet 1/0/5
Port Gi1/0/5:
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PVID: 2

Member in LAG: N/A
Link Type: General
Member in VLAN:

Vian Name Egress-rule
1 System-VLAN Untagged
2 rd Tagged

Switch(config-if)#end

Switch#copy running-config startup-config
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3 Configuration Example

3.1 Network Requirements

Offices of both Department A and Department B in the company are located in different
places, and computers in different offices are connected to different switches.

It is required that computers can communicate with each other in the same department
but not with computers in the other department.

3.2 Configuration Scheme

Divide computers in Department A and Department B into two VLANSs respectively so
that computers can communicate with each other in the same department but not with
computers in the other department.

Terminal devices like computers usually do not support VLAN tags. Configure the
switch ports connected to the computers as Access. Then add the ports to the
corresponding VLANS.

The intermediate link between two switches carries traffic from two VLANs
simultaneously. Configure the ports on both ends of the intermediate link as Trunk, and
add the ports to both VLANSs.
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3.3

Network Topology

The figure below shows the network topology. Host A1 and Host A2 are used in
Department A, while Host B1 and Host B2 are used in Department B. Switch 1 and Switch
2 are located in two different places. Host A1 and Host B1 are connected to port 1/0/2 and
port 1/0/3 on Switch 1 respectively, while Host A2 and Host B2 are connected to port 1/0/6
and port 1/0/7 on Switch 2 respectively. Port 1/0/4 on Switch 1 is connected to port 1/0/8

on Switch 2.
Figure 3-1 Network Topology

VLAN 10

Host A1 Host A2

Gi1/0/2 Gi1/0/6
Gi1/0/8

Switch 1 Switch 2

Gi1/0/4

Gi1/0/3 Gi1/0/7

VLAN 20

Host B1 Host B2

The following sections provide configuration procedure in two ways: using the GUI and
using the CLI.

Using the GUI

The configurations of Switch 1 and Switch 2 are similar. The following introductions take
Switch 1 as an example.

1) Choose the menu VLAN > 802.1Q VLAN > Port Config to load the following page. For
port 1/0/2 and port 1/0/3, set the link type as Access; for port 1/0/4, set the link type as
Trunk. Then click Apply.
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Figure 3-2 Create VLAN 10 for Department A

VLAN Port Config
UNIT: 1 LAGS

Select Port Link Type PVID LAG VLAN
o —

1600 ACCESS 1 — Detail
O 1R ACCESS 1 — Detail
0 108 ACCESS 1 — Detail
T ACCESS 1 — Detail
T 10k ACCESS 1 — Detail
o 106 ACCESS 1 — Detail
o 1o ACCESS 1 — Detail
o e ACCESS 1 — Detail
ST ACCESS 1 — Detail
1010 ACCESS 1 — Detail

[ an || apeply || [ Heip |

2) Choose the menu VLAN > 802.1Q VLAN > VLAN Config and click Create to load the
following page. Create VLAN 10 with the description of Department_A. Add port 1/0/2
as an untagged port and port 1/0/4 as a tagged port to VLAN 10. Then click Apply.

Figure 3-3 Create VLAN 10 for Department A

VLAN Info
VLAN ID: (2 - 4004)
Mame : Department_A | (16 characters maximum)

Untagged port
UMIT: 1 LAGS

N ) e S K T

] [flenc

Tagged port
UMIT: 1 LAGS

TmEEEEEEE

[ an | [ ciear || apply || [ Help |

E Unselected Portis) E Selected Portis) E Mot Available for Selection
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3.5

3) Click Create again to load the following page. Create VLAN 20 with the description of
Department_B. Add port 1/0/2 as an untagged port and port 1/0/4 as a tagged port to
VLAN 20. Then click Apply.

Figure 3-4 Create VLAN 20 for Department B

VLAN Info
VLAN ID: 20 | (2-4004)
Mame : Department_B | (16 characters maximum)

Untagged port
UNIT. 1 LAGS

(i [ 7] S]] R T

] [flenc

Tagged port
UMIT: 1 LAGS

EEEAEEEE s

[ an | [ ciear | |[ apply || [ Help |

E Unselected Portis) E Selected Portis) E Mot Available for Selection

4) Click Save Config to save the settings.

Using the CLI

The configurations of Switch 1 and Switch 2 are similar. The following introductions take
Switch 1 as an example.

1) Create VLAN 10 for Department A, and configure the description as Department-A.
Similarly, create VLAN 20 for Department B, and configure the description as
Department-B.

Switch_1#configure

Switch_1(config)#vlan 10
Switch_1(config-vlan)#name Department-A
Switch_1(config-vlan)#exit
Switch_1(config)#vlan 20

Switch_1(config-vlan)#name Department-B
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2)

3)

Switch_1(config-vlan)#exit

Set the link type of port 1/0/2 and port 1/0/3 as Access, and then add port 1/0/2 to
VLAN 10 and add port 1/0/3 to VLAN 20.

Switch_1(config)#interface gigabitEthernet 1/0/2
Switch_1(config-if)ftswitchport mode access
Switch_1(config-if)#switchport access vlan 10
Switch_1(config-if)#exit

Switch_1(config)#interface gigabitEthernet 1/0/3
Switch_1(config-if)#switchport mode access
Switch_1(config-if)#switchport access vlan 20
Switch_1(config-if)#exit

Set the link type of port 1/0/4 as Trunk, and then add it to both VLAN 10 and VLAN 20.
Switch_1(config)#interface gigabitEthernet 1/0/4
Switch_1(config-if)f#switchport mode trunk
Switch_1(config-if)i#switchport trunk allowed vlan 10,20
Switch_1(config-if)j#end

Switch_1#copy running-config startup-config

Verify the Configurations

Switch_1#show vian

VLAN  Name Status  Ports

1 System-VLAN active Gi1/0/1, Gi1/0/4, Gi1/0/5, Gi1/0/6
Gi1/0/7, Gi1/0/8, Gi1/0/9, Gi1/0/10

10 Department-A active Gi1/0/2, Gi1/0/4

20 Department-B  active Gi1/0/3, Gi1/0/4
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4 Appendix: Default Parameters

Default settings of 802.1Q VLAN are listed in the following table.

Table 4-1 Default Settings of 802.1Q VLAN

Parameter Default Setting
VLANID 1

PVID 1

Link Type ACCESS
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Configuring MAC VLAN Overview

1

Overview

VLAN is generally divided by ports. This way of division is simple but isn't suitable for those
networks that require frequent topology changes. With the popularity of mobile office, a
terminal device may access the switch via different ports. For example, a terminal device
that accessed the switch via port 1 last time may change to port 2 this time. If port 1 and
port 2 belong to different VLANSs, the user has to re-configure the switch to access the
original VLAN. Using MAC VLAN can free the user from such a problem. It divides VLANs
based on the MAC addresses of terminal devices. In this way, terminal devices always
belong to their original VLANs even when their access ports change.

The figure below shows a common application scenario of MAC VLAN.

Figure 1-1  Common Application Scenario of MAC VLAN

Server A Server B
VLAN 10 VLAN 20
Switch 3
Switch 1 Switch 2
. Laptop A .
Meeting Room 1 Meeting Room 2
Laptop B

Two departments share all the meeting rooms in the company, but use different servers
and laptops. Department A uses Server A and Laptop A, while Department B uses Server
B and Laptop B. Server A is in VLAN 10 while Server B is in VLAN 20. It is required that
Laptop A can only access Server A and Laptop B can only access Server B, no matter which
meeting room the laptops are being used in. To meet this requirement, simply bind the MAC
addresses of the laptops to the corresponding VLANs respectively. In this way, the MAC
address rather than the access port determines the VLAN each laptop joins. Each laptop
can access only the server in the VLAN it joins.
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2

2.1

2.1.1

MAC VLAN Configuration

To complete MAC VLAN configuration, follow these steps:
1) Configure 802.1Q VLAN.

2) Bind the MAC address to the VLAN.

3) Enable MAC VLAN for the port.

Configuration Guidelines

When a port in a MAC VLAN receives an untagged data packet, the switch will first check
whether the source MAC address of the data packet has been bound to the MAC VLAN.
If yes, the switch will insert the corresponding tag to the data packet and forward it within
the VLAN. If no, the switch will continue to match the data packet with the matching rules
of other VLANS (such as the protocol VLAN). If there is a match, the switch will forward
the data packet. Otherwise, the switch will process the data packet according to the
processing rule of the 802.1 Q VLAN. When the port receives a tagged data packet, the
switch will directly process the data packet according to the processing rule of the 802.1 Q
VLAN.

Using the GUI

Configuring 802.1Q VLAN

Before configuring MAC VLAN, create an 802.1Q VLAN and set the port type according to
network requirements. For details, refer to Configuring 802.1Q VLAN.
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2.1.2 Binding the MAC Address to the VLAN

Choose the menu VLAN > MAC VLAN > MAC VLAN to load the following page.

Figure 2-1  MAC VLAN Configuration

Create MAC VLAN

MAC Address: | | (Format: 00-00-00-00-00-01)

Create
Description: | | (8 characters maximum)

VLAN ID: | | (1-4004)

MAC VLAN Table
Select MAC Address Description VLAN ID Operation
Mo entry in the table.

[ A ] [Deete | [ Hep |

Follow these steps to bind the MAC address to the VLAN:

1) Enter the MAC address of the device, give it a description, and enter the VLAN ID to
bind it to the VLAN.

MAC Address Enter the MAC address of the device. The address should be in 00-00-00-00-00-
01 format.

Description Give a MAC address description for identification with up to 8 characters.

VLAN ID Enter the ID of the 802.1Q VLAN where the port with MAC VLAN enabled is.

2) Click Create to create the MAC VLAN.

@ Note:

One MAC address can be bound to only one VLAN.

2.1.3 Enabling MAC VLAN for the Port

By default, MAC VLAN is disabled on all ports. You need to enable MAC VLAN for your
desired ports manually.
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Choose the menu VLAN > MAC VLAN > Port Enable to load the following page.
Figure 2-2  Enable MAC VLAN for the Port

Fort Enable
UNIT. 1 LAGS

FEIEEEIE TR 6

| an | [ clear | | Apply | [ Help |

E Unselected Portis) E Selected Portis) E Mot Available for Selection

Follow these steps to enable MAC VLAN for the port:

Select your desired ports to enable MAC VLAN, and click Apply.

@ Note:

The member port of an LAG (Link Aggregation Group) follows the configuration of the LAG but not
its own. The configurations of the port can take effect only after it leaves the LAG.

2.2 Usingthe CLI

2.2.1 Configuring 802.1Q VLAN

Before configuring MAC VLAN, create an 802.1Q VLAN and set the port type according to
network requirements. For details, refer to Configuring 802.1Q VLAN.

2.2.2 Binding the MAC Address to the VLAN

Follow these steps to bind the MAC address to the VLAN:

Step 1 configure

Enter global configuration mode.

Step 2 mac-vlan mac-address mac-addr vlan vian-id [description descripf]

Bind the MAC address to the VLAN.
mac-addr. MAC address of the device. The address should be in xx:xx:xx:xx:xx:xx format.
vian-id: 1D of the 802.1Q VLAN where the port with MAC VLAN enabled is.

descript: MAC address description for identification, with up to 8 characters.
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Step 3 show mac-vlan VLAN vid
Verify the configuration of MAC VLAN.

vid: Specify the MAC VLAN to be displayed.

Step 4 end
Return to privileged EXEC mode.

Step 5 copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to bind the MAC address 00:19:56:8A:4C:71 to VLAN 10,
with the address description as Dept.A.

Switch#configure
Switch(config)#mac-vlan mac-address 00:19:56:8a:4c:71 vlan 10 description Dept.A

Switch(config)#show mac-vlan vian 10

MAC-Addr Name VLAN-ID
00:19:56:8A:4C:71  Dept.A 10
Switch(config)#end

Switch#copy running-config startup-config

2.2.3 Enabling MAC VLAN for the Port
Follow these steps to enable MAC VLAN for the port:

Step 1 configure

Enter global configuration mode.

Step 2 interface { fastEthernet port | range fastEthernet port-iist | gigabitEthernet port | range
gigabitEthernet port-/ist | ten-gigabitEthernet port | range ten-gigabitEthernet port-/ist }

Enter interface configuration mode.

Step 3 mac-vian

Enable MAC VLAN for the port.

Step 4 show mac-vlan interface

Verify the configuration of MAC VLAN on each interface.

Step 5 end
Return to privileged EXEC mode.
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Step 6 copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to enable MAC VLAN for port 1/0/1.
Switch#configure

Switch(config)#interface gigabitEthernet 1/0/1
Switch(config-if)j#mac-vian

Switch(config-if)#show mac-vlan interface

Port  STATUS

Gi1/0/1 Enable

Gi1/0/2 Disable

Switch(config-if)#end

Switch#copy running-config startup-config
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3 Configuration Example

3.1 Network Requirements

Two departments share all the meeting rooms in the company, but use different servers
and laptops. Department A uses Server A and Laptop A, while Department B uses Server B
and Laptop B. Server Ais in VLAN 10 while Server B is in VLAN 20. It is required that Laptop
A can only access Server A and Laptop B can only access Server B, no matter which
meeting room the laptops are being used in. The figure below shows the network topology.

Figure 3-1  Network Topology

Server B
VLAN 20

Server A
VLAN 10

Gi1/0/5

Switch 3

Switch 1 Switch 2

Gi1/0/1 i1/0/1

) Laptop A )
Meeting Room 1  00-19-56-8A-4C-71 Meeting Room 2

Laptop B
00-19-56-82-3B-70

3.2 Configuration Scheme

You can configure MAC VLAN to meet this requirement. On Switch 1 and Switch 2, bind the
MAC addresses of the laptops to the corresponding VLANs respectively. In this way, each
laptop can access only the server in the VLAN it joins, no matter which meeting room the
laptops are being used in. The overview of the configuration is as follows:

1) Create VLAN 10 and VLAN 20 on each of the three switches, set different port types,
and add the ports to the VLANs based on the network topology. Note: For the ports
connecting the laptops, set the link type as General, and set the egress rule as
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3.3

Untagged; for the ports connecting to other switch, set the link type as General, and set
the egress rule as Tagged.

2) On Switch 1 and Switch 2, bind the MAC addresses of the laptops to their
corresponding VLANSs, and enable MAC VLAN for the ports.

Demonstrated with T2500G-10MPS, the following sections provide configuration
procedure in two ways: using the GUI and using the CLI.

Using the GUI

®  Configurations for Switch 1 and Switch 2

The configurations of Switch 1 and Switch 2 are similar. The following introductions take
Switch 1 as an example.

1) Choose the menu VLAN > 802.1Q VLAN > Port Config to load the following page. Set
the link type of port1/0/1 and port1/0/2 as General, and click Apply.

Figure 3-2 Port Configuration

VLAN Port Config
UNIT: 1 LAGS

Select Port Link Type FVID LAG VLAN
]

i 101 ACCESS 1 — Detail
-f 1002 ACCESS 1 — Detail
103 ACCESS 1 — Detail

1/0/4 ACCESS 1 — Detail

1045 ACCESS 1 — Detail

106 ACCESS 1 — Detail

1057 ACCESS 1 — Detail

1/0/8 ACCESS 1 — Detail

1/0/9 ACCESS 1 -— Detail

1010 ACCESS 1 — Detail

2) Choose the menu VLAN > 802.1Q VLAN > VLAN Config and click Create to load the
following page. Create VLAN 10, and add port 1/0/1 as untagged port and port 1/0/2 as
tagged ports to VLAN 10. Click Apply.
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Figure 3-3 VLAN 10 Configuration

VLAN Info
VLAN ID: 10 (2-4094)
Name : Department_A | (16 characters maximum)

Untagged port
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] [flenc

Tagged port
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rEEEEEEER s

[ an | [ ciear | |[ Apply || [ Help |

E Unselected Portis) E Selected Portis) E Mot Available for Selection

3) Choose the menu VLAN > 802.1Q VLAN > VLAN Config and click Create to load the
following page. Create VLAN 20, and add port 1/0/1 as untagged port and port 1/0/2 as
tagged ports to VLAN 20. Click Apply.
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Figure 3-4 VLAN 20 Configuration

VLAN Info
VLAN ID: 20 | (2-4004)
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4) Choose the menu VLAN > MAC VLAN > MAC VLAN to load the following page. Enter
MAC Address, Description, VLAN ID and click Create to bind the MAC address of
Laptop A to VLAN 10 and bind the MAC address of Laptop B to VLAN 20.

Figure 3-5 MAC VLAN Configuration

Create MAC VLAN

MAC Address: ||:| 0-19-56-82-3B-70 | iFormat: 00-00-00-00-00-01})

-C t
Description: IPCB | (8 characters maximum) —

-Clear
VLAN ID: 20 | |(1-4094)

MAC VLAN Table

Select MAC Address Description VLAM ID Cperation
00-19-56-8a-4c-71 PCA 10 Edit
[ an | [ Delete | [ Hep |

5) Choose the menu VLAN > MAC VLAN > Port Enable to load the following page. Select
port 1/0/1 and click Apply to enable MAC VLAN for it.
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Figure 3-6 Enable MAC VLAN for the Port

Fort Enable
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6) Click Save Config to save the settings.

®  Configurations for Switch 3

1) Choose the menu VLAN > 802.1Q VLAN > Port Config to load the following page. Set
the link type of port1/0/2-5 as General, and click Apply.

Figure 3-7 Port Configuration

VLANM Port Config
UNIT: 1 LAGS

Select Port Link Type PVID LAG VLAN
]

1101 ACCESS 1 — Detail
| 1or ACCESS 1 — Detail
s| 10n ACCESS 1 - Detail
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1/0/8 ACCESS 1 — Detail

10077 ACCESS 1 — Detail

110/ ACCESS 1 — Detail

1/0/9 ACCESS 1 — Detail

1/0110 ACCESS 1 — Detail

[ an | [ aeply || [ Heip |

2) Choose the menu VLAN > 802.1Q VLAN > VLAN Config and click Create to load the
following page. Create VLAN 10, and add port 1/0/4 as untagged port and ports 1/0/2-3
as tagged ports to VLAN 10. Click Apply.
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Figure 3-8 VLAN 10 Configuration

VLAN Info
VLAN ID: (2 - 4004)
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Untagged port
UMIT: 1 LAGS

i 7] i e R w0

] [flenc

Tagged port
UMIT: 1 LAGS

N |5 i ] S
—r—. [mear][Tm]

E Unselected Portis) E Selected Portis) E Mot Available for Selection

3) Click Create to load the following page. Create VLAN 20, and add port 1/0/5 as
untagged port and ports 1/0/2-3 as tagged ports to VLAN 20. Click Apply.
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3.4

Figure 3-9 VLAN 20 Configuration
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4) Click Save Config to save the settings.

Using the CLI

B Configurations for Switch 1 and Switch 2

The configurations of Switch 1 and Switch 2 are the same. The following introductions take
Switch 1 as an example.

1) Create VLAN 10 for Department A and create VLAN 20 for Department B.
Switch_1#configure
Switch_1(config)#vlan 10
Switch_1(config-vlan)#name deptA
Switch_1(config-vlan)#exit
Switch_1(config)#vlan 20
Switch_1(config-vlan)#name deptB

Switch_1(config-vlan)#exit

2) For port 1/0/2, set the type as General, set the egress rule as Tagged, and add it to both
VLAN 10 and VLAN 20.
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3)

4)

1)

2)

Switch_1(config)#interface gigabitEthernet 1/0/2
Switch_1(config-if)#switchport mode general
Switch_1(config-if)#switchport general allowed vlan 10,20 tagged
Switch_1(config-if)#exit

Set port 1/0/1 set the type as General, set the egress rule as Untagged, and add it to both
VLAN 10 and VLAN 20. Then enable MAC VLAN for port 1/0/1.

Switch_1(config)#interface gigabitEthernet 1/0/1
Switch_1(config-if)ftswitchport mode general
Switch_1(config-if)ftswitchport general allowed vlan 10,20 untagged
Switch_1(config-ifjfmac-vian

Switch_1(config-if)#exit

Bind the MAC address of Laptop A to VLAN 10 and bind the MAC address of Laptop B
to VLAN 20.

Switch_1(config)#mac-vlan mac-address 00:19:56:8A:4C:71 vlan 10 description PCA
Switch_1(config)#mac-vlan mac-address 00:19:56:82:3B:70 vlan 20 description PCB
Switch_1(config)#end

Switch_1#copy running-config startup-config

Configurations for Switch 3

Create VLAN 10 for Department A and create VLAN 20 for Department B.
Switch_3#configure

Switch_3(config)#vlan 10

Switch_3(config-vlan)#name deptA

Switch_3(config-vlan)#exit

Switch_3(config)#vlan 20

Switch_3(config-vlan)#name deptB

Switch_3(config-vlan)#exit

For port 1/0/2 and port 1/0/3, set the type as General, set the egress rule as Tagged,
and add them to both VLAN 10 and VLAN 20.

Switch_3(config)#interface gigabitEthernet 1/0/2
Switch_3(config-if)ftswitchport mode general

Switch_3(config-if)#switchport general allowed vlan 10,20 tagged
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3)

Switch_3(config-if)#exit

Switch_3(config)#tinterface gigabitEthernet 1/0/3

Configuration Example

Switch_3(config-if)#switchport general allowed vlan 10,20 tagged

Switch_3(config-if)#exit

For port 1/0/4 and port 1/0/5, set the type as General, set the egress rule as Untagged,

and respectively add them to VLAN 10 and VLAN 20.
Switch_3(config)#interface gigabitEthernet 1/0/4
Switch_3(config-if)f#tswitchport mode general
Switch_3(config-if)itswitchport general allowed vlan 10 untagged
Switch_3(config-if)#exit

Switch_3(config)#interface gigabitEthernet 1/0/5
Switch_3(config-if)i#tswitchport mode general
Switch_3(config-if)ifswitchport general allowed vlan 20 untagged
Switch_3(config-if)#end

Switch_3#copy running-config startup-config

Verify the Configurations

Switch 1

Switch_1#show mac-vlan all

MAC Address Description VLAN
00:19:56:8A:4C:71 PCA 10
00:19:56:82:3B:70 PCB 20
Switch 2

Switch_2#show mac-vlan all

MAC Address Description VLAN
00:19:56:8A:4C:71 PCA 10
00:19:56:82:3B:70 PCB 20
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= Switch 3
Switch_3#show vlan

VLAN Name Status Ports

1 System-VLAN active Gi1/0/1, Gi1/0/2, Gi1/0/3, Gi1/0/4,
Gi1/0/5, Gi1/0/6, Gi1/0/7, Gi1/0/8
Gi1/0/9, Gi1/0/10

10 DeptA active Gi1/0/2, Gi1/0/3, Gi1/0/4

20 DeptB active Gi1/0/2, Gi1/0/3, Gi1/0/5
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4 Appendix: Default Parameters

Default settings of MAC VLAN are listed in the following table.

Table 4-1 Default Settings of MAC VLAN

Parameter

MAC Address

Description

VLAN ID

Port Enable

Default Setting

None

None

None

Disable

Appendix: Default Parameters
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Configuring Protocol VLAN Overview

1

Overview

Protocol VLAN is a technology that divides VLANs based on the network layer protocol.
With the protocol VLAN rule configured on the basis of the existing 802.1Q VLAN, the
switch can analyze special fields of received packets, encapsulate the packets in specific
formats, and forward the packets of different protocols to the corresponding VLANS. Since
different applications and services use different protocols, network administrators can
use protocol VLAN to manage the network based on specific applications and services of
network users.

The figure below shows a common application scenario of protocol VLAN. With protocol
VLAN configured, Switch 2 can forward IPv4 and IPv6 packets from different VLANSs to the
IPv4 and IPv6 networks respectively.

Figure 1-1  Common Application Scenario of Protocol VLAN

IPv4 Internet IPv6 Internet

VLAN 10

IPv4 Hosts IPv6 Hosts
VLAN 10 VLAN 20
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2 Protocol VLAN Configuration

To complete protocol VLAN configuration, follow these steps:
1) Configure 802.1Q VLAN, including creating a VLAN and setting the port type.
2) Create protocol template.

3) Configure Protocol VLAN.
Configuration Guidelines

B You can use the IP, ARP, RARP, and other protocol templates provided by TP-Link
switches, or create new protocol templates.

® |n a protocol VLAN, when a port receives an untagged data packet, the switch will first
search for the protocol VLAN matching the protocol type value of the packet. (If MAC
VLAN is also configured, the switch will first process MAC VLAN.) If there is a match, the
switch will insert the corresponding VLAN tag to the data packet and forward it within
the VLAN. Otherwise, the switch will forward the data packet to the default VLAN based
on the PVID (Port VLAN ID) of the receiving port. When the port receives a tagged data
packet, the switch will directly process the data packet according to the processing
rule of the 802.1 Q VLAN.

2.1 Using the GUI

2.1.1 Configuring 802.1Q VLAN

Before configuring protocol VLAN, create an 802.1Q VLAN and set the port type according
to network requirements. For details, refer to Configuring 802.1Q VLAN.
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2.1.2 Creating Protocol Template

Choose the menu VLAN > Protocol VLAN > Protocol Template to load the following page.

Figure 2-1  Create a Protocol Template

Create Protocol Template

Protocol Mame: | | (8 characters maximum)

Ether Type: | | (4 Hex integers, 0600-FFFF)

Frotocol Template Table

Select D Protocol Mame FProtocol type
1 IP DE00
2 ARP DE0G
3 RARP 2035
4 IPX 8137
& AT S0oE
| an | [ pelete | | Hep |

Follow these steps to create a protocol template:

1) Check whether your desired template already exists in the Protocol Template Table
section. If not, create it in the Create Protocol Template section.

Protocol Name Enter the name of the new protocol template.

Ether Type Enter the Ethernet protocol type value for the protocol template.

This value is the EtherType field in the Ethernet frame and is used to specify the
data type of the frame.

2) Click Create to create the protocol template.

@ Note:

A protocol template that is bound to a VLAN cannot be deleted.
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2.1.3 Configuring Protocol VLAN

Choose the menu VLAN > Protocol VLAN > Protocol Group to load the following page.
Figure 2-2  Configure the Protocol Group

Protocol Group Config

Protocol Name: P \

VLAM ID: | | (1-4094)

Protocol Group Member
UNIT: 1 LAGS
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| an | [ clear | | Apply | [ Hep |

E Unselected Portis) E Selected Port(s) E Mot Available for Selection

Follow these steps to configure the protocol group:

1) In the Protocol Group Config section, select the protocol name and enter the VLAN ID
to bind the protocol type to the VLAN.

Protocol Name Select the protocol type.
VLAN ID Enter the ID of the 802.1Q VLAN to be bound to the protocol type.

2) In the Protocol Group Member section, select the port or LAG to add to the protocol
group.
3) Click Apply.

@ Note:

The member port of an LAG (Link Aggregation Group) follows the configuration of the LAG but not
its own. The configurations of the port can take effect only after it leaves the LAG.

2.2 Usingthe CLI

2.2.1 Configuring 802.1Q VLAN

Before configuring protocol VLAN, create an 802.1Q VLAN and set the port type according
to network requirements. For details, refer to Configuring 802.1Q VLAN.
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2.2.2 Creating a Protocol Template

Follow these steps to create a protocol template:

Step 1 configure

Enter global configuration mode.

Step 2 protocol-vlan template name profocol-name ether-type type

Create a protocol template.

protocol-name. Specify the protocol name with 1 to 8 characters.

Protocol VLAN Configuration

type: Specify the Ethernet protocol type with 4 hexadecimal numbers.

Step 3 show protocol-vlan template

Verify the protocol templates.

Step 4 end
Return to Privileged EXEC Mode.

Step 5 copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to create an IPv6 protocol template:

Switch#configure

Switch(config)#protocol-vlan template name IPv6 ether-type 86dd

Switch(config)#show protocol-vian template

Index  ProtocolName Protocol Type

1 IP Ethernetll ether-type 0800

2 ARP Ethernetll ether-type 0806

3 RARP Ethernetll ether-type 8035

4 IPX SNAP ether-type 8137

5 AT SNAP ether-type 809B
6 IPv6 Ethernetll ether-type 86DD
Switch(config)#end

Switch#copy running-config startup-config
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2.2.3 Configuring Protocol VLAN

Follow these steps to configure protocol VLAN:

Step 1 configure

Enter global configuration mode.

Step 2 show protocol-vlan template

Check the index of each protocol template.

Step 3 protocol-vlan vian vid template /ndex

Bind the protocol template to the VLAN.
vid : ID of the 802.1Q VLAN where the port with protocol VLAN enabled is.

index : Protocol template index.

Step 4 interface { fastEthernet port | range fastEthernet port-iist | gigabitEthernet port | range
gigabitEthernet port-iist | ten-gigabitEthernet port | range ten-gigabitEthernet port-list }

Enter interface configuration mode.

Step 5 show protocol-vlan vlan

Check the protocol VLAN index (entry-id) of each protocol group.

Step 6 protocol-vlan group entry-id

Add the specified port to the protocol group.

entry-id: Protocol VLAN index.

Step 7 end
Return to Privileged EXEC Mode.

Step 8 copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to bind the IPv6 protocol template to VLAN 10:
Switch#configure
Switch(config)#show protocol-vian template

Index ProtocolName Protocol Type

1 IP Ethernetll ether-type 0800
2 ARP Ethernetll ether-type 0806
3 RARP Ethernetll ether-type 8035
4 IPX SNAP ether-type 8137
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5 AT SNAP ether-type 809B
6 IPv6 Ethernetll ether-type 86DD
Switch(config)#protocol-vlan vlan 10 template 6
Switch(config)#end

Switch#copy running-config startup-config

The following example shows how to add port 1/0/2 to the IPv6 protocol group:
Switch#configure

Switch(config)#interface gigabitEthernet 1/0/2
Switch(config-if)#show protocol-vian vian

Index Protocol-Name VID Member
1 IPv6 10
Switch(config-if)#protocol-vian group 1
Switch(config-if)#show protocol-vian vian

Index Protocol-Name VID  Member

1 IPv6 10 Gi1/0/2
Switch(config-if)#end

Switch#copy running-config startup-config
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3 Configuration Example

3.1

3.2

Network Requirements

A company uses both IPv4 and IPv6 hosts, and these hosts access the IPv4 network
and IPv6 network respectively via different routers. It is required that IPv4 packets are
forwarded to the IPv4 network, IPv6 packets are forwarded to the IPv6 network, and other
packets are dropped.

The figure below shows the network topology. The IPv4 host belongs to VLAN 10, the IPv6
host belongs to VLAN 20, and these hosts access the network via Switch 1. Switch 2 is
connected to two routers to access the IPv4 network and IPv6 network respectively. The
routers belong to VLAN 10 and VLAN 20 respectively.

Figure 3-1  Network Topology

IPv4 Internet IPv6 Internet

Router 1

Gi1/0/2 Gi1/0/3

VLAN 10 VLAN 20
Switch 2
Switch 1

Gi1/0/2
YLAN 20

Gi1/0/1
VLAN 10

IPv4 Host IPv6 Host

Configuration Scheme

You can configure protocol VLAN on port 1/0/1 of Switch 2 to meet this requirement.
When this port receives packets, Switch 2 will forward them to the corresponding VLANs
according to their protocol types. The overview of the configuration on Switch 2 is as
follows:
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1) Create VLAN 10 and VLAN 20, set the port type, and add each port to the
corresponding VLAN.

2) Use the IPv4 protocol template provided by the switch, and create the IPv6 protocol
template.

3) Bind the protocol templates to the corresponding VLANs to form protocol groups, and
add port 1/0/1 to the groups.

For Switch 1, configure 802.1Q VLAN according to the network topology.

Demonstrated with T2500G-10MPS, this chapter provides configuration procedures in two
ways: using the GUI and using the CLI.

3.3 Using the GUI

®  Configurations for Switch 1

1) Choose the menu VLAN > 802.1Q VLAN > Port Config to load the following page. Set
the link type of port1/0/1-3 as General, and click Apply.

Figure 3-2 Port Configuration

VLAN Port Config
UNIT: 1 LAGS

Select Port Link Type FVID LAG VLAN
]

-f 101 ACCESS 1 — Detail
< 102 ACCESS 1 — Detail
< 103 ACCESS 1 — Detail
1/0/4 ACCESS 1 — Detail

10/ ACCESS 1 — Detail

1/0/6 ACCESS 1 — Detail

1057 ACCESS 1 -— Detail

1/0/8 ACCESS 1 -— Detail

1/0/9 ACCESS 1 — Detail

1010 ACCESS 1 — Detail
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2) Choose the menu VLAN > 802.1Q VLAN > VLAN Config and click Create to load the
following page. Create VLAN 10, and add port 1/0/1 and port 1/0/3 as untagged ports to
VLAN 10. Click Apply.

Figure 3-3  Create VLAN 10

VLAN Info
VLAN ID: (2 - 4094)
Mame : IPv4 || (16 characters maximum)

Untagged port
UMIT: 1 LAGS

[£ i [ ilicilicilicalirs sl

] [flenc

Tagged port
UNIT. 1 LAGS

i | o ] 1

[ an | [ ciear | |[ Apply || [ Help |

E Unselected Portis) E Selected Portis) E Mot Available for Selection
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3) Click Create to load the following page. Create VLAN 20, and add ports 1/0/2-3 as
untagged ports to VLAN 20. Click Apply.

Figure 3-4 Create VLAN 20

VLAN Info
VLAN ID: 20 | (2-4004)
Mame : IPv6 || (16 characters maximum)

Untagged port
UNIT. 1 LAGS

N |1 ) o e S K T

| an | [ clear |

Tagged port
UMIT: 1 LAGS

i | o ] 1

[ an | [ clear | |[ apply || [ Help |

E Unselected Portis) E Selected Portis) E Mot Available for Selection

4) Click Save Config to save the settings.
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®  Configurations for Switch 2

1) Choose the menu VLAN > 802.1Q VLAN > Port Config to load the following page. Set
the link type of ports 1/0/1-3 as General, and respectively set the PVID of port 1/0/2
and port 1/0/3 as 10 and 20. Click Apply.

Figure 3-5 Port Configuration

VLAN Port Config
UNIT: 1 LAGS

Select Port Link Type PVID LAG VLAN
I T .
1101 GENERAL 1 - Detail
11072 GENERAL 10 — Detail
110/ GENERAL 1 - Detail
1/0/4 ACCESS 1 — Detail
1/0/5 ACCESS 1 — Detail
1/0/6 ACCESS 1 — Detail
1107 ACCESS 1 — Detail
1/0/8 ACCESS 1 — Detail
1/0/9 ACCESS 1 — Detail
110110 ACCESS 1 — Detail
[ an || apeply || [ Heip |
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2) Choose the menu VLAN > 802.1Q VLAN > VLAN Config and click Create to load the
following page. Create VLAN 10, and add port 1/0/1 as tagged port and port 1/0/2 as
untagged port to VLAN 10. Click Apply.

Figure 3-6  Create VLAN 10

VLAN Info
VLAN ID: (2 - 4094)
Mame : IPv4 || (16 characters maximum)

Untagged port
UMIT: 1 LAGS

177 i i AR N KT

] [flenc

Tagged port
UNIT. 1 LAGS

T i S Al
[ an ] [ clear ]I Apply | Help

E Unselected Portis) E Selected Portis) E Mot Available for Selection
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3) Click Create to load the following page. Create VLAN 20, and add port 1/0/1 as tagged
port and port 1/0/3 as untagged port to VLAN 20. Click Apply.

Figure 3-7 Create VLAN 20

VLAN Info
VLAN ID: gﬂ (2-4094)
Mame : IPv6 | |(16 characters maximum)

Untagged port
UNIT. 1 LAGS

015 [ o i o R [ )

| an | [ clear |

Tagged port
UMIT: 1 LAGS

(] i S Al
—r—. [Clear][Tlp]

E Unselected Portis) E Selected Portis) E Mot Available for Selection

4) Choose the menu VLAN > Protocol VLAN > Protocol Template to load the following
page. Enter IPv6 in the protocol name, enter 86DD in the Ether Type field, and click
Create to create the IPv6 protocol template.

Tips.: The IPv4 protocol template is already provided by the switch. You only need to
create the IPv6 protocol template.
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Figure 3-8 Create the IPv6 Protocol Template

Create Protocol Template

Protocol Name: IPv6

(8 characters maximum}

Ether Type: 860D

(4 Hex integers, 0600-FFFF)

FProtocol Template Table

Select D Protocol Mame Protocol type
1 IF 0800
2 ARF 0a0a
3 RARF 8035
4 IFX 8137
5 AT BOOE

[ an | [ Delete | [ Help |

5) Choose the menu VLAN > Protocol VLAN > Protocol Group to load the following page.
Select the IP protocol name (that is the IPv4 protocol template), enter VLAN ID 10,
select port 1, and click Apply. Select the IPv6 protocol name, enter VLAN ID 20, select
port 1, and click Apply.

Figure 3-9  Configure the IPv4 Protocol Group

Protocol Group Config

Protocol Name: P v

VLAN ID: 1o | (1-4004)

Protocol Group Member
UNIT: 1| LAGS

T il iGilua i ealEo
—— [Clear]m

E Unselected Port(s) E Selected Portis) E Mot Available for Selection
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Figure 3-10 Configure the IPv6 Protocol Group

Protocol Group Config

Protocol Mame: | IPv6 v
VLAM ID: 20 (1-4094)

Protocol Group Member
UNIT: 1| LAGS

i ilisfifiilicilalicEa(
—T— [Clear]

E Unselected Port(s) E Selected Portis) E Mot Available for Selection

6) Choose the menu VLAN > Protocol VLAN > Protocol Group Table to load the following
page. Here you can view the protocol VLAN configuration.

Figure 3-11 Protocol VLAN configuration

Protocol Group Table

Select  Protocol Name VLAN ID Member Operate
] IPvE 20 101 Edit
] IF 10 101 Edit

[ A1 | [create | [ Deete | [ Heip |

7) Click Save Config to save the settings.
3.4 Usingthe CLI

®  Configurations for Switch 1

1) Create VLAN 10 and VLAN 20.
Switch_1#configure
Switch_1(config)#vlan 10
Switch_1(config-vlan)#name IPv4
Switch_1(config-vlan)#exit
Switch_1(config)#vlan 20
Switch_1(config-vlan)#name IPv6

Switch_1(config-vlan)#exit
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2)

3)

1)

2)

For port 1/0/1 and port 1/0/2, set the type as General, set the egress rule as Untagged,
and respectively add them to VLAN 10 and VLAN 20.

Switch_1(config)#interface gigabitEthernet 1/0/1
Switch_1(config-if)#switchport mode general
Switch_1(config-if)itswitchport general allowed vlan 10 untagged
Switch_1(config-if)#exit

Switch_1(config)#interface gigabitEthernet 1/0/2
Switch_1(config-if)ftswitchport mode general
Switch_1(config-ififswitchport general allowed vlan 20 untagged

Switch_1(config-if)#exit

For port 1/0/3, set the type as General, set the egress rule as Untagged, and add it to both
VLAN 10 and VLAN 20.

Switch_1(config)#interface gigabitEthernet 1/0/3
Switch_1(config-if)ftswitchport mode general
Switch_1(config-if)#switchport general allowed vlan 10,20 untagged
Switch_1(config-if)#end

Switch_1#copy running-config startup-config

Configurations for Switch 2

Create VLAN 10 and VLAN 20.
Switch_2#configure
Switch_2(config)#vlan 10
Switch_2(config-vlan)#name IPv4
Switch_2(config-vlan)#exit
Switch_2(config)#vlan 20
Switch_2(config-vlan)#name IPv6

Switch_2(config-vlan)#exit

For port 1/0/1, set the type as General, set the egress rule as Tagged, and add it to both
VLAN 10 and VLAN 20.

Switch_2(config)#interface gigabitEthernet 1/0/1
Switch_2(config-if)f#switchport mode general

Switch_2(config-if)#switchport general allowed vlan 10,20 tagged
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3)

4)

5)

6)

Switch_2(config-if)#exit

Configuration Example

For port 1/0/2 and port 1/0/3, set the type as General, set the egress rule as Untagged,

and add them to VLAN 10 and VLAN 20 respectively.
Switch_2(config)#interface gigabitEthernet 1/0/2
Switch_2(config-if)#switchport mode general
Switch_2(config-if)#switchport pvid 10
Switch_2(config-if)#switchport general allowed vian 10 untagged
Switch_2(config-if)#exit

Switch_2(config)#interface gigabitEthernet 1/0/3
Switch_2(config-if)f#tswitchport mode general
Switch_2(config-if)i#tswitchport pvid 20
Switch_2(config-ifitswitchport general allowed vlan 20 untagged

Switch_2(config-if)#exit

Create the IPv6 protocol template.
Switch_2(config)#protocol-vlan template name IPv6 ether-type 86dd
Switch_2(config)#show protocol-vian template

Index Protocol Name Protocol Type

1 IP Ethernetll ether-type 0800
2 ARP Ethernetll ether-type 0806
3 RARP Ethernetll ether-type 8035
4 IPX SNAP ether-type 8137
5 AT SNAP ether-type 809b
6 IPv6 Ethernet Il ether-type 86dd

Configure the protocol groups.
Switch_2(config)#protocol-vian vlan 10 template 1

Switch_2(config)#protocol-vian vlan 20 template 6

Add port 1/0/1 to the protocol groups.

Switch_2(config)#show protocol-vilan vian
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Member

Index Protocol-Name VID
1 IP 10
2 IPv6 20

Switch_2(config)#interface gigabitEthernet 1/0/1

Switch_2(config-if)#protocol-vlan group 1

Switch_2(config-if)#protocol-vian group 2

Switch_2(config-if)#exit

Switch_2(config)#end

Switch_2#copy running-config startup-config

Verify the Configurations

= Switch 1
Verify 802.1Q VLAN configuration:

Switch_1#show vlan

VLAN Name Status

1 System-VLAN active

10 IPv4 active

20 IPv6e active
® Switch 2

Verify 802.1Q VLAN configuration:
Switch_2#show vlan

VLAN Name Status

1 System-VLAN active

Ports

Gi1/0/1, Gi1/0/2, Gi1/0/3, Gi1/0/4,
Gi1/0/5, Gi1/0/6, Gi1/0/7, Gi1/0/8,
Gi1/0/9, Gi1/0/10

Gi1/0/1, Gi1/0/3

Gi1/0/2, Gi1/0/3

Ports

Gi1/0/1, Gi1/0/2, Gi1/0/3, Gi1/0/4
Gi1/0/5, Gi1/0/6, Gi1/0/7, Gi1/0/8,
Gi1/0/9, Gi1/0/10
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10 IPv4 active

20 IPv6 active

Verify protocol group configuration:

Switch_2#show protocol-vlan vian

Index Protocol-Name VID
1 P 10
2 IPv6 20

Gi1/0/1, Gi1/0/2
Gi1/0/1, Gi1/0/3

Gi1/0/1
Gi1/0/1

Configuration Example
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4 Appendix: Default Parameters

Default settings of Protocol VLAN are listed in the following table.

Table 4-1 Default Settings of Protocol VLAN

Parameter Default Setting
1 IP Ethernet Il ether-type 0800
2 ARP Ethernet Il ether-type 0806
Protocol Template Table 3 RARP  Ethernetll ether-type 8035
4 IPX SNAP ether-type 8137
5 AT SNAP ether-type 809B

Appendix: Default Parameters
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1

1.1

VLAN-VPN

Overview

VLAN-VPN (Virtual Private Network) is an easy-to-implement layer 2 VLAN technology, and
it is usually deployed at the edge of the ISP (Internet Service Provider) network.

With VLAN-VPN, when forwarding packets from the customer network to the ISP network,
the switch tags the packets with outer VLAN tags. Thus, packets can be transmitted
through ISP networks with double VLAN tags. In the ISP network, packets are forwarded
according to the outer VLAN tag (VLAN tag of the ISP network), while the inner VLAN tag
is treated as part of the payload. When forwarding packets from the ISP network to the
customer network, the switch remove the outer VLAN tag of the packets. Thus, packets
are forwarded according to the inner VLAN tag (VLAN tag of the customer network) in the
customer network.

The following figure shows the typical application scenario of VLAN-VPN. To realize the
communication between two customer VLANs across the ISP network, you can configure
VLAN-VPN at the ISP edge switches to allow packets from customer VLAN 100 and VLAN
200 to be forwarded through the ISP network with the outer tag of VLAN 1050.

Figure 1-1  Application Scenario of VLAN-VPN
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1.2

Supported Features

The VLAN-VPN function includes: basic VLAN-VPN and flexible VLAN-VPN (VLAN
mapping).

Basic VLAN-VPN

All packets from customer VLANs are encapsulated with the same VLAN tag of the ISP
network, and sent to the ISP network. Additionally, you can set the TPID (Tag Protocol
Identifier) of to-be-sent packets for compatibility with devices in the ISP network.

Flexible VLAN-VPN

You can configure different VLANs in the customer network to map to different VLANSs in
the ISP network.

When the switch receives a packet with the customer network tag, the switch will check
the VLAN Mapping List. If a match is found, the switch encapsulates the packet with the
corresponding VLAN tag of the ISP network, and forwards it to the corresponding port. If
no match is found, the switch process the packet in rules of MAC VLAN, Protocol VLAN and
802.1Q VLAN. For untagged packets, the switch directly processes them in rules of MAC
VLAN, Protocol VLAN and 802.1Q VLAN.
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2

2.1

2.1.1

2.1.2

Basic VLAN-VPN Configuration

To complete the basic VLAN-VPN configuration, follow these steps:
1) Configure 802.1Q VLAN.
2) Enable VLAN-VPN globally and configure up-link ports

Configuration Guidelines

The TPID preset by the switch is 0x8100. If devices in the ISP network do not support the
value, you should change it to ensure VLAN-VPN packets sent to the ISP network can be
recognized and forwarded by devices of other manufacturers.

Using the GUI

Configuring 802.1Q VLAN

Before configuring VLAN-VPN, set the link type of ports according to network requirements,
and create an 802.1Q VLAN as ISP network VLAN and an 802.1Q VLAN as customer
network VLAN. Add ports connecting the customer network to the customer network
VLAN; add ports connecting the customer network and ports connecting the ISP network
to the ISP network VLAN. For details, refer to Configuring 802.1Q VLAN.

Enabling VLAN-VPN Globally and Configuring Up-link Ports

Choose the menu VLAN > VLAN-VPN > VPN Config to load the following page.
Figure 2-1  Global VPN Configuration

Global Config
VEM Mode: Enable '® Disable
Apply
Global TRID: |8‘IEIU | (4 Hex integers)

VPN Up-link Ports
UNIT: 1 LAGS

MOEErAEIEITE] e

| an | [ clear | [ aApply | | Hep |

E Unselected Port(s) E Selected Portis) E Mot Available for Selection
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2.2

2.2.1

2.2.1

Follow these steps to configure the global VLAN-VPN parameters and up-link ports:

1) Inthe Global Config section, enable VPN mode in the Global Config section, modify the
TPID value for compatibility with devices in the ISP network, and click Apply.

VPN Mode VLAN-VPN works only when the VPN mode is enabled.

Global TPID Set the global TPID which is used to identify the protocol of the tag. The default
value is 0x8100 in hexadecimal format. You can modify it if needed. Before a VPN
up-link port forwards a packet, the port will replace its TPID value in the outer
VLAN tag with the user-defined value.

2) Inthe VPN Up-link Ports section, set ports that are connected to the ISP network as VPN
up-link ports. Click Apply.

VPN Up-link Port VPN up-link ports are usually connected to the ISP network , and packets sent out
from these ports will be tagged with the outer VLAN tag of the ISP network.

@ Note:

The member pot of an LAG (Link Aggregation Group) follows the configuration of the LAG but not its
own. The configurations of the port can take effect only after it leaves the LAG.

Using the CLI

Configuring 802.1Q VLAN

Before configuring VLAN-VPN, set the link type of ports according to network requirements,
and create an 802.1Q VLAN as ISP network VLAN and an 802.1Q VLAN as customer
network VLAN. Add ports connecting the customer network to the customer network
VLAN; add ports connecting the customer network and ports connecting the ISP network
to the ISP network VLAN. For details, refer to Configuring 802.1Q VLAN.

Enabling VLAN-VPN Globally and Configuring Up-link Ports

Follow these steps to configure basic VLAN-VPN:

Step 1 configure

Enter global configuration mode.

Step 2 dot1g-tunnel
Enable the VLAN-VPN feature globally.
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Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

Basic VLAN-VPN Configuration

dot1q-tunnel tpid num

Set the TPID value globally.

num: Set the global TPID which is used to identify the protocol of the tag. The default value
is 0x8100 in hexadecimal format. You can modify it if needed. Before a VPN up-link port

forwards a packet, the port will replace its TPID value in the outer VLAN tag with the user-
defined value.

interface [fastEthernet port | range fastEthernet port-/ist | gigabitEthernet port | range
gigabitEthernet port-list]

Enter interface configuration mode for VPN up-link ports.

switchport dot1qg-tunnel mode nni

Set ports that are connected to the ISP network as VPN up-link ports.

nni: Set ports that are connected to the ISP network as VPN up-link ports.

show dot1qg-tunnel

Verify the global configuration of VLAN-VPN.

show dot1q-tunnel interface

Verify the interface configuration of VLAN-VPN.

end
Return to privileged EXEC mode.

copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to enable the VLAN-VPN feature globally and set the
TPID as 0x9100:

Switch#configure

Switch(config)#dot1qg-tunnel

Switch(config)#dot1qg-tunnel tpid 9100

Switch(config)#show dot1qg-tunnel

VLAN-VPN Mode: Enabled

Global TPID:

0X9100

Mapping Mode: Disabled

Switch(config)#end

Switch#copy running-config startup-config
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The following example shows how to set port 1/0/2 as the VPN up-link port:
Switch#configure

Switch(config)#interface gigabitEthernet 1/0/2
Switch(config-if)#switchport dot1qg-tunnel mode nni
Switch(config-if)#show dot1q-tunnel interface

Port Type Member

NNI Gi1/0/2
Switch(config-if)#end

Switch#copy running-config startup-config

Configuration Guide = 238



Configuring VLAN-VPN

Flexible VLAN-VPN Configuration

3 Flexible VLAN-VPN Configuration

3.1

To complete the flexible VLAN-VPN configuration, follow these steps:

1) Configure 802.1Q VLAN and basic VLAN-VPN.
2) Configure VLAN mapping.

Configuration Guidelines

Before you start, configure 802.1Q VLAN and the basic VLAN-VPN. VLAN mapping
entries work only after you have set VPN up-link ports and VPN ports in the basic VLAN-
VPN configuration and enabled the VPN feature globally.

With the flexible VLAN-VPN feature, the switch processes tagged packets and
untagged packets differently. When a VPN port receives a packet with the customer
network tag, the switch will check the VLAN Mapping List. If a match is found, the
switch encapsulates the packet with the corresponding VLAN tag of the ISP network,
and forwards it to the corresponding port. If no match is found, the switch process the
packet in rules of MAC VLAN, Protocol VLAN and 802.1Q VLAN. For untagged packets,
the switch directly processes them in rules of MAC VLAN, Protocol VLAN and 802.1Q
VLAN.

Using the GUI

Choose the menu VLAN > VLAN-VPN > VLAN Mapping to load the following page.

Figure 3-1

Configuring Flexible VLAN-VPN

VYLAN Mapping Config

Port | [ choose JiFormat1/0/1)

C VLAN: | | (1-4094)
SP VLAN: | | (1-4094)
Mame: | | (16 characters maximum)

VLAN Mapping List

Select Port C VLAN SP VLAN Description Operation
1/0/5 2 1050 p5 Edit
| a1 | | petete | | Help |

Follow these steps to configure flexible VLAN-VPN:

1) In the VLAN Mapping Config section, choose a VPN up-link port to enable VLAN

mapping. Enter customer network VLAN ID in the C VLAN field, enter ISP network VLAN
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ID in the SP VLAN field, and enter a name to identify the entry. Then click Create to add
a mapping entry.

Port

C_VLAN

SP_VLAN

Name

Choose a VPN up-link port to enable VLAN mapping. You can also enter the port
number in 1/0/1 format.

Enter the VLAN ID of the customer network. When the specified port receives a
packet from the VLAN, the switch will encapsulate the packet with the VLAN tag
of the ISP VLAN based on the mapping entry.

Enter the VLAN ID of the ISP network.

Enter a name of the mapping entry for identification.

3.2 Usingthe CLI

Follow these steps to configure flexible VLAN-VPN:

Step 1

Step 2

Step 3

Step 4

Step 5

configure

Enter global configuration mode.

interface [fastEthernet port | range fastEthernet port-/ist | gigabitEthernet port | range
gigabitEthernet port-list]

Enter interface configuration mode.

switchport dot1qg-tunnel mapping c-vian sp-vian [ descript ]

Set VLAN mapping entries for the specified port.
¢ vian: Enter VLAN ID of the customer network.
sp vian: Enter VLAN ID of the ISP network.

descript: Give a description of the mapping entry for identification.

end
Return to privileged EXEC mode.

copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to set a VLAN mapping entry named mapping1 on port
1/0/3 to map customer network VLAN 15 to ISP network VLAN 1040:

Switch#configure

Switch(config)#show dot1q-tunnel

VLAN-VPN Mode: Enabled

Global TPID:

0X8100
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Switch(config)#interface gigabitEthernet 1/0/3
Switch(config-if)#switchport dot1qg-tunnel mapping 15 1040 mapping1
Switch(config-if)#show dot1q-tunnel mapping

Port C-VLAN SP-VLAN Name

Gi1/0/3 15 1040 mapping1

Switch(config-if)#end

Switch#copy running-config startup-config
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4 Configuration Example

4.1 Network Requirements

Two divisions of the company are located in different areas and have to communicate
across an ISP network. A normal communication is required.

Figure 4-1 shows the network topology. Switches of the two divisions are connected to
customer networks VLAN 100 and VLAN 200 respectively. And they communicate across
ISP network VLAN 1050. Devices in the ISP network adopt TPID value 0x9100.

Figure 4-1  Network Topology

Uplink Port Uplink Port
Gi1/0/1 General Gi1/0/1 General

Switch 1 Switch 2

Gi1/0/2 General Gi1/0/2 General

VLAN 200 VL

4.2 Configuration Scheme

Users can configure VLAN-VPN on Switch 1 and Switch 2 to allow packets sent with double
VLAN tags, and thus ensure the communication between them. The general configuration
procedure is as follows:

1) Configure 802.1Q VLAN before VLAN-VPN configuration. Create ISP network VLAN
1050 on the switch, and add port1/0/1 tagged and port 1/0/2 untagged to the VLAN.
Create client network VLAN 100 and VLAN 200, and add port 1/0/2 tagged to both the
VLANSs. Set the PVID of port 1/0/1 and port 1/0/2 as 1050.

2) Setport 1/0/1 as the VPN up-link port.
3) Enable the VPN feature globally, and set global TPID as 0x9100.
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4.3 Using the GUI

The configurations of Switch 1 and Switch 2 are similar. The following introductions take
Switch 1 as an example.

1) Choose the menu VLAN > 802.1Q VLAN > Port Config to load the following page. Set
the link type of ports 1/0/1-2 as General, and modify PVID of the two ports as 1050.
Then click Apply.

Figure 4-2  Setting Link Type of Ports

VLANM Port Config
UNIT: 1 LAGS

Select Port Link Type PVID LAG VLAN
7] 101 ACCESS 1 — Detail
11072 ACCESS 1 — Detail
11073 ACCESS 1 — Detail
1/0/4 ACCESS 1 — Detail
1/0/5 ACCESS 1 — Detail
1/0/8 ACCESS 1 — Detail
10077 ACCESS 1 — Detail
110/ ACCESS 1 — Detail
1/0/9 ACCESS 1 — Detail
110110 ACCESS 1 — Detail
[ an || apeply || [ Heip |

2) Choose the menu VLAN > 802.1Q VLAN > VLAN Config and click Create to load the
following page. Create VLAN 1050, and add port 1/0/1 tagged and port 1/0/2 untagged
to the VLAN. Then click Apply.
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Figure 4-3  Creating VLAN 1050

VLAN Info
VLAN 1D 1050 (2-4094)
Mame : ISP_VLAN || (16 characters maximum)

Untagged port
UMIT: 1 LAGS

i 71 i ] 3 i [ R

] [flenc

Tagged port
UMIT: 1 LAGS

A EEEEEE s

[ an | [ clear ||[ apply || [ Help |

E Unselected Port(s) E Selected Port(s) E Mot Available for Selection

3) Choose the menu VLAN > 802.1Q VLAN > VLAN Config and click Create to load the
following page. Create VLAN 100, and add port 1/0/2 tagged to the VLAN. Click Apply.

Figure 4-4 Creating VLAN 100

VLAN Info
VLAM 1D (2 - 4094)
Mame : [Client_VLAN100 || (16 characters maximum)

Untagged port
UNIT: 1| LAGS

3 o R W KT

[ an | [ ciear |

Tagged port
UNIT: 1| LAGS

MBFEEEEEE

| A | [ clear | || Appy || [ Hep |

E Unselected Portis) E Selected Portis) E Mot Available for Selection
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4) Choose the menu VLAN > 802.1Q VLAN > VLAN Config and click Create to load the
following page. Create VLAN 200, and add port 1/0/2 tagged to the VLAN. Click Apply.

Figure 4-5 Creating VLAN 200

VLAN Info
VLAN ID: (2 - 4094)
Name : [Client_VLAN200 || (16 characters maximum)

Untagged port
UMIT: 1 LAGS

5 S S I T

] [flenc

Tagged port
UMIT: 1 LAGS

TEEEEEE s
[ A ] [ clear | [Tm]

E Unselected Portis) E Selected Portis) E Mot Available for Selection

5) Choose the menu VLAN > VLAN-VPN > VPN Config to load the following page. Enable
VPN globally, set TPID as 9100, and select port 1/0/1 as the up-link port. Click Apply.

Figure 4-6  Configuring Global VLAN-VPN

Global Config
VPN Mode: * Enable Disable
Apply
Glohal TRID: |91UU | (4 Hex integers)

VPN Up-link Ports
UNIT: 1 LAGS

ElFsmEEmm s
—— [Clear]m

E Unselected Portis) E Selected Portis) E Mot Available for Selection

6) Click Save Config to save the settings.
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4.4 Using the CLI

The configurations of Switch 1 and Switch 2 are similar. The following introductions take
Switch 1 as an example.

1) Create VLAN 1050, VLAN 100 and VLAN 200.
Switch_1#configure
Switch_1(config)#vlan 1050
Switch_1(config-vlan)#name SP_VLAN
Switch_1(config-vlan)#exit
Switch_1(config)#vlan 100
Switch_1(config-vlan)#name Client_VLAN100
Switch_1(config-vlan)#exit
Switch_1(config)#vlan 200
Switch_1(config-vlan)#name Client_VLAN200

Switch_1(config-vlan)#exit

2) Set the link type of port 1/0/1 as General, add it to VLAN 1050 as tagged port, modify
PVID as 1050, and set the port as VPN up-link port.

Switch_1(config)#interface gigabitEthernet 1/0/1
Switch_1(config-if)ftswitchport mode general
Switch_1(config-if)f#switchport general allowed vlan 1050 tagged
Switch_1(config-if)jtswitchport pvid1050

Switch_1(config-if)itswitchport dot1g-tunnel mode nni
Switch_1(config-if)#exit

3) Set the link type of port 1/0/2 as general, add it to VLAN 1050 as untagged port, and add
it to VLAN 100 and VLAN 200 as tagged port. Modify PVID of the port as 1050.

Switch_1(config)#interface gigabitEthernet 1/0/2
Switch_1(config-if)#switchport mode general
Switch_1(config-if)#switchport general allowed vlan 1050 untagged
Switch_1(config-if)#switchport general allowed vlan 100,200 tagged
Switch_1(config-if)#switchport pvid 1050

Switch_1(config-if)#exit
4) Enable VLAN-VPN globally, and modify TPID as 9100.

Switch_1(config)#dot1g-tunnel
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Switch_1(config)#dot1g-tunnel tpid 9100
Switch_1(config)#end

Switch_1#copy running-config startup-config

Verify the Configurations
Verify the configurations of global VLAN-VPN:

Switch_1#show dot1g-tunnel
VLAN-VPN Mode: Enabled
Global TPID: 0X9100

Mapping Mode: Disabled

Verify the configurations of VPN up-link port.
Switch_1#show dot1g-tunnel interface
Port Type Member

NNI Gi1/0/1

Verify the port configuration:

Switch_1#show interface switchport gigabitEthernet 1/0/1
Port Gi1/0/1:

PVID: 1050

Member in LAG: N/A

Link Type: General

Member in VLAN:

Vian Name Egress-rule
1 System-VLAN Untagged
1050 SP_VLAN Tagged

Switch_1#show interface switchport gigabitEthernet 1/0/2
Port Gi1/0/2:
PVID: 1050
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Member in LAG: N/A

Link Type: General

Member in VLAN:

Vian Name Egress-rule
1 System-VLAN Untagged
100 Client_VLAN100 Tagged
200 Client_VLAN200 Tagged
1050 SP_VLAN Untagged
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5 Appendix: Default Parameters

Default settings of VLAN-VPN are listed in the following table.

Table 5-1 Default Settings of VLAN-VPN

Parameter Default Setting
Global VLAN-VPN Disable

VLAN Mapping Enable

Global TPID 0x8100
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Configuring GVRP Overview

1

Overview

GVRP (GARP VLAN Registration Protocol) is a GARP (Generic Attribute Registration
Protocol) application that allows registration and deregistration of VLAN attribute values
and dynamic VLAN creation.

Without GVRP operating, configuring the same VLAN on a network would require manual
configuration on each device. As shown in Figure 1-1, Switch A, B and C are connected
through trunk ports. VLAN 10 is configured on Switch A, and VLAN 1 is configured on
Switch B and Switch C. Switch C can receive messages sent from Switch A in VLAN 10 only
when the network administrator has manually created VLAN 10 on Switch B and Switch C.

Figure 1-1  VLAN Topology

Switch B

VLAN 10

Switch A Switch C

The configuration may seem easy in this situation. However, for a larger or more complex
network, such manual configuration would be time-costing and fallible. GVRP can be
applied to implement dynamic VLAN configuration. With GVRP, the switch can exchange
VLAN configuration information with the adjacent GVRP switches and dynamically create
and manage the VLANSs. This reduces VLAN configuration workload and ensures correct
VLAN configuration.

Figure 1-2  GVRP Topology

Switch 3 Switch n

Switch 1 Switch 2
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2 GVRP Configuration

2.1

To complete GVRP configuration, follow these steps:
1) Create a VLAN, and set link type as Trunk for ports that need to enable GVRP.
2) Enable GVRP globally.

3) Enable GVRP on each trunk port and configure the corresponding parameters.

Configuration Guidelines

To dynamically create a VLAN on all ports in a network link, you must configure the same
static VLAN on both ends of the link.

We call manually configured 802.1Q VLAN as static VLAN and VLAN created through GVRP
as dynamic VLAN. Ports in a static VLAN can initiate the sending of GVRP registration
message to other ports. And a port registers VLANs only when it receives GVRP messages.
As the messages can only be sent from one GVRP participant to another, two-way
registration is required to configure a VLAN on all ports in a link. To implement two-way
registration, you need to manually configure the same static VLAN on both ends of the link.

As shown in the figure below, VLAN registration from Switch A to Switch C adds Port 2 to
VLAN 2. And VLAN registration from Switch C to Switch A adds Port 3 to VLAN 2.

Figure 2-1

Dynamic VLAN 2

Switch B

Static VLAN 2 Static VLAN 2

Switch A Switch C

Similarly, if you want to delete a VLAN from all ports, two-way deregistration is required.
And you need to manually delete the static VALN on both ends of the link.

Using the GUI

GVRP requires VLAN creation first. And you need to set the link type of the ports as Trunk,
for GVRP can be enabled only on trunk interfaces. For details, refer to Configuring 802.1Q
VLAN.

Configuration Guide = 252



Configuring GVRP GVRP Configuration

Choose the menu VLAN > GVRP > GVRP Config to load the following page.

Figure 2-1  GVRP Config

Global Config
GVRP - Enable ® Disable Apply
Fort Config

UNIT: 1 LAGS
Regqistration LeaveAll Timer  Join Timer Leave Timer

Lok FLL Tl Mode (centisecond) (centisecond) (centisecond) LeE
| v | v| | | | | | |
1/0M1 Disable Mormal 1000 20 G0 —
1/0/2 Disable Mormal 1000 20 G0 —
1/0/3 Disable Mormal 1000 20 G0 —
1/0/4 Disable Mormal 1000 20 60 —
1/0/5 Dizable Mormal 1000 20 G0 —
1/0/6 Disable Mormal 1000 20 G0 —
107 Disable Mormal 1000 20 G0 —
1/0/8 Disable Mormal 1000 20 G0 —
1/0/8 Disable Mormal 1000 20 60 —
1/0M10 Disable Mormal 1000 20 G0 —
[ an | [ apply | [ Hep |

Follow these steps to configure GVRP:
1) Inthe Global Config section, enable GVRP globally, then click Apply.
2) In the Port Config section, select one or more ports, set the status as Enable and

configure the related parameters according to your needs.

Port Select the desired port for GVRP configuration. It is multi-optional.

For selected ports, the link type must be set as Trunk, or the system will prompt
error when applying the configuration.

Status Enable or disable GVRP on the port. By default, it is disabled.
Registration Select the GVRP registration mode for the port.
Mode

Normal: In this mode, the port can dynamically register and deregister VLANSs,
and transmit both dynamic and static VLAN registration information.

Fixed: In this mode, the port is unable to dynamically register and deregister
VLANSs, and can transmit only the static VLAN registration information.

Forbidden: In this mode, the portis unable to dynamically register and deregister
VLANSs, and can transmit only information of VLAN 1.
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2.2

LeaveAll Timer
(centisecond)

Join Timer
(centisecond)

Leave Timer
(centisecond)

LAG

3) Click Apply.

GVRP Configuration

When a GARP participant is enabled, the LeaveAll timer is started. When the
LeaveAll timer expires, the GARP participant sends LeaveAll messages to request
other GARP participants to re-register all its attributes. After that, the participant
restarts the LeaveAll timer.

The timer ranges from 1000 to 30000 centiseconds. The default is 1000
centiseconds.

Join timer controls the sending of Join messages. A participant starts the Join
timer after sending the first Join message. If the participant does not receive any
respond, it sends the second Join message when the Join timer expires. This
ensures that the Join message can be sent to other participants.

The timer ranges from 20 to 1000 centiseconds. The default is 20 centiseconds.

The Leave timer controls attribute deregistration. A participant sends a Leave
message if one of its attributes is deleted. The participant receiving the message
starts the Leave timer. If the participant does not receive any Join message
of the corresponding attribute before the Leave timer expires, the participant
deregisters the attribute.

The range is 60 to 3000 centiseconds. The default is 60 centiseconds.

Displays the LAG the portisin.

@ Note:

e The member port of an LAG follows the configuration of the LAG but not its own. The
configurations of the port can take effect only after it leaves the LAG.

e When setting the timer values, make sure the values are within the required range. The
configuration value for LeaveAll should be greater than or equal to ten times the Leave value.
The value for Leave should be greater than or equal to two times the Join value.

Using the CLI

GVRP requires VLAN creation first. And you need to set the link type of the ports as Trunk,
for GVRP can be enabled only on trunk interfaces. For details, refer to Configuring 802.1Q

VLAN.

Step 1 configure
Enter global configuration mode.

Step 2 gvrp
Enable GVRP globally.

Step 3 interface { fastEthernet por? | range fastEthernet port-iist | gigabitEthernet port| range
gigabitEthernet port-/ist | port-channel port-channel-id | range port-channel port-
channelid-list }

Enter interface configuration mode.
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Step 4

Step 5

Step 6

Step 7

Step 8

Step 9

Step 10

GVRP Configuration

gvrp
Enable GVRP on the port.

gvrp registration { normal | fixed | forbidden}
Configure the GVRP registration mode for the port.

normal: In this mode, the port can dynamically register and deregister VLANs , and transmit
both dynamic and static VLAN registration information. It is the default mode.

fixed: In this mode, the port is unable to dynamically register and deregister VLANs, and can
transmit only the static VLAN registration information. In Fixed mode, only the static VLAN
the port belongs to is allowed to pass.

forbidden: In this mode, the port is unable to dynamically register and deregister VLANSs,
and can transmit only information of VLAN 1. In Forbidden mode, only the default VLAN 1 is
allowed to pass.

gvrp timer { leaveall | join | leave } value
Set the GARP timers according to your needs.
leaveall: When a GARP participant is enabled, the LeaveAll timer is started. When the

LeaveAll timer expires, the GARP participant sends LeaveAll messages to request other
GARP participants to re-register all its attributes.

join: Join timer controls the sending of Join messages. After sending the first Join message,
a participant starts the Join timer. If the participant does not receive any Joinln message,
it sends the second Join message when the Join timer expires. This ensures that the Join
message can be sent to other participants.

leave: A participant sends a Leave message if one of its attributes is deleted. The participant
receiving the message starts the Leave timer. If the participant does not receive any Join
message of the corresponding attribute before the Leave timer expires, the participant
deregisters the attribute.

value: Set a value for the timer. For LeaveAll timer, the range is 1000 to 30000 centiseconds
and the default is 1000 centiseconds. For Join timer, the range is is 20 to 1000
centiseconds and the default is 20 centiseconds. For Leave timer, the range is is 60 to
3000 centiseconds and the default is 60 centiseconds.

show gvrp global

Verify the global configurations of GVRP.

show gvrp interface [ fastEthernet port | gigabitEthernet port | port-channel port-channel-
id1]

Verify the GVRP configuration of the specified port or LAG.

end

Return to privileged EXEC mode.

copy running-config startup-config

Save the settings in the configuration file.
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@ Note:

e The member port of an LAG follows the configuration of the LAG but not its own. The
configurations of the port can take effect only after it leaves the LAG.

*  When setting the timer values, make sure the values are within the required range. The value
for LeaveAll should be greater than or equal to ten times the Leave value. The value for Leave
should be greater than or equal to two times the Join value.

The following example shows how to enable GVRP globally and on trunk port 1/0/1,
configure the GVRP registration mode as fixed and keep the values of timers as default:

Switch#configure

Switch(config)#gvrp

Switch(config)#interface gigabitEthernet 1/0/1
Switch(config-if)#gvrp

Switch(config-if)#gvrp registration fixed
Switch(config-if)#show gvrp global

GVRP Global Status

Enabled

Switch(config-if)# show gvrp interface gigabitEthernet 1/0/1
Port Status Reg-Mode LeaveAll Joinin Leave LAG
Gi1/0/1  Enabled Fixed 1000 20 60 N/A
Switch(config-if)#end

Switch#copy running-config startup-config
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3 Configuration Example

3.1

3.2

Network Requirements

Department A and Department B of a company are connected using switches. Offices of
one department are distributed on different floors. As shown in Figure 3-1, the network
topology is complicated. Configuration of the same VLAN on different switches is required
so that computers in the same department can communicate with each other.

Figure 3-1 Network Topology
Switch 5 Switch 6

Gi1/0/1 Gi1/0/1

Gi1/0/2 Gi1/0/2 Gi1/0/3

Gi1/0/1 Gi1/0/1 Gi1/0/1 Gi1/0/1

Switch 1 Switch 2 Switch 3 Switch 4
Dept. A:VLAN 10 Dept. B: VLAN 20 Dept. A: VLAN 10 Dept. B: VLAN 20

Configuration Scheme

To reduce manual configuration and maintenance workload, GVRP can be enabled to
implement dynamic VLAN registration and update on the switches.

When configuring GVRP, please note the following:
®m  Before enabling GVRP, set the link type for all ports in the link as Trunk.

B The two departments are in separate VLANs. To make sure the switches only
dynamically create VLAN of their own department, you need to set the registration
mode for ports on Switch 1 to Switch 4 as Fixed to prevents dynamic registration and
deregistration of VLANs and allow the port to transmit only the static VLAN registration
information.

®  To configure dynamic VLAN creation on other switches, set the registration mode of
the corresponding ports as Normal to allow dynamic registration and de-registration of
VLANS.

The following sections provide configuration procedure in two ways: using the GUI and
using the CLI.
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3.3 Using the GUI

GVRP configuration for Switch 3 is the same as Switch 1, and Switch 4 the same as Switch 2.
Other switches share similar configurations.

The following configuration procedures take Switch 1, Switch 2 and Switch 5 as example.

=B Configurations for Switch 1

1) Choose the menu VLAN > 802.1Q VLAN > Port Config to load the following page. Set
the link type of port 1/0/1 as Trunk, and click Apply.

Figure 3-2 Set Link Type for the Port

VLAN Port Config
UNIT: 1 LAGS

Select Port Link Type PVID LAG VLAN
-
1101 ACCESS 1 - Detail
11072 ACCESS 1 — Detail
11072 ACCESS 1 — Detail
1/0/4 ACCESS 1 — Detail
1/0/5 ACCESS 1 — Detail
1/0/6 ACCESS 1 — Detail
1107 ACCESS 1 — Detail
1/0/8 ACCESS 1 — Detail
1/0/9 ACCESS 1 — Detail
110110 ACCESS 1 — Detail
[ an || apeply || [ Hep |

2) Choose the menu VLAN > 802.1Q VLAN > VLAN Config to load the following page.
Create VLAN 10, and add port 1/0/1 to it. Click Apply.
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Figure 3-3 VLAN Configuration

VLAN Info
VLAN ID: 10 (2-4094)
Mame : Department_A || (16 characters maximum)

Untagged port
UMIT: 1 LAGS

5 A S I T

] [flenc

Tagged port
UMIT: 1 LAGS

[EFEEEEEE

[ an | [ ciear | |[ Apply || [ Help |

E Unselected Port(s) E Selected Port(s) E Mot Available for Selection

3) Choose the menu VLAN > GVRP > GVRP Config to load the following page. Enable
GVRP globally, then click Apply. Select port 1/0/1, set Status as Enable, and set
Registration Mode as Fixed. Keep the values of the timers as default. Click Apply.

Figure 3-4 GVRP Configuration

Global Config
GVRP: Disable Apply
Fort Config

UNIT: 1 LAGS

sesct por [ ms "emon | LeeslTmer JonTmer Lo Tmer 1
|Enable v | |Fixed v/l | | | | | |
1101 Disable Normal 1000 20 60 —
10072 Disable Normal 1000 20 60 —
1/0/3  Disable Normal 1000 20 60 —
1/0/4  Disable Normal 1000 20 60 —
1/0/5  Disable Normal 1000 20 60 —
1/0/6  Disable Normal 1000 20 60 —
107 Disable Normal 1000 20 60 —
1/0/2  Disable Normal 1000 20 60 —
1/0/0  Disable Normal 1000 20 60 —
1010 Disable Normal 1000 20 50 —
[ an ||l appy || [ Help |
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4) Click Save Config to save the settings.

B Configurations for Switch 2

1) Choose the menu VLAN > 802.1Q VLAN > Port Config to load the following page. Set
the link type of port 1/0/1 as Trunk.

Figure 3-5 Set Link Type for the Port

VLAN Port Config
UNIT: 1 LAGS

Select Port Link Type PVID LAG VLAN
—
1101 ACCESS 1 - Detail
11072 ACCESS 1 — Detail
11072 ACCESS 1 — Detail
1/0/4 ACCESS 1 — Detail
1/0/5 ACCESS 1 — Detail
1/0/6 ACCESS 1 — Detail
1107 ACCESS 1 — Detail
1/0/8 ACCESS 1 — Detail
1/0/9 ACCESS 1 — Detail
110110 ACCESS 1 — Detail
[ an || apeply || [ Hep |

2) Choose the menu VLAN > 802.1Q VLAN > VLAN Config to load the following page.
Create VLAN 10, and add port 1/0/1 to it. Click Apply.
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Figure 3-6  VLAN Configuration

VLAN Info
VLAN ID: 20 | (2-4094)
Mame Department_B (16 characters maximum)

Untagged port
UMIT: 1 LAGS

5 A S I T

] [flenc

Tagged port
UMIT: 1 LAGS

N 2 3 ] B (e (R (8| (e
[ an | [ clear | |[ Apply ]l [ Hep |

E Unselected Port(s) E Selected Port(s) E Mot Available for Selection

3) Choose the menu VLAN > GVRP > GVRP Config to load the following page. Enable
GVRP globally, then click Apply. Select port 1/0/1, set Status as Enable, and set
Registration Mode as Fixed. Keep the values of the timers as default. Click Apply.

Figure 3-7 GVRP Configuration

Global Config
GVRP: Disable Apply
Fort Config

UNIT: 1 LAGS

sesct por [ ms "emon | LeeslTmer JonTmer Lo Tmer 1
|Enable v | |Fixed v/l | | | | | |
1101 Disable Normal 1000 20 60 —
10072 Disable Normal 1000 20 60 —
1/0/3  Disable Normal 1000 20 60 —
1/0/4  Disable Normal 1000 20 60 —
1/0/5  Disable Normal 1000 20 60 —
1/0/6  Disable Normal 1000 20 60 —
107 Disable Normal 1000 20 60 —
1/0/2  Disable Normal 1000 20 60 —
1/0/0  Disable Normal 1000 20 60 —
1010 Disable Normal 1000 20 50 —
[ an ||l appy || [ Help |
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4) Click Save Config to save the settings.

®  Configurations for Switch 5

1) Choose the menu VLAN > 802.1Q VLAN > Port Config to load the following page. Set
the link type of ports 1/0/1-3 as Trunk.

Figure 3-8 Set Link Type for the Port

VLAN Port Config
UNIT: 1 LAGS

Select Port Link Type PVID LAG VLAN
—
7] R ACCESS 1 - Detail
s 1on ACCESS 1 - Detail
2| 10n ACCESS 1 - Detail
1/0/4 ACCESS 1 — Detail
1/0/5 ACCESS 1 — Detail
1/0/6 ACCESS 1 — Detail
1107 ACCESS 1 — Detail
1/0/8 ACCESS 1 — Detail
1/0/9 ACCESS 1 — Detail
110110 ACCESS 1 — Detail
[ an || apply || [ Heip |

2) Choose the menu VLAN > GVRP > GVRP Config to load the following page. Enable
GVRP globally, then click Apply. Select ports 1/0/1-3, set Status as Enable, and keep
the Registration Mode and the values of the timers as default. Click Apply.
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3.4

Figure 3-9 GVRP Configuration

Configuration Example

Global Config
GVRF: ® Enable Disable Apply
Fort Config
UNIT: 1 LAGS
Registration LeaveAll Timer  Join Timer Leave Timer
Select  Port Status Mode (centisecond) (centisecond) (centisecond) LAG
|Enable v || | v | | | | | |
o 1/0M1 Disable Mormal 1000 20 G0 -
o 11042 Disable Mormal 1000 20 G0 -
o 11043 Disable Mormal 1000 20 G0 -
1/0/4 Disable Mormal 1000 20 G0 -
1/0/5 Disable Mormal 1000 20 G0 -
1/0/6 Disable Mormal 1000 20 G0 -
1057 Disable Mormal 1000 20 G0 -
1/0/8 Disable Mormal 1000 20 G0 -
1/0/9 Disable Mormal 1000 20 G0 -
1/0/10 Disable Mormal 1000 20 G0 -
All Apply Help

3) Click Save Config to save the settings.

Using the CLI

GVRP configuration for Switch 3 is the same as Switch 1, and Switch 4 the same as Switch 2.
Other switches share similar configurations.

The following configuration procedures take Switch 1, Switch 2 and Switch 5 as example.

1)

2)

3)

Configurations for Switch 1

Enable GVRP globally.

Switch_1#configure

Switch_1(config)#gvrp

Create VLAN 10.

Switch_1(config)#vlan 10

Switch_1(config-vlan)#name Department A

Switch_1(config-vlan)#exit

For port 1/0/1, set the link type as Trunk, and add it to VLAN 10. Enable GVRP and set
the registration mode as Fixed.

Switch_1(config)#interface gigabitEthernet 1/0/1
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1)

2)

3)

1)

2)

Switch_1(config-if)#switchport mode trunk
Switch_1(config-if)#switchport trunk allowed vlan 10
Switch_1(config-if)#gvrp

Switch_1(config-if)#gvrp registration fixed
Switch_1(config-if)#end

Switch_1#copy running-config startup-config

Configurations for Switch 2

Enable GVRP globally.
Switch_2#configure

Switch_2(config)#gvrp
Create VLAN 20.

Switch_2(config)#vlan 20
Switch_2(config-vlan)#name Department B

Switch_2(config-vlan)#exit

Configuration Example

For port 1/0/1, set the link type as Trunk, and add it to VLAN 20. Enable GVRP and set

the registration mode as Fixed.
Switch_2(config)#interface gigabitEthernet 1/0/1
Switch_2(config-if)#switchport mode trunk
Switch_2(config-if)ftswitchport trunk allowed vian 20
Switch_2(config-if)#gvrp

Switch_2(config-if)#gvrp registration fixed
Switch_2(config-if)#end

Switch_2#copy running-config startup-config

Configurations for Switch 5

Enable GVRP globally.
Switch_5#configure

Switch_5(config)#gvrp

For ports 1/0/1-3, set the link type as Trunk and enable GVRP.

Switch_5(config)#interface range gigabitEthernet 1/0/1-3

Switch_5(config-if-range)#switchport mode trunk
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Switch_5(config-if-range)#gvrp

Switch_5(config-if-range)#end

Switch_5#copy running-config startup-config

Verify the Configuration

Switch 1

Verify the global GVRP configuration:
Switch_1#show gvrp global

GVRP Global Status

Enabled

Verify GVRP configuration for port 1/0/1:

Switch_1#show gvrp interface

Port Status Reg-Mode LeaveAll

Gi1/0/1 Enabled Fixed 1000
Gi1/0/2 Disabled Normal 1000
Switch 2

Verify the global GVRP configuration:
Switch_2#show gvrp global
GVRP Global Status

Enabled

Verify GVRP configuration for port 1/0/1:

Switch_2#show gvrp interface

Joinln Leave

Configuration Example

LAG

N/A
N/A
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Port Status Reg-Mode LeaveAll

Gi1/0/1 Enabled Fixed 1000
Gi1/0/2 Disabled Normal 1000
®  Switch 5

Verify global GVRP configuration:
GVRP Global Status

Enabled

Verify GVRP configuration for ports 1/0/1-3:
Switch_5#show gvrp interface

Port Status Reg-Mode LeaveAll

Gi1/0/1 Enabled  Normal 1000
Gi1/0/2 Enabled Normal 1000
Gi1/0/3 Enabled Normal 1000
Gi1/0/4 Disabled Normal 1000

Joinln Leave

Joinin

Configuration Example

LAG

N/A
N/A

LAG

N/A
N/A
N/A
N/A
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4 Appendix: Default Parameters

Default settings of GVRP are listed in the following tables.

Table 4-1 Default Settings of GVRP

Parameter

Global Config
GVRP

Port Config
Status
Registration Mode
LeaveAll Timer
Join Timer

Leave Timer

Default Setting

Disable

Disable

Normal

1000 centisecond
20 centisecond

60 centisecond

Appendix: Default Parameters
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1

1.1

1.2

1.2.1

Spanning Tree

Overview

STP

STP (Spanning Tree Protocol) is a layer 2 Protocol that prevents loops in the network. As is
shown in Figure 1-1, STP helps to:

= Block specified ports of the switches to build a loop-free topology.
®  Detect topology changes and automatically generate a loop-free topology.

Figure 1-1  STP Function

STP

RSTP

RSTP (Rapid Spanning Tree Protocol) provides the same features as STP. But RSTP also
provides much faster spanning tree convergence.

MSTP

MSTP (Multiple Spanning Tree Protocol) also provides the fast spanning tree convergence
as RSTP. In addition, MSTP enables VLANs to be mapped to different spanning trees (MST
instances), and traffic in different VLANs will be transmitted along their respective paths,
implementing load balancing among VLANSs.

Basic Concepts

STP/RSTP Concepts

Based on the networking topology, this section will introduce some basic concepts in STP/
RSTP.
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Figure 1-2  STP/RSTP Topology

Root bridge

Designated port Designated port

Designated port Designated port

Root por Root port

Designated port Backup port Alternate port

Root Bridge

The root bridge is the root of a spanning tree. There is only one root bridge in each
spanning tree, and the root bridge has the lowest bridge ID.

Bridge ID

The value of the priority and MAC address of the switch. It is used to select the root bridge.
The bridge ID is composed of a 2-byte priority and a 6-byte MAC address. The priority is
allowed to be configured manually on the switch, and the switch with the lowest priority
value will be elected as the root bridge. If the priority of all the switches are the same, the
switch with the lowest MAC address is selected as the root bridge.

Port Role

= Root Port

The port selected on non-root bridges to provide the lowest root path cost. There is only
one root port in each non-root bridge.

= Designated Port

The port selected for each LAN segment to provide the lowest root path cost from that
LAN segment to the root bridge.

= Alternate Port

If a port is not selected as the designated port for it receives better BPDUs from another
switch, it will become an alternate port.

Configuration Guide = 270



Configuring Spanning Tree Spanning Tree

In RSTP/MSTP, the alternate portis the backup for the root port. It is blocked when the root
port works normally. Once the root port fails, the alternate port will become the new root
port.

In STP, the alternate port is always blocked.

= Backup Port

If a portis not selected as the designated port for it receives better BPDUs from the switch
it belongs to, it will become an backup port.

In RSTP/MSTP, the backup port is the backup for the designated port. It is blocked when
the designated port works normally. Once the root port fails, the backup port will become
the new designated port.

In STP, the backup port is always blocked.

B Disable Port

The disconnected port with spanning tree function enabled .

Port Status

Generally, in STP, the port status includes: Blocking, Listening, Learning, Forwarding and
Disabled.
= Blocking

In this status, the port receives and sends BPDUs. The other packets are dropped.

®  |istening

In this status, the port receives and sends BPDUs. The other packets are dropped.

®  |earning

In this status, the port receives and sends BPDUs. It also receives the other user packets to
update its MAC address table, but doesn't forward them.

=  Forwarding

In this status, the port receives and sends BPDUs. It also receives the other user packets to
update its MAC address table, and forwards them.

= Disabled

In this status, the port is not participating in the spanning tree, and drops all the packets it
receives.

In RSTP/MSTP, the port status includes: Discarding, Learning and Forwarding. The
Discarding status is the grouping of STP's Blocking, Listening and Disabled, and the
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Learning and Forwarding status correspond exactly to the Learning and Forwarding status
specified in STP.

In TP-Link switches, the port status includes: Blocking, Learning, Forwarding and
Disconnected.
= Blocking

In this status, the port receives and sends BPDUs. The other packets are dropped.

®  |earning

In this status, the port receives and sends BPDUs. It also receives the other user packets to
update its MAC address table, but doesn't forward them.

= Forwarding

In this status, the port receives and sends BPDUs. It also receives the other user packets to
update its MAC address table, and forwards them.

=  Disconnected

In this status, the port is enabled with spanning tree function but not connected to any

device.

Path Cost

The path cost reflects the link speed of the port. The smaller the value, the higher link
speed the port has.

The path cost can be manually configured on each port. If not, the path cost values are
automatically calculated according to the link speed as shown below:

Table 1-1 The Default Path Cost Value

Link Speed Path Cost Value
10Mb/s 2,000,000
100Mb/s 200,000
1Gb/s 20,000
10Gb/s 2,000

Root Path Cost

The root path cost is the accumulated path costs from the root bridge to the other
switches. When root bridge sends its BPDU, the root path cost value is 0. When a
connected switch receives this BPDU, it increments the path cost of its local incoming port.
Then it forwards this BPDU to the downstream switch, with the updated root path cost. The
value of the accumulated root path cost increases as the BPDU propagates further.
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1.2.2

BPDU

The packets used to generate the spanning tree. The BPDUs (Bridge Protocol Data Unit)
contain a lot of information, like bridge ID, root path cost, port priority and so on. Switches
share these information to help determine the tree topology.

MSTP Concepts

MSTP, compatible with STP and RSTP, has the same basic elements used in STP and RSTP.
Based on the networking topology, this section will introduce some concepts only exist in
MSTP.

Figure 1-3  MSTP Topology

region 1
X
region 2 region 3
region 4
CST
IST
X Blocked Port

MST Region

An MST region consists of multiple interconnected switches. The switches that have the
following characteristics are considered as in the same region:

B Same region name
B Same revision level

®  Same VLAN-Instance mapping

MST Instance

The MST instance is a spanning tree running in the MST region. Multiple MST instances can
be established in one MST region and they are independent of each other. As is shown in
Figure 1-4, there are three instances in a region, and each instance has its own root bridge.
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1.3

Figure 1-4 MST Region

Instance 1 (root bridge: A)  VLAN 3—> Instance 1

Instance 2 (root bridge: B) ~ VLAN 4-5—— Instance 2
IST (root bridge: C) Other VLANs——> IST

>< Blocked port

VLAN-Instance Mapping

VLAN-Instance Mapping describes the mapping relationship between VLANs and
instances. Multiple VLANs can be mapped to a same instance, but one VLAN can be
mapped to only one instance. As Figure 1-4 shows, VLAN 3 is mapped to instance 1, VLAN
4 and VLAN 5 are mapped to instance 2, the other VLANs are mapped to the IST.

IST

The Internal Spanning Tree, which is a special MST instance with an instance ID of 0. By
default, all the VLANs are mapped to IST.

CST

The Common Spanning Tree, which is the spanning tree connects all MST regions. As is
shown in Figure 1-3, region1-region 4 are connected by the CST.

CIST

The Common and Internal Spanning Tree, comprising IST and CST, is the spanning tree
that connects all the switches in the network.

STP Security

STP Security prevents the loops caused by wrong configurations or BPDU attacks. It
contains Loop Protect, Root Protect, BPDU Protect, BPDU Filter and TC Protect functions.

» Loop Protect

Loop Protect function is used to prevent loops caused by link congestions or link failures.
It is recommended to enable this function on root ports and alternate ports.

Configuration Guide = 274



Configuring Spanning Tree Spanning Tree

If the switch cannot receive BPDUs because of link congestions or link failures, the root
port will become a designated port and the alternate port will transit to forwarding status,
so loops will occur.

With Loop Protect function enabled, the port will temporarily transit to blocking state when
the port does not receive BPDUs. After the link restores to normal, the port will transit to its
normal state, so loops can be prevented.

» Root Protect

Root Protect function is used to ensure that the desired root bridge will not lose its
position. It is recommended to enable this function on the designated ports of the root
bridge.

Generally, the root bridge will lose its position once receiving higher-priority BPDUs
caused by wrong configurations or malicious attacks. In this case, the spanning tree will
be regenerated, and traffic needed to be forwarded along high-speed links may be lead to
low-speed links.

With root protect function enabled, when the port receives higher-priority BDPUs, it will
temporarily transit to blocking state. After two times of forward delay, if the port does not
receive any higher-priority BDPUs, it will transit to its normal state.

» BPDU Protect

BPDU Protect function is used to prevent the port from receiving BPDUs. It is
recommended to enable this function on edge ports.

Normally edge ports do not receive BPDUSs, but if a user maliciously attacks the switch by
sending BPDUs, the system automatically configures these ports as non-edge ports and
regenerates the spanning tree.

With BPDU protect function enabled, the edge port will be shutdown when it receives
BPDUs, and reports these cases to the administrator. Only the administrator can restore it.

» BPDU Filter

BPDU filter function is to prevent BPDU flooding in the network. It is recommended to
enable this function on edge ports.

If a switch receives malicious BPDUSs, it forwards these BPDUs to the other switches in the
network, and the spanning tree will be continuously regenerated. In this case, the switch
occupies too much CPU or the protocol status of BPDUs is wrong.

With BPDU filter function enabled, the port does not receive or forward BPDUSs, but it sends
out its own BPDUs, preventing the switch from being attacked by BPDUs.

» TC Protect

TC Protect function is used to prevent the switch from frequently removing MAC address
entries. Itis recommended to enable this function on the ports of non-root switches.
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A switch removes MAC address entries upon receiving TC-BPDUs (the packets used to
announce changes in the network topology). If a user maliciously sends a large number of
TC-BPDUs to a switch in a short period, the switch will be busy with removing MAC address
entries, which may decrease the performance and stability of the network.

With TC protect function enabled, if the number of the received TC-BPDUs exceeds the
maximum number you set in the TC threshold, the switch will not remove MAC address
entries in the TC protect cycle.
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STP/RSTP Configurations

To complete the STP/RSTP configuration, follow these steps:
1) Configure STP/RSTP parameters on ports.

2) Configure STP/RSTP globally.

3) Verify the STP/RSTP configurations.

Configuration Guidelines

= Before configuring the spanning tree, it's necessary to make clear the role that each
switch plays in a spanning tree.

®  To avoid any possible network flapping caused by STP/RSTP parameter changes, you
are suggested to enable STP/RSTP function globally after configuring the relevant
parameters.

2.1 Using the GUI

2.1.1 Configuring STP/RSTP Parameters on Ports

Choose the menu Spanning Tree > Port Config > Port Config to load the following page.

Figure 2-1  Configuring STP/RSTP Parameters on Ports

Port Config
UNIT: 1 LAGS
Select Port Status Priority Ext-Path Cost Int-Path Cost Edge Port P2P Link MCheck Port Mode Port Role Port Status LAG
]| | | | | | | ]| v]| v

101 Disable 128 Auto Auto Disable Auto — — — — —
11012 Disable 128 Auto Auto Disable Auto — — — — —
1073 Disable 128 Auto Auto Disable Auto - - - - -
104 Disable 128 Auto Auto Disable Auto — — — — —
110/ Disable 128 Auto Auto Disable Auto — — — — —
110/ Disable 128 Auto Auto Disable Auto - - - - -
10T Disable 128 Auto Auto Disable Auto — — — — —
11078 Disable 128 Auto Auto Disable Auto — — — — —
1109 Disable 128 Auto Auto Disable Auto - - - - -
1/0M10 Disable 128 Auto Auto Disable Auto — — — — —

[ A ] [apoly | [Retesn] [ He |

Follow these steps to configure STP/RSTP parameters on ports:

1) Inthe Port Config section, configure STP/RSTP parameters on ports.
UNIT Select the desired unit or LAGs.

Status Enable or disable spanning tree function on the desired port.
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Priority Enter the value of the port priority from 0 to 240, which is divisible by 16, and
the default value is 128.

The port with the lower value has the higher priority. In the same condition,
the port with the highest priority will be elected as the root port.

Ext-Path Cost Enter the value of the external path cost. The default setting is Auto, which
means the port calculates the external path cost automatically according to
the port's link speed.

External path cost is usually a parameter configured in MSTP, which indicates
the path cost of the port in CST.

In STP/RSTP, external path cost indicates the path cost of the port in the

spanning tree. The port with the lowest external root path cost will be elected
as the root port.

Int-Path Cost Enter the value of the internal path cost.

Note: Internal path cost is a parameter configured in MSTP. You need not
configure it if the spanning tree mode is STP/RSTP.

Edge Port Enable or disable Edge Port. By default, it is disabled.
The edge port can transit its state from blocking to forwarding directly. If the

port is connected to an end device, like a PC, it is recommended to set the
port as an edge port.

P2P Link Select the P2P (Point-to-Point) link status. If the two ports in the P2P link are
a root port and a designated port, they can transit their states to forwarding
directly.

Three options are supported: Auto, Open(Force) and Close(Force). By
default, it is Auto.

Auto: The switch automatically checks if the port is connected to a P2P link,
then determines the status is Open or Close.

Open(Force): The port is manually identified as connected to a P2P link.

Close(Force): The port is manually identified as not connected to a P2P link.

MCheck Select whether to do MCheck operation on the port. Unchange means no
MCheck operation.

Note: MCheck is configured in MSTP. You need not configure it if the
spanning tree mode is STP/RSTP.

Port Mode Displays the spanning tree mode of the port.
STP: The spanning tree mode of the portis STP.
RSTP: The spanning tree mode of the port is RSTP.

MSTP: The spanning tree mode of the port is MSTP.
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Port Role Displays the role that the port plays in the spanning tree.
Root Port: Indicates the port is a root port.
Designated Port: Indicates the port is a designated port .
Alternate Port: Indicates the portis a backup of a root port.
Backup Port: Indicates the port is a backup of a designated port.
Disabled: Indicates the port is not participating in the spanning tree.
Port Status Displays the port status.
Forwarding: The port receives and sends BPDUs, and forwards user data.
Learning: The port receives and sends BPDUs, and drops the other packets.
Blocking: The port only receives BPDUs and drops the other packets.

Disconnected: The port is enabled with spanning tree function but not
connected to any device.

LAG Displays the LAG the port belongs to.

2) Click Apply.
2.1.2 Configuring STP/RSTP Globally

Choose the menu Spanning Tree > STP Config > STP Config to load the following page.

Figure 2-2  Configuring STP/RSTP Globally

Global Config
Spanning-Tree : ® Enable ) Disable
-F'LFZIIJI".-r
Wode - STP
Parameters Config
CIST Priority : 32768 (0-61440, in increments of 4086)
Hello Time | sec (1-10)
Max Age - sec (6-40)
pp
Forward Delay - sec (4-30)
TxHoldCount : 5 | pps(1-20)
Max Hops - hop {1-40)
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STP/RSTP Configurations

Follow these steps to configure STP/RSTP globally:

1) In the Parameters Config section, configure the global parameters of STP/RSTP and

click Apply.

CIST Priority

Hello Time

Max Age

Forward Delay

TxHoldCount

Max Hops

Specify the CIST priority of the switch. The valid values are from 0 to 61440,
which are divisible by 4096.By default, it is 32768. The switch with the lower
value has the higher priority.

CIST priority is usually a parameter configured in MSTP, which means the
priority of a switch in CIST. The switch with the highest priority will be elected
as the root bridge in CIST.

In STP/RSTP, CIST priority means the priority of a switch in the spanning tree.
The switch with the highest priority is elected as the root bridge.

Specify the interval to send BPDUs. The valid values are from 1 to 10 in
seconds, and the default value is 2.

Specify the maximum time the switch can wait without receiving a BPDU
before attempting to regenerate a spanning tree. The valid values are from 6
to 40 in seconds, and the default value is 20.

Specify the time for the port to transit its state after the network topology is
changed. The valid values are from 4 to 30 in seconds, and the default value
is 15.

Specify the maximum BPDU transmission rate of a port. The valid values are
from 1 to 20, and the default value is 5.

Specify the scale of an MST region.

Note: Max Hops is a parameter configured in MSTP. You need not configure
it if the spanning tree mode is STP/RSTP.

@ Note:

To prevent frequent network flapping, make sure that Hello Time, Forward Delay, and Max Age
conform to the following formulas:

e 2*Hello Time + 1) <= Max Age

e 2*Forward Delay - 1) >= Max Age

2) In the Global Config section, enable spanning tree function, choose the STP mode as
STP/RSTP, and click Apply.

Spanning-Tree

Enable or disable spanning tree function globally on the switch.
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Mode

STP/RSTP Configurations

Select the desired spanning tree mode as STP/RSTP on the switch. By default, it's
STP.

STP: Specify the spanning tree mode as STP.
RSTP: Specify the spanning tree mode as RSTP.

MSTP: Specify the spanning tree mode as MSTP.

2.1.3 Verifying the STP/RSTP Configurations

Verify the STP/RSTP information of your switch after all the configurations are finished.

Choose the menu Spanning Tree > STP Config > STP Summary to load the following

page.

Figure 2-3  Verifying the STP/RSTP Configurations

STF Summary
Spanning-Tree -

Spanning-Tree Mode :

Local Bridge :
Root Bridge -
External Path Cost :

Regional Root Bridge :

Internal Path Cost :
Designated Bridge :
Root Port :

Latest TC Time :
TC Count :

MSTF Instance Summary
Instance 1D
Instance Status -
Local Bridge :

Regional Root Bridge :

Internal Path Cost:
Designated Bridge :
Root Port -

Latest TC Time :
TC Count -

Enable

RSTP
32768---00-0a-eb-13-23-Tb
32768---00-0a-eb-13-23-7b
0

32768---00-0a-eb-13-23-7b

2006-01-01 08:00:34
0

The STP Summary section shows the summary information of spanning tree:

Spanning Tree

Displays the status of the spanning tree function.
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Spanning-Tree Mode Displays the spanning tree mode.

Local Bridge Displays the bridge ID of the local bridge. The local bridge is the current switch.

Root Bridge Displays the bridge ID of the root bridge.

External Path Cost Displays the root path cost from the switch to the root bridge.

Regional Root Bridge It is the root bridge of IST. It is not displayed when you choose the spanning tree
mode as STP/RSTP.

Internal Path Cost The internal path cost is the root path cost from the switch to the root bridge of

IST. It is not displayed when you choose the spanning tree mode as STP/RSTP.

Designated Bridge Displays the bridge ID of the designated bridge. The designated bridge is the
switch that has designated ports.

Root Port Displays the root port of the current switch.
Latest TC Time Displays the latest time when the topology is changed.
TC Count Displays how many times the topology has changed.

2.2 Usingthe CLI

2.2.1 Configuring STP/RSTP Parameters on Ports

Follow these steps to configure STP/RSTP parameters on ports:

Step 1 configure

Enter global configuration mode.

Step 2 interface {gigabitEthernet port | range gigabitEthernet port-/isf] [port-channel port-channel |
range port-channel port-channel-list}

Enter interface configuration mode.

Step 3 spanning-tree

Enable spanning tree function for desired ports.
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Step 4

Step 5

Step 6

Step 7

spanning-tree common-config [ port-priority pri] [ ext-cost ext-cost] [ portfast { enable |
disable }] [ point-to-point { auto | open | close }]

Configure STP/RSTP parameters on the desired port.

pri: Specify the value of port priority. The valid values are from 0 to 240, which are divisible
by 16, and the default value is 128. The port with the lower value has the higher priority. In the
same condition, the port with the highest priority will be elected as the root port.

ext-cost: Specify the value of external path cost. The valid values are from 0 to 2000000. Itis O
by default, which means the path cost is automatically calculated according to the port's link
speed.

External path cost is usually a parameter configured in MSTP, which indicates the path cost of
the portin CST.

In STP/RSTP, it indicates the path cost of the port in the spanning tree. The port with the lowest
external root path cost will be elected as the root port.

portfast { enable | disable } Enable or disable the edge Port. By default, it is disabled. The edge
port can transit its state from blocking to forwarding directly. If the port is connected to an end
device, like a PC, it is recommended to set the port as an edge port.

point-to-point { auto | open | close }. Specify the P2P link status, with auto, open and close

options. By default, it is auto. If the two ports in the P2P link are a root port and a designated
port, they can transit their states to forwarding directly.

show spanning-tree interface [ fastEthernet por? | gigabitEthernet port | port-channel /agid] [
edge | ext-cost | int-cost | mode | p2p | priority | role | state | status ]

(Optional) View the information of all ports or a specified port.
port: Specify the port number.
lagid: Specify the ID of the LAG.

ext-cost | int-cost | mode | p2p | priority | role | state | status: Display the specified information.

end
Return to privileged EXEC mode.

copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to enable spanning tree function on port 1/0/3 and
configure the port priority as 32:

Switch#configure

Switch(config)#interface gigabitEthernet 1/0/3

Switch(config-if)#spanning-tree

Switch(config-if)##spanning-tree common-config port-priority 32

Switch(config-if)#show spanning-tree interface gigabitEthernet 1/0/3
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Interface State Prio Ext-Cost Int-Cost Edge P2p Mode Role Status
Gi1/0/3 Enable 32  Auto Auto No No(auto) N/A N/A  LnkDwn
Switch(config-if)#end

Switch#copy running-config startup-config

2.2.2 Configuring Global STP/RSTP Parameters

Follow these steps to configure global STP/RSTP parameters of the switch:

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

configure

Enter global configuration mode.

spanning-tree priority pri
Configure the priority of the switch.

pri: Specify the value of the switch priority from 0 to 61440, which are divisible by 4096. By
default, it is 32768. The switch with the lower value has the higher priority, and the switch with
the highest priority will be elected as the root bridge.

spanning-tree timer {[ forward-time forward-time] [hello-time hello-time 1 [ max-age max-agel}
(Optional) Configure the Forward Delay, Hello Time and Max Age.
forward-time. Specify the value of Forward Delay. The valid values are from 4 to 30 in seconds,

and the default value is 15. Forward Delay is the time for the port to transit its state after the
network topology is changed.

hello-time. Specify the value of Hello Time. The valid values are from 1 to 10 in seconds, and
the default value is 2. The root bridge sends configuration BPDUs at an interval of Hello Time
to check whether the links are failed.

max-age: Specify the value of Max Age. The valid values are from 6 to 40 in seconds, and the
default value is 20. Max Age is the maximum time the switch can wait without receiving a BPDU
before attempting to regenerate a spanning tree.

spanning-tree hold-count va/ue

Configure the maximum number of BPDU packets transmitted per Hello Time interval.

value: Specify the maximum number of BPDU packets transmitted per Hello Time interval. The
valid values are from 1 to 20 pps, and the default value is 5.

show spanning-tree bridge

(Optional) View the global STP/RSTP parameters of the switch.

end
Return to privileged EXEC mode.

copy running-config startup-config

Save the settings in the configuration file.
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2.2.3

@ Note:

To prevent frequent network flapping, make sure that Hello Time, Forward Delay, and Max Age
conform to the following formulas:

D 2*(Hello Time + 1) <= Max Age

e 2*Forward Delay - 1) >= Max Age

This example shows how to configure the priority of the switch as 36864, the Forward
Delay as 12 seconds:

Switch#configure

Switch(config)#spanning-tree priority 36864

Switch(config)#spanning-tree timer forward-time 12

Switch(config)#show spanning-tree bridge

State Mode Priority Hello-Time Fwd-Time Max-Age Hold-Count Max-Hops
Enable Rstp 36864 2 12 20 5 20
Switch(config)#end

Switch#copy running-config startup-config

Enabling STP/RSTP Globally

Follow these steps to configure the spanning tree mode as STP/RSTP, and enable spanning
tree function globally:

Step 1 configure

Enter global configuration mode.

Step 2 spanning-tree mode { stp | rstp }
Configure the spanning tree mode as STP/RSTP.

stp: Specify the spanning tree mode as STP .

rstp: Specify the spanning tree mode as RSTP .

Step 3 spanning-tree

Enable spanning tree function globally.

Step 4 show spanning-tree active

(Optional) View the active information of STP/RSTP.

Step 5 end
Return to privileged EXEC mode.
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Step 6 copy running-config startup-config

Save the settings in the configuration file.

STP/RSTP Configurations

This example shows how to enable spanning tree function, configure the spanning tree

mode as RSTP and verify the configurations:
Switch#configure
Switch(config)#spanning-tree mode rstp
Switch(config)#spanning-tree
Switch(config)#show spanning-tree active

Spanning tree is enabled

Spanning-tree's mode: RSTP (802.1w Rapid Spanning Tree Protocol)

Latest topology change time: 2006-01-02 10:04:02

Root Bridge

Priority :32768

Address :00-Oa-eb-13-12-ba
Local bridge is the root bridge
Designated Bridge

Priority :32768

Address  :00-Oa-eb-13-12-ba
Local Bridge

Priority :32768

Address  :00-Oa-eb-13-12-ba

Interface State Prio Ext-Cost Int-Cost

Gi1/0/3  Enable 128 200000 200000
Gi1/0/5 Enable 128 200000 200000
Gi1/0/7 Enable 128 200000 200000
Switch(config)#end

Switch#copy running-config startup-config

Edge P2p

Mode Role Status

Rstp Desg Fwd
Rstp Desg Fwd
Rstp Desg Fwd
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3.1

3.1.1

MSTP Configurations

To complete the MSTP configuration, follow these steps:
1) Configure parameters on portsin CIST.

2) Configure the MSTP region.

3) Configure the MSTP globally.

4) Verify the MSTP configurations.

Configuration Guidelines

®  Before configuring the spanning tree, it's necessary to make clear the role that each
switch plays in a spanning tree.

®  To avoid any possible network flapping caused by MSTP parameter changes, you are
suggested to enable MSTP function globally after configuring the relevant parameter.

Using the GUI

Configuring Parameters on Ports in CIST

Choose the menu Spanning Tree > Port Config > Port Config to load the following page.

Figure 3-1 Configuring the Parameters of the Ports

Port Config
UNIT: 1 LAGS
Select Port Status Priarity Ext-Path Cost Int-Path Cost Edge Port P2P Link MCheck Port Mode Port Role Port Status LAG
]| | | | | | | | ]| v]| v

1o Disable 128 Auto Auto Disable Auto — — — — —
1m0z Disable 128 Auto Auto Disable Auto — — — — —
1073 Disable 128 Auto Auto Disable Auto — — — — —
11074 Disable 128 Auto Auto Disable Auto — — — — —
10/5 Disable 128 Auto Auto Disable Auto - - - - -
110/ Disable 128 Auto Auto Disable Auto — — — — —
1T Disable 128 Auto Auto Disable Auto — — — — —
1078 Disable 128 Auto Auto Disable Auto - - - - -
110/9 Disable 128 Auto Auto Disable Auto — — — — —
1010 Disable 128 Auto Auto Disable Auto — — — — —

[ ar | [ Apply | [Refresh] [ Help |

Follow these steps to configure parameters on ports in CIST:

1) Inthe Port Config section, configure the parameters on ports.
UNIT Select the desired unit or LAGs.

Status Enable or disable spanning tree function on the desired port.
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Priority Enter the value of port priority from 0 to 240 divisible by 16, and the default
value is 128.

The port with the lower value has the higher priority. In the same condition,
the port with the highest priority will be elected as the root portin CIST.

Ext-Path Cost Enter the value of the external path cost. The default setting is Auto, which
means the port calculates the path cost automatically according to the port's
link speed.

External path cost is the path cost of the port in CST. The port with the
lowest external root path cost will be elected as the root port in CIST

Int-Path Cost Enter the value of the internal path cost. The default setting is Auto, which
means the port calculates the path cost automatically according to the port's
link speed.

Internal path cost is the path cost of the port in IST. The port with the lowest
internal root path cost will be elected as the root portin IST.

Edge Port Enable or disable Edge Port. By default, it is disabled.
The edge port can transit its state from blocking to forwarding directly. If the

port is connected to an end device, like a PC, it is recommended to set the
port as an edge port.

P2P Link Select the P2P link status. If the two ports in the P2P link are a root port and a
designated port, they can transit their states to forwarding directly.

Three options are supported: Auto, Open(Force) and Close(Force). By
default, it is Auto.

Auto: The switch automatically detects if the port is connected to a P2P link,
then determines the status is Open or Close.

Open(Force): The port is manually identified as connected to a P2P link.

Close(Force): The port is manually identified as not connected to a P2P link.

MCheck Select whether to do MCheck operation on the port. Unchange means no
MCheck operation.

If a port on an MSTP-enabled device is connected to a STP/RSTP-enabled
device, the port switches to the STP/RSTP compatible mode. If the STP/
RSTP-enabled device is powered off or disconnected from the MSTP-
enabled device, the port cannot switch back to MSTP mode. In this case, you
can switch the port to MSTP mode by enabling MCheck operation.

Port Mode Displays the spanning tree mode of the port.
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3.1.2

Port Role Displays the role that the port plays in CIST.
Root Port: Indicates the port is the root port in CIST.
Designated Port: Indicates the port is the designated portin CIST.
Master Port: Indicates the port provides the lowest root path cost from the
region to the root bridge in CIST. In CIST, each region is regarded as a ‘switch’,

and the master port is the root port of that ‘switch'.

Alternate Port: Indicates the port is a backup of a root or master port in
CIST.

Backup Port: Indicates the port is a backup of a designated port in CIST.

Disabled: Indicates the port is not participating in the spanning tree in CIST.

Port Status Displays the port status.
Forwarding: The port receives and sends BPDUs, and forwards user data.
Learning: The port receives and sends BPDUs, and drops the other packets.
Blocking: The port only receives BPDUs and drops the other packets.

Disconnected: The port is enabled with spanning tree function but not
connected to any device.

LAG Displays the LAG the port belongs to.

2) Click Apply.
Configuring the MSTP Region

Configure the region name, revision level, VLAN-Instance mapping of the switch. The
switches with the same region name, the same revision level and the same VLAN-Instance
mapping are considered as in the same region.

Besides, configure the priority of the switch, the priority and path cost of ports in the
desired instance.
= Configuring the Region Name and Revision Level

Choose the menu Spanning Tree > MSTP Instance > Region Config to load the following
page.

Figure 3-2  Configuring the Region

Region Config

RFegion Name : |Uﬂ—ﬂa—eb13-23-?b
pp
Revision : D (0-65535)
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Follow these steps to create an MST region:

1) In the Region Config section, set the name and revision level to specify an MSTP

region.
Region Name Configure the name for an MST region using up to 32 characters. By default,
itis the MAC address of the switch.
Revision Enter the revision number from 0 to 65535. By default, it is O.
2) Click Apply.

= Configuring the VLAN-Instance Mapping and Switch Priority

Choose the menu Spanning Tree > MSTP Instance > Instance Config to load the following
page.

Figure 3-3 Configuring the VLAN-Instance Mapping

VLAN-Instance Mapping
Instance 1D : | (0-8, 0 stand for CIST)
VLAN D | | (1-4094, format: 1,3,4-7,11-30)
Instance Config
Select Instance ID  Status Priority VLAN ID
O | ||
CIST Enable 32768 1-4084, Show All | Clear All
[l 1 Disable 32768 Show All | Clear All
] 2 Disable 32768 Show All | Clear All
] 3 Disahle 32768 Show All | Clear All
] 4 Disahle 32768 Show All | Clear All
[l 5 Disable 32768 Show All | Clear All
] 6 Dizable 32768 Show All | Clear All
] 7 Disable 32768 Show All | Clear All
] 8 Disahle 32768 Show All | Clear All

(oo ] (b )

Follow these steps to map VLANS to the corresponding instance, and configure the priority
of the switch in the desired instance:

1) In the VLAN-Instance Mapping section, enter the instance ID and the corresponding
VLAN ID, and click Add.

Instance ID Enter the corresponding instance ID.
VLAN ID Enter the desired VLAN ID. Click Add, the VLAN(s) will be added to the
corresponding instance and the previous VLAN won't be replaced. Click

Delete, and the VLAN will be deleted from the corresponding instance.

2) In the Instance Config section, configure the priority of the switch in the desired
instance, and click Apply.
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Instance ID Displays the instance ID.
Status Displays the status of the instance.
Priority Enter a value from 0 to 61440 to specify the priority of the switch, which is

divisible by 4096, and the default value is 32768. The switch with the lower
value has the higher priority, and the switch with the highest priority will be
elected as the root bridge in the desired instance.

VLAN ID Enter the VLAN ID mapped to the corresponding instance ID. After the
modification, the previous VLAN will be cleared and mapped to the CIST.

Show All Click the Show All to show all VLANs mapped to the instance.

Clear All Click the Clear All to clear up all VLANs from the instance. The cleared VLAN
will be automatically mapped to the CIST.

B Configuring Parameters on Ports in the Instance

Choose the menu Spanning Tree > MSTP Instance > Instance Port Config to load the
following page.

Figure 3-4 Configuring Port Parameters in the Instance

Instance |D Select

Instance ID :

Instance Port Config
UMIT: 1 LAGS

Select Port Priority Path Cost Fort Role Port Status LAG
1 [ ]
1/0M1 128 Auto - - -
11002 128 Auto — — —
10003 128 Auto -— -— -—
1/0/4 128 Auto — — —
1/0/5 128 Auto - - -
1/0/6 128 Auto — — —
1007 128 Auto — — —
11008 128 Auto — — —
1/0/9 128 Auto — — —
1/0M10 128 Auto - - -
| an | [ aApply | [Refresh| | Heip |

Follow these steps to configure port parameters in the instance:

1) In the Instance ID Select section, select the desired instance ID for its port
configuration.
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Instance ID

MSTP Configurations

Select the desired instance.

2) Inthe Instance Port Config section, configure port parameters in the desired instance.

UNIT

Priority

Path Cost

Port Role

Port Status

LAG

Select the desired unit or LAGs for configuration.

Enter the value of port priority from 0 to 240, which is divisible by 16, and the
default value is 128.

The port with the lower value has the higher priority. In the same condition,

the port with the highest priority will be elected as the root port in the desired
instance.

Enter the value of the path cost. The default setting is Auto, which means
the port calculates the path cost automatically according to the port's link
speed.

Itis the path cost of the port in the desired instance. The port with the lowest
path cost will be elected as the root of the desired instance.

Displays the role that the port plays in the desired instance.
Root Port: Indicates the portis the root port.

Designated Port: Indicates the port is the designated port .
Alternate Port: Indicates the port is a backup of a root port.
Backup Port: Indicates the port is a backup of a designated port.

Disabled: Indicates the port is not participating in the spanning tree.

Displays the port status.

Forwarding: The port receives and sends BPDUs, and forwards user data.
Learning: The port receives and sends BPDUs, and drops the other packets.
Blocking: The port only receives BPDUs and drops the other packets.

Disconnected: The port is enabled with spanning tree function but not
connected to any device.

Displays the LAG which the port belongs to.
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3.1.3 Configuring MSTP Globally

Choose the menu Spanning Tree > STP Config > STP Config to load the following page.

Figure 3-5 Configure MSTP Function Globally

Global Config
Spanning-Tree - ®) Enable O Disable
oy
Maode MSTP
Parameters Config
CIST Priority : 32768 (0-61440, in increments of 4096)
Hello Time : sec (1-10)
Max Age - sec (6-40)
PP
Forward Delay : sec (4-30)
TxHoldCount - 5 | ppsi120)
Max Hops hop (1-40)

Follow these steps to configure MSTP globally:

1) In the Parameters Config section, Configure the global parameters of MSTP and click
Apply.

CIST Priority Enter a value from 0 to 61440 to specify the CIST priority of the switch, which
is divisible by 4096, and the default value is 32768. The switch with the lower
value has the higher priority.

CIST priority is the priority of a switch in CIST. The switch with the highest
priority will be elected as the root bridge.

Hello Time Specify the interval to send BPDUs. The valid values are from 1 to 10 in
seconds, and the default value is 2.

Max Age Specify the maximum time the switch can wait without receiving a BPDU
before attempting to regenerate a spanning tree. The valid values are from 6
to 40 in seconds, and the default value is 20.

Forward Delay Specify the time for the port to transit its state after the network topology is
changed. The valid values are from 4 to 30 in seconds, and the default value
is 15.

TxHoldCount Specify the maximum BPDU transmission rate of a port. The valid values are
from 1 to 20, and the default value is 5.

Max Hops Specify the maximum number of hops that occur in a specific region before
the BPDU is discarded. The valid values are from 1 to 40, and the default
value is 20.

Configuration Guide = 293



Configuring Spanning Tree MSTP Configurations

@ Note:

To prevent frequent network flapping, make sure that Hello Time, Forward Delay, and Max Age
conform to the following formulas:

e 2*Hello Time + 1) <= Max Age
e 2*Forward Delay - 1) >= Max Age

2) Inthe Global Config section, enable Spanning-Tree function and choose the STP mode
as MSTP and click Apply.

Spanning-Tree Enable or disable spanning tree function globally on the switch.

Mode Select the desired STP mode as MSTP on the switch. By default, itis STP.
STP: Specify the spanning tree mode as STP.
RSTP: Specify the spanning tree mode as RSTP.

MSTP: Specify the spanning tree mode as MSTP.
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3.1.4 Verifying the MSTP Configurations

MSTP Configurations

Choose the menu Spanning Tree > STP Config > STP Summary to load the following

page.

Figure 3-6  Verifying the MSTP Configurations

STP Summary

Spanning-Tree :

Spanning-Tree Mode :

Local Bridge :
Root Bridge -
External Path Cost :

Reqional Root Bridge :

Internal Path Cost :
Designated Bridge :
Foot Port

Latest TC Time :
TC Count :

MSTF Instance Summary

Enable

MSTF
32768---00-0a-eb-13-23-Tb
32768---00-0a-eb-13-23-Th
0
32768---00-0a-eb-13-23-Th
0
32768---00-0a-eb-13-23-Tb
2006-01-01 08:00:34

0

Instance ID :

Instance Status : Enable

Local Bridge : 32768---00-0a-eb-13-23-Th
Regional Root Eridge : 32768---00-0a-eb-13-23-Th

Internal Path Cost :
Designated Bridge :
Root Port :

Latest TC Time :
TC Count :

0
32763---00-03-eb-13-23-7b

0

The STP Summary section shows the summary information of CIST:

Spanning Tree

Spanning-Tree Mode

Local Bridge

Root Bridge

External Path Cost

Regional Root Bridge

Displays the status of the spanning tree function.

Displays the spanning tree mode.

Displays the bridge ID of the local switch. The local bridge is the current switch.

Displays the bridge ID of the root bridge in CIST.

Displays the external path cost. It is the root path cost from the switch to the root
bridge in CIST.

Displays the bridge ID of the root bridge in IST.

Configuration Guide = 295



Configuring Spanning Tree

Internal Path Cost

Designated Bridge

Root Port

Latest TC Time

TC Count

MSTP Configurations

Displays the internal path cost. It is the root path cost from the current switch to
the root bridge in IST.

Displays the bridge ID of the designated bridge in CIST.
Displays the root port of in CIST.
Displays the latest time when the topology is changed.

Displays how many times the topology has changed.

The MSTP Summary section shows the information in MST instances:

Instance ID

Instance Status

Local Bridge

Regional Root Bridge

Internal Path Cost

Designated Bridge

Root Port

Latest TC Time

TC Count

3.2 Usingthe CLI

Select the desired instance.

Displays the status of the desired instance.

Displays the bridge ID of the local switch. The local bridge is the current switch.

Displays the bridge ID of the root bridge in the desired instance.

Displays the internal path cost. It is the root path cost from the current switch to
the regional root bridge.

Displays the bridge ID of the designated bridge in the desired instance.

Displays the root port of the desired instance.

Displays the latest time when the topology is changed.

Displays how many times the topology has changed.

3.2.1 Configuring Parameters on Ports in CIST

Follow these steps to configure the parameters of the portin CIST:

Step 1 configure

Enter global configuration mode.

Step 2 interface { gigabitEthernet por? | range gigabitEthernet port-iisf] [port-channel port-channel |
range port-channel port-channel-list }

Enter interface configuration mode.

Step 3 spanning-tree

Enable spanning tree function for the desired port.
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Step 4 spanning-tree common-config [ port-priority pri ][ ext-cost ext-cost] [ int-cost int-cost ][
portfast { enable | disable }] [ point-to-point { auto | open| close }]

Configure the parameters on ports in CIST.

pri: Specify the value of port priority. The valid values are from 0 to 240, which are divisible
by 16, and the default value is 128. The port with the lower value has the higher priority. In the
same condition, the port with the highest priority will be elected as the root portin CIST.

ext-cost: Specify the value of external path cost. The valid values are from 0 to 2000000. Itis 0
by default, which means the path cost is automatically calculated according to the port's link
speed. External path cost is the path cost of the port in CST. The port with the lowest external
root path cost will be elected as the root portin CIST.

int-cost: Specify the value of internal path cost. The valid values are from 0 to 2000000. It is O
by default, which means the path cost is automatically calculated according to the port's link
speed.

Internal path cost is the path cost of the port in IST. The port with the lowest internal root path
cost will be elected as the root portin IST.

portfast { enable | disable }. Enable or disable edge Port. By default, it is disabled. The edge
port can transit its state from blocking to forwarding directly. If the port is connected to an end
device, like a PC, it is recommended to set the port as an edge port.

point-to-point { auto | open | close }. Specify the P2P link status, with auto, open and close
options. By default, the option is auto. If the two ports in the P2P link are a root port and a
designated port, they can transit their states to forwarding directly.

Step 5 spanning-tree mcheck
(Optional) Select whether to do MCheck operation on the port.

If a port on an MSTP-enabled device is connected to an STP-enabled device, the port switches
to the STP compatible mode.

If the STP-enabled device is powered off or disconnected from the MSTP-enabled device, the

port cannot switch back to MSTP mode. In this case, you can switch the port to MSTP mode by
MCheck operation.

Step 6 show spanning-tree interface [ fastEthernet port | gigabitEthernet port | port-channel /agid] [
edge | ext-cost | int-cost | mode | p2p | priority | role | state | status ]

(Optional) View the information of all ports or a specified port.
port: Specify the port number.

lagid: Specify the ID of the LAG.

ext-cost | int-cost| mode | p2p | priority | role | state | status: Display the specified information.

Step 7 end
Return to privileged EXEC mode.

Step 8 copy running-config startup-config

Save the settings in the configuration file.

This example shows how to enable spanning tree function for port 1/0/3 and configure the
port priority as 32 :

Switch#configure
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3.2.2

MSTP Configurations
Switch(config)#interface gigabitEthernet 1/0/3
Switch(config-if)##spanning-tree
Switch(config-if)##spanning-tree common-config port-priority 32
Switch(config-if)#show spanning-tree interface gigabitEthernet 1/0/3
MST-Instance O (CIST)
Interface State Prio Ext-Cost Int-Cost Edge P2p Mode Role Status

Gi1/0/3 Enable 32 Auto Auto No
MST-Instance 5

Interface  Prio Cost Role Status

Gi1/0/3 144 200 N/A LnkDwn
Switch(config-if)#end

Switch#copy running-config startup-config

Configuring the MSTP Region

= Configuring the MST Region

No(auto) N/A N/A LnkDwn

Follow these steps to configure the MST region and the priority of the switch in the

instance:

Step 1 configure

Enter global configuration mode.

Step 2 spanning-tree mst instance /instance-id priority pri

Configure the priority of the switch in the instance.

instance-id: Specify the instance ID, the valid values ranges from 1 to 8.

pri: Specify the priority of the switch. The valid values are from 0 to 61440, which are divisible
by 4096, and the default value is 32768. The switch with the lower value has the higher
priority, and the switch with the highest priority will be elected as the root bridge in the desired

instance.

Step 3 spanning-tree mst configuration

Enter MST configuration mode, as to configure the VLAN-Instance mapping, region name and

revision level.
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Step 4 name name

Configure the region name of the region.

name: Specify the region name, used to identify an MST region. The valid values are from 1 to
32 characters.

Step 5 revision revision

Configure the revision level of the region.

revision: Specify the revision level of the region. The valid values are from 0 to 65535.

Step 6 instance instance-id vlan vian-id

Configure the VLAN-Instance mapping.
instance-id: Specify the Instance ID. The valid values are from 1 to 8.

vian-id: Specify the VLAN mapped to the corresponding instance.

Step 7 show spanning-tree mst { configuration [ digest] | instance instance-id [ interface [
fastEthernet port | gigabitEthernet port | port-channel /agid 11}

(Optional) View the related information of MSTP Instance.

digest: Display digest calculated by instance-vlan map.

instance-id: Specify the Instance ID desired to view, ranging from 1 to 8.
port: Specify the port number.

lagid: Specify the ID of the LAG.

Step 8 end
Return to privileged EXEC mode.

Step 9 copy running-config startup-config

Save the settings in the configuration file.

This example shows how to create an MST region, of which the region name is R1, the
revision level is 100 and VLAN 2-VLAN 6 are mapped to instance 5:

Switch#configure

Switch(config)#spanning-tree mst configuration
Switch(config-mst)#name R1

Switch(config-mst)#revision 100
Switch(config-mst)#instance 5 vlan 2-6
Switch(config-mst)#show spanning-tree mst configuration
Region-Name: R1

Revision : 100
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MST-Instance Vlans-Mapped

1,7-4094
2-6,

Switch(config-mst)#end

Switch#copy running-config startup-config

®  Configuring the Parameters on Ports in Instance

Follow these steps to configure the priority and path cost of ports in the specified instance:

Step 1

Step 2

Step 3

Step 4

Step 5

configure

Enter global configuration mode.

interface {gigabitEthernet port | range gigabitEthernet port-/isf] [port-channel port-channel|
range port-channel port-channel-list}

Enter interface configuration mode.

spanning-tree mst instance instance-id {[ port-priority pri 1| [ cost cost I}

Configure the priority and path cost of ports in the specified instance.

instance-id: Specify the instance ID, the valid values ranges from 1 to 8.

pri: Specify the priority of the port. The valid values are from 0 to 240, which are divisible by
16, and the default value is 128. The port with the lower value has the higher priority. In the

same condition, the port with the highest priority will be elected as the root port in the desired
instance.

cost: Specify the path cost of the port. The valid values are from 0 to 2000000. By default, it is 0O,
which means the port calculates the path cost automatically according to the port's link speed.
It is the root path cost from the port to the root bridge in the specified instance. The port with
the lowest path cost will be elected as the root port in the desired instance.

show spanning-tree mst { configuration [ digest] | instance instance-id [ interface [
fastEthernet port | gigabitEthernet port | port-channel /agid 11}

(Optional) View the related information of MSTP Instance.
digest: Display digest calculated by instance-vlan map.
instance-id: Specify the Instance ID desired to view, ranging from 1 to 8.

port: Specify the port number.

lagid: Specify the ID of the LAG.

end
Return to privileged EXEC mode.
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3.2.3

Step 6 copy running-config startup-config

Save the settings in the configuration file.

This example shows how to configure the priority as 144, the path cost as 200 of port 1/0/3
in instance 5:

Switch#configure

Switch(config)#interface gigabitEthernet 1/0/3
Switch(config-if)##spanning-tree mst instance 5 port-priority 144 cost 200
Switch(config-if)##show spanning-tree interface gigabitEthernet 1/0/3
MST-Instance O (CIST)

Interface  State Prio Ext-Cost Int-Cost Edge P2p Mode Role Status

Gi1/0/3 Enable 32 Auto Auto No No(auto) N/A N/A LnkDwn
MST-Instance 5

Interface  Prio Cost Role Status

Gi1/0/3 144 200 N/A LnkDwn

Switch(config-if)#end

Switch#copy running-config startup-config

Configuring Global MSTP Parameters

Follow these steps to configure the global MSTP parameters of the switch:

Step 1 configure

Enter global configuration mode.

Step 2 spanning-tree priority pri
Configure the priority of the switch for comparison in CIST.

pri: Specify the CIST priority of the switch. The valid values are from 0 to 61440, which are
divisible by 4096, and the default value is 32768. The switch with the lower value has the higher
priority.

CIST priority the priority of a switch in CIST. The switch with the highest priority will be elected
as the root bridge in CIST.
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Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

spanning-tree timer {[ forward-time forward-time ] [ hello-time hello-time ] [ max-age max-age 1}
(Optional) Configure the Forward Delay, Hello Time and Max Age.
forward-time. Specify the value of Forward Delay. The valid values are from 4 to 30 in seconds,

and the default value is 15. Forward Delay is the time for the port to transit its state after the
network topology is changed.

hello-time: Specify the value of Hello Time. The valid values are from 1 to 10 in seconds, and
the default value is 2. The root bridge sends configuration BPDUs at an interval of Hello Time to
check whether the links are failed.

max-age. Specify the value of Max Age. The valid values are from 6 to 40 in seconds, and the
default value is 20. Max Age is the maximum time the switch can wait without receiving a BPDU
before attempting to regenerate a spanning tree.

spanning-tree hold-count value
(Optional) Configure the maximum number of BPDU packets transmitted per Hello Time interval.

value: Specify the maximum number of BPDU packets transmitted per Hello Time interval. The
valid values are from 1 to 20 pps, and the default value is 5.

spanning-tree max-hops value
(Optional) Configure the maximum number of hops that occur in a specific region before the
BPDU is discarded.

value: Specify the maximum number of hops that occur in a specific region before the BPDU is
discarded. The valid values are from 1 to 40 in hop, and the default value is 20.

show spanning-tree bridge

(Optional) View the global parameters of the switch.

end
Return to privileged EXEC mode.

copy running-config startup-config

Save the settings in the configuration file.

@ Note:

To prevent frequent network flapping, make sure that Hello Time, Forward Delay, and Max Age
conform to the following formulas:

2*(Hello Time + 1) <= Max Age

2*(Forward Delay - 1) >= Max Age

This example shows how to configure the CIST priority as 36864, the Forward Delay as 12
seconds, the Hold Count as 8 and the Max Hop as 25:

Switch#configure

Switch(config)#spanning-tree priority 36864

Switch(config-if)#spanning-tree timer forward-time 12
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Switch(config-if)##spanning-tree hold-count 8
Switch(config-if)#spanning-tree max-hops 25
Switch(config-if)##show spanning-tree bridge

State Mode Priority Hello-Time Fwd-Time Max-Age

Enable Mstp 36864 2 12 20
Switch(config-if)#end

Switch#copy running-config startup-config

Enabling Spanning Tree Globally

MSTP Configurations

Hold-Count Max-Hops

Follow these steps to configure the spanning tree mode as MSTP and enable spanning tree

function globally:

Step 1 configure

Enter global configuration mode.

Step 2 spanning-tree mode mstp

Configure the spanning tree mode as MSTP.

mstp: Specify the spanning tree mode as MSTP.

Step 3 spanning-tree

Enable spanning tree function globally.

Step 4 show spanning-tree active

(Optional) View the active information of MSTP.

Step 5 end
Return to privileged EXEC mode.

Step 6 copy running-config startup-config

Save the settings in the configuration file.

This example shows how to configure the spanning tree mode as MSTP and enable

spanning tree function globally :
Switch#configure
Switch(config)#spanning-tree mode mstp
Switch(config)#spanning-tree
Switch(config)#show spanning-tree active

Spanning tree is enabled
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Spanning-tree’'s mode: MSTP (802.1s Multiple Spanning Tree Protocol)
Latest topology change time: 2006-01-04 10:47:42
MST-Instance 0 (CIST)

Root Bridge

Priority :32768

Address :00-Oa-eb-13-23-97

External Cost: 200000

Root Port :Gi/0/20

Designated Bridge

Priority :32768

Address :00-Oa-eb-13-23-97

Regional Root Bridge

Priority :36864

Address  :00-Oa-eb-13-12-ba

Local bridge is the regional root bridge

Local Bridge

Priority :36864

Address :00-Oa-eb-13-12-ba

Interface State  Prio Ext-Cost Int-Cost Edge P2p Mode Role Status

Gi/0/6  Enable 128 200000 200000 No  Yes(auto) Mstp Altn Blk
Gi/0/8 Enable 128 200000 200000 No  Yes(auto) Mstp Root Fwd

MST-Instance 1

Root Bridge

Priority :32768

Address  :00-Oa-eb-13-12-ba
Local bridge is the root bridge
Designated Bridge

Priority :32768

Address :00-Oa-eb-13-12-ba

Local Bridge
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Priority :32768
Address :00-0a-eb-13-12-ba

Interface Prio Cost Role Status

Gi/0/6 128 200000 Altn  Blk
Gi/0/8 128 200000 Mstr Fwd

Switch(config)#end

Switch#copy running-config startup-config
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STP Security Configurations

With STP security, you can:

®  Configure the Loop Protect function.
®  Configure the Root Protect function.
®  Configure the TC Protect function.

®  Configure the BPDU Protect function.
®  Configure the BPDU Filter function.

4.1 Usingthe GUI

4.1.1 Configuring the STP Security

Choose the menu Spanning Tree > STP Security > Port Protect to load the following
page.

Figure 4-1  Configuring the Port Protect

Port Protect
UNIT: 1| LAGS
Select Port Loop Protect Root Protect TC Protect BPDU Protect BFDU Filter LAG
| | | | | | | | v
1/0M1 Disable Disable Disable Disable Disable -
1/0/2 Disable Disable Disable Disable Disable —
1/0/3 Disable Disable Disable Disable Disable —
1/0/4 Disable Dizable Dizable Dizable Dizable —
1/0/5 Disable Disable Dizable Disable Disable —
1/0/6 Disable Disable Dizable Disable Disable —
1017 Disable Disable Disable Disable Disable —
1/0/8 Disable Disable Disable Disable Disable —
1/0/9 Disable Disable Disable Disable Disable —
1010 Disable Disable Disable Disable Disable —
| an | [ apply | [ Hep |

Configure the Port Protect features for the selected ports, and click Apply.

UNIT Select the desired unit or LAGs for configuration.
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Loop Protect Enable or disable the Loop Protect function. It is recommended to enable this
function on root ports and alternate ports.

Loop Protect function is used to prevent loops caused by link congestions or link
failures. With Loop Protect function enabled, the port will temporarily transit to
blocking state when it does not receive BPDUs. After the link restores to normal,
the port will transit to its normal state, so loops can be prevented.

Root Protect Enable or disable the Root Protect function. It is recommended to enable this
function on the designated ports of the root bridge.

Root Protect function is used to ensure that the desired root bridge will not lose
its position. With root protect function enabled, the port will temporarily transit to
blocking state when it receives higher-priority BDPUs. After two times of forward
delay, if the port does not receive any higher-priority BDPUs, it will transit to its
normal state.

TC Protect Enable or disable the TC Protect function. It is It is recommended to enable this
function on the ports of non-root switches.

TC Protect function is used to prevent the switch from frequently removing MAC
address entries. With TC protect function enabled, if the number of the received
TC-BPDUs exceeds the maximum number you set in the TC threshold, the switch
will not remove MAC address entries in the TC protect cycle.

BPDU Protect Enable or disable the BPDU Protect function. It is It is recommended to enable
this function on edge ports.

BPDU Protect function is used to prevent the edge port from receiving BPUDs.
With BPDU protect function enabled, the edge port will be shutdown when

it receives BPDUs, and reports these cases to the administrator. Only the
administrator can restore it.

BPDU Filter Enable or disable the BPDU Filter function. It is It is recommended to enable this
function on edge ports.

BPDU filter function is to prevent BPDU flooding in the network. With BPDU filter
function enabled, the port does not receive or forward BPDUs, but it sends out its
own BPDUs, preventing the switch from being attacked by BPDUs.

4.2 Usingthe CLI

4.2.1 Configuring the STP Security

Follow these steps to configure the Root protect feature, BPDU protect feature and BPDU
filter feature for ports:

Step 1 configure

Enter global configuration mode.
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Step 2 interface {gigabitEthernet port | range gigabitEthernet port-/isf] [port-channel port-channel|
range port-channel port-channel-list}

Enter interface configuration mode.

Step 3 spanning-tree guard loop
(Optional) Enable the Loop Protect feature on the port. t is recommended to enable this

function on root ports and alternate ports.

Loop Protect function is used to prevent loops caused by link congestions or link failures. With
Loop Protect function enabled, the port will temporarily transit to blocking state when it does
not receive BPDUs. After the link restores to normal, the port will transit to its normal state, so
loops can be prevented.

Step 4 spanning-tree guard root

(Optional) Enable the Root Protect function on the port. It is recommended to enable this
function on the designated ports of the root bridge.

Root Protect function is used to ensure that the desired root bridge will not lose its position.
With root protect function enabled, the port will temporarily transit to blocking state when it
receives higher-priority BDPUs. After two times of forward delay, if the port does not receive
any higher-priority BDPUs, it will transit to its normal state.

Step 5 spanning-tree guard tc
Enable the TC Protect function on the port.

TC Protect is to prevent the decrease of the performance and stability of the switch brought
by continuously removing MAC address entries upon receiving TC-BPDUs in the network.

Step 6 spanning-tree bpdufilter
(Optional) Enable the BPDU Filter function on the port. It is It is recommended to enable this
function on edge ports.

BPDU filter function is to prevent BPDU flooding in the network. With BPDU filter function
enabled, the port does not receive or forward BPDUs, but it sends out its own BPDUs,
preventing the switch from being attacked by BPDUs.

Step 7 spanning-tree bpduguard
(Optional) Enable the BPDU Protect function on the port. It is It is recommended to enable this
function on edge ports.

BPDU Protect function is used to prevent the edge port from receiving BPUDs. With BPDU
protect function enabled, the edge port will be shutdown when it receives BPDUs, and reports
these cases to the administrator. Only the administrator can restore it..

Step 8 show spanning-tree interface-security [ gigabitEthernet port | port-channel
lagid 1[ bpdufilter | bpduguard | loop | root | tc | tc-defend ]
(Optional) View the protect inforamtion of ports.

port: Specify the port number.

lagid: Specify the ID of the LAG.

Step 9 end
Return to privileged EXEC mode.
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Step 10 copy running-config startup-config

Save the settings in the configuration file.

This example shows how to enable Loop Protect, Root Protect, BPDU Filter and BPDU
Protect functions on port 1/0/3:

Switch#configure

Switch(config)#interface gigabitEthernet 1/0/3
Switch(config-if)##spanning-tree guard loop

Switch(config-if)#spanning-tree guard root

Switch(config-if)##spanning-tree bpdufilter

Switch(config-if)#spanning-tree bpduguard

Switch(config-if)#show spanning-tree interface-security gigabitEthernet 1/0/3

Interface BPDU-Filter BPDU-Guard Loop-Protect Root-Protect TC-Protect

Gi1/0/3  Enable Enable Enable Enable Disable
Switch(config-if)#end

Switch#copy running-config startup-config
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5 Configuration Example for MSTP

5.1

5.2

MSTP, backwards-compatible with STP and RSTP, can map VLANSs to instances to enable
load-balancing, thus providing a more flexible method in network management. Here we
take the MSTP configuration as an example.

Network Requirements

As shown in figure 5-1, the network consists of three switches. Traffic in VLAN 101-VLAN
106 is transmitted in this network. The link speed between the switches is 1T00Mb/s (the
default path cost of the port is 200000).

Itis required that traffic in VLAN 101 - VLAN 103 and traffic in VLAN 104 - VLAN 106 should
be transmitted along different paths.

Figure 5-1 Network Topology

Switch A
MAC: 00-0A-EB-13-23-97

Gi1/0/2 Gi1/0/1

Gi1/0/1
Switch B
MAC: 00-0A-EB-13-12-97

Switch C
MAC: 3C-46-D8-9D-88-F7

200000

Gi1/0/2

Configuration Scheme

To meet this requirement, you are suggested to configure MSTP function on the switches.
Map the VLANSs to different instances to ensure traffic can be transmitted along the
respective instance.

Here we configure two instances to meet the requirement, as is shown below:
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5.3

Figure 5-2  VLAN-Instance Mapping

Switch A

Gi1/0/1 XGi1/O/2

Gi1/0/1 Gi1/0/1

Switch B Gi1/0/2 Gi1/0/2 Switch C

Instance 1: VLAN 101 -VLAN 103
Instance 2: VLAN 104 -VLAN 106

>< Blocked Port

The overview of configuration is as follows:

1) Enable the Spanning Tree function on the ports in each switch.

2) Configure Switch A, Switch B and Switch C in the same region. Configure the region
name as 1, and the revision level as 100. Map VLAN 101 - VLAN 103 to instance 1 and
VLAN 104 - VLAN 106 to instance 2.

3) Configure the priority of Switch B as 0 to set is as the root bridge in instance 1;
configure the priority of Switch C as O to set is as the root bridge in instance 2.

4) Configure the path cost to block the specified ports. For instance 1, set the path cost
of port 1/0/1 of Switch A to be greater than the default path cost (200000). For instance
2, set the path cost of port 1/0/2 of Switch B to be greater than the default path cost
(200000).

5) Enable MSTP function in all the switches.

Using the GUI

®  Configurations for Switch A

1) Choose the menu Spanning Tree > STP Config > Port Config to load the following

page. Enable spanning tree function on port 1/0/1 and port 1/0/2. Here we leave the
values of the other parameters as default settings.
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Figure 5-3  Enable Spanning Tree Function on Ports

Port Config
UNIT: 1 LAGS
Select Port Status Priority Ext-Path Cost Int-Path Cost Edge Port P2P Link MCheck Port Mode FPort Role Port Status LAG
Enavie < | ] | | ] | v
i 101 Disable 128 Auto Auto Disable Auto = = = = =
102 Disable 128 Auto Auto Disable Auto = = = = =
1073 Disable 128 Auto Auto Disable Auto — — — — —
1/0/4 Disable 128 Auto Auto Disable Auto — — — — -
11045 Disahle 128 Auto Auto Disable Auto - - - - -
1/0/8 Disahle 128 Auto Auto Disable Auto - - - - -
107 Disable 128 Auto Auto Disable Auto — — — — —
1/0/8 Disable 128 Auto Auto Disable Auto — — — — —
1/0/9 Disable 128 Auto Auto Disable Auto — — — — -
1/0M10 Disahle 128 Auto Auto Disable Auto - - - - -

[ an ]I[ Apply ]I [Refresh | [ Help |

2) Choose the menu Spanning Tree > MSTP Instance > Region Config to load the
following page. Set the region name as 1 and the revision level as 100.

Figure 5-4 Configuring the MST Region

Fegion Config

Region Name : 1

Revision : (0-65535)
Help

3) Choose the menu Spanning Tree > MSTP Instance > Instance Config to load the
following page. Map VLAN101-VLAN103 to instance 1; map VLAN104-VLAN106 to
instance 2.

Figure 5-5 Configuring the VLAN-Instance Mapping

VLAN-Instance Mapping

Instance 1D : lZ (0-8, 0 stand for CIST) Add

VLAN ID - 104-106 (1-4004, format: 1,3.4-7,11-30)

Instance Config

Select Instance ID  Status Priarity VLAN ID
| | |
CIST Enable 32768 1-100,104-4094, Show All | Clear All
I 1 Enable 32768 101-103, I Show All | Clear All
2 Disable 32768 Show All | Clear All
3 Disable 32768 Show All | Clear All
4 Disable 32768 Show All | Clear All
5 Disable 32768 Show All | Clear All
& Disable 32768 Show All | Clear All
7 Disable 32768 Show All | Clear All
8 Disable 32768 Show All | Clear All

[ ﬁ\pply] [ Help ]

4) Choose the menu Spanning Tree > MSTP Instance > Instance Port Config to load the
following page. Set the path cost of port 1/0/1 in instance 1 as 400000.
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Figure 5-6  Configure the Path Cost of Port 1/0/1 In Instance 1

Instance ID Select

Instance ID :

Instance Port Config
UNIT: 1 LAGS

Select Port Friority Fath Cost Port Role Port Status LAG
| | 400000
11011 128 Auto — — —
11012 128 Auto — — —
1/0/3 128 Auto — — —
1/0/4 128 Auto — — —
1/0/5 128 Auto — — —
1/0/6 128 Auto — — —
1007 128 Auto — — —
1/0/8 128 Auto - — —
1/0/9 128 Auto — — —
110110 128 Auto — — —
[ an ||| aeply || [Refresh| | Hep |

5) Choose the menu Spanning Tree > STP Config > STP Config to load the following
page. Enable MSTP function globally, here we leave the values of the other global
parameters as default settings.

Figure 5-7 Configure the Global MSTP Parameters of the Switch

Globhal Config
Spanning-Tree : * Enable Disable
Apply
Mode : MSTF r

Farameters Config

CIST Priority : 2765 (0-61440, in increments of 4098)
Hello Time : sec (1-10)
Max Age : sec (6-40)

sec (4-30)

pps (1-20)

Forward Delay :

TxHoldCount

J000E g

Max Hops : hop (1-40)

6) Click Save Config to save the settings.
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®  Configurations for Switch B

1) Choose the menu Spanning Tree > STP Config > Port Config to load the following
page. Enable the spanning tree function on port 1/0/1 and port 1/0/2. Here we leave the
values of the other parameters as default settings.

Figure 5-8 Enable Spanning Tree Function on Ports

Port Config
UNIT: 1 LAGS
Select Port Status Priority Ext-Path Cost Int-Path Cost Edge Port P2P Link MCheck Port Mode FPort Role Port Status LAG
Enable v ||| | | | | | | ]| v v
i 101 Disable 128 Auto Auto Disable Auto — — — — —
102 Disable 128 Auto Auto Disable Auto — — — — —
1073 Disable 128 Auto Auto Disable Auto — — — — —
1/0/4 Disable 128 Auto Auto Disable Auto — — — — -
11045 Disahle 128 Auto Auto Disable Auto - - - - -
1/0/8 Disahle 128 Auto Auto Disable Auto — — — — —
107 Disable 128 Auto Auto Disable Auto — — — — —
1/0/8 Disable 128 Auto Auto Disable Auto — — — — —
1/0/8 Disable 128 Auto Auto Disable Auto — — — — -
1/0M10 Disahle 128 Auto Auto Disable Auto - - - - -

[ an ]I[ Apply ]I [Refresh | [ Help |

2) Choose the menu Spanning Tree > MSTP Instance > Region Config to load the
following page. Set the region name as 1 and the revision level as 100.

Figure 5-9 Configuring the Region

Fegion Config

Region Name : 1

Revision - (0-65535)
Help

3) Choose the menu Spanning Tree > MSTP Instance > Instance Config to load the
following page. Map VLAN101-VLAN103 to instance 1; map VLAN104-VLAN106 to
instance 2.
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Figure 5-10 Configuring the VLAN-Instance Mapping

VLAN-Instance Mapping

Instance 1D : 12 (0-8, 0 stand for CIST) Add

VLANID : 104-106 (1-4004, format: 1.3,4-7,11-30)

Instance Config

Select Instance ID  Status Priority VLAN ID
O | | |
CIST Enable 32768 1-100,104-4094, Show All | Clear All
|I J 1 Enable 32768 101-103, | Show All | Clear All
(] 2 Disable 32768 Show All | Clear All
[ 3 Disable 32768 Show All | Clear All
[ 4 Disable 32768 Show All | Clear All
I 5 Disable 32768 Show All | Clear All
I ] Disable 32768 Show All | Clear All
(] 7 Disable 32768 Show All | Clear All
(] 8 Disable 32768 Show All | Clear All

[ Apply | | Help |

4) Choose the menu Spanning Tree > MSTP Instance > Instance Config to load the
following page. Configure the priority of Switch B as 0 to set it as the root bridge in
instance 1.

Figure 5-11 Configuring the Priority of Switch B in Instance 1

VLAN-Instance Mapping

Instance 1D : | (0-8, 0 stand for CIST) Add

VLAN D : | (1-4094, format: 1,3 4-7,11-30)

Instance Config

Select Instance ID  Status Priority VLAN ID

O 0 |

CIST Enable 32768 1-100,107-4094, Show All | Clear All
[ 1 Enable 32768 101-103, Show All | Clear All
] 2 Enable 32768 104-1086, Show All | Clear All
[ 3 Disable 32768 Show All | Clear All
[ 4 Disable 32768 Show All | Clear All
[ 5 Disable 32768 Show All | Clear All
I ] Disable 32768 Show All | Clear All
(] 7 Disable 32768 Show All | Clear All
(] 8 Disable 32768 Show All | Clear All

[ Apply ||| Hep |

5) Choose the menu Spanning Tree > MSTP Instance > Instance Port Config to load the
following page. Set the path cost of port 1/0/2 in instance 2 as 400000.
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Figure 5-12  Configure the Path Cost of Port 1/0/2 in Instance 2

Instance D Select

Instance ID :

Instance Port Config
UNIT: 1 LAGS

Select Port Priority Path Cost Fort Role Fort Status LAG
| | 400000

1/0M 128 Auto - - -

o 1/0/2 128 Auto = = =
1073 128 Auto — — —

1/0/4 128 Auto — — —

1/0/5 128 Auto — — —

1/0/6 128 Auto — — —

1077 128 Auto — — —

1/0/8 128 Auto — — —

1/0/9 128 Auto — — —
1/0M10 128 Auto — — —

| an | [ apply | || Refresh || [ Help |

6) Choose the menu Spanning Tree > STP Config > STP Config to load the following
page. Enable MSTP function globally. Here we leave the values of the other global
parameters as default settings.

Figure 5-13 Configuring the MSTP Globally

Global Config
Spanning-Tree : *' Enable Disable
pply
Mode : MSTF r
Farameters Config
CIST Priority 32768 (0-61440, in increments of 4096)
Hello Time : 2 | sec(1-10)
Max Age : 0 | sec(s-40)
Apply
Forward Delay : sec (4-30)
Help
TxHoldCount : 5 | pps(1-20)
Max Hops : 20 | hop(1-40)

7) Click Save Config to save the settings.

Configuration Guide = 316



Configuring Spanning Tree Configuration Example for MSTP

®  Configurations for Switch C

1) Choose the menu Spanning Tree > STP Config > Port Config to load the following
page. Enable the spanning tree function on port 1/0/1 and port 1/0/2. Here we leave the
values of the other parameters as default settings.

Figure 5-14 Enable Spanning Tree Function on Ports

Port Config
UNIT: 1 LAGS
Select Port Status Priority Ext-Path Cost Int-Path Cost Edge Port P2P Link MCheck Port Mode FPort Role Port Status LAG
Enable v ||| | | | | | | ]| v v
i 101 Disable 128 Auto Auto Disable Auto — — — — —
102 Disable 128 Auto Auto Disable Auto — — — — —
1073 Disable 128 Auto Auto Disable Auto — — — — —
1/0/4 Disable 128 Auto Auto Disable Auto — — — — -
11045 Disahle 128 Auto Auto Disable Auto - - - - -
1/0/8 Disahle 128 Auto Auto Disable Auto — — — — —
107 Disable 128 Auto Auto Disable Auto — — — — —
1/0/8 Disable 128 Auto Auto Disable Auto — — — — —
1/0/8 Disable 128 Auto Auto Disable Auto — — — — -
1/0M10 Disahle 128 Auto Auto Disable Auto - - - - -

[ an ]I[ Apply ]I [Refresh | [ Help |

2) Choose the menu Spanning Tree > MSTP Instance > Region Config to load the
following page. Set the region name as 1 and the revision level as 100.

Figure 5-15 Configuring the Region

Region Config

Region Name : 1

Revision : (0-65535)
Help |

3) Choose the menu Spanning Tree > MSTP Instance > Instance Config to load the
following page. Map VLAN101-VLAN103 to instance 1; map VLAN104-VLAN106 to
instance 2.
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Figure 5-16  Configuring the VLAN-Instance Mapping

VLAN-Instance Mapping

Instance 1D : 12 (0-8, 0 stand for CIST) Add

VLANID : 104-106 (1-4004, format: 1.3,4-7,11-30)

Instance Config

Select Instance ID  Status Priority VLAN ID
O | | |
CIST Enable 32768 1-100,104-4094, Show All | Clear All
|I J 1 Enable 32768 101-103, | Show All | Clear All
(] 2 Disable 32768 Show All | Clear All
[ 3 Disable 32768 Show All | Clear All
[ 4 Disable 32768 Show All | Clear All
I 5 Disable 32768 Show All | Clear All
I ] Disable 32768 Show All | Clear All
(] 7 Disable 32768 Show All | Clear All
(] 8 Disable 32768 Show All | Clear All

[ Apply | | Help |

4) Choose the menu Spanning Tree > MSTP Instance > Instance Config to load the
following page. Configure the priority of Switch C as O to set it as the root bridge in
instance 2.

Figure 5-17 Configuring the Priority of Switch C in Instance 2

VLAN-Instance Mapping

Instance D : | (0-8, 0 stand for CIST) Add

VLANID - | (1-4094, format: 1,3,4-7.11-30)

Instance Config

Select Instance ID  Status Priority VLAN ID

] IU |

CIST Enable 32768 1-100,107-4094, Show All | Clear All
[ 1 Enable 32768 101-103, Show All | Clear All
[+#| 2 Enable 32768 104-106, Show All | Clear All
(] 3 Disahle 32768 Show All | Clear All
(] 4 Disahle 32768 Show All | Clear All
(] 5 Disahle 32768 Show All | Clear All
(] G Disahle 32768 Show All | Clear All
(] 7 Disahle 32768 Show All | Clear All
I 8 Disahble 32768 Show All | Clear All

[ Apply || [ Help |

5) Choose the menu Spanning Tree > STP Instance > STP Config to load the following
page. Enable MSTP function globally, here we leave the values of the other global
parameters as default settings.
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Figure 5-18 Configuring the MSTP Globally

Global Config
Spanning-Tree : * Enable Disable
ppry
Mode : MSTF r
Farameters Config
CIST Priority 32768 (0-61440, in increments of 4096)
Hello Time - sec (1-10)
Max Age : sec (6-40)
Apply
Forward Delay : sec (4-30)
Help
TxHoldCount : pps (1-20)
Max Hops : hop (1-40)

6) Click Save Config to save the settings.

5.4 Usingthe CLI

Configurations for Switch A

1) Enable the spanning tree function on port 1/0/1 and port 1/0/2, and specify the path

2)

cost of port 1/0/1 ininstance 1 as 400000.
Switch#configure

Switch(config)#interface gigabitEthernet 1/0/1
Switch(config-if)#spanning-tree
Switch(config-if)#spanning-tree mst instance 1 cost 400000
Switch(config-if)#exit

Switch(config)#interface gigabitEthernet 1/0/2
Switch(config-if)#spanning-tree

Switch(config-if)#exit

Configure the region name as 1, the revision number as 100; map VLAN101-VLAN103
toinstance 1; map VLAN104-VLAN106 to instance 2:

Switch(config)#spanning-tree mst configuration
Switch(config-mst)#name 1

Switch(config-mst)#revision 100
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3)

1)

2)

3)

Switch(config-mst)#instance 1 vlan 101-103
Switch(config-mst)#tinstance 2 vlan 104-106

Switch(config-mst)#exit

Configure the spanning tree mode as MSTP, then enable spanning tree function
globally.

Switch(config)#spanning-tree mode mstp
Switch(config)#spanning-tree
Switch(config)#end

Switch#copy running-config startup-config

Configurations for Switch B

Enable the spanning tree function on port 1/0/1 and port 1/0/2, and specify the path
cost of port 1/0/2 in instance 2 as 400000.

Switch#configure

Switch(config)#interface gigabitEthernet 1/0/2
Switch(config-if)#spanning-tree
Switch(config-if)#spanning-tree mst instance 2 cost 400000
Switch(config-if)#exit

Switch(config)#interface gigabitEthernet 1/0/1
Switch(config-if)jfspanning-tree

Switch(config-if)#exit

Configure the region name as 1, the revision number as 100; map VLAN101-VLAN103
to instance 1; map VLAN104-VLAN106 to instance 2; configure the priority of Switch B
ininstance 1 as 0 to setit as the root bridge in instance 1:

Switch(config)#spanning-tree mst configuration
Switch(config-mst)#name 1
Switch(config-mst)#revision 100
Switch(config-mst)#instance 1 vlan 101-103
Switch(config-mst)#instance 2 vlan 104-106
Switch(config-mst)#exit

Switch(config)#spanning-tree mst instance 1 priority O

Configure the spanning tree mode as MSTP, then enable spanning tree function
globally.
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1)

2)

3)

Switch(config)#spanning-tree mode mstp
Switch(config)#spanning-tree
Switch(config)#end

Switch#copy running-config startup-config

Configurations for Switch C

Enable the spanning tree function on port 1/0/1 and port 1/0/2.
Switch#configure

Switch(config)#interface range gigabitEthernet 1/0/1-2
Switch(config-if-range)#spanning-tree

Switch(config-if-range)#exit

Configure the region name as 1, the revision number as 100; map VLAN101-VLAN103
to instance 1; map VLAN104-VLAN106 to instance 2; configure the priority of Switch C
ininstance 2 as 0 to set it as the root bridge in instance 2:

Switch(config)#spanning-tree mst configuration
Switch(config-mst)#name 1
Switch(config-mst)#revision 100
Switch(config-mst)#instance 1 vlan 101-103
Switch(config-mst)#instance 2 vlan 104-106
Switch(config-mst)#exit

Switch(config)#spanning-tree mst instance 2 priority O

Configure the spanning tree mode as MSTP, then enable spanning tree function
globally.

Switch(config)#spanning-tree mode mstp
Switch(config)#spanning-tree
Switch(config)#end

Switch#copy running-config startup-config

Verify the Configurations

Switch A
Verify the configurations of Switch A ininstance 1:
Switch(config)#show spanning-tree mst instance 1

MST-Instance 1
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Root Bridge

Priority :0

Address :00-Oa-eb-13-12-ba
Internal Cost : 400000

Root Port :1

Designated Bridge

Priority :0

Address  :00-Oa-eb-13-12-ba
Local Bridge

Priority :32768

Address  :00-Oa-eb-13-23-97

Interface Prio Cost Role Status LAG
Gi1/0/1 128 400000 Root Fwd N/A
Gi1/0/2 128 200000 Altn Blk N/A

Verify the configurations of Switch A ininstance 2:
Switch(config)#show spanning-tree mst instance 2
MST-Instance 2

Root Bridge

Priority :0

Address  :3c-46-d8-9d-88-f7

Internal Cost: 200000

Root Port :2

Designated Bridge

Priority :0

Address  :3c-46-d8-9d-88-f7

Local Bridge

Configuration Example for MSTP
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Priority :32768
Address :00-0a-eb-13-23-97

Interface Prio Cost Role Status LAG

Gi1/0/1 128 200000 Desg Fwd N/A
Gi1/0/2 128 200000 Root  Fwd N/A

= Switch B
Verify the configurations of Switch B in instance 1:
Switch(config)#show spanning-tree mstinstance 1
MST-Instance 1
Root Bridge
Priority :0
Address :00-0Oa-eb-13-12-ba
Local bridge is the root bridge
Designated Bridge
Priority :0
Address :00-Oa-eb-13-12-ba
Local Bridge
Priority :0
Address  :00-Oa-eb-13-12-ba

Interface Prio Cost Role  Status

Gi1/0/1 128 200000 Desg Fwd
Gi1/0/2 128 200000 Desg Fwd

Verify the configurations of Switch B in instance 2:
Switch(config)#show spanning-tree mst instance 2
MST-Instance 2

Root Bridge

Priority :0
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Address  :3c-46-d8-9d-88-f7
Internal Cost: 400000

Root Port :2

Designated Bridge

Priority :0

Address  :3c-46-d8-9d-88-f7
Local Bridge

Priority :32768

Address  :00-Oa-eb-13-12-ba

Interface Prio Cost Role  Status

Gi1/0/1 128 200000 Altn  Blk
Gi1/0/2 128 200000 Root Fwd

= SwitchC
Verify the configurations of Switch C in instance 1:
Switch(config)#show spanning-tree mst instance 1
MST-Instance 1
Root Bridge
Priority :0
Address  :00-0Oa-eb-13-12-ba
Internal Cost: 200000
RootPort :2
Designated Bridge
Priority :0
Address :00-0Oa-eb-13-12-ba
Local Bridge
Priority :32768
Address  :3c-46-d8-9d-88-f7
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Interface Prio Cost Role Status
Gi1/0/1 128 200000 Desg Fwd
Gi1/0/2 128 200000 Root Fwd

Verify the configurations of Switch C in instance 2:
Switch(config)#show spanning-tree mst instance 2
MST-Instance 2

Root Bridge

Priority :0

Address  :3c-46-d8-9d-88-f7

Local bridge is the root bridge

Designated Bridge

Priority :0

Address  :3c-46-d8-9d-88-f7

Local Bridge

Priority :0

Address  :3c-46-d8-9d-88-f7

Interface  Prio  Cost Role  Status
Gi1/0/1 128 200000 Desg Fwd
Gi1/0/2 128 200000 Desg Fwd
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6 Appendix: Default Parameters

Default settings of the Spanning Tree feature are listed in the following table.

Table 6-1 Default Settings of the Global Parameters

Parameter Default Setting
Spanning-tree Disable
Mode STP
CIST Priority 32768
Hello Time 2 seconds
Max Age 20 seconds
Forward Delay 15 seconds
TxHoldCount 5 pps
Max Hops 20 hops

Table 6-2 Default Settings of the Port Parameters
Parameter Default Setting
Status Disable
Priority 128
Ext-Path Cost Auto
In-Path Cost Auto
Edge Port Disable
P2P Link Auto
MCheck =

Table 6-3 Default Settings of the MSTP Instance
Parameter Default Setting
Status Disable
Priority 32768
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Parameter Default Setting
Port Priority 128
Path Cost Auto
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1

1.1

Layer 2 Multicast

Overview

In a point-to-multipoint network, packets can be sent in three ways: unicast, broadcast
and multicast. With unicast, many copies of the same information will be sent to all the
receivers, occupying a large bandwidth.

With broadcast, information will be sent to all users in the network no matter they need it or
not, wasting network resources and impacting information security.

Multicast, however, solves all the problems caused by unicast and broadcast. With
multicast, the source only need to send one piece of information, and all and only the users
who need the information will receive copies of the information. In a point-to-multipoint
network, multicast technology not only transmits data with high efficiency, but also saves a
large bandwidth and reduces network load.

In practical applications, Internet information provider can provide value-added services
such as Online Live, IPTV, Distance Education, Telemedicine, Internet Radio and Real-time
Video Conferences more conveniently using multicast.

Layer 2 Multicast allows Layer 2 switches to listen for IGMP packets between Layer 3
devices and user hosts to establish multicast forwarding table and to manage and control
transmission of packets.

Take IGMP Snooping as an example. When IGMP Snooping is disabled on the Layer 2
device, multicast packets will be broadcast in the Layer 2 network; when IGMP Snooping
is enabled on the Layer 2 device, multicast data from a known multicast group will be
transmitted to the designated receivers instead of being broadcast in the Layer2 network.
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1.2

Demonstrated as below:

Figure 1-1  IGMP Snooping

Multicast packets transmission
without IGMP Snooping

Multicast packets transmission with
IGMP Snooping

Multicast router Multicast router

Source

Layer 2 switch Layer 2 switch

Host A Host B Host C
Receiver Receiver

Host A Host C
Receiver Receiver

— Multicast packets
Supported Layer 2 Multicast Protocols

®  |Layer 2 Multicast protocol for IPv4: IGMP Snooping

On the Layer 2 device, IGMP Snooping transmits data on demand on data link layer by
analyzing IGMP packets between Layer 3 devices and users, to build and maintain Layer 2
multicast forwarding table.

®  |ayer 2 Multicast protocol for IPv6: MLD Snooping

On the Layer 2 device, MLD Snooping (Multicast Listener Discovery Snooping) transmits
data on demand on data link layer by analyzing IGMP packets between Layer 3 devices and
users, to build and maintain Layer 2 multicast forwarding table.
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2

2.1

2.1.1

IGMP Snooping Configurations

Using the GUI

Configuring IGMP Snooping Globally

Choose the menu Multicast > IGMP Snooping > Snooping Config to load the following page.

Figure 2-1  IGMP Snooping Global Config

Global Config
IGMP Snooping ® Enpable O Disable
Unknown Multicast ® Forward ) Discard

Report Message Suppression () Enable ® Disable

Router Port Time 1300 | sec (60-500)

Member Port Time 260 | sec (60-600)
Last Listener Query Interval: |1 | secs(1-5)
Last Listener Query Count: |2 | (1-5)
IGMFP Smooping Status
Description Member
Enable ports
Enable VLAN
[ Refresh ] [ Help ]

Enabling IGMP Snooping Globally

Before configuring functions related to IGMP Snooping, enable IGMP Snooping globally
first.

1) Select Enable to enable IGMP Snooping globally.
2) Click Apply.

(Optional) Configuring Unknown Multicast

Unknown Multicast decides how to process the multicast data when its destination
multicast address is not in the multicast forwarding table of the switch.
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For switches that support MLD Snooping, IGMP Snooping and MLD Snooping share
the setting of Unknown Multicast, so you have to enable MLD Snooping globally on the
Multicast > MLD Snooping > Snooping Config page at the same time.

Follow these steps to configure unknown multicast.

1) Configure Unknown Multicast as Forward or Discard.

Unknown Configure the way how the switch processes the multicast data sent to unknown

Multicast multicast groups as Forward or Discard. Unknown multicast groups are multicast
groups whose destination multicast address is not in the multicast forwarding
table of the switch.

2) Click Apply.

(Optional) Configuring Report Message Suppression

Enabling Report Message Suppression can reduce the number of packets in the network.

Follow these steps to configure report message suppression.

1) Enable or disable Report Message Suppression globally.

Report Message If this function is enabled, the switch will only forward the first IGMP report

Suppression message to Layer 3 devices and suppress subsequent IGMP report messages
from the same multicast group during one query interval, which reduces the
number of IGMP packets.

2) Click Apply.

Configuring Router Port Time and Member Port Time
Follow these steps to configure the aging time of the router ports and the member ports:

1) Specify the aging time of the router ports.

Router Port Router ports are ports connected to Layer 3 devices on the switch. The router

Time port ages if the switch does not receive IGMP query message from the router port
within the router port time. The switch will no longer consider this port as a router
port and delete it from the router port table. The valid values are from 60 to 600
seconds.

2) Specify the aging time of the member ports.

Member Port Member ports are ports connected to multicast group members on the switch.

Time A port is considered to be a member port when it is added to a multicast group.
The member port ages if the switch does not receive IGMP membership report
message from the member port within the member port time. The switch will
no longer consider this port as a member port and delete it from the multicast
forwarding table. The valid values are from 60 to 600 seconds.

3) Click Apply.
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Configuring IGMP Snooping Last Listener Query

Configure the Last Listener Query Interval and Last Listener Query Count when the switch
receives an IGMP leave message. If specified count of Multicast-Address-Specific Queries
(MASQs) are sent and no report message is received, the switch will delete the multicast
address from the multicast forwarding table.

Follow these steps to configure Last Listener Query Interval and Last Listener Query Count
in the Global Config section:

1) Specify the interval between MASQs.

Last Listener When the switch receives an IGMP leave message, the switch obtains the address

Query Interval of the multicast group that the host wants to leave from the message. Then the
switch sends out MASQs to this multicast group through the port receiving the
leave message. This parameter determines the interval between MASQs. The
valid values are from 1 to 5 seconds.

2) Specify the number of MASQs to be sent.

Last Listener When the switch receives an IGMP leave message, the switch obtains the address

Query Count of the multicast group that the host wants to leave from the message. Then the
switch sends out MASQs to this multicast group through the port receiving the
leave message. This parameter determines the number of MASQs to be sent. The
valid values are from 1 to 5.

3) Click Apply.

Verifying IGMP Snooping Status
IGMP Snooping Status Table displays VLANs and ports with IGMP Snooping enabled.
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2.1.2 Configuring the Port's Basic IGMP Snooping Features

Choose the menu Multicast > IGMP Snooping > Port Config to load the following page.

Figure 2-2  Enable IGMP Snooping on Port

Part Config
LINIT: 1| LAGS
Select Port IGMP Snoaping Fast Leave LAG
[ -] [ -]
1/0M1 Enable Disable —
1/0/2 Disable Disable —
1/0/3 Disable Disable -
1/0/4 Disable Disable —
1/0/5 Disable Disable -
1/0/4 Disable Disable —
107 Disable Disable —
1/0/8 Disable Disable -
1/0/49 Disable Disable —
1/0M10 Disable Disable —
| an ] [ appy | [ Hep |

Enabling IGMP Snooping on the Port
Follow these steps to enable or disable IGMP Snooping on the port.
1) Select the port to be configured and select Enable under the IGMP Snooping column.

2) Click Apply.

(Optional) Configuring Fast Leave

With Fast Leave enabled on a port, the switch will remove this port from the forwarding
list of the corresponding multicast group once the port receives a leave message. Once
deleted, the switch will no longer forward MASQs to this port to verify if there are other
members of this multicast group.

Follow these steps to configure fast leave.

1) Select the port to be configured and select Enable under the Fast Leave column.

Fast Leave With Fast Leave enabled on a port, the switch will remove this port from the
forwarding list of the corresponding multicast group once the port receives a
leave message. You should only use this function when there is a single receiver
present on the port.

2) Click Apply.

Configuration Guide = 334



Configuring Layer 2 Multicast IGMP Snooping Configurations

2.1.3 Configuring IGMP Snooping in the VLAN

Choose the menu Multicast > IGMP Snooping > VLAN Config to load the following page.

Figure 2-3  IGMP Snoopingin VLAN

WLAN Config
Router Port Time: Cl sec (0,60-600, recommend: 300)

Member Port Time: Cl sec (0,60-600, recommend: 260)

Static Router Ports
UNIT: 1 LAGS

P O e [ T

Forbidden Router Ports
UNIT: 1 LAGS

ORI EIEI AR 6

E Unselected Part(s) E Selected Port(s) E Mot Available for Selection

Vlan Table

Router  Member : - . .
Select VLAN ID T | B Static Router Ports Dynamic Router Poris Forbidden Router Ports Operation

No entry in the table.

[ a1 ] [ peete] [ Hep ]

Configuring IGMP Snooping Globally in the VLAN

In the VLAN Config section, follow these steps to configure relevant parameters for the
designate VLAN.

1) Set up the VLAN that the router ports and the member ports are in. For details, please
refer to Configuring 802.1Q VLAN.

2) Enable IGMP Snooping in the designate VLAN, and configure the aging time of the
router ports and the member ports.

VLAN ID Specify the VLAN to enable IGMP Snooping.
Router Port Specify the aging time of the router ports in the VLAN. If the router port does not
Time receive any IGMP general query message within the router port time, the switch

will no longer consider this port as a router port and delete it from the router port
list. The valid values are from 60 to 600 seconds. When the router port time is O,
the VLAN uses the global time.

Member Port Specify the aging time of the member ports in the VLAN. If the member port does

Time not receive any IGMP membership report message from the multicast group
within the member port time, the switch will no longer consider this port as a
member port and delete it from the multicast forwarding table. The valid values
are from 60 to 600 seconds. When the member port time is 0, the VLAN uses the
global time.
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2.1.4

3) Click Create.

(Optional) Configuring the Static Router Ports in the VLAN
Follow these steps to configure static router ports in the designate VLAN:

1) Configure the router ports in the designate VLAN.

VLAN ID Specify the VLAN to be configured.
Static Router Select one or more ports to be the static router ports in the VLAN. All multicast
Ports data in this VLAN will be forwarded through the static router ports.

2) Click Create.

(Optional) Configuring the Forbidden Router Ports in the VLAN

Follow these steps to forbid the selected ports to be the router ports in the designate
VLAN:

1) Configure the forbidden router ports in the designate VLAN.
VLAN ID Specify the VLAN to be configured.

Forbidden Select the ports to forbid them from being router ports in the VLAN.
Router Ports

2) Click Create.

Configuring the Multicast VLAN

In old multicast transmission mode, when users in different VLANs apply for data from
the same multicast group, the Layer 3 device will duplicate this multicast data and deliver
copies to the Layer 2 devices.

With Multicast VLAN configured, all multicast group members will be added to a VLAN.
Layer 3 device only need to send one piece of multicast data to a Layer 2 device, and the
Layer 2 device will send the data to all member ports of the VLAN. In this way, Multicast
VLAN saves bandwidth and reduces network load of Layer 3 devices.

Choose the menu Multicast > IGMP Snooping > Multicast VLAN to load the following
page.
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Figure 2-4  Multicast VLAN Config

Multicast VLAN

Multicast VLAN:
WLAN 1D:

Router Port Time:
Member Port Time:
Replace Source IF:

Dynamic Router Ports
UNIT: 1 LAGS

Enable '® Disable

o i e T

Static Router Ports
UNIT: 1 LAGS

3 i i R R KT

Forbidden Router Ports

UNIT: 1| LAGS

o i e T

| | (2-4004)
Apply
0] | sec (0,60-500, recommend: 300)
0] | sec (0.60-500, recommend: 260)
0000 | (format-192.168.0.1)
[ a1 ] [ clear ]
[ an | [ clear |

E Unselected Portis) E Selected Portis) E Mot Available for Selection

Creating Multicast VLAN and Configuring Basic Settings

In the Multicast VLAN section, follow these steps to enable Multicast VLAN and to finish the

basic settings:

1) Set up the VLAN that the router ports and the member ports are in. For details, please
refer to Configuring 802.1Q VLAN.

2) Enable Multicast VLAN, configure the specific VLAN to be the multicast VLAN, and
configure the Router Port Time and Member Port Time.

Multicast VLAN

VLAN ID

Router Port
Time

Select Enable to enable multicast VLAN function.
Specify the 802.1Q VLAN to be the multicast VLAN.

Specify the aging time of the router ports in the multicast VLAN. If the router port
does not receive any IGMP general query message within the router port time,
the switch will no longer consider this port as a router port and delete it from the
router port table. The valid values are from 60 to 600 seconds. When the router
porttime is O, the VLAN uses the global time.
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Member Port Specify the aging time of the member ports in the multicast VLAN. If the member

Time port does not receive any IGMP membership report message from the multicast
group within the member port time, the switch will no longer consider this port as
a member port and delete it from the multicast forwarding table. The valid values
are from 60 to 600 seconds. When the member port time is 0, the VLAN uses the
global time.

3) Click Apply.

(Optional) Creating Replace Source IP

This function allows you to use a new IP instead of the source IP to send data to multicast
group members. In the Multicast VLAN section, follow these steps to configure Replace
Source IP.

1) Configure the new multicast source IP.

Replace Source Enter the new source IP address. The switch will replace the source IP in the IGMP
IP multicast data sent by the multicast VLAN with the IP address you enter.
2) Click Apply.

Viewing Dynamic Router Ports in the Multicast VLAN

This table displays all the dynamic router ports in the multicast VLAN.

(Optional) Configuring the Static Router Ports
Follow these steps to configure static router ports in the multicast VLAN:

1) Configure the router ports in the multicast VLAN.

VLAN ID Specify the VLAN to be configured.
Static Router Select one or more ports to be the static router ports in the VLAN. All multicast
Ports data in this VLAN will be forwarded through the static router ports.

2) Click Apply.

(Optional) Configuring the Forbidden Router Ports
Follow these steps to forbid the selected ports to be the router ports in the multicast VLAN.

1) Configure the router ports in the designate VLAN.
VLAN ID Specify the VLAN to be configured.

Forbidden Select the ports to forbid them from being router ports in the VLAN.
Router Ports

2) Click Apply.
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2.1.5

@ Note:

When configuration is finished, all multicast data through the ports in the VLAN will be processed in
this multicast VLAN.

(Optional) Configuring the Querier

IGMP Snooping Querier sends general query packets regularly to maintain the multicast
forwarding table. Choose the menu Multicast > IGMP Snooping > Querier Config to load
the following page.

Figure 2-5 Querier Config

IGMP Snooping Querier Config
VLAN ID: | | (1-4094)
CQuery Interval: |60 | secs(10-300)
Max Response Time: [10 | secs{1-25)
General Query Source IP: |192.168.0.1 | (format: 192.168.0.1)
IGMP Snooping Querier Table
Select VLAMN ID Query Interval Max Response Time General Query Source IP
[ [ ] [ ] | |
| 2 60 10 192.168.0.1
[ At ] [ Apoly | [ Delete | [ Help |
Configuring the Querier

Follow these steps to configure the querier.

1) Specify a VLAN and configure the querier on this VLAN.
VLAN ID Specify the VLAN to be configured.

Query Interval Enter the interval between general query messages sent by the querier. The valid
values are from 10 to 300 seconds.

Max Response Enter the host's maximum response time to general query messages in a range of
Time 1to 25 seconds.
General Query Specify the source IP address of the general query messages sent by the querier.
Source IP It cannot be a multicast address or a broadcast address.

2) Click Add.

3) You can edit the settings in the IGMP Snooping Querier Table.

Viewing Settings of IGMP Querier
The IGMP Snooping Querier Table displays all the related settings of the IGMP querier.
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2.1.6 Configuring IGMP Profile

With IGMP Profile, the switch can define a blacklist or whitelist of multicast addresses so as
to filter multicast sources, Choose the menu Multicast > IGMP Snooping > Profile Config
to load the following page.

Figure 2-6  Profile Create

Frofile Creation

Frofile 10:
Mode:
Search Opiion

Search Option:

IGMP Profile Info
Select Profilz 1D
[] 1

| | (1-999)

L) Permit "® Deny
All ]| Search
Mode Bind Paoris Operation
Deny Edit

| Al | [ Delete | [ Help |

Creating Profile

Follow these steps to create a profile and configure its filtering mode.

1) Create a profile and configure its filtering mode.

Profile ID

Mode

2) Click Create.

Searching Profile

Enter a profile ID between 1 and 999.

Select Permit or Deny as the filtering mode.

Permit: similar to a whitelist, means that the switch only allows specified member
ports to join specific multicast groups.

Deny: similar to a blacklist, means that the switch disallows specific member ports
to join specific multicast groups.

Enter the search condition in the Search Option field to search the profile in the IGMP

Profile Info table.
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Editing IP Range of the Profile

Follow these steps to edit profile mode and its IP range:

1) Click Edit in the IGMP Profile Info table. Edit its IP range and click Add to save the

settings.

Figure 2-7 Add IP-range

Profile mode
Profile 1D: L |
Mode: |Permit v
Add IP-range
Start IP: 225.0.0.1 | (Format225.0.0.1)
End IP: 225.0.0.1 | (Format:225.0.0.1)
IP-range Table
Select Index Start IP End IP
Mo entry in the table.
[ All ] [ Delate ] [ Back ] [ Help ]
Profile ID Displays the ID of the profile to be edited.
Mode Select Permit or Deny as the filtering mode.
Permit: similar to a whitelist, means that the switch only allows specified member
ports to join specific multicast groups.
Deny: similar to a blacklist, means that the switch disallows specific member ports
to join specific multicast groups.
Start IP Specify the Start IP of the multicast IP range.
EndIP Specify the End IP of the multicast IP range.

2) Inthe IP-range Table, you can select an IP range and click Delete to delete an IP range.

3) Click Submit to save the settings. Click Back to go back to the previous page.

2.1.7 Binding Profile and Member Ports

With this function, you can configure each port's filtering profile and the number of
multicast groups a port can join. Choose the menu Multicast > IGMP Snooping > Profile
Binding to load the following page.
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Figure 2-8 Profile Binding
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Binding Profile and Member Ports
Follow these steps to bind the profile to the port.

1) Select the port to be bound, and enter the Profile ID in the Profile ID column.

Select Select the port to be bound.
Port Displays the port number.
Profile ID Enter the profile ID you create to bind the profile to the port. One port can only be

bound to one profile.

ClearBinding Click to clear the binding between the profile and the port.

2) Click Apply.

Configuring Max Groups a Port Can Join
Follow these steps to configure the maximum groups a port can join and overflow action.

1) Selecta port to configure its Max Group and Overflow Action.

Select Select the port to be configured.
Max Group Enter the number of multicast groups the port can join. The valid values are from O
to 1000.
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Overflow Action

2) Click Apply.

2.1.8 Viewing IGMP Statistics on Each Port

IGMP Snooping Configurations

Select the action towards the new multicast group when the number of multicast

groups the port joined exceeds max group.

Drop: Drop all subsequent membership report messages, and the port will not join

any new multicast groups.

Replace: Replace the existing multicast group owning the lowest multicast MAC

address with the new multicast group.

Choose the menu Multicast > IGMP Snooping > Packet Statistic to load the following

page.

Figure 2-9  View IGMP Statistics on the Port
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Configuring Auto Refresh

Follow these steps to configure auto refresh.

1) Enable or disable Auto Refresh.

Auto Refresh

Refresh Period

If Auto Refresh is enabled, statistics of IGMP packets on this page will refresh
automatically.

After Auto Refresh is enabled, enter the interval between each refresh. The valid

values are from 3 to 300 seconds.
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2.1.9

2) Click Apply.

Viewing IGMP Statistics
The IGMP Statistics table displays all kinds of IGMP statistics of all the ports.

Enabling IGMP Accounting and Authentication

Choose the menu Multicast > IGMP Snooping > IGMP Authentication to load the following
page.

Figure 2-10  IGMP Accounting and Authentication
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Configuring IGMP Accounting Globally

To use this function, you should also enable Authentication, Authorization and Accounting
(AAA) globally and configure RADIUS server on the switch.

Follow these steps to enable IGMP Accounting globally.
1) Enable IGMP Accounting globally.

Accounting Select Enable to enable IGMP Snooping accounting.

2) Click Apply.
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Configuring IGMP Authentication on the Port

To use this function, you should also enable AAA globally and configure RADIUS server on
the switch.

Follow these steps to enable IGMP Authentication on the port.

1) Specify the ports and enable IGMP Authentication.

IGMP Select one or more ports and select Enable in the IGMP Authentication column.
Authentication

2) Click Apply.
2.1.10 Configuring Static Member Port

This function allows you to specify a port as a static member port in the multicast group.

Choose the menu Multicast > Multicast Table > Static IPv4 Multicast Table to load the
following page.

Figure 2-11  Static Member Port
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Configuring Static Member Port
Follow these steps to configure static member port.

1) Enter the Multicast IP and VLAN ID. Specify the Static Member Port.
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Multicast IP

VLAN ID

Forward Port

Specify the VLAN that the static memberis in.

Specify the multicast group that the static member is in.

IGMP Snooping Configurations

Specify one or more ports to be the static member port in the multicast group.

Without aging, the static member port receives all multicast data sent to this

multicast group.

2) Click Create.

Viewing IGMP Static Multicast Groups

You can search IGMP static multicast entries by using Multicast IP, VLAN ID or Forward
Port as the Search Option.

Static Multicast IP Table displays details of all IGMP static multicast groups.

2.2 Usingthe CLI

2.2.1 Enabling IGMP Snooping Globally

Step 1

Step 2

Step 3

Step 4

Step 5

configure

Enter global configuration mode.

ip igmp snooping

Enable IGMP Snooping Globally.

end

Return to privileged EXEC mode.

show ip igmp snooping

Show the basic IGMP snooping configuration.

copy running-config startup-config

Save the settings in the configuration file.

2.2.2 Enabling IGMP Snooping on the Port

Step 1

Step 2

configure

Enter global configuration mode.

interface {fastEthernet port | range fastEthernet port-/ist | gigabitEthernet port | range
gigabitEthernet port-/ist | port-channel port-channel-id | range port-channe port-channel-list}

Enter interface configuration mode.
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Step 3 ip igmp snooping
Enable IGMP Snooping on the specified port.

Step 4 end
Return to privileged EXEC mode.

Step 5 show ip igmp snooping

Show the basic IGMP snooping configuration.

Step 6 copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to enable IGMP Snooping globally and enable IGMP
Snooping on port 1/0/3:

Switch#configure

Switch(config)#ip igmp snooping
Switch(config)#interface gigabitEthernet 1/0/3
Switch(config-if)#ip igmp snooping
Switch(config-if)#show ip igmp snooping
IGMP Snooping :Enable

Unknown Multicast  :Pass

Last Query Times 2

Last Query Interval 1

Global Member Age Time :260

Global Router Age Time :300

Global Report Suppression :Disable
Global Authentication Accounting:Disable
Enable Port:Gi1/0/3

Enable VLAN:

Switch(config-if)#end

Switch#copy running-config startup-config
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2.2.3 Configuring IGMP Snooping Parameters Globally

Configuring Report Message Suppression

Step 1

Step 2

Step 3

Step 4

Step 5

configure

Enter global configuration mode.

ip igmp snooping report-suppression

Enable Report Message Suppression globally. If this function is enabled, the switch will only
forward the first IGMP report message to Layer 3 devices and suppress subsequent IGMP
report messages from the same multicast group during one query interval, which reduces the
number of IGMP packets.

end

Return to privileged EXEC mode.

show ip igmp snooping

Show the basic IGMP snooping configuration.

copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to enable Report Message Suppression:

Switch#configure

Switch(config)#ip igmp snooping

Switch(config)#ip igmp snooping report-suppression

Switch(config)#show ip igmp snooping

IGMP Snooping :Enable

Unknown Multicast :Pass

Last Query Times  :2

Last Query Interval  :1

Global Member Age Time :260

Global Router Age Time  :300

Global Report Suppression :Enable

Global Authentication Accounting:Disable

Enable Port:

Enable VLAN:

Switch(config-if)#end

Configuration Guide = 348



Configuring Layer 2 Multicast IGMP Snooping Configurations

Switch#copy running-config startup-config

Configuring Unknown Multicast

Step 1 configure

Enter global configuration mode.

Step 2 ip igmp snooping drop-unknown

Configure the way how the switch processes the multicast data from unknown multicast
groups as Discard. Unknown multicast groups are multicast groups whose destination
multicast address is not in the multicast forwarding table of the switch.

Step 3 end
Return to privileged EXEC mode.

Step 4 show ip igmp snooping

Show the basic IGMP snooping configuration.

Step 5 copy running-config startup-config

Save the settings in the configuration file.

For switches that support MLD Snooping, IGMP Snooping and MLD Snooping share the
setting of Unknown Multicast, so you have to enable MLD Snooping globally at the same
time.

The following example shows how to configure the switch to discard unknown multicast
data:

Switch#configure

Switch(config)#ip igmp snooping
Switch(config)#ipv6 mid snooping
Switch(config)#ip igmp snooping drop-unknown
Switch(config)#show ip igmp snooping
IGMP Snooping :Enable

Unknown Multicast  :Discard

Last Query Times  :2

Last Query Interval  :1

Global Member Age Time :260

Global Router Age Time  :300

Global Report Suppression :Disable

Global Authentication Accounting:Disable
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2.2.4

Enable Port:

Enable VLAN:

Switch(config-if)#end

Switch#copy running-config startup-config

Configuring IGMP Snooping Parameters on the Port

Configuring Router Port Time and Member Port Time

Step 1

Step 2

Step 3

Step 4

Step 5

configure

Enter global configuration mode.

ip igmp snooping rtime rtime
ip igmp snooping mtime mtime
rtime is the aging time of router ports, ranging from 60 to 600 seconds.

mtime is the aging time of member ports, ranging from 60 to 600 seconds.

end

Return to privileged EXEC mode.

show ip igmp snooping

Show the basic IGMP snooping configuration.

copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to configure the global router port time and member
port time as 200 seconds:

Switch#configure

Switch(config)#ip igmp snooping

Switch(config)#ip igmp snooping rtime 200

Switch(config)#ip igmp snooping mtime 200

Switch(config)#show ip igmp snooping

IGMP Snooping :Enable

Unknown Multicast :Pass

Last Query Times  :2

Last Query Interval 1

Global Member Age Time :200

Global Router Age Time  :200
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Global Report Suppression :Disable
Global Authentication Accounting:Disable
Enable Port:

Enable VLAN:

Switch(config-if)#end

Switch#copy running-config startup-config

Configuring Fast Leave

Step 1 configure

Enter global configuration mode.

Step 2 interface {fastEthernet port | range fastEthernet port-/ist | gigabitEthernet port | range
gigabitEthernet port-list | port-channel port-channel-id | range port-channe pori-channel-list}

Enter interface configuration mode

Step 3 ip igmp snooping immediate-leave

Enable Fast Leave on the specified port. With Fast Leave enabled on a port, the switch will
delete the port-multicast group entry from the multicast forwarding table once the port
receives a leave message. You should only use this function when there is a single receiver
present on the port.

Step 4 show ip igmp snooping interface [fastEthernet [ port | port-list]1| gigabitEthernet [ port | port-
list1] basic-config

Show the basic IGMP snooping configuration on the specified port(s) or of all the ports.

Step 5 end
Return to privileged EXEC mode.

Step 6 copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to enable Fast Leave on port 1/0/3:
Switch#configure

Switch(config)#ip igmp snooping

Switch(config)#interface gigabitEternet 1/0/3

Switch(config-if)#ip igmp snooping

Switch(config-if)#ip igmp snooping immediate-leave

Switch(config-if)#show ip igmp snooping interface gigabitEthernet 1/0/3 basic-config
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Port IGMP-Snooping Fast-Leave
Gi1/0/3 enable enable
Switch(config-if)#end

Switch#copy running-config startup-config

Configuring Max Group and Overflow Action on the Port

Step 1 configure

Enter global configuration mode.

Step 2 interface {fastEthernet port | range fastEthernet port-/ist | gigabitEthernet port | range
gigabitEthernet port-/ist | port-channel pori-channel-id | range port-channe port-channel-list}

Enter interface configuration mode

Step 3 ip igmp snooping max-groups maxgroup

Enter the number of multicast groups the port can join. The range is 0 to 1000.

Step 4 ip igmp snooping max-groups action {drop | replace}

Specify the action towards the new multicast group when the number of multicast groups the
port joined exceeds max group.

drop: Drop all subsequent membership report messages, and the port join no more new
multicast groups.

replace: Replace the existing multicast group with the lowest multicast MAC address with the
new multicast group.

Step 5 show ip igmp snooping interface [fastEthernet [ port | port-list] | gigabitEthernet [ port |
port-list 1] max-groups

Show the IGMP group limitation on the specified port(s) or of all the ports.

Step 6 end
Return to privileged EXEC mode.

Step 7 copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to configure the Max Group as 500 and the Overflow
Action as Drop on port 1/0/3:

Switch#configure
Switch(config)#ip igmp snooping
Switch(config)#interface gigabitEternet 1/0/3

Switch(config-if)#ip igmp snooping
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Switch(config-if)#ip igmp snooping max-groups 500
Switch(config-if)#ip igmp snooping max-groups action drop
Switch(config-if)#show ip igmp snooping interface gigabitEthernet 1/0/3 max-groups

Port  Max-Groups Overflow-Action

Gi1/0/3 500 Drop
Switch(config-if)#end

Switch#copy running-config startup-config

2.2.5 Configuring IGMP Snooping Last Listener Query

Step 1 configure

Enter global configuration mode.

Step 2 ip igmp snooping last-listener query-inteval inferval

interval determines the interval between MASQs sent by the switch. The valid values are from
1to 5 seconds.

Step 3 ip igmp snooping last-listener query-count num

num determines the number of MASQs sent by the switch. The valid values are from 1 to 5.

Step 4 show ip igmp snooping

Show the basic IGMP snooping configuration.

Step 5 end
Return to privileged EXEC mode.

Step 6 copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to configure the last listener query count as 5 and the
last listener query interval as 5 seconds:

Switch#configure

Switch(config)#ip igmp snooping

Switch(config)#ip igmp snooping last-listener query-count 5
Switch(config)#ip igmp snooping last-listener query-interval 5
Switch(config)#show ip igmp snooping

IGMP Snooping :Enable

Unknown Multicast :Pass
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2.2.6

Last Query Times 5

Last Query Interval 5

Global Member Age Time :260

Global Router Age Time :300

Global Report Suppression :Disable

Global Authentication Accounting:Disable

Enable Port:

Enable VLAN:

Switch(config)#end

Switch#copy running-config startup-config

Configuring IGMP Snooping Parameters in the VLAN

Configuring Router Port Time and Member Port Time

Step 1

Step 2

Step 3

Step 4

Step 5

configure

Enter global configuration mode.

ip igmp snooping vlan-config vian-id-/ist [rtime router-time | mtime member-time]

router-time is the aging time of the router ports in the specified VLAN, ranging from 60 to 600
seconds.

member-time is the aging time of the member ports in the specified VLAN, ranging from 60 to
600 seconds.

show ip igmp snooping vlan v/an-id

Show the basic IGMP snooping configuration in the specified VLAN.

end

Return to privileged EXEC mode.

copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to enable IGMP Snooping in VLAN 2 and VLAN 3,
configure the router port time as 500 seconds and the member port time as 400 seconds:

Switch#configure

Switch(config)#ip igmp snooping

Switch(config)#ip igmp snooping vlan-config 2-3 rtime 500

Switch(config)#ip igmp snooping vlan-config 2-3 mtime 400
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Switch(config)#show ip igmp snooping vlan 2

Vianld: 2

Router Time:500

Member Time:400

Static Router Port:None

Dynamic Router Port:None

Forbidden Router Port:None

Switch(config)#show ip igmp snooping vian 3

Vlanld: 3

Router Time:500

Member Time:400

Static Router Port:None

Dynamic Router Port:None

Forbidden Router Port:None

Switch(config)#end

Switch#copy running-config startup-config

Configuring Static Router Port

Step 1

Step 2

Step 3

Step 4

Step 5

configure

Enter global configuration mode.

ip igmp snooping vlan-config vian-id-list [rport interface {gigabitEthernet port-/ist | port-
channel port-channel-id}]

port-list and port-channel-id are the static router ports in the specified VLAN.

show ip igmp snooping vlan v/an-id

Show the basic IGMP snooping configuration in the specified VLAN.

end

Return to privileged EXEC mode.

copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to enable IGMP Snooping in VLAN 2 and configure port
1/0/2 as the static router port:

Switch#configure
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Switch(config)#ip igmp snooping

Switch(config)#ip igmp snooping vian-config 2 rport interface gigabitEthernet 1/0/2
Switch(config)#show ip igmp snooping vlan 2

Vlanld: 2

Router Time:0

Member Time:0

Static Router Port:Gi1/0/2

Dynamic Router Port:None

Forbidden Router Port:None

Switch(config)#end

Switch#copy running-config startup-config

Configuring Forbidden Router Port

Step 1 configure

Enter global configuration mode.

Step 2 ip igmp snooping vlan-config vian-id-/ist router-ports-forbidden interface {gigabitEthernet
port-list | port-channel port-channel-ia}

port-list and port-channel-id are the ports that cannot become router ports in the specified
VLAN.

Step 3 show ip igmp snooping vlan vian-id

Show the basic IGMP snooping configuration in the specified VLAN.

Step 4 end
Return to privileged EXEC mode.

Step 5 copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to enable IGMP Snooping in VLAN 2 and forbid port
1/0/4-6 from becoming router ports (port 1/0/4-6 will drop all multicast data from Layer 3
devices):

Switch#configure
Switch(config)#ip igmp snooping

Switch(config)#ip igmp snooping vlan-config 2 router-ports-forbidden interface
gigabitEthernet 1/0/4-6

Switch(config)#show ip igmp snooping vlan 2
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Vlan|d: 2

Router Time:0

Member Time:0

Static Router Port:None
Dynamic Router Port:None
Forbidden Router Port:Gi1/0/4-6
Switch(config)#end

Switch#copy running-config startup-config

Configuring Static Multicast (Multicast IP and Forward Port)

Step 1 configure

Enter global configuration mode.

Step 2 ip igmp snooping vlan-config vian-id-list static jp interface {gigabitEthernet port-/ist | port-
channel port-channel-id}

vian-id-list specifies the VLAN to be configured.
ip specifies the static multicast IP address.

port-list and port-channel-id specify the forward ports (member ports) bound to the static
multicast IP address in the specified VLAN.

Step 3 show ip igmp snooping groups static

Show the static IGMP snooping configuration.

Step 4 end
Return to privileged EXEC mode.

Step 5 copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to configure 226.0.0.2 as the static multicast IP and
specify port 1/0/9-10 as the forward ports:

Switch#configure
Switch(config)#ip igmp snooping

Switch(config)#ip igmp snooping vlan-config 2 static 226.0.0.2 interface
gigabitEthernet 1/0/9-10

Switch(config)#show ip igmp snooping groups static

Multicast-ip VLAN-id Addr-type Switch-port
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226.0.0.2

2 static Gi1/0/9-10

Switch(config)#end

Switch#copy running-config startup-config

2.2.7 Configuring IGMP Snooping Parameters in the Multicast VLAN

Configuring Router Port Time and Member Port Time

Step 1

Step 2

Step 3

Step 4

Step 4

configure

Enter global configuration mode.

ip igmp snooping multi-vlan-config [v/an-id] [rtime router-time | mtime member-time]
vian-id specifies the VLAN to be created or to be configured.

router-time is the aging time of the router ports in the multicast VLAN, ranging from 60 to 600
seconds.

member-time is the aging time of the member ports in the multicast VLAN, ranging from 60 to
600 seconds.
show ip igmp snooping multi-vlan

Show the IGMP snooping configuration in the multicast VLAN.

end

Return to privileged EXEC mode.

copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to configure VLAN 5 as the multicast VLAN, set the
router port time as 500 seconds and the member port time as 400 seconds:

Switch#configure

Switch(config)#ip igmp snooping

Switch(config)#ip igmp snooping multi-vlan-config 5 rtime 500

Switch(config)#ip igmp snooping multi-vlan-config 5 mtime 400

Switch(config)#show ip igmp snooping multi-vlan

Multicast Vlan:Enable

Vlanld: 5

Router Time:500

Member Time:400

Replace Source IP:0.0.0.0
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Static Router Port:None
Dynamic Router Port:None
Forbidden Router Port:None
Switch(config)#end

Switch#copy running-config startup-config

Configuring Static Router Port

Step 1 configure

Enter global configuration mode.

Step 2 ip igmp snooping multi-vlan-config [v/an-id] [rport interface {gigabitEthernet port-/ist | port-
channel port-channel-id}]

vian-id specifies the VLAN to be created or to be configured.

port-list and port-channel-id are the static router ports in the multicast VLAN.

Step 3 show ip igmp snooping multi-vlan

Show the IGMP snooping configuration in the multicast VLAN.

Step 4 end
Return to privileged EXEC mode.

Step 5 copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to configure VLAN 5 as the multicast VLAN, and set port
1/0/5 as the static router port:

Switch#configure
Switch(config)#ip igmp snooping

Switch(config)#ip igmp snooping multi-vlan-config 5 rport interface gigabitEthernet
1/0/5

Switch(config)#show ip igmp snooping multi-vlan
Multicast Vlan:Enable

Vlanld: 5

Router Time:300

Member Time:260

Replace Source IP:0.0.0.0

Static Router Port:Gi1/0/5

Dynamic Router Port:None
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Forbidden Router Port:None

Switch(config)#end

Switch#copy running-config startup-config

Configuring Forbidden Router Port

Step 1

Step 2

Step 3

Step 4

Step 5

configure

Enter global configuration mode.

ip igmp snooping multi-vlan-config [v/an-id] router-ports-forbidden interface
{gigabitEthernet port-/ist | port-channel port-channel-id}

vian-id specifies the multicast VLAN to be configured.

port-list and port-channel-id are the ports that cannot become router ports in the multicast
VLAN.

show ip igmp snooping multi-vlan

Show the IGMP snooping configuration in the multicast VLAN.

end

Return to privileged EXEC mode.

copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to configure VLAN 5 as the multicast VLAN, and set port
1/0/6 as the forbidden router port:

Switch#configure

Switch(config)#ip igmp snooping

Switch(config)#ip igmp snooping multi-vlan-config 5 router-ports-forbidden interface
gigabitEthernet 1/0/6

Switch(config)#show ip igmp snooping multi-vlan

Multicast Vlan:Enable

Vlan Id: 5

Router Time:300

Member Time:260

Replace Source I1P:0.0.0.0

Static Router Port:None

Dynamic Router Port:None

Forbidden Router Port:Gi1/0/6
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Switch(config)#end

Switch#copy running-config startup-config

Configuring Replace Source IP

Step 1

Step 2

Step 3

Step 4

Step 5

configure

Enter global configuration mode.

ip igmp snooping multi-vlan-config [v/an-id] replace-sourceip jp

vian-id specifies the multicast VLAN to be configured.

ip specifies the new source IP. The switch will replace the source IP in the IGMP multicast data
sent by the multicast VLAN with the IP address you enter.

show ip igmp snooping multi-vlan

Show the IGMP snooping configuration in the multicast VLAN.

end

Return to privileged EXEC mode.

copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to configure VLAN 5 as the multicast VLAN and replace
the source IP in the IGMP packets sent by the switch with 192.168.0.1:

Switch#configure

Switch(config)#ip igmp snooping

Switch(config)#ip igmp snooping multi-vlan-config 5 replace-sourceip 192.168.0.1

Switch(config)#show ip igmp snooping multi-vlan

Multicast Vlan:Enable

Vlan|ld: 5

Router Time:300

Member Time:260

Replace Source IP:192.168.0.1

Static Router Port:None

Dynamic Router Port:None

Forbidden Router Port:None

Switch(config)#end

Switch#copy running-config startup-config
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2.2.8 Configuring the Querier

Enabling IGMP Querier

Step 1 configure

Enter global configuration mode.

Step 2 ip igmp snooping querier vlan vian-id

vian-id specifies the VLAN to enable IGMP Querier.

Step 3 show ip igmp snooping querier [vlan vian-id ]

Show the IGMP querier configuration.

Step 4 end
Return to privileged EXEC mode.

Step 5 copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to enable IGMP Snooping and IGMP Querier in VLAN 4:
Switch#configure

Switch(config)#ip igmp snooping

Switch(config)#ip igmp snooping querier vian 4

Switch(config)#show ip igmp snooping querier

VLAN 4:

Maximum Response Time: 10

Query Interval: 60

General Query Source IP:  192.168.0.1

Switch(config)#end

Switch#copy running-config startup-config

Configuring Query Interval, Max Response Time and General Query Source IP

Step 1 configure

Enter global configuration mode.
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Step 2

Step 3

Step 4

Step 5

ip igmp snooping querier vlan vlan-id {query-interval /interval | max-response-time
response-time | general-query source-ip jp-addr}

vian-id specifies the VLAN where the querier is.
inferval is the interval between general query messages sent by the querier.

response-time is the host's maximum response time to general query messages in a range of 1
to 25 seconds.

jp-addr is the source IP address of the general query messages sent by the querier. It cannot
be a multicast address or a broadcast address.

show ip igmp snooping querier [vlan vian-id ]

Show the detailed IGMP querier configuration.

end

Return to privileged EXEC mode.

copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to enable IGMP Snooping and IGMP Querier in VLAN
4, set the query interval as 100 seconds, the max response time as 20 seconds, and the
general query source IP as 192.168.0.1:

Switch#configure

Switch(config)#ip igmp snooping

Switch(config)#ip igmp snooping querier vlan 4 query-interval 100

Switch(config)#ip igmp snooping querier vian 4 max-response-time 20

Switch(config)#ip igmp snooping querier vlan 4 general-query source-ip 192.168.0.1

Switch(config)#show ip igmp snooping querier

VLAN 4:

Maximum Response Time: 20

Query Interval: 100

General Query Source IP;  192.168.0.1

Switch(config)#end

Switch#copy running-config startup-config
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2.2.9 Configuring Multicast Filtering

Creating Profile

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

configure

Enter global configuration mode.

ip igmp profile id

Create a new profile and enter profile configuration mode.

permit
deny
Configure the profile's filtering mode.

permit is similar to a whitelist, indicating that the switch only allow specific member ports to
join specific multicast groups.

deny is similar to a blacklist, indicating that the switch disallow specific member ports to join
specific multicast groups.

range start-ip end-ip

Configure the range of multicast IP to be filtered. start-jp, end-ip are the start IP and end IP of
the IP range respectively.

show ip igmp profile [/d]
Show the detailed IGMP profile configuration.

end

Return to privileged EXEC mode.

copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to configure Profile 1 so that the switch filters multicast
data sent to 226.0.0.5-226.0.0.10:

Switch#configure

Switch(config)#ip igmp snooping

Switch(config)#ip igmp profile 1

Switch(config-igmp-profile)#deny

Switch(config-igmp-profile)#range 226.0.0.5 226.0.0.10

Switch(config-igmp-profile)#show ip igmp profile

IGMP Profile 1

deny
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range 226.0.0.5 226.0.0.10
Switch(config)#end

Switch#copy running-config startup-config

Binding Profile to the Port

Step 1 configure

Enter global configuration mode.

Step 2 interface {fastEthernet port | range fastEthernet port-/ist | gigabitEthernet port | range
gigabitEthernet port-/ist | port-channel pori-channel-id | range port-channe port-channel-list}

Enter interface configuration mode

Step 3 ip igmp filter profile-id
Bind profile-id to the specified port.

Step 4 show ip igmp profile [id]
Show the detailed IGMP profile configuration.

Step 5 end
Return to privileged EXEC mode.

Step 6 copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to bind Profile 1 to port 1/0/2 so that port 1/0/2 filters
multicast data sent to 226.0.0.5-226.0.0.10:

Switch#configure

Switch(config)#ip igmp snooping
Switch(config)#ip igmp profile 1
Switch(config-igmp-profile)#deny
Switch(config-igmp-profile)#range 226.0.0.5 226.0.0.10
Switch(config-igmp-profile)#exit
Switch(config)#interface gigabitEthernet 1/0/2
Switch(config-if)#ip igmp snooping
Switch(config-if)#ip igmp filter 1
Switch(config-if)#show ip igmp profile

IGMP Profile 1

deny
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range 226.0.0.5 226.0.0.10

Binding Port(s)

Gi1/0/2

Switch(config)#end

Switch#copy running-config startup-config

2.2.10 Enabling IGMP Accounting and Authentication

Enabling IGMP Authentication on the Port

Step 1

Step 2

Step 3

Step 4

Step 6

Step 5

configure

Enter global configuration mode.

interface {fastEthernet port | range fastEthernet port-/ist | gigabitEthernet port | range
gigabitEthernet port-/ist | port-channel pori-channel-id | range port-channe port-channel-list}

Enter interface configuration mode

ip igmp snooping authentication

Enable IGMP Authentication on the specified port.

show ip igmp snooping interface [gigabitEthernet porf] authentication

Show the IGMP authentication status of the specified port or of all the ports.

end

Return to privileged EXEC mode.

copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to enable IGMP Authentication on port 1/0/2:

Switch#configure

Switch(config)#ip igmp snooping

Switch(config)#interface gigabitEthernet 1/0/2

Switch(config-if)#ip igmp snooping

Switch(config-if)#ip igmp snooping authentication

Switch(config-if)#show ip igmp snooping interface gigabitEthernet 1/0/2 authentication

Port IGMP-Authentication

Gi1/0/2 enable
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Switch(config)#end

Switch#copy running-config startup-config

@ Note:

IGMP Snooping Configurations

IGMP Authentication takes effect only after AAA is enabled and RADIUS server is configured.

Enabling IGMP Accounting Globally

Step 1

Step 2

Step 3

Step 4

Step 5

configure

Enter global configuration mode.

ip igmp snooping accounting

Enable IGMP Accounting globally.

show ip igmp snhooping

Show the global IGMP snooping configuration.

end

Return to privileged EXEC mode.

copy running-config startup-config

Save the settings in the configuration file.
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3

3.1

3.1.1

Configuring MLD Snooping

Using the GUI

Configuring MLD Snooping Globally

Choose the menu Multicast > MLD Snooping > Snooping Config

Figure 3-1 MLD Snooping Global Config

Global Config
MLD Snooping () Enable ® Disable
Unknown Multicast ® Forward () Discard

Report Message Suppression () Enable ® Disable

Router Port Time 300 | sec (60-600)

Member Port Time 260 | sec (60-600)
Last Listener Query Interval: |1 | secs(1-5)
Last Listener Query Count: |2 | (1-5)
MLD Snooping Status
Description Member
Enable ports
Enable YLAN
[ Refresh ] [ Help ]

Enabling MLD Snooping Globally

Before configuring functions related to MLD Snooping, enable MLD Snooping globally first.
1) Select Enable to enable MLD Snooping globally.

2) Click Apply.

(Optional) Configuring Unknown Multicast

Unknown Multicast decides how to process the multicast data when its destination
multicast address is not in the multicast forwarding table of the switch.

IGMP Snooping and MLD Snooping share the setting of Unknown Multicast, so you have
to enable IGMP Snooping globally on the Multicast > IGMP Snooping > Snooping Config
page at the same time.
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Follow these steps to configure unknown multicast.

1) Configure Unknown Multicast as Forward or Discard.

Unknown Configure the way how the switch processes the multicast data sent to unknown

Multicast multicast groups as Forward or Discard. Unknown multicast groups are multicast
groups whose destination multicast address is not in the multicast forwarding
table of the switch.

2) Click Apply.

(Optional) Configuring Report Message Suppression

Enabling Report Message Suppression can reduce the number of packets in the network.

Follow these steps to configure report message suppression.

1) Enable or disable Report Message Suppression globally.

Report Message If this function is enabled, the switch will only forward the first MLD report

Suppression message to Layer 3 devices and suppress subsequent MLD report messages
from the same multicast group during one query interval, which reduces the
number of MLD packets.

2) Click Apply.

Configuring Router Port Time and Member Port Time
Follow these steps to configure the aging time of the router ports and the member ports:

1) Specify the aging time of the router ports.

Router Port Router ports are ports connected to Layer 3 devices on the switch. The router

Time port ages if the switch does not receive MLD query message from the router port
within the router port time. The switch will no longer consider this port as a router
port and delete it from the router port table. The valid values are from 60 to 600
seconds.

2) Specify the aging time of the member ports.

Member Port Member ports are ports connected to multicast group members on the switch.

Time A port is considered to be a member port when it is added to a multicast group.
The member port ages if the switch does not receive MLD membership report
message from the member port within the member port time. The switch will
no longer consider this port as a member port and delete it from the multicast
forwarding table. The valid values are from 60 to 600 seconds.

3) Click Apply.

Configuring MLD Snooping Last Listener Query

Configure the Last Listener Query Interval and Last Listener Query Count when the switch
receives an MLD leave message. If specified count of Multicast-Address-Specific Queries
(MASQs) are sent and no report message is received, the switch will delete the multicast
address from the multicast forwarding table.
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Follow these steps to configure Last Listener Query Interval and Last Listener Query Count
in the Global Config section:

1) Specify the interval between MASQs.

Last Listener When the switch receives an MLD leave message, the switch obtains the address

Query Interval of the multicast group that the host wants to leave from the message. Then the
switch sends out MASQs to this multicast group through the port receiving the
leave message. This parameter determines the interval between MASQs. The
valid values are from 1 to 5 seconds.

2) Specify the number of MASQs to be sent.

Last Listener When the switch receives an MLD leave message, the switch obtains the address

Query Count of the multicast group that the host wants to leave from the message. Then the
switch sends out MASQs to this multicast group through the port receiving the
leave message. This parameter determines the number of MASQs to be sent. The
valid values are from 1 to 5.

3) Click Apply.

Verifying MLD Snooping Status
MLD Snooping Status Table displays VLANs and ports with MLD Snooping enabled.

3.1.2 Configuring the Port's Basic MLD Snooping Features

Choose the menu Multicast > MLD Snooping > Port Config to load the following page.

Figure 3-2  Enable MLD Snooping on Port

Port Config
UNIT: 1| LAGS
Select Part MLD Snooping Fast Leave LAG
[ ~] [ ~]

1/0M Disable Disable —
1012 Disable Disable —
1/0/3 Disable Disable -
1/0/4 Disable Disable —
1/0/5 Disable Disable -
1/0/6 Disable Disable —
107 Disable Disahble —
1/0/8 Disable Disable -
1/0/9 Disable Disable —
1/0M10 Disable Disable -

| an | [ appy | [ Help |
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3.1.3

Enabling MLD Snooping on the Port
Follow these steps to enable or disable MLD Snooping on the port.
1) Select the port to be configured and select Enable under the MLD Snooping column.

2) Click Apply.

(Optional) Configuring Fast Leave

With Fast Leave enabled on a port, the switch will remove this port from the forwarding
list of the corresponding multicast group once the port receives a leave message. Once
deleted, the switch will no longer send MASQs to this port to verify if there are other
members of this multicast group.

Follow these steps to configure fast leave.

1) Select the port to be configured and select Enable under the Fast Leave column.

Fast Leave With Fast Leave enabled on a port, the switch will remove this port from the
forwarding list of the corresponding multicast group once the port receives a
leave message. You should only use this function when there is a single receiver
present on the port.

2) Click Apply.
Configuring MLD Snooping in the VLAN

Choose the menu Multicast > MLD Snooping > VLAN Config to load the following page.

Figure 3-3 MLD Snooping in VLAN

VLAN Config
N —
RouterPortTime: [0 | sec(0.60-600, recommend: 300)

Member Port Time: D sec (0,60-600, recommend: 260)

Static Router Ports
UNIT: 1 LAGS

FEEEEEEE o

Forbidden Router Ports
UNIT: 1 LAGS

FOIEIEEIEI TR 0

E Unselected Port(s) E Selected Ports) E Mot Available for Selection

Vlan Table

Rauter Member

Select VLANID o time port Time

Static Router Ports Dynamic Router Ports Farbidden Router Ports Operation
No entry in the table.

[ ar | [peete ] [ Hep ]
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Configuring MLD Snooping

Configuring MLD Snooping Globally in the VLAN

In the VLAN Config section, follow these steps to configure relevant parameters for the

designate VLAN.

1) Set up the VLAN that the router ports and the member ports are in. For details, please
refer to Configuring 802.1Q VLAN.

2) Enable MLD Snooping in the designate VLAN, and configure the aging time of the router
ports and the member ports.

VLAN ID

Router Port
Time

Member Port
Time

3) Click Create.

Specify the VLAN to enable MLD Snooping.

Specify the aging time of the router ports in the VLAN. If the router port does not
receive any MLD general query message within the router port time, the switch
will no longer consider this port as a router port and delete it from the router port
list. The valid values are from 60 to 600 seconds. When the router port time is 0,
the VLAN uses the global time.

Specify the aging time of the member ports in the VLAN. If the member port does
not receive any MLD membership report message from the multicast group within
the member port time, the switch will no longer consider this port as a member
port and delete it from the multicast forwarding table. The valid values are from 60
to 600 seconds. When the member port time is O, the VLAN uses the global time.

(Optional) Configuring the Static Router Ports in the VLAN

Follow these steps to configure static router ports in the designate VLAN:

1) Configure the router ports in the designate VLAN.

VLAN ID

Static Router
Ports

2) Click Create.

Specify the VLAN to be configured.

Select one or more ports to be the static router ports in the VLAN. All multicast
data in this VLAN will be forwarded through the static router ports.

(Optional) Configuring the Forbidden Router Ports in the VLAN

Follow these steps to forbid the selected ports to be the router ports in the designate

VLAN:

1) Configure the forbidden router ports in the designate VLAN.

VLAN ID

Forbidden
Router Ports

2) Click Create.

Specify the VLAN to be configured.

Select the ports to forbid them from being router ports in the VLAN.
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3.1.4 Configuring the Multicast VLAN

In old multicast transmission mode, when users in different VLANs apply for data from
the same multicast group, the Layer 3 device will duplicate this multicast data and deliver
copies to the Layer 2 devices.

With Multicast VLAN configured, all multicast group members will be added to a VLAN.
Layer 3 device only need to send one piece of multicast data to a Layer 2 device, and the
Layer 2 device will send the data to all member ports of the VLAN. In this way, Multicast
VLAN saves bandwidth and reduces network load of Layer 3 devices.

Choose the menu Multicast > MLD Snooping > Multicast VLAN to load the following page.

Figure 3-4 Multicast VLAN Config

Multicast VLAN
Multicast VLAN: Enable '® Disable
VLAN D Y
Router Port Time: b ] sec(0,60-600, recommend: 300) Apply
Member Port Time: D sec (0.60-600, recommend: 260)

(format:FEB0:ABEC:12EA)

Replace Source IP:

Dynamic Router Ports
UNIT: 1 LAGS

i3 i R W [

Static Router Ports
UNIT: 1 LAGS

i3 i W [E

[ At ] [ clear ]

Forbidden Router Ports
UNIT: 1 LAGS

MEEEIEETE] E6

[ At ] [ clear ]

E Unselected Port(s) E Selected Portis) E Mot Available for Selection

Creating Multicast VLAN and Configuring Basic Settings

In the Multicast VLAN section, follow these steps to enable Multicast VLAN and to finish the
basic settings:

1) Set up the VLAN that the router ports and the member ports are in. For details, please
refer to Configuring 802.1Q VLAN.
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2) Enable Multicast VLAN, configure the specific VLAN to be the multicast VLAN, and
configure the Router Port Time and Member Port Time.

Multicast VLAN Select Enable to enable multicast VLAN function.

VLAN ID Specify the 802.1Q VLAN to be the multicast VLAN.
Router Port Specify the aging time of the router ports in the multicast VLAN. If the router port
Time does not receive any MLD general query message within the router port time,

the switch will no longer consider this port as a router port and delete it from the
router port table. The valid values are from 60 to 600 seconds. When the router
port timeis O, the VLAN uses the global time.

Member Port Specify the aging time of the member ports in the multicast VLAN. If the member

Time port does not receive any MLD membership report message from the multicast
group within the member port time, the switch will no longer consider this port as
a member port and delete it from the multicast forwarding table. The valid values
are from 60 to 600 seconds. When the member port time is 0, the VLAN uses the
global time.

3) Click Apply.

(Optional) Creating Replace Source IP

This function allows you to use a new IP instead of the source IP to send data to multicast
group members. In the Multicast VLAN section, follow these steps to configure Replace
Source IP.

1) Configure the new multicast source IP.

Replace Source Enter the new source IP address. The switch will replace the source IP in the MLD
IP multicast data sent by the multicast VLAN with the IP address you enter.
2) Click Apply.

Viewing Dynamic Router Ports in the Multicast VLAN

This table displays all the dynamic router ports in the multicast VLAN.

(Optional) Configuring the Static Router Ports
Follow these steps to configure static router ports in the multicast VLAN:

1) Configure the router ports in the multicast VLAN.

VLAN ID Specify the VLAN to be configured.
Static Router Select one or more ports to be the static router ports in the VLAN. All multicast
Ports data in this VLAN will be forwarded through the static router ports.

2) Click Apply.
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3.1.5

(Optional) Configuring the Forbidden Router Ports
Follow these steps to forbid the selected ports to be the router ports in the multicast VLAN.

1) Configure the router ports in the designate VLAN.
VLAN ID Specify the VLAN to be configured.

Forbidden Select the ports to forbid them from being router ports in the VLAN.
Router Ports

2) Click Apply.

@ Note:

When configuration is finished, all multicast data through the ports in the VLAN will be processed in
this multicast VLAN.

(Optional) Configuring the Querier

MLD Snooping Querier sends general query packets regularly to maintain the multicast
forwarding table. Choose the menu Multicast > MLD Snooping > Querier Config to load
the following page.

Figure 3-5 Querier Config

MLD Snooping Querier Config
VLAN ID: | | (1-4094)
Cuery Interval: |80 | secs(10-300)
Max Response Time; [10 | secs(1-25)
General Cuery Source IP: |FEED::IJ2FF:FFFF:FEUI]:I]DEH | (format FES0:-ABEC:12EA)
MLD Snooping Querier Table
Select VLAN ID Query Interval LA ?ier:Eponse General Query Source IP
O | | | |
Mo entry in the table.
[ A | [ Apply | [ Delete | | Heip |
Configuring the Querier

Follow these steps to configure the querier.

1) Specify a VLAN and configure the querier on this VLAN.
VLAN ID Specify the VLAN to be configured.

Query Interval Enter the interval between general query messages sent by the querier. The valid
values are from 10 to 300 seconds.

Max Response Enter the host's maximum response time to general query messages in a range of
Time 1to 25 seconds.
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General Query Specify the source IP address of the general query messages sent by the querier.
Source IP It cannot be a multicast address or a broadcast address.
2) Click Add.

3) You can edit the settings in the MLD Snooping Querier Table.

Viewing Settings of MLD Querier
The MLD Snooping Querier Table displays all the related settings of the MLD querier.

3.1.6 Configuring MLD Profile

With MLD Profile, the switch can define a blacklist or whitelist of multicast addresses so as
to filter multicast sources, Choose the menu Multicast > MLD Snooping > Profile Config
to load the following page.

Figure 3-6 Profile Create

Profile Creation
Prafile 10: | | (1-999)
Mode: L) Permit '"®' Deny
Search Oplion
Search Opfion: All | Search
IGMP Praofile Info
Select Profile 1D Mode Bind Ports Operation
] 1 Deny Edit

| An | | Delete | | Help |

Creating Profile
Follow these steps to create a profile and configure its filtering mode.

1) Create a profile and configure its filtering mode.
Profile ID Enter a profile ID between 1 and 999.

Mode Select Permit or Deny as the filtering mode.

Permit: similar to a whitelist, means that the switch only allows specified member
ports to join specific multicast groups.

Deny: similar to a blacklist, means that the switch disallows specific member ports
to join specific multicast groups.

2) Click Create.
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Searching Profile

Enter the search condition in the Search Option field to search the profile in the MLD
Profile Info table.

Editing IP Range of the Profile
Follow these steps to edit profile mode and its IP range:

1) Click Edit in the MLD Profile Info table. Edit its IP range and click Add to save the
settings.

Figure 3-7 Add IP-range

Profile mode
Profile 1D: L |
Mode: Pemit  [V]
Add IP-range
Start IP: ff01::1234:01 | (Format:ff01::1234:01)
End IP: 01:-1234:01 | (Formatfi01:1234:01)
IF-range Table
Select Index Start IP End IP

No entry in the table.

[ All ][De|ete][Back][Help]

2) Inthe IP-range Table, you can select an IP range and click Delete to delete an IP range.

3) Click Submit to save the settings; click Back to go back to the previous page.
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3.1.7 Binding Profile and Member Ports

With this function, you can configure each port's filtering profile and the number of
multicast groups a port can join. Choose the menu Multicast > MLD Snooping > Profile
Binding to load the following page.

Figure 3-8 Profile Binding

Profile and Max Group Binding
UNIT: 1 LAGS

Select Port Profile ID Max Group Cwerflow Action LAG
|| || v
101 12 Drop — ClearBinding
102 512 Drop - ClearBinding
1053 12 Drop — ClearBinding
1/0/4 h12 Drop — ClearBinding
105 12 Drop — ClearBinding
10/ 512 Drop — ClearBinding
10T h12 Drop — ClearBinding
1/0/8 12 Drop — ClearBinding
109 12 Drop — ClearBinding
100 h2 Drop — ClearBinding
| an | [ Appy | [ Hep |

Binding Profile and Member Ports
Follow these steps to bind the profile to the port.

1) Select the port to be bound, and enter the Profile ID in the Profile ID column.

Select Select the port to be bound.
Port Displays the port number.
Profile ID Enter the profile ID you create to bind the profile to the port. One port can only be

bound to one profile.

ClearBinding Click to clear the binding between the profile and the port.

2) Click Apply.

Configuring Max Groups a Port Can Join
Follow these steps to configure the maximum groups a port can join and overflow action.

1) Selecta port to configure its Max Group and Overflow Action.

Select Select the port to be configured.
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Max Group Enter the number of multicast groups the port can join. The valid values are from O
to 1000.

Overflow Action Select the action towards the new multicast group when the number of multicast
groups the port joined exceeds max group.

Drop: Drop all subsequent membership report messages, and the port will not join
any new multicast groups.

Replace: Replace the existing multicast group owning the lowest multicast MAC
address with the new multicast group.

2) Click Apply.
3.1.8 Viewing MLD Statistics on Each Port

Choose the menu Multicast > MLD Snooping > Packet Statistic to load the following
page.

Figure 3-9 View MLD Statistics on the Port

Auto Refresh

Auto Refresh: ® Enable Disable
Apply
Refresh Period: 300 sec(3-300)
MLD Statistics
UMIT: 1
Port Cluery Packet Report Packet1)Report Packet(™2) done Packet Error Packet
101 a a a a 0
1/0/2 a a a a 0
1/0/3 a a a a 0
1/0/4 a a a a 0
1/0/5 a a a a 0
1/0/8 a a a a 0
107 a a a a 0
1/0/8 a a a a 0
1/0/19 0 0 0 0 0
1/0/10 0 0 0 0 0
| clear | [Refresh| | Help |
Configuring Auto Refresh
Follow these steps to configure auto refresh.
1) Enable or disable Auto Refresh.
Auto Refresh If Auto Refresh is enabled, statistics of MLD packets on this page will refresh

automatically.
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Refresh Period After Auto Refresh is enabled, enter the interval between each refresh. The valid
values are from 3 to 300 seconds.

2) Click Apply.

Viewing MLD Statistics
The MLD Statistics table displays all kinds of MLD statistics of all the ports.

3.1.9 Configuring Static Member Port

This function allows you to specify a port as a static member port in the multicast group.

Choose the menu Multicast > Multicast Table > Static IPv6é Multicast Table to load the
following page.

Figure 3-10 Static Member Port

Create Static Multicast

Multicast IP: | (Format: fi01::1234:01)
WLAN ID: (1-4094)

|
Forward Port:

UNIT: 1| LAGS

FOEIEIEAEIEAE]

Lan | [ clear |

E Unselected Portis) E Selected Port(s) E Mot Available for Selection

Search Option

Search Option [Al v

Static Multicast IP Table
Select Multicast IP WLAN ID Forward Port
No entry in the table.

[ a1 | [ Detete | | Help |

Configuring Static Member Port

Follow these steps to configure static member port.
1) Enter the Multicast IP and VLAN ID. Specify the Static Member Port.

Multicast IP Specify the multicast group that the static member is in.

VLAN ID Specify the VLAN that the static member is in.
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Forward Port

Configuring MLD Snooping

Specify one or more ports to be the static member port in the multicast group.

Without aging, the static member port receives all multicast data sent to this

multicast group.

2) Click Create.

Viewing MLD Static Multicast Groups

You can search MLD static multicast entries by using Multicast IP, VLAN ID or Forward Port
as the Search Option.

Static Multicast IP Table displays details of all MLD static multicast groups.

3.2 Usingthe CLI

3.2.1 Enabling MLD Snooping Globally

Step 1

Step 2

Step 3

Step 4

Step 5

configure

Enter global configuration mode.

ipv6 mid snooping

Enable MLD Snooping Globally.

show ipv6 mld snooping

Show the basic MLD snooping configuration.

end

Return to privileged EXEC mode.

copy running-config startup-config

Save the settings in the configuration file.

3.2.2 Enabling MLD Snooping on the Port

Step 1

Step 2

Step 3

configure

Enter global configuration mode.

interface {fastEthernet port | range fastEthernet port-/ist | gigabitEthernet port | range
gigabitEthernet port-/ist | port-channel port-channel-id | range port-channe port-channel-list}

Enter interface configuration mode.

ipv6 mld snooping

Enable MLD Snooping on the specified port.
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3.2.3

Step 4 show ipv6 mid snooping

Show the basic MLD snooping configuration.

Step 5 end
Return to privileged EXEC mode.

Step 6 copy running-config startup-config

Save the settings in the configuration file.

Configuring MLD Snooping

The following example shows how to enable MLD Snooping globally and enable MLD

Snooping Switch#configure
Switch(config)#ipv6 mid snooping
Switch(config)#interface gigabitEthernet 1/0/3
Switch(config-if)#ipv6 mid snooping
Switch(config-if)##show ipv6 mld snooping
MLD Snooping :Enable

Unknown Multicast  :Pass

Last Query Times 2

Last Query Interval 1

Global Member Age Time  :260

Global Router Age Time  :300

Global Report Suppression :Disable
Enable Port:Gi1/0/3

Enable VLAN:

Switch(config-if)#end

Switch#copy running-config startup-config

Configuring MLD Snooping Parameters Globally

Configuring Report Message Suppression

Step 1 configure

Enter global configuration mode.
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Step 2

Step 3

Step 4

Step 5

ipv6 mld snooping report-suppression

Enable Report Message Suppression globally. If this function is enabled, the switch will only
forward the first MLD report message to Layer 3 devices and suppress subsequent MLD
report messages from the same multicast group during one query interval, which reduces the
number of MLD packets.

show ipv6 mld snooping

Show the basic MLD snooping configuration.

end

Return to privileged EXEC mode.

copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to enable Report Message Suppression:

Switch#configure

Switch(config)#ipv6 mld snooping

Switch(config)#ipv6 mid snooping report-suppression

Switch(config)#show ipv6 mld snooping

MLD Snooping :Enable

Unknown Multicast :Pass

Last Query Times  :2

Last Query Interval  :1

Global Member Age Time :260

Global Router Age Time  :300

Global Report Suppression :Enable

Enable Port:

Enable VLAN:

Switch(config)#end

Switch#copy running-config startup-config

Configuring Unknown Multicast

Step 1

configure

Enter global configuration mode.

Configuration Guide = 383



Configuring Layer 2 Multicast Configuring MLD Snooping

Step 2 ipv6 mld snooping drop-unknown

Configure the way how the switch processes the multicast data from unknown multicast
groups as Discard. Unknown multicast groups are multicast groups whose destination
multicast address is not in the multicast forwarding table of the switch.

Step 3 show ipv6 mld snooping

Show the basic MLD snooping configuration.

Step 4 end
Return to privileged EXEC mode.

Step 5 copy running-config startup-config

Save the settings in the configuration file.

IGMP Snooping and MLD Snooping share the setting of Unknown Multicast, so you have to
enable IGMP Snooping globally at the same time.

The following example shows how to configure the switch to discard unknown multicast
data:

Switch#configure

Switch(config)#ipv6 mid snooping
Switch(config)#ip igmp snooping
Switch(config)#ipv6 mld snooping drop-unknown
Switch(config)#show ipv6 mld snooping
MLD Snooping :Enable

Unknown Multicast  :Discard

Last Query Times  :2

Last Query Interval  :1

Global Member Age Time :260

Global Router Age Time  :300

Global Report Suppression :Disable
Enable Port:

Enable VLAN:

Switch(config)#end

Switch#copy running-config startup-config
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3.2.4 Configuring MLD Snooping Parameters on the Port

Configuring Router Port Time and Member Port Time

Step 1

Step 2

Step 3

Step 4

Step 5

configure

Enter global configuration mode.

ipv6 mld snooping rtime rfime
ipv6 mld snooping mtime mfime
rtime is the aging time of router ports, ranging from 60 to 600 seconds.

mtime is the aging time of member ports, ranging from 60 to 600 seconds.

show ipv6 mid snooping

Show the basic MLD snooping configuration.

end

Return to privileged EXEC mode.

copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to configure the global router port time and member
port time as 200 seconds:

Switch#configure

Switch(config)#ipv6 mid snooping

Switch(config)#ipv6 mld snooping rtime 200

Switch(config)#ipv6 mld snooping mtime 200

Switch(config)#show ipv6 mld snooping

MLD Snooping :Enable

Unknown Multicast :Pass

Last Query Times  :2

Last Query Interval  :1

Global Member Age Time :200

Global Router Age Time :200

Global Report Suppression :Disable

Enable Port:

Enable VLAN:

Switch(config)#end
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Switch#copy running-config startup-config

Configuring Fast Leave

Step 1 configure

Enter global configuration mode.

Step 2 interface {fastEthernet port | range fastEthernet port-/ist | gigabitEthernet port | range
gigabitEthernet port-/ist | port-channel port-channel-id | range port-channe port-channel-list}

Enter interface configuration mode

Step 3 ipv6 mid snooping immediate-leave

Enable Fast Leave on the specified port. With Fast Leave enabled on a port, the switch will
delete the port-multicast group entry from the multicast forwarding table once the port
receives a leave message. You should only use this function when there is a single receiver
present on the port.

Step 4 show ipv6 mld snooping interface [fastEthernet [ port| port-list]1| gigabitEthernet [ port |
port-list]] basic-config

Show the basic MLD snooping configuration on the specified port(s) or of all the ports.

Step 5 end
Return to privileged EXEC mode.

Step 6 copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to enable Fast Leave on port 1/0/3:

Switch#configure

Switch(config)#ipv6 mld snooping

Switch(config)#interface gigabitEternet 1/0/3

Switch(config-if)#ipv6 mld snooping

Switch(config-if)#ipv6 mid snooping immediate-leave

Switch(config-if)##show ipv6 mld snooping interface gigabitEthernet 1/0/3 basic-config

Port MLD-Snooping Fast-Leave

Gi1/0/3 enable enable

Switch(config-if)#end

Switch#copy running-config startup-config
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Configuring Max Group and Overflow Action on the Port

Step 1 configure

Enter global configuration mode.

Step 2 interface {fastEthernet por? | range fastEthernet port-/ist | gigabitEthernet port | range
gigabitEthernet port-list | port-channel port-channel-id | range port-channe pori-channel-list}

Enter interface configuration mode

Step 3 ipv6 mld snooping max-groups maxgroup

Enter the number of multicast groups the port can join. The range is 0 to 1000.

Step 4 ipv6 mld snooping max-groups action {drop | replace}

Specify the action towards the new multicast group when the number of multicast groups the
port joined exceeds max group.

drop: Drop all subsequent membership report messages, and the port join no more new
multicast groups.

replace: Replace the existing multicast group with the lowest multicast MAC address with the
new multicast group.

Step 5 show ipv6 mld snooping interface [fastEthernet [ port | port-list ] | gigabitEthernet [ port |
port-list ]l max-groups

Show the IGMP group limitation on the specified port(s) or of all the ports.

Step 6 end
Return to privileged EXEC mode.

Step 7 copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to configure the Max Group as 500 and the Overflow
Action as Drop on port 1/0/3;

Switch#configure

Switch(config)#ipv6 mid snooping

Switch(config)#interface gigabitEternet 1/0/3

Switch(config-if)#ipv6 mid snooping

Switch(config-if)#ipv6 mid snooping max-groups 500

Switch(config-if)#ipv6 mld snooping max-groups action drop

Switch(config-if)#show ipv6 mld snooping interface gigabitEthernet 1/0/3 max-groups
Port Max-Groups Overflow-Action

Gi1/0/3 500 Drop
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Switch(config-if)#end

Switch#copy running-config startup-config

3.2.5 Configuring MLD Snooping Last Listener Query

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

configure

Enter global configuration mode.

ipv6 mid snooping last-listener query-inteval /nterval

inferval determines the interval between MASQs sent by the switch. The valid values are from
1to 5 seconds.

ipv6 mid snooping last-listener query-count num

num determines the number of MASQs sent by the switch. The valid values are from 1 to 5.

show ipv6 mld snooping

Show the basic MLD snooping configuration.

end

Return to privileged EXEC mode.

copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to configure the last listener query count as 5 and the
last listener query interval as 5 seconds:

Switch#configure

Switch(config)#ipv6 mid snooping

Switch(config)#ipv6 mld snooping last-listener query-count 5

Switch(config)#ipv6 mld snooping last-listener query-interval 5

Switch(config)#show ipv6 mld snooping

MLD Snooping :Enable

Unknown Multicast :Pass

Last Query Times 5

Last Query Interval 5

Global Member Age Time :260

Global Router Age Time :300

Global Report Suppression :Disable

Enable Port:
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Enable VLAN:
Switch(config)#end

Switch#copy running-config startup-config

3.2.6 Configuring MLD Snooping Parameters in the VLAN

Configuring Router Port Time and Member Port Time

Step 1 configure

Enter global configuration mode.

Step 2 ipv6 mld snooping vlan-config vian-id-/ist [rtime router-time | mtime member-time]

router-time is the aging time of the router ports in the specified VLAN, ranging from 60 to 600
seconds.

member-time is the aging time of the member ports in the specified VLAN, ranging from 60 to
600 seconds.

Step 3 show ipv6 mld snooping vlan vian-id

Show the basic MLD snooping configuration in the specified VLAN.

Step 4 end
Return to privileged EXEC mode.

Step 5 copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to enable MLD Snooping in VLAN 2 and VLAN 3,
configure the router port time as 500 seconds and the member port time as 400 seconds:

Switch#configure

Switch(config)#ipv6 mld snooping

Switch(config)#ipv6 mld snooping vlan-config 2-3 rtime 500
Switch(config)#ipv6 mld snooping vlan-config 2-3 mtime 400
Switch(config)#show ipv6 mld snooping vian 2

VlanId: 2

Router Time:500

Member Time:400

Static Router Port:None

Dynamic Router Port:None

Forbidden Router Port:None
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Switch(config)#show ipv6 mld snooping vlan 3

Vianld: 3

Router Time:500

Member Time:400

Static Router Port:None

Dynamic Router Port:None

Forbidden Router Port:None

Switch(config)#end

Switch#copy running-config startup-config

Configuring Static Router Port

Step 1

Step 2

Step 3

Step 4

Step 5

configure

Enter global configuration mode.

ipv6 mld snooping vlan-config vian-id-/ist [rport interface {gigabitEthernet port-list | port-
channel port-channel-id}]

port-list and port-channel-id are the static router ports in the specified VLAN.

show ipv6 mld snooping vlan vian-id

Show the basic MLD snooping configuration in the specified VLAN.

end

Return to privileged EXEC mode.

copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to enable MLD Snooping in VLAN 2 and configure port
1/0/2 as the static router port:

Switch#configure

Switch(config)#ipv6 mld snooping

Switch(config)#ipv6 mld snooping vlan-config 2 rport interface gigabitEthernet 1/0/2

Switch(config)#show ipv6 mid snooping vian 2

Vianld: 2

Router Time:0

Member Time:0

Static Router Port:Gi1/0/2
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Dynamic Router Port:None

Forbidden Router Port:None

Switch(config)#end

Switch#copy running-config startup-config

Configuring Forbidden Router Port

Step 1

Step 2

Step 3

Step 4

Step 5

configure

Enter global configuration mode.

ipv6 mid snooping vlan-config v/ian-id-/ist router-ports-forbidden interface {gigabitEthernet
port-list | port-channel port-channel-id}

port-list and port-channel-id are the ports that cannot become router ports in the specified
VLAN.

show ipv6 mld snooping vilan v/ian-id

Show the basic MLD snooping configuration in the specified VLAN.

end

Return to privileged EXEC mode.

copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to enable MLD Snooping in VLAN 2 and forbid port
1/0/4-6 from becoming router ports (port 1/0/4-6 will drop all multicast data from Layer 3

devices):

Switch#config

Switch(config)#ipv6 mid snooping

Switch(config)#ipv6é mid snooping vlan-config 2 router-ports-forbidden interface
gigabitEthernet 1/0/4-6

Switch(config)#show ipv6 mid snooping vian 2

VlanId: 2

Router Time:0

Member Time:0

Static Router Port:None

Dynamic Router Port:None

Forbidden Router Port:Gi1/0/4-6

Switch(config)#end
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Switch#copy running-config startup-config

Configuring Static Multicast (Multicast IP and Forward Port)

Step 1 configure
Enter global configuration mode.

Step 2 ipv6 mld snooping vlan-config vian-id-/ist static jp interface {gigabitEthernet port-/ist | port-
channel port-channel-id}
vian-id-list specifies the VLAN to be configured.
ip specifies the static multicast IP address.
port-list and port-channel-id specify the forward ports (member ports) bound to the static
multicast IP address in the specified VLAN.

Step 3 show ipv6 mld snooping groups static

Show the static MLD snooping configuration.

Step 4 end
Return to privileged EXEC mode.

Step 5 copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to configure ff01::1234:02 as the static multicast IP and
specify port 1/0/9-10 as the forward ports:

Switch#configure
Switch(config)#ipv6 mid snooping

Switch(config)#ipv6 mld snooping vlan-config 2 static ff01::1234:02 interface
gigabitEthernet 1/0/9-10

Switch(config)#show ipv6 mld snooping groups static

Multicast-ip VLAN-id Addr-type Switch-port
ff01:1234:02 2 static Gi1/0/9-10
Switch(config)#end

Switch#copy running-config startup-config
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3.2.7 Configuring MLD Snooping Parameters in the Multicast VLAN

Configuring Router Port Time and Member Port Time

Step 1

Step 2

Step 3

Step 4

Step 5

configure

Enter global configuration mode.

ipv6 mld snooping multi-vlan-config [v/an-id] [rtime router-time | mtime member-time]
vian-id specifies the VLAN to be created or to be configured.

router-time is the aging time of the router ports in the multicast VLAN, ranging from 60 to 600
seconds.

member-time is the aging time of the member ports in the multicast VLAN, ranging from 60 to
600 seconds.
show ipv6 mld snooping multi-vian

Show the MLD snooping configuration in the multicast VLAN.

end

Return to privileged EXEC mode.

copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to configure VLAN 5 as the multicast VLAN, set the
router port time as 500 seconds and the member port time as 400 seconds:

Switch#configure

Switch(config)#ipv6 mid snooping

Switch(config)#ipv6 mid snooping multi-vlan-config 5 rtime 500

Switch(config)#ipv6 mid snooping multi-vlan-config 5 mtime 400

Switch(config)#show ipv6 mld snooping multi-vian

Multicast Vlan:Enable

VlanId: 5

Router Time:500

Member Time:400

Replace Source IP::

Static Router Port:None

Dynamic Router Port:None

Forbidden Router Port:None

Switch(config)#end
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Switch#copy running-config startup-config

Configuring Static Router Port

Step 1

Step 2

Step 3

Step 4

Step 5

configure

Enter global configuration mode.

ipv6 mid snooping multi-vlan-config [v/ian-id] [rport interface {gigabitEthernet port-/ist |
port-channel port-channel-ia}]

vian-id specifies the VLAN to be created or to be configured.

port-list and port-channel-id are the static router ports in the multicast VLAN.

show ipv6 mild snooping multi-vian

Show the MLD snooping configuration in the multicast VLAN.

end

Return to privileged EXEC mode.

copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to configure VLAN 5 as the multicast VLAN, and set port
1/0/5 as the static router port:

Switch#configure

Switch(config)#ipv6 mld snooping

Switch(config)#ipv6 mld snooping multi-vlan-config 5 rport interface gigabitEthernet

1/0/5

Switch(config)#show ipv6 mld snooping multi-vian

Multicast Vlan:Enable

Vlan Id: 5

Router Time:300

Member Time:260

Replace Source IP::

Static Router Port:Gi1/0/5

Dynamic Router Port:None

Forbidden Router Port:None

Switch(config)#end

Switch#copy running-config startup-config
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Configuring Forbidden Router Port

Step 1

Step 2

Step 3

Step 4

Step 5

configure

Enter global configuration mode.

ipv6 mld snooping multi-vlan-config [v/an-id] router-ports-forbidden interface
{gigabitEthernet port-/ist | port-channel port-channel-id}

vian-id specifies the multicast VLAN to be configured.

port-list and port-channel-id are the ports that cannot become router ports in the multicast
VLAN.

show ipv6 mld snooping multi-vian

Show the MLD snooping configuration in the multicast VLAN.

end

Return to privileged EXEC mode.

copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to configure VLAN 5 as the multicast VLAN, and set port
1/0/6 as the forbidden router port:

Switch#configure

Switch(config)#ipv6 mid snooping

Switch(config)#ipv6 mid snooping multi-vlan-config 5 router-ports-forbidden interface
gigabitEthernet 1/0/6

Switch(config)#show ipv6 mld snooping multi-vian

Multicast Vlan:Enable

Vlanld: 5

Router Time:300

Member Time:260

Replace Source IP::

Static Router Port:None

Dynamic Router Port:None

Forbidden Router Port:Gi1/0/6

Switch(config)#end

Switch#copy running-config startup-config
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Configuring Replace Source IP

Step 1

Step 2

Step 3

Step 4

Step 5

configure

Enter global configuration mode.

ipv6 mld snooping multi-vlan-config [v/an-id] replace-sourceip jp

vian-id specifies the multicast VLAN to be configured.

ip specifies the new source IP. The switch will replace the source IP in the MLD multicast data
sent by the multicast VLAN with the IP address you enter.

show ipv6 mld snooping multi-vian

Show the MLD snooping configuration in the multicast VLAN.

end

Return to privileged EXEC mode.

copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to configure VLAN 5 as the multicast VLAN and replace
the source IP in the MLD packets sent by the switch with FE80::02FF:FFFF:FE00:0001:

Switch#configure

Switch(config)#ipv6 mid snooping

Switch(config)#ipv6 mld snooping multi-vilan-config 5 replace-sourceip
fe80::02ff:ffff:fe00:0001

Switch(config)#show ipv6 mld snooping multi-vian

Multicast Vlan:Enable

VlanId: 5

Router Time:300

Member Time:260

Replace Source IP:fe80::2ff:ffff:fe00:1

Static Router Port:None

Dynamic Router Port:None

Forbidden Router Port:None

Switch(config)#end

Switch#copy running-config startup-config
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3.2.8 Configuring the Querier

Enabling MLD Querier

Step 1 configure

Enter global configuration mode.

Step 2 ipv6 mld snooping querier vlan vian-id

vian-id specifies the VLAN to enable MLD Querier.

Step 3 show ipv6 mld snooping querier [vlan vian-id ]

Show the MLD querier configuration.

Step 4 end
Return to privileged EXEC mode.

Step 5 copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to enable MLD Snooping and MLD Querier in VLAN 4:
Switch#configure

Switch(config)#ipv6 mld snooping

Switch(config)#ipv6 mld snooping querier vian 4

Switch(config)#show ipv6 mld snooping querier

VLAN 4:

Maximum Response Time: 10

Query Interval: 60

General Query Source IP:  fe80::2ff:ffff:fe00:1

Switch(config)#end

Switch#copy running-config startup-config

Configuring Query Interval, Max Response Time and General Query Source IP

Step 1 configure

Enter global configuration mode.
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Step 2

Step 3

Step 4

Step 5

ipv6 mld snooping querier vlan vlan-id {query-interval inferval | max-response-time
response-time | general-query source-ip jp-addr}

vian-id specifies the VLAN where the querier is.
inferval is the interval between general query messages sent by the querier.

response-time is the host's maximum response time to general query messages in a range of 1
to 25 seconds.

jp-addr is the source IP address of the general query messages sent by the querier. It cannot
be a multicast address or a broadcast address.
show ipv6 mld snooping querier [vlan vian-id ]

Show the detailed MLD querier configuration.

end

Return to privileged EXEC mode.

copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to enable MLD Snooping and MLD Querier in VLAN 4, set
the query interval as 100 seconds, the max response time as 20 seconds, and the general
query source IP as fe80:: 2ff:ffff:fe00:1:

Switch#configure

Switch(config)#ipv6 mld snooping

Switch(config)#ipv6 mld snooping querier vlan 4 query-interval 100

Switch(config)#ipv6 mld snooping querier vlan 4 max-response-time 20

Switch(config)#ipv6é mld snooping querier vian 4 general-query source-ip
fe80::2ff:ffff:fe00:1

Switch(config)#show ipv6 mld snooping querier

VLAN 4:

Maximum Response Time: 20

Query Interval: 100

General Query Source IP:  fe80::2ff:ffff:fe00:1

Switch(config)#end

Switch#copy running-config startup-config
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3.2.9 Configuring Multicast Filtering

Creating Profile

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

configure

Enter global configuration mode.

ipv6 mid profile id

Create a new profile and enter profile configuration mode.

deny
permit
Configure the profile's filtering mode.

permit is similar to a whitelist, indicating that the switch only allow specific member ports to
join specific multicast groups.

deny is similar to a blacklist, indicating that the switch disallow specific member ports to join
specific multicast groups.

range start-ip end-ip

Configure the range of multicast IP to be filtered. start-jp, end-ip are the start IP and end IP of
the IP range respectively.

end

Return to privileged EXEC mode.

show ipv6 mid profile [id]
Show the detailed MLD profile configuration.

copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to configure Profile 1 so that the switch filters multicast
data sent to ff01::1234:5-ff01::1234:8:

Switch#configure

Switch(config)#ipv6 mid snooping

Switch(config)#ipv6 mlid profile 1

Switch(config-mld-profile)#deny

Switch(config-mld-profile)#range ff01::1234:5 ff01::1234:8

Switch(config-mid-profile)#show ipv6 mid profile

MLD Profile 1

deny
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range ff01::1234:5 ff01::1234:8
Switch(config)#end

Switch#copy running-config startup-config

Binding Profile to the Port

Step 1 configure

Enter global configuration mode.

Step 2 interface {fastEthernet port | range fastEthernet port-/ist | gigabitEthernet port | range
gigabitEthernet port-/ist | port-channel pori-channel-id | range port-channe port-channel-list}

Enter interface configuration mode

Step 3 ipv6 mld filter profile-id
Bind profile-id to the specified port.

Step 4 show ipv6 MLD profile [id]
Show the detailed MLD profile configuration.

Step 5 end
Return to privileged EXEC mode.

Step 6 copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to bind Profile 1 to port 1/0/2 so that port 1/0/2 filters
multicast data sent to ff01::1234:5-ff01::1234:8:

Switch#configure

Switch(config)#ipv6 mid snooping
Switch(config)#ipv6 mid profile 1
Switch(config-mlid-profile)#deny
Switch(config-mid-profile)#range ff01::1234:5 ff01::1234:8
Switch(config-mid-profile)#exit
Switch(config)#interface gigabitEthernet 1/0/2
Switch(config-if)#ipv6 mld snooping
Switch(config-if)#ipv6 mld filter 1
Switch(config-if)#show ipv6 mld profile

MLD Profile 1

deny

Configuration Guide = 400



Configuring Layer 2 Multicast

range ff01::1234:5 ff01::1234:8
Binding Port(s)
Gi1/0/2

Switch(config)#end

Switch#copy running-config startup-config

Configuring MLD Snooping
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Viewing Multicast Snooping Configurations

4.1 Using the GUI

4.1.1 Viewing IPv4 Multicast Snooping Configurations

Choose the menu Multicast > Multicast Table > IPv4 Multicast Table to view all valid
Multicast IP-VLAN-Port entries.

Figure 4-1 IPv4 Multicast Table

Search Option

Search Option (Al ~]

Muliicast IF Table
Mulicast IP VLAN ID Fonward Port
No entry in the table.

[ Refresh | | Help |
Search Option
Search Option Search for specific multicast entries by using Multicast IP, VLAN ID and Forward Port.
Multicast IP Table
Multicast IP Multicast source IP.
VLAN ID ID of the VLAN that the multicast group is in.
Forward Port All ports in the multicast group, including router ports and member ports.
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4.1.1 Viewing IPv6 Multicast Snooping Configurations

Choose the menu Multicast > Multicast Table > IPv6 Multicast Table to view all valid
Multicast IP-VLAN-Port entries.

Figure 4-2  IPv6 Multicast Table

Search Opfion
Search Option Al ™|
Multicast IP Table

Muliicast IP VLAN ID Forward Port
Mo entry in the table.

| Refresh | | Help |

4.2 Usingthe CLI

4.2.1 Viewing IPv4 Multicast Snooping Configurations

show ip igmp snooping

Displays global settings of IGMP Snooping.

show ip igmp snooping interface [ fastEthernet [ port | port-list]| gigabitEthernet [port | port-lisf] 1 {basic-
config | max-groups | packet-stat}

Displays settings of IGMP Snooping on the port(s).
port | port-list specifies the port(s) to display.

basic-config | max-groups | packet-stat displays the related IGMP configuration information.

show ip igmp snooping interface [port-channel [/agid] 1 {basic-config | max-groups}
Displays settings of IGMP Snooping on the port-channel.
lagid specifies the LAG(s) to display.

basic-config | max-groups displays the related IGMP configuration information.

show ip igmp snooping vlan [v/an-id]

Displays settings of IGMP Snooping in specific VLAN or all the VLANSs.

show ip igmp snooping multi-vian

Displays settings of IGMP Snooping in the multicast VLAN.

show ip igmp snooping groups vlan vian-id multicast_addr

Displays information of specific multicast group in the specific VLAN.
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show ip igmp snooping groups [ vlan v/an-id ] [count | dynamic | dynamic count | static | static count ]
Displays information of specific multicast group in all VLANSs or in the specific VLAN.

count: displays the number of multicast groups.

dynamic: displays information of all dynamic multicast groups.

dynamic count: displays the number of dynamic mu Iticast groups.

static: displays information of all static multicast groups.

static count: displays the number of static multicast groups.

show ip igmp snooping querier [vlan v/an-id ]

Displays information of IGMP Querier in all VLANs or in the specific VLAN.

show ip igmp profile [id]

Displays settings in all profiles or in the specific profile.

clear ip igmp snooping statistics

Clear all statistics of all IGMP packets.
4.2.2 Viewing IPv6 Multicast Snooping Configurations

show ipv6 mid snooping

Displays global settings of MLD Snooping.

show ipv6 mid snooping interface [ fastEthernet [port | port-lisf] | gigabitEthernet [port | port-/isf] 1 {basic-
config | max-groups | packet-stat}

Displays settings of MLD Snooping on the port.
port | port-list: specifies the port(s) to display.

basic-config | max-groups | packet-stat displays the related MLD configuration information.

show ipv6 mid snooping interface [port-channel [/agid] ] {basic-config | max-groups}
Displays settings of MLD Snooping on the port-channel.
lagid: specifies the LAG(s) to display.

basic-config | max-groups. displays the related MLD configuration information.

show ipv6 mld snooping vlan [v/an-id]

Displays settings of MLD Snooping in specific VLAN or all the VLANSs.

show ipv6 mid snooping multi-vian

Displays settings of MLD Snooping in the multicast VLAN.

show ipv6 mid snooping groups vlan vian-id multicast_addr

Displays information of specific multicast group in the specific VLAN.
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show ipv6 mld snooping groups [vlan v/an-id ] [count | dynamic | dynamic count | static | static count ]
Displays information of specific multicast group in all VLANSs or in the specific VLAN.

count displays the number of multicast groups.

dynamic displays information of all dynamic multicast groups.

dynamic count displays the number of dynamic multicast groups.

static displays information of all static multicast groups.

static count displays the number of static multicast groups.

show ipv6 mld snooping querier [vlan v/an-id]

Displays information of MLD Querier in all VLANs or in the specific VLAN.

show ipv6 mid profile [id]

Displays settings in all profiles or in the specific profile.

clear ipv6 mld snooping statistics

Clear all statistics of all MLD packets.
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5 Configuration Examples

5.1 Example for Configuring Basic IGMP Snooping

5.1.1 Network Requirements
Host B, Host C and Host D are in the same VLAN of the switch. All of them want to receive
multicast data sent to multicast group 225.1.1.1.

As shown in the following topology, Host B, Host C and Host D are connected to port
1/0/1, port 1/0/2 and port 1/0/3 respectively. Port 1/0/4 is the router port connected to the
multicast querier.

Figure 5-1  Network Topology for Basic IGMP Snooping

Source l

Gi1/0/4
Gi1/0/3

Querier

Gi1/0/1

Gi1/0/2

Host D

Host B Host C L
Receiver Receiver Receiver
VLAN 10 VLAN 10 VLAN 10

5.1.2 Configuration Scheme

®  Enable IGMP Snooping globally and on the port.
B Add the three member ports and the router port to a VLAN and configure their PVIDs.
=  Enable IGMP Snooping in the VLAN.
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Demonstrated with T2500G-10MPS, this section provides configuration procedures in two
ways: using the GUI and using the CLI.

5.1.3 Using the GUI

1) Choose the menu Multicast > IGMP Snooping > Snooping Config to load the following
page. Enable IGMP Snooping globally, and keep the default values in the Router Port
Time and Member Port Time fields.

Figure 5-2  Configure IGMP Snooping Globally

Global Config
IGMP Snooping ®* Enable Disable
Lnknown Multicast * Forward Discard

Report Message Suppression Enable ™ Disahle

Router Port Time 300 ||sec (80-600) Apply
Member Port Time 260 | |sec (650-500)
Last Listener Query Interval: |1 | secs(1-5)
Last Listener Query Count: |2 | (1-5)
IGMF Snooping Status
Description Member
Enable ports 101
Enable VLAN
[ Refresh ] [ Help ]

2) Choose the menu Multicast > IGMP Snooping > Port Config to load the following page.
Enable IGMP Snooping on port 1/0/1-4.
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Figure 5-3 Enable IGMP Snooping on the Ports

Port Config

UNIT: 1| LAGS

Select Part IGMP Snooping Fast Leave LAG

S

i 101 Disable Disable —

o 1/012 Disable Disable =

i 1/013 Disable Disable =

i 1/0/4 Disable Disable =
1/05 Disable Disable —
1/0/5 Disable Disable —
107 Disable Disable —
1/0/8 Disable Disable —
1/0/9 Disable Disable —
1/0M0 Disable Disable —

[ an || Appy || [ Heip |

3) Choose the menu VLAN > 802.1Q VLAN > Port Config to load the following page. For
port 1/0/1-4, configure the link type as General and the PVID as 10.

Figure 5-4  Configure Link Type and PVID

V0LAN Port Config
UMIT: 1 LAGS

Select Port Link Type PYID LAG WVLAN
rd 1/0M1 ACCESS 1 = Detail
f 1/0:2 ACCESS 1 - Detail
' 1/043 ACCESS 1 - Detail
o 1/0/4 ACCESS 1 = Detail
1/0/5 ACCESS 1 - Detail
1/0/6 ACCESS 1 - Detail
1107 ACCESS 1 — Detail
1/0/3 ACCESS 1 - Detail
1/0/M4 ACCESS 1 — Detail
1/0M0 ACCESS 1 - Detail
| an || Appy || [ Help |

4) Choose the menu VLAN > 802.1Q VLAN > VLAN Config and click Create to load the
following page. Create VLAN 10 and add Untagged port 1/0/1-3 and Tagged port 1/0/4
to VLAN 10.
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Figure 5-5 Create VLAN and Add Member Ports

WLAM Info
VLAN ID: (2-4094)
Name : MLAN1D || (16 characters maximum)

Untagged port
UNIT: 1| LAGS

A EEE

Loan | [ clear |

Tagged port
UNIT: 1 LAGS

i i [ i R

| A | [ clear | |[ Apply || [ Help |

E Unselected Portis) E Selected Portis) E Mot Available for Selection

5) Choose the menu Multicast > IGMP Snooping > VLAN Config to load the following
page. Enable IGMP Snooping in VLAN 10. Keep 0 as the Router Port Time and Member
Port Time, which means the global settings will be used.

Figure 5-6 Enable IGMP Snooping in the VLAN

VLAN Config
VLAN ID: (1-4094)
Router Port Time: Cl sec (0,60-600, recommend: 300)

MemberPortTime: 0| sec(D,60-500, recommend: 260)

6) Click Save Config to save the settings.

5.1.4 Using the CLI

1) Enable IGMP Snooping globally.
Switch#configure
Switch(config)#ip igmp snooping

2) Enable IGMP Snooping on port 1/0/1-4.
Switch(config)#interface range gigabitEthernet 1/0/1-4
Switch(config-if-range)#ip igmp snooping

Switch(config-if-range)#exit
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3)

4)

5)

6)

7)

Create VLAN 10.
Switch(config)#vlan 10
Switch(config-vlan)#name vlan10

Switch(config-vian)#exit

For port 1/0/1-3, set the link type as General, and the PVID as 10. Then add the ports to
VLAN 10 as untagged ports.

Switch(config)#interface range gigabitEthernet 1/0/1-3
Switch(config-if-range)#switchport mode general
Switch(config-if-range)#switchport pvid 10
Switch(config-if-range)#switchport general allowed vlan 10 untagged

Switch(config-if-range)#exit

For port 1/0/4, set the link type as General, and the PVID as 10. Then add the ports to
VLAN 10 as tagged ports.

Switch(config)#interface gigabitEthernet 1/0/4
Switch(config-if)#switchport mode general
Switch(config-if)jtswitchport pvid 10
Switch(config-if}#switchport general allowed vlan 10 tagged

Switch(config-if)#exit

Enable IGMP Snooping in VLAN 10.
Switch(config)#ip igmp snooping vlan-config 10
Save the settings.

Switch(config)#end

Switch#copy running-config startup-config

Verify the Configurations

Show members in the VLAN:
Switch(config)#show vlan brief

VLAN Name Status Ports

1 System-VLAN active Gi1/0/1, Gi1/0/2, Gi1/0/3, Gi1/0/4,

Gi1/0/9, Gi1/0/10
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5.2

5.2.1

5.2.2

5.2.3

10 vlan10 active Gi1/0/1, Gi1/0/2, Gi1/0/3, Gi1/0/4
Show status of IGMP Snooping globally, on the ports and in the VLAN:
Switch(config)#show ip igmp snooping

IGMP Snooping :Enable

Unknown Multicast  :Pass

Last Query Times 2

Last Query Interval 1

Global Member Age Time :260

Global Router Age Time  :300

Global Report Suppression :Disable

Global Authentication Accounting:Disable

Enable Port:Gi1/0/1-4

Enable VLAN:10

Example for Configuring Multicast VLAN

Network Requirements

Host B, Host C and Host D are in three different VLANs of the switch. All of them want to
receive multicast data sent to multicast group 225.1.1.1.

Configuration Scheme

Create a multicast VLAN and add the router port and ports connected to multicast
members to the multicast VLAN. In this case, all multicast data will only be processed in the
multicast VLAN.

Network Topology

As shown in the following network topology, Host B, Host C and Host D are connected to
port 1/0/1, port 1/0/2 and port 1/0/3 respectively. Port 1/0/1, port 1/0/2 and port 1/0/3
belong to VLAN 10, VLAN 20 and VLAN 30 respectively. Port 1/0/4 is connected to the
multicast network in the upper layer network. These 4 ports are all Untagged ports.
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Figure 5-7 Network Topoloy for Multicast VLAN

Source l

Gi1/0/4

Querier

VLAN 40

Gi1/0/1

Gi1/0/2

Host B Host C Hosg D
Receiver Receiver Receiver

Demonstrated with T2500G-10MPS, this section provides configuration procedures in two
ways: using the GUI and using the CLI.

5.2.4 Using the GUI

1) Choose the menu Multicast > IGMP Snooping > Snooping Config to load the following
page. Enable IGMP Snooping globally, and keep the default values in the Router Port
Time and Member Port Time fields.
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Figure 5-8 Configure IGMP Snooping Globally

Global Config
IGMP Snoaping ® Enable Disable
Unknown hulticast * Forward Discard
Report Message Suppression Enable '® Disable
Router Port Time |3IIIIII | sec (60-600)
Member Port Time 260 | |sec (60-600)
Last Listener Query Interval: |1 | secs(1-5)
Last Listener Query Count: |2 | (1-58)

IGMP Snooping Status

Description Member
Enable ports 101
Enable WVLAN

[Refresh] [ Help ]

2) Choose the menu Multicast > IGMP Snooping > Snooping Config to load the following
page. Enable IGMP Snooping on port 1/0/1-4.

Figure 5-9 Configure IGMP Snooping Globally

Port Config
UNIT: 1| LAGS
Select Port IGMP Snooping Fast Leave LAG
—
' 101 Disable Disable -
i 1/012 Disable Disable =
o 1/0/3 Disable Disable —
i 1/0/4 Disable Disable =
110/ Disable Disable -
1/0/6 Disable Disable —
107 Disable Disable —
1/0/8 Disable Disable —
1/0/9 Disable Disable —
1/0M0 Disable Disable —

LA | [_aeely ]| [ He |

3) Choose the menu VLAN > 802.1Q VLAN > Port Config to load the following page.
Configure the link type of port 1/0/1-4 as General. Configure the PVID of port 1/0/1 as
10, port 1/0/2 as 20, port 1/0/3 as 30 and port 1/0/4 as 40.
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Figure 5-10 Configure Link Type and PVID

V0LAN Port Config
UNIT: 1 LAGS

Select Port Link Type PVID LAG WLAMN
O [ 7] |

oA GENERAL 10 — Detail
O 1or GENERAL 20 — Detail
L 1003 GENERAL 30 - Detail
O 104 GENERAL 40 — Detail
O 105 ACCESS 1 — Detail
1o ACCESS 1 — Detail
(I Vi1 7 ACCESS 1 — Detail
L 1om ACCESS 1 — Detail
C 1om@ ACCESS 1 — Detail
] 1010 ACCESS 1 — Detail

| an | [ Apply | [ Hep |

4) Choose the menu VLAN > 802.1Q VLAN > VLAN Config and click Create to load the
following page. Create VLAN 40 and add port 1/0/1-4 to VLAN 40 as untagged ports.
Create VLAN 10, 20, and 30. Add port 1/0/1 to VLAN 10, port 1/0/2 to VLAN 20, and port
1/0/3 to VLAN 30 as untagged ports.

Figure 5-11 Create VLAN and Add Member Ports

WLAN Info
VLAN ID: 2-4004)
Mame : |r-.-1—VLAN | (16 characters maximumy)

Untagged port
UMNIT: 1 LAGS

EEEEIETE

[ a1 ] [ clear ]

Tagged port
UMNIT: 1 LAGS

i P [ - - -

[ an ] [ clear | |[ apply || [ Hep

E Unselected Portis) E Selected Porti(s) E Mot Available for Selection
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Figure 5-12 VLAN Configurations

Vlan Table
Select VLAN_ID Mame Members Operation
1 System-VLAN 1/0/1-10 Edit | Detail
10 VLANTO 101 Edit | Detail
20 WVLANZ20 1/0/2 Edit | Detail
30 WLAN30 1/0/3 Edit | Detail
40 M-VLAN 1/0/1-4 Edit | Detail

[ a1 | [ create| [ Deete | [ Help |

5) Choose the menu Multicast > IGMP Snooping > Multicast VLAN to load the following
page. Enable Multicast VLAN and configure VLAN 40 as the multicast VLAN. Keep
Router Port Time and Member Port Time as 0.

Figure 5-13 Create Multicast VLAN

Multicast WLAMN
Multicast VLAN: ®* Enable Disable
VLAN ID: 40 | |(z-4094)
Apply
Router Port Time: 0] | |sec (0,60-500, recommend: 300)
eip
Member Port Time: o | |sec (0.60-500, recommend: 260)
Replace Source IF: |D.D.D.D | (format.192.168.0.1)

6) Click Save Config to save the settings.

5.2.5 Using the CLI

1) Enable IGMP Snooping Globally.
Switch#configure
Switch(config)#ip igmp snooping

2) Enable IGMP Snooping on port 1/0/1-4.
Switch(config)#interface range gigabitEthernet 1/0/1-4
Switch(config-if-range)#ip igmp snooping
Switch(config-if-range)#exit

3) Create VLAN 10, 20, 30 and 40.

Switch(config)#vlan 10
Switch(config-vlan)#name vlan10
Switch(config)#vlan 20
Switch(config-vlan)#name vlan20

Switch(config)#vlan 30
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4)

5)

6)

7)

Switch(config-vlan)#name vlan30
Switch(config)#vlan 40
Switch(config-vlan)#name m-vlan

Switch(config-vian)#exit

For port 1/0/1, set the link type as General, and the PVID as 10. Add the port to VLAN 10
and VLAN 40 as untagged port.

Switch(config)#interface range gigabitEthernet 1/0/1
Switch(config-if)jfswitchport mode general
Switch(config-if)#switchport pvid 10

Switch(config-if)#switchport general allowed vian 10,40 untagged

Switch(config-if)#exit

For port 1/0/2, set the link type as General, and the PVID as 20. Add the port to VLAN 20
and VLAN 40 as untagged port.

Switch(config)#interface range gigabitEthernet 1/0/2
Switch(config-if)#switchport mode general
Switch(config-if)jtswitchport pvid 20

Switch(config-if)#switchport general allowed vlan 20,40 untagged

Switch(config-if)#exit

For port 1/0/3, set the link type as General, and the PVID as 30. Add the port to VLAN 30
and VLAN 40 as untagged port.

Switch(config)#interface range gigabitEthernet 1/0/3
Switch(config-if)#switchport mode general
Switch(config-if)jtswitchport pvid 30

Switch(config-if)jtswitchport general allowed vlan 30,40 untagged

Switch(config-if)#exit

For port 1/0/4, set the link type as General, and the PVID as 40. Then add the ports to
VLAN 40 as untagged ports.

Switch(config)#interface gigabitEthernet 1/0/4
Switch(config-if)j#switchport mode general
Switch(config-if)jtswitchport pvid 40
Switch(config-if)#switchport general allowed vlan 40 untagged

Switch(config-if)#exit
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8) Enable Multicast VLAN and configure VLAN 40 as the multicast VLAN.
Switch(config)#ip igmp snooping multi-vlan-config 40

9) Save the settings.
Switch(config)#end

Switch#copy running-config startup-config

Verify the Configurations

Switch(config)#show vlan brief

VLAN Name Status Ports

1 System-VLAN active Gi1/0/1, Gi1/0/2, Gi1/0/3, Gi1/0/4,

Gi1/0/9, Gi1/0/10

10 vlan10 active Gi1/0/1
20 vlan20 active Gi1/0/2
30 vlan30 active Gi1/0/3
40 m-vlan active Gi1/0/1, Gi1/0/2, Gi1/0/3, Gi1/0/4

Show status of IGMP Snooping globally, on the ports and in the multicast VLAN:
Switch(config)#show ip igmp snooping
IGMP Snooping :Enable

Unknown Multicast  :Pass

Last Query Times  :2

Last Query Interval 1

Global Member Age Time :260

Global Router Age Time  :300

Global Report Suppression :Disable
Global Authentication Accounting:Disable
Enable Port:Gi1/0/1-4

Enable VLAN:Multicast VLAN 40
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5.3

5.3.1

Example for Configuring Unknown Multicast and Fast Leave

Network Requirement
A user experiences lag when he is changing channel on his IPTV. He wants solutions to

this problem. As shown in the following network topology, port 1/0/4 on the switch is
connected to the upper layer network, and port 1/0/2 is connected to Host B.

Figure 5-14 Network Topology for Unknow Multicast and Fast Leave

Source

Querier

|

Gi1/0/4

VLAN 10 * Gi1/0/2

Host B
Receiver

5.3.2 Configuration Scheme

After the channel is changed, the client (Host B) still receives irrelevant multicast data,
the data from the previous channel and possibly other unknown multicast data, which
increases the network load and results in network congestion. The solution to this problem
is using Unknown Multicast and Fast Leave.

To avoid Host B from receiving irrelevant multicast data, the user can enable Fast Leave
on port 1/0/2 and enable Unknown Multicast globally. To change channel, Host B sends a
leave message about leaving the previous channel. The switch will then drop multicast data
from the previous channel and all unknown multicast data, which ensures that Host B only
receives multicast data from the new channel and that the multicast network is unimpeded.
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Demonstrated with T2500G-10MPS, this section provides configuration procedures in two
ways: using the GUI and using the CLI.

5.3.3 Using the GUI

1) Choose the menu Multicast > IGMP Snooping > Snooping Config to load the following
page. Enable IGMP Snooping globally and configure Unknown Multicast as Discard.

Figure 5-15 Configure IGMP Snooping Globally

Global Config
IGMP Snooping ® Enable Disable
Unknown Multicast Forward " Discard
Report Message Suppression Enahble "® Disahle
Router Port Time 1300 | sec (60-600)
Member Port Time 260 | sec (60-500)
Last Listener Query Interval: |1 | secs(1-5)
Last Listener Query Count: |2 | (1-5)

IGMP Snooping Status

Description Member
Enable ports 1/0M1-4
Enable WVLAN Multicastvlan 40
[ Refresh ] [ Help ]
@ Note:

IGMP Snooping and MLD Snooping share the setting of Unknown Multicast, so you have to
enable MLD Snooping globally on the Multicast > MLD Snooping > Snooping Config page at
the same time.

2) Choose the menu Multicast > IGMP Snooping > Port Config to load the following page.
Enable IGMP Snooping on port 1/0/2 and port 1/0/4 and enable Fast Leave on port
1/0/2.
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Figure 5-16 Configure IGMP Snooping Globally

Paort Config

UMIT: 1 LAGS

Select Port IGMP Snooping Fast Leave LAG

[ 7] [ -]

1/0A1 Disable Disable —

| 1072 Enable Enable | —
1/0/3 Disable Disable —

| 1/0/4 Enable Disable | —
1/0/5 Disable Disable —
1/0/5 Disable Disable —
10 Disable Disable —
1/0/8 Disable Disable —
1/0/9 Disable Disable —
1/0M10 Disable Disable —

[ an ] [ Apply | [ Help |

3) Choose the menu Multicast > IGMP Snooping > VLAN Config to load the following
page. Enable IGMP Snooping in VLAN 10.

Figure 5-17 Enable IGMP Snooping in the VLAN

WVLAN Config
VLAN ID: (1-4004)
Router Port Time: D sec (0,60-600, recommend: 300)

Member Port Time: Cl sec (0,60-600, recommend: 260)

4) Click Save Config to save the settings.

5.3.4 Using the CLI

1) Enable IGMP Snooping Globally.
Switch#configure
Switch(config)#ip igmp snooping

2) Configure Unknown Multicast as Discard globally.

Switch(config)#ip igmp snooping drop unknown

3) Enable IGMP Snooping on port 1/0/2 and enable Fast Leave. On port 1/0/4, enable IGMP
Snooping.

Switch(config)#interface gigabitEthernet 1/0/2
Switch(config-if)#ip igmp snooping
Switch(config-if)#ip igmp snooping immediate-leave

Switch(config-if)#exit
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4)

5)

Switch(config)#interface gigabitEthernet 1/0/4
Switch(config-if)#ip igmp snooping
Switch(config-if)#exit

Enable IGMP Snooping in VLAN 10.
Switch(config)#ip igmp snooping vlan-config 10
Save the settings.

Switch(config)#end

Switch#copy running-config startup-config

Verify the Configurations

Show global settings of IGMP Snooping:
Switch(config)#show ip igmp snooping
IGMP Snooping :Enable

Unknown Multicast  :Discard

Last Query Times  :2

Last Query Interval 1

Global Member Age Time :260

Global Router Age Time  :300

Global Report Suppression :Disable
Global Authentication Accounting:Disable
Enable Port:Gi1/0/2,1/0/4

Enable VLAN:10

Show settings of IGMP Snooping on port 1/0/2:

Configuration Examples

Switch(config)#show ip igmp snooping interface gigabitEthernet 1/0/2 basic-config

Port IGMP-Snooping Fast-Leave

Gi1/0/2 enable enable
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5.4 Example for Configuring Multicast Filtering

5.4.1 Network Requirements

Host B, Host C and Host D are in the same subnet. Host C and Host D only receive multicast
data sent from 225.0.0.1, while Host B receives all multicast data except the one sent from
225.0.0.2.

5.4.2 Configuration Scheme

With the functions for managing multicast groups, whitelist and blacklist mechanism (profile
binding), the switch can only allow specific member ports to join specific multicast groups
or forbid specific member ports to join specific multicast groups. You can achieve this
filtering function by creating a profile and binding it to the corresponding member port.

5.4.3 Network Topology

As shown in the following network topology, Host B is connected to port 1/0/1, Host C is
connected to port 1/0/2 and Host D is connected to port 1/0/3. They are all in VLAN 10.

Figure 5-18 Network Topology for Multicast Filtering

Source

Querier
Gi1/0/4
Gi1/0/1 Gi1/0/3
Gi1/0/2
Host B Host C Hosg D
Receiver Receiver Receiver

VLAN 10
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Demonstrated with T2500G-10MPS, this section provides configuration procedures in two
ways: using the GUI and using the CLI.

5.4.4 Using the GUI

1) Choose the menu Multicast > IGMP Snooping > Snooping Config to load the following
page. Enable IGMP Snooping globally, and keep the default values in the Router Port
Time and Member Port Time fields.

Figure 5-19 Configure IGMP Snooping Globally

Global Config
IGMP Snooping ® Enable Disahle
Unknown Multicast * Forward Discard

Report Message Supprassion Enable "™ Disahble

Router Port Time 300 ||sec (60-500) Apply
Member Port Time 260 | |sec (50-600)
Last Listener Query Interval: |1 | secs(1-5)
Last Listener Query Count: |2 | (1-5)
IGMP Snooping Status
Description Member
Enable ports 101
Enable YLAN
[ Refresh ] [ Help ]

2) Choose the menu Multicast > IGMP Snooping > Port Config to load the following page.
Enable IGMP Snooping on port 1/0/1-4.
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Figure 5-20 Enable IGMP Snooping on the Port

Part Config

UNIT: 1| LAGS

Select Port IGMP Snooping Fast Leave LAG

—

i 101 Disable Disable —

' 1002 Disable Disable —

o 1/013 Disable Disable =

i 1/0/4 Disable Disable =
1/05 Disable Disable —
1/0/6 Disahle Disahle —
107 Disable Disable —
1/0/8 Disable Disable —
1/0/8 Disable Disable —
1/0M0 Disable Disable —

[ A || Appy || [ Hep |

3) Choose the menu VLAN > 802.1Q VLAN > Port Config to load the following page. For
port 1/0/1-4, configure the link type as General and the PVID as 10.

Figure 5-21 Configure Link Type and PVID

V0LAN Port Config
UNIT: 1 LAGS

Select Port Link Type PYID LAG WLAN
' 1/0M1 ACCESS 1 - Detail
o 1/0:2 ACCESS 1 = Detail
o 1/043 ACCESS 1 - Detail
' 1/0/4 ACCESS 1 - Detail
11045 ACCESS 1 — Detail
1/0/ ACCESS 1 - Detail
1067 ACCESS 1 — Detail
1/0/3 ACCESS 1 - Detail
1/0/4 ACCESS 1 - Detail
1/0M10 ACCESS 1 — Detail
| an | ][ Appy || [ Hep |

4) Choose the menu VLAN > 802.1Q VLAN > VLAN Config and click Create to load the
following page. Create VLAN 10 and add Untagged port 1/0/1-3 and Tagged port 1/0/4
to VLAN 10.
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Figure 5-22  Create VLAN and Add Member Ports

WLAM Info
VLAN ID: (2-4094)
Name : MLAN1D || (16 characters maximum)

Untagged port
UNIT: 1| LAGS

A EEE

Loan | [ clear |

Tagged port
UNIT: 1 LAGS

i i [ i R

| A | [ clear | |[ Apply || [ Help |

E Unselected Portis) E Selected Portis) E Mot Available for Selection

5) Choose the menu Multicast > IGMP Snooping > VLAN Config to load the following
page. Enable IGMP Snooping in VLAN 10. Keep 0 as the Router Port Time and Member
Port Time, which means the global settings will be used.

Figure 5-23 Enable IGMP Snooping in the VLAN

VLAN Config
VLAN D: (1-4094)
Router Port Time: I:l sec (0,60-600, recommend: 300)

MemberPortTime: | sec (0,60-600, recommand: 260)
6) Specify the multicast data that Host C and Host D can receive.

a. Choose the menu Multicast > IGMP Snooping > Profile Config to load the following
page. Create Profile 1, select Permit as the Mode and click Create.

Figure 5-24  Create Profile 1

Profile Creation
Profile 10 |1 | {1-898)
-
Mode: ® Permit ' Deny

b. Choose the menu Multicast > IGMP Snooping > Profile Config to load the following
page.
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Figure 5-25 Edit Add IP-range in Profile 1

Profile mode
Profile ID: i |
Mode: | Permit \a
Add IP-range
Start IP: |225.|II.|:I.1 | (Format:225.0.0.1) Add
End IP: 1225.0.0.1 |[(Format:225.0.0.1) Delete

IP-range Table
Select Index Start IF End IF
Mo entry in the table.

| a1 | [ peete | | Back | | Help |

c. Choose the menu Multicast > IGMP Snooping > Profile Binding to load the
following page. Select port 1/0/2 and port 1/0/3, enter 1 in the Profile ID field and
click Apply to bind Profile 1 to these ports.

Figure 5-26  Bind Profile 1 to Port 1/0/2 and Port 1/0/3

Profile and Max Group Binding
UNIT: 1 LAGS

Select Por Profile 1D Max Group Owverflow Action LAG
L | || v
101 12 Drap — ClearBinding
" 102 52 Drap — ClearBinding
i 1003 512 Drop — ClearBinding
1/0/4 12 Drap — ClearBinding
1/0/5 512 Drop — ClearBinding
1/0/5 12 Drop — ClearBinding
107 512 Drap — ClearBinding
1/0/8 512 Drop — ClearBinding
1/0/9 12 Drap — ClearBinding
1/0M10 512 Drop — ClearBinding
[ A ] |[ apply ]| [ Hep |

7) Specify the multicast data that Host B can receive.

a. Choose the menu Multicast > IGMP Snooping > Profile Config to load the following
page. Create Profile 2, select Deny as the Mode and click Create.
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Figure 5-27  Profile 2

Profile Creation

Profile ID: 2 | (1-999)

Made: Permit ® Deny

b. Choose the menu Multicast > IGMP Snooping > Profile Config to load the following
page. In the IGMP Profile Info table, click Edit in the Profile 2 entry, enter 225.0.0.2 in
both Start IP and End IP fields, and click Add.

Figure 5-28 Edit Add IP-range in Profile 2

Profile mode
Profile ID: 2 |
Mode: | Deny \
Add IP-range
Start IP: |225.IZI.IZI.2 | (Format:225.0.0.1) Add
End IF: 1225.0.0.2 | |(Format:225.0.0.1) Delete

IP-range Table
Select Index StartIP End IF
Mo entry in the table.

| an | [ pelete | [ Back | | Heip |

c. Choose the menu Multicast > IGMP Snooping > Profile Binding to load the
following page. Select port 1/0/1, enter 2 in the Profile ID field and click Apply to
bind Profile 2 to this port.

Configuration Guide = 427



Configuring Layer 2 Multicast Configuration Examples

Figure 5-29 Bind Profile 2 to Port 1/0/1

Profile and Max Group Binding
UMIT: 1 LAGS

Select Port Frofile ID Max Group Overflow Action  LAG
2 ! | | v

' 101 512 Drop - ClearBinding
11002 1 512 Drop - ClearBinding
11003 1 512 Drop - ClearBinding
1/0/4 512 Drop - ClearBinding
1/0/5 512 Drop - ClearBinding
1/0/6 512 Drop - ClearBinding
1107 512 Drop - ClearBinding
1/0/8 512 Drop - ClearBinding
1/0/9 512 Drop - ClearBinding
1/0/10 512 Drop - ClearBinding

[ an | |[ apply ||| Hep |

8) Click Save Config to save the settings.

5.4.5 Using the CLI

1) Enable IGMP Snooping Globally.
Switch#configure

Switch(config)#ip igmp snooping

2) Enable IGMP Snooping on port 1/0/1-4.
Switch(config)#interface range gigabitEthernet 1/0/1-4
Switch(config-if-range)#ip igmp snooping
Switch(config-if-range)#exit

3) Create VLAN 10.

Switch(config)#vlan 10
Switch(config-vlan)#name vlan10

Switch(config-vlan)#exit

4) For port 1/0/1-3, set the link type as General, and the PVID as 10. Then add the ports to
VLAN 10 as untagged ports.

Switch(config)#interface range gigabitEthernet 1/0/1-3
Switch(config-if-range)#switchport mode general
Switch(config-if-range)#switchport pvid 10

Switch(config-if-range)#switchport general allowed vian 10 untagged
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5)

6)

7)

8)

9)

Switch(config-if-range)#exit

For port 1/0/4, set the link type as General, and the PVID as 10. Then add the ports to
VLAN 10 as tagged ports.

Switch(config)#interface gigabitEthernet 1/0/4
Switch(config-if}#switchport mode general
Switch(config-if)jtswitchport pvid 10
Switch(config-if)jtswitchport general allowed vian 10 tagged

Switch(config-if)#exit
Enable IGMP Snooping in VLAN 10.

Switch(config)#ip igmp snooping vlan-config 10

Create Profile 1, configure the mode as permit, and add an IP range with both start IP
and end IP being 225.0.0.1.

Switch(config)#ip igmp profile 1
Switch(config-igmp-profile)#permit
Switch(config-igmp-profile)#range 225.0.0.1 225.0.0.1
Switch(config-igmp-profile)#exit

Bind Profile 1 to Port 1/0/2 and Port 1/10/3.
Switch(config)#interface range gigabitEthernet 1/0/2-3
Switch(config-if-range)#ip igmp filter 1
Switch(config-if-range)#exit

Create Profile 2, configure the mode as deny, and add an IP range with both start IP and
end IP being 225.0.0.2.

Switch(config)#ip igmp profile 2
Switch(config-igmp-profile)#deny
Switch(config-igmp-profile)#range 225.0.0.2 225.0.0.2

Switch(config-igmp-profile)#exit

10)Bind Profile 2 to Port 1/0/1.

Switch(config)#interface gigabitEthernet 1/0/1
Switch(config-if)#ip igmp filter 2

Switch(config-if)#exit

11)Save the settings.

Switch(config)#end
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Switch#copy running-config startup-config

Verify the Configurations

Show global settings of IGMP Snooping:
Switch(config)#show ip igmp snooping
IGMP Snooping :Enable

Unknown Multicast  :Pass

Last Query Times  :2

Last Query Interval  :1

Global Member Age Time :260

Global Router Age Time  :300
Global Report Suppression :Disable
Global Authentication Accounting: Disable
Enable Port:Gi1/0/1-4
Enable VLAN:10
Show all profile bindings:
Switch(config)#show ip igmp profile
IGMP Profile 1

permit

range 225.0.0.1 225.0.0.1

Binding Port(s)

Gi1/0/2-3
IGMP Profile 2

deny

range 225.0.0.2 225.0.0.2

Binding Port(s)

Gi1/0/1
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6 Appendix: Default Parameters

6.1 Default Parameters for IGMP Snooping

Table 6-1 Default Parameters of IGMP Snooping

Function Parameter Default Setting
IGMP Snooping Disabled
Unknown Multicast Forward
Report Message Suppression Disabled
Globgl Settings of IGMP Router Port Time 300 seconds
Snooping
Member Port Time 260 seconds
Last Listener Query Interval 1 second
Last Listener Query Count 2
. . IGMP Snooping Disabled
IGMP Snooping Settings on
the Port .
Fast Leave Disabled
Enable or Not Disabled
IGMP Snooping Settings in the Router Port Time 0, use global settings.
VLAN
Member Port Time 0, use global settings.
Multicast VLAN None
Router Port Time 0, use global settings.
Multicast VLAN ) )
Member Port Time 0, use global settings.
Replace Source IP 0.0.0.0, indicating no
replacement.
Enable or Not Disabled
Query Interval 60 seconds
IGMP Snooping Querier
Max Response Time 10 seconds
General Query Source IP 192.168.0.1
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Function Parameter

. Global Settings of IGMP Accounting
IGMP Accounting and

Authentication o
IGMP Authentication

6.2 Default Parameters for MLD Snooping

Table 6-2 Default Parameters of MLD Snooping
Function Parameter
MLD Snooping
Unknown Multicast

Report Message Suppression

Global Settings of IGMP

. Router Port Time
Snooping

Member Port Time
Last Listener Query Interval
Last Listener Query Count
MLD Snooping
MLD Snooping on the Port
Fast Leave
Enable or Not
MLD Snooping in the VLAN Router Port Time
Member Port Time
Multicast VLAN
Router Port Time
Multicast VLAN

Member Port Time

Replace Source IP

Appendix: Default Parameters

Default Setting

Disabled

Disabled

Default Setting
Disabled
Forward
Disabled

300 seconds
260 seconds

1 second

Disabled

Disabled

Disabled

0, use global settings.
0, use global settings.
None

0, use global settings.
0, use global settings.

i1, indicating no replacement.
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Function

IGMP Snooping Querier

Parameter

Enable or Not

Query Interval

Max Response Time

General Query Source IP

Appendix: Default Parameters

Default Setting
Disabled
60 seconds

10 seconds

FE80::02FF:FFFF:FE00:0001
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1

1.1

DHCP VLAN Relay

Overview

Since the DHCP client requests a dynamic IP address via broadcast, the basic network
model of DHCP requires that the client and the server should be on the same LAN (on the
same subnet and VLAN). Therefore, each LAN should be equipped with a DHCP server,
thus increasing the costs of network construction.

DHCP VLAN relay helps DHCP clients to obtain IP addresses when these clients are in
different VLANs with the DHCP server.

The switch with DHCP VLAN Relay enabled acts as a relay agent between the DHCP client
and the DHCP server. If the client and the DHCP server are not in the same VLAN, the
switch will forward the client's requests to the DHCP server through the default agent
interface, and forward the DHCP server's response to the client. Through this mechanism,
the client can get IP addresses from the DHCP server.

For T2500G-10MPS, you can set the management VLAN as the default agent interface and
specify the VLANs that can use the default agent interface to get IP addresses from the
DHCP server.

For example, as the following figure shows, you can configure that only the clients in VLAN
10 and VLAN 20 can get IP addresses from the DHCP server but the clients in VLAN 30
cannot.

Figure 1-1  Application Scenario of DHCP VLAN Relay

DHCP Server
192.168.1.1/24

&
e

DHCP Clients
VLAN 20
192.168.1.0/24

Switch
DHCP Relay

$3$
3

VLAN 10
192.168.1.0/24

&
e

VLAN 30
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2 DHCP VLAN Relay Configuration

To complete DHCP VLAN Relay configuration, follow these steps:
1) Enable DHCP Relay and configure Option 82.
2) Specify DHCP server for the VLAN.

2.1 Using the GUI

2.1.1 Enabling DHCP Relay and Configuring Option 82

Choose the menu DHCP > DHCP Relay > Global Config to load the following page.

Figure 2-1  Enable DHCP Relay and Configure Option 82

Global Config
DHCP Relay: () Enable ® Disable
Option 82 Configuration
Option 82 Support: () Enable ® Disable
Existed Option 32 field: Keep
Customization: () Enable ® Disable
Circuit ID: | |
Remote 1D | |

L Apnly | [ Hep |

Follow these steps to enable DHCP Relay and configure Option 82:
1) Inthe Global Config section, enable DHCP Relay.
2) (Optional) In the Option 82 Configuration section, configure Option 82.

DHCP Relay Enable or disable DHCP Relay.
Option 82 Select whether to enable Option 82 or not. By default, it is disabled. Option 82 is
Support used to record the locations of the DHCP client, its Ethernet port and the VLAN,

etc. If you need to record the accurate location of a client, you can enable Option
82 on the relay device closest to the client.
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Existed Option Select the operation for the Option 82 field of the DHCP request packets.
82 field
Keep: Indicates keeping the Option 82 field of the packets.

Replace: Indicates replacing the Option 82 field of the packets with the switch
defined one. By default, the Circuit ID is defined to be the VLAN and the number of
the port which receives the DHCP Request packets. The Remote ID is defined to
be the MAC address of the DHCP Relay device which receives the DHCP Request
packets.

Drop: Indicates discarding the packets that include the Option 82 field.

Customization Select whether to enable Customization of Option 82 or not. When enabled,
configure Option 82 information manually.

Circuit ID Enter the customized circuit ID, which contains up to 64 characters. The circuit ID
configurations of the switch and the DHCP server should be compatible with each
other.

Remote ID Enter the customized remote ID, which contains up to 64 characters. The remote
ID configurations of the switch and the DHCP server should be compatible with
each other.

3) Click Apply.

2.1.2 Specifying DHCP Server for the VLAN

You can specify DHCP server for a VLAN. The following respectively introduces how to
configure DHCP VLAN Relay.

Choose the menu DHCP > DHCP Relay > DHCP VLAN Relay to load the following page.

Figure 2-2  Specify DHCP Server for VLAN

Default Relay Agent Interface

Interface ID: | VLAN vl | (1-4094)

IP Address: | |

Add DHCP Server Address

VLAN ID: | | (1-4094)

Server Address: | | (Format 192.168.2.1) Add

DHCP Server List
Select VLAM ID Server Address
Mo entry in the table.

[ a1 ] [ Deete ] [ Heip ]

Follow these steps to specify DHCP Server for the specific VLAN:

1) In the Default Relay Agent Interface section, configure the management VLAN (by
default, it is VLAN 1) as the default relay agent interface. The switch will use its IP
address to fill in the relay agent IP address field in DHCP packets when applying for IP
addresses from the DHCP server. Click Apply.
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Interface ID Specify the interface ID as the management VLAN.
IP Address Displays the IP address of the management VLAN.

2) Inthe Add DHCP Server Address section, specify the VLAN in which the clients needs
IP addresses and the server address. Click Add.

VLAN ID Specify the VLAN, in which the hosts can get IP addresses from the DHCP server.

Server Address Enter the IP address of the DHCP server.

2.2 Usingthe CLI

2.2.1 Enabling DHCP Relay

Follow these steps to enable DHCP Relay:

Step 1 configure

Enter global configuration mode.

Step 2 service dhcp relay
Enable DHCP Relay.
Step 3 show ip dhcp relay

Verify the configuration of DHCP Relay.

Step 4 end
Return to Privileged EXEC Mode.

Step 5 copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to enable DHCP Relay:
Switch#configure

Switch(config)#service dhcp relay
Switch(config)#show ip dhcp relay

DHCP relay is enabled.

Switch(config)#end

Switch#copy running-config startup-config
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2.2.2 (Optional) Configuring Option 82

Follow these steps to configure Option 82:

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

Step 9

configure

Enter global configuration mode.

ip dhcp relay information

Enable the Option 82 feature.

ip dhcp relay information policy { keep | replace | drop }
Configure how to process Option 82 information.
keep: The switch will keep the Option 82 information in the packet.

replace: The switch will replace the Option 82 information with the customized
configurations on the switch.

drop: The switch will drop the packets carrying Option 82 information

ip dhcp relay information custom

Enable the Customization feature of Option 82.

ip dhcp relay information circuit-id circuit-id
If the Customization feature is enabled, specify the circuit ID.

circuit-id: Specify the circuit ID with 1 to 63 characters including digits, English letters and
underlines.

ip dhcp relay information remote-id remofe-id
If the Customization feature is enabled, specify the remote ID.

remote-id: Specify the remote ID with 1 to 32 characters including digits, English letters and
underlines.

show ip dhcp relay
Verify the configuration of DHCP Relay.

end

Return to Privileged EXEC Mode.

copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to enable Option 82 and configure the process of Option
82 information as keep:

Switch#configure

Switch(config)#ip dhcp relay information

Switch(config)#ip dhcp relay information policy keep
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2.2.3

Switch(config)#show ip dhcp relay

DHCP relay option 82 is enabled.

Existed option 82 field operation: keep.

Switch(config)#end

Switch#copy running-config startup-config

Specifying DHCP Server for VLAN

You can specify DHCP server for a VLAN. The following respectively introduces how to
configure DHCP VLAN Relay.

Follow these steps to configure DHCP VLAN Relay:

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

configure

Enter global configuration mode.

interface vlan vid

Enter management VLAN interface.

ip dhcp relay default-interface

Set management VLAN interface as the default relay agent interface.

exit

Return to global configuration mode.

ip dhcp relay vlan vid helper-address jp-address
Specify the VLAN ID and the DHCP server.

vid: Enter the ID of the VLAN, in which the hosts can dynamically get the IP addresses from
the DHCP server.

jp-address: Enter the IP address of the DHCP server.

show ip dhcp relay
Verify the configuration of DHCP Relay.

end

Return to Privileged EXEC Mode.

copy running-config startup-config

Save the settings in the configuration file.
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The following example shows how to set interface VLAN 1 (the management VLAN) as the
default relay agent interface and configure the DHCP server address as 192.168.1.8 on
VLAN 10:

Switch#configure

Switch(config)#interface vian 1

Switch(config-if)# ip dhcp relay default-interface
Switch(config-if)#exit

Switch(config)#ip dhcp relay vian 10 helper-address 192.168.1.8
Switch(config)#show ip dhcp relay

DHCP VLAN relay helper address is configured on the following vlan:

vlan Helper address
VLAN 10 192.168.1.8
Switch(config)#end

Switch#copy running-config startup-config
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3 Appendix: Default Parameters

Default settings of DHCP Relay are listed in the following table.

Table 3-1 Default Settings of DHCP Relay

Parameter Default Setting
DHCP Relay

DHCP Relay Disable
Option 82 Support Disable
Existed Option 82 field Keep
Customization Disable

Circuit ID None

Remote ID None

DHCP VLAN Relay

Interface ID None
VLAN ID None
Server Address None
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1

1.1

1.2

QoS

Overview

With network scale expanding and applications developing, Internet traffic is dramatically
increased, thus resulting in network congestion, packet drops and long transmission
delay. Typically, networks treat all traffic equally on FIFO (First In First Out) delivery basis,
but nowadays many special applications like VoD, video conferences, etc. require more
bandwidth or shorter transmission delay to guarantee the performance.

With QoS (Quality of Service) technology, you can classify and prioritize network traffic to
provide DiffServ (Differentiated Services) to certain types of traffic.

Supported Features

You can configure the DiffServ and bandwidth control features on the switch to maximize
the network performance and bandwidth utilization.

DiffServ

The switch classifies the ingress packets, maps the packets to different priority queues
and then forwards the packets according to specified scheduling algorithms to implement
QoS function.

B Priority Mode: Three modes are supported, Port Priority, 802.1P Priority and DSCP
Priority.

®  Schedule Mode: Four schedule modes are supported, SP, WRR, SP+WRR and Equ.

Bandwidth Control

Bandwidth Control functions to control the traffic rate and broadcast flow on each port to
ensure network performance.

®  Rate limit functions to limit the ingress/egress traffic rate on each port. In this way, the
network bandwidth can be reasonably distributed and utilized.

®  Storm Control function allows the switch to filter broadcast packets, multicast packets
and UL-frames (Unknown unicast frames) in the network. If the transmission rate of
the packets exceeds the set rate, the packets will be automatically discarded to avoid
network broadcast storm.
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2 DiffServ Configuration

To complete differentiated services configuration, follow these steps:

1) Configure the priority mode to classify packets with different priorities.

2) Configure the schedule mode to control the forwarding sequence of packets.

Configuration Guidelines

Deploy the priority mode appropriate to your network requirements.

Three modes are supported on the switch, 802.1P Priority, DSCP Priority and Port
Priority.

» 802.1P Priority

802.1P defines the first three bits in 802.1Q Tag as PRI field. The PRI values are from O
to 7. 802.1P priority determines the priority of packets based on the PRI value.

In this mode, the switch only prioritizes packets with VLAN tag, regardless of the IP
header of the packets.

» DSCP Priority

DSCP priority determines the priority of packets based on the ToS (Type of Service)
field in their IP header. RFC2474 re-defines the ToS field in the IP packet header as DS
field. The first six bits (bit 0-bit 5) of the DS field is used to represent DSCP priority. The
DSCP values are from 0 to 63.

In this mode, the switch only prioritizes IP packets.
» Port Priority

In this mode, the switch prioritizes packets according to their ingress ports, regardless
of the packet field or type.

The switch implements the priority mode in the following sequence when two or more
modes are enabled.

Implementing sequence: DSCP Priority > 802.1P Priority > Port Priority

If all the three priority modes are enabled, the switch will distinguish the received
packets and map the packets to different priority queues. IP packets are mapped based
on DSCP priority mode, non-IP packets with 802.1Q tag are mapped based on 802.1P
priority mode, and the untagged non-IP packets are mapped based on port priority
mode.
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2.1 Using the GUI

2.1.1 Configuring Priority Mode

The instructions of the three priority modes are described respectively in this section.

= Configuring 802.1P Priority

Choose the menu QoS > DiffServ > 802.1P Priority to load the following page.
Figure 2-1  802.1P/CoS Mapping

B802.1F Priarity Config

2802.1P Priority: Enable '® Disable Apply

Priority and CoS-mapping Config

Select Tag-idiCos-id Cueue TC-id

[_~]
TCA
TCO
TC2
TC3
TC4
TCH
TCE
TCT

b IR = B ) R = T B L =

| an | [ Apply | [ Hep |

Follow these steps to configure the 802.1P Priority:
1) Configure the Tag-id/CoS-id-TC mapping relations.
Tag-id/CoS-id Select the desired Tag-id/CoS-id to configure.

Tag-id indicates the PRI field in 802.1Q tag. It comprises 3 bits and the valid values
are fromOto 7.

CoS-id is a value for the switch to establish mapping relations between the

priorities and TC queues. The valid values are from 0 to 7 and correspond to the
802.1P priority levels.

TC-id Select a TC queue that you want the Tag-id or CoS-id to be mapped to.

The switch supports 8 TC queues, from TCO for the lowest priority to TC 7 for the
highest priority.

2) Click Apply.
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= Configuring DSCP Priority

Choose the menu QoS > DiffServ > DSCP Priority to load the following page.

Figure 2-2 DSCP Mapping
DSCP Priority Config

DSCP Priority:

Priarity level
Select

Enable '® Disable Apply

DSCP Friority
[ ~]
TCO
TCO
TCO
TCO
TCO
TCO
TCO
TCO
TC1
TC1 -

[1=RR = = R B = B & 4 B L R L IR R =]

| an | [ Apply | [ Hep |

Follow these steps to configure the DSCP priority:
1) Enable DSCP Priority and click Apply. DSCP Priority is disabled by default.

2) Configure the DSCP-TC mapping relations.

DSCP

Priority

3) Click Apply.

Select the desired DSCP priority.

DSCP priority represents the DSCP field in the IP packet header. It comprises 6
bits and the valid values are from 0 to 63.

Note:

The DSCP priority displayed on this page may indicate the DSCP value included in
the packets or the redefined DSCP value by the ACL Remark feature.

Select a TC queue that the DSCP priority will be mapped to.

The switch supports 8 TC queues, from TCO for the lowest priority to TC 7 for the
highest priority.
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2.1.2

®  Configuring Port Priority

Choose the menu QoS > DiffServ > Port Priority to load the following page.

Figure 2-3  Port Priority

Fort Priority Config
UNIT: 1 LAGS
Select FPaort Priarity LAG
]
1401 TCO -
1/02 TCO —
1/0/3 TCO —
1/0/4 TCO —
1/0/5 TCO —
1/0/6 TCO -
107 TCO -
1/0/8 TCO -
1/0/9 TCO -
1/0M0 TCO -
| an | | apply | [ Hep |

Follow these steps to configure the port priority:

1) Select the desired port or LAG to set its priority.

Priority Specify the TC queue that the port will be mapped to.

The switch supports 8 TC queues, from TCO for the lowest priority to TC 7 for the

highest priority.
LAG Displays the aggregation group which the portisin.
2) Click Apply.
@ Note

All the ports in the same LAG should be assigned with the same port priority.

Configuring Schedule Mode

Configure the schedule mode to control the forwarding sequence of different TC queues
when congestion occurs.

Choose the menu QoS > DiffServ > Schedule Mode to load the following page.
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Figure 2-4  Schedule Mode
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Follow these steps to configure the schedule mode:

1) Select a schedule mode.

SP-Mode Strict-Priority Mode. In this mode, the queue with higher priority will occupy the
whole bandwidth. Packets in the queue with lower priority are sent only when the
queue with higher priority is empty.

WRR-Mode Weight Round Robin Mode. In this mode, packets in all the queues are sent in
order based on the weight value for each queue. By default, the weight value ratio
of TCOto TC7 is 1:2:4:...:.127.

SP+WRR-Mode Strict-Priority + Weight Round Robin Mode. In this mode, the switch provides two
scheduling groups, SP group and WRR group.

When scheduling queues, the switch allows the queues in the SP group to occupy
the whole bandwidth following the SP mode. When the SP group is empty, the
queues in the WRR group will take up the bandwidth according to their weight
value ratio. By default, queue TC7 is in SP group and TCO, TC1..TC6 are in WRR

group.

Equ-Mode Equal-Mode. In this mode, all the queues occupy the bandwidth equally. The
weight value ratio of all the queues is 1:1:1:1. Equ-Mode is selected by default.

2) (Optional) Configure the weight value of the each TC queue if the schedule mode is
WRR of SP+WRR.
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2.2

2.2.1

Queue Weight Configure the weight value of the each TC queue.

In WRR mode, the 8 queues will take up the bandwidth according to their ratio.
The default values of TCO, TC1, TC2, TC3, TC4, TC5,TC6 and TC7 are 1, 2, 4, 8, 16,
32, 64 and 127 respectively.

In SP+WRR mode, TC7 and the queue with its weight value set as 0 are in the
SP group; other queues, with none-zero weight value, belong to the WRR group.
In this SP+WRR scheduling mode, the queues in the SP group is scheduled
preferentially (TC7>TC6>TC5>TC4>TC3>TC2>TC1>TCO in strict priority). When
there is no packets to be sent in the SP group, the queues in the WRR group will
be scheduled according to the weight value of each queue. The default weight
values of TCO, TC1, TC2, TC3, TC4, TC5 and TC6 are 1, 2, 4, 8, 16, 32 and 64
respectively, while the value of TC7 is 0 and non-configurable.

3) Click Apply.

@ Note:

With ACL Redirect feature, the switch maps all the packets that meet the configured ACL rules to
the new TC queue, regardless of the mapping relations configured in this section.

Using CLI

Configuring Priority Mode
The instructions of the three priority modes are described respectively in this section.

= Configuring 802.1 Priority

Step 1 configure

Enter global configuration mode

Step 2 qos cos
Enable the 802.1P priority.

Step 3 qos queue cos-map {tag-idlcos-id} {tc-id}
Configure the Tag-id-TC queues mapping relations or the CoS-id-TC mapping relations.

tag-id: Specify the Tag-ID. The valid values are from 0 to 7.
cos-id: Specify the CoS-ID. The valid values are from0to 7.

tc-id: Specify the TC-ID. The valid values are from O to 7.

Step 4 show qos status

Verify that 802.1P priority is enabled.

show qos cos-map

Verify the mapping relations between the Tag-id / CoS-id and TC queues.
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Step 5 end
Return to privileged EXEC mode.

Step 6 copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to map CoS2 to TCO, and keep other CoS-id-TC as
default:

Switch#configure

Switch(config)#qos queue cos-map 2 0
Switch(config)#show qos status
802.1p priority is enabled.

DSCP priority is disabled.

Switch(config)#show qos cos-map

TC |TC1 |[TCO |TCO |ITC3 |TC4|TC5 ITC6|TC7
S Fome B — Fome R — Fome [ T S
Switch(config)#end

Switch#copy running-config startup-config

= Configuring DSCP Priority

Step 1 configure

Enter global configuration mode.

Step 2 qos dscp
Enable DSCP Priority.

Step 3 qos queue dscp-map {dscp-/ist} {tc-id}
Configure the mapping relations between the DSCP values in the IP header and the TC queues.

dscp-list: Enter one or more DSCP values which range from 0 to 63. Enter the multiple values in
the format of "1-3,5,7".

te-id: Specify the TC-ID. The valid values are from 0 to 7.
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Step 4 show qos status

Verify that DSCP priority is enabled.
show qos dscp-map

Verify the DSCP-TC mapping relations.

Step 5 end
Return to privileged EXEC mode.

Step 6 copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to map DSCP values 10-14 to TC1, and keep other
mapping relations as default:

Switch#configure

Switch(config)#qos queue dscp-map 10-14 0
Switch(config)#show qos status

802.1p priority is disabled.

DSCP priority is enabled.

Switch(config)#show qos dscp-map

DSCP 8 9 10 11 12 13 14 15
TC TC1 TC1 TCO TCO TCO TCO TCO TC1

Switch(config)#end

Switch#copy running-config startup-config

®  Configuring Port Priority

Select the desired port to set the priority. Packets from this ingress port are mapped to the
TC queue based on port priority.

Step 1 configure

Enter global configuration mode.
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Step 2

Step 3

Step 4

Step 5

Step 6

DiffServ Configuration

interface {fastEthernet port | range fastEthernet port-iist | gigabitEthernet port | range
gigabitEthernet port-/ist}

Enter interface configuration mode.

qos fc-id
Configure the TC queue of the port.

tc-id: Configure the TC queue. The valid values are from O to 7.

show qos interface [fastEthernet port-list | gigabitEthernet port-lisf] [port-channel /agid-list]
Verify the TC queue of the port. If no port is specified, it displays the TC queues of all ports.

port-list: The list of Ethernet ports.

lagid-list: The list of LAGs.

end

Return to privileged EXEC mode.

copy running-config startup-config

Save the settings in the configuration file.

@ Note:

All the ports in the same LAG should be assigned with the same port priority.

The following example shows how to map port 5-7 to TC1, and keep other mapping
relations as default:

Switch#configure

Switch(config)#interface range gigabitEthernet 1/0/5-7

Switch(config-if-range)#qos 1

Switch(config-if-range)#show qos interface gigabitEthernet 1/0/5-7

Port

Gi1/0/5
Gi1/0/6
Gi1/0/7

TC Value LAG
TC 1 N/A
TC 1 N/A
TC 1 N/A

Switch(config-if-range)#end

Switch#copy running-config startup-config
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2.2.2 Configuring Schedule Mode

Follow these steps to configure the schedule mode to control the forwarding sequence of
different TC queues when congestion occurs.

Step 1 configure

Enter global configuration mode.

Step 2 qos queue mode {sp | wrr | spwrr | equ}

Configure the schedule mode of TC queues.

sp: The Strick Priority mode. In SP mode, the queue with higher priority will occupy the whole
bandwidth. Packets in the queue with lower priority are sent only when the queue with higher
priority is empty.

wrr: In WRR mode, packets in all the queues are sent in order based on the weight value for
each queue. By default, the weight value ratio of TCO to TC7 is 1:2:4:...:127.

spwrr: In SP+WRR mode, this switch provides two scheduling groups, SP group and WRR
group. When scheduling queues, the switch allows the queues in the SP group to occupy the
whole bandwidth following the SP mode. When the SP group is empty, the queues in the WRR
group will take up the bandwidth according to their weight value ratio. By default, queue TC7 is
in SP and TCO, TC1...TC6 are in WRR group.

equ: In Equ mode, all the queues occupy the bandwidth equally. The weight value ratio of all the
queues is 1:1:1:1. It is the default schedule mode.

Step 3 qos queue weight { tc-id } { weight-value }
(Optional) Configure the weight value of each queue after the Schedule Mode is specified as
WRR or SP+WRR.
tc-id: Specify the TC-ID. The valid values are from 0 to 7.

weilght-value.: Configure the weight value of the specified TC queue.

When the schedule mode is specified as WRR, the valid weight value are from 1 to 127. The 8
queues will take up the bandwidth according to their ratio. The default values of TCO, TC1, TC2,
TC3,TC4, TC5TC6and TC7 are 1, 2,4, 8, 16, 32, 64 and 127 respectively.

When the schedule mode is specified as SP+WRR, The valid weight values are from 0 to 127.
TC7 and the queue with its weight value set as 0 are in the SP group; other queues, with none-
zero weight value, belong to the WRR group. In this SP+WRR scheduling mode, the queues in
the SP group is scheduled preferentially (TC6>TC5>TC4>TC3>TC2>TC1>TCOQ in strict priority).
When there is no packets to be sent in the SP group, the queues in the WRR group will be
scheduled according to the weight value of each queue. The default weight values of TCO, TC1,
TC2, TC3, TC4, TC5and TC6 are 1, 2, 4, 8, 16, 32 and 64 respectively, while the value of TC7 is
0 and non-configurable.

Step 4 show qos queue mode

Verify the schedule mode configurations.

Step 5 end
Return to privileged EXEC mode.
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Step 6 copy running-config startup-config

Save the settings in the configuration file.

@ Note:

With ACL Redirect feature, the switch maps all the packets that meet the configured ACL rules to
the new TC queue, regardless of the mapping relations configured in this section.

The following example shows how to configure the schedule mode as WRR, with the weight
values of TCOto TC7 as 4,7, 10, 13,16,19,22,25:

Switch#configure

Switch(config)#qos queue mode wrr
Switch(config)#qos queue weight 0 4
Switch(config)#qos queue weight 1 7
Switch(config)#qos queue weight 2 10
Switch(config)#qos queue weight 3 13
Switch(config)#qos queue weight 4 16
Switch(config)#qos queue weight 5 19
Switch(config)#qos queue weight 6 22
Switch(config)#qos queue weight 7 25

Switch(config)#show qos queue mode

—_——— - —t- - - - - - - - - _—

Schedule Mode: WRR | Weight: TCO=4 TC1=7 TC2=10 TC3=13 TC4=16 TC5=19
TC6=22 TC7=25

——— - —t- - - - - - - - - _—

Switch(config)#end

Switch#copy running-config startup-config
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3.1

3.1.1

Bandwidth Control Configuration

To implement bandwidth control, you can:
B Limit the ingress/egress traffic rate on each port by configuring the Rate Limit function;

®  Limit the broadcast, multicast and UL frame forwarding rate on each port to avoid
network broadcast storm by configuring the Storm Control function.

Using the GUI

Configuring Rate Limit

Choose the menu QoS > Bandwidth Control > Rate Limit to load the following page.
Figure 3-1 Rate Limit

Rate Limit Config
UNIT: 1 LAGS

Select Fort Ingress Rate(1-1000000Khps) Earess Rate(1-1000000Khps) LAG

1/01 - — -
1/0/2 —_ - —_
1/0/3 — — —
1/0/4 — — —
1/0/5 — — —
1/0/6 - — -
107 - — -
1/0/8 - — -
1/0/9 —_ - —_
1/0M10 — — —

| an | [ Apply | [ Hep |

Follow these steps to configure the Rate Limit function:

1) Configure the upper rate limit for the port to receive and send packets.

Ingress Rate (1- Configure the upper rate limit for receiving packets on the port. The valid values
1000000Kbps) are from 1 to 1000000 Kbps.
Egress Rate (1- Configure the bandwidth for sending packets on the port. The valid values are

1000000Kbps) from 1 to 1000000 Kbps.

LAG Displays the aggregation group which the portis in.
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2) Click Apply.
3.1.2 Configuring Storm Control

Choose the menu QoS > Bandwidth Control > Storm Control to load the following page.

Figure 3-2  Storm Control

Storm Control Config
UNIT: 1 LAGS

Select  Port  DlOACASIRAE  prgpgeag  Mulleast Rate Muticast ~ ULTTAMEREE ) prame LAG
L+ | | L] | | L~ | |
1/0M khps — kbps — khps — —
1/012 khps — kbps — khps — —
11013 khps — kbps — khps — —
17004 kbps — kbps — kbps — —
1/0/5 kbps — kbps — kbps — —
1/0/6 khps - kbps - khps - -
1107 khps — kbps — khps — —
17008 kbps — kbps — kbps — —
1/0/9 kbps — kbps — kbps — —
1/0M10 khps - kbps - khps - -
[ & ] [apply | [ Hew |

Follow these steps to configure the Storm Control function:

1) Select the port(s) and configure the upper rate limit for forwarding broadcast packets,
multicast packets and UL frames.

Broadcast To enable the broadcast rate control, select a broadcast rate mode and specify
Rate Mode / the upper rate limit for receiving broadcast packets in the Broadcast field. The
Broadcast packet traffic exceeding the rate will be discarded.

The switch supports the following three rate modes:

kbps: Specify the upper rate limit in kilo-bits per second, which ranges from 1 to
1000000 kbps. This mode is invalid if PPS is enabled.

ratio: Specify the upper rate limit as a percentage of the bandwidth, which ranges
from 1 to 100 percent. This mode is invalid if PPS is enabled.

pps: Specify the upper rate limit in packets per second, which ranges from 1 to
1488000 packets per second. This mode is invalid if PPS is disabled.

To disable the broadcast rate control, select Disable in the Broadcast field.
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3.2

3.2.1

Multicast Rate To enable the multicast rate control, select a multicast rate mode and specify the
Mode / Multicast upper rate limit for receiving broadcast packets in the Multicast field. The packet
traffic exceeding the rate will be discarded.

The switch supports the following three rate modes:

kbps: Specify the upper rate limit in kilo-bits per second, which ranges from 1 to
1000000 kbps. This mode is invalid if PPS is enabled.

ratio: Specify the upper rate limit as a percentage of the bandwidth, which ranges
from 1 to 100 percent. This mode is invalid if PPS is enabled.

pps: Specify the upper rate limit in packets per second, which ranges from 1 to
1488000 packets per second. This mode is invalid if PPS is disabled.

To disable the multicast rate control, select Disable in the Multicast field.

UL-Frame Rate To enable the UL-Frame (Unknown unicast frame) rate control, select a UL-Frame
Mode / UL- rate mode and specify the upper rate limit for receiving UL-Frames in the UL~
Frame Frame field. The packet traffic exceeding the rate will be discarded. The switch

supports the following three rate modes:

kbps: Specify the upper rate limit in kilo-bits per second, which ranges from 1 to
1000000 kbps. This mode is invalid if PPS is enabled.

ratio: Specify the upper rate limit as a percentage of the bandwidth, which ranges
from 1 to 100 percent. This mode is invalid if PPS is enabled.

pps: Specify the upper rate limit in packets per second, which ranges from 1 to
1488000 packets per second. This mode is invalid if PPS is disabled.

To disable the UL-Frame rate control, select Disable in the UL-Frame field.

LAG Displays the aggregation group which the portis in.

2) Click Apply.

@ Note:

e For ports in the same LAG, rate limit / storm control should be set to the same value to ensure
a successful port aggregation.

. For one port, you cannot enable the Storm Control and the Rate limit at the same time.

Using the CLI

Configuring Rate Limit on Port

Configure the upper rate limit for the port to receive and send packets.

Step 1 configure

Enter global configuration mode.
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3.2.2

Step 2

Step 3

Step 4

Step 5

Step 6

Bandwidth Control Configuration

interface {fastEthernet port | range fastEthernet port-/ist | gigabitEthernet port | range
gigabitEthernet port-/ist}

Enter interface configuration mode.

bandwidth {[ingress ingress-rate] [egress egress-ratel}
Configure the upper rate limit for the port to receive and send packets.

ingress-rate: Configure the upper rate limit for receiving packets on the port. The valid values
are from 1 to 1000000 Kbps.

egress-rate.: Configure the upper rate limit for sending packets on the port. The valid values are
from 1 to 1000000 Kbps.

show bandwidth {interface [fastEthernet port| range fastEthernet port-/ist | gigabitEthernet
port | range gigabitEthernet port-/isf]}

Verify the ingress/egress rate limit for forwarding packets on the port. If no port is specified, it
displays the upper ingress/egress rate limit for all ports.
end

Return to privileged EXEC mode.

copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to configure the ingress-rate as 5120 Kbps and egress-
rate as 1024 Kbps for port 1/0/5:

Switch#configure

Switch(config)#interface gigabitEthernet 1/0/5

Switch(config-if)##bandwidth ingress 5120 egress 1024

Switch(config-if)#show bandwidth interface gigabitEthernet 1/0/5

Port

Gi1/0/5

IngressRate(Kbps) EgressRate(Kbps) LAG

5120 1024 N/A

Switch(config-if)#end

Switch#copy running-config startup-config

Configuring Storm Control

Configure the upper rate limit on the port for forwarding broadcast packets, multicast
packets and unknown unicast frames.

Step 1

configure

Enter global configuration mode
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Step 2 interface {fastEthernet port | range fastEthernet port-/ist | gigabitEthernet port | range
gigabitEthernet port-list}

Enter interface configuration mode.

Step 3 storm-control {broadcast | multicast | unicast} {kbps | ratio} rate

broadcast | multicast | unicast: Enable broadcast packets rate limit, multicast packets rate limit
or unknown unicast frames rate limit on the port.

kbps: Configure the storm control mode as kbps. In this mode, the upper rate limit is specified
in kilo-bits per second.

ratio: Configure the storm control mode as ratio. In this mode, the upper rate limit is specified
as a percentage of the bandwidth.

rate: Specify the upper rate limit for receiving broadcast packets, multicast packets and
unknown unicast frames on the port. The packet traffic exceeding the rate will be discarded.

For kbps, the valid rate values are from 1 to 1000000 kbps; for ratio, the valid rate values are
from 1 to 100 percent.

Step 4 show storm-control {interface [fastEthernet port | range fastEthernet port-iist |
gigabitEthernet port | range gigabitEthernet port-/isfl}

Verify the storm control configurations of the port. If no port is specified, it displays the storm
control configuration for all ports.

Step 5 end
Return to privileged EXEC mode.

Step 6 copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to configure the upper rate limit of broadcast packets as
10240 kbps on port 1/0/5:

Switch#configure

Switch(config)#interface gigabitEthernet 1/0/5

Switch(config-if)#no storm-control pps
Switch(config-if)#storm-control broadcast kbps 10240
Switch(config-if)#show storm-control interface gigabitEthernet 1/0/5

Port BcRate Mcate UlIRate LAG

Gi1/0/5 kbps 10240 kbps O kbps O N/A
Switch(config-if)#end

Switch#copy running-config startup-config
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4 Configuration Examples

4.1 Example for Configuring SP Mode

4.1.1 Network Requirements

Two hosts, Admin and Host A, can access the local network server through the switch.
Configure the switch to ensure the traffic from the Admin can be treated preferentially
when congestion occurs. Only when the traffic from the Admin is completely forwarded will
the traffic from Host A be forwarded.

The figure below shows the network topology.

Figure 4-1 QoS Application Topology

Server

Gi1/0/3

Gi1/0/1 Gi1/0/2

Admin Host A

4.1.2 Configuration Scheme

The overview of the configuration is as follows:
1) Configure the Port Priority for the two ports. Set Port 1/0/1 with higher priority.
2) Select SP schedule mode.

4.1.3 Using the GUI
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1) Choose QoS > DiffServ > Port Priority to load the following page, and set the priority
for port 1/0/1 to TC1 and priority for port 1/0/2 to TCO.

Figure 4-2  Configure Port Priority

Part Priority Caonfig
UNIT: 1| LAGS
Select Puort Priarity LAG
]

1/0M1 TCA —
1/0/2 TCO —
1/0/3 TCO —
1/0/4 TCO —
1/0/5 TCO —
1/0/6 TCO —
1107 TCO —
1/0/8 TCO —
1/0/9 TCO —
1/0M10 TCO —

2) Choose QoS > DiffServ > Schedule Mode to load the following page, and select SP-
Mode as the schedule mode. Click Apply.

Figure 4-3  Configure Schedule Mode

Schedule Mode Config

Schedule Mode:

Cueue Weight:
TCO:
TC1:
TCZ:
TC3:
TC4:

TCH:
TCE:

HOUOOOD i

TCT:

3) Click Save Config to save the settings.

4.1.4 Using the CLI

1) Set the priority for port 1/0/1 to TC1 and priority for port 1/0/2 to TCO.

Switch#configure
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Switch(config)#interface gigabitEthernet 1/0/1
Switch(config-if)j#gos 1

Switch(config-if)#exit
Switch(config)#interface gigabitEthernet 1/0/2
Switch(config-if)#qos 0

Switch(config-if)#exit

2) Select SP-Mode as the schedule mode and save the settings.
Switch(config)#qos queue mode sp
Switch(config)#exit

Switch#copy running-config startup-config

Verify the configuration
Verify the port-TC mapping:

Switch(config)#show qos interface

Port TC Value LAG
Gi1/0/1 1 N/A
Gi1/0/2 0 N/A

Verify the schedule mode.

Switch(config)#show qos queue mode

_________________ R

Scheduler Mode: SP | Weight: Unusable in sp mode.

_____ - Fommm

4.2 Example for Configuring WRR Mode

4.2.1 Network Requirements
Both RD department and Marketing department can access the local network server.

Configure the switches to ensure the traffic from the two departments are forwarded
based on the weight value ratio of 2:1 when congestion occurs.
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4.2.2

4.2.3

The network topology is shown as the following figure. Switch A is an access layer switch,
and Switch B is a layer 3 switch with ACL Redirect feature. RD department is connected to
port 1/0/1 of Switch A. Marketing Department is connected to port 1/0/2 of Switch A, the
server is connected to port 1/0/2 of Switch B and port 1/0/3 of Switch A is connected to
port 1/0/1 of Switch B.

Figure 4-4 QoS Application Topology

Gi1/0/2

Switch B

Router Gi1/0/1

Server
10.10.88.5/24

Gi1/0/3

Gi1/0/1 Gi1/0/2

Switch A

VLAN 20

RD Dept. Marketing Dept.
10.10.10.0/24 10.10.20.0/24

Configuration Scheme

= Configure Switch A to add different VLAN tags to the packets from the two departments
respectively.

B Configure Switch B to classify the incoming packets from the two departments
according to the VLAN tags, and to map them into different TC queues. Configure the
schedule mode as WRR-Mode to implement the QoS feature.

This chapter provides configuration procedures in two ways: using the GUI and using the
CLI.

Using the GUI

@ Note:

Before configuration, ensure network segments are reachable to each other.
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®  Configurations for Switch A

1) Choose VLAN > 802.1Q VLAN > Port Config, change the type of port 1/0/1-3 to
General.

Figure 4-5 Configure the Port

VLAM Port Config
UNIT: 1 LAGS

Select Port Link Type FVID LAG VLAN
cenerav]| [

' 1/01 ACCESS 1 — Detail
i 102 ACCESS 1 — Detail
i 1043 ACCESS 1 — Detail
1044 ACCESS 1 — Detail

1/0/5 ACCESS 1 - Detail

1046 ACCESS 1 — Detail

107 ACCESS 1 — Detail

1/0/8 ACCESS 1 — Detail

1/0/9 ACCESS 1 — Detail

1010 ACCESS 1 — Detail

2) Choose VLAN > 802.1Q VLAN> VLAN Config, and click Create to load the following
page. Create VLAN 10 with the description of RD. Add port 1/0/1 as an untagged port
and port 1/0/3 as a tagged port to VLAN 10. Then click Apply.
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Figure 4-6  Configure VLAN 10

VLAN Info
VLAN ID: (2 - 4094)
Mame : |RD | (16 characters maximum)

Untagged port
UNIT: 1 LAGS

@7HEEEE

[ an | | cCiear |

Tagged port
UNIT: 1 LAGS

FHr@EEEEE s
[ an | [ clear ||| Apply | Help

E Unselected Portis) E Selected Portis) E Mot Available for Selection

3) Click Create again to load the following page. Create VLAN 20 with the description of
Marketing. Add port 1/0/2 as an untagged port and port 1/0/3 as a tagged port to VLAN
20. Then click Apply.

Configuration Guide = 466



Configuring QoS Configuration Examples

Figure 4-7 Configure VLAN 20

VLA Info
VLAN ID: 0 | (2-4094)
Mame : Marketing | |(16 characters maximum)

Untagged port
UNIT: 1 LAGS

FEFEEEEE e

[ an | | cCiear |

Tagged port
UNIT: 1 LAGS

TrEEEEEE e
[ A ][mear][Tlp]

E Unselected Portis) E Selected Portis) E Mot Availahle for Selection

4) Click save config to save the settings.

®  Configurations for Switch B

1) Choose VLAN > 802.1Q VLAN > Port Config to load the following page. For port 1/0/1,
set the Link Type as TRUNK, and for port 1/0/2, set the Link Type as ACCESS. Click

Apply.
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Figure 4-8 Configure the Port

VLAN Port Config
UNIT: 1 LAGS

Select Port Link Type PVID LAG VLAN
O L1 [ ]

EEECE TRUNK 1 - Detail
O 10e ACCESS 1 — Detail
O 103 ACCESS 1 — Detail
104 ACCESS 1 — Detail
O 105 ACCESS 1 — Detail
O 100 ACCESS 1 — Detail
o 1or ACCESS 1 — Detail
O 10 ACCESS 1 — Detail
O 100 ACCESS 1 — Detail
100 ACCESS 1 — Detail

[ an | appy || [ Hep |

2) Choose VLAN > 802.1Q VLAN > VLAN Config and click Create to load the following
page. Create VLAN 10 and VLAN 20, and add port 1/0/1 to the two VLANS; create VLAN
30, and add port 1/0/2 to VLAN 30.

Figure 4-9 Configure VLAN 10

VLAN Info
VLAN ID: (2 - 4094)
Mame : |RD | (16 characters maximum}

Untagged port
UNIT: 1 LAGS

3 S R W [ T

[ an | | cCiear |

Tagged port
UNIT: 1 LAGS

[EEEEEEEE  eom

[ an | [ clear | || Apply || [ Help |

E Unselected Portis) E Selected Portis) E Mot Availahle for Selection
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Figure 4-10 Configure VLAN 20

VLA Info
VLAN ID: 0 | (2-4094)
Mame : Marketing || (16 characters maximum)

Untagged port
UNIT: 1 LAGS

3 o S R W [ T

[ an | | cCiear |

Tagged port
UNIT: 1 LAGS

I )25 3 B [ (R e (e
—r—. [Clear][Tlp]

E Unselected Portis) E Selected Portis) E Mot Availahle for Selection

Figure 4-11 Configure VLAN30

VLAN Info
VLAN ID: (2 - 4094)
Mame : Server || (16 characters maximum)

Untagged port
UNIT: 1 LAGS

T |5 i W [

[ an | | cCiear |

Tagged port
UNIT: 1 LAGS

(S B S e (e

[ an | [ clear | |[ apply | [ Hep |

E Unselected Portis) E Selected Portis) E Mot Availahle for Selection
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3) Create MAC ACL 10 with its Rule ID as 1 and Operation as Permit.

Choose ACL> ACL Config > ACL Create to load the following page. Create ACL 10, and
click Apply.

Figure 4-12 Create MAC ACL 10

ACL Create
ACL ID: |1I:| 0-499 MAC ACL
500-1499 Standard-IF ACL
1500-2489 Extend-IP ACL
Fule Crder: User Config

Choose ACL> ACL Config > MAC ACL to load the following page. Select ACL 10,
specify the Rule ID as 1 and the Operation as Permit. Click Apply.

Figure 4-13  Create Rule 1

Create MAC-Rule

ACL ID: | ACL 10 v
Rule ID: 1 | (0-999)
Operation: [ Permit v|
MAC | | sk (Format: 00-00-00-00-00-
01)
D-MAC: | | Maslk | |
VLAN ID: | |
EtherType: | | {4-hex number)
User Priority: [ Mo Limit v|
Time-Range: [ Mo Limit v |
[ Apply ] [ Help ]

4) Create Policy RD and bind it to ACL 10, select QoS Remark and set Local Priority to
TC1.

Choose ACL > Policy Config > Policy Create to load the following page. Create a policy
with the Policy Name RD and click Apply.

Figure 4-14  Create Policy RD

Create Policy

Palicy Name: RO

Choose ACL > Policy Config > Action Create to load the following page. Select Policy
RD, and ACL 10, click QoS Remark and set the Local Priority to TC 1. Click Apply.
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Figure 4-15 Action Create

Configuration Examples

| Kbps(1-1000000)

Create Action:
Select Policy: [RD v|
Select ACL: [ACL 10 v|
I 5-Mirror
Port: | |
I 5-Condition
Rate: |
Out of Band: [ Mone v
Il Redirect
Destination Port: | |
¥ QoS Remark
802.1P Priority: | Default v|
DSCP: [ No Limit v|
Local Priority: [TC1 v|

Apply Help

5) Create Policy Marketing and bind it to ACL 10, select QoS Remark and set Local Priority

to TCO.

Choose ACL > Policy Config > Policy Create to load the following page. Create a policy
with the Policy Name Marketing and click Apply.

Figure 4-16  Create Policy Marketing

Create Policy

Palicy Mame:

ir'.ﬂarketing

Choose ACL > Policy Config > Action Create to load the following page. Select Policy
Marketing, and ACL 10, click QoS Remark and set the Local Priority to TC 0. Click

Apply.
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Figure 4-17 Action Create

Create Action:
Select Policy: | Marketing v|
Select ACL: [ACL 10 v|
! 5-Mirrar
Port: | |
1 5-Condition
Rate: | | Kbps(1-1000000)
Out of Band: [ Mone v
! Redirect
Destination Port: | |
¥ QoS Remark
802.1P Priority: | Default v|
DSCP: [ No Limit v|
Local Priority: [TCo v|
[ Apply ] [ Help ]

Configuration Examples

6) Choose ACL > Policy Binding > VLAN Binding. Bind Policy RD and Policy Marketing to

VLAN10 and VLAN 20 respectively.
Figure 4-18 Bind Policy RD to VLAN 10

VLAN-Bind Config

Policy Name: |RD v

VLAN ID: 1o |(Format:1)

VLAN-Bind Tahle
Index Policy Name VLAN ID
Mo entry in the table.

Direction

Figure 4-19 Bind Policy Marketing to VLAN 20

VLAM-Bind Config

Policy Mame: | Marketing v

VLAN ID: 20 |(Format:1)

VLAMN-Bind Table
Index Paolicy Name VLAM ID
No entry in the table.

Direction
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4.2.4

7) Choose QoS > DiffServ > Schedule Mode. Select WRR-Mode as the schedule mode,

and click Apply. No configuration is required here because queues based on ACL rules
have higher priority.

Figure 4-20 Configure Schedule Mode

Schedule Mode Config

Schedule Mode: [WRR-Mode v ||

Clueue Weight:

TCO:

TC1: 2]

TC2:
TCa:
TC4:

TC5:

TCE:

TCT: 127

8) Click Save Config to save the settings.

Using the CLI

@ Note:

Before configuration, ensure network segments are reachable to each other.

1)

2)

Configurations for Switch A

Create VLAN 10 with the name RD and VLAN 20 with the name Marketing.
Switch_A#configure

Switch_A(config)#vlan 10

Switch_A(config-vlan)#name RD

Switch_A(config-vlan)#exit

Switch_A(config)#vlan 20

Switch_A(config-vlan)#name Marketing

Switch_A(config-vlan)#exit

Set the port mode of port 1/0/1 and 1/0/2 as Untagged, and add them to VLAN 10 and
VLAN 20 respectively. Set the port mode of port 1/0/3 as tagged and add it to both
VLAN 10 and VLAN 20.

Switch_A(config)#interface gigabitEthernet 1/0/1

Switch_A(config-if)#switchport general allowed vian 10 untagged
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1)

2)

Switch_A(config-vlan)#exit

Switch_A(config)#tinterface gigabitEthernet 1/0/2
Switch_A(config-if)#switchport general allowed vian 20 untagged
Switch_A(config-vlan)#exit

Switch_A(config)#interface gigabitEthernet 1/0/3
Switch_A(config-if)#switchport general allowed vlan 10,20 tagged
Switch_A(config-if)#end

Switch_A#copy running-config startup-config

Configurations for For Switch B (Demonstrated with T3700G-28TQ)

Create VLAN 10 and VLAN 20. Configure the Link Type of port 1/0/1 as Trunk, and add
it to the two VLANSs.

Switch_B#configure

Switch_B(config)#vlan 10

Switch_B(config-vlan)#name RD
Switch_B(config-vilan)exit

Switch_B(config)#vlan 20

Switch_B(config-vlan)#name Marketing
Switch_B(config-vlan)exit

Switch_B(config)#interface gigabitEthernet 1/0/1
Switch_B(config-if)#switchport mode trunk
Switch_B(config-if)#switchport trunk allowed vlan 10,20

Switch_B(config-if)#exit

Create VLAN 30. Configure the Link Type of port 1/0/2 as Access, and add it to VLAN
30.

Switch_B(config)#vlan 30
Switch_B(config-vlan)#name Server
Switch_B(config-vlan)exit
Switch_B(config)#interface gigabitEthernet 1/0/2
Switch_B(config-if)#switchport mode access
Switch_B(config-if)#switchport access vian 30

Switch_B(config-if)#exit
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3)

4)

5)

6)

7)

Create MAC ACL 10 with its Rule ID as 1 and Operation as Permit.
Switch_B(config)#mac access-list 10
Switch_B(config-mac-acl)#rule 1 permit

Switch_B(config-mac-acl)#exit

Create Policy RD and bind it to ACL 10, enable QoS Remark and set Local Priority to
TC1.

Switch_B(config)#access-list policy name RD
Switch_B(config)#access-list policy action RD 10
Switch_B(config-action)#qos-remark priority 1

Switch_B(config-action)#exit

Create Policy Marketing and bind it to ACL 10, enable QoS Remark and set Local
Priority to TCO.

Switch_B(config)#taccess-list policy name Marketing
Switch_B(config)#access-list policy action Marketing 10
Switch_B(config-action)#qos-remark priority O

Switch_B(config-action)#exit

Bind Policy RD and Policy Market to VLAN10 and VLAN 20 respectively.
Switch_B(config)#interface vlan 10

Switch_B(config-if)jfaccess-list bind RD

Switch_B(config-if)#exit

Switch_B(config)#interface vlan 20

Switch_B(config-if)J#access-list bind Marketing

Switch_B(config-if)#exit

Select WRR-Mode as the schedule mode and save the settings.
Switch_B(config)#gos queue mode wrr
Switch_B(config)#exit

Switch_B#copy running-config startup-config
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Verify the configuration

Switch A:
Verify the VLAN members.

Switch_B#show vlan

VLAN Name Status
1 System-VLAN active
10 RD active
20 Marketing active
Switch B:

Verify ACL configuration:

Switch_B#show access-list
Mac access list 10

1 permit

Verify Policy and Action configuration:
Switch_B(config)#show access-list policy
Policy name : RD

access-list 10 priority 1

Policy name : Marketing

access-list 10 priority O

Verify Policy binding:

Switch_B#show access-list bind

Index Policy Name Interface/VID
1 RD 10
2 Marketing 20

Configuration Examples

Ports

Gi1/0/3, Gi1/0/4, Gi1/0/5, Gi1/0/6,
Gi1/0/7, Gi1/0/8, Gi1/0/9, Gi1/0/10,

Gi1/0/49, Gi1/0/50, Gi1/0/51, Gi1/0/52
Gi1/0/1, Gi1/0/3
Gi1/0/2, Gi1/0/3

Direction Type
Ingress Vian
Ingress Vian
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Verify the schedule mode.
Switch_B#show qos queue mode

_____ - — _—

Scheduler Mode | WRR

_____ - — _—

Configuration Examples
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5 Appendix: Default Parameters

m  DiffServ

Table 5-1 DiffServ

Parameter Default Setting

Port Priority Enabled. Packets from all ports are mapped to the same TC queue.

802.1P Priority Enabled. See Table 5-3 for Tag-id/CoS-id-TC mapping relations.
DSCP Priority Disabled. See Table 5-4 for DSCP-CoS-id mapping relations.
Schedule Mode Equ-Mode.

Table 5-2 Tag-id/CoS-id-TC Mapping

Tag-id/CoS-id TC Queues (8)

0 TC1
1 TCO
2 TC2
3 TC3
4 TC4
5 TC5
6 TC6
7 TC7

Table 5-3 DSCP-TC Mapping

DSCP CoS-id
0~7 TCO
8~15 TC1
16~23 TC2
24~31 TC3
32~39 TC4
40~47 TC5
48~55 TC6
56~63 TC7
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®  Bandwidth Control

Table 5-4 Bandwidth Control

Parameter Default Setting
Rate Limit Disabled
Storm Control Disabled

Appendix: Default Parameters
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Configuring Voice VLAN Overview

1 Overview

The voice VLAN feature is used to prioritize the transmission of voice traffic. Voice traffic
is typically more time-sensitive than data traffic, and the voice quality can deteriorate a lot
because of packet loss and delay. To ensure the high voice quality, you can configure the
voice VLAN and set priority for voice traffic.

®  Voice VLAN Modes on Ports

A voice VLAN can operate in two modes: manual mode and automatic mode.

Manual mode: This mode is applicable when the switch port forwards voice traffic only.
You manually add ports connecting IP phones to the voice VLAN; then the switch will apply
priority rules to ensure the high priority of voice traffic.

Figure 1-1  Only Voice Traffic on One Port

IP Phone IP Phone

Automatic mode: This mode is applicable when voice traffic and data traffic are transmitted
on the same switch port. When a port receives a voice packet, the switch automatically
adds the port to the voice VLAN and applies priority rules. The switch forwards voice traffic
in the voice VLAN and data traffic in other VLANSs.

Figure 1-2 Voice Traffic and Data Traffic on the Same Port

_

IP Phone Switch
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B QOUI Address (Organizationally Unique Identifier Address)

The OUI address is used by the switch to determine whether a packet is a voice packet.
An OUI address is the first 24 bits of a MAC address, and is assigned as a unique identifier
by IEEE (Institute of Electrical and Electronics Engineers) to a device vendor. If the source
MAC address of a packet complies with the OUl addresses in the switch, the switch
identifies the packet as a voice packet and prioritizes it in transmission.
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2 Voice VLAN Configuration

To complete the Voice VLAN configuration, follow these steps:
1) Create a VLAN.

2) Configure OUl addresses.

3) Configure Voice VLAN globally.

4) Configure Voice VLAN mode on ports.

Configuration Guidelines

®  Before configuring voice VLAN, you need to create a VLAN for voice traffic. For details
about VLAN Configuration, please refer to 802.1Q VLAN Configuration.

®  VLAN 1is a default VLAN and cannot be configured as the voice VLAN.
®  Only one VLAN can be set as the voice VLAN on the switch.

B To apply the voice VLAN configuration, you may need to further configure PVID
(Port VLAN ID) and the link type of the port which is connected to voice devices. We
recommend that you choose the mode according to your needs and configure the port
as the following table shows.

Table 2-1  Voice VLAN mode and Link Type of the Port

Traffic on One . . Suggested .
Port Voice Traffic Type Mode Suggested Link Type and PVID
Voice traffic Tagged voice traffic . PVID cannot be the voice VLAN ID.
d data traffi Automatic
anddatatratfic  yptagged voice traffic Not supported.
Tagged voice traffic Tagged(; PVID configuration is not
Voice traffic required.
Manual

only Untagged; PVID should be the voice

Untagged voice traffic VLAN ID.

Because the voice VLAN in automatic mode supports only tagged voice traffic, you
need to make sure traffic from the voice device is tagged. To do so, there are mainly
two ways:

» You can configure the voice device to forward traffic with a voice VLAN tag.

» If your switch provides the LLDP-MED feature, you can also configure it to
instruct the voice device to send tagged voice traffic. For details about LLDP-
MED, please refer to Configuring LLDP.
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2.1 Using the GUI

2.1.1 Configuring OUI Addresses

If the OUI address of your voice device is not in the OUI table, you need to add the OUI
address to the table.

Choose the menu QoS > Voice VLAN > OUI Config to load the following page.

Figure 2-1  Configuring OUI Addresses

Create OUI
oul: | | (Format: 00-00-00-00-00-01)
Mask: [FF-FF-FF-00-00-00 [~ (Default: FF-FF-FF-00-00-00)
Description: | | (16 characters maximum)
OUI Table
Select aul MASK Description
] 00-01-23-00-00-00 ff-f-ff-00-00-00 Siemens Phone
] 00-03-6b-00-00-00 ff-f-ff-00-00-00 Cisco Phone
] 00-04-0d-00-00-00 ff-f-ff-00-00-00 Avaya Phone
] 00-60-b8-00-00-00 ff-f-ff-00-00-00 Philips Phone
] 00-d0-1e-00-00-00 fi-f-ff-00-00-00 Pingtel Phone
] 00-e0-75-00-00-00 fi-f-ff-00-00-00 PolyCom Phone
] 00-e0-bb-00-00-00 fi-f-ff-00-00-00 3Com Phone
[ Al ] [ Delete ] [ Help ]

Follow these steps to add OUl addresses:

1) Enter an OUIl address and the corresponding mask, and give a description about the

OUl address.
oul Enter the OUl address of your device.
Mask Specify a mask to determine the depth of the OUI that the switch uses to check
source addresses of received packets.
Description Give an OUI address description for identification. The length is no more than 16

characters.

2) Click Create to add an OUI address to the table.
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2.1.2 Configuring Voice VLAN Globally

Choose the menu QoS > Voice VLAN > Global Config to load the following page.

Figure 2-2  Configuring Voice VLAN Globally

Global Config
Voice VLAM: ® Enable ) Disable
VLAN ID: 10 | (2-4094)

Aging Time: |144D | min (1-43200, default: 1440}
Help
Priority:

Follow these steps to configure the voice VLAN globally:

1) Enable the voice VLAN feature, and enter a VLAN ID.

VLAN ID Specify an existing VLAN as the voice VLAN.

2) Setthe aging time for the voice VLAN.

Aging Time Specify the length of time that a port remains in the voice VLAN after the port
receives a voice packet. Aging time works only for ports in automatic voice VLAN
mode. The range is 1 to 43200 minutes; the default is 1440 minutes.

3) Specify a priority for the voice VLAN.

Priority Specify the priority that will be assigned to voice packets. A bigger value means a
higher priority. The range is 0 to 7; the default is 6.

This is an IEEE 802.1p priority, and you can further configure its schedule mode if
needed. For details about schedule mode, please refer to Configuring QoS.

4) Click Apply.
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2.1.3 Configuring Voice VLAN Mode on Ports

Choose the menu QoS > Voice VLAN > Port Config to load the following page.

Figure 2-3  Configuring Voice VLAN Mode on Ports

Fort Config
UNIT. 1| LAGS
Select Fort Fort Mode Security Mode Member State LAG
[ 7] [ -]
1/0M1 Auto Disable Inactive —
1/0/2 Auto Disable Inactive -
1/0/3 Auto Disable Inactive -
1/0/4 Auto Disable Inactive —
1/0/5 Auto Disable Inactive —
10/ Auto Dizable Inactive —
107 Auto Disable Inactive —
1/0/8 Auto Disable Inactive —
1/0/9 Auto Disable Inactive -
1/0M10 Auto Disable Inactive —
| an | [ Apply | [ Hep |

Follow these steps to configure voice VLAN mode on ports:

1) Select your desired ports and choose the port mode.
Port Mode Choose the way of adding the selected ports to the voice VLAN.
Auto: When a port receives a voice packet whose resource MAC address
matches an OUI address, the switch automatically adds the port to the voice

VLAN.

If you choose the Auto mode for the selected ports, make sure traffic from your
voice device is tagged.

Manual: You manually add the ports connecting voice devices to the voice VLAN.

Member State Displays the current state of the ports that are connected to voice devices.
Active: The corresponding port is in the voice VLAN.

Inactive: The corresponding portis not in the voice VLAN.

2) Setthe security mode for selected ports.
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Security Mode

3) Click Apply.

2.2 Usingthe CLI

Voice VLAN Configuration

For packets that will be forwarded in the voice VLAN, you can configure the
security mode to prevent malicious traffic with faked voice VLAN tag.

For packets to other VLANSs, how the switch processes the packets is determined
by whether the selected ports permit the VLAN or not, independent of voice VLAN
security mode.

Disable: For packets to the voice VLAN, the switch does not check the source
MAC address and the selected ports forward all these packets in the voice VLAN.
The security mode is disabled by default.

Enable: For packets to the voice VLAN, the selected ports forward only voice
packets whose source MAC addresses match OUl addresses to the voice VLAN,
and discard others.

We recommend that you do not mix voice traffic with data traffic in the voice
VLAN. If necessary, make sure the security mode is disabled.

Follow these steps to configure the voice VLAN:

Step 1 configure

Enter global configuration mode.

Step 2 show voice vian oui

Check whether the OUl address of your voice device is in the OUI table.

Step 3 voice vlan mac-address mac-addr mask mask [ description descript]

If the OUl address of your voice device is not in the OUI table, add the OUl address to the table.

mac-addr. Enter the OUl address of your device.

mask: Specify a mask to determine the depth of the OUI that the switch uses to check source
addresses of received packets.

descript: Give an OUl address description for identification.

Step 4 voice vlan priority pri

Set the priority for voice packets.

pri: Specify the priority that will be tagged on voice packets. A bigger value means a higher
priority. The range is 0 to 7; the default is 6. This is an IEEE 802.1p priority, and you can further
configure its schedule mode if needed. For details about schedule mode, please refer to
Configuring QoS.

Configuration Guide = 487



Configuring Voice VLAN Voice VLAN Configuration

Step 5

Step 6

Step 7

Step 8

Step 9

Step 10

Step 11

Step 12

voice vlan aging time

Set the aging time for ports in automatic voice VLAN mode.

time: Specify the length of time that a port remains in the voice VLAN after the port receives a
voice packet. Aging time works only for ports in automatic voice VLAN mode. The range is 1 to
43200 minutes; the defaultis 1440 minutes.

voice vlan vid

Specify an existing VLAN as the voice VLAN.

vid : Enter the VLAN ID that you have created for the voice VLAN.

interface {fastEthernet port | range fastEthernet port-iist | gigabitEthernet port | range
gigabitEthernet port-/ist | ten-gigabitEthernet port | range ten-gigabitEthernet port-/ist }

Configure voice VLAN mode on the specified ports.

port | port-list. Specify the number or the list of the Ethernet ports for voice VLAN feature
configuration.

switchport voice vlan mode { auto | manual }
Choose the way of adding the specified ports to the voice VLAN.
auto: The switch automatically adds the specified ports to the voice VLAN when the ports

receive voice packets. If you choose the auto mode for the specified ports, make sure traffic
from your voice device is tagged.

manual: You need to manually add the specified ports to the voice VLAN.

switchport voice vlan security

Enable the security feature.

For packets to the voice VLAN, the selected ports forward only voice packets whose source
MAC addresses match OUI addresses to the voice VLAN, and discard others. For packets to

other VLANSs, how the switch processes the packets is determined by whether the selected
ports permit the VLAN or not, independent of voice VLAN security mode.

We recommend that you do not mix voice traffic with data traffic in the voice VLAN. If
necessary, make sure the security mode is disabled.

switchport general allowed vlan vid { tagged | untagged }
(For ports in manual voice VLAN mode) Add the specified ports to the voice VLAN.

vid: Enter the voice VLAN ID to add the specified ports to the voice VLAN.
tagged | untagged: Set the egress rule as tagged or untagged for the specified ports.

show voice vian

Verify the global configuration of voice VLAN.

show voice vian switchport

Verify the voice VLAN configuration of the ports.
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Step 13 end
Return to privileged EXEC mode.

Step 14 copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to set port 1/0/1 in manual voice VLAN mode. Configure
the switch to forward voice traffic with an IEEE 802.1p priority of 5 and to transmit only
voice traffic whose resource MAC address matches an OUl address in the voice VLAN :

Switch#configure

Switch(config)#vlan 10

Switch(config-vlan)#name VoiceVLAN
Switch(config-vlan)#exit

Switch(config)#voice vlan priority 5
Switch(config)#voice vlan 10
Switch(config)#interface gigabitEthernet 1/0/1
Switch(config-if)#switchport voice vlan mode manual
Switch(config-if)#switchport voice vlan security
Switch(config-if)#switchport general allowed vlan 10 untagged
Switch(config-if)#show voice vian

Voice VLAN status: Enabled

VLANID: 10

Aging Time: 1440

Voice Priority: 5

Switch(config-if)#show voice vlan switchport

Port  Auto-mode Security State LAG

Gi1/0/1 Manual Enabled Active N/A

Gi1/0/2 Auto Disabled Inactive N/A

Gi1/0/3 Auto Disabled Inactive N/A

Switch(config-if)#end

Switch#copy running-config startup-config
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3 Configuration Example

3.1

3.2

3.3

Network Requirements

The company plans to install IP phones in the office area and the meeting room, and has
requirements as follows:

®  |nthe office area

» IP phones share switch ports used by computers, because no more ports are
available for IP phones.

» Transmit voice traffic in an exclusive path with high quality.

» Avoid attacks from malicious data flows.

B |nthe meeting room
» Transmit voice traffic in an exclusive path with high quality.

» Avoid attacks from malicious data flows.

Configuration Scheme

In the office area, IP phones share the same ports of the switch with computers and
therefore occupy no more ports. To separate voice traffic from data traffic, configure
LLDP-MED to instruct IP Phones to send traffic with the voice VLAN tag. Voice traffic is
transmitted in the voice VLAN, and data traffic is transmitted in the default VLAN. Set ports
that are connected to IP phones in automatic voice VLAN mode. Meanwhile, configure the
voice VLAN to work in security mode and to forward only legal voice packets.

In the meeting room, the switch provides dedicated connections to IP phones. In this
situation, IP phones do not need to send traffic with the voice VLAN tag. Set ports that are
connected to IP phones in manual voice VLAN mode. Meanwhile, configure the voice VLAN
to work in security mode and to forward only legal voice packets.

To ensure the high quality of voice traffic, configure all devices along the path to keep the
priority of voice traffic and to coordinate with the voice VLAN configuration.

Network Topology

In the office area, IP phones are added to ports that are connected to computers on Switch
A. These ports use the voice VLAN for voice traffic, and the default VLAN for data traffic.

Configuration Guide = 490



Configuring Voice VLAN Configuration Example

In the meeting room, computers and IP phones are connected to different ports of Switch B.
Ports connected to IP phones use the voice VLAN for voice traffic, and ports connected to
computers use the default VLAN for data traffic.

Voice traffics from Switch A and Switch B are forwarded to voice gateway and Internet
through Switch C.

Figure 3-1  Network Topology

Gi1/0/3

Gi1/0/1

IP Phone 20 IP Phone 30 PC 20

Office Area Meeting Room

Demonstrated with T2500G-10MPS, this chapter provides configuration procedures in two
ways: using the GUI and using the CLI.
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3.4 Using the GUI

®  Configurations for Switch A

1) Choose the menu VLAN > 802.1Q VLAN > Port Config to load the following page. Set
the link type of port1/0/1-2 as General, and click Apply.

Figure 3-2 Configuring the Link Type of port 1/0/1-2

VLAN Port Config
UNIT: 1 LAGS

Select Port Link Type FVID LAG VLAN
]

-f 101 ACCESS 1 — Detail
-f 1002 ACCESS 1 — Detail
103 ACCESS 1 — Detail

1/0/4 ACCESS 1 — Detail

1045 ACCESS 1 — Detail

106 ACCESS 1 — Detail

1057 ACCESS 1 — Detail

1/0/8 ACCESS 1 -— Detail

1/0/9 ACCESS 1 -— Detail

1010 ACCESS 1 — Detail

All Apply | Help

2) Choose the menu VLAN > 802.1Q VLAN > VLAN Config and click Create to load the
following page. Create VLAN 10, and click Apply.
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Figure 3-3 Creatinga VLAN

VLAM Info
WLAN ID: (2 - 4094)
Mame : \Voice VLAN | |(16 characters maximum)

Untagged port
UNIT 1 LAGS

3 s i S W K T

| an | [ clear |

Tagged port
UNIT 1 LAGS

i3 S e

| an | [ clear | |[ apply || [ Hew |

E Unselected Part(s) E Selected Port(s) E Mot Available for Selection

3) Choose the menu QoS > Voice VLAN > Global Config to load the following page.
Enable voice VLAN, enter 10 in the VLAN ID field and set aging time as 1440 minutes
and priority as 6. Then click Apply.

Figure 3-4 Configuring Voice VLAN Globally

Global Config
Vioice VLAN: *' Enahle Diskble
VLAN ID: 10 || (2-4094)

Aging Time: 11440 || min (1-43200, default: 1440)
Priority:

4) Choose the menu QoS > Voice VLAN > Port Config to load the following page. Select
port 1/0/1, choose auto mode and enable security mode. Select port 1/0/2 and choose
manual mode. Click Apply.

Configuration Guide = 493



Configuring Voice VLAN

Figure 3-5 Configuring Voice VLAN Mode on Port 1/0/1

Part Config
UNIT: 1 LAGS

Select Port

]Hll 110/

1102
1073
1/0/4
1/0/5
1/0/6
107
1/0/8
1/0/9
1/0M10

Configuration Example

Fort Mode Security Mode Member State LAG
Auto Disahle Inactive —
Auto Disahle Inactive -
Auto Dizable Inactive —
Auto Dizable Inactive —
Auto Dizable Inactive —
Auto Disahle Inactive -
Auto Dizable Inactive —
Auto Dizable Inactive —
Auto Dizable Inactive —
Auto Disahle Inactive —

[ an ||| appy || [ Help |

Figure 3-6  Configuring Voice VLAN Mode on Port 1/0/2

FPort Config
UMIT: 1 LAGS

Select Fort Fort Mode

11011 Auto

11072 Auto

1043 Auto

1/0/4 Auto

1/0/5 Auto

1/0/6 Auto

107 Auto

1/0/8 Auto

1/0/4 Auto

10110 Auto

All

Security Mode Member State LAG

[ -]
Enable Inactive
Disable Inactive
Disable Inactive
Disable Inactive
Dizable Inactive
Disable Inactive
Disable Inactive
Disable Inactive
Dizable Inactive
Disable Inactive

5) Choose the menu VLAN > 802.1Q VLAN > VLAN Config and edit VLAN 10 to load the
following page. Add port 1/0/2 to the voice VLAN.
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Figure 3-7 Adding Port 1/0/2 to the Voice VLAN

VLAN Info
VLAN ID: (1-4094)
Mame : \Voice VLAN | (16 characters maximum)

Untagged port
UNIT: 1 LAGS

3 o i W [ T

[ an | | cCiear |

Tagged port
UNIT: 1 LAGS

rEEEEEEE
[ an | | cCiear | | Apply | Help

E Unselected Portis) E Selected Portis) E Mot Availahle for Selection

6) Choose the menu LLDP > Basic Config> Global Config to load the following page.
Enable LLDP globally.

Figure 3-8 Enabling LLDP Globally

Glohal Config

LLDP: *® Enable| ' Disable Apply

7) Choose the menu LLDP > LLDP-MED> Global Config to load the following page. Set
fast start count as 4.

Figure 3-9 Configuring LLDP-MED Globally
LLDP-MED Parameters Config

Fast Start Count: (1-10)

Device Class: Network Connectivity
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8) Choose the menu LLDP > LLDP-MED> Port Config to load the following page. Enable
LLDP-MED on port 1/0/1.

Figure 3-10 Configuring LLDP-MED on Ports

LLDP-MED Port Config

UNIT: 1

Select Fort LLDP-MED Status Included TLVs

1001 Disahle Detail
1/0/2 Disahle Detail
1/0/3 Disahle Detail
1/0/4 Disahle Detail
1/0/5 Disahle Detail
1/0/6 Disahle Detail
107 Disable Detail
1/0/8 Disahle Detail
1/0/9 Disahle Detail
110010 Disahle Detail

All | Apply || Help

Click Detail of port1/0/1 to load the following page. Configure the TLV information
which will be carried in LLDP-MED frames and sent out by port 1/0/1. Select all TLVs,
and configure location identification parameters.
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Figure 3-11  Configuring TLVs

Included TLYs

Configuration Example

¥ Metwaork Policy

¥/ Inventory 1 A

#| | gcation Identification

¥ Extended Power-Via-MDI

Location [dentification Parameters

Emergency Mumber:

! Civic Address
What:
Country Code:
Language:
Province/State:
County/Parish/District:
City/Township:
Street:
House Mumber:
Mame:
Postalldip Code:
Foom Mumber:
Post Office Box:

Additional Information:

|Chars.(10-25)

| Switch

-

L]

| CN China(Defaul)

| Back I Apply I Help

For details about LLDP-MED, please refer to Configuring LLDP.

9) Click Save Config to save t

®  Configurations for Switch B

he settings.

1) Choose the menu VLAN > 802.1Q VLAN > Port Config to load the following page.
Configure the link type of ports 1/0/1-3 as General.
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Figure 3-12  Configuring the Link Type of port 1/0/1-3

VLAN Port Config
UNIT: 1 LAGS

Select  Port Link Type FVID LAG V0LAN
-

i 1/0M1 ACCESS 1 - Detail
’ 1002 ACCESS 1 — Detail
’ 1013 ACCESS 1 — Detail
1/0/4 ACCESS 1 — Detail

1/0/5 ACCESS 1 - Detail

1/0/a ACCESS 1 - Detail

10,7 ACCESS 1 - Detail

1/0/8 ACCESS 1 - Detail

1/0/9 ACCESS 1 - Detail

1/0M10 ACCESS 1 - Detail

2) Choose the menu VLAN > 802.1Q VLAN > VLAN Config and click Create to load the
following page. Create VLAN 10.

Figure 3-13 Creating a VLAN

VLAM Info
VLAN ID: (2-4094)
Mame : \Voice VLAN | (16 characters maximum)

Untagged port
UNIT: 1 LAGS

MOEZIErAEE ] e

[ A | [ Clear |

Tagged port
UNIT: 1 LAGS

(7 S N [ R (e

[ an | [ clear | || Appy || | Hep |

E Unselected Part(s) E Selected Port(s) E Mot Available for Selection

3) Choose the menu QoS > Voice VLAN > Global Config to load the following page.
Enable voice VLAN, enter 10 in the VLAN ID field and set priority as 6.
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Figure 3-14  Configuring Voice VLAN Globally

Global Config
Vioice VLAN: * Enable Dislable
VLAN ID: 1o |i2-4094)
Apply
Aging Time: |144E| | min (1-43200, default: 1440) [ Help ]
Priority:

4) Choose the menu QoS > Voice VLAN > Port Config to load the following page. Select
ports 1/0/1-3, choose manual mode and enable security mode. Click Apply.

Figure 3-15 Configuring Voice VLAN Mode on Ports

FPort Config
UMIT: 1 LAGS
Select Port Fort Mode Security Mode Member State LAG
« 1/01 Auto Enable Inactive =
td 102 Auto Dizable Inactive =
b 1043 Auto Dizable Inactive =
1/0/4 Auto Dizable Inactive —
1/0/5 Auto Disahle Inactive —
1/0/6 Auto Dizable Inactive —
107 Auto Dizable Inactive —
1/0/8 Auto Dizable Inactive —
1/0/9 Auto Disahle Inactive —
1/0M10 Auto Dizable Inactive —
[ A |1 Appy || [ Help |

5) Choose the menu VLAN > 802.1Q VLAN > VLAN Config and edit VLAN 10 to load the
following page. Add ports 1/0/1-3 to the voice VLAN. Click Apply.
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Figure 3-16  Adding Ports to the Voice VLAN

VLAN Info
VLAN ID: (2 - 4094)
Mame : \Voice VLAN | |(16 characters maximum)

Untagged port
UNIT: 1 LAGS

5115 i W [

[ an | | cCiear |

Tagged port
UNIT: 1 LAGS

P EEEEEE s
—r—. [Clear]

E Unselected Portis) E Selected Portis) E Mot Availahle for Selection

6) Click Save Config to save the settings.

®  Configurations for Switch C

1) Choose the menu VLAN > 802.1Q VLAN > Port Config to load the following page.
Configure the link type of ports 1/0/1-3 as General. Click Apply.
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Figure 3-17 Configuring the Link Type of port 1/0/1-3

VLAN Port Config
UNIT: 1 LAGS

Select  Port Link Type FVID LAG V0LAN
-

i 1/0M1 ACCESS 1 - Detail
’ 1002 ACCESS 1 — Detail
’ 1013 ACCESS 1 — Detail
1/0/4 ACCESS 1 — Detail

1/0/5 ACCESS 1 - Detail

1/0/a ACCESS 1 - Detail

10,7 ACCESS 1 - Detail

1/0/8 ACCESS 1 - Detail

1/0/9 ACCESS 1 - Detail

1/0M10 ACCESS 1 - Detail

2) Choose the menu VLAN > 802.1Q VLAN > VLAN Config and click Create to load the
following page. Create VLAN 10 and add ports 1/0/1-3 as tagged ports to the VLAN.
Click Apply.

Figure 3-18 Creating a VLAN and Adding Ports to the VLAN

VLAN Info
VLAN ID: (2 - 4094)
Mame : ['I.!nic:e VLAN | (16 characters maximum}

Untagged port
UNIT: 1 LAGS

3 o i W [ T

[ an | | cCiear |

Tagged port
UNIT: 1 LAGS

1] 1 N | B [ [ e (]

[ an | | cCiear | |[ Apply || [ Hep |

E Unselected Portis) E Selected Portis) E Mot Availahle for Selection

3) Click Save Config to save the settings.
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3.5 Usingthe CLI

®  Configurations for Switch A

1) Configure the link type of ports 1/0/1-2 as General.
Switch_A#configure
Switch_A(config)#interface range gigabitEthernet 1/0/1-2
Switch_A(config-if-range)#switchport mode general

Switch_A(config-if-range)#exit
2) Create VLAN 10.

Switch_A(config)#vlan 10
Switch_A(config-vlan)#name VoiceVLAN

Switch_A(config-vlan)#exit

3) Configure the aging time as 1440 minutes for port in automatic voice VLAN mode, and
set the 802.1p priority of voice packets as 6. Set VLAN 10 as the voice VLAN.

Switch_A(config)#voice vlan aging 1440
Switch_A(config)#voice vlan priority 6

Switch_A(config)#voice vlan 10

4) Configure port 1/0/1 to automatic voice VLAN mode and enable security mode.
Switch_A(config)#interface gigabitEthernet 1/0/1
Switch_A(config-if)#switchport voice vlan mode auto
Switch_A(config-if)#switchport voice vlan security

Switch_A(config-if)#exit

5) Configure port 1/0/2 to manual voice VLAN mode, and add it to the voice VLAN as a
tagged port.

Switch_A(config)#tinterface gigabitEthernet 1/0/2
Switch_A(config-if)#switchport voice vlan mode manual
Switch_A(config-if)#switchport general allowed vlan 10 tagged

Switch_A(config-if)#exit
6) Enable LLDP globally and set the fast start count of LLDP-MED frame as 4.

Switch_A(config)#lldp

Switch_A(config)# lldp med-fast-count 4
7) Enable the LLDP-MED feature on port 1/0/1.
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8)

9)

1)

2)

3)

4)

5)

Switch_A(config)#tinterface gigabitEthernet 1/0/1

Switch_A(config-if)#lldp med-status

Select all MED TLVs to be carried in LLDP frames and sent out by port 1/0/1.
Switch_A(config-if)#lldp med-tlv-select all

Configure the location identification parameters for the IP phone on port 1/0/1. For
details about LLDP-MED, please refer to Configuring LLDP.

Switch(config-if)#lldp med-location civic-address language English Ici-city Vancouver
street X _east_hastings_street postal-zipcode V6A1P9

Switch_A(config-if)#end

Switch_A#copy running-config startup-config

Configurations for Switch B

Create VLAN 10.

Switch_B#configure

Switch_B(config)#vlan 10

Switch_B(config-vlan)#name VoiceVLAN

Switch_B(config-vian)#exit

Set the 802.1p priority of voice packets as 6 and VLAN 10 as the voice VLAN.
Switch_B(config)#voice vlan priority 6

Switch_B(config)#voice vlan 10

Configure ports 1/0/1-3 to manual voice VLAN mode and enable security mode.
Switch_B(config)#interface range gigabitEthernet 1/0/1-3
Switch_B(config-if-range)#switchport voice vlan mode manual
Switch_B(config-if-range)#switchport voice vlan security
Switch_B(config-if-range)#exit

For ports 1/0/1-2, set the link type as General and the egress rule as Untagged, and add
them to the Voice VLAN.

Switch_B(config)#interface range gigabitEthernet 1/0/1-2
Switch_B(config-if-range)#switchport mode general
Switch_B(config-if-range)#switchport general vlan 10 untagged
Switch_B(config-if-range)#exit

For ports 1/0/3, set the link type as General and the egress rule as Tagged, and add
them to the Voice VLAN.
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Switch_B(config)#interface gigabitEthernet 1/0/3
Switch_B(config-if)j#switchport mode general
Switch_B(config-if)#switchport general allowed vlan 10 tagged
Switch_B(config-if)j#end

Switch_B#copy running-config startup-config

= Configurations for Switch C

1) Create VLAN 10.
Switch_C#configure
Switch_C(config)#vlan 10
Switch_C(config-vlan)#name VoiceVLAN

Switch_C(config-vlan)#exit

2) For ports 1/0/1-3, set the link type as General and the egress rule as Tagged, and add
them to the Voice VLAN.

Switch_C(config)#interface range gigabitEthernet 1/0/1-3
Switch_C(config-if-range)#switchport mode general

Switch_C(config-if-range)#switchport general allowed vlan 10 tagged
Switch_C(config-if-range)#end
Switch_C#copy running-config startup-config

Verify the Configurations

= Switch A
Verify the global configuration of voice VLAN:
Switch_A#show voice vian
Voice VLAN status: Enabled
VLANID: 10
Aging Time: 1440

Voice Priority: 6
Verify the voice VLAN configuration on the ports:
Switch_A#tshow voice vlan switchport

Port Auto-mode Security State LAG
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Gi1/0/1 Auto Enabled Inactive N/A
Gi1/0/2 Manual Disabled Active N/A

Gi1/0/3 Auto Disabled Inactive N/A

= Switch B
Verify the global configuration of voice VLAN:
Switch_B#show voice vlan
Voice VLAN status: Enabled
VLANID: 10
Aging Time: 1440

Voice Priority: 6

Verify the voice VLAN configuration on the ports:
Switch_B#show voice vilan switchport

Port  Auto-mode Security State LAG

Gi1/0/1 Manual Enabled Active N/A
Gi1/0/2 Manual Enabled Active N/A
Gi1/0/3 Manual Enabled Active N/A

= SwitchC
Verify the voice VLAN configuration for VLAN 10:
Switch_C#show vianid 10

VLAN Name Status Ports

10 VoiceVlan active Gi1/0/1, Gi1/0/2, Gi1/0/3
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4 Appendix: Default Parameters

Default settings of voice VLAN are listed in the following tables.

Table 4-1 Default Settings of Global Configuration

Parameter Default Setting
Voice VLAN Disable

VLAN ID None

Aging Time 1440 minutes
Priority 6

Table 4-2 Default Settings of Port Configuration

Parameter Default Setting
Port Mode Auto

Security Mode Disable
Member State Inactive

Table 4-3 Entries in the OUI Table

oul MASK Description
00-01-e3-00-00-00 ff-ff-ff-00-00-00 Siemens Phone
00-03-6b-00-00-00 ff-ff-ff-00-00-00 Cisco Phone
00-04-0d-00-00-00 ff-ff-ff-00-00-00 Avaya Phone
00-60-b9-00-00-00 ff-ff-ff-00-00-00 Philips Phone
00-d0-1e-00-00-00 ff-ff-ff-00-00-00 Pingtel Phone
00-e0-75-00-00-00 ff-ff-ff-00-00-00 PolyCom Phone
00-e0-bb-00-00-00 ff-ff-ff-00-00-00 3Com Phone

Appendix: Default Parameters
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1

1.1

1.2

PoE

Overview

Power over Ethernet (PoE) is a remote power supply function. With this function, the switch
can supply power to the connected devices over twisted-pair cable.

Some devices such as IP phones, access points (APs) and cameras may be located far
away from the AC power source in actual use. PoE can provide power for these devices
without requiring to deploy power cables. This allows a single cable to provide both data
connection and electric power to devices.

IEEE 802.3af and 802.3at are both PoE standards. The standard process of PoOE power
supply contains powered-device discovery, power administration, disconnect detection
and optional power-device power classification.

PSE

Power sourcing equipment (PSE) is a device that provides power for PDs on the Ethernet,
for example, the PoE switch. PSE can detect the PDs and determine the device power
requirements.

PD

Powered device (PD) is a device receiving power from the PSE, for example, IP phones and
access points. According to whether PDs comply with IEEE standard, they can be classified
into standard PDs and non-standard PDs. Only standard PDs can be powered via TP-Link
PoE switches.

Supported Features

PoE Power Management

PoE Power Management is used for users to manage the power the PoE switch supplied.
The PoE switch allocates the power to the PDs according to your configurations.
Time-Range Function

The time-range function is used to set the power-on and power-off time range to save
energy according to your actual use.

Configuration Guide = 508



Configuring PoE PoE Power Management Configurations

PoE Power Management Configurations

With PoE Power Management, you can:
=  Configure the PoE parameters manually
= Configure the PoE parameters using the profile

You can configure the PoE parameters one by one via configuring the PoE parameters
manually. You can also set a profile with the desired parameters and bind the profile to the
corresponding ports to quickly configure the PoE parameters.

2.1 Using the GUI

2.1.1 Configuring the PoE Parameters Manually

Choose the menu PoE > PoE Config > PoE Config to load the following page.

Figure 2-1  Configuring PoE Parameters Manually

Global Config
System Power Limit: w(1.0-116.0)
System Power Consumption: 0.0w
System Power Remain: 116.0w
Port Config
Select Port PoE Status  PoE Priority Power Limit (0.1w-30.0w) Time Range PoE Profile  Power(w) Current(mA) Voltage(v) PD Class Power Status
I N 2 | 7] | 1 v
1 Enable Low Class 4 No Limit — — — — — OFF
2 Enable Low Class 4 No Limit - - - - - OFF
3 Enable Low Class 4 No Limit — — — — — OFF
4 Enable Low Class 4 No Limit — — — — — OFF
5 Enable Low Class 4 No Limit - - - - - OFF
6 Enable Low Class 4 No Limit — — — — — OFF
7 Enable Low Class 4 No Limit — — — — — OFF
g Enable Low Class 4 No Limit - - - - - OFF

Follow these steps to configure the basic PoE parameters:

1) Inthe Global Config section, specify the System Power Limit and click Apply.

System Power Specify the maximum power the PoE switch can supply.
Limit
System Power Displays the real-time system power consumption of the PoE switch.

Consumption

System Power Displays the real-time system remaining power of the PoE switch.
Remain

Configuration Guide = 509



Configuring PoE

PoE Power Management Configurations

2) In the Port Config section, select the port you want to configure and specify the
parameters. Click Apply.

PoE Status

PoE Priority

Power Limit
(0.1w-30.0w)

Time Range

PoE Profile

Power(w)

Current(mA)

Voltage(v)

PD Class

Power Status

Enable or disable the PoE function for on corresponding port. The port can supply
power to the PD when its status is enable.

Select the priority level for the corresponding port. When the supply power
exceeds the system power limit, the switch will power off PDs on low-priority
ports to ensure stable running of other PDs.

Specify the maximum power the corresponding port can supply. The following
options are provided:

Auto: The switch will allocate a value as the maximum power that the port can
supply automatically.

Class1: The maximum power that the port can supply is 4W.
Class2: The maximum power that the port can supply is 7W.
Class3: The maximum power that the port can supply is 15.4W.
Class4: The maximum power that the port can supply is 30W.

Manual: Enter a value manually.

Select a time range, then the port will supply power only during the time range. For
how to create a time range, refer to Time Range Function Configurations.

A quick configuration method for the corresponding ports. If one profile is
selected, you will not be able to modify PoE status, PoE priority or power limit
manually. For how to create a profile, refer to Configuring the PoE Parameters
Using the Profile.

Displays the port's real-time power supply.

Displays the port's real-time current.

Displays the port's real-time voltage.

Displays the class the linked PD belongs to.

Displays the port's real-time power status.
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2.1.2 Configuring the PoE Parameters Using the Profile

®  Creating a PoE Profile
Choose the menu PoE > PoE Config > PoE Profile to load the following page.
Figure 2-2  Create a PoE Profile

Create PoE Profile

Profile Mame:
PoE Status: @ Enable ' Disable
PaE Priarity: High
Power Limit: Auto -
PoE Profile
Select Profile Mame PoE Status PoE Priarity Power Limit (w)
| an | [ pelete | [ Help |

Follow these steps to create a PoE profile:

1) Inthe Create PoE Profile section, specify the desired configurations of the profile.

Profile Name
PoE Status

PoE Priority

Power Limit

2) Click Apply.

Specify a name for the PoE profile.
Specify the PoE status for the PoE profile.

Specify the priority level for the PoE profile. The following options are provided:
High, Middle and Low. When the supply power exceeds the system power limit,
the switch will power off PDs on low-priority ports to ensure stable running of
other PDs.

Specify the maximum power the port can supply for the PoE profile. The following
options are provided:

Auto: The switch will allocate a value as the maximum power that the port can
supply automatically.

Class1: The maximum power that the port can supply is 4W.
Class2: The maximum power that the port can supply is 7W.
Class3: The maximum power that the port can supply is 15.4W.
Class4: The maximum power that the port can supply is 30W.

Manual: Enter a value manually.
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®  Binding the Profile to the Corresponding Ports

Choose the menu PoE > PoE Config > PoE Config to load the following page.

Figure 2-3  Bind the Profile to the Corresponding Ports

Global Config

System Power Limit

System Power Consumption

System Power Remain:

Port Config

Select Port PoE Status  PoE Priority

[ [~

Enable
Enable
Enable
Enable
Enable
Enable
Enable
Enable

RN S SR N

Low
Low
Low
Low
Low
Low
Low
Low

116.0 w(1.0-116.0)
0.0w Apply

116.0w

C—

Power Limit (0. 1w-30.0w) Time Range PoE Profile Power{w) Current{mA) Voltage(v) PD Class Power Status
| v] | ] v
Class 4 No Limit — — — — — OFF
Class 4 No Limit — — — — — OFF
Class 4 No Limit — — — — — OFF
Class 4 No Limit — — — — — OFF
Class 4 No Limit — — — — — OFF
Class 4 No Limit — — — — — OFF
Class 4 No Limit - — - — - OFF
Class 4 No Limit — — — — — OFF

Follow these steps to bind the profile to the corresponding ports:

1) Inthe Global Config section, specify the System Power Limit and click Apply.

System Power

Limit

System Power

Consumption

System Power

Remain

Specify the maximum power the PoE switch can supply.

Displays the real-time system power consumption of the PoE switch.

Displays the real-time system remaining power of the PoE switch.

2) Inthe Port Config section, select a profile and bind it to the corresponding ports. Click

Apply.

Port Select

Time Range

PoE Profile

Power(w)
Current(mA)
Voltage(v)

PD Class

Specify the port number and click Select to quick-select the corresponding entry.
Only one port can be selected at a time.

Select a time range, then the port will supply power only during the time range. For
how to create a time range, refer to Time Range Function Configurations.

Select the PoE profile set in the PoE Profile section for the desired port. If one
profile is selected, you will not be able to modify PoE status, PoE priority or power
limit manually.

Displays the port's real-time power supply.
Displays the port's real-time current.
Displays the port's real-time voltage.

Displays the class the linked PD belongs to.
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PoE Power Management Configurations

Power Status Displays the port's real-time power status.

2.2 Usingthe CLI

2.2.1 Configuring the PoE Parameters Manually

Follow these steps to configure the basic PoE parameters:

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

configure

Enter global configuration mode.

power inline consumption power-/imit
Specify the the maximum power the PoE switch can supply globally.

power-limit. Specify the maximum power the PoOE switch can supply. It ranges from 1.0 to
116.0W, and the default value is 116.0W.

interface { fastEthernet port | range fastEthernet port-iist | gigabitEthernet port | range
gigabitEthernet port-iist }

Enter Interface Configuration mode.
port. Specify the Ethernet port number, for example 1/0/1.
port-list: Specify the list of Ethernet ports, for example 1/0/1-3, 1/0/5.

power inline supply { enable | disable }
Specify the PoE status for the corresponding port.

enable | disable: Enable or disable the PoE function. By default, it is enable.

power inline priority { low | middle | high}
Specify the PoE priority for the corresponding port.

low | middle | high: Select the priority level for the corresponding port. When the supply power
exceeds the system power limit, the switch will power off PDs on low-priority ports to ensure
stable running of other PDs. The default setting is low.

power inline consumption { power-/imit| auto | class1 | class2 | class3 | class4 }
Specify the maximum power the corresponding port can supply.

power-limit| auto | class1 | class2 | class3 | class4: Select or enter the maximum power the
corresponding port can supply. The following options are provided: Auto represents that

the switch will allocate the maximum power that the port can supply automatically. Class1
represents 4W, Class2 represents 7W, Class3 represents 15.4W and Class4 represents 30W,
or you can enter a value manually. The value ranges from 1 to 300. It is in the unit of 0.1 watt.
For instance, if you want to configure the maximum power as 5W, you should enter 50. By
default, it is Class4.

show power inline

Verify the global PoE information of the system.
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Step 8

Step 9

Step 10

Step 11

PoE Power Management Configurations

show power inline configuration interface [ fastEthernet { port | port-list} | gigabitEthernet {
port | port-list}1

Verify the PoE configuration of the corresponding port.
port: Specify the Ethernet port number, for example 1/0/1.
port-list: Specify the list of Ethernet ports, in the format of 1/0/1-3, 1/0/5.

show power inline information interface [ fastEthernet { port | port-list} | gigabitEthernet {
port | port-list }1

Verify the real-time PoE status of the corresponding port.
port. Specify the Ethernet port number, for example 1/0/1.
port-list: Specify the list of Ethernet ports, in the format of 1/0/1-3, 1/0/5.

end
Return to privileged EXEC mode.

copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to set the system power limit as 100W. Set the priority
as middle and set the power limit as class3 in the port 1/0/5.

Switch#configure

Switch(config)#power inline consumption 100

Switch(config)#interface gigabitEthernet 1/0/5

Switch(config-if)#power inline supply enable

Switch(config-if)#power inline priority middle

Switch(config-if)#power inline consumption class3

Switch(config-if)#show power inline

System Power Limit: 100.0w

System Power Consumption: 0.0w

System Power Remain: 100.0w

Switch(config-if)#show power inline configuration interface gigabitEthernet 1/0/5

Interface PoE-Status PoE-Prio Power-Limit(w) Time-Range  PoE-Profile

Gi1/0/5 Enable Middle Class3 No Limit None
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2.2.2

Switch(config-if)#show power inline information interface gigabitEthernet 1/0/5

Interface Power(w) Current(mA) Voltage(v) PD-Class Power-Status

Gi1/0/5 1.3 26 53.5 Class 2 ON
Switch(config-if)#end

Switch#copy running-config startup-config

Configuring the PoE Parameters Using the Profile

Follow these steps to configure the PoE profile:

Step 1 configure

Enter global configuration mode.

Step 2 power profile name [ supply { enable | disable } [ priority { low | middle | high } [ consumption {
power-limit| auto | class1 | class2 | class3 | class4}111]

Create a PoE profile for the switch. In a profile, the PoE status, PoE priority and power limit
are configured. You can bind a profile to the corresponding port to quickly configure the PoE
function.

name: Specify a name for the PoE profile. It ranges from 1 to 16 characters. If the name
contains spaces, enclose the name in double quotes.
enable | disable: Specify the PoE status for the profile. By default, it is enable.

low | middle | high: Select the priority level for the profile. When the supply power exceeds the
system power limit, the switch will power off PDs on low-priority ports to ensure stable running
of other PDs.

power-limit | auto | class1 | class2 | class3 | class4: Select or enter the maximum power the
corresponding port can supply. The following options are provided: Auto represents that the
switch will assign a value of maximum power automatically. Class1 represents 4W, Class2
represents 7W, Class3 represents 15.4W and Class4 represents 30W or you can enter a value
manually. The value ranges from 1 to 300. Itis in the unit of 0.1 watt. For instance, if you want to
configure the maximum power as 5W, you should enter 50.

Step 3 interface { fastEthernet port | range fastEthernet port-iist | gigabitEthernet port | range
gigabitEthernet port-/ist }

Enter Interface Configuration mode.
port. Specify the Ethernet port number, for example 1/0/1.
port-list: Specify the list of Ethernet ports, for example 1/0/1-3, 1/0/5.

Step 4 power inline profile name

Bind a PoE profile to the desired port. If one profile is selected, you will not be able to modify
PoE status, PoE priority or power limit manually.

name: Specify the name of the PoE profile. If the name contains spaces, enclose the name in
double quotes.
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Step 5 show power profile

Verify the defined PoE profile.

Step 6 end
Return to privileged EXEC mode.

Step 7 copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to create a profile named profile1and bind the profile to
the port 1/0/6.

Switch#configure
Switch(config)#power profile profile1 supply enable priority middle consumption class2
Switch(config)#show power profile

Index Name Status Priority  Power-Limit(w)

1 profile1 Enable Middle Class2

Switch(config)#interface gigabitEthernet 1/0/6

Switch(config-if)#power inline profile profile1

Switch(config-if)#show power inline configuration interface gigabitEthernet 1/0/6

Interface PoE-Status PoE-Prio Power-Limit(w) Time-Range  PoE-Profile

Gi1/0/6 Enable Middle Class2 No Limit profile1
Switch(config-if)#end

Switch#copy running-config startup-config
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Time-Range Function Configurations

With Time-Range configurations, you can:
B Create atime-range

=B Configure the holiday parameters

= View the time-range table

The time range here relies on the switch system clock; therefore, you need a reliable clock
source. We recommend that you use Network Time Protocol (NTP) to synchronize the
switch clock. For details, refer to System Info Configurations in Managing System.

3.1 Using the GUI

3.1.1 Creating a Time-Range

Choose the menu PoE > Time-Range > Time-Range Create to load the following page.

Figure 3-1 Creating a Time-Range

Time Range Config
Mame | | (1-16 characters)
Holiday @ Include ) Exclude
Add Absolute or Periodic
Type Absolute hd
From Time 2000 « vy 01 vy 01 = — 00 « - 00 - pYYYY/IMMW/DD-hh:mm) Add
To Time 2000 =y 01 =y 01 = - 24 = - 00 MOYYYIMMIDD-hh:mm)
Absolute Time Table
Index From Time To Time Cperation

Ho entry in the table.

Periodic Time Table
Index Start Time End Time Day ofthe Week Cperation
Ho entry in the table.

[ Apply ] [ Help ]

Follow these steps to create a time-range:

1) In the Time Range Config section, enter a name for the time-range and select to
include or exclude the holiday in the time-range.

Name Specify a name for the time-range.
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Holiday Select to Include or Exclude the holiday in a time-range. If Exclude is selected,
the time-range will not take effect on holiday and the PoE Status is disabled.
Otherwise, the time-range will not be affected by holiday.

2) Inthe Add Absolute or Periodic section, specify the parameters and click Add.

When the Absolute mode is selected, the following section will be shown.

Figure 3-2  Absolute Mode

Add Absolute or Periodic

Type Absolute -
From Time 2000 + ;00 » ;01 v — 00 « - D0 ~ (YYYY/MM/DD-hh:mm) Add
To Time 2000 = ;01 «» 01 » — 24 » - 00 MYYMM/DD-hh:mm)

Type Select Absolute time to configure.

From Time Specify the starting time of the absolute mode.

To Time Specify the ending time of the absolute mode.

When the Periodic mode is selected, the following section will be shown.

Figure 3-3 Periodic Mode

Add Absolute or Periodic
Type Periodic -
Start Time 00 - - 00 - Add
End Time 24 - .| 00

Day ofthe Week  [C] Mon [ Tue [ wed [] Thu [£] Fri [£] Sat [] Sun

Type Select Periodic time to configure.
Start Time Specify the start time of the periodic mode.
End Time Specify the end time of the periodic mode.

Day of the Week Select day of the week for the periodic mode.

3) Click Apply.
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3.1.2 Configuring the Holiday Parameters

Choose the menu PoE > Time-Range > Holiday Config to load the following page.
Figure 3-4 Configuring the Holiday Parameters

Create Holiday

Holiday Name: | | (1-16 characters)
Start Date: 01 =01 - Apply
End Date: 1 =01 -

Holiday Table

Select Index Holiday Name Start Date End Date

No entry in the table.

[ A ] [ peete | [ Hep |

Follow these steps to configure the holiday parameters:

1) Inthe Create Holiday section, enter a name of the holiday and specify the time.

Holiday Name Specify a name for the holiday time.

Start Date Specify the starting time of the holiday.

End Date Specify the ending time of the holiday.
2) Click Apply.

3.1.3 Viewing the Time-Range Table

Choose the menu PoE > Time-Range > Time-Range Summary to load the following page.
Figure 3-5 Viewing the Time-Range Table

Time-Range Table

Select Index Time-Range MName Mode State Operation
= 1 111 Include Holiday Active Edit | Detail
[ an | [ petste | [ Hep |
Time-Range Displays the name of the PoE time-range.
Name
Mode Displays the work mode of the time-range function.
State Displays the state of the time-range function.
Operation View or edit the configuration of the time-range function.
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3.2 Usingthe CLI

3.2.1 Configuring a Time-Range

Follow these steps to create a time-range:

Step 1 configure

Enter global configuration mode.

Step 2 power time-range name
Create a time-range for the switch and enter Power Time-range Configuration Mode.

name: Specify a name for the PoE time-range. It ranges from 1 to 16 characters. If the name
contains spaces, enclose the name in double quotes.

Step 3 holiday { exclude | include }
Specify the time-range including or excluding the holiday.

exclude | include: Select to Include or Exclude the holiday in a time-range. If Exclude is
selected, the time-range will not take effect on holiday and the PoE Status is disabled.
Otherwise, the time-range will not be affected by holiday. By default, it is include.

Step 4 Use the following command to create a absolute time-range:
absolute from sfart-date to end-date
Specify the time range in absolute mode.

start-date: Specify the starting time of the time-range in absolute mode. It is in the format of
MM/DD/YYYY-HH:MM. By default, it is 2000/01/01-00:00.

end-date: Specify the ending time of the time-range in absolute mode. It is in the format of MM/
DD/YYYY-HH:MM. By default, it is 2099/12/31-24:00.

Use the following command to create a periodic time-range:
periodic start start-fime end end-time day-of-the-week day-of-the-week
Specify the time range in periodic mode.

start-time: Specify the starting time in periodic mode. It is in the format of HH:MM. By default, it
is 00:00.

end-time: Specify the ending time in periodic mode. It is in the format of HH:MM. By default, it is
24:00.

day-of-the-week: Specify the day in the week in periodic mode, ranging from 1 to 7. It is in the
format of 1,3-4. By default, itis 1-7.

Step 5 exit
Exit Power Time-range Configuration Mode.
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Step 6

Step 7

Step 8

Step 9

Step 10

Time-Range Function Configurations

interface { fastEthernet port | range fastEthernet port-iist | gigabitEthernet port | range
gigabitEthernet port-/ist }

Enter Interface Configuration mode.
port: Specify the Ethernet port number, for example 1/0/1.
port-list: Specify the list of Ethernet ports, for example 1/0/1-3, 1/0/5.

power inline time-range name
Bind a time-range to the desired port.

name: Specify the name of the PoE time-range.

show power time-range [ name]
Verify the configuration of the time-range.
name: Specify the name of the desired holiday. It ranges from 1 to 16 characters. If the name

contains spaces, enclose the name in double quotes. All PoE time-range configurations will be
displayed if the name is not specified.

end
Return to privileged EXEC mode.

copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to create a time-range named time-range1. Select
include to make the settings take affected on holiday. Set absolute mode from 2016/09/08-
00:00 to 2016/09/10-24:00. Set the periodic mode from 01:00 to 23:00 in Friday. Bind the
time-range to the port 1/0/7.

Switch#configure

Switch(config)#power time-range time-range

Switch(config-time-range)#holiday include

Switch(config-time-range)#absolute from 09/08/2016-00:00 to 09/10/2016-24:00

Switch(config-time-range)#periodic start 01:00 end 23:00 day-of-the-week 5

Switch(config-time-range)#exit

Switch(config)#show power time-range time-range

Time-range entry: time-range1 (Active)

holiday: include

number of absolute time: 1

1-09/08/2016-00:00 to 09/10/2016-24:00

number of periodic time: 1

1-01:00t023:000n5
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Switch(config)#interface gigabitEthernet 1/0/7
Switch(config-if)#power inline time-range time-range
Switch(config-if)#end

Switch#copy running-config startup-config

3.2.2 Configuring the Holiday Parameters

Follow these steps to configure the holiday parameters:

Step 1 configure

Enter global configuration mode.

Step 2 power holiday name start-date start-date end-date end-date

Create a time range for the holiday.

name: Specify a name for the holiday. It ranges from 1 to 16 characters. If the name contains
spaces, enclose the name in double quotes.

start-date: Specify the starting time of the holiday in the format of MM/DD.
end-date: Specify the ending time of the holiday in the format of MM/DD.

Step 3 show power holiday
Verify the defined PoE holiday.

Step 4 end
Return to privileged EXEC mode.

Step 5 copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to create a holiday named holiday1. Set the starting date
as 08/16, set the ending date as 08/20.

Switch#configure
Switch(config)#power holiday holiday1 start-date 08/16 end-date 08/20
Switch(config)#show power holiday

Index Holiday Name Start-End

1 holiday1 08.16-08.20
Switch(config)#end

Switch#copy running-config startup-config
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3.2.3 Viewing the Time-Range Table

On privileged EXEC mode or any other configuration mode, you can use the following
command to view the time-range table:

show power time-range [ name]

Verify the defined PoE time-range.
name: Specify the name of the time-range desired. It ranges from 1 to 16 characters. If the name contains
spaces, enclose the name in double quotes. All PoE time-range configurations will be displayed if the name
is not specified.
The following example shows how to view the time-range table.
Switch#show power time-range
Time-range entry: office time (Active)
holiday: include
number of absolute time: 0
(01/01/2000-00:00 to 12/31/2099-24:00 by default)
number of periodic time: 1
1-08:30to0 18:000n 1,2,3,4,5

Switch#copy running-config startup-config
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4 Example for PoE Configurations

4.1

4.2

4.3

Network Requirements

The network topology of a company is shown below. Cameral and Camera2 work for the
security of the company and cannot be power off all the time. AP1 and AP2 provide Internet
service and only work in the daytime.

Figure 4-1  Network Topology
Switch A
Gi1/0/4

Gi1/0/1
Gi1/0/2 Gi1/0/3

S <@

Cameral Camera2 AP1 AP2

Configuring Scheme

To implement this requirement, you can set a PoE time-range as the office time for
example from 08:30 to 18:00. You can also set a holiday and make the time-range settings
not be affected on holiday. Then apply the settings to port 1/0/3 and 1/0/4. Port 1/0/1 and
1/0/2 need to supply power all the time, so the time range configurations can be left at the
default settings here.

Using the GUI

The configurations of Port1/0/4 is similar with the configuration of port 1/0/3. Here we take
port 1/0/3 for example.

1) Choose the menu PoE > Time-Range > Time-Range Create to load the following page.
Specify a name for the time-range and select Exclude to make the time-range settings
not be affected on holiday. Set the time-range as periodic mode and add a time range
that is from 08:30 to 18:00. Click Apply.
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Figure 4-2  Create a Time-Range

Time Range Config
Mame |uﬁ'|ce time 1-16 characters)
Haoliday ) Include @ Exclude
Add Absolute or Periodic
Type Periodic -
Start Time 08 * . 30 - Add
End Time 18 v . 00 -
Day of the Week Mon [¥] Tue W wed [¥ Thu [¥] Fri [C] sat [C] Sun

Absolute Time Table
Index From Time To Time Operation
No entry in the table.

Periodic Time Table
Index Start Time End Time Day of the Week Operation
No entry in the table.

[ Apply ] [ Help ]

2) Choose the menu PoE > Time-Range > Holiday Config to load the following page.
Specify a name for the holiday and set the starting date and ending date.

Figure 4-3  Configure the Holiday

Create Holiday

Holiday Mame: |Christmas ||(1—16 characters)
Start Date: 12 =22 - Apply
End Date: 12 =031 -

Holiday Table

Select Index Holiday Name Start Date End Date

No entry in the table.

[ At ]| [ Delete | [ Help |

3) Choose the menu PoE > PoE Config > PoE Config to load the following page. Select
port 1/0/3 and enable the PoE function. Set the Time Range as office time. Click Apply.
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4.4

Figure 4-4  Configure the Port

Example for PoE Configurations

Global Config
System Power Limit w(1.0-116.0)
System Power Consumption 0.0w
System Power Remain 116.0w
Port Config
N
Select Port | PoE Status | PoE Priority Power Limit (0.1w-30.0w) Time Range PoE Profile Power(w) Current(mA) Voltage(v) PD Class Power Status
3 |[Enable v || [Low | [classa =] [ofice ime v || [None v
1 Enable Low Class 4 No Limit - — — — - OFF
2 Enable Low Class 4 No Limit - — — — - OFF
3 Enable Low Class 4 No Limit = = = = = OFF
4 Enable Low Class 4 No Limit - — — — - OFF
5 Enable Low Class 4 Mo Limit — — — — — OFF
6 Enable Low Class 4 No Limit - — — — - OFF
7 Enable Low Class 4 No Limit - — — — - OFF
8 Enable Low Class 4 No Limit - — — — - OFF
Using the CLI

The configurations of port 1/0/4 is similar with the configuration of port 1/0/3. Here we take
port 1/0/3 for example.

1) Create atime-range.

Switch_A#config

Switch_A(config)#power time-range “office time"

Switch_A(config-time-range)#holiday exclude

Switch_A(config-time-range)#periodic start 08:30 end 23:00 day-of-the-week 1-5

Switch_A(config-time-range)#exit

2) Create a holiday.

Switch_A(config)#power holiday Christmas start-date 12/22 end-date 12/31

3) Enable the PoE function on the port 1/0/3. Specify the basic parameters for the port
1/0/3 and bind the time-range “office time" to the port.

Switch_A(config)#tinterface gigabitEthernet 1/0/3

Switch_A(config-if)#power inline supply enable

Switch_A(config-if)#power inline time-range “office time"

Switch_A(config-if)#end

Switch_A#copy running-config startup-config

Verify the Configuration

Verify the configuration of the holiday:

Switch_A#show power holiday
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Index Holiday Name Start-End

1 Christmas 12.22-12.31

Verify the configuration of the time-range:
Switch_A#show power time-range

Time-range entry: office time (Active)

holiday: exclude

number of absolute time: 0

(01/01/2000-00:00 to 12/31/2099-24:00 by default)
number of periodic time: 1

1-08:30to 23:000n 1,2,3,4,5

Verify the configuration of the PoE basic parameters:
Switch_A#show power inline configuration interface gigabitEthernet 1/0/3

Interface PoE-Status PoE-Prio Power-Limit(w) Time-Range PoE-Profile

Gi1/0/3 Enable Low Class4 office time None

Configuration Guide = 527



Configuring PoE

5 Appendix: Default Parameters

Table 5-1

Parameter

System Power Limit

PoE Status

PoE Priority

Power Limit (0.1Tw-30.0w)
Time Range

PoE Profile

Table 5-2

Parameter
Profile Name
PoE Status
PoE Priority

Power Limit

Table 5-3

Parameter
Name
Holiday
Type
From Time

To Time

Table 5-4

Parameter
Holiday Name
Start Date

End Date

Default Settings of PoE Configuration

Default Setting
116.0W
Enable

Low

Class 4

No Limit

None

Default Settings of PoE Profile

Default Setting
None

Enable

High

Auto

Default Settings of Time-Range Create

Default Setting
None

Include

Absolute
01/01/2000-00:00

01/01/2000-24:00

Default Settings of Holiday Config

Default Setting
None
01/01

01/01

Appendix: Default Parameters
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Configuring ACL Overview

1

1.1

1.2

Overview

Introduction

The rapid growth of network size and traffic brings challenges to network security and
bandwidth allocation. Packet filtering can help prevent unauthorized access behaviors, limit
network traffic and improve bandwidth use.

ACL (Access Control List) filters traffic as it passes through a switch, and permits or denies
packets crossing specified interfaces or VLANSs. It accurately identifies and processes
the packets based on the ACL rules. In this way, ACL helps to limit network traffic, manage
network access behaviors, forward packets to specified ports and more.

It is usually applied in the following situations:

B To prevent various network attacks, such as attacks on IP (Internet Protocol), TCP
(Transmission Control Protocol), and ICMP (Internet Control Message Protocol) packets.

B To manage network access behaviors, such as controlling access to a network or to
specific resources on your network.

B To limit network traffic and improve network performance by, for example, controlling
the uploading and downloading bandwidth.

Supported Features

» ACL Binding

To"permit” or “deny” received packets, bind the ACL to a port or a VLAN so that the ACL
takes effect on the port or VLAN. The packets that match a permit rule or deny rule will be
forwarded or dropped.

» Policy Binding

Configure Policy if you need to further process the matched packets, through operations
such as mirroring, rate-limiting, redirecting, or changing priority. The Policy takes effect
after itis bound to a port or a VLAN.
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2 ACL Configuration

To configure ACL Binding, follow these steps:
1) Configure a time-range during which the ACL is in effect.
2) Create a Policy and configure the policy action for packets that match the ACL rule.

3) Bindthe ACL to a port or VLAN to make it effective.

To configure Policy Binding, follow these steps:

1) Configure a time-range during which the ACL takes effect.

2) Create an ACL and configure the rules to filter different packets.

3) Create a Policy and configure the policy action for packets that match the ACL rule.

4) Bind the Policy to a port or VLAN to make it effective.

Configuration Guidelines

= A packet “matches” an ACL rule when it meets the rule's matching criteria. The resulting
action will be either to “permit” or "deny"“the packet that matches the rule.

®  |f no ACL rule is configured or no matching rule is found, the packets will be forwarded
without being processed by the ACL.
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2.1 Using the GUI

ACL Configuration

2.1.1 Configuring Time-Range

Some ACL-based services or features may need to be limited to take effect only during a
specified time period. In this case, you can configure time-range for the ACL.

Choose the menu ACL > Time-Range > Time-Range Create to load the following page.

Figure 2-1 Creating the Time-Range

Create Time-Range

Name:
Haoliday
Absolute

4 Week
Create Time-Slice
Start Time:
End Time:

Time-5lice Table

Index

time1 |
Start Date:[2000 v |/ [01 v|/[01 v] End Date:[2000 v]|/[01 v]|/[01 v]
# Mon ¥ Tue # Wed W Thu ¥ Fri Sat Sun

Start Time End Time Delete

[ Apply] [ Help ]

Follow these steps to create the time-range:

1) Inthe Create Time-Range section, assign a name to the time-range, and then select a mode.

Name

Holiday

Absolute

Week

Specify the name of the time-range.

Configure time-range in Holiday mode. In this mode, the corresponding ACL
rule takes effect only when the system date falls within the specified holiday
time. For details, refer to Configuring Holiday

Configure time-range in Absolute mode. In this mode, you can configure an
absolute date range during which the corresponding ACL rule will take effect.

Configure time-range in Week mode. In this mode, you can configure a cycle
time range so the corresponding ACL rule will take effect on certain days
each week.

2) Inthe Create Time-Slice section, configure the start and end time, then click Create.

Start Time / End

Time

Enter the start and end time of a time-slice so that this ACL rule will take
effect during specified time periods in the day.

3) Click Apply to make the settings effective.
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2.1.2

2.1.3

(Optional) Configuring Holiday

In Holiday mode, you need to configure specific dates for the holidays.

Choose the menu ACL > Time-Range > Holiday Create to load the following page.

Figure 2-2  Configuring the Holiday

Create Holiday
Start Date: (01 «| /01 ]
End Date: (01 v|i[o1 v
Holiday Name: | |

Holiday Table

Select Index Holiday Mame Start Date End Date

Mo entry in the table.

[ a1 | [ pelete | [ Help ]

Follow these steps to configure the holiday:

1) In the Create Holiday section, configure the start and end date, and assign a name to
the holiday.

Start Date / End Date Specify the start and end date of the holiday

2) Click Apply to make the settings effective.

Creating an ACL

You can create different types of ACL and define the rules based on source MAC or I