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About this User Guide

When using this guide, please notice that features of the CAP may vary slightly
depending on the model and software version you have, and on your location, language,
and Internet service provider. All screenshots, images, parameters and descriptions

documented in this guide are used for demonstration only.

The information in this document is subject to change without notice. Every effort has
been made in the preparation of this document to ensure accuracy of the contents, but
all statements, information, and recommendations in this document do not constitute
the warranty of any kind, express or implied. Users must take full responsibility for their

application of any product.

* Some models featured in this guide may be unavailable in your country or region.

For local sales information, visit http://www.tp-link.com.

* Unless otherwise noted, the CAP or the device mentioned in this guide stands for
CAP300, CAP1200 and CAP1750. Due to the similarity of their software features, we
take CAP1200 for an example to illustrate Chapter 4 to Chapter 7.

The latest software can be found at Download Center at https://www.tp-

link.com/support.

The Quick Installation Guide can be found where you find this guide or inside the package
of the CAP.

Specifications can be found on the product page at https://www.tp-link.com/support.

A Technical Support Forum is provided for you to discuss our products at
https://forum.tp-link.com/.

Our Technical Support contact information can be found at the Contact Technical

Support page at https://www.tp-link.com/support.



https://www.tp-link.com/support
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https://www.tp-link.com/support
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Chapter 1 Introduction

Auranet series products provide wireless coverage solutions for small-medium
business. They can either work independently in FAT mode or be centrally managed by
the wireless controller in FIT mode, providing a flexible, richly-functional but easily-

configured enterprise-grade wireless network for small and medium business.

“Celling lamp" appearance and easily mounting design with chassis make CAP easy to
be installed on a wall or ceiling and blend in with most interior decorations.

Figure 1-1 Top View of the CAP



Chapter 2 Working Mode

CAPs support two working modes including FIT mode and FAT mode. In FIT mode, APs
can be centrally managed by TP-Link's wireless controller. The default FIT mode is used
when you want to deploy a large wireless network. The management of every single AP
in the network is complex and complicated. With the wireless controller, you can
centrally manage the mass APs simply in a web browser.

In FAT mode, you can log in to AP's webpage to manage the AP alone. The FAT mode is
used in a small wireless network. The AP cannot be managed by wireless controller in
FAT mode.

2.1 FIT Mode

In the default FIT mode, CAP should be managed by the wireless controller. Please refer
to the Wireless Controller User Guide from our website at www.tp-link.com to learn

more information about configuring and using the CAPs by the controller.


http://www.tp-link.com/

Typical topology in FIT mode:
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Figure 2-1 Typical Topology in FIT Mode

The IP address of the wireless controller must be reachable for the CAPs in the
network.

2.2 FAT Mode

In FAT mode, you can log in to AP's webpage to manage the AP alone. The FAT mode is
used in a small wireless network.



Typical topology in FAT mode:
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Figure 2-2 Typical Topology in FAT Mode

Follow the steps below to log in to the web interface.

1. Launch aweb browser, enter 192.168.0.254 in the address field and press the Enter
key.

|
~

@ 192.168.0.254 -1

To log in to the device, the IP address of your PC should be set within the same
subnet addresses of the device. The IP address is 192.168.0.x (“X" is any number
from 1 to 253). Subnet Mask is 255.255.255.0.

2. Create anew username and password for login, and then click OK.



New Username:

New Password:

Confirm the Password:

Note: Please remember the administrator account and password for
login. If you forget, you can reset the device to its factory defaults.

OK

Figure 2-3 Login

3. The webpage will be shown as below. Click the menu bar to configure the

corresponding parameters.

Status Wireless

Device Information
Hardware Version: CAP1200v1.0
MAC Address: 00-CA-12-00-AB-C4
IP Address: 192.168.0.254
System Time: 2016-01-01 07:22:04
Running Time: 0 days 07:22:06

Wireless Service

24G  5G
D SSID Network Type
1 TP-Link_2.4G_00ABC4 Guest Network

Wireless Client

246G 5G

ID MAC Address

Network

System

Wireless Parameter
246G 5G

Wireless Mode: 802.11bfg/n
Channel Bandwidth: Auto
Channel Frequency: 11

'WDS Status: Disabled

Wireless Password Client Number Status

0 Enable

Connected S3ID Connection Time

Figure 2-4 Status

Settings

Refresh

Proceed to the following chapters for information on configuring the CAP in FAT mode.

CAP1200 is taken as an example.



Chapter 3 Status

The Status page displays the device information, wireless parameter, wireless service
and wireless client of the CAP.

Status Wireless Network System

Device Information Wireless Parameter

Hardware Version: CAP1200 v1.0 24G 56

MAC Address: 00-CA-12-00-AB-C4 Wireless Mode: 802.11b/gin
IP Address: 192.168.0.254 Channel Bandwidth: Auto
System Time: 2016-01-01 02:15:23

Channel Frequency: 11

Running Time: 0 days 02:15:25

WDS Status: Disabled

Wireless Service

24G  5G
1D SSID Metwork Type Wireless Password Client Mumber Status Settings
1 TP-Link_2.4G_00ABC4  Guest Metwork 0 Enable {3}

Wireless Client

24

(n]

5G

D MAC Address Connected 551D Connection Time

Client list is empty.

Refresh

Figure 3-1 Status Page

3.1 Device Information

This section displays the information of hardware version, MAC address, IP address,
system time and running time of the CAP. If you want to modify the IP address of the CAP,

Please refer to_AP_Management. To modify the system time, please refer to Time
Setting.

Device Information

Hardware Version: CAP1200v1.0

MAC Address:
IP Address:
System Time:

Funning Time:

00-CA-12-00-AB-C4
192.168.0.254
2016-01-01 02:15:58
0 days 02:16:00

Figure 3-2 Device Information




3.2 Wireless Parameter

This section displays the wireless mode, channel bandwidth, channel frequency and

WDS status of the device. Please refer to Advanced Settings to configure the wireless

mode, channel bandwidth and channel frequency and refer to WDS Settings to

configure the WDS feature.

Wireless Parameter
24G 5G
Wireless Mode: 802.11hig/n
Channel Bandwidth: Auto

Channel Frequency: 10
WDS Status: Disabled

Figure 3-3 Wireless Parameter

3.3 Wireless Service

In this section, you can check or edit the wireless service information of the CAP.

Wireless Service

2.4 5G
D S5ID Metwork Type Wireless Password Client Number Status Settings
1 Home Guest Network 0 Enable {?}
2 TP-Link Office Network 0 Enable {E}

Figure 3-4 Wireless Service

Click the button® to edit the corresponding wireless service entry. You can change the
SSID, Network type and password. Check or uncheck the status box to enable or disable
the wireless service as needed.

S5ID

Metwork Type

Passwaord:

Status:

: Home
> |Guest Netwark v
123123123 (7]

¥ Enable

Figure 3-5 Wireless

Save



If the wireless network is not encrypted, changing password here will encrypt the network
with WPA-PSK/WPA2-PSK. If the wireless network has been already encrypted, changing
password here will not change the encryption type.

3.4 Wireless Client

The wireless client table displays the information of the connected clients including their

MAC address, connected SSID and the connection time.

Wireless Client
24 5G
D MAC Address Connected SSID Connection Time

Refrash

Figure 3-6 Wireless Client



Chapter 4 Wireless

Wireless page consists of Wireless, WDS Settings, Advanced Settings and Band

Steering.
Status Wireless Network System
Wireless
24AG  5G
© Add
1D 331D Code Type Metwork Type Security Mode Password AP Isolation Status Settings
1 TP-Link_2.4G_00... — Guest Network None Enable Enable -{3}
WDS Settings.
24G  5G
WDS: [ Enable @
SSID: [TP-Link o

ESSID: |00-00-00-00-00-01

Security Mode: | Mone e
OK
Advanced Settings
246 56
Wireless Mode: | 802 11blg/n v @
Channel Bandwidth: | Auto v @
Channel: | Auto v @
Dynamic Channel Switching: | Auto £ Channel Switching with Wireless Clients Connected 0
Check Interval: |8 (3-180, 8 by default) e
Channel Occupancy Threshold: sp (1-100, 50 by default) 0
Channel Switching Threshald: [2p (1-45, 20 by default) 0
Transmit Power(EIRP) 20 am @
SSID Isolation : [+| Enable @
Airtime Fairness Enable @
Beacon Interval: [100 ms (40-1000) @
Maximum Users: [100 (1-100)
Enahle Forbid stations with a signal strength lower than dBm from accessing the AP (Enter a value from -95 to 0.) 0
Enable Discard stations with a signal strength lower than dBm. (Enter a value from -95 to 0.) @
OK
Band Steering
Band Steering Enabled @ Disabled
5GHz Maximum Connection Threshold: 20 User Number (2-40, 20 by default) Q
Difference Threshold: 4 User Number (1-8, 4 by default) 0
Maximum Failure Number: |10 Times (0-100, 10 by default) @
OK

Figure 4-1 Wireless Page

If you have made any change of the parameters, please click OK to make the

configuration take effect. There will be a blue bar at the top of the page to remind you to
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save the configuration. Click Save when you finish all settings, otherwise all the settings
will be recovered to last saved settings at reboot or power off.

Your unsaved configurations will be lost when the device reboots. Save now? Save

Proceed to the following chapter for information on configuring the wireless network of
the CAP. The configuring information of 2.4GHz is taken as the example.

4.1 Wireless

This section allows you to configure the wireless basic settings, such as SSID, network
type, security mode, and password of each wireless service entry.

Wireless
2.4 5G
@ Add
D SSID Code Type Netwaork Type Security Mode Password AP Isolation Status Settings
1 Home — Guest Network None Enable Enable {3}
2 TP-Link — Ofiice Network None Disable Enable &

Figure 4-2 Wireless

Click Add to create a new wireless service. Click button # to edit the corresponding
wireless service.

SSID: | Enable Broadcast @
MNetwork Type: | Office Metwork R 0
Security Mode: None v @

AP Isolation: | | Enable @
Enable Wireless Metworlk: |+ Enable

Save

SSID: Enter a character string no more than 32 characters to name your
wireless network. We suggest you to set an easy-to-remember SSID
to conveniently identify your wireless network.

Check the box of Enable Broadcast to allow this device to broadcast
its SSID. Therefore, the hosts within its wireless coverage could find
the wireless signals.

Network Type: Select the network type of the wireless network.

11



Guest Network: The hosts in a guest network cannot communicate
with hosts in other wireless networks.

Office Network: Functions as a normal wireless network.

Security Mode: Select the security mode of wireless network. If all the hosts are
allowed to access the wireless network without password, please
select None. For the safety of wireless network, you are suggested to
encrypt your wireless network. This device provides two security
modes: WPA/WPA2 (Wi-Fi Protected Access) and WPA-PSK/WPA2-
PSK (WPA Pre-Shared Key). WPA-PSK/WPA2-PSK is recommended.
Settings vary in different security modes as the details is in the
following introduction.

AP Isolation: Select this checkbox to enable the AP Isolation feature that allows
you to confine and restrict all wireless devices on your network from
interacting with each other, but still able to access the Internet. This
function will be disabled if WDS is enabled.

Enable Wireless Check the box to enable this wireless network, allowing the hosts
Network: connected to the wireless network to communicate with each other.
Security Mode

Followingis the detailed introduction of security mode: WPA/WPA2 and WPA-PSK/WPA2-
PSK.
o WPA-PSK/WPA2-PSK

Based on pre-shared key. It is characterized by higher safety and simple settings, which
suits for common households and small business. WPA-PSK has two versions: WPA-
PSK and WPA2-PSK.

Security Mode: WPA-PSK/WPA2-PSK |~ @

Authentication Type:  Auto ~
Encryption: | AES e
PSK Password: [seesssss Show
Group Key Update Period: |0 Seconds, 0 means no update.

Figure 4-3 Security Mode WPA-PSK/WPA2-PSK

Authentication ¢ Auto: Select WPA or WPA2 automatically based on the wireless
Type: station's capability and request.

« WPA-PSK: Pre-shared key of WPA.
« WPA2-PSK: Pre-shared key of WPA2.

12



Encryption:

PSK Password:

Group Key
Update Period:

« WPA/WPA2

Select the encryption type, including Auto, TKIP, and AES. The default
setting is Auto, which can select TKIP (Temporal Key Integrity Protocol) or
AES (Advanced Encryption Standard) automatically based on the wireless
station's capability and request. AES is more secure than TKIP and TKIP
is not supported in 802.11n mode. It is recommended to select AES as
the encryption type.

Configure the PSK password with ASCII or Hexadecimal characters. For
ASCIl, the length should be between 8 and 63 characters with
combination of numbers, letters (case-sensitive) and common
punctuations. For Hexadecimal, the length should be 64 characters (case-
insensitive, 0-9, a-f, A-F).

Specify the group key update period in seconds. The value can be either
0 or 30-8640000 seconds.

Based on Radius Server, WPA can assign different password for different users and it is

much safer than WPA-PSK. However, its maintenance costs much which is only suitable

for enterprise users. At present, WPA has two versions: WPA and WPA2.

Security Mode: WPAWPAZ v @
Authentication Type: | Auto ~
Encryption: | Auto v

Radius Server: 0.0.0.0

Radius Server Port: 0

Radius Password: Show

Group Key Update Period: 0 Seconds, 0 means no update.

Authentication
Type:

Encryption:

Figure 4-4 Security Mode WPA/WPA?2

Select one of the following versions:

o Auto: Select WPA-PSK or WPA2-PSK automatically based on the
wireless station's capability and request.

o WPA: Wi-Fi Protected Access.
¢ WPA2: Version 2 of WPA.

Select the encryption type, including Auto, TKIP, and AES. The default
setting is Auto, which can select TKIP (Temporal Key Integrity Protocol)
or AES (Advanced Encryption Standard) automatically based on the
wireless station's capability and request. AES is more secure than TKIP
and TKIP is not supported in 802.11Tn mode. It is recommended to select
AES as the encryption type.
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RADIUS Enter the IP address/port of the RADIUS server.

Server/Port:

RADIUS Enter the shared secret of RADIUS server to access the RADIUS server.
Password:

Group Key Specify the group key update period in seconds. The value can be either

Update period: 0 or 30-8640000 seconds.

Encryption type TKIP is not supported in 802.11n mode. If TKIP is applied in 802.1 1Tnh mode,
the clients may not be able to access the wireless network of the CAP. If TKIP is applied in
11b/g/n mode (in the 2.4GHz frequency band) or 11a/n (in the 5GHz frequency band), the
device may work at a low transmission rate.

4.2 WDS Settings

WDS (Wireless Distribution System) is a communication system among multiple wireless
local area networks established between APs through wireless connection. In this
system, only data frames with four address fields can be transparently forwarded at the
link layer. In a WDS network, it is necessary that the root AP supports forwarding of data
frames four address fields. If not, only data frames with the ARP/IP/PPPOE protocol can
be forwarded among APs.

WDS Settings
246 5G
WwDSs: [ | Enable Q
SSID: TP-LINK Q
BSSID: [00-00-00-00-00-01

Security Mode: | None b

OK

Figure 4-5 WDS Settings

Check the box and click OK. The following figure will be shown. Click Yes to enable the
WDS feature.

b d With WDS enahbled, only serial number 1's wireless service can be used. The AP's wireless
x"\/ made, channel bandwidth and wireless channel will be restored to their facory defaults.
Continue to enable WDS?

Yes Mo

There are two ways to select the root AP. Scan or manually enter the parameters.

14



Scan

Click the Scan button, the AP list will be shown as below. Select the desired root AP to
bridge in the AP list.

D BSSID SSID Chanr Security Mode Signal Strer Select

1 18-AG-FT-2D-CA-T6 EAP_TEST 1 WPAZ-PSK il ()
n

2 06-0A-EB-13-09-19  vhsgast 1 WPA-PSKNPAZ-PSK ()
[ |

3 G0-E3-27-21-2B-TB  TP-LINK_2B7C 1 WPA-PSKNPAZ-PSK ()
[ |

4 G6-E3-27-21-2B-TC  TP-LINK_Guest_2BTC 1 WPA-PSKNPAZ-PSK ()

5 EC-08-5B-9F-BD-... SmartHome 1 WPA-PSKNPAZ-PSK . (]
[ |

] 02-CT-BF-07-80-2B  wvland 7 MNone . (]
[ |

7 12-C7-BF-07-90-2B wvlan3 7 Mone . (]
[ |

8 00-EA-DE-AD-BE... TP-LINK_2.4GHz_ADEBEED 3 Mone ()

] A0-CT7-BF-01-88-20 7200_24G G WPA-PSKNPAZ-PSK ()

IIII -

Figure 4-6 AP List

After selecting the desired root AP, the WDS settings page will be shown as below. If the
root AP is encrypted, you should enter the PSK password manually. Click OK to finish the

settings.
WDS Settings
24G 56
WDS: [#| Enable Scan e
S5ID: |CAP_TEST Q
BSSID: 00-00-00-00-00-01
Security Mode: | WPA-PSK / WPAZ-PSK ~
Authentication Type: | Auto ~
Encryption: | Auto ~
PSK Password: fseessesss Show
OK
Figure 4-7 WDS Settings
Manually

You should manually enter the parameters of the root AP. Click OK to finish the settings.

WDS: Check the box to enable WDS feature.
SSID: The SSID of the AP your device is going to connect to as a client.
BSSID: The BSSID of the AP your device is going to connect to as a client.

15



Security Mode: This option should be chosen according to the AP's security
configuration. It is recommended that the security type is the same as
your AP's security type.

Select the encryption type, including None and WPA-PSK/WPA2-PSK.
The default setting is None. Please refer to Security Mode for details.

4.3 Advanced Settings

You can configure the advanced settings in this section. Improper configuration would
degrade the CAP's wireless performance. With no special requirement, it is

recommended to keep the default settings.

Advanced Settings

246G 5G
Wireless Mode: | 802.11b/g/in W 0
Channel Bandwidth: | Auto v @
Channel: | Auto ~ @
Dynamic Channel Switching: | Auto v Channel Switching with Wireless Clients Connected 0
Check Interval: 8 (3-180, & by default) 0
Channel Occupancy Threshold: |50 (1-100, 50 by default) 0
Channel Switching Threshold: |20 (1-45, 20 by default) @
Transmit Power(EIRP) 20 am @

SSID Isolation : [v] Enable @
Aitime Fairness: Enable 0

Beacon Interval: 100 ms (40-1000) @

Maximum Users: [100 (1-100)
Enable Forbid stations with a signal strength lower than dBm from accessing the AP. (Enter a value from-9510 0.) @
Enable Discard stations with a signal strength lower than dBm. (Enter a value from-9510 0.) 0

OK

Figure 4-8 Advanced Settings
Wireless Mode: Select the protocol standard for the wireless network.

For 2.4GHz network, it is recommended to select 802.11b/g/n, in which
way clients supporting any one of these modes can access your wireless
network.

For 5GHz network, it is recommended to select 802.11a/n or
802.11a/n/ac, in which way clients supporting any one of these modes
can access your wireless network.

Channel Select the channel bandwidth of this device including 20MHz and 40MHz.

Bandwidth: The default setting is Auto, which will select the proper bandwidth

automatically according to the network need.

16



Channel:

Dynamic
Channel
Switching

Check Interval

Transmit
Power:

SSID Isolation:

Airtime
Fairness

According to IEEE 802.11n standard, using a higher bandwidth can
increase wireless throughput. However, users may choose lower
bandwidth due to the following reasons:

1. To increase the available number of channels within the limited total
bandwidth.

2. To avoid interference from overlapping channels occupied by other
devices in the environment.

3. Lower bandwidth can concentrate higher transmit power, increasing
stability of wireless links over long distances.

This field determines which operating frequency will be used. The default
channel is set to Auto, so the AP will choose the best channel
automatically. It is not necessary to change the wireless channel unless
you notice interference problems with another nearby access point.

(For CAP1200) When you choose the channel as Auto, you can configure
DCS (Dynamic Channel Switching) here. There are three modes, including
Auto, Manual and Off.

Auto: In this mode, if there are no clients connected to the CAP, the CAP
will automatically switch to the optimum channel when the current
channel performance is poor. But if you have checked the box before
Channel Switching with Wireless Clients Connected, channel switching
will occur even if there are clients connected to the CAP. These clients
will have to reconnect to the CAP afterwards.

Manual: Click the <Reselect Channel> button and the device will switch
to the optimum wireless channel, regardless of whether clients are
connected to the CAP.

Off: The device will not switch between channels automatically.

If you have chosen the Dynamic Channel Switching mode as Auto, here
you can configure the check interval. The valid value ranges from 3 to 180
(in minutes), and the default value is 8.

The channel quality is tested every check interval. If the channel
performance is poor, channel switching will be performed automatically.

You can use the slider or manually enter the transmit power value. The
maximum transmit power may vary among different countries or regions.

With this option enabled, the hosts connected to different wireless
networks cannot communicate with each other.

(For CAP1200) By default, the channel is occupied by one client until it
finished the data transmission. The next client can only use the channel
after the previous client finished the data transmission. If one client has a
low transmission rate, it will occupy the channel for a long time while the

17



Beacon
Interval:

Maximum
Users:

Forbid stations
with a signal
strength lower
than () dBm
from accessing
the AP:

Discard
stations with a
signal strength
lower than ()
dBm:

other clients with higher transmission rates have to wait. So the
bandwidth resource is not fully used.

With this option enabled, the CAP will allocate different transmission time
for clients according to their transmission rates. The clients with higher
transmission rates will transfer data more efficiently, thus improving the
total data throughput of the CAP.

Beacons are transmitted periodically by the device to announce the
presence of a wireless network for the clients.

Enter a time interval between 40 and 1000 in milliseconds to determine
the duration between beacon packets that are transmitted periodically by
the device to synchronize the wireless network. The default is 100
milliseconds.

Specify the maximum users that allowed to connect to the CAP.

Enable or disable the access rules.

Set the minimum signal strength for a new client to be allowed to access
the network. Values from -95 to 0 dBm are valid. The default value is -75
dBm. It is recommended the maximum number is less than -40 dBm.
When clients attempt to connect to the AP with lower signal strength than
the threshold value (for example due to obstacles or long distances), they
will be denied access to the AP.

Enable or disable the discard rules.

Set the minimum signal strength in which the AP will discard a connected
client. Values from -95 to 0 dBm are valid. The default value is -75dBm. It
is recommended the maximum number is less than -40 dBm. When the
signal strength of the connected client is lower than the threshold value
(for example due to obstacles or long distances), the client will be
discarded by the AP.

4.4 Band Steering

There are clients that only support the 2.4GHz band and clients that support dual band

in a wireless network. If all the clients connect to the 2.4GHz band, the 2.4GHz band will

become very congested, reducing the network performance. With band steering

enabled, the AP would steer the dual band clients to connect to the 5GHz first, which

would balance the band connections.

18



Band Steering

Band Steering: () Enabled ® Disabled

5GHz Maximum Connection Threshold: 20 User Number (2-40, 20 by default) 0
Difference Threshold: |4 User Number (1-8, 4 by default) @
Maximum Failure Number: 10 Times (0-100, 10 by default) 0

oK

Figure 4-9 Band Steering
Select the Enabled and click OK. The following page will be shown. Click Yes and wait a

second until the band steering is switched to Enabled.
wte X

9 Band Steering will be valid only when both the 2. 4GHz and 5GHz bands have the same S3ID.
- Please verify both 2.4GHz and 5GHz bands are configured with the same SSID, wireless

security and password.

Yes Mo

Band Steering: Select Enabled and click OK to enable Band Steering feature.
Select Disabled and click OK to disable Band Steering feature.

5GHz Maximum Specify the maximum number of clients that are allowed to connect
Connection to the 5GHz band. When the client number meets the 5GHz maximum
Threshold: connection threshold and difference threshold, the AP will prevent

more APs from connecting to the 5GHz band.

Difference Specify the maximum difference value between the number of

Threshold: clients connected to the 5GHz band and the number connected to
the 2.4GHz band. When the client connections meet the 5GHz
maximum connection threshold and the difference threshold, the AP
will prevent more APs from connecting to the 5GHZ band.

Maximum Failure Specify the maximum number of failed connection attempts of the
Number: client.

If the clients continuously request to connect to the 5GHz band and
the number of failed attempts exceeds the specified number, the
CAP will accept the connection request.

19



Chapter 5 Network

On Network page, you can configure the wireless MAC filtering rule and set the VLANSs.

Status Wireless Network System
Wireless MAC Filtering
24G 5G
Wireless MAC Filtering Enahle ~ 0
Q Adg
ID MAC Address Effective Range Description Setlings
MAC address list is empty.
Save
VLAN Settings
24G 5G
D S5D Network Type VLAN ID Settings
1 Home Guest Network Mo Binding {3}
2 TP-Link Office Network Mo Binding ﬁ}

Figure 5-1 Network Page

If you have made any change of the parameters, please click OK to make the
configuration take effect. There will be a blue bar at the top of the page to remind you to
save the configuration. Click Save when you finish all settings, otherwise all the settings
will be recovered to last saved settings at reboot or power off.

Your unsaved configurations will be lost when the device reboots. Save now? Save

5.1 Wireless MAC Filtering

Wireless MAC Filtering feature uses MAC addresses to determine whether one host can
access the wireless network or not. Thereby it can effectively control the user access in

the wireless network.

Wireless MAC Filtering

2.4 5G
Wireless MAC Filtering: Enable v @

© Add

ID MAC Address Effective Range Description Settings

MAC address listis empty

Save

Figure 5-2 Wireless MAC Filtering
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Wireless MAC  Check the box and select one or more wireless networks to enable the

Filtering: wireless MAC filtering on the selected wireless network(s). With MAC
filtering enabled, only MAC addresses listed in the rule list can be
connected to the corresponding wireless network.

Click Add to create a wireless MAC filtering entry. The following page will be shown.

MAC Address:
Effective Range: v

Description

Save
Figure 5-3 Filtering Rule
MAC Address: Enter the MAC address of the client.

Effective Range: Select the wireless network that allows the client to access.

Description: Specify a description for the entry to make it easier to search for and
manage.

Click & button to modify the corresponding entry and click ® P2 hutton to delete

the selected entry.

5.2 VLAN Settings

In this section, all the wireless network will be listed here.

VLAN Settings
2.4 5G
D SSID Network Type VLAN ID Settings
Home Guest Network No Binding fo}
2 TP-Link Office Network No Binding {5}

Figure 5-4 VLAN List

The CAP can add different VLAN tag to the clients which connect to the corresponding
wireless network. The clients with different VLAN ID cannot directly communicate with
each other. Click & button to specify the VLAN ID for the corresponding network.
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VLAN Settings b

VLAN: [ |Enable @

Save
Figure 5-5 VLAN Settings
VLAN: Check the box to enable the VLAN feature.
VLAN ID: Specify a VLAN ID for the wireless network.
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Chapter 6 System

System page is mainly used to configure some basic information like AP management,
user account, system log, time setting, and realize functions including reboot, reset,

backup, restore, firmware upgrade and ping watch dog.

Status Wireless Network System

AP Management Account

|P Address- [152.168.0. 254 Currant Username: |sdmin

Current Password: Show

Mask: [2! 5.265.0

Default Gateway: (1 New Uzamams:

M=nage VLAN: g New Shaw
Szcurs Server Fort: (443 Canfirm the &
WEB Service Port: [80
‘Web S=ssion Timeout: (5 Minutes {5-50)
Ol Ok
System Log Time Setting
Check Log: Open Time Zone: | [UTC) Universsl Time Coordinated; Dub s
Downtoad Log: | Download Date: [201801/01
Send To Server: Ensble Time: 1060:02:30 ~
NTP Sarver |
NTF Server Il
OK OK

Configuration Management
Backup: Backup
Restors: Browse... Upload
Factory Restore: Resst

Reboot: Reboot

Firmware Upgrade

Hardware Version: CAPITED vi.0
Firmware Version: 1.1.2 Build 20180525 Rel. 38521({4558)

Firmwars Upgrade: Browse. .. Upload

Ping Watch Dog

Ping Watch Dog: Ensbl=

OK

Figure 6-1 System Page
If you have made any change of the parameters, please click OK to make the
configuration take effect. There will be a blue bar at the top of the page to remind you to
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save the configuration. Click Save when you finish all settings, otherwise all the settings

will be recovered to last saved settings at reboot or power off.

Your unsaved configurations will be lost when the device reboots. Save now? Save

6.1 AP Management

You can change the IP address, mask, default gateway, web service port and web

session timeout of the CAP and enable the manage VLAN.

AP Management

» Bession Timeout: |5 Minarty

Figure 6-2 AP Management Page

IP Address: Set the IP address through which the hosts in the LAN can visit the
CAP. The default setting is 192.168.0.254. You can change the IP
according to the network need.

Mask: Set the mask of CAP. The default setting is 255.255.255.0. You can
change it according to the network need.

Default Gateway: Set the default gateway of CAP. The default setting is 255.255.255.0.
You can change it according to the network need.

Manage VLAN: Check the box to enable the manage VLAN. Specify the Manage
VLAN ID. The valid values are from 1 to 4094.

Manage VLAN provides a safer way for you to manage the CAPs.
With it enabled, only the hosts in the manage VLAN can log in to the
CAP's webpage. Since most hosts cannot process VLAN tags, you
should connect the management host to the network via a switch.
Configure VLAN settings for the switches on the network to ensure
the communication between the host and the CAP in the manage
VLAN.
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Secure Server Set the HTTPS port. The value should be 443 or between 1024 and

Port: 65535. The default value is 443.

WEB Service Set the Web service port for the CAP.

Port:

Web Session Set the session timeout for the webpage. When you log in to the
Timeout: CAP's webpage, if there is no operation during the set time, the

webpage will be logged out automatically.

6.2 Account

You can change the username and password to protect your device from unauthorized

login.
Account
Current Username: admin
Current Password: Show
New Username:
New Password: Show
Confirm the Password:
oK
Figure 6-3 Account Page
Current User Enter the current user name and password of the admin account to
Name/Password: get the permission of modification.
New User Enter a new user name and password for the admin account. Both

Name/Password: values are case-sensitive, up to 64 characters and with no space.

Confirm the Enter the new password again.
Password:

6.3 SystemlLog

Check the system log in this section.
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System Log

Check Log: Open
Download Log: | Download

Send To Server: Enable

OK

Figure 6-4 System Log

Check Log: Click Open to check the system log.
Download Log: Click Download to download the system log.

Send To Server/ Check the box to enable the function. If you want to check the system

Server Address: login a specified host, please install a system log server and enter the
server IP in this field. Click OK, then the AP will send the system log to
the specified IP address.

6.4 Time Setting

System time represents the device system'’s notion of the passing of time. System time
is the standard time for Scheduler and other time-based functions. You can manually set

the system time, configure the system to acquire its time settings from a preconfigured

NTP server.
Time Setting
Time Zone:  (UTC+08:00) Beijing, Urumgi, Hong Kor | s
Date: 2014/01/01
Time: |01:46:48 v
NTP Server I
NTFP Server I
oK
Figure 6-5 Time Settings
Time zone: Select your local time zone from the drop-down list.
Date: Set the current date, in format YYYY/MM/DD. For example, for

November 25, 2014, enter 2014/11/25 in the field.
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Time: Specify the device's time. Select the number from the drop-down
list in time format HH/MM/SS.

NTP Server I/NTP Please input the primary NTP sever address and an alternative NTP
Server lI: server address.

6.5 Configuration Management

In this section, you can backup, restore, reset or reboot your CAP.

Configuration Management

Backup Backup
Restore Erowse... Upload
Factory Restore Reset

Rehoot Reboot

Figure 6-6 Configuration Management

Backup: Click Backup to save a copy of your current settings. Please save
your copy in a secure file location. It is recommended to back up the
settings before you change the configurations and upgrade the
firmware.

Restore: Click Browse to locate and select the backup file, then click Upload
to import the file to recover the configurations.

Factory Restore: Click Reset to restore your device to its factory default settings.

Reboot: Click Reboot to reboot your device. Do NOT power off your device
while it is rebooting.

6.6 Firmware Upgrade

Please log in http://www.tp-link.com/ to download the latest system file. Click Browse to

locate and select the firmware file. Click Upload to upload the file to upgrade.

Firmware Upgrade

Hardware Version: CAP1750v1.0
Firmware Version: 1.0.0 Build 20160926 Rel. 34339{5553)

Firmware Upgrade: Browse... || Upload

Figure 6-7 Firmware Upgrade
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After the firmware is uploaded, the page below will be shown. If you want to save the
current settings, please click Save Configuration. If you want to restore the device to

factory defaults please click Restore.

Firmware Upgrade %

MNew firmware version is 1.0.0 Build 20161009 Rel. 72771. Keep the current settings or restore to factory
defualts during upgrading?

Save Configuration Restore Cancel

Figure 6-8 Firmware Upgrade

Hardware Version: Display the current hardware version.
Firmware Version: Display the current Firmware version.

Firmware Upgrade: Click Browse to locate and select the firmware file. Click Upload to
upload the file to upgrade. Do NOT power off your device while it is
upgrading.

6.7 Ping Watch Dog

Ping Watch Dog sets the device to continuously ping a user-defined IP address (it can
be the Internet gateway, for example) to check the network connectivity. If there is a

connection failure then the device will automatically reboot.

Ping Watch Dog is dedicated to continuously monitoring the connectivity to a specific
host using the Ping tool. The Ping tool sends ICMP echo request packets to the target
host and listens for ICMP echo response. If the defined number of replies is not received,

the tool reboots the device.

Ping Watch Dog

Ping Watch Dog: Enable

oK

Figure 6-9 Ping Watch Dog

Ping Watch Dog: Check the box to enable the feature.
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Destination IP
Address:

Ping Interval:

Start-up Delay:

Lost Packets Count:

Specify the IP address of the target host to which the Ping Watch
Dog Utility will send ping packets.

Enter the time interval (in seconds) between two successive ping
packets. The default value is 300 seconds.

Enter the initial time delay (in seconds) from device startup to the
first ICMP echo requests sent by Ping Watch Dog. The default value
is 300 seconds.

The Start-up Delay value should be at least 60 seconds as the
device's initialization takes a considerable amount of time.

Enter the fail count of ICMP echo request. If the device sends the
specified count of ICMP echo requests to the host and none of the
corresponding ICMP echo response packets is received, Ping
Watch Dog will reboot the device. The default value is 3.
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COPYRIGHT & TRADEMARKS

0 tp-link
"1

Specifications are subject to change without notice. is aregistered trademark

of TP-Link Technologies Co., Ltd. Other brands and product names are trademarks or
registered trademarks of their respective holders.

No part of the specifications may be reproduced in any form or by any means or used to
make any derivative such as translation, transformation, or adaptation without
permission from TP-Link Technologies Co., Ltd. Copyright © 2018 TP-Link Technologies
Co., Ltd.. All rights reserved.
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FCC compliance information statement

FC

Product Name: AC1750 Wireless Dual Band Gigabit Ceiling Mount Access Point
Model Number: CAP1750

Component Name [Model

I.T.E. Power T120150-2B1

Product Name: AC1200 Wireless Dual Band Gigabit Ceiling Mount Access Point
Model Number: CAP1200

Component Name [Model

I.T.E. Power T120150-2B1

Product Name: 300Mbps Wireless N Ceiling Mount Access Point
Model Number: CAP300

Component Name [Model

I.T.E. Power T090060-2B1

Responsible party:

TP-Link USA Corporation, d/b/a TP-Link North America, Inc.
Address: 145 South State College Blvd. Suite 400, Brea, CA 92821
Website: http://www.tp-link.com/us/

Tel: +1 626 333 0234

Fax: +1 909 527 6803

E-mail: sales.usa@tp-link.com

This equipment has been tested and found to comply with the limits for a Class B digital

device, pursuant to part 15 of the FCC Rules. These limits are designed to provide

reasonable protection against harmful interference in a residential installation. This

equipment generates, uses and can radiate radio frequency energy and, if not installed

and used in accordance with the instructions, may cause harmful interference to radio

communications. However, there is no guarantee that interference will not occur in a
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particular installation. If this equipment does cause harmful interference to radio or
television reception, which can be determined by turning the equipment off and on, the
user is encouraged to try to correct the interference by one or more of the following
measures:

e Reorient or relocate the receiving antenna.

e Increase the separation between the equipment and receiver.

e Connect the equipment into an outlet on a circuit different from that to which the
receiver is connected.

e Consult the dealer or an experienced radio/ TV technician for help.

This device complies with part 15 of the FCC Rules. Operation is subject to the following

two conditions:

1) This device may not cause harmful interference.

2) This device must accept any interference received, including interference that may
cause undesired operation.

Any changes or modifications not expressly approved by the party responsible for

compliance could void the user's authority to operate the equipment.

Note: The manufacturer is not responsible for any radio or TV interference caused by
unauthorized modifications to this equipment. Such modifications could void the user's
authority to operate the equipment.

FCC RF Radiation Exposure Statement:

This equipment complies with FCC RF radiation exposure limits set forth for an
uncontrolled environment. This device and its antenna must not be co-located or
operating in conjunction with any other antenna or transmitter.

"To comply with FCC RF exposure compliance requirements, this grant is applicable to
only Mobile Configurations. The antennas used for this transmitter must be installed to
provide a separation distance of at least 20 cm from all persons and must not be co-
located or operating in conjunction with any other antenna or transmitter.”

We, TP-Link USA Corporation, has determined that the equipment shown as above has
been shown to comply with the applicable technical standards, FCC part 15. There is no
unauthorized change is made in the equipment and the equipment is properly
maintained and operated.

Issue Date: 2018.6.20

FCC compliance information statement

Product Name: I.T.E. Power
Model Number: T120150-2B1 (CAP1750/CAP1200), T090060-2B1 (CAP300)

Responsible party:
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TP-Link USA Corporation, d/b/a TP-Link North America, Inc.
Address: 145 South State College Blvd. Suite 400, Brea, CA 92821
Website: http://www.tp-link.com/us/

Tel: +1 626 333 0234

Fax: +1 909 527 6803

E-mail: sales.usa@tp-link.com

This equipment has been tested and found to comply with the limits for a Class B digital
device, pursuant to part 15 of the FCC Rules. These limits are designed to provide
reasonable protection against harmful interference in a residential installation. This
equipment generates, uses and can radiate radio frequency energy and, if not installed
and used in accordance with the instructions, may cause harmful interference to radio
communications. However, there is no guarantee that interference will not occur in a
particular installation. If this equipment does cause harmful interference to radio or
television reception, which can be determined by turning the equipment off and on, the
user is encouraged to try to correct the interference by one or more of the following
measures:

o Reorient or relocate the receiving antenna.
e Increase the separation between the equipment and receiver.

e Connect the equipment into an outlet on a circuit different from that to which the
receiver is connected.

e Consult the dealer or an experienced radio/ TV technician for help.

This device complies with part 15 of the FCC Rules. Operation is subject to the following

two conditions:

1) This device may not cause harmful interference.

2) This device must accept any interference received, including interference that may
cause undesired operation.

Any changes or modifications not expressly approved by the party responsible for

compliance could void the user's authority to operate the equipment.

We, TP-Link USA Corporation, has determined that the equipment shown as above has

been shown to comply with the applicable technical standards, FCC part 15. There is no

unauthorized change is made in the equipment and the equipment is properly
maintained and operated.

Issue Date: 2018.6.20
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CE Mark Warning

C € (CAP300)

This is a class B product. In a domestic environment, this product may cause radio
interference, in which case the user may be required to take adequate measures.

CE€ (cAP1200/cAP1750)

This is a class B product. In a domestic environment, this product may cause radio
interference, in which case the user may be required to take adequate measures.

OPERATING FREQUENCY(the maximum transmitted power)

2400 MHz -2483.5 MHz(20dBm) (CAP300/CAP1200/CAP1750)
5150 MHz -5250 MHz(23dBm) (CAP1200/CAP1750)

EU declaration of conformity

TP-Link hereby declares that the device is in compliance with the essential requirements
and other relevant provisions of directives 2014/53/EU, 2009/125/EC and 2011/65/EU.

The original EU declaration of conformity may be found at http://www.tp-link.com/en/ce

RF Exposure Information

This device meets the EU requirements (1999/5/EC Article 3.1a) on the limitation of
exposure of the general public to electromagnetic fields by way of health protection.

The device complies with RF specifications when the device used at 20 cm from your
body.

National Restrictions (car1200/cAP1750)

Restricted to indoor use.

Canadian Compliance Statement

This device complies with Innovation, Science and Economic Development Canada
license-exempt RSSs. Operation is subject to the following two conditions:

1) This device may not cause interference, and

2) This device must accept any interference, including interference that may cause
undesired operation of the device.
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Le présent appareil est conforme aux CNR d'Industrie Canada applicables aux
appareils radio exempts de licence. L'exploitation est autorisée aux deux conditions
suivantes:

1) l'appareil ne doit pas produire de brouillage;

2) l'utilisateur de I'appareil doit accepter tout brouillage radioélectrique subi, meme si
le brouillage est susceptible d'en compromettre le fonctionnement.

Caution (cAP1200/CAP1750)

1) The device for operation in the band 5150-5250 MHz is only for indoor use to
reduce the potential for harmful interference to co-channel mobile satellite
systems;

2) For devices with detachable antenna(s), the maximum antenna gain permitted for
devices in the band 5725-5850 MHz shall be such that the equipment still complies
with the e.i.r.p. limits specified for point-to-point and non-point-to-point operation
as appropriate; and

The high-power radars are allocated as primary users (i.e. priority users) of the bands
5250-5350 MHz and 5650-5850 MHz and that these radars could cause interference
and/or damage to LE-LAN devices.

Avertissement (CAP1200/CAP1750)

1) Le dispositif fonctionnant dans la bande 5150-5250 MHz est réservé uniquement
pour une utilisation a I'intérieur afin de réduire les risques de brouillage préjudiciable
aux systemes de satellites mobiles utilisant les mémes canaux;

2) Le gain maximal d'antenne permis pour les dispositifs avec antenne(s) amovible(s)
utilisant la bande 5725-5850 MHz doit se conformer a la limitation P.I.R.E spécifiée
pour I'exploitation point a point et non point a point, selon le cas.

En outre, les utilisateurs devraient aussi étre avisés que les utilisateurs de radars de

haute puissance sont désignés utilisateurs principaux (c.-a-d., qu'ils ont la priorité) pour

les bandes 5250-5350 MHz et 5650-5850 MHz et que ces radars pourraient causer du
brouillage et/ou des dommages aux dispositifs LAN-EL.

Radiation Exposure Statement

This equipment complies with ISEDC radiation exposure limits set forth for an
uncontrolled environment. This equipment should be installed and operated with
minimum distance 20cm between the radiator & your body.
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Déclaration d'exposition aux radiations

Cet équipement est conforme aux limites d'exposition aux rayonnements ISEDC établies
pour un environnement non contrélé. Cet équipement doit étre installé et utilisé avec un
minimum de 20 cm de distance entre la source de rayonnement et votre corps.

Innovation, Science and Economic Development Canada

Statement
CAN ICES-3 (B)/NMB-3(B)

©

MpoaykT cepTundikoBaHo 3rigHO ¢ npaBuaammn cuctemu YKpCEMNPO Ha BianoBigHIiCTb
BMMOramM HOPMAaTMBHUX [AOKYMEHTIB Ta BMMOram, WO nepegdavyeHi YMHHUMMK

3aKOHOZaB4YMMM aKTaMu YKpaiHu.

EAL

Safety Information

* Keep the device away from water, fire, humidity or hot environments.
* Do not attempt to disassemble, repair, or modify the device.

* Do not use damaged charger or USB cable to charge the device.

* Do not use any other chargers than those recommended.

* Do not use the device where wireless devices are not allowed.

* Adapter shall be installed near the equipment and shall be easily accessible.

. E:I—i'] Use only power supplies which are provided by manufacturer and in the
original packing of this product. If you have any questions, please don't hesitate to
contact us.

Please read and follow the above safety information when operating the device. We
cannot guarantee that no accidents or damage will occur due to improper use of the
device. Please use this product with care and operate at your own risk.

Korea Warning Statements
Fa) TN E 4% AREA syl UL
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NCC Notice & BSMI Notice
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For EU/EFTA, this product can be used in the following countries:

AT BE BG CH CY Cz DE DK
EE EL ES Fl FR HR HU IE

IS IT LI LT LU LV MT NL
NO PL PT RO SE SI SK UK

Explanation of the symbols on the product label

Symbol

i

Explanation
DC voltage

RECYCLING

This product bears the selective sorting symbol for Waste electrical and
electronic equipment (WEEE). This means that this product must be handled
pursuant to European directive 2012/19/EU in order to be recycled or dismantled

to minimize its impact on the environment.

User has the choice to give his product to a competent recycling organization or

to the retailer when he buys a new electrical or electronic equipment.

Indoor use only
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