tp-link

MocTtpoeHune 6ecnpoBoaHoOit ceTn Ha 6a3e EAP peweHus c annapaTHbIM
KOHTPOAZIEPOM ANA cpeaHUX U 6onbinx 06beKTOB

PekomeHpaoBaHHble peweHua EAP

Kues - 2019

Z
E
f
é
)



INNNNSSSRNNWITZRNN

N

SMB O6opyaoBaHue PekoMmeH/JoBaHHble pemenuss EAP

tp-link
OmiaBiieHue
(O] 1 F= =7 [T T TP PPPPPPRR PPN 2
CNUCOK COKPALLLEHMM N TEPMMHOB ..cevveeererereeeeeeeeeeeeeeeeeeeereeeeeeeeeereeeeeeeeeeeeeeeens 3
1. LLe b AOKYMEHTA . iiiiiiiiiii et et ete et e e et e e s e et s e e s ea e e e e eaaeenaes 4
2. MNepBoHavyanbHaAa HACTPOMKA OC200.......ccceeeevevveeeeeeerriieeeerreee e eeeeeens 5
2.1 YcTaHOBKA OC200.....ccuuiiiiiiiiiiieeeeiiiee et eeeie e e 5
2.2 [MepBoHa4vanbHaa HACTPOMKA OC200........ccceeeeeeeieiiiiiieieeeeeeeeeeeeee, 5
2.3 ABTOpM3ALUM HA OC200.....cceuiiiiiiieiieeeiiee e 9
3. [ob6asneHne ToukM A0CTYNA K OC200 ....ccccceierreeerrriiiieeeeeeeeeeeerneneannn. 9
3.1 [ob6asneHune Toukm goctyna kK OC200 B NOKa/IbHOM CETU............... 9
3.2 [ob6asneHune T4 un3 gpyror cet B OC200........cccevvvvveceeeeeeeeneennnns 11
4. CospaHue SSID. HacTpoiKa o6bluHOro noakntoueHus K T no naponto
13
5. TocteBoM NOPTaN HAa OC200 ......ccvuieeeeiiiiiieeeeeeiiee e e e e e eennans 15
5.1 HactpoikKa ToueKk goctyna 6e3 napona ¢ npumeHeHMem nopTana
ABTOPMBALLMM ettt et eete et e ete et e et e et s e et e et e eea e aaaeaaeesaseaneesnseesnseanneeenns 15
5.2 HacTpoika naponen BPEMEHHOTO AENCTBUA......uureerrereneeerrennnnnn 18

5.3 Hactpoika nepeagpecauymn 6e3  ayTeHTUPUKaumm un  C
ABTOMATUYECKUM OTKITHOUEHMEM ...cvuiiriniiiieirieerneeetieetteesisesssesneessnsesneesnnesenns 20

5.4 HaCTPOMKA BAYUEPOB c.uuuneeereiieeeeeetnaeeereennseeerssnnseerrnsneeeesssnnnnnns 23

6. HacTpolka orpaHuyeHuA 4Ymcna nonb3oBaTesien Ha ogHon T w

aBTOMATUYECKOE OTK/IIOUYEHME NO/Ib30BATENEN MO YPOBHIO CUFHANA ... 27
7. HasHauyeHME VLAN K SSID......oiiiiiiiiiiiee et 29
8. Cos3gaHue pacnucaHma nepe3arpPy3kM T, .ooeeeevveeiiiiiiiiiiciieccieeeeis 30
9. O6HOB/EHME NPOLIMBOK HA TOYKAX AOCTYNMA vevunnnerrrrrnneerrrnnneeeennnnns 31
© TP-Link Ukraine Ona obuero Bepcua ot 22.03.19



N ANNNSSESRNNNN RN

SMB O6opyaoBaHue PekoMmeH/JoBaHHble pemenuss EAP

tp-link
CnMCOK COKpalleHU! U TEpMUHOB
CokpalweHune 3HayeHue
TEPMUHOB
AP Access Point (Touka goctyna)
NAT Network Area Translation (lMpeobpa3oBaHune ceTeBbix aApecoB)
PoE Power Over Ethernet
NnK MepcoHanbHbIN KOMMbIOTEP
SOHO Manbiit opuc/aomawiHnin odpuc
SSID Service Set Identifier (yHMKanbHOe nma 6ecnpoBogHOM ceTH)
T4 To4yKa goctyna
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1. Llenb AOKymeHTa

Onucatb npoueaypy wuHctannsuum 0C200, pobasneHua B Hero Todyek
[octyna (TA) u HacTpoiKkn Hanbonee pacnpocTpaHEHHOro GpyHKUMOHana.

Becb yHKUMOHaAn HacTpamMBancA W NpPOBEPANCA C MCNOAb30BaHUEM
obopynoBaHua: T EAP225, kommyTtatop T1500G-10MPS, mapuwpyTtusatop TL-
ER6120 u NK nog ynpasneHnem Windows 10 64 bit.

Il Ba)kHO OTMeTUTb, 4YTO PyHKUMOHaAN HGEeClOBHOrO POYMUHIa ABNAAETCA
HeoTbeM/1IeEMOM YacTbto becnpoBogHoM ceTu Ha 6a3e T EAP. JaHHbIN GyHKUMOHAnN
paboTaeT 6e3 Kaknx-1mMbo [ONONHUTENbHbIX HACTPOEK M PACNPOCTPaAHAETCA Ha BCe
T c oanHakosbim SSID.

O606LWEHHbIN aM3aliH ceTn NpuBeaEH HMXKe (puc. 1), rae:
— Mapuwpytnzatop (Router) — ana opranusaumm NAT TpaHchauum
YyacTHbIX IP - aapecoB BHYTPEHHENM ceTun B rnobanbHbii IP — agpec;
— Kommytatop (Switch) (xenatenbHo c PoOE ¢yHKUMOHaNoOM) ans
noakntoveHna OC200 n EAP T4;
— 0C200 — annapaTHbIX KOHTPOANEP;
— EAP TO4YKM gocTyna — gna opraHmsaumnm 6ecnpoBoaHOM CeTH.

.
e
0C200
Puc. 1. O606WEHHbIN ANU3aNH CeTH.
© TP-Link Ukraine Ona obuero Bepcua ot 22.03.19
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2. MNepBoHavyanbHaA HacTponKa OC200
2.1 YcraHoska 0C200

MuTaHMe KoOHTpoOANEpPa MOXKHO obecneynTb ABYMA cnocobamm, Npy NOMOLLLM
TexHonornu 802.3af nnun yepes micro USB kabenb.

Il BaykHO OTMETUTb, NpM NogKAoYeHnn npu nomowm USB kabena He byaeT
paboTtaTtb USB nopr.

MogkntoueHne OC200 K NoKanbHOM ceTu ocyllectenseTtca yepes ETH1 (c
noaaepkon Pok) nam yepes ETH2 nopr.

Pa3smelleHne nopToB n3obparkeHo Huxke (puc. 2.1).

Omada Cloud Controller __—

0C200
Cloud LED: - } -0 & &
= s
Power LED: - -2 (=] o Dpiink @ f .
= = : = 2 I ;
— - A S T
: 5 ! : ] !
ETH1(PoEIN) ETH2 USB20Port Reset Kensi‘ngton Security Slot Micro USB

Puc. 2.1. PazameweHune nopTos.

2.2 NepBoHa4yanbHaa HacTpouka 0C200

TP-Link OC200 no ymon4yaHuto nony4daet IP-napameTtpbl o DHCP cepBepa,
COOTBETCBEHHO Y3HaTb €€ MoXHOo Ha DHCP cepBepe. Ecnu B NOKanbHOM CeTU K
KoTopou noakntodyeH OC200 HeT DHCP cepBepa, To IP agpec no ymonyanuio byaer
192.168.0.253.

OTtkpbiBaem WEB 6pay3ep 1 B agpecHyto CTPoKy 6pay3epa nponucbiaem IP
agpec 0C200 (pwuc. 2.2.1).

o o EEE> s e

Google

=

Puc 2.2.1. OTKpbITHE Bpay3epa.

B cnyyas 6n0KMpoBKM bOpay3epom OTKpbITUA Hebe3onacHbiX CTpaHuL,
pa3pellaem OTKPbITUE CTPaHW4YKM HacTpoMkm 0OC200. Hanpumep pna Google
Chrome, BHM3y CTpaHuubl HaxXumaem «MoppobHee», fanee Ha*KMMaem Ha

© TP-Link Ukraine Ona obuero Bepcua ot 22.03.19
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Hagnucob «lMepeTtn Ha caint 127.0.0.1 (He 6e3onacHO)», nocne 4Yero OoTKpoeTcA
nepBoOHa4YabHan HacTpolika KoHTponnepa OC200 (puc. 2.2.2).

€« C Y A He xondineruiinmi | hitps://192.168.0.101/kogin; ISESSIONIT 90f2e-f55F-4¢11-bbaz~ a567a4 r & O :

A

3'eAHaHHA He KOHIAeHUIViHe

192.168.0.101

TIoBEPHYIVCH 40 GEINEUHOTO PexUMy

Puc. 2.2.2. Pa3pewaem bpaysepy OTKPbITb CTPAHULYY KOHTpOAEpa.

Hakumaem KHonky «Let's Get Started» p4na Havana HacTpoOMKK
KOHTpoOA/epa.

<« C O A He xondigenulitumii | hitps://192.168.0.101/login;JSESSIONID=4b b-4709-9f05-19. 1 * B O :

Welcome to use Omada Controller

Please follow the wizard to set up your Controller.

Puc. 2.2.3.CTpaHunua NpuBeTCTBUA

3apgaem byayuee nma 6ecnpoBogHON ceTU U Naponb K Her, N Haxnmaem
«Next». Janbwe 3anonHaem nocneayowme nonsa un xmem «Next» (puc. 2.2.4-
2.2.9).
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&« C Y A He xosdigeruliingii | hitps://192.168.0.101/login;ISESSIONID=4b7e6dda-a2db-4709-5f 92678dcc031 w & e :

Give a controller name

Controller Name 0C200_Tes{

Time Zone (UTC+02:00) Helsinki, Kyiv, Riga, Sofia, Tallinn, Vilnius

Puc. 2.2.4. 3anonHeHne MMeHM KOHTPOIEPa U YacoOBOM MOSC.

&« C (Y A He xondlaeruitiui | https://192.168.0.101/) SESSIONID=4b7e6dda-2 4709-9f05-192678dcct * B O :

.10 tp-link

Set up your login account for the Omada Controller

Usermname:
Password
Confirm Password

Email Address:

Puc. 2.2.5. 3anonHeHne nonemn y4éTHOM 3anncM agMUHUCTPATOPA.

= C Y A He kondinesulitnmii | hitps://192.168.0.101/lox ESSIONID=4b7e6dda-a2db-4709-9f05-1926 780k * & O :

Please select the devices you would like to configure

% AP Name % IP Address % Hardware Version

Puc. 2.2.6. Ecau T[] y»Xe NoAKNOUYEHDbI K CETU, BaM NpeanoxaT 4ob6aBuTb ux,
B MHOM C/ly4ae 3TOT War MOXXHO NponycTutb 1 gobasuTtb T no3xKe.
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<« C (@ A He xondlgenuiinmit | hitps://192.168.0.101/login; ISESSIONID=4b7e6dda-a2db-4709-9f05-192678dcc031 * & O

Create a wireless network

Test_0C200

Puc. 2.2.7. 3anonHeHne umeHn becnposogHoi cetn (SSID) 1 napona goctyna
K HEen.

< C 3 A He xondigeruiiirmii

4ps://192.168.0.101/login; JSESSIONID=4b7e6dda-a2db-4709-9f05-192678dcc03. * & e :

Log in and bind your TP-Link ID

Cloud Access:

Emai

Password:

Puc. 2.2.8. 3aecb MOXKHO NOAKIOYNTL KOHTPOANEP K 061a4HOMY CepBUCY.

< C Y A He xondineryiitkmi | hitps://192.168.0.101/login;ISESSIONID=4b7e6dda-a2db-4709-9f05-192678dcc031 * B O :

w2 tp-link

Confirm the settings.

User Account Cloud Access

Cloud Access: off

TP-Link ID. Not Logged in

Puc. 2.2.9. 0606wéHHaaA nHpopmaums.
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2.3 Astopusaumm Ha 0C200

ABTOpPM3aLMKN HA CTPAHULE KOHTPOJI/IEpa, BBOAUM CBOMU YYETHbIE AAHHbIE U
Ha*KMMmaem KHonKy "Sign In" (BonTn B cuctemy) (puc 2.3.1), u nonagaem Ha Nepsyto
CTpaHuLy KoHTpoanepa (puc 2.3.2).

<« C O A He xondinenuliinmit | htips://192.168.0.101/logl JONID=4b7e6dda-a2d! i d * & O :

.,’J tp-link

Puc.2.3.1. CTtpaHunua aBTOpM3aLMKM KOHTPOAAEPA.

hitps://192.168.0.101/1 SESSIONID=4b7e6dda-a2db-4 9f05-192678, 1# w e :
APs: 1 Stations:
Connected  Disconnected  Isolated Pending Users  Guests

Statistics Access Points Clients Insight Log

Label Details Coverage Map: | Defa

undefined

Wireless Settings

Puc.2.3.2. lNepBad cTpaHMLa KOHTpOAEPA.

3. Do6aBneHune Touku gocryna Kk 0C200

3.1 [Aob6aBneHune Touku goctyna kK 0C200 B NOKaNbHOM ceTH

Ha cTpaHuue KoHTponnepa nepexoaum B meHto "Access Points", B npasom
BepXHeMm yrny Bblbupaem pasgen "Pending", Haxkmmaem ranouky "Batch adopt”
ONA BCEX, UAM Ha)KMMaem Ha KHonKky «Adopt» B KonoHke "Action", HanpoTus
BblbpaHHO T, aona aobaBneHMe KOHKpeTHoM (BblbpaHHoM) T (pnc.3.1.1).

© TP-Link Ukraine Ona obuero Bepcua ot 22.03.19



N ANNNSSESRNNNN RN

SMB O6opyaoBaHue PekoMmeH/JoBaHHble pemenuss EAP

tp-link

“ C 0 A He kondinenuiiivmii | https://192.168.0.101/login;ISESSIONID=4b7e6dda-a2db-4709-9f05-192678dcc031 #accessPoints * O :
10 tp-link sites: Default APs: 0 0 0 1 Stations:
Connected Disconne ected Isolated Pending
Map Statistics Clients Insight Log
Pending All Connected | Disconnected Isolated o
P C nfig | Performance
a + MAC P a s +Hardware . 4 Client a a
£ AP Name aarecs T Aciross 4 status 4 Model Version™® 4 Firmware Version s $Download % Upload Action
= B0-4E-26-1C- = s 230 Build 20180628
-4E-26-1C-8D-F! SDFE 1921680100 EAP225(EU) 30 Rel 54012 0 0Bytes 0Bytes

Puc 3.1.1. JobaBneHune TOUKM AocTyna.

Echu y Tl napameTpbl ayHTUOUKauMK no ymondaHuio, OC200 nx gobasur,
€C/IN Y)Ke W3MEeHEeHHble, BblaacT owunbky. YTo6 BBECTM NpaBUNbHbIE AaHHblE
ayHTUOUKaLUM HaxkMmaem KHonky "Retry" n BO BCn/ibiBLUEM OKHE aBTOpM3aumu
BBOAWUM y4YeTHble gaHHble T n Haxkumaem KHonKy "Apply" (puc. 3.1.2).

Il BaXHO oTMeTuUTb. HacTtoiumBo pekomeHayem cbpacbiBatb T[ A0
3aBOACKUX HACTPOEK NO YMONYaHUI0, Nepes AobaBneHMem eé B KOHTpoOANEP.

<« C Y A He xondineruiiimit | hitps://192.168.0.101/login; ISESSIONID=S5b3d302b-e806-4b52-acc6-6bedef3debde #accessPoints * B O

.'o tp-link Sites: Default 2 0 0 0 1 Stations:
i

Map Statistics e 0 Clients Insight

Pending All Connec! ted Disconnec ted isolated |

a 3+ MAC s P a a S Hardware . .. i S Client a a i
4 AP Name o NAC et sModel  THArMWAre . pimyareversion  SCUeM  spownioad ¢ upload Action
< 4E-26-1C- J : 5 -
-4E-26-1C-9D-F BO-4E261C- 192.1680.100 EAP225(EU) 30 RUEMI 2012002 0 0Bytes 0Bytes

Puc. 3.1.2. AsTopusaumm Ha T/A.

Yepes Heckonbko MUHYT T[] noasutcs B nogmeHto "Connected" (puc. 3.1.3).

N namenut cBon ctatyc c "Provisioning"”, cnepsa Ha Configuring " un B

3aBepleHnn npouecca gobasneHua Ha "Connected" (puc. 3.1.4).

¢ C (0 A Herondigenuitinnit | hetps://192.168.0.101/login;ISESSIONID=4b7e6dda-a2db-4709-9f05-192678dcc031 #accessPoints * & O :
10 tp-link Sites: Default g 1 0 0 0 Stations:
Map Statistics \ Clients Insight
Connected Al Disconnect ted Isolated Pending
@ Forget All
2 AP Name Pt et 2 Status $Model  THardware . pimyareversion  SOUM ipownioad 2 Upload Action
BO-4E261C- 1921680100 Provisioning  EAP225(EU) 30 2300 0100620 0 0Bytes 0Bytes

Puc. 3.3. T, B pa3aene "Connected" co cratycom "Provisioning".

© TP-Link Ukraine Ona obuero Bepcua ot 22.03.19
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&« C Y A He xosdienuiiirwit | hitps://192.168.0.101/login;JSESSIONID=4b7e6dda-a2db-4709-9f05-192678dcc031 #accessPoints % B O :
.'o tp-link Sites: Default APs: J Stations:
Connected Disconnected Isolated Pending
Map Statistics Clients Insight Log
Connected All Disconnec ted Isolated | Pending
@ Fogera
2 +MAC 2P a . +Hardware 4 sclient . s
4 AP Name el |5t + status 4 Model Vordeare  :Firmwareversion  SCUST  :Download Upload Action
B0-4E-26-1C-8D-FE BO-4E261C- 1921680100 Configuing  EAP225(EU) 30 23,0008 20100020 0 0Bytes 0Bytes

2 10 v

Puc. 3.4. T, 8 pa3gene "Connected" co ctatycom " Configuring".

&« C Y A He xondigenuifinmi | https://192.168.0.101/login;J ONID=4b7¢ 2db-4709-9f 2678dcc031#accessPoints % &k O

.‘o tp-link sites: Default APs: 1 0 0 Stations:
Connect ted Disconnected Isolated Pending
Map Statistics < Clients Insight Log

Connected Al | Disconnec ted | Isolated | Pending

ess, IP Sl config | Performance | Mesh Network © Fogeal

4+ AP Name Ai'é'éfs r e 4 status $Model ¥ C:;:I‘::’E 4 Firmware Version ";f,:::: +Download % Upload Action
BO-4E-26-1C-8D-FE BO-4E26-1C 1921680100 Commected  EAP225(EU) 30 23Aampyies 0 0Bytes 0Bytes

PageSie: [ 10 > 5> Atotalof 1 page(s) Pageto

Puc. 3.5. T[], 8 pa3gene "Connected" co ctatycom "Connected".

3.2 [Ao6asneHue T u3 gpyroii cetu 8 0C200

Y106 pobasutb T[ n3 Apyroit noacetn/cetm B KOHTponnep, Heobxoammo
3apaTtb T[ IP-agpec KoHTponnepa. Caenatb 3To MOXKHO npu nomowm “EAP Discover

I"

Too KOTOPbI  MOXHO ckayaTb “EAP no ccbinke: http://static.tp-
link.com/res/down/soft/EAP_Discovery_Utility_V1.0.3.zip.

YcraHasnuBaem “EAP Discover Tool”. [Mocne ycTaHOBKM 3axoaum B
nporpammbl, Bknagka "TP-Link -> EAP Discover Utility" 1 3anyckaem nporpammy
"EAP Discover" (puc 3.2.1).

JOaBLUrELR] £0
TP-Link.
. EAP Controller
| EAP Discovery Utility
EAP Discover
4 Uninstall EAP Discover
| TP-LINK Camera Contral
. WideoLAl
. WMware
. WinPcap

4 Hazaa

I |HaiiTi nporpanme! 1 dhaine E

o @ [0 €)1
Puc. 3.2.1. NMporpamma "EAP Discover".

Mogkntoyaem T B o4HY NoKanbHyto noacetb € K, Ha KOTOpOM 3anyuieH

"EAP Discover".
© TP-Link Ukraine Ona obuero Bepcua ot 22.03.19
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Bbibupaem (ycTaHaBnMBaem ranoyKky) HanpotuB Heobxoaumblix TO w
HaxkKnmaem KHonky "Manage" (puc 3.2.2) unm Haxkmmaem KHonky “Bach Manage”
yTobbl A06aBNTL BCe T[. B nosBmBweEMca okHe BBoAUM IP-agpec KOHTponnepa, a
TaKXKe NOrMH 1 naponb Ha TA (no ymonyaHuio fornH: admin 1 naponb: admin)
(pnc.3.2.3). mem KHonky "Apply" v aem npumeHeHUA HacTpoek.

EAP Discovery Utility v1.0.3 - TP-LINK

Search: IP,MAC,Model Status -

Select  MAG Address IP Address Model Varsion Status Action

14cc20:3ac1b3 193416017 EAP120 2.0.3Build 2017011.. Pending [ Manage |

Displayad EAP: 1 Select Al
Puc. 3.2.2. Boibop TA.

EAP Discovery Utility v1.0.3 - TP-LINK

Search: IP,MAC, Model, Status .

Device Information X
Select MAC Address alus Action
14:cc:20:3a:c1:b¢ Status:  Pending iding

Model:  EAP120
IP Address:  193.41.80.17
MAC Address:  14:cc:20:3a:c1:b3
Controller Hostname/IP- 192 188.100.100
Usemname:  admin

Password:

oo

Displayed EAP: 1

Batch Manage

Puc. 3.2.3. YcTaHOBKa napameTpoB NOAKAKOYEHUA K KOHTpOANEpY.

Mocne ycnewHown HacTonku T, Bbl yBuauTe coobweHune "Setting Succeed”,
Aanee Haxummaem KHonky "OK" (puc. 3.2.4.). B okHe "EAP Discover" moxem
yBuaeTb, Yto ctaTtyc T nameHunca c "Pending" Ha "Succeed" (puc. 3.2.5).

© TP-Link Ukraine Ona obuwero Bepcua ot 22.03.19
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EAP Discovery Utility v1.0.3 - TP-LINK

Search: IP, MAC,Model,Status .

Select MAC Address IP Address Model Version Status Action
1402032 CTb3 198.4160.17  EAP120 203 Buid 2017011 Success
EAP Discovery Utility X
Setting Succeed

oK

Puc. 3.2.4. CoobweHne 06 ycnelwuHom NpUMeHEeHUM HaCTPOEK.

Displayed EAP: 1

EAP Discovery Utility v1.0.3 - TP-LINK

Search: IP, MAC Model, Status .

Select MAC Address IP Address Model Version Status Action
14:cc:20:3a:cl:b3 193.41.60.17 EAP120 2.0.3 Build 2017011... Success Manage
Displayed EAP: 1 Batch Manage

Puc. 3.2.5. ameHeHune ctatyca T Ha “Success”.

Mocne paHHbIX HacTpoeK T MOXHO ynpaBnATb U3 yganeHHom cetu. T[
noasutca B meHio "Pending" KoHTponnepa. [lanee gobaBnaem ee Kak onmcaHo B
pasgene 3.1.

4, Co3aaHue SSID. HacTtpoiKa 06bluHOro noaknoueHusa K T, no naponio

[na cospaHua SSID ananasoHa 2.4 Mu/5 My 3axoaum B meHio "Wireless
settings", nanee nogmeHio "Basic Wireless Settings" BHUM3y cTpaHuupl (puc. 4.1).
[aHHOe meHI0 0bbI4HO CBEPHYTO M BMAHA ToNbKo Hagnuck "Wireless settings", Ha

© TP-Link Ukraine Ona obuwero Bepcua ot 22.03.19
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KOTOPYIO HY}KHO HaXaTb. Bblbnpaem gManasoH 4acToT ANs HacTpoliku 2.4 Ty uam
5y (puc. 4.1). Danee xmem KHonky "Add" (puc. 4.1).

€« C ( A He xondigeruiiini | hitps://192.168.0.101 1;JSE N ) 06-4b52-acc6-6bedef3debde #accessPoints w B O :

.'0 tp-link Sites: Default - 1 0 0 0 Stations:

Users Guests

Map Statistics s i Clients Insight

4 Hardware
Version

£ Client

+ AP Name Nuiidber

S Firmware Version < Download % Upload Action

+ MAC 2P
Address Address

BO-4E-26-1C 15 168.0.10¢
s 92.168.0.100

id 20180628

onnected  EAP22S(EV) 30 2

0Bytes 0Bytes

D < SSID Name + Security $SID Isolation Portal Rate Limit Action

Access
Control Rule

No Entries.

Puc.4.1. MeHio "Wireless settings"-> “Basic Wireless Setting” KHoNKu
BblOboOpa YacToTbl BewaHua "2.4 GHz", "5 GHz" n kHonka "Add".

B noasmBwIMMcA OKHe (puc. 4.2) 3anofHUTL cooTBeTCcTBYoWMe nonsa: “SSID
Name” — Ha3biBaHWe HecnpoBogHana ceTb, “Security mode” — Tmn asTopm3saumm u
naposb Ans goctyna Kk 6ecnposogHomn cetu (PekomeHayetcs Security Mode: WPA-
PSK, version: WPA2-PSK, Encryption: AES). Onpeaensem naposab Ha NOAK/OYEHUNE
K 6ecnpoBogHon cetn — none “Wireless password” - ecnn BbibpaH
cooTBeTcTBYOWMI “Security mode”. lanee Haxknmaem KHonky "Apply".

Add 2.4GHz SSID

SSID Name: Test_0C200
‘ Wireless Vlan ID: 0
SSID Broadcast Enable
Sen:um" Mode: WPA-PSK v
| Version Auto WPA-PSK WPA2-PSK
| Encnielicn Auto TKIP AES
Wireless Password: gazwsxedc
S;,?llcl;% Key Update 0 me
SSID Isolation: Enable
Access Control Rule: None v
Rate Limit
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Puc 4.2 HactpoiKka napameTpoB ana BbibpaHoro SSID

5. locteBoit noptan Ha 0C200

5.1 HacrpoiikaTouek goctyna 6e3 naponsa c npumeHeHnem nopTasia aBTopusaLmm

CHayana Heobxogumo BblbpaTh “SSID Name” pana kKotoporo 6yayT
NPOM3BOAUTLCA HACTPOMKK. [na 3Toro 3axogmm Bo BKnaaky “Wireless Settings”
noaBknaaky “Basic Wireless Settings” Ha)kumaem Ha ranouky B ctonbue "Action”
HanpoTue MHTepecyelero Hac “SSID Name” (puc. 5.1.1). laHHOe MeHI0 06bI4HO
CBEPHYTO M BUAHA ToNbKo Hagnuch "Wireless settings", Ha KOTOPYIO HY)KHO Ha)KaTb
(puc. 5.1.1).

&« C Y A He xondigeruiitmi | bitps://192.168.0.101 JSESSIONID=5b3d302b-¢ 4b52-acc-Gbes jebde#accessP * & O :

..’) tp-link Sites: Default APs:

Connected  Disconnected  Isolated Pending

Map Statistics Clients Insight Log

Al Connected | Disconnected | Isolated | Pending

+ status $Model  THardware oo version [ Cllent

A +MAC 2P
EANAR. Address  Address Version Number

+Download  # Upload Action

BO-4E-26-1C-8D-FE 2l 230 Buid

Wireless Settings
10 -

Default

- - Access
D 4 SSID Name 4 Security  SSID Isolation Portal Controlgule  Rate Limit "“'on/

1 Test_OC200 WPA-PSK Disabled Disabled None Disabled G

Puc. 5.1.1. Boibop SSID K KoTopomy 6yayT npumMeHeHbl HaCTPOMKMN.

B noasmBwKMMcs OKHe B none: “Security mode” — BbibpaTb “None”(puc.
5.1.2).
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€« C Y A He xondiaeruiiinuil | https://192.168.0.101/login;ISESSIONID=5 6-4l sbedef3debde#accessP * & 6 :
> Edit SSID >
tp-link O & B
ests
Map
ed | Disconnected | Isolated | Pending
SSID Name: Test 0C200
Wireless Vian ID 0 s e sable @ Forget All
s +MAC SSID Broadcast I B
4 AP Name Addines roadcast Enable nload % Upload Action

Security Mod
I Wireless S| ssiD Isolation Enable

Access Control Rule: None
m “C  RateLimit ML
©
[ Action
1 Test_0C200 WPAPSK Disabled Disabled None Disabled (&8}

> Atotal of 1 page(s) Pageto m

Puc. 5.1.2. OTKNtO4EHME aBTOpPM3aL MK Ha BbibpaHHoM SSID.

Mepexogum Ha BKnagky “Wireless Control” noasknagky "Portal" wu
Haxkumaem "Add a New Portal"(puc. 5.1.3).

< C Y A He xondlaensyiitiwi | hitpsi//192.168.0:101/100in;ISESSIONID=5I 2b-e806-4b52-acc6-6bedef3debde #accessPoints “ B e :
10 tp-link Sites: Default APs: 1 0 0 0 Stations: U
Connected Disconnected Isolated Pending Users Guests
Map Statistics Clients Insight Log
All Connected | Disconnected | Isolated | Pending
@ Forget A
a 3 MAC 2P . . 4 Hardware . iClient . s
4 AP Name aarees T Adarses 4 status 4 Model Version™® ¢ Firmware Version  ©EISAL  $Download % Upload Action
= = B0-4E-26-1C- o & 25(E o 2.3.0 Build 20180628
BO-AE.26-1C-8D-FE BO-4E261C 1921680100  Connecte EAP225(EV) 30 23N S 2010002 Bytes 0By

0 -

ings Wireless Control

L} 4 Portal Name ssiD 4 Authentication Type Action

No Entries.

Puc. 5.1.3. Job6aBneHune noprtana.

B none "Portal Name" yKa3sbiBaem umaA nopTana, ganee B none "SSID"
BbIbMpaem nma 6ecnpoBogHOM CETU HA KoTopon ByaeT nopTan aBTopusauymun. Mpu
HeobXo04MMOCTU MOMKHO O06aBUTb TEKCT MPUBETCTBMA BCTPOEHHOro MnopTtana B
none "Welcome Information" n "Copyright", a Tak)ke 3arpy3ntb KapTUHKY 1 GOH B
nonax "Background Picture" u "Logo Picture" cootBeTcTBEHHO. [TOCN€E HACTPOMKMU
3TUX NapameTpoB Haxknmaem "Apply" (puc 5.1.4).
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Add a New Portal

Portal Name.

Portal_test

SSID.
m—

Test OC200

1 Type

Authentication Timeout

HTTPS Redirect
Redirect

Redirect URL:

Background
Background Picture
Logo Picture
Welcome Information

Copynght:

Terms of Service.

Button

No

1 Hour

Daily Limit

Enable

Enable

SMB O6opyaoBaHue PekoMmeH/JoBaHHble pemenuss EAP

Puc. 5.1.4. HacTpo#Ka cTpaHWYKM aBTOPM3aL MM NopTana.

Ona npocmoTtpa, Kak 6yLI,ET BbIrNAAETb CTAHWMYKaA NPUBETCTBUA PA3HbIX

YCTPOMCTBAX HaxkKmuUTe cooTeeTcTBytowWwyto KHonKy “PC”, “Mobile Phone” 1 “Tablet

PC”. Mpwu caenaHbix HAaCTPOMKAxX CTaHMYKa aBTOpM3aLUUM ByaeT BbIMAAUTb KaKk Ha

(pnc 5.1.5).

Puc. 5.1.5. NpeaBapuTenbHbIn NPOCMOTP CTPAaHUYKM aBTOPU3aLMKN NOpTaNa.
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5.2 Hactpoiika naponeu BpeMmeHHOro Aemncreus

CHayana Heobxogumo BblbpaTh “SSID Name” pana kKotoporo 6yayT
NPOM3BOAUTLCA HACTPOMKK. [na 3Toro 3axogmm Bo BKnaaky “Wireless Settings”
noasKknagKy “Basic Wireless Settings” Ha)kumaem Ha ranouyky B ctonbue "Action"
HanpoTueB MHTepecyewero Hac “SSID Name” (puc. 5.2.1). laHHOe MeHI0 06bI4HO
CBEPHYTO U BMAHA TONIbKO Haanucb "Wireless settings", Ha KOTOPYO HY*KHO HaXKaTb
(puc. 5.2.1).

&« C 0 A HexoH hitps://192.168.0.101 NID=5b3d3¢ 4b52-ac e #accessPoir w B e :

Default APs: 1 0 0 stations: 0
Connected  Disconnected  Isolated Pending Users  Guests
Statistics Clients Insight Log
Al Connected | Disconnected | Isolated | Pending
A +MAC 2P . A 4+ Hardware 4 Client s s
4 AP Name aaaress Tl abuess 4 Status 4 Model Version™ ¢ Firmware Version Ninrioar 4 Download % Upload Action

BO-4E-26-1C-8D-FE

0

Default
D 2 SSID Name 2 Security  SSID Isolation Portal Access Rate Limit Action
it Control Rule <Action,

1 Test_0C200 WPA-PSK Disabled Disabled None Disabled @

Puc. 5.2.1. Boibop SSID K KoTopomy 6yayT NpuMeHeHbl HAaCTPOMKM.

B nosasBuBWMMCA OKHe 3anonHAem cneaynuwme none: “Security mode” —

BblbpaTb “None”(puc. 5.2.2).

<« C (Y A He rondinenuisivoni

itps://192.168.0.101/login; ISESSIONT! £806-4 e bde#accessPoints w B O :

Sites: Detaut CALT ¢ B
ests
Statistics
All ed | Disconnected | Isolated | Pending
SSID Name Test_0C200
Name, MAC Address, IP Q m c :
w 9 Wireless Vian 1D 0 . - : © Forget Al
2 AP Name +MAC SSID Broadcast nicad % Upload Action

Address.

Enable

Secuity Mode

BOAE26ACSDFE B0-4E-26-1C- StouMode: 7>
I Wireless S| ssiD isolation Enable

Pagesen. [ . - |

Access Control Rule None . Steering | Mesh
m Sl Rate Limit ML+
(+]
D Action
1 Test_OC200 WPA-PSK Disabled Disabled None Disabled O @

Puc. 5.2.2. OTKAO4YEHWE aBTOpM3aLMmM Ha BbiIbpaHHoMm SSID.

Mepexogum Ha BKnaaky “Wireless Control” noasknagky "Portal" wu
Haxkumaem "Add a New Portal"(puc. 5.2.3).

© TP-Link Ukraine Ona obuero Bepcua ot 22.03.19



N ANNNSSESRNNNN RN

SMB O6opyaoBaHue PekoMmeH/JoBaHHble pemenuss EAP

Stations: 0
Users  Guests
Map Statistics  [AGEESS g Clients
All Connected | Disconnected | Isolated | Pending
> + MA P a a $ Hardware . 3 Client - a
4 AP Name iarees T naaces 4 status 4 Model Version™® ¢ Firmware Version  SCIBAL sDownload  # Upload Action
=% BO-4E-26-1C- Sy 25(E r 23,0 Buid 20180628 e e s
B0-4E-26-1C-8D-FE 8D-FE 192.168.0.100 Connecte EAP225(EU) 30 Rel. 64512 0 0 Bytes 0 Bytes
0
Settings Wireless Control
Not e the EAP fimware U
o % Portal Name ssiD % Authentication Type Action

No Entries.

Puc. 5.2.3. flobaBneHune noprtana.

B none "Portal Name" vykasbiBaem ums nopTana, Aanee B none
IISSIDII
naposem BpemeHHoro paencteus. B none "Authentication Type" Bbibupaem

BbibMpaem wmmAa  becnpoBogHOM  ceTu, KoTopaAa bymetr
3Ha4yeHue "Simple Password", naponb yKkasbiBaem B none "Password", a cpok ero
pencteua B none"Authentication Timeout". Mpu HeobxogMMOCTU MOMKHO
A06aBUTbL TEKCT NPMBETCTBMA BCTPOEHHOro noprtana B none "Welcome
Information” n "Copyright", a Take 3arpy3ntb KapTMHKY M ¢$OH B MoAsx
"Background Picture" n "Logo Picture" cootBeTcTBeHHO. locae HAaCTPOMKKU 3TUX

napameTpoB Haxxumaem "Apply" (puc 5.2.4).

Add a New Portal

Portal Name: Portal_test
—_— ——
SSID: Test OC200

Authentication Ty pe. Simple Password

Password.

Authentication Timeout 1 Hour

HTTPS Redirect Enadle

Redirect

Redirect URL

Background Solid Color ~ ® Picture

Background Picture
Logo Picture
Welcome, Information’

Copyright

Puc. 5.2.4. HacTtpoliKa CTpaHMU4YKK C NapoJieM BPEMEHHOTO AeNCTBUA.
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Ona npocmoTpa, Kak OyaeT BbIMAAETb CTAaHMYKA NPUMBETCTBMA PaA3HbIX
YCTPOMCTBAX HaxkKmuTe cooTeeTcTByroWyto KHoNKy “PC”, “Mobile Phone” n “Tablet
PC”. Mpwu caenaHbix HAaCTPOMKax CTaHMYKA aBToOpM3aunmM ByaeT BbIrAAUTb KaK Ha
(pnc 5.2.5).

Puc. 5.2.5. MNpeasaputenbHblii NPOCMOTP CTPAaHMUYKM aBTOpM3aL MM NopTana.

5.3 Hactpoiika nepeagpecaumn 6e3 aytTeHTUPUKaLUMM U C aBTOMATUYECKUM
OTK/IIOYEeHUEM

CHayana Heobxogmmo BbibpaTh “SSID Name” pgna kKotoporo 6yayT
NPOM3BOAUTLCA HACTPOMKKU. [nsa 3Toro 3axoamm Bo BKAaaKky “Wireless Settings”
noaBKknaaky “Basic Wireless Settings” Haxkumaem Ha ranouky B ctonbue "Action"
HanpoTMB UHTepecyewero Hac “SSID Name” (puc. 5.3.1). [laHHOe meHto 0b6bl4HO
CBEPHYTO M BUAHA ToNbKO Hagnucb "Wireless settings", Ha KOTOPYIO HY)KHO Ha)KaTb
(pnc. 5.3.1).

© TP-Link Ukraine Ona obuwero Bepcua ot 22.03.19



N ANNNSSESRNNNN RN

SMB O6opyaoBaHue PekoMmeH/JoBaHHble pemenuss EAP

tp-link

€ 5 C O Atex

10 tp-link Sites: 5 0 Stations:
Connected  Disconnected  Isolated Pending Users  Guests
Map Statistics A s Point: Clients Insight Log
Al Connected | Disconnected | Isolated | Pending
@ Forget Al
s 3+ MAC s IP s s $ Hardware . % Client s s
% AP Name Address Address S Status % Model Version % Firmware Version Number + Download % Upload Action
BO.4E 26.1C- . , - 230

BO-4E-26-1C-8D-FE

Defaut
. - Access

D + SSID Name 4 Security  SSID Isolation Portal cohceess o RateLimit Am‘/

1 Test OC200 WPA-PSK Disabled Disabled None Disabled G

Puc. 5.3.1. Bbibop SSID K KoTopomy 6yayT NpuMeHeHbl HAaCTPOMNKM.

B nosBuMBWMMCA OKHe 3amnonHAemM cneayihwme none: “Security mode” —

BblbpaTb “None”(puc. 5.3.2).

« C Y A Hexondinenuiiivi | hitps:/192.168.0.101/login;ISESSIONID=5b3d302b-806-4 6-6bedef3debde#accessP: * & O :
tp-link Sites: Default FaR 280 (N - 2
ests
Map Statistics
SSID Name. Test 0C200 ed | Disconnected | Isolated | Pending
Wireless Vian ID 0 A4, o @ Forget Al
+ AP Name +MAC SSID Broadcast Enable nioad % Upload Action

Address.

S y Mod -
o mem | s —
BO-4E-26:1C-AD-FE I— 16
Wireless S| ssID Isolation Enable —
PageSze: 10 v je(s) Pageta m

Access Control Rule: None - Steering | Mesh
@ 56l Rate Limit 0
©
[} { Action
1 Test_OC200 WPAPSK Disabled Disabled None Disabled (& |

> Atotal of 1 page(s) Page (o E

Puc. 6.3.2. OTKAOYEHME aBTOpPMU3aL MM Ha BbibpaHHom SSID.

Mepexogum Ha BKnagaky “Wireless Control” nogsknaaky "Portal"
Haxkumaem " Add a New Portal"(puc. 5.3.3).

“n
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&« C Y A He xondiaeHyiitint | hitpsi//192:168.0:101/0ain; ISESSIONID=5! €806-4b52-acc6-6bedefadebde #accessPolnts * K O :

‘0 tp-link Sites: Default APs: 1

Connected  Disconnected  Isolated Pending

Map Statistics - Clients Insight Log

All | Connected Disconnected Isolated Pending

4 Hardware
Version

2 AP Name 4 Status % Model $Fimware Version  TONeM s pownioad ¢ Upload Action

+MAC :1P
Address Address

BO-4E-26-1C-8D-FE BO-4E281C- 1921680100  Connecte EAP225(EV) 30 ZAnSa Dies

el. 541

0 -

D 4 Portal Name ssiD £ Authentication Type Action

No Entries.

Puc. 5.3.3. JobaBneHune nopTtana.

B none "Portal Name" yka3biBaem umsa noptana, ganee B none "SSID"
Bbibupaem mmsa becnpoBogHOM ceTu KoTopasa byaeT 6e3 ayTeHTUOUKauumM mn c
aBTOMaTM4YeCKMM oOTKAtodeHuem. B none "Authentication Type" Bbibupaem
3HayeHne "No Authentication". YctaHasnnsaem ¢naxkm "HTTPS Redirect” -
"Enable"”, "Redirect" - "Enable" n yka3sbiBaem B none "Redirect URL" cTpaHunuky,
Ha KoTopyto OyaeT ocyuwiecTBasaTbca nepeagpecaumsa. B none "Authentication
Timeout" yKa3sbiBaem Bpems 4epe3 KOTOpPOe MNPOM30OMAET aBTOMaTU4YeCKoe
oTKNtoYeHMe. [pu HeobXoaMMOCTM MOMKHO [006aBUTb TEKCT NPUBETCTBUA
BCTpoeHHoro noptana B none "Welcome Information" n "Copyright”, a Takxke
3arpy3uTb KapTuHKY U ¢oH B nonax "Background Picture" n "Logo Picture"
COOTBETCTBEHHO. [locne HaCTPOMKM 3TUX NapameTpoB Haxkumaem "Apply" (pwuc.
5.3.4).
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Add a New Portal

Portal Name: Portal_test
SSID. Test OC200
p No
Authentication Timeout 1 Ho
Daily Limit

HTTPS Redirect

Enat

Redirect. Enadle
Redirect URL hitos //www tp-link com
Background Solid Color Picture

Background Picture
Logo Picture
Welcome Information

Copyright

Terms of Service:

Button.

Puc. 5.3.4. HacTtpoiika nepeagpecaummn 6e3 ayTeHTUPUMKAUMM U C
ABTOMATUYECKMM OTKAKOYEHMEM.

5.4 Hacrpoiika BayuepoB

CHayana Heobxogmmo Bbibpatb "SSID Name" pans Kotoporo Oyayt
NPOM3BOAUTLCA HACTPOMKKU. [ns 3Toro 3axoamm Bo BKNaaky "Wireless Settings"
noaBknaaKy "Basic Wireless Settings" HaxxMmaem Ha ranouky B ctonbue "Action”
HanpoTue uHTepecyewero Hac "SSID Name" (puc. 5.4.1). laHHOe MeHt0 0b6bIYHO
CBEPHYTO M BUAHA ToNbKO Hagnuch "Wireless settings", Ha KOTOPYIO HY)KHO Ha)KaTb
(pnc. 5.4.1).

€ C Y A He xoudigeHuiimi | hitps://192.168.0.101/logi

f) tp-link Sites: Default APs: U Stations:
1 Connected  Disconnected  Isolated
Map Statistics Access Points Clients Insight
All Connected | Disconnected | Isolated | Pending
@ FoetA
a + MAC s IP a - S Hardware . + Client N a
+ AP Name Address Address $ Status % Model Version $ Firmware Version Number % Download % Upload Action

BO-E-26-1C-8D-FE B it

Wireless Settings

0

Default
D 4 SSID Name 4 Security  SSID Isolation Portal ADoRSS Rate Limit Action
Sl el > Control Rule el
1 Test_0OC200 WPA-PSK Disabled Disabled Nore Disabled @

Puc. 5.4.1. Boibop SSID K KoTopomy 6yayT npumMeHeHbl HaCTPOMKMN.
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B nosBMBWIMMCA OKHe 3anonHAem caeayuuwmne none: "Security
BbibpaTb "None" (puc. 5.4.2).

- C Y A He xondigenuifinnit | hitps://192.168.0.101/login;ISESSION €B06-4b52-a edef3debde#accessPoints * B O :
tp-link Sites: Defaul Eanase O & P
ests
Map Statistics
Al ed | Disconnected | Isolated | Pending
SSID Name Test_0C200

Name, wAC Address, > Q. | [[ERENEY co —
Wireless Vian ID 0 A0S, @ Forget Al

+ AP Name N SSID Broadcast Enable

nioad % Upload
Securit ity Mode: -
e BO4E26.1C. ‘ vRTBO
Wireless S| ssID Isolation Enable
PageSze: | 10 v je(s) Pageto m

Action

Access Control Rule None N Steering | Mesn

m “Sl Rate Limit 0
©
D Action
1 Test_OC200 WPAPSK Disabled Disabled None Disabled (0]

>>  Atotal of 1 page(s) Pageto E

Puc. 5.4.2. OTKAto4eHMe aBTOpM3aLmMmM Ha BbibpaHHoMm SSID.

mode" —

Mepexogum Ha BKnaaky "Wireless Control" noasknaagky "Portal" wu

Ha*kumaem "Add a New Portal"(puc. 5.4.3).

< C Y A He xosdinenuiinni | htps://192.168.0.101/10gin ISESSIONID=5 806-4b52-acc6-sbedefadebleFaccessPoints * & O :

10 tp-link sites: Default APs: 1 0 0 Stations:

Connected  Disconnected  Isolated Pending Users Guests

Map Statistics ol Clients Insight Log

. +MAC 1P % ~ 4 Hardware . sclient 4 o
$ AP Name Address Address S Status $ Model Version % Firmware Version Number + Download S Upload Action
BO-4E-26-1C-8D-FE BO-4E281C- 1921680100  Connecte EAP225(EV) 30 2305 1o 0Bytes 0Bytes
0 -

Wireless Control

o % Portal Name SsiD % Authentication Type Action

No Entries

Puc. 5.4.3. JobaBneHune nopTtana.

B none "Portal Name" yKa3sbiBaem umaA nopTtana, ganee B none "SSID"

BbibMpaem mms becnpoBoaHOM ceTU, KoTopasa byaeT c ayTeHTMdMKaumen no

Bayyepam. B none "Authentication Type" Bbibupaem 3HauveHue "Voucher" un

nepexoamMm no nosismsLlencsa HUe ccblnike "Voucher Manager" (puc. 5.4.4), nocne

yero oTKpoeTca HoBaA BKAaaKa "Omada Controller” (puc. 5.4.4).
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-
tp-link
€« C A He xondineruiivnit | bt 192.168.0.101, ESSION b 4 bedefidebde #accessPoint % B O :
I Add a New Portal I
Al portal Name Portal_test ]
N ssD Test_0C200 A
Authentication Type Voucher
HTTPS Redirect Enabie
g Redrect Enavie a
Redirect URL
Background Solid Color @ Picture

Background Picture: Choo

Logo Picture _p
tp-link

Welcome Information

Puc. 5.4.4. Nepexopn, K HACTPONKM Bay4epoB.

Ha HoBo# cTpaHuue "Omada Controller" nepexogum B meHio "Voucher" n
Ha*kumaem KHonKy "Create Voucher" (puc. 5.4.5). 3anonHsem nona "Amount" -
KO/IN4eCcTBO CUMBO/IOB B NMaposie Bayyepa, "Duration” - Bpema aencreua Bayyepa,
MOXHO 33agaTb OT MWHYT A0 AHer, "Type" - nepcoHanbHbIX WAK
MHOrononb30BaTeNbCKU (puc. 5.4.6).

x
=+

C (0 A He xondines

10 tp-link Sites: Defauft

Guest 1 s Operator

% Code % Created Time  Notes 4 Duration Status Action

No Entres.

Puc. 5.4.5. CTpaHuMUa HAaCTPOMKN Bay4epoB.
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Create Vouchers

Code Length: 6

Amount: 10

Type Single Use v

Duration 8 hours v

Rate Limit (Download): Enable

Rate Limit (Download): Kbps (0-10240000
Rate Limit (Upload) Enable

Rate Limit (Upload): Kbps (0-10240000)
Traffic Limit: Enable

Traffic Limit MBytes (1-1048576
Note: (Optional

Puc. 5.4.6. Hactpolika Bayyepa.

Mocne HaxkaTma kKHonku "Apply", creHepupyeTca Bayyepbl, UX MOMKHO
pacneyataTb, HaxaB Ha Hagnucb "Print All Unused Vouchers" (puc. 5.4.7).
3aKpblBaem CTpPaHMLY HaCTPOMKM BayyepoB M nepexoaMm o6paTHO Ha
nepBoHa4vanbHyto cTpaHumuy "Omada Controller” v BHM3y OKHa Ha*kKMMaem KHOMKY

llApplyll.

| B omada Conror G) + Sl

C (0 A He xondiaenuifinni | hitps://192.168.0.101/hotspx in?selected=voucher % B

e
10 tp-link Sites: Defaull O

Guest Vouche Operator

% Code 3 Created Time % Notes 3 Duration Status Action
573139 8h Om 0s Valid for single use (]
16785 8h 0m Os Valid for single use ]
671231 8h 0m 0s Valid for single use [ ]
314957 2018-11-05 01:43:34 8h Om Os Valid for single use [

Puc. 5.4.7. CreHepupOBaHHble Bayyepsbl.
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6. HacTpoiiKka orpaHuyeHmnA Yyncna nonb3osaTtenei Ha ogHou T m
ABTOMaTUUECKOEe OTK/AIOUYEHUE NoNb30BaTeNel No YPOBHIO CUrHana

[na HacTPOMKM OrpaHUYeHUs Ymcnia nosab3oBaTeniei Ha oaHy T[ B MeHto
"Access Points" Haxxumaem Ha "AP Name" nHTepecytoweinr Hac T4 (puc 6.1). B
noasueemMmca okHe nepexoaum B NyHKT "Configuration" n packpbiBaem pasgen
"Load Balance" (puc 6.2).

<« C 0 (A He xondigenuilinmii | hetps://192.168.0:101/login; ISESSIONID=5b3d302b-e806-4b52-acc6-6bedef3debde# accessPoints w) & O

1’) tp-link Sites: Default APs:

Connected  Disconnected  Isolated Pending

Map Statistics A Clients Insight Log

All Connected Disconnected Isolated | Pending
Ni " ° Forget A

4 status $Model  THardware oo version ¢ Cllent

" 2 MAC 1P
AL Howie Address  Address Version Number

+ Download % Upload Action
BO4E26.1C.8D-FE BO-JE261C 1921680100 Connected  EAP2S(EV) 30 A 0 0Bytes 0Bytes

0 -

Puc. 6.1. Boibop TOuKkM goctyna.

B0-4E-26-1C-8D-FE @ connected

Basic Config
IP Setting

Radio

SGHz

Max Associated Clients Enable

RSSI Threshold Enable

WLANS

Rogue AP Detection

Puc 6.2. MeH0 HaCTPOEeK BbIOpaHHOM TOUYKM A0CTyNa.

Bbibupaem 4acToTHbIM Anana3oH 2.4 nam 5 My n B nyHKTe "Max Associated
Client" yctanaBnnBaem ¢naxkok "Enable" n B none uytb HUKe BNMCbIBaem
MaKCMManibHOEe Koinyectso nonb3osaTene (ot 1 go 99) ana T4 (puc 6.3).

© TP-Link Ukraine Ona obuero Bepcua ot 22.03.19



N ANNNSSESRNNNN RN

SMB O6opyaoBaHue PekoMmeH/JoBaHHble pemenuss EAP

tp-link

B0-4E-26-1C-8D-FE @ connected

Basic Config
IP Setting

Radio

Max Associated Clients Enable
——

10

RSSI Threshold Enable

WLANS

Rogue AP Detection

Puc 6.3. YcTaHOBKAa MaKCMMaNbHOrMo Kosaumyectsa nonb3osatenen 10 B
BbI6paHHOM T/.

TaK e MOXKHO BK/IOYUTb ABTOMATUYECKOE OTK/KYEHME KAWEHTOB Mo
YPOBHIO CUIHanNa, KOTOPbIN TOXKE MOXHO 3aaaTtb. [na 3toro B nyHKTe “RSSI
Threshold” HyXHO ycTaHOBUTL ¢dnaxkoKk “Enable” n B none uytb HUXKe 3aaaThb
MOLLHOCTb, MPU KOTOPOM KIMEHTCKOE YCTPOMCTBO ByaeT OTKAoUYeHO (puc 6.4).

B0-4E-26-1C-8D-FE @ connected

Basic Config
IP Setting

Radio

Max Associated Clients Enable
10

RSSI Threshold Enable
e

=2

WLANS

Rogue AP Detection

Puc 7.4 YctaHOBKa MmowHOCTM -60dBm npu KOTOpOW KNMEHTCKOE YCTPOMCTBO
6yneT OTKAKYEHO.

Mocne HacTpoiiku Haxkmumaem “Apply”.
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7.

Ha3sHaueHue VLAN Kk SSID

Mpu co3aanum SSID Kak yKa3aHo B pasgene 5, nponuceiBaem HeobxoamMmbii
VLAN B none "Wireless VLAN ID" (puc. 7.1).

Edit SSID

SSID Name:

Test_0C200

Wireless Vlan ID: @
T————————

SSID Broadcast:

Security Mode:

Version:

Encryption:

Wireless Password:

Group Key Update
Period:

SSID Isolation:

Access Control Rule:

Rate Limit

/ Enable

WPA-PSK

Auto WPA-PSK ® WPA2-PSK

Auto TKIP

gazwsxedc

0

Enable

None

0 means

Puc.7.1. Accoumnauma SSID kK VLAN.
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8. Co3paHue pacnucaHua nepesarpysku T,

[nsa HaCcTPOIMKK aBTOMaATUYECKOWN nepes3arpysku T HY>KHO NepenTn B MeHto
" Site Settings", nognyHKT "Reboot Schedule". YctaHoBuTb ranouky "Enable" n
HACTPOUTb pacnmncaHue KoTopoe Heobxoammo, nocne yero Haxkatb "Apply" (puc
9.1). AaHHOE MeHI0 06bIYHO CBEPHYTO U BHU3Y CTPAHUYKM BUAHA TO/IbKO HAaANMCb
" Site Settings", Ha KOTOPYIO HY»KHO HaXKaTb (puc. 8.1).

Wireless Settings | Wireless Control Site Settings Cloud Access | Controller Settings

LED | Device Account O Log Settings | Batch Upgrade | SSH | Management VLAN
Reboot Schedule:

Timing Mode: Weeklk' v
Day of Week: Mon Tue Wed Thu
Fri Sat Sun
am——
Reboot Time: 04 v : 00 v 00 v
B

Puc. 8.1. [lpumep aBTOMaATM4eckon nepesarpyskm T4 B 04:00 no
BOCKpeCeHbAM.
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9. O6HoBNEHME NPOLMBOK Ha TOYKAX AocCTyna

CKauMBaeM HOBYHO NPOLUMBKY M Pa3apxnBmpyem ee.

3axoanm B meHto “Site Settings”, noanyHkT “Butch Upgrade”. 1na npoBepku
HOBbIX MPOLIMBOK B aBTOMATMYECKOM peXMme Haxkmmaem KHonky “Check for
firmware upgrade” (pnc 9.1). laHHOe MeH0 06bIYHO CBEPHYTO U BHU3Y CTPAHUYKHK
BMAHA TONbKO Haanuck “Site Settings”, Ha KOTOPYO HY*KHO HaxaTb (puc. 9.1).

Wireless Settings | Wireless Control Site Settings Cloud Access | Controlier Settings

LED | Device Account | Reboot Schedule | Log Settings OSH | Management VLAN

Device Model Connected Current Firmware Available Firmware Action

Firmware List

EAP225(EU) 3.0 1 2.2.0 Build 20180411 Rel. 62961 Up to date

Atotal of 1 page(s) Page to:

Puc.9.1. lNMpoBepKa HOBbIX MPOLWKMBOK B aBTOMATUYECKOM peXKUME.

Echm wmnmeetca HoBaA npowwuBKa, To B none "Available Firmware"
oTobpasunTca ee Bepcua. Janee Haxknumaem "Batch Update"(puc. 9.2), nocne satoro
AO/IKEH Ha4yaTbcA npouecc obHoBneHuA (puc. 9.3). MNo 3aBepLieHnto 06HOBNEHMS
Bbl YBMAUTE COODLLEHME NPO yCnewHoe 3aBeplieHne 06HOBAEHUA TOYEK A0CTyNa
(pnc. 9.4).

Wireless Settings | Wireless Control Site Settings Cloud Access Controller Settings
LED | Device Account | Reboot Schedule | Log Settings | | SSH | Management VLAN
Firmware List
Device Model Connected Current Firmware Available Firmware Action
EAP225(EU) 3.0 1 2.2.0 Build 20180411 Rel. 62961  2.3.0 Build 20180628 Rel. 54512 ¢ O

Atotal of 1 page(s) Page to

Puc.9.2. [loctynHa HOBaA NpOLMBKA.
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Upgrading...

) 5% Writing flash
| This may take several minutes. Please wait without any operation.

The upgrade file has been issued to the AP BO-4E-26-1C-8D-FE .The AP will
i upgrade and restart automstically. Please wait without any operation.

Pnc.9.3. Npouecc o6HOBNEHMUA TOYKM AOCTyNa.

€ C O ([ A He xosdlaenuifivmi | hitps://192.168.0.101/login; ISESSION b3d 6-4b52-2 f3debde# a t w K O :
f) tp-link sites: Default E 1 Stations:
1 Comnected  Disconnected  Isolated Pending
Map Statistics Access Point: Clients Insight Log
Al Connected | Disconnected | Isolated | Pending
@ Forget Al
. 1P s . $hardware £ Client s .
+ AP Name e 4 status 4 Model Virean | fFimwareversion  TESOL  $Download 4 Upload Action
BOAE.261C.80F 2.3.0 Build 20180628
Site Settings
0 - E

Firmware List
Device Model Connected Current Firmware Available Firmware Action
EAP225(EU) 3.0 0 220 Build 20180411 Rel. 62961 2.3.0 Build 20180628 Rel. 54512

Pnc.9.4. Mpouecc 06HOBNEHMA TOYEK AOCTYMA YCMNELIHO 3aBEpLUEH.
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