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Accessing the Switch Overview

This guide applies to:

T1500G-10PS v2 or above, T1500G-8T v2 or above, T1500G-10MPS v2 or above, T1500-28PCT v3 or above,
T1600G-18TS v2 or above, T1600G-28PS v3 or above, T1600G-28TS v3 or above, T1600G-52TS v3 or above,
T1600G-52PS v3 or above, T1700X-16TS v3 or above, T1700G-28TQ v3 or above, T2500G-10TS v2 or above,
T2600G-18TS v2 or above, T2600G-28TS v3 or above, T2600G-28MPS v3 or above, T2600G-285Q v1 or
above, T2600G-52TS v3 or above.

Overview

You can access and manage the switch using the GUI (Graphical User Interface, also called
web interface in this text) or using the CLI (Command Line Interface). There are equivalent
functions in the web interface and the command line interface, while web configuration is
easier and more visual than the CLI configuration. You can choose the method according
to their available applications and preference.

User Guide = 1



Accessing the Switch Web Interface Access

2.1

Web Interface Access

You can access the switch's web interface through the web-based authentication.
The switch uses two built-in web servers, HTTP server and HTTPS server, for user
authentication.

The following example shows how to login via the HTTP server.

Login

To manage your switch through a web browser in the host PC:
1) Make sure that the route between the host PC and the switch is available.

2) Launch a web browser. The supported web browsers include, but are not limited to, the
following types:

m |E8.0,9.0,10.0,11.0
m Firefox 26.0, 27.0
m Chrome 32.0, 33.0

3) Enter the switch's IP address in the web browser's address bar. The switch's default IP
addressis 192.168.0.1.

Figure 2-1  Enter the Switch's IP Address in the Browser

£ 19216801 D+

4) Enter the username and password (both admin by default) in the pop-up login window.
Figure 2-2  Login Authentication

Username

< admin

Password

0
g

|:| Remember Me

@ Note:

The first time you log in, change the password to better protect your network and devices.
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2.2

Web Interface Access

5) The typical web interface displays below. You can view the switch's running status and

configure the switch on this interface.

Figure 2-3  Web Interface

Port Status
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- Device Description
+ System Time

+ Daylight Saving Time
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User Management

System Info
System Tools
e UNIT4

SDM Template System Description

Time Range Device Name
Device Location
Contact Information:

Hardware Version:

Firmware Version:

Boot Loader Version:

MAC Address:
System Time:
Running Time:
Serial Number:
Jumbo Frame:
SNTP:

IGMP Snooping:
SNMP:

Spanning Tree:

JetStream 24-Port Gigabit L2 Managed Switch with 4 SFP Slots
T2600G-28TS

SHENZHEN

www.tp-link.com

T2600G-28TS 3.0

3.0.0 Build 20170918 Rel. 71414(s)

TP-LINK BOOTUTIL(v1.0.0)

00-0A-EB-13-A2-3D

2006-01-12 07:06:21

10 day - 23 hour - 6 min - 55 sec

211100100001C

Disabled Setlings
Enabled Settings
Disabled Settings
Disabled Setlings
Disabled Setlings

Save the Configuration File

The switch's configuration files fall into two types: the running configuration file and the

start-up configuration file.

After you perform configurations on the sub-interfaces and click Apply, the modifications
will be saved in the running configuration file. The configurations will be lost when the

switch reboots.

If you need to keep the configurations after the switch reboots, please click [ElEag on the
main interface to save the configurations in the start-up configuration file.

Figure 2-4 Save the Configuration

o

Save the configuration file?

No

[ = |
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Accessing the Switch Web Interface Access

2.3 Disable the Web Server

You can shut down the HTTP server and HTTPS server to block any access to the web
interface.

Go to SECURITY > Access Security > HTTP Config, disable the HTTP server and click Apply.

Figure 2-5 Shut Down HTTP Server

Global Config
TP
Port: | 80

Go to SECURITY > Access Security > HTTPS Config, disable the HTTPS server and click
Apply.
Figure 2-6 Disbale the HTTPS Server

Global Config

arres

SSL Version 3: ~| Enable

TLS Version 1: ~| Enable

Port: 443 1-BEE35
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2.4

Web Interface Access

Configure the Switch's IP Address and Default Gateway

If you want to access the switch via a specified port (hereafter referred to as the access
port), you can configure the port as a routed port and specify its IP address, or configure
the IP address of the VLAN which the access port belongs to.

m  Change the IP Address
By default, all the ports belong to VLAN 1 with the VLAN interface IP 192.168.0.1.

The following example shows how to change the switch’s default access IP address
192.168.0.1.

1) Go to L3 FEATURES > Interface. The default access IP address in VLAN 1 in the
Interface List. Click Edit IPv4 to modify VLAN1's IP address.

Figure 2-7 Change VLAN1's IP Address

Routing Config

IPv4 Routing: ~| Enable

IPv6 Routing: Enable

Interface List

@ Add
Interface 1D IP Address Mode IP Address Subnet Mask Interface Name Status Operation
VLANA Static 182.168.0.100 255.255.255.0 Up e e Jpetai
Total: 1

2) Choose the IP Address Mode as Static. Enter the new access address in the IP

Address field and click Apply. Make sure that the route between the host PC and the
switch's new IP address is available.

Figure 2-8 Specify the IP Address

Modify IPv4 Interface

Interface ID: VLAN1

Admin Status: ~| Enable

Interface Name: | | Optional. 1-16 characters

IP Address Mode: O None (O DHCP O BODOTP

IP Address: | 192.168.0.100 || (Format: 192.168.0.1

Subnet Mask: | 255.255.255.0 | (Format 255.255.255.0

3) Enter the new IP address in the web browser to access the switch.
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Web Interface Access

4) Click - to save the settings.

m  Configure the Default Gateway

The following example shows how to configure the switch's gateway. By default, the switch
has no default gateway.

1) Go to page L3 FEATURES > Static Routing > IPv4 Static Routing Config. Click &§ Add to
load the following page and configure the parameters related to the switch’s gateway.

Then click Create.

Figure 2-9 Configure the Default Gateway

IPv4 Static Routing

Destination:
Subnet Mask:
Next Hop:

Distance:

Destination

Subnet Mask

Next Hop

Distance

| 0000 | (Format: 10.10.10.0)
| 0000 | |(Format: 255.255.255.0)
| 192.168.0.100 | |Format: 192.168.0.2)

|

1

(Optional. range: 1-255)

o

Specify the destination as 0.0.0.0.
Specify the subnet mask as 0.0.0.0.
Configure your desired default gateway as the next hop's IP address.

Specify the distance as 1.

2) Click - to save the settings.

3) Check the routing table to verify the default gateway you configured. The entry marked
in red box displays the valid default gateway.

Figure 2-10 View the Default Gateway

|Pv4 Routing Information Summary

® Refresh
Protocol Destination Network Next Hop Distance Metric Interface Name
Static 0.0.0.0/24 192.168.0.100 1 0 VLAN1
Connected 192.168.0.0124 192.168.0.100 0 1 VLAN1
Total: 2
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3 Command Line Interface Access

3.1

Users can access the switch's command line interface through the console (only for switch
with console port), Telnet or SSH connection, and manage the switch with the command

lines.

Console connection requires the host PC connecting to the switch's console port directly,
while Telnet and SSH connection support both local and remote access.

The following table shows the typical applications used in the CLI access.

Table 3-1 Method list

Method Using Port Typical Applications

Console Console port (connected Hyper Terminal
directly)

Telnet RJ-45 port CMD

SSH RJ-45 port Putty

Console Login (only for switch with console port)

Follow these steps to log in to the switch via the Console port:
1) Connect the PC or terminal to the Console port on the switch with the serial cable.

2) Start the terminal emulation program (such as the Hyper Terminal) on the PC and
configure the terminal emulation program as follows:

®  Baud Rate: 38400bps
m Data Bits: 8

m  Parity: None

m  Stop Bits: 1

®  Flow Control: None

3) Type the User name and Password in the Hyper Terminal window. The default value for
both of them is admin. Press Enter in the main window and Switch> will appear, which
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Command Line Interface Access

indicates that you have successfully logged in to the switch and you can use the CLI

now.

Figure 3-1  CLI Main Window

" @ TP-UNK - HyperTerminal [E=REE]
File Edit View Call Transfer Help
D& &3 0H &
P
User: admin
Password:
Switch>
Connected 0:02:08 Auto detect  384008-N-1 OLL CAPS NUM Capture  Print echc

@ Note:

The first time you log in, change the password to better protect your network and devices.

4) Enter enable to enter the User EXEC Mode to further configure the switch.

Figure 3-2  User EXEC Mode

& TP-LINK - HyperTerminal

File Edit View Call Transfer Help

D &8 DB ©

User: admin
Password:

Switch>enable
SwitchH_

m

Connected 0:02:08 Auto detect 38400 8-N-1

SCROLL

CAPS NUM  Capture

Print echo

@ Note:

In Windows XP, go to Start > All Programs > Accessories > Communications > Hyper Terminal to
open the Hyper Terminal and configure the above settings to log in to the switch.
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3.2 TelnetLogin

The switch supports Login Local Mode for authentication by default.
Login Local Mode: Username and password are required, which are both admin by default.

The following steps show how to manage the switch via the Login Local Mode:

1) Make sure the switch and the PC are in the same LAN (Local Area Network). Click Start
and type in cmd in the Search bar and press Enter.

Figure 3-3  Open the CMD Window

|~’-‘ﬂ1'=1 x | | Shut down | ¥ |

2) Typeintelnet 192.168.0.1 in the CMD window and press Enter.

Figure 3-4  Log In to the Switch

Microsoft Windows [Uersion 6.1.76001
[Copyright (c> 2009 Microsoft Corporation. A1l rights reserved.

m| »

C:~Userssadmin .WIN?-PC>telnet 192.168.0.1

3) Type in the login username and password (both admin by default). Press Enter and you
will enter User EXEC Mode.

Figure 3-5 Enter User EXEC Mode

pesstoncneensix |ser Access Login

User:adnin
Passuord:

Suitch>i2006-81-01 B8:02:54, [Userl/3/Login the CLI by admin on vtyd (192.168.0.208>.

The first time you log in, change the password to better protect your network and devices.

4) Type in enable command and you will enter Privileged EXEC Mode. By default no
password is needed. Later you can set a password for users who want to access the
Privileged EXEC Mode.

Figure 3-6 Enter Privileged EXEC Mode

B8 Telnet 192.163.0.1 =anay X

User Access Login

User:admin
Passuord:

Switch>#2086-61-01 B8:21:11.[User1-3-Login the CLI by admin on vty@ (192.168.8.208>.

Switch>enable

Switchl,

Now you can manage your switch with CLI commands through Telnet connection.
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3.3

SSH Login

SSH login supports the following two modes: Password Authentication Mode and Key
Authentication Mode. You can choose one according to your needs:

B Password Authentication Mode: Username and password are required, which are both
admin by default.

m  Key Authentication Mode (Recommended): A public key for the switch and a private key
for the client software (PuTTY) are required. You can generate the public key and the
private key through the PuTTY Key Generator.

Before logging in via SSH, follow the steps below to enable SSH on the terminal emulation
program:

Figure 3-7 Enable SSH
@ Telnet 192.168.0.1 [E=R =

User Access Login
User:admin
Password:

Switch>H2006-01-01 B8:1A:27. [User1-3-Login the CLI by admin on uvtyB (192.168.8.288>.

Switch>enable
Switchifconfig

Switch(config>#tip szh server

Switch{config>#_

Password Authentication Mode

1) Open PuTTY and go to the Session page. Enter the IP address of the switch in the Host
Name field and keep the default value 22 in the Port field; select SSH as the Connection
type. Click Open.
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Figure 3-8 Configurations in PuTTY

BR PuTTY Configuration Iﬁ
Category:
TiSessionI Basic options for your PUuTTY session
P Logging Specify the destination you want to connect to
=I- Terminal

] Pait
- Keyboard
el I 192.168.0.1 2 |

- Features Connection type:
= Windaow ") Raw ") Telnet ) Rlogin " Serial
Appea!ance Load, save or delete a stored session
- Behaviour
. Tranglation Saved Sessions
- Selection
-~ Colours Default Settings Load
= Connection

e
Teiet

- Rlogin
+- S5H
""" Serial Close window on exit:
) Always ) Newer @ Only on clean exit
About [ Cpen l I Cancel I

2) Enter the login username and password to log in to the switch, and you can continue to
configure the switch.

Figure 3-9  LogIn to the Switch

EP 192.168.0.1 - PUTTY [E=EE

The first time you log in, change the password to better protect your network and devices.

Key Authentication Mode

1) Open the PUTTY Key Generator. In the Parameters section, select the key type and
enter the key length. In the Actions section, click Generate to generate a public/private
key pair. In the following figure, an SSH-2 RSA key pair is generated, and the length of
each key is 1024 bits.
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Figure 3-10 Generate a Public/Private Key Pair

-
g PuTTY Key Generator

File Key Conversions Help

Key
No key.

Actions

Generate a public/private key pair Generate a key

Load an existing private key file

Save the generated key Save public key

Load

Save private key

LBEEUEE

Type of key to generate: Key type

() S5H-1 (RSA) @ S5H-2 RSA () 55H-2 DSA
Number of bits in a generated key: I Key length 2048

h

Command Line Interface Access

@ Note:

¢ The key length should be between 512 and 3072 bits.

. You can accelerate the key generation process by moving the mouse quickly and randomly in

the Key section.

2) After the keys are successfully generated, click Save public key to save the public key
to a TFTP server; click Save private key to save the private key to the host PC.

Figure 3-11 Save the Generated Keys

B rarrv ke e A ==

Hle key Conversions Help

Ky
Public key for pasting into OpenSSH authaorized_keys file:
sshisa

AAAABINzaC lyc 2EAAAABIGAAAQEAD4RILBYENTSDbFin3MuoHr4LHF 7w 8WNBCE |a

AodzriwndlbpC7Dloed BmzlJo65R

=5 VKBEa TWROqOpfBnodhu 7QPLIBMAD:Mz0mDC Zk Bhfgbg0riOMm SmGNo EYtHD
ghXLbFU3rDxTin5nlUCrGOoRUKIvaYREqSqKHwpsGbZKQIAS/Bap 1/2Pn(fzz55ZD =

Key fingerprint: sshssa 2048 cf:11:bc:4b:40:55:50:ef -Ba e4:9d c5:bJca:30:13
Key comment: rsa+teey-20150122
Key passphrase:

Confirm passphrase:

Actions

Generate a public/private key pair

Load an exsting private key file

Load

Save the generated key

Save public key l

Save private key ]

Parameters

Type of key to generate:
() 55H-1 (R54) @ S5H-2 RSA

MNumber of bits in a generated key:

() 85H-2 DSA

2048
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3) On Hyper Terminal, download the public key file from the TFTP server to the switch as
shown in the following figure:

Figure 3-12 Download the Public Key to the Switch
B Telnet 192.168.0.1 [ x|

m | »

bescrosessesenssmmsssens User Acess LOgin st

2086 -01-27 B8:86:81.[Userl S~ Login the CLI by admin on vtyd (192.168.8.208>.

[Buitch>enable
[Bwitchiiconf igure
[Buitch{config)#ip ssh download v2 public ip—address 192.168.8.1008

Start to download SSH key file
Download SSH key file OK.

[Buitch{config)

. The key type should accord with the type of the key file. In the above CLI, v1 corresponds to
SSH-1 (RSA), and v2 corresponds to SSH-2 RSA and SSH-2 DSA.

. The key downloading process cannot be interrupted.

4) After the public key is downloaded, open PuTTY and go to the Session page. Enter the
IP address of the switch and select SSH as the Connection type (keep the default value
in the Port field).

Figure 3-13  Configure the Host Name and Connection Type

BR PUTTY Configuration L&J

Category:

= | Sessionl Basic options for your PUuTTY session

; Specify the destination you want to connect to
=I- Terminal

I 1 Por
- Keyboard
el I 192.168.0.1 2 |

- Features Connection type:

=1 Window Raw Telnet Rlogin Seral
- Appearance
- Behawviour
- Translation
- Selection

-~ Colours Default Settings | load |
=I- Connection —

- Data | Save |
.. Prony )
- Telnet | Delste |
. Rlogin
- SSH

Load, save or delete a stored session

Sawved Sessions

Close window on exit:
Always Mewer @ Only on clean exit

| About | [ Open l | Cancel |

L

5) Go to Connection > SSH > Auth. Click Browse to download the private key file to
PuTTY. Click Open to start the connection and negotiation.
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Figure 3-14 Download the Private Key to PUuTTY

ﬁ PuTTY Configuration ﬁ
Category:
=} Terminal -~ Options controling SSH authentication
- Keyboard
- Bell [ Bypass authentication entirely (SSH-2 only)
"'a' dFeatures Authentication methods
= Window
. Appearance [¥] Attempt authertication using Pageant
.. Behaviour [] Atempt TIS or CryptoCard auth (SSH-1)
. Translation Aftempt "keyboarddnteractive” auth (S5H-2)
gz:zudri:n Authentication parameters
. Connection [] Allow agent forwarding
- Data £ [] Allow attempted changes of usemame in S5H-2
- Prosey Private key file for suthentication:
- Telnet I D:\Program files"private ppk I Browse. . J I
- Rlogin
=- 55H
I ‘Adth I
- X171
- Tunnels
- Bugs -
About [ Open l Cancel I

6) After negotiation is completed, enter the username to log in. If you can log in without
entering the password, the key authentication completed successfully.

Figure 3-15 Log Into the Switch

&8 192.168.0.1 - PUTTY [E=SRE

The first time you log in, change the password to better protect your network and devices.

3.4 Disable Telnetlogin

You can shut down the Telnet function to block any Telnet access to the CLl interface.

m  Using the GUI:

Go to SECURITY > Access Security > Telnet Config, disable the Telnet function and click
Apply.
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3.5

3.6

Figure 3-16 Disable Telnet login

Telnet Config
Teinet.
Port: 23

® Usingthe CLI:
Switch#configure

Switch(config)#telnet disable

Disable SSH login

You can shut down the SSH server to block any SSH access to the CLl interface.
m  Using the GUI:

Go to SECURITY > Access Security > SSH Config, disable the SSH server and click Apply.

Figure 3-17 Shut down SSH server

Global Config

Protocol V1: +| Enable
Protocol V2: +| Enable
Idle Timeout: 120
Maximum Connections: 5

Part: 22

® Usingthe CLI:
Switch#configure

Switch(config)#no ip ssh server

Copy running-config startup-config

The switch's configuration files fall into two types: the running configuration file and the
start-up configuration file.

After you enter each command line, the modifications will be saved in the running
configuration file. The configurations will be lost when the switch reboots.
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3.7

If you need to keep the configurations after the switch reboots, please user the
command copy running-config startup-config to save the configurations in the start-up
configuration file.

Switch(config)#end

Switch#copy running-config startup-config

Change the Switch's IP Address and Default Gateway

If you want to access the switch via a specified port (hereafter referred to as the access
port), you can configure the port as a routed port and specify its IP address, or configure
the IP address of the VLAN which the access port belongs to.

®  Change the IP Address

By default, all the ports belong to VLAN 1 with the VLAN interface IP 192.168.0.1/24. In
the following example, we will show how to replace the switch's default access IP address
192.168.0.1/24 with 192.168.0.10/24.

Switch#configure
Switch(config)#interface vian 1
Switch(config-if)#ip address 192.168.0.10 255.255.255.0

The connection will be interrupted and you should telnet to the switch's new IP address
192.168.0.10.

C:\Users\Administrator>telnet 192.168.0.10
User:admin

Password:tplink

Switch>enable

Switch#copy running-config startup-config

®  Configure the Default Gateway

In the following example, we will show how to configure the switch's gateway as
192.168.0.100. By default, the switch has no default gateway.

Switch#configure
Switch(config)#ip route 0.0.0.0 0.0.0.0 192.168.0.100 1
Switch(config)#end

Switch#copy running-config startup-config
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