BbicTpan HacTpoitika Omada SDN

Omada SDN — 3To nporpaMmHoO-HacTpanBaemas CeTb, BKItOYatoLLan B cebs
- NporpammHbIn/obnayHblii UAKM annapaTHbIA KOHTPOAAEP

- MapuwpyTtunsaTop ¢ nogaepkon Omada

- KommyTaTopsl ¢ nogaepxkoit Omada

- Toukun goctyna cepu EAP

TunuuHaa cxema noctpoeHua ceth Omada

TL-R605

TL-SG2210P

Dioink Dioink Deoink

EAP225 EAP225 EAP225



MepBu4Han HacTpoitKa mappyTusatopa TL-R605

1. Bkawouyaem mapLupyTusaTop, nogkatodaem ero K MK (yepes noboii ceoboaHbI LAN-NopT), Npy STOM Ha ceTeBow
KapTe 4O/KHO ObITb BbICTaBAEHO aBTOMaTHMYecKoe noaydyeHue IP-agpecos no DHCP.

2. Mocne nonyyeHua NK auHammnyeckoro IP-agpeca, oTKpbiBaem Beb-uHTEpdeEc mapLupytusatopa 192.168.0.1 B
6pay3epe u noasaAeTcA NpurnaweHne ob yctTaHOBKe Napona agMUHUCTpaTopa

4 to-ink

For device security, please set an administrator account.

Username :

Password:

Confirm the Password:

Mote: please remember your administrator account name and
password for login. These will be required for subsequent login
attempts. If you forget your login details, you will need to reset the
device to its factory defaults. To reset the device, power it on and
then press and hold the Reset button for 5 seconds.

3. MMpuaymbiBaem NOTMH U Napo/ib aAMUHUCTPATOpPa poyTepa
4. AsTopusyemcs B Beb-uHTepdelice mapLupyTusaTopa

* System Status
= Traffic Statistics Device s
»  Network
» Preferences Hardware Version:  TL-R603 v1.0 Firmware Version: 1.0.0 Build 20200930 Rel.36519
»  Transmission e
¥ Firewall
» Behavior Control System Time: 04/12/2021 20:14:37 Monday Running Time: 0 Day, 0 Hour, 8 Min, 24 Sec
P VPN
WAN IPv4
b Authentication
» Services i
Interface Connection Type Connection 1P Address Subnet Mask MAC Address Default Gateway Primary DNS
Name Status
b System Tools
WAN Dynamic IP Link Up 192.168.10.73 255.255.255.0 C0-C9-E3-93-33-31 192.168.10.1 79.142.94.3
Logout
Resource Utilization
100
i}
|
26% 2% alli=
50
40
B _
Memory CPU
o Pz S — S




5. Hacrtpoiika WAN-coeanHeHus (Network — WAN - WAN)
MapuwpyTm3aTtop NoAAEpPKMBAET BCEBO3MOXKHbIE TUMbl COEAUHEHMA C WHTepHEeT-MpoBangepoM.
NPMBOAATCS TUNUYHbIE HACTPOMKN MapLlpyTU3aTopa ana coeanHeHus ¢ Beeline no L2TP:

>

»

»

4

>

4

o WAN
= LAN
= MAC

Switch

= VLAN
Preferences
Transmission
Firewall
Behavior Control
VPN
Authentication
Services

System Tools

Logout

a

3pecb

Connection Configuration

Connection Type:
Username:

Password:

Connection Mode:
Upstream Bandwidth:
Downstream Bandwidth:
MTU:

Primary DNS:

Secondary DNS:

vian:

Secondary Connection:

VPN Server IP/Domain
Name:

Save Connect

L2Tp

12tp

Connect Automatically

1000000

1000000

1460

Enable

® Dynamic IP

12tp.internet.beeline kz

Disconnect

Static IP

Kbps (100-1000000)
Kbps (100-1000000)
(576-1460)
(Optional)

(Optional)

Connection Status

Connection Status
1P Address
Subnet Mask
Default Gateway
Primary DNS

Secondary DNS

Secondary Connection
1P Address

Subnet Mask

Default Gateway
Primary DNS

Secondary DNS

Connected

10.2.2.36

255.255.255.255

10.2.2.254

79.142.94.3

85.114.0.81

10.1.1.167

255.255.255.0

10.1.1.254

10.1.1.254

0.0.0.0

6. [1POCMOTP CMMCKa NIOKaNbHbIX KAUEHTOB

Tabnnua comepUT AaHHble no IP-agpecam, MOAYyYEHHbIX OT MaplipyTM3aTopa KommyTtatopom T1500G-10PS,
KOHTposiiepom OC200, Toukamu goctyna EAP225 u MK.

» Status LAN DHCP Server DHCP Client List Address Reservation

= WAN

= LAN

= MAC

Switch

= WLAN

Preferences

Transmission

Firewall

Behavior Control

VPN

Authentication

Services

.+, Toolc

DHCP Client List

Total Clients: &

ID

Client Name

EAP225-B0-95-75-E5-E4-18

EAP225-1C-3B-F3-32-36-A2

0C200_72C48D

EAP225-60-32-B1-13-00-8C

T1500G-10P5

DESKTOP-PIJKEHSF

MAC Address

B0-95-75-E5-E4-18

1C-3B-F3-32-36-A2

BO-BE-76-72-C4-8D

60-32-B1-13-00-8C

70-4F-57-56-54-84

EQ-D5-5E-44-6A-69

Assigned IP Address

192.168.0.116

102.168.0.102

192.168.0.145

192.168.0.172

192.168.0.148

192.168.0.185

Lease Time

1:54:34

1:54:33

1:54:32

1:54:31

1:54:6

1:03:42

@ Refresh

Operaticn

TaK KaKk BCel CeTbto, B TOM YMC/Ie U MapLLPYTM3aTOPOM, BO3SMOXHO YNPaBAATb Yepes KOHTPOAED, TO MPUCTYNNM K
HacTpoike 0C200.



MepBu4Han HacTpoiKa KoOHTpoanepa 0C200

1. 3axoaum B Beb-uHTepdelic OC200 (ero IP-agpec M3BeCTeH M3 CMMCKa PO34aHHbIX MaplupyTusatopom IP-
aapecos) M NPOXOANM NO BCEM 3Tanam 6bICTPOM HACTPONKK

—_
omada

Welcome to use Omada Controller
Please follow the wizard to set up your controller

Let's Get Started

2. YcTaHaBAMBaem MMA KOHTPOJIepa, Bbibpaem CTpaHy M BbICTaBiAeM 4acoBOM MoAC.
Janee, Bbibnpaem oguH 13 cLeHapues NpumeHeHus (BblbpaH «Oducy»)

4 ) Controller Access § ) Summary

o Omada Setup Wizard 2 ) Configure Devices 3 ) Configure Wi-Fi

Omada Setup Wizard

Set Your Controller Name: 0C200
Set your country or region: Kazakhstan
Select Your Timezone: (UTC+06:00) Astana, Dhaka

Application Scenario

Select the application scenario depending on your needs. We will guide you configure and optimize the parameters of your network according to your scenario.

Customized




3. KoHTponnep BblAACT CMUCOK aBTOMaTMUECKM 06HapyKeHHbIXx Omada-ycTpolicTs.

Bblaensem Heobxoammoe (B Hallem C/yyae — BCe YCTPOUCTBa)

@ Omada Setup Wizard

Configure Devices

Please select the devices you would like to configure

DEVICE NAME

1C-3B-F3-32-36-A2
60-32-B1-13-00-8C
70-4F-57-56-54-84
B0-95-75-E5-E4-18
C0-C9-E3-93-33-30

Select 5 of 5items  Showing 1-5 of 5 records <

‘ Back ‘

o Configure Devices

MODEL
EAP225(EU) v3.0
EAP225(EU) v3.0
T1500G-10PS v2.0
EAP225(EU) v3.0

TL-R605 v1.0

1 > 10 /page

IP ADDRESS

192.168.0.102

192.168.0.172

192.168.0.148

192.168.0.116

192.168.0.1

4 ) Conti T Access

T o |

5 ) Summ;

UPTIME

0 days 00:08:00
0 days 00:01:04
0 days 00:08:50
0 days 00:07:59

0 days 00:09:37

[see | I

4. YKasbiBaeM Ha3BaHWe OCHOBHOI 6ecnpoBoaHon cetn U ee WPA-PSK naponb

@ Omada Setup Wizard
Configure Wi-Fi

Network Name (SSID) Omada

Password oo

Guest Wi-Fi

@ Configure Devices

‘You may skip this step if you are not setting up any Omada access points

‘You can create an open wireless network for your guests if needed.

e Configure Wi-Fi

4 ) Controller Access

5 ) Summary

T ] 2




5.

6.

3anonHsem AaHHble a4MUHUCTPATOPA M YKa3biBaeM aKKayHT K obnayHomy cepsucy TP-Link

@ Omada Setup Wizard @ Configure Devices @ Configure Wi-Fi o Controller Access
Controller Access
Create an administrator name and password for local login to Omada Controller.
Administrator Name: admin Enter the username with letters (case-sensitive), numbers, underscores, or hyphens.

Email user@gmail.com @

Password:

Confirm Password: sresereransean P73

To enjoy Omada Cloud Service, you can log in and bind your TP-Link ID to your controller

Cloud Access ®
TP-Link ID user@gmail.com
Password: [ETTTTTrR, &

Log in and bind No TP-Link ID? Register now.

Back MpuBA3bIBaEM KOHTPOJIZIEP K CBOEMY

akkayHTty TP-Link ID

5 | Summary

Tenepb [OCTYN K KOHTPOIZIEPY BO3MOXKEH Yepes 0b6nayHbin goctyn TP-Link Cloud

@ Omada Setup Wizard @ Configure Devices @ Configure Wi-Fi o Controller Access
Controller Access
Create an administrator name and password for local login to Omada Controller
Administrator Name admin Ent 1 et E0-00 ars, underscores, o
Emai user@gmall com o
Password | ssssssesseses &
Confirm Password: | seenennnnnne

To enjoy Omada Cloud Service, you can log in and bind your TP-Link ID to your controller.

Cloud Access, [ ]

TP-Link ID: userg@gmail.com m

Back

MpuBA3Ka ycnewHa

Summary




7.

8.

CymmapHas MHGopMaLma No KOHTpoaepy

Summary

Controller Name
Country/Region
Timezone
Application Scenario

Managed devices

Metwork Nama (SSID)

Administrator Name:

Cloud Access

TP-Link ID

Back

@ Omada Setup Wizard

@ Configure Devices

@ Configure Wi-Fi @ Controller Access

Please confirm the settings below. Once finished you will be directed to the management interface

0C200

Kazakhstan

(UTC+06 00) Astana, Dhaka
Office

EAP- 3 pcs

Switch: 1 pes

Gateway 1pcs

Omada

admin

On

user@gmail com

° Summary

anI'}'IaLLIEHVIe KOHTpOAIEPA C QR-KOOoM Ha CKaunBaHue MObBUNBHOTO NpUNOXKeHnA

Omada SDN Controller

W |Uae_rname
|Pass-,von:l

Remember Me

Forgot password?

Scan the QR Code to download Omada App .’ ;\pp Stor(;
ntly manage you from any m
e of your hand.

. GET
™ Google Play




Omada SDN Controller

v |'.Jaerr-ame
|Pass-:-,'orci

Remember Me

Forgot password?

Scan the QR Code to download Omada App

Conveniently mana our network from any mobile device. A
and control the n rk in the palm of your hand.

Dashboard

Mocne nposeneHun Speedtest, KOHTpOAEP onNpeaenseT CKOPOCTb AOCTyrNa K MHTepHET M HaunHaeT
NPOLEHT 3arpysku KaHana B MIHTepHeT

NOKa3biBaATb

4D tpilink  omida

Sites:  Default

1)

o
o

ao

ISPLoad  Good

© - © o = -
m 29 Mbps 0% 1 3 2

Intemet Capacity Gateway Switches EAPs Clients Guests
@

Overall Network Clients Z + Startdate  -End date
Ir;
Q 1 5 % 2 2~ Connected 01
al e faa) )

@ 1 sites in 1 countries. Devices Admins Cloud Access Alerts.

See Admin >

an HaXaTun Ha Ty NN MKOHKY Bbl NepemecTtuTeCb HeENOCPEACTBEHHO K CMNCKY MapWwpyTU3aTopoB, KOMMYTAaTOPOB,
TOYeK A0CTyna U KIMEHTOB



KOHTpOIII'Iep dBTOMaATUYECKHN 0T06pa)+(aeT TOMOJZIOTNKO CETU

.‘o tp-link  omada Sites:  Default Qo9
28 & Topology (U Map g s 7
©
o | 3
@) ©Omada Controller
[
&
Ead o
1C-3B-F3-02-36-A2
11(bigin mixed) 40@a
izc mixed)
/ 70-4F 57-56-54-84
o
@ 0 o
_ <
Internet C0-C9-E3-93-33-30 60-32-81-13-00-8C
Connected w 11(big/ mixed) 48
e [ s i)
Client Group
o
B0-95-75-E5-E4-18
11(bigh mixed) 40(a
iz mive
a
@
W NpenoCcTaBaAeT CNUCOK BCEX YCTPOMCTB, KOTOPLIMU OH ynpasaseT
pea ycTp , p ynp
.") tp-link  omada Sites:  Default Qo @
8 Search or selecttag Q - Gateway/Switches | APs |
)
< DEVICE NAME IP ADDRESS STATUS MODEL VERSION UPTIME ACTION
1]
a C0-C9-E3-93-33-30 192.168.0.1 TL-R605 V1.0 100 0 days 00:44:49 [0}
]
G = 70-4F-57-56-54-84 192.168.0.148 T1500G-10PS v2.0 206 0 days 00:44:37 [ONO]}
- 1C-36-F3-32-36-A2 192.168.0.102 EAP225(EU) v3.0 500 0 days 00:43:43 ©® O
60-32-B1-13-00-8C 192.168.0.172 EAP225(EU) v3.0 500 0 days 00:3653 [ONO]
B0-95-75-E5E4-18 192.168.0.116 EAP225(EU) v3.0 500 0 days 00:4351 [ONO)

Showiing 1-5 of 5 records

<

il 5 Spage v

GoTo page:

O6nauHblii 4OoCTyn K KOHTposinepy obecneumnsaerca nocpeacrsom TP-Link Cloud - https://omada.tplinkcloud.com.
Mocne aBTOpM3aLMK B 0BNaKe Bbl MONYYMUTE CMIUCOK BCEX KOHTPOINEPOB, 3aPErncTPMPOBAHHbIX C Ballel y4eTHOM

3anucbto TP-Link ID:

=
omada

Enter your TP-Link ID to access Cloud Service.

Password

Remember Me

<>

Forgot Password?




9. [OnsypobctBa 3agagmm ctatuyeckume IP-agpeca

- ansa kommyTaTtopa (192.168.0.2) - Devices — T1500G-10PS — Config — IP setting

- Ans KoHTponnepa (192.168.0.3) - Settings — Controller — General settings — Network Settings — Static

- ANnA ToYeK goctyna —(192.168.0.11- 192.168.0.12) - Devices — EAP225 — Config — IP setting

10. Bo usbexkaHue KoHdAMKTa IP-agpecos, cnegyet ymeHblwntb DHCP-nyn

Settings - Wired Networks — LAN 1 Haxkumaem Ha MKOHKY «PefaKkTMpoBaTb»

DHCP Range: 192 . 168 . o . 1

N MeHsAieM HavanbHbIi IP-agpec nyna

DHCP Range: 192 . 168 . 0 . 20




PelueHune pacnpocTpaHeHHbIX 3a4a4
1. Hactpoiika Multi-SSID.

K npumepy, op1cHas ceTb HyXKHO CErMEHTMPOBATL KaK ee NPOBOAHYIO, TaK M becnpoBoaHyto YacTb. CermeHTaumaA
NpoBOAHOM CeTU NpomnsBoanTbCA Ha yposHe VLAN, a 6ecnpoBogHoi — Ha ypoBHe SSID.

Jobasum K ocHoBHOM ceTu euwle ase noacet — VLAN 20 (SSID Accountant) u VLAN 30 (SSID Guest). B Kaxaoi
npoBoaHOM/6ecnpoBoAHON CeTH A0NXHa pa3aasaTbcs cobcTBeHHan noacets —192.168.20.0/24 n 192.168.30.0/24

3Ty 3afauy cieayet pa3butb Ha ABe Noa3agayun

1) HacTpowka nposoaHol cetu - Multi DHCP 1 VLAN Ha mapuwpyTusaTope, VLAN Ha KommyTaTope
2) Hactpoitka 6ecnpoBogHol cetn - Multi-SSID Ha Toukax goctyna
1.1 NMepexoaunm Settings - Wired Networks — LAN - Create New LAN (VLAN 20).
Mepexoaum Bo BKNaaKy Switch Settings 1 ykasbiBaem Ha Kakue NopTbl U Kak byaeTt pacnpocTpaHaTbea VLAN20

R & Metworks [ Profile & Swi
Site
Edit Network
Wired Networks ~
Name: Accauntant
Internst s
Purpose (8) interface
LAN WLAN
Interface: WAN/LANT WANLANZ WAN/ILANZ LAN
Wireless Metworks
VLAN: 20 1-4000) (3)
Network Security w - .
Gateway/Subnat: 192 188 . 20 1 i 24 If_.__: ‘ Update DHCP Range |
Transmission ~
Details Ports Chents Config
192.168.20.1
YEN 162,168 20.255
254 | Port | LAG
Profiles ~
192168 20.1 - 182.168.20.254
256,255 2650 % Name Status Prof  ACTION
Authentication ~
Demain Name: {Optiona 1 Portt w40
Services
IGMP Snooping: Enable (i) 2 Port2 | a o F O
et
DHCP Server: Enable 3 Port3 it} a4 O
Controlier oHe . -
DHCF Range: - <) AR
2ng 192 . 188 . 20 1 192 . 188 20 . 254 i G - i @ O
Cloud Access DNE Server: (®) Auto
5 Ports Aoz 7
Manual o | ant 4
Maintenance
Lease Tima: 120 minutes | {2-2880 5 Ports | Al @
Migration s "
Defzult Gateway: (@) Auto Port | | Al 4
Auto Backup Manual
8 Partd 2] A A
DHCF Omada Controller: 192 . 188 . O E optional) (i)
3 a Paorta || Al @
Legal DHCP Servers: Enabie (i) =
[+] Advanced DHCP Options L o e




1.2 AHanormnyHo nocrynaem c SSID Guest (VLAN 30 — 192.168.30.0/24)

Wired Networks

Internet

LAN

Wireless Networks.

Network Security

Transmission

VPN

Profiles

Authentication

Services

Controller Settings

Controller

Cloud Access

Maintenance

Migration

Auto Backup

@ Networks [ Profile

ch Seftings

Edit Network
Name: Guest
Purpose: @ Interface
) VLAN
Interface: WANLANA WANLANZ WAN/LAN3 LAN
VLAN: 20 0]
Gateway/Subnet: 192 . 188 . = 1 ! 24 O | Update DHCP Range
Gateway P 192.168.2.1
MNetwork Broadcast [P 192.168.3.256
Network |P Count 254
Metwork |P Range 152,188 3.1 - 152.168.2.254
Network Subnet Mask 255.255.256.0
Domain Name:
IGMF Snooping: [ Enable (1)
DHCP Server: Enable
DHCP Range: 192 . 168 . s 1 - 1892 . 188 . 3 . 254
DNS Server: @) Auto
! Manual
Lease Time: 120 minutes
Default Gatewsy: @ Auto
) Manual
DHCP Omads Controller: : 3 : {Optional} (1)
Legal DHCF Servers: || Enable @

Advanced DHCP Options

cowe

Defails  Ports

| Port Lag

s

[ 1o

Clients

Name

Paort1

Partd

FortT

Port@

Port10

Config

Status

Statisfics

Prof

a1l

Al

A1

Al

Accs
ant

Gues

Al

Al

Al

ACTION
@O
EO)
@ O
B o
@

@

H B ®




2.1 Nepexoaum Settings - Wireless Networks — LAN - Create New Wireless Network.
Co3naem becnpoBoiHYtO ceTb «Accountant» 1 ykasbiBaem paHee co3faHHbili VLAN20

Site Settings

Site

Wired Networks

Wireless Networks

Network Security

Transmission

VEN

Profiles

Authentication

Services

Controller Settings

Controller

Cloud Access

Maintenance

Migration

Auto Backup

Edit Wireless Network

Network Name (SSID):
Band:
Guest Network:

Security:

Security Key:

[-] Advanced Settings
S5ID Broadcast:

VLAN:

WPA Mode:

Group Key Update Period:
Rate Limit:

WLAN Schedule

802.11 Rate Control

MAC Filter

Apply l Cancel

Accountant
[v] 2.4GHz [v] 5GHz

Enable (1)

None
WEP
(®) WPA-Personal

WPA-Enterprise

[+] Enable
[+] Enable | 20
WPA2-PSK / AES

Enable GIK rekeying every

Enable (i)

0

(1-4094)

Seconds

{30-86400)




2.2 AHanornyHbim obpasom cosgaem becnpoBogHyto ceTb «Guest» 1 ykasbiBaem paHee co3aaHHbIM VLAN30

Site

Wired Metworks

Metwork Security

Transmission

VPN

Profiles

Authentication

Services

1]
[

Controller

Cloud Access

Maintenance

Migration

Auto Backup

Edit Wireless Network

Metwork Mame (S51D):
Band:
Guest Metwork:

Security:

Security Key:

[=] Advanced Settings
SEID Broadeast:

WLARN:

WPA Mode:

Group Hey Update Period:
Rata Limit:

Drownload Limit:

Upload Limit

[=] WLAN Schedule
WLAN Schecule:

Action:

Time Range:

Day Mode:

Every Day

[+] 802.11 Rate Control

[+] MAC Filter

[#] 24GHz [~] 5GHz
|Z| Enable "_u‘

Mane
WEP
(@) WPR&-Persanal

WEA-Enterprise

Enable
Enable a0
WPAZ-PSK fAES
Enable Gl rekeying every
Enable "—|
Enable | 500
Enable | 500

|Z| Enable

(®) Radic on (i)

Radic off (i)

Norking_Day

Every Day

03:00 am

Kbps

Kbps

08:00 pm

B oT/inumne oT ocHOBHOM 6ecnpBooaHoi ceTh n ceTn Account, B ceTn Guest BKItoYeHa onuua Guest, ykasbisatloLias
Ha TO, UTO ee K/NMEeHTbI He ByayT MMeTb A0CTYN KO BCEM NPUBATHbIM MOACETAM.

TaKkxe BKAto4YeHa onuma Rate Limit, orpaHnumBaroL,an ckopocTb AOCTYMa A0 YKa3aHHbIx BeanunH — 0.5/0.5 Méurt/c.

®yHKuma Time Range ykasbiBaeT Bpems BelLaHWa 3Toi 6ecnpoBogHOM ceTh — ToNbKo B paboyee Bpemsa ¢ 08-00 no
18-00.

TakK Kak BCce MaHUMYyAALMU C NPOBOAHbIMM U HeCcnpoBOAHBIMKW CETAMK NPOoU3BoAMUAUCE B pamKax WLAN rpynnbi
«Default», To Bce TOUKM AOCTYNA aBTOMATUUYECKM NPUMYT BbllLlenpuBeAEHHbIE HACTPOMKN.



2. Hactpoitka noptana gas rocteBou CeTu ¢ UCNoJib3oBaHMEeM BpeMEHHbIX Naponei
Mepexoaum Settings — Authentication — Portal

1. Bknawoyaem ¢yHKUMIO NopTana

2. Bblbupaem SSID

3. Bbibupaem TMN aBTOpPU3aLMK. B 3Tom cnyyae — Bayyep. MNocne BbIbOpa Ha TEKYLLEN CTPAHMLLE NOABUTCA
ccbinika Ha Voucher Manager — nHTepdeinc BCTPOEHHOM B KOHTpoaep 6asbl AaHHbIX BayYepos

4. Kactomusupyem (ecnm HeobxoamMmo) nopTan.

Portal Customization

Type: (®) Edit Current Page

moort Customizad Page

Default Language: Pycckait @
Background () Solid Galor
(® Picture
Background Picture: @
Eydep oimens-40 jog P
Loge: Enabiz
Logo Picture: (0]
Pucyxoxi_png X
Loge Pasition Middle
Input Box Color: ) | #eE 100
Input Text Color: ® | =212121 100
Theme Color: @ | #0402ep 100
Portal Button Text colar ) | wem 100

E| Advertisement Options

Portal: Centroller On-Line Required. P’ =

Advartisement Enable
‘Welcome Information <] Enabis - o)
s o [HoGpo noxancers (1-31 characlers) :
edipg *
ATy, Hokpel ‘Welcome Information Color Eiiiiid 100
HTTPS Redirection Enable (D . =i
Terms of Service [] Enabie
Landing Page: (i) The Original URL. m3.jpg x
(@ The Promotional URL | nitp tpinkc.com -
Copyright: [] Enabie
ma.jpg x
Hotspot L : Advertisement Duration Time: seconds | (1-30}
P [5] Advertisement Options Ll g
Type: Voucher Local User sms RADIUS Piclixi Cartissallitarual 2 seconds | {110
Voucher Advertsement Ensble

Allow Users To Skip

Voucher Hansgr * it Znase
Picture Resource: Choose 1-5 Ficduras) (\;J:

| PC Maobile Phone (, Restore




Mocne COXpaHeHMA HAaCTpPOEK HeO6XOAMMO CO34aTb Bay4epbl. Omada KOHTPO//1IEP YMEET UX CO34aBaTb MacCoOBO C
npeaycraHoBNAE€HHbIMU NapameTpamMmn — 4Y1MCao CMMBOJI0B, KOZIMYECTBO, AN1A OAHOINo UAN HECKONIbKUX
HOﬂbSOBaTeﬂeﬁ, NPOoAO/TKUTENBHOCTb, OrpaHNYeHnE CKOPOCTUN N TpachKa.

ed Clients Operators
Create Vouchers
Code Length: g
Amount: 10
—— . . S
Type: @J Limited Usage Counis 1 1-888) (i)
Limited Online Users
Duration: 8 Hours
Download Limit, Upload Limit. and Traffic Limit on this page are only available for wirefess
clients connected to the S51Ds with Portal authentication enabled To limit the rate of wired
clients connected to the switch and g ¥, go to the Settings-T Bandwidth Control
osge.
Download Limit: Enable
Upload Limit: Enable
Traffic Limit: Enable
Description:
Authorized Clients | Vouchers | Local Users | Operators
Search Code or Notes Q | Printing Language: | English E PrintAl Unused Vouchers
Code Created Time DOWNLOAD UPLOAD TRAFFIC Notes Duration Type Action
0] Ao 13,2021 993207 5_min 5.00 Minutes =1 &
08248 A BT Az 5_min 5.00 Minutes =1 &
516423 riionzisazt: 5_min 5.00 Minutes -4 S
810858 ATy 5_min 5.00 Minutes =1 & W
015058 el 2Rerls s 5_min 5.00 Minutes =1 & W
781088 AP, 0952 5_min 5.00 Minutes =1 S W
229673 ] 5_min 5.00 Minutes =21 S W
637195 AL e 5_min 5.00 Minutes = S W
318893 A u 5_min 5.00 Minutes = S W
Apr 13,2021 093207
832052 et 5.min 5.00 Minutes =1 [= 0}
Select 0 of 10 items  select all Showing 1-10 of 10recards ¢ 1 10jpage v | GoTopage: m
+ Create Vouchers




3. Hactpoitka noptana ansa rocteBou CETU C UCNOJIb30BaHMEM NepCcoHasbHbIX Naposei

HacTpolika nopTtana NponsBOANTCA aHANOTMYHBIM 06Pa30M YTO U MO, Bay4yepbl, TO/IbKO B €r0 KOHOUTypauum

cnenyert BbibpaTthb Local User

Portal

Portal: . Controller On-Line Required.
Basic Info

SSID & Network: Guest

Authentication Type: Hotspot

HTTPS Redirection Enable (1)

Landing Page: (1) The Original URL

(®) The Promotional URL hitp:/ tp-link.com
Hotspot
Type Voucher Local User SMS
Local User

User Management

RADIUS

C nomouubto Usek Manager co3zatoTcA NepcoHasibHble akKaHyTbl C YKa3aHWeM YMCI0 N0/1b30BaTeNIei, CKOPOCTH
[0CTyn M obbema TpaduKa, ecim 3To HeobxoaMMmo.

Edit User

Usemame: user
Password

Status: Enable

Authentication Timeout: Dec 31, 2021 innull

MAC Address Binding Type: Dynamic Binding

MAC Address None
MName: user Optional
Telephons: Ty Optional

Download Limit, Upload Limit, and Traffic Limit on this page are only available for wireless
clienis connected to the SSIDs with Portal authentication enabled. To limit the rate of wired

clients connected to the switch and gateway, go to the Settings-Transmission-Bandwidih Control

+ Create User

page
Download Rate Limit: Enable 1024 Kbps -10435760)
Upload Rate Limit Enable 1024 Kbps (1-10485760)
Traffic Limit Enable | 50 MB (1-10485760)
Authorized rers 0
Search Name Q (2 exwotusers B, import Users
USERNAME ENABLED EXPIRATION TIME MAXIMUM USERS DOWNLOAD UPLOAD TRAFFIC ACTION
user . Legicas 1 1024.00 Kbps 1024.00 Kops 50.00 ME @ @
Showing 1+ of frecords ¢ 1 10ipage | GoTopage m




4. 3anpert poctyna K ykasaHHbiMm UHTepHeT-pecypcam

Omada cnocobHa 610KMpoBaThb AOCTYN K MHTEepHET-pecypcam Ha ocHoBaHUM ACL, HacTpanBaeMblx Ha TOYKaXx
[0CTyna, Ha KOMMYTaTOpPax U Ha MapLupyTUu3atope

4.1 EAP ACL cospatotca ans ocHose Network/IP Group/IP-Port Group HasHaueHusA 1 npumenstotca Network/IP
Group/IP-Port Group/SSID

Create New Group

() Add Subnet

Co3aatb HOBOE

Ha3Ha4dyeHue




4.2 Switch ACL cosaatotca Ha ocHoBe ceTell/IP-aapeca, noaceteit/IP-Port Group UCTOYHMKA U Ha3HaYeHUA u

NPWBA3bLIBAOTCA K GM3MYECKMM NopTam KommyTaTopa unam K VLAN.

Mame:
Siatus:

Palicy:

Protocols:
Bi-Directional:
Rule:

Source

Type:

Metwark

LAN
Ascountant

Guest

B| 2/3 tams
[=] ACL Binding

Binding Type:

Device List:

Showing 1-1 of 1 records { 1 >

Create New Rule

mail.kz

Enable
(@) Deny

Permit
Al

Enable

Deny

(@) Ports

WLAN

All Ports

(@) Custom Parts

Device Name

T0-4F-57-56-54-84

Go To page

Destination
Type
IP Group
PGroup_Any
mail kz
m| 1/2 ltems + Create
PortsiLags

1 2 3
Port aa

4.3 Gateway ACL co3aatotca Ha ocHoBe ceTeld/IP-agpeca, noaceteit/IP-Port Group UCTOYHMKA M Ha3HaYeHUA U

NPWBA3bIBAOTCA K GM3MUYECKMM NOopTam KoMmyTaTopa munam K VLAN.

Create New Rule

Nams: mail.kz

Palicy: (®) Deny

Permit
Protocols: Al
Rule:

Source

Type:

Metwork

LAN
Accountant
Guast

W] 2/3 items.

Destination

Typa

IF Group

Dany PGroup_Any
mailkz

W] 1/2 ltems

4 Create




4.4 URL-filtering — EAP Rules co3spgatoTca Ha ocHose URL-agpecoB u npumeHawTcaA K SSID

Site
Create New Rule
Wired Networks v
Name: Socilal
Wireless Networks
Status: Enable
Network Security ~ Palicy: (@) Deny
Permit
ACL
Source Type: Metwark
URL Filtering
Networi: LAN Accountant Guest
Aftack Defense —
URLs: nttp(sif | facebook.com Wi
Transmission v hitp(s):! | instagram.com ]
£
VPN | nitp(shd | okry| 0]
” @ Add URL
Profiles v

4.5 URL-filtering — Gateway Rules co3aatotca Ha ocHose URL-aapecos v npumenstoTca K Network/IP-Group

Site
Create New Rule
Wired Networks v
Name: Social
Wireless Networks
Status: Enable
Network Security ~ Palicy: (@) Deny
Permit
ACL
Source Type: MNetwork
URL Filtering
Network: LAMN = Accoundant
Affack Defense —
URLs: httpisi:¥ | facebook.com L)
Transmission v At | instagram.com (@]
VPN httpisis? | ok.ru ﬁ
~ @ Add URL
Profiles v
Authentication v m ncel




MomMUMO BbileyKasaHHOro, Yyepes KoHTpoasiep Omada umeeTcsa JOCTYN K caeayowmm GYHKLMAM MapLipyTusatopa

1) CratnyecKas maplpyTmMsaums

2) Mpo6poc noptos yepes NAT n ALG

3) OrpaHunyeHue uncna ceccnin NAT ans ceteint uam IP-rpynnbi

4) YnpaBneHWe NpPonyckHoM cnocobHocTbio Ana cetelt unu IP-rpynnbl
5) CospaHue pasnndHbix VPN-coeanHeHni

Takxe numeetca noggepiKa cheayrwmnx cepsmcos

1) Dynamic DNS

2) SNMP

3) UPnP

4) SSH

5) Reboot Schedule
6) PoOE Schedule



