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Chapter 3 Lightning Protection

3.1 Cabling Reasonably

In the actual network environment, you may need cable outdoors and indoors, and
the requirements for cabling outdoors and indoors are different. A reasonable cabling
system can decrease the damage of induced lightning to devices.

y Note: It's not recommended using Ethernet cables outdoors. When cabling outdoors,
é] please use a signal lightning arrester.

® Requirements for Cabling Outdoors

= Aerial cabling without safeguard is not allowed.

%ﬁ

Building 1 Building 2

= It's not allowed cabling down the building to connect network devices in different
floors.
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= Outdoor cables should be buried and paved to the indoor through basement. A piece
of steel wire should be paved underground along the pipe and connected to the
lightning protection terminal of the building for shielding. Before connecting the cable
to the device, install a signal lightning arrester on the corresponding port.

= When an aerial cable is set up, the cable should be through a metal pipe (15m long
at least) before coming into the building. The two ends of this metal pipe should be
grounded. Before connecting the cable to the device, install a signal lightning arrester
on the corresponding port.

= It's not necessary to pave STP cables through pipes. The shielded layer of STP cable
should be well grounded. Before connecting the cable to the device, install a signal
lightning arrester on the corresponding port.

® Requirements for Cabling Indoors

When cabling indoors, keep a certain distance away from the devices that may cause
high-frequency interferences, such as down-conductor cable, powerline, power
transformer and electromotor.

= The main cable should be paved in the metal raceway of the access shaft. When
cabling, keep the loop area formed by the cable itself as small as possible.
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12 = Lightning Protection

= Requirements for the distance between Ethernet cable and other pipelines are shown
in the table.

Ethernet Cable
Other Pipelines Min Parallel Net Length Min Parallel-overlapping Net Height
L (mm) H (mm)

Down-conductor 1000 300

PE 50 20

Service pipe 150 20

Compressed air pipe 150 20

Thermal pipe (not wrapped) 500 500

Thermal pipe (wrapped) 300 300

Gas pipe 300 20
The two diagrams below demonstrate parallel net length and parallel-overlapping net
height.

el

Note: The above minimum net length/height is required when metal raceway is not
used. If any requirements cannot be met, you can add a steel tube or metal raceway
for shielding.

= Requirements for the distance between Ethernet cable and high-power electric
devices are in following tables.

Min Parallel
Cable Pave Way Lerad G
Parallel cabling 130
<2kVA - .
powerine One is in the grounded metal raceway or metal pipe 70
The both are in the grounded metal raceway or metal pipe = 10
Parallel cabling 300
2~5kVA - :
powerline One is in the grounded metal raceway or metal pipe 150
The both are in the grounded metal raceway or metal pipe = 80
Parallel cabling 600
>5kVA . .
powerline One is in the grounded metal raceway or metal pipe 300
The both are in the grounded metal raceway or metal pipe | 150
Device Min Distance (m)
Switch case 1.00
Transformer room 2.00
Elevator tower 2.00
Air-conditioner room 2.00



3.2 Connect to Ground
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Connecting the device to ground is to quickly release the lightning over-voltage and
over-current of the device, which is also a necessary measure to protect the body from
electric shock.

In different environments, the device may be grounded differently. The following
will instruct you to connect the device to the ground in two ways, connecting to the
grounding bar or connecting to the ground via the power cord. Please connect the
device to ground in the optimum way according to your specific operation environment.

m Connecting to the Grounding Bar

If the device is installed in the Equipment Room, where a grounding bar is available,
you are recommended to connect the device to the Grounding Bar as shown in the
following figure.

(@® Switch (Rear Panel) @ Grounding Terminal
(® Ground Cable @ Grounding Bar

Figure 3-1 Connecting to the Grounding Bar

Note: The grounding bar and grounding terminal are not provided with our product. If
needed, please self purchase them.

® Connecting to the Ground via the Power Supply

If the device is installed in the normal environment, the device can be grounded via the
PE (Protecting Earth) cable of the AC power supply as shown in the following figure.

@ Switch (Rear Panel) @ AC Power Cord (with PE cable)

Figure 3-2 Connecting to the Ground

Lightning Protection =
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3.3 Equipotential Bonding

14 = Lightning Protection

>

Note:

= The figure is to illustrate the application and principle. The power cord you get from
the package and the socket in your situation will comply with the regulation in your
country, so they may differ from the figure above.

= If you intend to connect the device to the ground via the PE (Protecting Earth) cable
of AC power cord, please make sure the PE (Protecting Earth) cable in the electrical
outlet is well grounded in advance.

Equipotential Bonding is the practice of intentionally electrically connecting all earthed
systems to the same grounding grid or connecting the grounding grids of all the
earthed systems together through the ground or overground metal so as to create
an earthed equipotential zone. When lightning occurs, the high voltage produced by
lightning current in all systems will meanwhile exist in their ground cables, and thus
all ground cables have the same electrical potential and basically eliminate the electric
strikes between the systems.

The figure below illustrates how to practice equipotential bonding in a network.
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Figure 3-3 Equipotential Bonding

When equipotential bonding, please note that the cable should be copper conductor
with a sectional area of 6mm” at least, wrapped green with yellow stripe. The shorter
cable the better, and use a grounding bar to establish an equipotential bonding point.

Note: The equipotential bonding cable is not provided with our product. If needed,

S
é] please self purchase it.
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3.4 Use Lightning Arrester

Power lightning arrester and signal lightning arrester are used for lighting protection.

Power lightning arrester is used for limiting the voltage surge due to a lightning. If an
outdoor AC power cord should be directly connected to the device, please use a power
lightning arrester.

9‘ Note: Power lightning arrester is not provided with our product. If needed, please self

é] purchase it.

Signal lightning arrester is used to protect RJ45 ports of the device from lightning.
When cabling outdoors, please install a signal lightning arrester before connecting the
cable to the device.

When purchasing or using a signal lightning arrester, please observe the following
rules:

* The port rate of the signal lightning arrester should match the rate of the desired port
on the device. If it is not matched, this signal lighting arrester will not work. Purchase
a standard lightning arrester.

= Install signal lightning arrester near the protected device and connect it to the
ground via a shorter ground cable.

@ Grounding Terminal @ Equipotential Bonding Cable @ Ethernet Cable

@ Signal Lightning Arrester ® Device

Figure 3-4 Lightning Arrester Connection

y Note:
é] = Signal lightning arrester is not provided with our product. If needed, please self
purchase it.

= The SFP ports perform transmission by optical fiber which is immune to electric
conduction. Therefore, 3.4 Use Lightning Arrester is not appropriate for SFP ports
but only applies to RJ45 ports.

Lightning Protection =
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Chapter 4 Connection

16 = Connection

4.1 Ethernet Port

Connect the Ethernet ports of the switch to the network devices by R345 cable as the
following figure shows.

RJ45 Port RJ45 Cable

Figure 4-1 Connecting the R145 Port

4.2 SFP Port

Figure 4-2 demonstrates the connection of SFP port to an SFP module.

Figure 4-2 Inserting the SFP Module

Optical fiber

Optical fiber can be used as a medium for telecommunication and computer networking. It is especially
advantageous for long-distance communications, because light propagates through the fiber with much
less attenuation compared to electrical cables. For short distance applications, such as a network in an
office building, optical fiber permits transmission over longer distances and at higher bandwidths (data
rates) than other forms of communication. Fibers are used instead of metal wires because signals travel
along them with less attenuation and are also immune to electromagnetic interference. There is no cross-
talk between signals in different cables, and no pickup of environmental noise.

SFP Module

SFP module are input/output (I/O) devices that plug into a Gigabit Ethernet port, linking the port with a
1000BASE-X fiber-optic network. An SFP module possesses a receiver port (RX) and a transmitter port
(TX) that make up one optical interface. To enjoy the required optical reach, users can freely select the
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appropriate SFP module over the available optical fiber type such as multi-mode fiber or single-mode fiber.
Multi-mode fibers generally have a larger core diameter, and are used for short-distance communication
links and for applications where high power must be transmitted. Single-mode fibers are used for most
communication links longer than 1,050 meters that is 3,440 feet.

T2600G-28TS, T2600G-52TS and T2600G-28MPS are compatible with all kinds of gigabit SFP modules
including sigle-mode and multi-mode. The transmission distance and the type of optical fiber are
determined by the SFP module you choose. Here you are recommanded to choose the SFP modules
produced by TP-LINK, which can perfectly enlarge the bandwidth and extend your network.

Figure 4-3 SFP module

The following table shows the detailed information of two SFP modules (TL-SM311LS and TL-SM311LM)

produced by TP-LINK, which makes you have a round idea about it so as to give you a reference for
choosing the suitable SFP module.

Model TL-SM311LS TL-SM311LM
IEEE 802.3z IEEE 802.3z
Standards CSMA/CD CSMA/CD
TCP/IP TCP/IP
Transmission Media Single-mode fiber (9/125um) Multi-mode fiber (50/125um or 62.5/125um)
Transmission Speed 1.25Gbps 1.25Gbps
Transmission Distance 10km 550m
Output Center Wavelength [1310nm 850nm

D  Note: For security, please wear an ESD-preventive wrist strap when installing or removing the
é} SFP module. For detailed information, please refer to Chapter 3 Lightning Protection.

4.3 Console Port

CLI (Command Line Interface) enables you to manage the switch, thus you can load
the CLI after connecting the PCs or Terminals to the console port on the switch via the
provided cable.

Connect the Console (RJ-45) port of the device with your computer by the console
cable as the following figure shows.

Connection = 17
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Figure 4-4 Connecting the Console (R3-45) Port

Connect the Console (USB) port of the device with your computer by the USB cable as
the following figure shows.

Figure 4-5 Connecting the Console (USB) Port

You can also manage the device through the console port, for details please refer to the
CLI Reference Guide on the resource CD.

y Note:
é] = Console (RJ-45) port and Console (USB) port cannot be used cocurrently. Console
(USB) port takes priority over the Console (RJ-45) port.
= The Console (USB) port is hot-pluggable while the Console (RJ-45) port is not. Please
keep the device power off when plugging the console cable into the Console (RJ-45)
port.
= Do not connect the console port with other ports by R145 cable.

4.4 Verify Installation

After completing the installation, please verify the following items:

= There are 5~10cm of clearance around the sides of the device for ventilation and the
air flow is adequate.

= The voltage of the power supply meets the requirement of the input voltage of the
device.

= The power socket, device and rack are well grounded.

= The device is correctly connected to other network devices.

18 = Connection
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4.5 Power On

Plug the female connector of the provided power cord into the power socket of the
device, and the male connector into a power outlet as the following figure shows.

Figure 4-6 Connecting to Power Supply

y Note: The figure is to illustrate the application and principle. The power cord you get
é] from the package and the socket in your situation will comply with the regulation in
your country, so they may differ from the figure above.

4.6 Initialization

After the device is powered on, it begins the Power-On Self-Test. A series of tests
run automatically to ensure the device functions properly. During this time, its LED
indicators will respond in the following order:

= The PWR LED indicator lights on all the time. The SYS LED and the LED indicators of
all the ports keep off.

= After about one minute, the SYS LED and LED indicators of all the ports will flash
momentarily and then turn off.

= Several seconds later, the SYS LED indicator will flash, which represents a successful
initialization.

Connection = 19
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Chapter 5 Configuration

5.1 Configure the Switch via GUI

1. To access the GUI of the switch, open a web browser and type the default
management address http://192.168.0.1 in the address field of the browser, then
press the Enter key.

2 hitp:/1192.168.0.1/ - Microsoft Internet Explorer

File Edit ‘iew Favorites Tools Help

eBack ® .'\__) @ @ ?h pSearch *Favnrite
Address @http:mgz.ms.n.u V| Go |Links ® &sn
Figure 5-1 Web Browser

y Note: To log on to the GUI of the switch, the IP address of your PC should be set in
=J| the same subnet addresses of the switch. The IP address is 192.168.0.x ("x" is any
number from 2 to 254), Subnet Mask is 255.255.255.0.

2. Enter admin for the default User Name and Password, both in lower case letters.
Then click the Login button or press the Enter key.

TP-LINK'

User Mame: |admin

Figure 5-2 Login

3. After a successful login, the main page will appear as the following figure, and you
can configure the function by clicking the setup menu on the left side of the screen.

TP-LINK

System Time  Daylight Saving Time

System IPv

T2600G-28TS system summary | TR

Port Status

System
uNIT: [T

- System Info
* User Management
« System Tools

* Access Security [
- SO Template % 7 %
Swiching System Info
VLAN -
Spanning Tree
. System Description JetStream 24-Port Gigabit L2 Managed Switch with 4 SFP Siols
Device Name. T26000-28TS
Routing
Device Location SHENZHEN
Qos.
c wwwip-ink.com
AcL
Haraware Version 260062875 1.0
Network Security
e Firmuare Version 1.0.0 Build 20150210 Rel40532(s)
Mac Address 00-0AEB-1223:97
LLDP.
System Time: 2006-01-01 1439:18
Maintenance
Running Time 0 day-6 hour -39 min - 52 sec
Save Config
Index

Copyright © 2015
TP-LINK Technologies Co.,
Ltd. Al rights reserved

Figure 5-3 Main Page of the Switch
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5.2 Configure the Switch Using CLI

You can log on to the switch and access the CLI by the following two methods:

= Log on to the switch by the Console (USB) port or Console (RJ-45) port on the switch.

* Log on to the switch remotely by a Telnet or SSH connection through an Ethernet
port.

= Logon by a Console Port

The switch has two console ports: an RJ-45 console port and a Micro-USB console port.
Console output is active on devices connected to both console ports, but console input
is only active on one console port at a time. The Micro-USB connector takes precedence
over the RJ-45 connector.

Install the TP-LINK USB Console Driver if you are using the USB serial port for the
first time on a Windows-based PC. The driver can be found on the attached CD and
Download page of our official website. Refer to the User Guide to learn more about the
installation.

To log on to the switch by the console port on the switch, please take the following
steps:

1. Connect the PC or terminal to the console port on the switch by the provided cable.
Refer to 4.3 Console Port to learn how to connect.

2. If you attach a PC, start the terminal emulation program (such as the Hyperterminal)
on the PC.

3. Specify the connection COM port in the terminal emulation program. If the Micro-
USB console port is used, you can view which COM port number is assigned to the
USB serial port in the following path: Control Panel -> Hardware and Sournd ->
Device Manager -> Ports -> USB Serial Port.

4. Configure the terminal emulation program or the terminal. You can use the default
settings as follows:

= Baud rate: 38400 bps
= Data bits: 8

= Parity: none

= Stop bits: 1

= Flow control: none

5. The DOS prompt "T2600G-28TS>" will appear after pressing the Enter button as

Figure 5-4 shows. It indicates that you can use the CLI now.
& tp-link - HyperTerminal o | [t

File Edit View Call Transfer Help

D& 38 DB &

T26006-28TS>

Connected 0:00:25  Auto detect 38400 8-N-1 | SCROLL | CAPS NUM

Figure 5-4 Log in the Switch
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® Logon by Telnet
To log on to the switch by a Telnet connection, please take the following steps:
1. Firstly CLI commands about configuring Telnet login mode and login authentication

information should be configured through Console connection. For more details
please refer to the CLI Reference Guide on the resource CD. Here we take login local

mode as an example.
2. Make sure the switch and the PC are in the same LAN.

3. Click Start and type in cmd in the Search programs and files window and press the
Enter button.

4+~ See more results

|cmd < | | Shutdown | » |

Figure 5-5 Open the RUN window
4. Type telnet 192.168.0.1 in the command prompt shown as Figure 5-6, and press

the Enter button.
b 2

BN C\Windows\system32\cmd .exe

Microsoft Windows [Version 6.1.76811
[Copyright {c> 2809 Microsoft Corporation. All rights reserved.

m. | »

C:\Users"\Adnin >telnet 192.168.68.1

Figure 5-6 Connecting the Switch

5. Type the default user name and password (both of them are admin), then press the
Enter button so as to enter User EXEC Mode.
| i |

BN Telnet 192.168.0.1

bescssmsmasansnsnnx ser Access Login

User:admin
Password:

T2688G-28TS>_

Figure 5-7 Enter into the User EXEC Mode

For detailed CLI configuration instructions, please refer to the CLI Reference Guide on
the resource CD.
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Appendix A Troubleshooting

Q1. What could I do if | forgot the username and password of the switch?

1. Connect the console port of the PC to the console port of the switch and open a terminal
emulation program.
2. Power off and restart the switch. When you are prompted that “Hit any key to stop

autoboot” in the terminal emulation program, please press any key to enter into bootUtil
menu shown as the following figure.

Hit any key to stop autoboot: 8
- TP-LINK BOOTUTIL{v1.8.0) =

Copyright (c) 2815 TP-LINK Tech. Co., Ltd
Create Date: Dec 12 2015 - 14:43:955

Boot Menu
- Print this boot menu
- Reboot

- Activate Backup Image
- Display image(s) info
- Password recovery

ESLERTTINTEY )
|
=
@
@
©
-

Enter your choice{B-6)

3. Enter the number 6 to select the “Password recovery” option and enter Y to delete all
the users and passwords. The default login username and password are both admin. The
other configurations in the switch will not be changed.

Enter vour choice(0-6)
}E%éntil? delete all the previously created accounts. Continue?[VY/N1:¥

Operation OK!
tplink> _

nnected 0:00:28 Auto detect 38400 8-N-1 CAPS NUM

Q2. Why does the PWR LED work abnormally?
The PWR LED should be lit up when the power system works normally. If the PWR LED
worked abnormally, please take the following steps:
1. Make sure that the power cable is connected properly, and the power contact is normal.

2. Make sure the voltage of the power supply meets the requirement of the input voltage of
the switch.

Q3. What could I do if | could not access the web-based configuration page?

You are recommended to check the following items:
1. Check every port LED on the switch and make sure the cable is installed properly.

2. Try another port on the switch and make sure the cable meets the requirement and works
normally.

3. Turn off the power. After a while, turn on the power again.
4. Make sure the IP address of your PC is set within the subnet of the switch.

5. If you still cannot access the configuration page, please restore the switch to its factory
defaults. Then the IP address should be set as 192.168.0.x ("x" is any number from 2 to
254) and Subnet Mask as 255.255.255.0.

Troubleshooting = 23
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Q4. Why does the terminal emulation program display abnormally?

Please check as follows:
1. Make sure the power supply is normal and the console cable is properly connected.
2. Check if the console cable is the right type.

3. Ensure the parameters of the terminal emulation program are same as you have
configured: configure Bits per second as 38400, Data bits as 8, Parity as None, Stop bits
as 1, and Flow control as None.

24 = Troubleshooting
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Appendix B Hardware Specifications

Item Content

IEEE 802.3, IEEE 802.3i, IEEE 802.3u, IEEE 802.3ab,
IEEE 802.3ad, IEEE 802.3z, IEEE 802.3x, IEEE 802.1p,

Standards IEEE 802.1q, IEEE 802.1x, IEEE 802.1d, IEEE 802.1s,
IEEE 802.1w

IEEE 802.3af/at (For T2600G-28MPS only)

10Base-T: UTP/STP of Cat. 3 or above
100Base-TX: UTP/STP of Cat. 5 or above

Transmission Medium  1000Base-T: 4-pair UTP (<100m) of Cat. 5e, and Cat. 6 or
above

1000Base-X: MMF or SMF SFP Module (Optional)

T2600G-28TS: PWR, SYS, 1000Mbps, Link/Act

T2600G-52TS: PWR, SYS, 10/100/1000Mbps (Port 1-48),
LEDs Link/Act (Port 49-52)

T2600G-28MPS: PWR, SYS, PoE Max, FAN, Speed or PoE

(Port 1-24), 1000Base-X (Port 25-28)

Operating Temperature 0C~40C
Storage Temperature ~ -40C~70C

Operating Humidity 10%~90%RH Non-condensing

Storage Humidity 5%~90%RH Non-condensing

Hardware Specifications = 25
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