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FCC STATEMENT

This equipment has been tested and found to comply with the limits for a Class A digital device,
pursuant to part 15 of the FCC Rules. These limits are designed to provide reasonable protection
against harmful interference when the equipment is operated in a commercial environment. This
equipment generates, uses, and can radiate radio frequency energy and, if not installed and used
in accordance with the instruction manual, may cause harmful interference to radio
communications. Operation of this equipment in a residential area is likely to cause harmful
interference in which case the user will be required to correct the interference at his own expense.

This device complies with part 15 of the FCC Rules. Operation is subject to the following two
conditions:

1) This device may not cause harmful interference.
2) This device must accept any interference received, including interference that may cause

undesired operation.

Any changes or modifications not expressly approved by the party responsible for compliance
could void the user’s authority to operate the equipment.

CE Mark Warning
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This is a class A product. In a domestic environment, this product may cause radio interference, in
which case the user may be required to take adequate measures.

Industry Canada Statement
CAN ICES-3 (A)/NMB-3(A)

Korea Warning Statements
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MpoaykT cepTudikoBaHo 3rigHO ¢ npaBunamu cuctemmn YKpCEMPO Ha BignoBigHiCTb BUMOram
HOPMAaTMBHUX [OOKYMEHTIB Ta BMMOram, WO nepeabayvyeHi YMHHUMM 3aKOHOAABYMMW aKTamm
YkpaiHu.
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Safety Information

® When product has power button, the power button is one of the way to shut off the product;
When there is no power button, the only way to completely shut off power is to disconnect the
product or the power adapter from the power source.

® Don’t disassemble the product, or make repairs yourself. You run the risk of electric shock
and voiding the limited warranty. If you need service, please contact us.

® Avoid water and wet locations.
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Package Contents

The following items should be found in your box:

» One TL-SL2210/TL-SL2218/TL-SL2428/TL-SL2452 Smart Switch
One power cord

Two mounting brackets and other fittings

Installation Guide

Resource CD for TL-SL2210/TL-SL2218/TL-SL2428/TL-SL2452 switch, including:

YV V V V

e This User Guide

e  Other Helpful Information

Note:

Make sure that the package contains the above items. If any of the listed items are damaged or
missing, please contact your distributor.



Chapter 1 About this Guide

This User Guide contains information for setup and management of TL-SL2210/TL-SL2218
/TL-SL2428/TL-SL2452 Smart Switch. Please read this guide carefully before operation.

1.1 Intended Readers

This Guide is intended for network managers familiar with IT concepts and network terminologies.
1.2 Conventions
In this Guide the following conventions are used:

» The four devices of TL-SL2210, TL-SL2218, TL-SL2428 and TL-SL2452 are sharing this
User Guide. For simplicity, we will take TL-SL2428 for example throughout the configuration
chapters. TL-SL2210, TL-SL2218, TL-SL2428 and TL-SL2452 just differ in the number of
LED indicators and ports and all figures in this guide are of TL-SL2428.

>  The switch or TL-SL2210/TL-SL2218/TL-SL2428/TL-SL2452 mentioned in this Guide stands
for TL-SL2210/TL-SL2218/TL-SL2428/TL-SL2452 Smart Switch without any explanation.

»> Menu Name—Submenu Name—Tab page indicates the menu structure. System—System
Info—»System Summary means the System Summary page under the System Info menu
option that is located under the System menu.

> Bold font indicates a button, a toolbar icon, menu or menu item.

Symbols in this Guide:

Symbol Description

Note: Ignoring this type of note might result in a malfunction or damage to the device.

This format indicates important information that helps you make better use of
Tips: your device.

1.3 Overview of This Guide

Chapter Introduction
Chapter 1 About This Guide Introduces the guide structure and conventions.
Chapter 2 Introduction Introduces the features, application and appearance of

TL-SL2210/TL-SL2218/TL-SL2428/TL-SL2452 switch.

Chapter 3 Login to the Switch | Introduces how to log on to the Web management page.




Chapter

Introduction

Chapter 4 System

This module is used to configure system properties of the
switch. Here mainly introduces:

e System Info: Configure the description, system time and
network parameters of the switch.

e User Management: Configure the user name and password
for users to log on to the Web management page with a
certain access level.

e System Tools: Manage the configuration file of the switch.

e Access Security: Provide different security measures for the
login to enhance the configuration management security.

Chapter 5 Switching

This module is used to configure basic functions of the switch.
Here mainly introduces:

e Port: Configure the basic features for the port.

e LAG: Configure Link Aggregation Group. LAG is to combine a
number of ports together to make a single high-bandwidth
data path.

e Traffic Monitor: Monitor the traffic of each port.
e MAC Address: Configure the address table of the switch.

e DHCP Filtering: Monitor the process of the host obtaining the
IP address from DHCP server.

Chapter 6 VLAN

This module is used to configure VLANSs to control broadcast in
LANSs. Here mainly introduces:

e 802.1Q VLAN: Configure port-based VLAN.

Chapter 7 Spanning Tree

This module is used to configure spanning tree function of the
switch. Here mainly introduces:

e STP Config: Configure and view the global settings of
spanning tree function.

e Port Config: Configure CIST parameters of ports.
e MSTP Instance: Configure MSTP instances.

e STP Security: Configure protection function to prevent
devices from any malicious attack against STP features.

Chapter 8 Multicast

This module is used to configure multicast function of the switch.
Here mainly introduces:

e IGMP Snooping: Configure global parameters of IGMP
Snooping function, port properties, VLAN and multicast
VLAN.

e Multicast IP: Configure multicast IP table.

e Multicast Filter: Configure multicast filter feature to restrict
users ordering multicast programs.

e Packet Statistics: View the multicast data traffic on each port
of the switch, which facilitates you to monitor the IGMP
messages in the network.




Chapter

Introduction

Chapter 9 QoS

This module is used to configure QoS function to provide

different quality of service for various network applications and

requirements. Here mainly introduces:

e DiffServ: Configure priorities, port priority, 802.1P priority and
DSCP priority.

e Bandwidth Control: Configure rate limit feature to control the

traffic rate on each port; configure storm control feature to
filter broadcast, multicast and UL frame in the network.

e Voice VLAN: Configure voice VLAN to transmit voice data
stream within the specified VLAN so as to ensure the
transmission priority of voice data stream and voice quality.

Chapter 10 ACL

This module is used to configure match rules and process
policies of packets to filter packets in order to control the access
of the illegal users to the network. Here mainly introduces:

e ACL Config: ACL rules.
e Policy Config: Configure operation policies.

e Policy Binding: Bind the policy to a port/VLAN to take its
effect on a specific port/VLAN.

Chapter 11 SNMP

This module is used to configure SNMP function to provide a
management frame to monitor and maintain the network
devices. Here mainly introduces:

e SNMP Config: Configure global settings of SNMP function.

e Notification: Configure notification function for the
management station to monitor and process the events.

e RMON: Configure RMON function to monitor network more
efficiently.

Chapter 12 Maintenance

This module is used to assemble the commonly used system
tools to manage the switch. Here mainly introduces:

e System Monitor: Monitor the memory and CPU of the switch.
e Log: View configuration parameters on the switch.

e Device Diagnostics: Test the connection status of the cable
connected to the switch, test if the port of the switch and the
connected device are available.

e Network Diagnostics: Test if the destination is reachable and
the account of router hops from the switch to the destination.

Appendix A: Glossary

Lists the glossary used in this manual.

Return to CONTENTS




Chapter 2 Introduction
Thanks for choosing the TL-SL2210/TL-SL2218/TL-SL2428/TL-SL2452 Smart Switch!

2.1 Overview of the Switch

Designed for workgroups and departments, TL-SL2210/TL-SL2218/TL-SL2428/TL-SL2452 from
TP-LINK provides wire-speed performance and full set of layer 2 management features. It

provides a variety of service features and multiple powerful functions with high security.

The EIA-standardized framework and smart configuration capacity can provide flexible solutions
for a variable scale of networks. QoS and IGMP snooping/filtering optimize voice and video
application. Link aggregation (LACP) increase aggregated bandwidth, optimizing the transport of
business critical data. SNMP, RMON, WEB/Telnet Log-in bring abundant management policies.
TL-SL2210/TL-SL2218/TL-SL2428/TL-SL2452 switch integrates multiple functions with excellent
performance, and is friendly to manage, which can fully meet the need of the users demanding

higher networking performance.
2.2 Appearance Description

2.2.1 Front Panel
The front panel of TL-SL2210 is shown as Figure 2-1.

Figure 2-1 Front Panel of TL-SL2210
The front panel of TL-SL2218 is shown as Figure 2-2.

L N

Y T . . B
2999999999
TLSL2218 " iieescessssccscccccsccccss. TR 18F.
oS00 wef330E 2 999999009 ‘o
Smart Switch b TawT e Ll LA R °

Figure 2-2 Front Panel of TL-SL2218

The front panel of TL-SL2428 is shown as Figure 2-3.

L N

TP-LINK® = =B
2 PPRIRRIBE20 0F

TL-SL2428

Smart Switch

e HH

Figure 2-3 Front Panel of TL-SL2428



The front panel of TL-SL2452 is shown as Figure 2-4.

Figure 2-4 Front Panel of TL-SL2452
The following parts are located on the front panel of the switch:
» Reset: Press this button for five seconds or above to reset the software setting back to factory

default setting.

> 10/100Mbps Ports: Designed to connect to the device with a bandwidth of 10Mbps or
100Mbps. Each has a corresponding 10/100M (10/100Mbps) LED.

> 10/100/1000Mbps Ports: Designed to connect to the device with a bandwidth of 10Mbps,
100Mbps or 1000Mbps. Each has a corresponding 1000M (1000Mbps) LED.

» SFP Ports: Designed to install the SFP module. TL-SL2218/TL-SL2428 features some SFP
transceiver slots that are shared with the associated RJ45 ports. The associated two ports are
referred as a "Combo" port, which means they cannot be used simultaneously, otherwise only
SFP port works. Meanwhile, the associated two ports share the same LED. For TL-SL2218,
Port 17 shares the same LED with Port 17F and Port 18 shares the same LED with Port 18F;
for TL-SL2428, Port 27 shares the same LED with Port 27F and Port 28 shares the same LED
with Port 28F.

AN ote:

The SFP port can only be used with a gigabit module. By default, the Speed and Duplex mode of
SFP port is 1000MFD.

> LEDs
Name Status Indication
Power On(green) The switch is powered on.
Flashing/Off The switch is powered off or power supply is abnormal.
Flashing The switch is working normally.
System On/Off The switch is powered off or the switch is working
abnormally.
On A device is linked to the corresponding port.
10/100M Flashing Data is being transmitted or received.
(10/100Mbps) Green The linked device is running at 100Mbps.
Yellow The linked device is running at 10Mbps.
On A device is linked to the corresponding port.
1000M Flashing Data is being transmitted or received.
(1000Mbps) Green The linked device is running at 1000Mbps.
Yellow The linked device is running at 10/100Mbps.




2.2.2 Rear Panel

The rear panel of TL-SL2210/TL-SL2218/TL-SL2428/TL-SL2452 features a power socket and a

Grounding Terminal (marked with®).

The rear panel of TL-SL2210 is shown as the following figure.

@
€)

Figure 2-5 Rear Panel of TL-SL2210

The rear panel of TL-SL2218 is shown as the following figure.

®

19
0%

100-240V~50/60Hz 0.3A

®

Figure 2-6 Rear Panel of TL-SL2218

The rear panel of TL-SL2428 is shown as the following figure.

@ 100-240V~ 50/60Hz 0.6A

Figure 2-7 Rear Panel of TL-SL2428
The rear panel of TL-SL2452 is shown as the following figure.

1©f 1©f
@

100-240V~ 50/60Hz 1.0A

Figure 2-8 Rear Panel of TL-SL2452

» Grounding Terminal: TL-SL2210/TL-SL2218/TL-SL2428/TL-SL2452 already comes with
Lightning Protection Mechanism. You can also ground the switch through the PE (Protecting

Earth) cable of AC cord or with Ground Cable.

» AC Power Socket: Connect the female connector of the power cord here, and the male
connector to the AC power outlet. Please make sure the voltage of the power supply meets the
requirement of the input voltage (100-240V~ 50/60Hz 0.3A for TL-SL2210/TL-SL2218,
100-240V~ 50/60Hz 0.6A for TL-SL2428 and 100-240V~ 50/60Hz 1.0A for TL-SL2452 ).

Return to CONTENTS




Chapter 3 Login to the Switch
3.1 Login

1) To access the configuration utility, open a web-browser and type in the default address
http://192.168.0.1 in the address field of the browser, then press the Enter key.

|| ddress | @] neep://192. 168.0.1 [

Figure 3-1 Web-browser

Tips:

To log in to the switch, the IP address of your PC should be set in the same subnet addresses of
the switch. The IP address is 192.168.0.x ("x" is any number from 2 to 254), Subnet Mask is
255.255.255.0.

2) After a moment, a login window will appear, as shown in Figure 3-2. Enter admin for the User
Name and Password, both in lower case letters. Then click the Login button or press the Enter
key.

TP-LINK

User Mame: |admin |

Pasgword:  |eeses |

[ Login ] ’ Clear ]

Figure 3-2 Login
3.2 Configuration

After a successful login, the main page will appear as Figure 3-3, and you can configure the
function by clicking the setup menu on the left side of the screen.



TP-LINK'

TL-SL2428 System Summary

8 0 12 14 1B 18 20 22 24 26 23 Z8F

[0 LG0T (GO

* User Management 1 3 5 7 a 1t 13 15 17 13 21 23 o5 o7 o7F
+ System Tools

* Access Security

System
* System Info

Switching Systemn Info o .

VAN Systern Description: 24FE+4GE Smart Switch

- = Device Mame: TL-5L2428

Spanning Tree - -

sk Device Location: SHENZHEN

QoS Systermn Contact: ey t- [Nk comm

ACL Hardware Wersion: TL-5L24281.0

SNMP Firrmware Yersion: 1.0.0 Build 20120822 Rel. 54711
IP Address: 182168.0.1

Maintenance

Save Config Subnet Mask: 255255.2595.0

Default Gateway:

Logout MALC Address: £4-70-02-81-54-87
Systermn Time: 2006-01-01 08:25:28
Run Time: 0 day- 0 hour - 25 min - 29 sec

Copyright @ 2013
TP-LINK Technologies Co.,
Ltd. All rights reserved.

Figure 3-3 Main Setup-Menu

AN ote:

Clicking Apply can only make the new configurations effective before the switch is rebooted. If
you want to keep the configurations effective even the switch is rebooted, please click Save
Config. You are suggested to click Save Config before cutting off the power or rebooting the
switch to avoid losing the new configurations.

Return to CONTENTS




Chapter 4 System

The System module is mainly for system configuration of the switch, including four submenus:
System Info, User Management, System Tools and Access Security.

4.1 System Info

The System Info, mainly for basic properties configuration, can be implemented on System
Summary, Device Description, System Time, Daylight Saving Time and System IP pages.

4.1.1 System Summary

On this page you can view the port connection status and the system information.

The port status diagram shows the working status of 24 10/100Mbps RJ45 ports, 4
10/100/1000Mbps RJ45 ports and 2 SFP ports of the switch. Ports 1 to 24 are 10/100Mbps ports.
Ports 25-28 are 10/100/1000Mbps ports, among which ports 27 and 28 are Combo ports with SFP
ports labeled 27F and 28F.

Choose the menu System—System Info—System Summary to load the following page.

2 4 & g m 12 14 16 185 20 22 24 Z6 28 Z8F
W e g
1 3 5 7 9 11 13 15 1T 18 21 23 25 27 2T
System Info

System Description: Z4FE+4GE Smart Switch

Dewice Mame: TL-5L2423

Device Location: SHEMIHEM

Systemn Contact: wanee tp-link com

Hardware Version: TL-5L24281.0

Firmware WYersion: 1.0.0 Build 20120822 Rel 54711

IP Address: 192 168.0.1

Subnet Mask: 2552552550

Default Gateway:

MAC Address: G4-70-02-81-54-87

Swysterm Time: 2006-01-01 08:27:42

Run Time: O day- 0 haur- 27 min- 43 sec

[Refresh | [ Help |

Figure 4-1 System Summary
> Port Status

E'.TI Indicates the 100Mbps port is not connected to a device.

Indicates the 100Mbps port is at the speed of 100Mbps.

3N

Indicates the 100Mbps port is at the speed of 10Mbps.

=

Indicates the 1000Mbps port is not connected to a device.

10



Indicates the 1000Mbps port is at the speed of 1000Mbps.
Indicates the 1000Mbps port is at the speed of 10Mbps or 100Mbps.

Indicates the SFP port is not connected to a device.

I XES

Indicates the SFP port is at the speed of 1000Mbps.

When the cursor moves on the port, the detailed information of the port will be displayed.

Fort: 3

Type: 100M R145
Speed: 100K, FullDuplex
Status: Connected, Enable

Figure 4-2 Port Information

> PortInfo
Port: Displays the port number of the switch.
Type: Displays the type of the port.
Rate: Displays the maximum transmission rate of the port.
Status: Displays the connection status of the port.

Click a port to display the bandwidth utilization on this port. The actual rate divided by theoretical
maximum rate is the bandwidth utilization. The following figure displays the bandwidth utilization
monitored every four seconds. Monitoring the bandwidth utilization on each port facilitates you to
monitor the network traffic and analyze the network abnormities.

Bandwidth Ltilization -i
Run Time: 464sec Current PortE Current Utilization: 0%

100%
80%
B0%
0%
E0%
50%
40%
30%
20%
10%
o

Graphic Exarple ] Rx [l Tx &Ry OTH

Figure 4-3 Bandwidth Utilization
> Bandwidth Utilization

Rx: Select Rx to display the bandwidth utilization of receiving packets
on this port.
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Tx: Select Tx to display the bandwidth utilization of sending packets
on this port.

4.1.2 Device Description

On this page you can configure the description of the switch, including device name, device location
and system contact.

Choose the menu System—System Info—Device Description to load the following page.

Device Description

Device Name: TL-S5L2423
Device Location: SHENZHEM Apply
System Contact: www.tp-link.com

Note:

The Device Name, Location and Contact should be not more than 32 characters.

Figure 4-4 Device Description
The following entries are displayed on this screen:

> Device Description

Device Name: Enter the name of the switch.
Device Location: Enter the location of the switch.
System Contact: Enter your contact information.

4.1.3 System Time

System Time is the time displayed while the switch is running. On this page you can configure the
system time and the settings here will be used for other time-based functions.

You can manually set the system time or synchronize with PC’s clock as the system time.
Choose the menu System—System Info—System Time to load the following page.

Time Info
Current System Date: 2006-01-01 09:38:34 Sunday

Current Time Source: Manual

Time Config
O Manual
Date:
Tirme:
® Get Time from NTP Server
Time Zone: (UTC+08:00) Beijing, Chongaging, Hong Kong, Urumai, Singapore  » -Apply
Primary Sever: 133.100.9.2 -R;f:;h

Secondary Sever: 138.78.100.163
Update Rate: 12 haour(s)
O 3ynchronize with FC's Clock

Figure 4-5 System Time

The following entries are displayed on this screen:
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>

Time Info

Current System Date:

Current Time Source:
Time Config

Manual:

Get Time from NTP
Server:

Synchronize  with
PC’S Clock:

Note:

Displays the current date and time of the switch.

Displays the current time source of the switch.

When this option is selected, you can set the date and time
manually.

When this option is selected, you can configure the time zone
and the IP address for the NTP Server. The switch will get UTC
automatically if it has connected to an NTP Server.

e Time Zone: Select your local time.

e Primary/Secondary NTP Server: Enter the IP address for
the NTP Server.

e Update Rate: Specify the rate fetching time from NTP server.

When this option is selected, the administrator PC’s clock is
utilized.

The system time will be restored to the default when the switch is restarted and you need to
reconfigure the system time of the switch.

When Get Time from NTP Server is selected and no time server is configured, the switch will
get time from the time server of the Internet if it has connected to the Internet.

4.1.4 Daylight Saving Time

Here you can configure the Daylight Saving Time of the switch.

Choose the menu System—System Info—Daylight Saving Time to load the following page.

DST Config

DET Status: Enahle «

) Predefined Mode
LISA
0 Recurring Mode
Offzet:

Start Time:
End Time:

& Date Mode
Offset:

Start Time:
End Time:

Australia Europe Mew Zealand
(minutes)
Week Day IMonth
Week Day Maonth
G0 (minutes)
Apr. w01 ¥ [|00:00 (MDD HH:MMY
Ot || 01 [ |00:00 (MM/DD HH:MM)
[ Apply l [ Help ]

Figure 4-6 Daylight Saving Time

The following entries are displayed on this screen:

>

DST Config
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DST Status:

Predefined Mode:

Recurring Mode:

Date Mode:

Note:

Enable or disable the DST.

Select a predefined DST configuration.
e USA: Second Sunday in March, 02:00 ~ First Sunday in
November, 02:00.

e Australia: First Sunday in October, 02:00 ~ First Sunday in
April, 03:00.

e Europe: Last Sunday in March, 01:00 ~ Last Sunday in
October, 01:00.

e New Zealand: Last Sunday in September, 02:00 ~ First
Sunday in April, 03:00.

Specify the DST configuration in recurring mode. This

configuration is recurring in use.

e Offset: Specify the time adding in minutes when Daylight
Saving Time comes.

e Start/End Time: Select starting time and ending time of
Daylight Saving Time.

Specify the DST configuration in Date mode. This configuration is

recurring in use.

e Offset: Specify the time adding in minutes when Daylight
Saving Time comes.

e Start/End Time: Select starting time and ending time of
Daylight Saving Time.

1. When the DST is disabled, the predefined mode, recurring mode and date mode cannot be

configured.

2. When the DST is enabled, the default daylight saving time is of Europe in predefined mode.

4.1.5 System IP

Each device in the network possesses a unique IP address. You can log on to the Web
management page to operate the switch using this IP address. The switch supports three modes
to obtain an IP address: Static IP, DHCP and BOOTP. The IP address obtained using a new mode
will replace the original IP address. On this page you can configure the system IP of the switch.

Choose the menu System—System Info—System IP to load the following page.

IP Config
MAC Address:
IP Address Mode:

B4-70-02-81-54-87
@ static IP O DHoP O BOOTP

Management YLAMN: OLAR 1D 1-4094)
Apply
IF Address: 192.168.0.1
Subnet Mask: 2552552550
Default Gateway:
Hote:

Changing IP address to a different IP segment will interrupt the network communication, so please keep
the new IF address in the same IP seament with the local neteark.

Figure 4-7 System IP
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The following entries are displayed on this screen:

>

5.

IP Config

MAC Address: Displays MAC address of the switch.

IP Address Mode: Select the mode to obtain IP address for the switch.

e Static IP: When this option is selected, you should enter IP
address, Subnet Mask and Default Gateway manually.

e DHCP: When this option is selected, the switch will obtain
network parameters from the DHCP Server.

e BOOTP: When this option is selected, the switch will obtain
network parameters from the BOOTP Server.

Management VLAN: Enter the ID of management VLAN, the only VLAN through which
you can get access to the switch. By default VLAN1 owning all the
ports is the Management VLAN and you can access the switch via
any port on the switch. However, if another VLAN is created and
set to be the Management VLAN, you may have to reconnect the
management station to a port that is a member of the
Management VLAN.

IP Address: Enter the system IP of the switch. The default system IP is
192.168.0.1 and you can change it appropriate to your needs.

Subnet Mask: Enter the subnet mask of the switch.

Default Gateway: Enter the default gateway of the switch.

Note:

Changing the IP address to a different IP segment will interrupt the network communication, so
please keep the new IP address in the same IP segment with the local network.

The switch only possesses an IP address. The IP address configured will replace the original
IP address.

If the switch gets the IP address from DHCP server, you can see the configuration of the
switch in the DHCP server; if DHCP option is selected but no DHCP server exists in the
network, the switch will keep obtaining IP address from DHCP server until success.

If DHCP or BOOTP option is selected, the switch will get network parameters dynamically
from the Internet, which means that IP address, subnet mask and default gateway can not be
configured.

By default, the IP address is 192.168.0.1.

4.2 User Management

User Management functions to configure the user name and password for users to log on to the
Web management page with a certain access level so as to protect the settings of the switch from
being randomly changed.

The User Management function can be implemented on User Table and User Config pages.

4.2.1 User Table

On this page you can view the information about the current users of the switch.

15



Choose the menu System—User Management—User Table to load the following page.

User Table
User ID User Name Access Level
1 admin Admin

Figure 4-8 User Table
4.2.2 User Config

On this page you can configure the access level of the user to log on to the Web management
page. The switch provides two access levels: Guest and Admin. The guest only can view the
settings without the right to configure the switch; the admin can configure all the functions of the
switch. The Web management pages contained in this guide are subject to the admin’s login without any
explanation.

Choose the menu System—User Management—User Config to load the following page.

User Info
User Mame:

Access Level: Guest | V|

Paszword:

Confirm
Password:
User Table
Select User ID User Name Access Level Operation
|:| 1 admin Admin Edit
[Delete] [ Help ]
Note:

The user name should not be more than 16 characters using digits, English letters and underlines only and
password should not be more than 31 characters.

Figure 4-9 User Config
The following entries are displayed on this screen:

» User Info

User Name: Create a name for users’ login.

Access Level: Select the access level to login.

e Admin: Admin can edit, modify and view all the settings of
different functions.

e Guest: Guest only can view the settings without the right to edit

and modify.
Password: Type a password for users’ login.
Confirm Password: Retype the password.
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>

User Table

Select: Select the desired entry to delete the corresponding user
information. It is multi-optional. The current user information can’t
be deleted.

User ID, Name and Displays the current user ID, user name, access level and user

Access Level: status.

Operation: Click the Edit button of the desired entry, and you can edit the

corresponding user information. After modifying the settings,
please click the Modify button to make the modification effective.
Access level and user status of the current user information can'’t
be modified.

4.3 System Tools

The System Tools function, allowing you to manage the configuration file of the switch, can be
implemented on Config Restore, Config Backup, Firmware Upgrade, System Reboot and
System Reset pages.

4.3.1 Config Restore

On this page you can upload a backup configuration file to restore your switch to this previous
configuration.

Choose the menu System—System Tools—Config Restore to load the following page.

Config Restore

Restare the config from the saved config file
Select a backup config file and click the Restare Config button, and then you can restare to the

previous config.

Config file:

’ Restore Config ] [ Help ]

Hote:
Itwill take a long time ta restare the config file. Please wait without any operatian.

Figure 4-10 Config Restore

The following entries are displayed on this screen:

>

Config Restore

Restore Config: Click the Restore Config button to restore the backup
configuration file. It will take effect after the switch automatically
reboots.

Note:

It will take a few minutes to restore the configuration. Please wait without any operation.
To avoid any damage, please don’t power down the switch while being restored.

After being restored, the current settings of the switch will be lost. Wrong uploaded
configuration file may cause the switch unmanaged.
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4.3.2 Config Backup

On this page you can download the current configuration and save it as a file to your computer for
your future configuration restore.

Choose the menu System—System Tools—Config Backup to load the following page.

Config Backup

Backup System Canfig

Click the button Backup Confid, you can save the config to you cormputer,

Backup Confiy | | Help |

Note:

twill take a long time to backup the config file. Please wait without any operation.
Figure 4-11 Config Backup
The following entries are displayed on this screen:

> Config Backup

Backup Config: Click the Backup Config button to save the current configuration
as a file to your computer. You are suggested to take this measure
before upgrading.

Note:
It will take a few minutes to backup the configuration. Please wait without any operation.

4.3.3 Firmware Upgrade

The switch system can be upgraded via the Web management page. To upgrade the system is to
get more functions and better performance. Go to http://www.tp-link.com to download the updated
firmware.

Choose the menu System—System Tools—Firmware Upgrade to load the following page.

Firmware Upgrade

You will get the new function after upgrading the firmware.

Firmware File: Upgrade
Firmware Version: 1.0.0 Build 20120522 Rel 54711 Help

Hardware Version: TL-5L2428 1.0

Note:

1. Please select the proper software version matching with your hardware to upgrade.
2. To avoid damage, please don't turn off the device while upgrading.

3. After upgrading, the device will reboot automatically.

4. You are suggested to backup the configuration before upgrading.

Figure 4-12 Firmware Upgrade

Note:
1. Don’t interrupt the upgrade.
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http://www.tp-link.com/

Please select the proper software version matching with your hardware to upgrade.

To avoid damage, please don't turn off the device while upgrading.

Ea I

After upgrading, the device will reboot automatically.

5. You are suggested to backup the configuration before upgrading.

4.3.4 System Reboot

On this page you can reboot the switch and return to the login page. Please save the current
configuration before rebooting to avoid losing the configuration unsaved

Choose the menu System—System Tools—System Reboot to load the following page.

Systern Reboot

Save Config-

Reboot:

Hote:
To avoid damage, please dontturn off the device while rebooting.

Figure 4-13 System Reboot

Note:

To avoid damage, please don't turn off the device while rebooting.

4.3.5 System Reset

On this page you can reset the switch to the default. All the settings will be cleared after the switch
is reset.

Choose the menu System—System Tools—System Reset to load the following page.

System Reset

Reset:

Note:
The Systern Reset aptian will restore the configuration to default and your current settings will be lost.

Figure 4-14 System Reset

Note:

After the system is reset, the switch will be reset to the default and all the settings will be cleared.
4.4 Access Security

Access Security provides different security measures for the remote login so as to enhance the
configuration management security. It can be implemented on Access Control, HTTP Config,
HTTPs Config, SSH Config and Telnet Config pages.

4.4.1 Access Control

On this page you can control the users logging on to the Web management page to enhance the
configuration management security. The definitions of Admin and Guest refer to 4.2 User

Management.
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Choose the menu System—Access Security—Access Control to load the following page.

Access Control Config

Control Mode: Disable

V]

Access Interface: % SNMP & Telnet % Ss5H & HTTP & HTTPS & Ping ¥ Al

IF Address:

MAC Address:

Port:
1 2
4 10
17 18
25 26

Mask:
(Format: 00-00-00-00-00-01)

3 4 5 ] 7 8
11 12 13 14 15 16
19 20 21 22 23 24
27 28

[ Apply ] [ Help ]

Figure 4-15 Access Control

The following entries are displayed on this screen:

» Access Control Config

Control Mode:

Access Interface:

IP Address & Mask

MAC Address:

Port:

4.4.2 HTTP Config

Select the control mode for users to log on to the Web
management page.

e Disable: Select to disable Access Control function.

e IP-based: Select this option to limit the IP-range of the users
for login.

e MAC-based: Select this option to limit the MA