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Overview

Overview

In the enterprise network, the administrator has the demand to access and manage the
switch. However, accessing the switch in traditional methods, such as via telnet or http, can
cause security problems. The communication data faces the danger of various attacks,
such as eavesdropping and tampering. To solve this problem, the administrator can access
the switch via SSH or HTTPS. These protocols provide a secure mechanism which ensures
data confidentiality and data integrity, and provides data origin authentication.

There are two methods to access the switch securely, that is via SSH and via HTTPS.

SSH

The SSH (Secure Shell) is a method for secure login from a terminal to a managed
device. It protects communication security and integrity with strong authentication
and encryption. It is a secure alternative to the non-protected login protocols, such as
telnet. In an SSH login session, the PC acts as the SSH client, and the switch acts as the
SSH server.

HTTPS

HTTPS (HTTP Secure) is an adaptation of HTTP (Hypertext Transfer Protocol) for
secure communication. HTTPS creates a secure channel over an insecure network. If
adequate cipher suites are used and the server's certificate is verified and trusted, the
communication data can be protected from eavesdroppers and man-in-the-middle
attacks. HTTPS is also referred to as HTTP over TLS, or HTTP over SSL, because in
HTTPS, communication data is encrypted by TLS (Transport Layer Security) or SSL
(Secure Sockets Layer). Nowadays, HTTPS is widely used on the internet for secure
communication between websites and web browsers. In a local network, HTTPS can
also be used for secure access to network devices, such as switches.
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Accessing the Switch via SSH

2 Accessing the Switch via SSH

2.1

SSH login supports the following two modes:

®  Password Authentication Mode: In this mode, username and password are required
for authentication. It is easier, but less secure to access the switch in password
authentication mode.

= Key Authentication Mode: In this mode, a key pair including a public key and a private
key is required. The server authenticates the client by matching up the public key of the
server with the private key of the client. This mode is more secure than the password
authentication mode. You can use either SSH-1 RSA or SSH-2 RSA/DSA to generate a
key pair.

The following figure shows the typical network topology in this scenario.

Figure 2-1  Accessing the Switch Securely

S S

Router Switch PC
192.168.0.1/24 192.168.0.2/24

Demonstrated with T2600G-28TS V3, the following sections provide configuration
procedure in two modes: password authentication mode and key authentication mode.

Password Authentication Mode

In the password authentication mode, follow these steps to access the switch via SSH:
1) Configure the SSH server.
2) Configure the SSH client.
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Accessing the Switch via SSH

2.1.1 Configuring the SSH Server

Using the GUI

1) On the switch, choose the menu SECURITY > Access Security > SSH Config to load
the following page. In the Global Config section, enable SSH, Protocol V1, and Protocol
V2. In the Port field, enter the port of SSH server (22 by default). Click Apply.

Figure 2-2  Configuring the SSH Server Globally

Global Config

SSH: ~| Enable

Protocol V1: ~| Enable

Protocol V2: ~| Enable

Idle Timeout: | 120 | seconds (1-120
Maximum Connections: | 5 |

Port: | 22 | (1-65535

2) In the Encryption Algorithm section, enable all the encryption algorithms and
click Apply.

Figure 2-3 Configuring the Encryption Algorithms

Encryption Algorithm

AES128-CBC: ~| Enable
AES192-CBC: ~| Enable
AES256-CBC: ~| Enable
Blowfish-CBC: ~| Enable
CAST128-CBC: ~| Enable
3DES-CBC: ~| Enable

3) In the Data Integrity Algorithm section, enable all the data integrity algorithms and
click Apply.

Figure 2-4 Configuring the Data Integrity Algorithms

Data Integrity Algorithm

HMAC-5HAT: ~| Enable
HMAC-MD5: ~| Enable
Using the CLI

1) Enable the SSH server globally and configure the SSH version.
T2600G-28TS#configure
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2)

3)

T2600G-28TS(config)#ip ssh server
T2600G-28TS(config)#ip ssh version v1

T2600G-28TS(config)#ip ssh version v2

Configure encryption algorithms.
T2600G-28TS(config)#ip ssh algorithm AES128-CBC
T2600G-28TS(config)#ip ssh algorithm AES192-CBC
T2600G-28TS(config)#ip ssh algorithm AES256-CBC
T2600G-28TS(config)#ip ssh algorithm Blowfish-CBC
T2600G-28TS(config)#ip ssh algorithm Cast128-CBC
T2600G-28TS(config)#ip ssh algorithm 3DES-CBC

Configure data integrity algorithms.
T2600G-28TS(config)#ip ssh algorithm HMAC-SHA1
T2600G-28TS(config)#ip ssh algorithm HMAC-MD5

Accessing the Switch via SSH
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Accessing the Switch via SSH

2.1.2 Configuring the SSH Client

1) On the PC, go to the website https.//www.ssh.com/ssh/putty/download to download
putty-0.70-installer.msi, the SSH client software. Run the PuTTY setup wizard by
double clicking putty-0.70-installer.msi. Follow the prompts to install the software on
the PC. Double click putty.exe in the installation path to launch the software. Choose
the menu Session to load the following page. Specify the connection type as SSH. In
the Host Name (or IP address) field, enter the IP address of the switch (192.168.0.1
by default). In the Port field, enter the port number you set on the SSH server in 2.1.1.
Configuring the SSH Server (22 by default).

Figure 2-5 Configuring Basic Options for Your PuTTY Session

. ™
B PurrY Configuration [N el
Category:
=-45ession | Basic options for your PuTTY session |
*- Logging Specify the destination you want to connect to
- Teminal Part
. Keyboard Mﬁsﬂ —
bl 192.168.0.1 I22 |
- Features Connectiontype: = jre—
£l Window O Raw () Telnet (©) Rlogin] @ 55H] ©) Seral
?;EEE!EHCE Load, save or delete a stored session
- Behaviour
... Translation Saved Sessions
- Selection
- Colours i
Default Settings
[=- Connection —
.. Data -Sav&
. Telnet Delete
Hjngin
[+- 55H
- Serial Close window on exit:
() Mways () Mewer @ Only on clean exit
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2.2

Accessing the Switch via SSH

2) Click Open to load the following page. If any PuTTY security alert pops up, click Yes
to continue with the connection. Input the user account and password. Then you can
manage the switch in the command line.

Figure 2-6 Logging in to the Switch

2 192.168.0.150 - PuTTY o] o5 e |
— - :

Key Authentication Mode

In the key authentication mode, you can use either SSH-1 RSA or SSH-2 RSA/DSA to
generate a key pair, here we take SSH-2 RSA/DSA as an example. Follow these steps to
access the switch via SSH:

1) Configure the SSH server.

2) Generate the SSH key on the PC.

3) Download the public key onto the switch.
4) Configure the SSH client.
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Accessing the Switch via SSH

2.2.1 Configuring the SSH Server

Using the GUI

1) On the switch, choose the menu SECURITY > Access Security > SSH Config to load
the following page. In the Global Config section, enable SSH, Protocol V1, and Protocol
V2. In the Port field, enter the port of SSH server (22 by default). Click Apply.

Figure 2-7 Configuring the SSH Server Globally

Global Config

SSH: ~| Enable

Protocol V1: ~| Enable

Protocol V2: ~| Enable

Idle Timeout: | 120 | seconds (1-120
Maximum Connections: | 5 | 1-5

Port: | 22 | (1-65535

2) In the Encryption Algorithm section, enable all the encryption algorithms and
click Apply.

Figure 2-8 Configuring the Encryption Algorithms

Encryption Algorithm

AES128-CBC: ~| Enable
AES192-CBC: ~| Enable
AES256-CBC: ~| Enable
Blowfish-CBC: ~| Enable
CAST128-CBC: ~| Enable
3DES-CBC: ~| Enable

3) In the Data Integrity Algorithm section, enable all the data integrity algorithms and
click Apply.

Figure 2-9 Configuring the Data Integrity Algorithms

Data Integrity Algorithm

HMAC-SHA1: ~| Enable
HMAC-MD5: ~| Enable
Using the CLI

1) Enable the SSH server globally and configure the SSH version.
T2600G-28TS#configure
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2)

3)

T2600G-28TS(config)#ip ssh server
T2600G-28TS(config)#ip ssh version v1

T2600G-28TS(config)#ip ssh version v2

Configure encryption algorithms.
T2600G-28TS(config)#ip ssh algorithm AES128-CBC
T2600G-28TS(config)#ip ssh algorithm AES192-CBC
T2600G-28TS(config)#ip ssh algorithm AES256-CBC
T2600G-28TS(config)#ip ssh algorithm Blowfish-CBC
T2600G-28TS(config)#ip ssh algorithm Cast128-CBC
T2600G-28TS(config)#ip ssh algorithm 3DES-CBC

Configure data integrity algorithms.
T2600G-28TS(config)#ip ssh algorithm HMAC-SHA1
T2600G-28TS(config)#ip ssh algorithm HMAC-MD5

Accessing the Switch via SSH
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Accessing the Switch via SSH

2.2.2 Generating the SSH Key on the PC

1) On the PC, go to the website https.//www.ssh.com/ssh/putty/download to download
putty-0.70-installer.msi, the SSH client software. Run the PuTTY setup wizard by
double clicking putty-0.70-installer.msi. Follow the prompts to install the software
on the PC. Double click puttygen.exe in the installation path to launch the software.
Specify the type of key to generate as RSA or DSA. Specify the number of bits in a
generated key according to your needs, here we specify the number as 2048. Click
Generate to generate a key pair.

Figure 2-10 Generating a Key Pair

T )

File Key Conversions Help

Key
Mo key.

Actions

(Generate a public/private key pair

Load an existing private key file

Save the generated key Save public key Save private key

Parameters

() ECDSA {©) ED25519 () 55H-1 (R54)

Mumber of bits in a generated key:
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Accessing the Switch via SSH

2) In the process of the key pair generation, move the mouse over the blank area quickly
to generate some randomness. After the process, the following page is displayed. Enter
a key passphrase and confirm the passphrase to protect the private key.

Figure 2-11 Configuring the Key Passphrase

File Key Conwversions Help

ey
Public key for pasting into Open55H authorized_keys file:

R

ssh1sa
welMAATUUSay 5+0alc2UESJS) X0

brMGibGIMsMNF

AAAABINzZAC Tyc 2ZEAAAABIG AAMG EAN Y Btk NOWE Dku TdBvmra D2 ZzrBLD0G A S S| @
+zlgzulUuugBo FORGCOX XD Uz AShZacliS9Sgqa Y CryG) 1 D0z RFEb 4+ W StzrVH T

-

Key fingermprint : gshsa 2048 5o b9:50b8b5a5:83:.0ae7:83:88 b0 4525766

Key comment: rsa-key-20171210

Key passphrase: Ty

Corfim passphrase: | sessse

Actions

Generate a public/private key pair

Load an existing private key file

Save the generated key

Parameters

Type of key to generate:

@ BSA ©) DSA {© ECDSA 7) ED25519

Mumber of bits in a generated key:

Save private key

i) 55H-1 (R5A)
2048
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Accessing the Switch via SSH

3) Click Save public key to load the following page. Specify a file path for the public key
file. Enter a file name for the public key file. Click Save.

Figure 2-12 Saving the Public Key

A
? Save public key as:

©.0) | I R N ) £

Organize = New folder Er @
&
* Favorites * Name Date modified Type Size
-. Desktop Ma items match your search,
j Downloads

| Recent Places

m

[ Libraries
@ Documents

J' Music

[E5] Pictures

B videos L

1% Computer
&, Local Disk (C:)
— Local Disk (D¢)

-

File name: | public I -
Save as type: | All Files (%) = ]
(= Hide Folders [ sae ||| cance |

4) Click Save private key to load the following page. Specify a file path for the private key
file. Enter a file name for the private key file, Click Save.

Figure 2-13 Saving the Private Key

" Save private key as!
& e | | DAPUTTVikeygen - H Search keygen F

Organize » New folder B= - 0

&
- - .
Yt Favorites * MName Date modified Type Size
: Desktop Mo itemns match your search.
Downloads

(E-ﬂ Recent Places

[ Libraries
@ Documents
J’ Music
[E5] Pictures
! Videos L

- Computer
£, Local Disk (C:)
= Local Disk (D)

<

File name: | private I -

Save as type: | PuTTY Private Key Files (*.ppk) v]

(' Hide Folders ‘_ISM [—]C"'“'
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2.2.3 Downloading the Public Key onto the Switch

Using the GUI
1) On the switch, choose the menu SECURITY > Access Security > SSH Config to load

2)

the following page. In the Import Key File section, select the key type as SSH-2 RSA/
DSA.

Figure 2-14 Specifying the Key Type

Import Key File

Choose the SSH public key file to be imported to the switch.

Key Type: | | SSH-2RSAIDSA

v

Key File: | | Bro

Click Browse to load the following page. Enter the public key file path in the address bar.
Select the public key file we previously saved. Click Open. Click Import to download the
public key onto the switch.

Figure 2-15 Downloading the Public Key onto the Switch

& Choose File to Upload
@ L0 DAPUTTY\keygen - H Search keygen pel

0 ®

Organize + New folder B= -

r

S Favorites Name Date modified Type Size

B Desktop
8 Downloads
(E-'-_'] Recent Places

2017/12/10 16:05
2017/12/10 16:04

1KB
1KBI

|&| private.ppk
|| public

PuTTY Private Key...
File

= Libraries
@ Documents

Ji Music

[E5] Pictures

! Videos

m

1M Computer
£, Local Disk (C3)
a Local Disk (D:)
w Local Disk (E)
—a Local Disk (F)

-

File name: public

> [AiFiles () -

J |

l Open Cancel ]
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Accessing the Switch via SSH

Using the CLI

1)

2)

As the switch downloads the public key file from a TFTP server, we can launch a
3rd-party TFTP server software on the PC, such as tftpd32. Go to the following website
http.//tftpd32.jounin.net/tftpd32_download.html to download tftpd32 standard edition (zip),
uncompress the package and launch the software by double clicking tftpd32.exe.

Click Settings and choose the menu GLOBAL to load the following page. Enable the
TFTP server and disable the other functions.

Figure 2-16 Configuring the TFTP Server Gloabally

GLOBAL | TFTP | DHCP | SvSLOG |

—Start Sarice
v TFTP Server
[~ TFTP Client

[~ SNTP zerver
[T Swslog Server
[~ DHCP Server
[~ DNS Server

[~ Enable IPvE
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Accessing the Switch via SSH

3) Choose the menu TFTP to load the following page. Specify the base directory as the
key file path where the public key is saved. Click OK.

Figure 2-17 Configuring the Path for the TFTP Server
@ Titpd32: Settings S

GLOBAL TFTF | DHCP| svsLoG

Directomy
|D:"~F'uTTY"~keygen Browse
TFTP Security TFTP configuration
" Mone Timeout [zeconds] 3
{* Standard tax Retransmit E
" High Ttp port =42
" Read Only lozal ports pool

Advanced TFTP Optionz

[v Option negaotiation

[ P=E Compatibility

v Show Progress bar

Iv Tranzlate Unix file names

[ Bind TFTP to thiz address |-|2?_|:|_|:|_-| J
[ Allow ' As wirtual roat

[ Usze anticipation window of ID— Bytez
| Hide "Window at startup

[ Create "dirtst" files

[ Create md5 files

[ Beep for long kransfer

Drefault Help Caricel

9 Note:
The base directory path should not include any blanks. Otherwise, the TFTP server cannot find
the file.
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Accessing the Switch via SSH

4) Restart the TFTP software to apply the new settings, and load the following page.
Specify the current directory as the key file path where the public key is saved. Select
the server interface as 192.168.0.2 from the drop-down list, which is the IP address of
the PC.

Figure 2-18 Configuring the Interface for the TFTP Server

F '
@ Tftpd32 by Ph. Jounin E=REE™
Current Directory IID:'xPuTTY'xkeygen | LI Browse I
Server interfaces |1192 168.0.2 Realtek PCle GBE Family Controller | = | ShawDir |

Tﬂ:l:l Server | ng WIEWET I
peer | file | skart time | progress | bytes | taokal | timen... |
About I Settings | Help
L% oy

5) On the switch, download the public key file via the TFTP protocol.
T2600G-28TS#configure
T2600G-28TS(config)#ip ssh download v2 public ip-address 192.168.0.2
Start to download SSH key file......

Download SSH key file OK.
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2.2.4 Configuring the SSH Client

Accessing the Switch via SSH

1) Onthe PC, double click putty.exe in the installation path to launch the software. Choose
the menu Session to load the following page. Specify the connection type as SSH. In
the Host Name (or IP address) field, enter the IP address of the switch (192.168.0.1
by default). In the Port field, enter the port number you set on the SSH server in 2.2.1.
Configuring the SSH Server (22 by default).

Figure 2-19 Configuring the SSH Session

- !
B Purry contiguation I e
Category:
[=-f5ession | Basic options for your PuTTY session |
""" Logging Specify the destination you want to connect to
[=J- Teminal Port
- Keyboard wﬂ} L
Bl 192.168.0.1 I22 |
- Features Connection type: ~ pe—
- Window O Raw (O Teinet ©) Rlogin| @ 55H] © Seral
?;EEE!EHCE Load, save or delete 3 stored session
- Behaviour
- Translation Saved Sessions
- Selection
- Colours i
Default Settings
[=- Connection oo
.. Data -Sa'u-&
- Telnet Delete
Hjugin
- 55H
- Seal Close window on exit:
() Mways () MNever @ Only on clean exit
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Accessing the Switch via SSH

2) Choose the menu Connection > SSH to load the following page. Specify the SSH

protocol version as 2.

Figure 2-20 Configuring the SSH Protocol Version

F Ty
R oy contigurstion | e
| Category:
= Sgassinn (Options controling 55H connections |
& TE"" I_.uglging Data to send to the server
—|- Termina
. Keyboard Remote command:
- Bell
- Features )
- Window Protocol options
- Appearance Dont start a shell or command at all
.. Behaviour Enable compression
. Translation | version:
- Selection @ 2 ) 1 (INSECURE)
- Ciolours . .
T Conmaction Sharing an 55H connection between PuTTY tools
Tais Share SSH connections if possible
- Proxy Pemmitted roles in a shared connection:
- Telnet |Upstream (connecting to the real server)
- Rlogin Downstream (connecting to the upstream PuTTY)
... Serigl
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Accessing the Switch via SSH

3) Choose the menu Connection > SSH > Auth to load the following page.

Figure 2-21 Configuring the SSH Authentication

()
Categary:
EI Window - | Options contraling S5H authentication |
i i Mppearance
.. Behaviour Display pre-authentication banner (S5H-2 only)
. Translation Bypass authentication entirely (SSH-2 anly)
gjsf:n | Authentication methods
EI T [¥] Attempt authentication using Pageant
Taia Attempt TIS ar CryptoCard auth (SSH-1)
- Promy Attempt “keyboarddinteractive” auth (SSH-2)
;E;ni Authentication parameters
EI@ Allow agent forwarding
- K Alow attempted changes of usemame in 55H-2
- Host keys - Private key file for authentication:

- Cipher
EH% Browse...

- 11

- Tunnels

- Bugs

- Mare bugs |
- Saral -

T | (=] .

4) Click Browse to load the following page. Enter the private key file path in the address
bar. Select the private key file we previously saved. Click Open.

Figure 2-22 Configuring the Private Key

#R Select private key file

0 DAPUTTY\keygen

Organize » New folder g2 ow [ @ ‘
-
. - - .
s Eavorites * Name Date modified Type Size il
Bl Desktop |&| private.ppk 2017/12/10 1605 PuTTY Private Key... TKB I
8 Downloads

(E:_'] Recent Places

= Libraries
@ Documents
J’ Music
[E5] Pictures

! Videos

m

L Computer
£, Local Disk (C:)
== Local Disk (D)
—a Local Disk (E)
a Local Disk ()

-

File name: private.ppk ~  [PuTTY Private Key Files (.ppk) |

Il Open IVII ’ Cancel ] .
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Accessing the Switch via SSH

5) Click Open to load the following page. If any PuTTY security alert pops up, click Yes to
continue with the connection. Input the username, which is admin by default. Input the
key passphrase configured in key pair generation process. Then you can manage the
switch by using the CLI.

Figure 2-23 Logging in to the Switch

£2 192168.0.1 - PuTTY o]0, [
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Accessing the Switch via HTTPS

3 Accessing the Switch via HTTPS

On the internet, HTTPS is widely used for communication between a website and a web
browser to enhance access security. When you browse a website using HTTPS, the
web browser acts as the HTTPS client and the website acts as the HTTPS server. The
communication process is as follows:

1)

2)

3)

4)

The server sends its certificate to the client. The certificate is typically awarded to the
server by an official CA (Certificate Authentication).

The client identifies the server on the condition that the client trusts the CA and
certificates signed by the CA.

The client uses the public key contained in the certificate to encrypt data sent to the
server.

The server decrypts the cipher text using the corresponding private key.

In the local network, you can also use HTTPS to access and manage the switch securely.
This communication process is similar to that between a website and a web browser.
The difference is that your PC acts as the HTTPS client and the switch acts as the HTTPS
server. Besides, you can use the built-in certificate of the switch or a self-signed certificate
free of charge instead of an authoritatively signed certificate.

You can access the switch securely via the following two methods:

Using the built-in certificate of the switch

You can access the switch via HTTPS without generating any certificate by using the
built-in certificate of the switch. This method is much more convenient, however, it only
takes effect in the premise that you trust the built-in certificate of the switch.

Using a self-singed certificate

You can run your own CA, generate a self-signed certificate and download the
certificate onto the switch. Then you can access the switch securely using the
self-signed certificate.

The following figure shows the typical network topology in this scenario.

Figure 3-1 Accessing the Switch Securely

Router Switch PC
192.168.0.1/24 192.168.0.2/24

Demonstrated with T2600G-28TS V3, the following sections provide configuration
procedure in two ways: using the built-in certificate of the switch and using a self-signed
certificate.
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3.1

3.1.1

Accessing the Switch via HTTPS

Using the Built-In Certificate of the Switch

To access the switch using the built-in certificate, follow these steps:
1) Configure the HTTPS server.

2) Access the switch using the built-in certificate.

Configuring the HTTPS Server

Using the GUI

1) On the switch, choose the menu SECURITY > Access Security > HTTPS Config to load
the following page. In the Global Config section, enable HTTPS, SSL Version 3, and TLS
Version 1.In the Port field, enter the port of HTTPS server (443 by default). Click Apply.

Figure 3-2 Configuring the HTTPS Server Globally

Global Config

HTTPS: ~| Enable
SSL Version 3: ~| Enable
TLS Version 1: ~| Enable
Part: 443

Apply

2) Inthe CipherSuite Config section, enable all the suites. Click Apply.
Figure 3-3 Configuring the Cipher Suites for the HTTPS Server

CipherSuite Config

RSA_WITH_RC4 128 MDS: <] Enable
RSA_WITH_RC4_128_SHA: | Enable
RSA_WITH_DES_CBC_SHA: < Enable
RSA_WITH_3DES_EDE_CBC_SHA: 7| Enable

Using the CLI
1) Enable the HTTPS server globally and configure the HTTPS version.

T2600G-28TS#configure
T2600G-28TS(config)#ip http secure-server

T2600G-28TS(config)#ip http secure-protocol ssi3 tls1
2) Configure the HTTPS cipher suites.

T2600G-28TS(config)#ip http secure-ciphersuite 3des-ede-cbc-sha rc4-128-md5 rc4-
128-sha des-cbc-sha
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Accessing the Switch via HTTPS

3.1.2 Accessing the Switch Using the Built-In Certificate

1) Launch the web browser on the PC. Here we take Internet Explorer for example. Enter
https://192.168.0.1 in the address bar of the browser, and press the Enter key. https
indicates the access to the switch via HTTPS. 192.168.0.1 is the IP address of the
switch. The following warning information will be displayed.

Figure 3-4 Accessing the Switch

@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.
The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
Server.

We recommend that you close this webpage and do not continue to this website.

® Click here to close this webpage.

'@ Continue to this website (not recommended).

& More information

2) Click Continue to this website (not recommended). The following web page will
be displayed. Enter the username and the password, and click Log In to access and
manage the switch securely.

Figure 3-5 Logging in to the Switch

Username

Password

D Remeamber Me
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3.2

3.2.1

Accessing the Switch via HTTPS

Using a Self-Signed Certificate

To use the self-signed certificate to access the switch, follow these steps:
1) Configure the HTTPS server.

2) Generate the certificate and private key on the PC.

3) Download the certificate and private key onto the switch.

4) Access the switch using the self-signed certificate.

Configuring the HTTPS Server

Using the GUI

1) On the switch, choose the menu SECURITY > Access Security > HTTPS Config to load
the following page. In the Global Config section, enable HTTPS, SSL Version 3, and
TLS Version 1. In the Port field, enter the port of HTTPS server (443 by default). Click

Apply.

Figure 3-6 Configuring the HTTPS Server Globally

Global Config

HTTPS: ~| Enable
SSL Version 3: ~| Enable
TLS Version 1: ~| Enable
Part: 443

Apply

2) Inthe CipherSuite Config section, enable all the suites. Click Apply.
Figure 3-7 Configuring the Cipher Suites for the HTTPS Server

CipherSuite Config

RSA_WITH_RC4_128 MDS5: ~| Enable
RSA_WITH_RC4_128 SHA: v| Enable
RSA_WITH_DES_CBC_SHA: ~| Enable
RSA_WITH_3DES_EDE_CBC_SHA: ~| Enable
Using the CLI

1) Enable the HTTPS server globally and configure the HTTPS version.
T2600G-28TS#configure
T2600G-28TS(config)#ip http secure-server

T2600G-28TS(config)#ip http secure-protocol ssi3 tls1
2) Configure the HTTPS cipher suites.
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T2600G-28TS(config)#ip http secure-ciphersuite 3des-ede-cbc-sha rc4-128-md>5 rc4-
128-sha des-cbc-sha

3.2.2 Generating the Certificate and Private Key on the PC

1) On the PC, go to the website https://sourceforge.net/projects/xca to download the xca
software, which is used to generate the certificate and the private key. Follow the
prompts to install the software and launch the software on the PC. The following page
will be displayed.

Figure 3-8 Launching the XCA Software

r ™
~ X Certificate and Key management E‘E‘g

File Import Token Extra Help

Private Keys | Certificate signing requests Certificates I Templates I Revocation lists

Mew Key
Export
Import
Impart PEX (PKC5#12)

Show Details

Delete
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2) Choose the menu File > New DataBase to load the following page. Specify a file path
for the database file. Enter a file name for the XCA database, here we specify the file
name as xcadata. Select the file type as XCA Databases. Click Save.

Figure 3-9 Creating a NewDdatabase

-
e RS WS Se————
-+ Open XCA Database

T -
@U'[ |, Excadatabase vl +3 | | Search xcadatabase
Organize « Mew folder 4= - @
@ o MName Date modified Type Size
= Mo items match your search.
=
& H |
[_J¢
(=]
= -
(==
€
-
m
File nam4 xcadata I -
Save as type: ’KCA Databases ( "xdb ) v]

~ Hide Folders
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3) Choose the menu Private Keys > New Key to load the following page. Enter a name for
the key, here we specify the file name as tplink. Select the key type as RSA. Select the
key size as 2048 bit. Click Create.

Figure 3-10 Creating a New Private Key

New key %

Please ziwve a mame to the new key and select the desired keysize

Key properties

Hame Itplirul': |

Keytype IESA I -
Keysize [2048 bit | -

|:| Eemember as defanlt

[ creee ]
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4) Choose the menu Private Keys to load the following page. Select the private key we

generated previously.

Figure 3-11 Exporting the Private Key
' ™
- X Certificate and Key management E‘E‘g
File Import Token Extra Help
Private Keys | Certificate signing requests Certificates I Templates I Revocation lists |
Intemgl narne Type Size Use Password
: : : - [ Mew Key l
{0 tplink ;RSA 2048 bit 1 Common |
II Export II
[ Import |
[ Import PEX (PKCS#12) |
l Show Details l
[ Delete ]

Database: E:/xcadatabase/xcadataxdb

L

S

5) Click Export to load the following page. Click E] and specify a file path and a file name
for the private key file. Select the export format as PEM private (*.pem) . Click OK.

Figure 3-12 Saving the Private Key

-

< X Certificate and Key management

™

Export private key [RSA]

Mame

tplink

L2 [
Ofp =

Filename | E:/xcadatabase,tplink.pem

=]

Unencrypted private key in text format

Export Format
[PEM private (*.pem)

v

[C.ancel]
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6) Choose the menu Certificate > New Certificate to load the following page. Choose the
menu Source. Select Create a self signed certificate with the serial and specify the
serial number as 1. Select the signature algorithm according to your needs, here we
select the signature algorithm as SHA 256. Select the template for the new certificate

as [default] CA. Click Apply all.

Figure 3-13 Creating a New Certificate

-

- X Certificate and Key management

Create x509 Certificate

Source | Subject I Extensions I Key usage

Metscape

Advanced

Signing request
Sign this Certificate signing request
Copy extensions from the request

Modify subject of the request

Signing

@ Create a self signed certificate with the serial

1

Use this Certificate for signing

Signature algorithm

Template for the new certificate

Show request

SHA 256

| [default] cA

7

Apply extensions] [hpplv subject] I Apply all Il

ok || cancel
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7) Choose the menu Subject to load the following page. Specify the distinguished
name entries, such as the internal name, according to your needs. These entries
will be contained in the certificate to be generated. Select the private key as
tplink (RSA:2048 bit). This is the private key we generated previously. Click OK.

Figure 3-14 Specifying the Distinguished Name Entries

i ™
< X Certificate and Key management m
. =y
Create x509 Certificate =iz
Source Subject | Extensions I Key usage Metscape Advanced
Distinguished name
Internal name tplink organizationMName tplinkSMB
countryMame CN organizationalUnitMame  tplinkswitch
stateOrProvinceName | Guangdong commonMame tplinkdocument
localityMame Shenzhen emailAddress support@tpHink. com
Type Content Add
Delete
I
Private key
[tplink (RSA: 2045 hit) - ] [ used keys too
| | QK || Cancel
L S
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8) Choose the menu Certificates to load the following page. Select the certificate we have

just generated.

Figure 3-15 Exporting the Certificate

' ™
+ X Certificate and Key management E‘E‘g
File Import Token Extra Help

Private Keys Certificate signing requests Certificates Templates Revocation lists
| | | | | |
Internal name commenMame (fA Serial Expiry date -
TAG® tplink tplinkdocument . Yes 01 2027-12-14 [ e Cexlificaie |
| Export |
[ Import |
l Show Details ]
[ Delete l
[ Import PKCS#12 |
[ Import PKCS#7 |
[ Plain View ]
.;,\
4 T 3
Database: E:/xcadatabase/xcadataxdb

L S

9) Click Export to load the following page. Click E] and specify the file path and the file

name for the certificate file. Here, the file path is set the same with the key file. Select
the export format as PEM (*.crt). Click OK.

Figure 3-16 Saving the Certificate

r '
< X Certificate and Key management @g

Certificate export ﬁ@‘
Mame

Filename | E: fxcadatabase tplink.crt E]

PEM Text format with headers

Eﬂrt Format

[PEM (=.crt) -
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3.2.3 Downloading the Certificate and the Private Key onto the Switch

Using the GUI

1) On the switch, choose the menu SECURITY > Access Security > HTTPS Config to load
the following page.

Figure 3-17 Downloading the Certificate and Key

Load Certificate

Certificate File: | -

Load Key

2) In the Load Certificate section, click Browse to load the following page. Enter the
certificate file path in the address bar. Select the certificate file we previously exported.

Click Open.
Figure 3-18 Specifying the Certificate to Download
i '
& ChooseFileto Upload u
@'@'I . Elxcadatabase I v‘ +s | | Search xcadatabase 2 |
Organize * Mew folder =~ 0 @
i Marme B Date modified Type Size
4 Libraries
- I [ tplink.crt 2017/12/24 19:49 Security Certificate
@ Documents : -
] | tplink.pem 2017/12/24 19:49 PEM File
Ji Music
I [E] Pictures W
| i Videos

(8 Computer
&, Local Disk (C)
a Local Disk (D:)
[ Local Disk (E:)
a Leocal Disk (F:)

m

?
| M Network ~ | = o

File name: tplink.crt ~ |AlFiles 1 -

E " Open || [ concel ]

Configuration Guide = 31



Accessing the Switch via HTTPS

3) The following page will be displayed. In the Load Certificate section, click Load to

download the certificate onto the switch.

Figure 3-19 Downloading the Certificate

Load Certificate

Certificate File: | tplink crt

Load Key

Key File:

4) In the Load Key section, click Browse to load the following page. Enter the private key
file path in the address bar. Select the private key file we previously exported. Click

Open.

Figure 3-20 Specifying the Key to Download

-
€ Choose FiletoUpload

S|

@Ot [ 1. E\xcadatabase

'I +y | | Search xcadatabase el |

Organize = Mew folder

=~ 0 @

-

Mame
Librari
=l Libraries @tplink.crt
@ Documents

Date modified Type Size

2017/12/2419:49 Security Certificate

& Music | L] tplink.pem

2017/12/24 19:49 PEM File I

[E5| Pictures

I B Videos

il Computer
&, Local Disk (C:)
—w Local Disk (D:)
[y Local Disk (E:)
w Local Disk (F:)

m

I f! Network

T4|

1 3

File name: tplink.pem

| AllFiles (1) -

|| Open |l Cancel
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5) The following page will be displayed. In the Load Key section, click Load to download
the key onto the switch.

Figure 3-21 Downloading the Key

Load Certificate

Certificate File: | m

Load Key

Key File: | tplink_pem | m
Using the CLI

1) As the switch downloads the public key file from a TFTP server, we can launch a
3rd-party TFTP server software on the PC, such as tftpd32. Go to the following website
http.//tftpd32.jounin.net/tftpd32_download.html to download tftpd32 standard edition (zip),
uncompress the package and launch the software by double clicking tftpd32.exe.

2) Click Settings and choose the menu GLOBAL to load the following page. Enable the
TFTP server and disable the other functions.

Figure 3-22 Configuring the TFTP Server Gloabally

GLOBAL | TFTP | DHCP | svsLoG |

—Start Semice
¥ TFTP Server
I~ TFTP Client

[T SNTP zerver
[ Syslog Server
[~ DHCF Server
[~ DNS Server

[~ Enable IPvE
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3) Choose the menu TFTP to load the following page. Specify the base directory as the

key file and certificate file path. Click OK.

Figure 3-23 Configuring the Path for the TFTP Server

g
W& Tftpd32: Settings

S5

GLOBAL TFTP | DHCP| svsLoG |

[jrectoy
|V IE:H:-:l:adatal:uase

Browze |

— TFTP Security
 Mane

¥ Standard
" High
" Fead Only

TFTP configuration
Timeout [zeconds]

(= N ]

bl ax B etranzmit
Thtp port B3

lozal ports pool

—Advanced TFTP Optionz
[¥ Option negotiation

| | T PE Compatibility
¥ Show Progress bar

W Translate Unix file names

[ Bind TFTP ta this address |12F".EI.EI.'I

[ Allowe ' Az wirtual root

[ Use anticipation window of ID_ Bytez
[™ Hide Window at startup

[ Create "dir.tat" files

[T Create md5 files

[~ Beep for long transfer

=

k. Drefault

Help

Caricel

L

—

9 Note:

The base directory path should not include any blanks. Otherwise, the TFTP server cannot find

the file.
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4) Restart the TFTP software to apply the new settings, and load the following page.

Specify the current directory as the key file and certificate file path. Select the server
interface as 192.168.0.2 from the drop-down list. This should be the IP address of the
PC.

Figure 3-24 Configuring the Interface for the TFTP Server

i B
@ Tftpd32 by Ph. Jounin E=REE™
Current Directory ||E:'x:-:u:adatal:uase | LI Browse I
server intertaces 1932 166.0.2 Realtek PCle GBE Family Controller | | ShowDir |
Tﬂ:l:l Server | ng WIEWET I
peer | file | skart time | progress | bytes | taokal | timen... |
About I Settings Help
A

5) Download the certificate onto the switch.

6)

T2600G-28TS(config)#ip http secure-server download certificate tplink.crt ip-address
192.168.0.2

Start to download SSL certificate......

Download SSL certificate OK.

Download the key file onto the switch.

T2600G-28TS(config)#ip http secure-server download key tplink.pem ip-address
192.168.0.2

Start to download SSL key......

Download SSL key OK.
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3.2.4 Accessing the Switch Using the Self-Signed Certificate

1) Launch the web browser on the PC. Here we take Internet Explorer for example. Enter
https://192.168.0.1 in the address bar of the browser, and press the Enter key. https
indicates the access to the switch via HTTPS. 192.168.0.1 is the IP address of the
switch. The following warning information will be displayed.

Figure 3-25 Accessing the Switch

@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.
The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
Server.

We recommend that you close this webpage and do not continue to this website.

® Click here to close this webpage.

'@ Continue to this website (not recommended).

& More information

2) The self-signed certificate, which is previously generated, should be trusted. You can
just ignore this warning and click Continue to this website (not recommended). The
following web page will be displayed. Enter the username and the password, and click
Log In to access and manage the switch securely.

Figure 3-26 Logging in to the Switch

Username

Password

D Remember Me
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