How to configure Extended IP ACL

ACL (Access Control List) is used to filter packets by configuring match rules and
process policies of packets in order to control the access of the illegal users to the
network. Besides, ACL functions can be used to control traffic flows and save network
resources.

Here is a case to give you some instructions to configure the Extend-IP ACL.

Extend-IP ACLs analyze and process data packets based on a series of match conditions,
which can be the source IP addresses, destination IP addresses, IP protocol and other
information of this sort carried in the packets.

In this case, we want to achieve the demand that the PC (or other devices) connected
to the specified port of the switch cannot get IP address through DHCP Server. As the
picture shows below, the PC 2 cannot get IP from the router (the Router embedded
DHCP Server function).
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We can configure the switch via web management page or CLI. And we will give you
instructions of the 2 methods.

Method 1: Web management page

Step 1: Configure the Time-Range

If an ACL is needed to be effective in a specified time-range, you should specify a time-
range in the ACL firstly. Please choose the menu ACL->Time-Range->Time-Range
Create, here we create a time-rangetsegl for example, and you can type in the
parameters as you want, then click Apply to complete the settings of the time-range.



TL-SL5428E Time-Range Summary  IEREGEEIRERSEETY
Type in the
Create Time-Range _@G‘_i‘lnsg_nggi
System Name tsegt
ShiE] O s
VLAN
Spanning Tree O Avsowte Start Date I I End Date 1 '
Multicast M weex & wmon & Tee @ wes & ™ Fi O sat O sun
Qo8 ~
ack Create Time-Sice Create time-slice
* Time-Range . . -
* ACL Config Stan Time 08 v 30 v
Create
* Policy Config End Time 12 N :00 ™
* Policy Binding
Network Security
SNMP Time-Shce Table
C|J$!¢r ' Index Start Time End Time Delete
Maintenance ! 08:30 1200

Step 2: Configure the ACL Setting

Choose the menu ACL->ACL Config->ACL Create; Create an Extend-IP ACL number
(here we created 200 for example).
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Then please choose the menu ACL->ACL Config->Extend-IP ACL. In this page we will
configure the Extended-IP rule for the ACL 200. Firstly select the ACL ID 200, type in
the rule ID 1, and select the operation Deny. Then type in the S-IP, D-IP and their Mask,
here they all are 0.0.0.0, the IP Protocol should select 17 UDP, the S-Port is 68 and the
D-Port is 67(here you can just type in the S-Port or the D-Port), then select the Time-
Range tsegl. After that, click Create to complete the Extended-IP ACL setting.



TL-SL5428F ACL Summary ACL Create MAC ACL Standard-1P ACL Extend-IP ACL

Create Bxdend-IP Rule

System ACLID ACL 200 v
Switching Rule 1D 1
VLAN
épanﬁm Operation Deny v
Multicast Fragment O
Qo8 P 0000 Mask (0000
ACL D-IP 0.0.0.0 Mask 0.0.00
SIeRANGS IP Protacol: 17 UDP v
* ACL Config
* Policy Config Select ICMP
* Policy Binding ICMP Type: ICMP Code:
Hetwolk Securily TCP Flag URG ACK PSH RST ey [ PN
SNMP =
SUstar: & s-Port 68
Maintenance D-Port 87
Sav]ﬂgbor]ﬁg § DSCP Al o
IP ToS: Al v 1P Pre: Al v

Logout

Time-Range tsegt v

| Create l Hel

Step 3: Configure the Policy for specified ACL

A Policy is used to control the data packets that match the corresponding ACL rules by
configuring ACLs and actions together for effect. The operations include stream mirror,
stream condition, QoS remarking and redirect.

Choose the menu ACL->Policy Config->Policy Create. Here we create a policy test for
example.
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Choose the menu ACL->Policy Config->Action Create, bind the policy to ACL 200, and
select the action you want(for this case, we need not configure any action). After that,
click Create to complete action create setting.
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Step 4: Bind the policy to specified port

Policy Binding function make the policy take effect on a specific port/VLAN. The policy
will take effect only when it is bound to a port/VLAN. In the same way, the port/VLAN
will receive the data packets and process them based on the policy only when the
policy is bound to the port/VLAN.

Choose the menu ACL->Policy Binding->Port Binding. Here we bind the policy on port
2.
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Now all configurations are completed, and the PC connected to port 2 won’t get any
IP address via router (DHCP server).



If you prefer to configure the switch via CLI, you can refer to method 2.

Method 2: CLI

Here we have provided the CLI command to achieve the same function as the web
config above.

TP-LINK>enable

TP-LINK#configure

TP-LINK (config)#acl time-segment tsegl start-time 08:30 end-time 12:00 week-day
working-day

TP-LINK (config)#acl create 200

TP-LINK (config)#acl rule ext-acl 200 1 op discard dip 0.0.0.0 dmask 0.0.0.0 sip 0.0.0.0
smask 0.0.0.0 protocol 17 d-port 67 s-port 68 tseg tsegl

TP-LINK (config)#acl policy policy-add test

TP-LINK (config)#acl policy action-add test 200

TP-LINK (config)#acl bind to-port test 2

TP-LINK (config)#end

TP-LINK#user-config save

Please don’t forget to save the config after the configuration. And if you have any
other issues or unknown contents, the User Guide will be a good helper.



