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Managing Physical Interface

1 Physical Interface

1.1 Overview

Interfaces of a device are used to exchange data and interact with other network devices.

Interfaces are classified into physical interfaces and logical interfaces.
B Physical interfaces are the ports on the front panel or rear panel of the switch.

® | ogical interfaces are manually configured and do not physically exist, such as loopback

interfaces and routing interfaces.

This chapter introduces the configurations for physical interfaces.

1.2 Supported Features

The switch supports the following features about physical interfaces:

Basic Parameters

Port Mirror

Port Security

Port Isolation

You can configure port status, speed mode, duplex mode, flow control and other basic

parameters for ports.

This function allows the switch to forward packet copies of the monitored ports to a specific
monitoring port. Then you can analyze the copied packets to monitor network traffic and

troubleshoot network problems.

You can use this feature to limit the number of MAC addresses that can be learned on each port,

thus preventing the MAC address table from being exhausted by the attack packets.

You can use this feature to restrict a specific port to send packets to only the ports in the forward-

port list that you configure.

Loopback Detection

This function allows the switch to detect loops in the network. When a loop is detected on a port,
the switch will display an alert on the management interface and further block the corresponding

port according to your configurations.
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2 Basic Parameters Configurations

2.1 Using the GUI

Choose the menu Switching > Port > Port Config to load the following page.

Figure 2-1 Configuring Basic Parameters

Port Config
UHIT: 1 LAGS
Select  Port Type Description Status Speed Duplex Flow Contral Jumbo LAG
O | | M| vl [ v | vl | v
O 101 Copper Enable Auto Auto Disable Disable - ~
O 10/2  Copper Enable Auto Auto Disable Disable -
O 103 Copper Enable Auto Auto Disable Disable -
O 1/0i14  Copper Enable Auto Auto Disable Disable -
O 10/15  Copper Enable Auto Auto Disable Disable -
O 10/6  Copper Enable Auto Auto Disable Disable -
O 10/7  Copper Enable Auto Auto Disable Disable —
O 10/18  Copper Enable Auto Auto Dizable Disable —
O 1019 Copper Enable Auto Auto Dizable Disable —
O 1010 Copper Enable Auto Auto Dizable Disable —
O 1011 Copper Enable Auto Auto Dizable Disable —
O 1012  Copper Enable Auto Auto Dizable Disable —
] 1013 Copper Enable Auto Auto Disable Disable LAG1
] 1014 Copper Enable Auto Auto Disable Dizable LAG1
[] 1018 Copper Enable Auto Auto Disable Dizable — v

L ) (aeey | [ Hew |

Follow these steps to set basic parameters for ports:

Select and configure your desired ports or LAGs. Then click Apply to make the settings effective.
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UNIT:1/LAGS:

Type:

Description:

Status:

Speed:

Duplex:

Flow Control:

Jumbo:

Managing Physical Interface

Click 1 to configure physical ports. Click LAGS to configure LAGs.

Displays the port type. Copper indicates an Ethernet port, and SFP or SFP+
indicates a fiber port.

Give a port description for identification.

With this option enabled, the port forwards packets normally. Otherwise, the
port discards all the received packets. By default, it is enabled.

Select the appropriate speed mode for the port. When Auto is selected, the
port autonegotiates speed mode with the connected device. The default
setting is Auto. This value is recommended if both ends of the line support auto-
negotiation.

Select the appropriate duplex mode for the port. There are three options: Half,
Full and Auto. When Auto is selected, the port autonegotiates duplex mode
with the connected device. The default setting is Auto.

With this option enabled, the switch synchronizes the data transmission speed
with the peer device, thus avoiding the packet loss caused by congestion. By
default, it is disabled.

With this option enabled, the port can send jumbo frames. The default MTU
(Maximum Transmission Unit) size for frames received and sent on all ports is
1518 bytes. For the port with Jumbo enabled, the MTU size is up to 9216 bytes,
thus allowing the port to send jumbo frames. By default, it is disabled.

We recommend that you set the ports on both ends of a link as the same speed and duplex mode.

2.2 Using the CLI

Follow these steps to set basic parameters for the ports.

Step 1 configure

Enter global configuration mode.

Step 2 interface [fastEthernet port | range fastEthernet port-list | gigabitEthernet port | range
gigabitEthernet port-list | ten-gigabitEthernet port | range ten-gigabitEthernet port-list]

Enter interface configuration mode.
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Step 3

Step 4

Step 5

Managing Physical Interface

Configure basic parameters for the port:
description string
Give a port description for identification.

string: Content of a port description, ranging from 1 to 16 characters.

shutdown
no shutdown

Use shutdown to disable the port, and use no shutdown to enable the port. When the
status is enabled, the port can forward packets normally, otherwise it will discard the
received packets. By default, all ports are enabled.

speed { 10| 100| 1000 | 10000 | auto }
Set the appropriate speed mode for the port.

10| 100] 1000 | 10000 | auto: Speed mode of the port. The options are subject to your
actual product. The device connected to the port should be in the same speed and duplex
mode with the port. When auto is selected, the speed mode will be determined by auto
negotiation.

duplex { auto | full | half}

Set the appropriate duplex mode for the port.

auto | full | half: Duplex mode of the port. The device connected to the port should be in the
same speed and duplex mode with the port. When auto is selected, the duplex mode will be
determined by auto negotiation.

flow-control

Enable the switch to synchronize the data transmission speed with the peer device, avoiding
the packet loss caused by congestion. By default, this feature is disabled.

jumbo

Change the MTU (Maximum Transmission Unit) size on the port to support jumbo frames.
The default MTU size for frames received and sent on all ports is 1518 bytes. For the port
with Jumbo enabled, the MTU size is up to 9216 bytes, thus allowing the port to send jumbo
frames.

end

Return to privileged EXEC mode.

copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to implement the basic configurations of port1/0/1, including

setting a description for the port, making the port autonegotiate speed and duplex with the

neighboring port, and enabling the flow-control and jumbo feature:

Switch#configure

Switch(config)#interface gigabitEthernet 1/0/1

Switch(config-if)#no shutdown
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Switch(config-if)#description router connection

Switch(config-if)#speed auto

Switch(config-if)#duplex auto

Switch(config-if)#flow-control

Switch(config-if)#jumbo

Switch(config-if)#show interface configuration gigabitEthernet 1/0/1

Port State Speed Duplex FlowCtrl Jumbo  Description
Gi1/0/1 Enable  Auto Auto Enable Enable  router connection
Switch(config-if)#end

Switch#copy running-config startup-config

Basic Parameters Configurations ® 2-4
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3 Port Mirror Configurations

3.1 Using the GUI

Choose the menu Switching > Port > Port Mirror to load the following page.
Figure 3-1 Mirror Session List

Mirror Session List

Session Destination Mode Source Operation
Ingress Qnly
1 - Egress Only Edit | Clear
Both

The above page displays a mirror session, and no more session can be created. Click Edit to

configure this mirror session on the following page.
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Figure 3-2 Configuring Port Mirror
Destination Port
Destination Port (Format:1/0/1)
mwIT: |1
(21 (a1 61 8 (101 321 (141 (161 361 2] (221 241
AL L] Ll el sl Lzl el for f2a] [2g] [27]

E Lnselected Port(s) E Selected Port(s) E Mot Available for Selection

Source Port
HIT: 1 LaGS
Select  Port Ingress Eagress LAG
L] v Enable v
1101 Disable Dizable LAG 1 A
10002 Disable Disable LAG 1
10003 Disable Disable LAG 1
] 104 Disable Disable -
1015 Disable Disable -
101G Disable Disable -
10007 Disable Disable =
] 1018 Disable Disable -
] 1108 Disable Disable -
] 1010 Disable Disable -
] 1011 Disable Disable -
] 10N 2 Disable Disable - b

[ i ] [ Apply | [ Back | [ Hep |

Follow these steps to configure Port Mirror:

1) In the Destination Port section, specify a monitoring port for the mirror session, and click

Apply.

2) In the Source Port section, select one or multiple monitored ports for configuration. Then

set the parameters and click Apply to make the settings effective.
UNIT:1/LAGS: Click 1 to select physical ports. Click LAGS to select LAGs.

Ingress: With this option enabled, the packets received by the monitored port will be
copied to the monitoring port. By default, it is disabled.

Egress: With this option enabled, the packets sent by the monitored port will be copied
to the monitoring port. By default, it is disabled.
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e The member port of an LAG cannot be set as a monitoring port or monitored port.

. A port cannot be set as the monitoring port and monitored port at the same time.

3.2 Using the CLI

Follow these steps to configure Port Mirror.

Step 1

Step 2

Step 3

Step 4

Step 5

configure

Enter global configuration mode.

monitor session session_num destination interface { fastEthernet port | gigabitEthernet
port | ten-gigabitEthernet port }

Enable the port mirror function and set the monitoring port.

session_num: The monitor session number. It can only be specified as 1.

port: The monitoring port number. You can specify only one monitoring port for the mirror
session.

monitor session session_num source interface { fastEthernet port-list | gigabitEthernet
port-list | ten-gigabitEthernet port-list | port-channel port-channel-id } mode

Set the monitored ports.

session_num: The monitor session number. It can only be specified as 1.

port-list: List of monitored port. It is multi-optional.

mode: The monitor mode. There are three options: rx, tx and both:

rx: The incoming packets of the monitored port will be copied to the monitoring port.

tx: The outgoing packets of the monitored port will be copied to the monitoring port.
both: Both of the incoming and outgoing packets on monitored port can be copied to the
monitoring port.

end

Return to privileged EXEC mode.

copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to copy the received and transmitted packets on port 1/0/1,2,3

to port 1/0/10.

Switch#configure

Switch(config)#monitor session 1 destination interface gigabitEthernet 1/0/10

Switch(config)#monitor session 1 source interface gigabitEthernet 1/0/1-3 both

Switch(config)#show monitor session

Monitor Session: 1

Destination Port: Gi1/0/10
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Source Ports(Ingress): Gi1/0/1-3
Source Ports(Egress): Gi1/0/1-3
Switch(config-if)#end

Switch#copy running-config startup-config

Port Mirror Configurations ® 3-4
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4 Port Security Configurations

4.1 Using the GUI

Choose the menu Switching > Port > Port Security to load the following page.

Figure 4-1 Port Security

FPaort Security
UNIT: 1
Select Part Max Learned MAC  Learned Mum Learn Mode Status
O [ ]
] 1101 64 0 Dynamic Disable )
] 1002 64 0 Dynamic Disable
] 1003 64 0 Dynamic Disable
] 1014 64 0 Dynamic Disable
] 1005 64 0 Dynamic Disable
] 10/6 64 0 Dynamic Disable
[ 1017 G4 0 Cynamic Disable
] 1018 64 0 Dynamic Disable
] 11009 64 0 Dynamic Disable
[ 1010 G4 0 Cynamic Disable
] 1011 64 0 Dynamic Disable
] 1012 64 0 Dynamic Disable
1013 64 0 Dynamic Disable
1014 64 0 Dynamic Disable
] 11015 64 0 Dynamic Disable b
[ Apply ] [ Help ]

Follow these steps to configure Port Security:
1)  Select one or multiple ports for security configuration.

2)  Specify the maximum number of the MAC addresses that can be learned on the port, and

then select the learn mode of the MAC addresses.

Max Learned MAC: Specify the maximum number of MAC addresses that can be learned on the
port. When the learned MAC address number reaches the limit, the port will
stop learning. The default value is 64.

Learned Num: Displays the number of MAC addresses that have been learned on the port.
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Learn Mode: Select the learn mode of the MAC addresses on the port. Three modes are
provided:

Dynamic: The switch will delete the MAC addresses that are not used or
updated within the aging time. It is the default setting.

Static: The learned MAC addresses are out of the influence of the aging time
and can only be deleted manually. The learned entries will be cleared after the
switch is rebooted.

Permanent: The learned MAC addresses are out of the influence of the aging
time and can only be deleted manually. The learned entries will be saved even
the switch is rebooted.

3) Select the status of the port security feature.

Status: Select the status of Port Security. Three kinds of status can be selected:

Drop: When the number of learned MAC addresses reaches the limit, the port
will stop learning and discard the packets with the MAC addresses that have
not been learned.

Forward: When the number of learned MAC addresses reaches the limit, the
port will stop learning but send the packets with the MAC addresses that have
not been learned.

Disable: The number limit on the port is not effective, and the switch follows
the original forwarding rules. It is the default setting.

4)  Click Apply to make the settings effective.

. Port Security cannot be enabled on the member port of a LAG, and the port with Port Security enabled
cannot be added to a LAG.

e Onone port, Port Security and 802.1X cannot be enabled at the same time.

4.2 Using the CLI

Follow these steps to configure Port Security:

Step 1 configure

Enter global configuration mode.
Step 2 interface [fastEthernet port | range fastEthernet port-list | gigabitEthernet port | range

gigabitEthernet port-list | ten-gigabitEthernet port | range ten-gigabitEthernet port-list]

Enter interface configuration mode.
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Step 3 mac address-table max-mac-count { [max-number num] [mode { dynamic | static |
permanent } ] [ status { forward | drop | disable } 1}

Enable the port security feature of the port and configure the related parameters.

num: The maximum number of MAC addresses that can be learned on the port. It ranges
from 0 to 64. The default value is 64.

mode: Learn mode of the MAC address. There are three modes:

dynamic: The switch will delete the MAC addresses that are not used or updated within the
aging time.

static: The learned MAC addresses are out of the influence of the aging time and can only be
deleted manually. The learned entries will be cleared after the switch is rebooted.

permanent: The learned MAC address is out of the influence of the aging time and can only
be deleted manually. The learned entries will be saved even the switch is rebooted.

status: Status of port security feature. By default, it is disabled.

drop: When the number of learned MAC addresses reaches the limit, the port will stop
learning and discard the packets with the MAC addresses that have not been learned.

forward: When the number of learned MAC addresses reaches the limit, the port will stop
learning but send the packets with the MAC addresses that have not been learned.

disable: The number limit on the port is not effective, and the switch follows the original
forwarding rules. It is the default setting.

Step 4 end
Return to privileged EXEC mode.

Step 5 copy running-config startup-config

Save the settings in the configuration file.
The following example shows how to set the maximum number of MAC addresses that can be
learned on port 1/0/1 as 30 and configure the mode as permanent and the status as drop:
Switch#configure
Switch(config)#interface gigabitEthernet 1/0/1

Switch(config-if)#mac address-table max-mac-count max-number 30 mode permanent

status drop

Switch(config-if)#show mac address-table max-mac-count interface gigabitEthernet 1/0/1
Port Max-learn Current-learn  Mode Status

Gi1/0/1 30 0 permanent drop

Switch(config-if)#end

Switch#copy running-config startup-config
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5 Port Isolation Configurations

5.1 Using the GUI

Choose the menu Switching > Port > Port Isolation to load the following page.
Figure 5-1 Portlsolation List

Port Isalation List

HIT: 1 LaGs

Fort LAG Forward Paortlist
1101 — 100M-28 LAG1-14 ~
11072 — 100M-28 LAG1-14
11013 — 1/0M1-28 LAG1-14
11014 — 1/0M1-28 LAG1-14
11005 — 100/1-28 LAG1-14
11016 — 1/0M1-28 LAG1-14
1107 — 100M1-28 LAG1-14
11018 — 1/0M1-28 LAG1-14
1/0/4 — 1/0M1-28 LAG1-14

1/0/10 — 1/0M1-28 LAG1-14

110011 — 1/0M1-28 LAG1-14 b

| Edit | [ Help |

The above page displays the port isolation list. Click Edit to configure Port Isolation on the

following page.
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Figure 5-2 Portlsolation
Port Isolation Config

Port:
UHIT: 1 LAGS

I3 (41771 (el Fol 321 M 261 (281 ool 221 2]
L | RN | A | MR Y | KEY K| KT | K11 | PXT PR F7A

| a ] [ clear | | Heip |

Forward Portlist:
UHIT: 1 LAGS

1211 i [ 78] i [521 4id [46i (91 o (221 2~ 8 [25]
MR ] by hg] iy fan ) 28] [

| an | [ clear | [ appy | [ Back |

E nselected Port(s) E Selected Portis) E Mot Available for Selection

Follow these steps to configure Port Isolation:
1) Inthe Port section, select one or multiple ports to be isolated.

2) In the Forward Portlist section, select the forward ports or LAGs which the isolated ports

can only communicate with. It is multi-optional.

3) Click Apply to make the settings effective.

5.2 Using the CLI

Follow these steps to configure Port Isolation:

Step 1 configure

Enter global configuration mode.

Step 2 interface [fastEthernet port | range fastEthernet port-list | gigabitEthernet port | range
gigabitEthernet port-list | ten-gigabitEthernet port | range ten-gigabitEthernet port-list]

Enter interface configuration mode.

Step 3 port isolation { [fa-forward-list fa-forward-list ] [gi-forward-list gi-forward-list] [ ten-gi-
forward-list ten-gi-forward-list ] [ po-forward-list po-forward-list ] }

Specify ports or LAGs to the forward list of the specific port which can only communicate
with the forward ports or LAGs. It is multi-optional.

fa-forward-list/gi-forward-list/ten-gi-forward-list: The list of Ethernet ports.
po-forward-list: The list of LAGs.
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Step 4 end
Return to privileged EXEC mode.

Step 5 copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to add ports 1/0/1-3 and LAG 4 to the forward list of port
1/0/5:

Switch#configure

Switch(config)#interface gigabitEthernet 1/0/5

Switch(config-if)#port isolation gi-forward-list 1/0/1-3 po-forward-list 4
Switch(config-if)#show port isolation interface gigabitEthernet 1/0/5

Port LAG  Forward-List

Gi1/0/5 N/A  Gi1/0/1-3,Po4
Switch(config-if)#end

Switch#copy running-config startup-config

Port Isolation Configurations ® 5-3
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6 Loopback Detection Configurations

6.1 Using the GUI

To avoid broadcast storm, we recommend that you enable storm control before loopback

detection is enabled. For detailed introductions about storm control, refer to Managing QoS.
Choose the menu Switching > Port > Loopback Detection to load the following page.

Figure 6-1 Loopback Detection

Global config
gf:tﬂgfwmmw'“” () Enable ® Disable
Detection Interval: seconds(1-1000)
#mﬁ";’;‘aﬁc Recovery detection times(1-100)
Web Refresh Status: ) Epanle '® Dizable
Web Refresh Interval: Cl seconds(3-100)
Fart Config
UHIT: 1
Select  Por Status Operation mode  Recovery mode Loop status Block status LAG
O v | ¥l | v
O /01 Dizsable Alert Auto - - - ~
1 11062 Disable Alert Auto - - -
O 1003 Dizsable Alert Auto - - -
1 1/0i4 Disable Alert Auto - - -
| 1/0i5 Dizsable Alert Auto - - -
1 11016 Disable Alert Auto - - -
| 107 Dizsable Alert Auto - - -
1 1/0i8 Disable Alert Auto - - -
| 11009 Disable Alert Auto - - -
1 110010 Disable Alert Auto - - -
| 1011 Disable Alert Auto - - -
1 1012 Disable Alert Auto - - -
| 11013 Disable Alert Auto - - -
O o4 Disable Alert Auto -— — - W
[ All l [ Apply ] ’Recoverl [ Help ]

Follow these steps to configure loopback detection:

1) In the Global Config section, enable loopback detection and configure the global

parameters. Then click Apply.
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Loopback Enable loopback detection globally.
Detection Status:

Detection Interval: Set the interval of sending loopback detection packets.

The value ranges from 1 to 1000 seconds and the default value is 30 seconds.

Automatic Set the recovery time globally, after which the blocked port in Auto Recovery
Recovery Time: mode can automatically recover to normal status.

It should be integral times of detection interval. The value ranges from 1-100 and
is 3 by default.

Web Refresh With this option enabled, the switch refreshes the web timely. By default, it is
Status: disabled.

Web Refresh If you enabled web refresh, set the refresh interval between 3 and 100 seconds.
Interval: The default value is 6 seconds.

2) In the Port Config section, select one or multiple ports for configuration. Then set the

parameters and click Apply to make the settings effective.
Status: Enable loopback detection for the port.

Operation Mode: Select the operation mode when a loopback is detected on the port:
Alert: The switch will display alerts. It is the default setting.

Port Based: In addition to displaying alerts, the switch will block the port on
which the loop is detected.

Recovery Mode: If you select Port Based as the operation mode, you also need to configure the
recovery mode for the blocked port:

Auto: The blocked port will automatically recover to normal status after the
automatic recovery time. It is the default setting.

Manual: You need to manually release the blocked port. Click the Recovery
button to release the selected port.

3) View the loopback detection information on this page.
Loop Status: Displays whether a loop is detected on the port.

Block Status: Displays whether the port is blocked.

6.2 Using the CLI

Follow these steps to configure Loopback Detection:

Step 1 configure

Enter global configuration mode.

Step 2 loopback-detection
Enable the loopback detection feature globally. By default, it is disabled.

Loopback Detection Configurations ® 6-2



Step 3

Step 4

Step 5

Step 6

Step 7

Step 9

Step 10
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loopback-detection interval interval-time

Set the interval of sending loopback detection packets which is used to detect the loops in
the network.

interval-time: The interval of sending loopback detection packets. It ranges from 1 to 1000
seconds. By default, the value is 30 seconds.

loopback-detection recovery-time recovery-time

Set the recovery time, after which the blocked port in Auto Recovery mode can automatically
recover to normal status.

recovery-time: It is integral times of detection interval, ranging from 1 to 100. The default
value is 3.

interface [fastEthernet port | range fastEthernet port-list | gigabitEthernet port | range
gigabitEthernet port-list | ten-gigabitEthernet port | range ten-gigabitEthernet port-list]

Enter interface configuration mode.

loopback-detection

Enable loopback detection of the port. By default, it is disabled.

loopback-detection config [ process-mode { alert | port-based } 1[ recovery-mode { auto |
manual }1

Set the process mode when a loopback is detected on the port. There are two modes:
alert: The switch will only display alerts when a loopback is detected. It is the default setting.

port-based: In addition to displaying alerts, the switch will block the port on which the loop
is detected.

Set the recovery mode for the blocked port. There are two modes:

auto: After the recovery time, the blocked port will automatically recover to normal status
and restart to detect loops in the network.

manual: The blocked port can only be released manually. You can use the command
‘loopback-detection recover’ to recover the blocked port to normal status.

end
Return to privileged EXEC mode.

copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to enable loopback detection globally (keeping the default

parameters):

Switch#configure

Switch(config)#loopback-detection

Switch(config)#show loopback-detection global

Loopback detection global status : enable

Loopback detection interval : 30 s
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Loopback detection recovery time : 3 intervals
Switch(config-if)#end

Switch#copy running-config startup-config

The following example shows how to enable loopback detection of port 1/0/3 and set the process

mode as alert and recovery mode as auto:

Switch#configure

Switch(config)#interface gigabitEthernet 1/0/3
Switch(config-if)#loopback-detection

Switch(config-if)#loopback-detection config process-mode alert recovery-mode auto
Switch(config-if)#show loopback-detection interface gigabitEthernet 1/0/3

Port Enable Process Mode  Recovery Mode  Loopback Block LAG

Gi1/0/3 enable alert auto N/A N/A N/A
Switch(config-if)#end

Switch#copy running-config startup-config

Loopback Detection Configurations ® 6-4
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7 Configuration Examples

7.1 Example for Port Mirror

7.1.1  Network Requirements

As shown below, several hosts and a network analyzer are directly connected to the switch. For

to monitor the data packets from the end hosts.

Figure 7-1 Network Topology

network security and troubleshooting, the network manager needs to use the network analyzer
& g Gi1/0/2-5 @

Gi1/0/1 ‘
Switch

Hosts Network Analyzer

7.1.2  Configuration Scheme

To implement this requirement, you can configure port mirror to copy the packets from ports

1/0/2-5 to port 1/0/1. The overview of configuration is as follows:

1)  Specify ports 1/0/2-5 as the source ports, allowing the switch to copy the packets from the

hosts.

2)  Specify port 1/0/1 as the destination port so that the network analyzer can receive mirrored

packets from the hosts.

Exampled with T2600G-28TS, the following sections provide configuration procedure in two

ways: using the GUI and using the CLI.

7.1.3 Using the GUI

1) Choose the menu Switching > Port > Port Mirror to load the following page. It displays the

information of the mirror session.
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Figure 7-2 Mirror Session List

Mirror Session List
Session Destination Mode Source Qperation
Ingress Cnly
1 — Egress Qnly Edit| Clear
Both

2) Click Edit on the above page to load the following page. In the Destination Port section,

select port 1/0/1 as the monitoring port and click Apply.

Figure 7-3 Destination Port Configuration

Destination Port
1101 (Format: 101} Apply

Destination Port:

E
| SRR AN | KRN KR KA RTA| KT P0 | ) R Y

E Selected Paort{s) E Mot Available for Selection

E Unselected Port(s)
In the Source Port section, select ports 1/0/2-5 as the monitored ports, and enable Ingress

and Egress to allow the received and sent packets to be copied to the monitoring port. Then

click Apply.
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Figure 7-4 Source Port Configuration
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| 10Mo Disable Disable -
| 1011 Disable Disable —
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4) Click Save Config to make the settings effective.

7.1.4 Using the CLI

Switch#configure
Switch(config)#monitor session 1 destination interface gigabitEthernet 1/0/1
Switch(config)#monitor session 1 source interface gigabitEthernet 1/0/2-5 both
Switch(config)#end
Switch#copy running-config startup-config
Verify the Configuration
Switch#show monitor session 1
Monitor Session: 1
Destination Port: Gi1/0/1
Source Ports(Ingress): Gi1/0/2-5

Source Ports(Egress):  Gi1/0/2-5

Configuration Examples = 7-3



Managing Physical Interface

7.2 Example for Port Isolation

7.2.1 Network Requirements

As shown below, three hosts and a server are connected to the switch and all belong to VLAN 10.
With the VLAN configuration unchanged, Host A is not allowed to communicate with the other

hosts except the server, even if the MAC address or IP address of Host A is changed.

Figure 7-5 Network Topology

Switch

Gi1/0/1 Gi1/0/4

Host A Host B Host C Server
VLAN 10

7.2.2 Configuration Scheme

You can configure port isolation to implement the requirement. Set 1/0/4 as the only forwarding

port for port 1/0/1, thus forbidding Host A to forward packets to the other hosts.

Exampled with T2600G-28TS, the following sections provide configuration procedure in two

ways: using the GUI and using the CLI.
7.2.3 Using the GUI

1) Choose the menu Switching > Port > Port Isolation to load the following page. It displays

the portisolation list.
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Figure 7-6 Portlsolation List

Paort Isolation List

WHIT: 1 LAGE
Port LAG Forward Portlist
1101 — 10M-28, LAG1-14 L
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10/ — 10M1-28,LAG1-14
107 — 10M-28 LAG1-14
1/0/8 — 10M-28, LAG1-14
110/9 — 10M-28 LAG1-14
1010 — 10M1-28,LAG1-14
1011 — 10M-28,LAG1-14 W

Edit Help

2) Click Edit on the above page to load the following page. Select port 1/0/1 as the isolated port,
and select port 1/0/4 as the forwarding port. Click Apply.

Figure 7-7 PortIsolation Configuration
Port Isolation Config

Port:
HIT: 1 LAGE

(21 Fa T e ol as] (1l e [3el (2o (221 foa] - (] (el
5] e w2

[ an | [ clear | [ Help |

Forward Portlist:
IHIT : 1 LAGE

28
Lra e Lz fe b bl el 7l el fan] [2a] [2g] 27
[ an | [ clear ] -

E Unselected Port(s) E Selected Port(s) E Mot Available for Selection

3) Click Save Config to make the settings effective.
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7.2.4 Using the CLI

Switch#configure

Switch(config)#interface gigabitEthernet 1/0/1
Switch(config-if)#port isolation gi-forward-list 1/0/4
Switch(config-if)#end

Switch#copy running-config startup-config

Verify the Configuration
Switch#show port isolation interface
Port LAG Forward-List
Gi1/0/1 N/A  Gi1/0/4
Gi1/0/2 N/A  Gi1/0/1-28,Po1-14

Gi1/0/3 N/A  Gi1/0/1-28,Po1-14

7.3 Example for Loopback Detection

7.3.1 Network Requirements

As shown below, Switch A is a convergence-layer switch connecting several access-layer switches.
Loops can be easily caused in case of misoperation on the access-layer switches. If there is a loop
on an access-layer switch, broadcast storms will occur on Switch A or even in the entire network,

creating excessive traffic and degrading the network performance.

To reduce the impacts of broadcast storms, users need to detect loops in the network via Switch

A and timely block the port on which a loop is detected.
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Figure 7-8 Network Topology

Switch A

Management Host

3
S Access-layer Switches

7.3.2 Configuration Scheme

Enable loopback detection on ports 1/0/1-3 and configure SNMP to receive the notifications. For
detailed instructions about SNMP, refer to Managing SNMP. Here we introduce how to configure

loopback detection and monitor the detection result on the management interface of the switch.
Exampled with T2600G-28TS, the following sections provide configuration procedure in two

ways: using the GUI and using the CLI.

7.3.3 Using the GUI

1) Choose the menu Switching > Port > Loopback Detection to load the configuration page.

2) In the Global Config section, enable loopback detection and web refresh globally. Keep the

default parameters and click Apply.

Figure 7-9 Global Configuration

Global config
Loopback Detection Y
Status: -/ Disaole
Detection Interval: seconds(1-1000)
Jutomatie Recovery detection times(1-100) Apply
Web Refresh Status: ® Enable | Disanle

Web Refresh Interval; Cl seconds(3-100)

3) In the Port Config section, enable ports 1/0/1-3, select the operation mode as Port based so
that the port will be blocked when a loop is detected, and keep the recovery mode as Auto so

that the port will recover to normal status after the automatic recovery time. Click Apply.
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Figure 7-10 Port Configuration

Port Config
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™ 1/04i5 Disable Alert Auta — — —
] 11006 Dizable Alert Auta - - -
O 1T Dizable Alert Auto - - -
[l 10008 Disable Alert Auto — — —
[l 11009 Disable Alert Auto — — —
[l 1/0M0 Disable Alert Auta — — —
O 1011 Dizable Alert Auta - - -
O 1012 Dizable Alert Auto - - -
[l 1013 Disable Alert Auto — — —
™ 1014 Disable Alert Auto — — — hd
[ All l I[ Apply II [ Recoverl [ Help l

Monitor the detection result on the above page. The Loop status and Block status are

displayed on the right side of ports.

7.3.4 Using the CLI

1)

Enable loopback detection globally and configure the detection interval and recovery time.
Switch#configure

Switch(config)#loopback-detection

Switch(config)#loopback-detection interval 30

Switch(config)#loopback-detection recovery-time 3

Enable loopback detection on ports 1/0/1-3 and set the process mode and recovery mode.
Switch(config)#interface gigabitEthernet 1/0/1

Switch(config-if)#loopback-detection

Switch(config-if)#loopback-detection config process-mode port-based recovery-mode auto
Switch(config-if)#exit

Switch(config)#interface gigabitEthernet 1/0/2

Switch(config-if)#loopback-detection

Switch(config-if)#loopback-detection config process-mode port-based recovery-mode auto
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Switch(config-if)#exit

Switch(config)#interface gigabitEthernet 1/0/3

Switch(config-if)#loopback-detection

Switch(config-if)#loopback-detection config process-mode port-based recovery-mode auto
Switch(config-if)#end

Switch#copy running-config startup-config

Verify the Configuration
Verify the global configuration:
Switch#show loopback-detection global
Loopback detection global status : disable
Loopback detection interval :30s

Loopback detection recovery time : 3 intervals

Verify the loopback detection configuration on ports:
Switch#show loopback-detection interface

Port Enable Process Mode Recovery Mode Loopback Block LAG

Gi1/0/1 enable port-based auto N/A N/A N/A
Gi1/0/2 enable port-based auto N/A N/A  N/A
Gi1/0/3 enable port-based auto N/A N/A N/A
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Default settings of Switching are listed in th following tables.

Table 8-1 Configurations for Ports

Parameter

Port Config

Type

Status

Speed

Duplex

Flow Control

Jumbo

Port Mirror

Ingress

Egress

Port Security

Max Learned MAC

Learned Num

Learned Mode

Status

Loopback Detection

Loopback Detection Status

Detection Interval

Automatic Recovery Time

Web Refresh Status

Web Refresh Interval

Port Status

Defualt Setting

Copper

Enable

Auto

Auto

Disable

Disable

Disable

Disable

64

Dynamic

Disable

Disable

30 seconds

3 detection times

Disable

6 seconds

Disable
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Parameter Defualt Setting
Operation mode Alert
Recovery mode Auto
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