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FCC STATEMENT

FS

This equipment has been tested and found to comply with the limits for a Class B digital device,
pursuant to part 15 of the FCC Rules. These limits are designed to provide reasonable protection
against harmful interference in a residential installation. This equipment generates, uses and can
radiate radio frequency energy and, if not installed and used in accordance with the instructions,
may cause harmful interference to radio communications. However, there is no guarantee that
interference will not occur in a particular installation. If this equipment does cause harmful
interference to radio or television reception, which can be determined by turning the equipment off
and on, the user is encouraged to try to correct the interference by one or more of the following

measures:
e Reorient or relocate the receiving antenna.
¢ Increase the separation between the equipment and receiver.

e Connect the equipment into an outlet on a circuit different from that to which the receiver is
connected.

e Consult the dealer or an experienced radio/ TV technician for help.

This device complies with part 15 of the FCC Rules. Operation is subject to the following two

conditions:
1) This device may not cause harmful interference.

2) This device must accept any interference received, including interference that may cause
undesired operation.

Any changes or modifications not expressly approved by the party responsible for compliance

could void the user’s authority to operate the equipment.

Note: The manufacturer is not responsible for any radio or TV interference caused by
unauthorized modifications to this equipment. Such modifications could void the user’s authority

to operate the equipment.

FCC RF Radiation Exposure Statement:

This equipment complies with FCC RF radiation exposure limits set forth for an uncontrolled
environment. This device and its antenna must not be co-located or operating in conjunction with

any other antenna or transmitter.

“To comply with FCC RF exposure compliance requirements, this grant is applicable to only

Mobile Configurations. The antennas used for this transmitter must be installed to provide a



separation distance of at least 20 cm from all persons and must not be co-located or operating in

conjunction with any other antenna or transmitter.”

CE Mark Warning

C€1588

This is a Class B product. In a domestic environment, this product may cause radio interference,
in which case the user may be required to take adequate measures.

RF Exposure Information

This device meets the EU requirements (1999/519/EC) on the limitation of exposure of the

general public to electromagnetic fields by way of health protection.

The device complies with RF specifications when the device used at 20 cm from your body.

National Restrictions

This device is intended for home and office use in all EU countries (and other countries following

the EU directive 1999/5/EC) without any limitation except for the countries mentioned below:

Country Restriction Reason/remark
Belarus Not implemented
Norway Implemented This subsection does not apply for the geographical area within

a radius of 20 km from the centre of Ny-Alesund on Svalbard.

Italy Implemented The public use is subject to general authorisation by the
respective service provider.

Russian Limited 1. SRD with FHSS modulation

Federation implementation 1.1. Maximum 2.5 mW e.i.r.p.

1.2. Maximum 100 mW e.ir.p. Permitted for use SRD for
outdoor applications without restriction on installation height
only for purposes of gathering telemetry information for
automated monitoring and resources accounting systems.
Permitted to use SRD for other purposes for outdoor
applications only when the installation height is not exceeding
10 m above the ground surface.

1.3.Maximum 100 mW e.i.r.p. Indoor applications.

2. SRD with DSSS and other than FHSS wideband
modulation

2.1. Maximum mean e.i.r.p. density is 2 mW/MHz. Maximum
100 mW e.i.r.p.

2.2. Maximum mean e.i.r.p. density is 20 mW/MHz. Maximum




100 mW e.irp. It is permitted to use SRD for outdoor
applications only for purposes of gathering telemetry
information for automated monitoring and resources accounting
systems or security systems.

2.3. Maximum mean e.i.r.p. density is 10 mW/MHz. Maximum
100 mW e.i.r.p. Indoor applications.

Ukraine Limited e.i.r.p. <100 mW with built-in antenna with amplification factor
implementation up to 6 dBi.

ATTENTION: Due to EU law, the country settings must be identical to the country where the
device is operating (important due to non-harmonised frequencies in the EU).

Canadian Compliance Statement

This device complies with Industry Canada license-exempt RSSs. Operation is subject to the
following two conditions:

1) This device may not cause interference, and

2) This device must accept any interference, including interference that may cause undesired
operation of the device.

Le présent appareil est conforme aux CNR d’Industrie Canada applicables aux appareils radio

exempts de licence. L'exploitation est autorisée aux deux conditions suivantes :

1) [l'appareil ne doit pas produire de brouillage;

2) I'utilisateur de l'appareil doit accepter tout brouillage radioélectrique subi, meme si le
brouillage est susceptible d’en compromettre le fonctionnement.

Radiation Exposure Statement:

This equipment complies with IC radiation exposure limits set forth for an uncontrolled environment. This

equipment should be installed and operated with minimum distance 20cm between the radiator & your body.

Déclaration d'exposition aux radiations:

Cet équipement est conforme aux limites d'exposition aux rayonnements IC établies pour un environnement non
controlé. Cet équipement doit étre installé et utilisé avec un minimum de 20 cm de distance entre la source de

rayonnement et votre corps.

Industry Canada Statement

CAN ICES-3 (B)/NMB-3(B)



Korea Warning Statements

Fall FAEAHE 8T A2l TheAel =

NCC Notice

HE!

i AT 2 o i S R B

BTk RBAGERE SR ARTI R GHEN, AEEE T, AR RSk A B S R
ey IR Th 2 i 5 Rkt 2 R PR BT e

B0 RThRGSHERE 2 AR E R L e L THEERIEAT, CRIGTHER
g, JESLEIME I, 6050 2 M0 T4 5 15 AR 1 A MEA&LE,EW@FﬁﬁW¥Zﬁﬁ%EO
RTINS SAEE T B2 Al E B T3 . R DL B ] i A 1k S e i 2 T4

W PGS, S

BSMI Notice

LA ST I

o GE P DR ARE R A A A A R TR AR v B A R R A A

o THIEBAE R ATEECK I EIRAR . SRS . SR SR A AT TR

o VERDIE, SR KA R SR B AN A

o EFEELG D A, DARECRAS 2 S IR T SENG T IR AL, SRS ERE AR .
o EHZDREASEE W ETSOR SR AR DT . BRARA IEW REE, SR AT AR E
o HAAERBATHNR, ANEEHBATMEEAE S, SHREREIEN LT IA T,

©

MpoaykT ceptucpikoBaHo 3rigHo ¢ npasunamu cuctemmn YKpCEINPO Ha BignosigHiCTb BUMOram
HOPMaTMBHMX [OOKYMEHTIB Ta BUMOram, Lo nepegbayeHi YMHHUMK 3aKOHOOABYMMM aKTamu

YkpaiHu.

EAL



Safety Information

*  When product has power button, the power button is one of the way to shut off the product;
when there is no power button, the only way to completely shut off power is to disconnect the
product or the power adapter from the power source.

* Don’t disassemble the product, or make repairs yourself. You run the risk of electric shock
and voiding the limited warranty. If you need service, please contact us.

¢ Avoid water and wet locations.

This product can be used in the following countries:
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Explanation of the symbols on the product label

Symbol Explanation
— DC voltage

RECYCLING

This product bears the selective sorting symbol for Waste electrical and electronic
equipment (WEEE). This means that this product must be handled pursuant to
g European directive 2012/19/EU in order to be recycled or dismantled to minimize
I

its impact on the environment.

User has the choice to give his product to a competent recycling organization or to

the retailer when he buys a new electrical or electronic equipment.



I I -LI N K TP-LINK TECHNOLOGIES CO., LTD

DECLARATION OF CONFORMITY

For the following equipment:

Product Description: 300Mbps Wi-Fi Pocket Router/AP/TV Adapter/Repeater
Model No.: TL-WR810N

Trademark: TP-LINK

We declare under our own responsibility that the above products satisfy all the technical
regulations applicable to the product within the scope of Council Directives:

Directives 1999/5/EC, Directives 2004/108/EC, Directives 2006/95/EC, Directives 1999/519/EC,
Directives 2011/65/EU

The above product is in conformity with the following standards or other normative documents
EN 300 328 V1.8.1

EN 301 489-1 V1.9.2 & EN 301 489-17 V2.2.1

EN 55022: 2010 + AC: 2011

EN 55024: 2010

EN 60950-1: 2006 + A11: 2009 + Al: 2010 + A12: 2011 +A2: 2013

EN 50385: 2002

The product carries the CE Mark:

C€1588

Person responsible for making this declaration:

Yang Hongliang

Product Manager of International Business

Date of issue: 2016.01.01

TP-LINK TECHNOLOGIES CO., LTD.

Building 24 (floors 1, 3, 4, 5), and 28 (floors 1-4) Central Science and Technology Park,
Shennan Rd, Nanshan, Shenzhen, China
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QIVIRCHNE 300Mbps WiFi Pocket Router/AP/TV Adapter/Repeater

Package Contents

The following items should be found in your package:

» One TL-WR810N 300Mbps Wi-Fi Pocket Router/AP/TV Adapter/Repeater
» Quick Installation Guide

» One RJ-45 Ethernet Cable

& Note:

Make sure that the package contains the above items. If any of the listed items is damaged or
missing, please contact with your distributor. The provided power plug may differ from the picture due

to different regional power specifications. Here we take the EU version as an example.
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Chapter 1. Introduction

1.1 Overview of the Router

Small enough to fit in the average pocket, the TL-WR810N 300Mbps Wi-Fi Pocket Router/AP/TV
Adapter/Repeater is uniquely suited to provide robust wireless networking to travelers, students,
or anyone else for work or play.

Incredible Speed

TL-WR810N supports the newest 802.11n standards, and provides backward compatibility with
older 802.11b/g standards as well. The up-to-150Mbps wireless speed makes it ideal for handling
multiple data streams at the same time, which ensures your network stable and smooth.

Multiple Operation Modes

The TL-WR810N 300Mbps Wi-Fi Pocket Router/AP/TV Adapter/Repeater supports five operation
modes. Standard Wireless Router mode creates an instant private wireless network and share
Internet to multiple Wi-Fi devices, which is suitable for most hotel and home network. Access Point
mode creates a wireless network for Wi-Fi devices. The wireless devices are exposed to the wired
network. Repeater mode extends your home wireless range by copying the same wireless name and
password. Client mode works as a wireless adapter for any Ethernet-enabled devices, such as Smart
TV, Game Console and PC.

Reliable Security Protections

With multiple protection measures, including SSID broadcast control and wireless LAN
64/128/152-bit WEP encryption, Wi-Fi protected Access (WPA2-PSK, WPA-PSK), as well as
advanced Firewall protections, the TL-WR810N 300Mbps Wi-Fi Pocket Router/AP/TV

Adapter/Repeater provides complete data privacy.

Flexible Access Control

The TL-WR810N 300Mbps Wi-Fi Pocket Router/AP/TV Adapter/Repeater supports Virtual Server
and DMZ host for Port Triggering, and then the network administrators can manage and monitor the

network in real time with the remote management function.

Since the Router is compatible with virtually all the major operating systems, it is very easy to
manage. Quick Setup Wizard is supported and detailed instructions are provided step by step in
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this user guide. Before installing the Router, please look through this guide to know all the

Router’s functions.

1.2 Conventions

The Router or TL-WR810N mentioned in this guide stands for TL-WR810N 300Mbps Wi-Fi Pocket
Router/AP/TV Adapter/Repeater without any explanation.

Parameters provided in the pictures are just references for setting up the product, which may
differ from the actual situation.

You can set the parameters according to your demand.

1.3 Main Features

A\

Portable design, ideal for travel and home use

> Built-in power supply design without external power adapter

> Support Standard Wireless Router, Access Point, Repeater, Client modes
» USB port supports charging for smart phone and tablet

> USB port supports storage sharing, media server function

>  Pre-encryption prevents unauthorized access from users outside of the network

1.4 Panel Layout

Router/AP

Repeater Operation Mode
Client SWItCh
—
—
usB
WPS/Reset
LAN/WAN
LAN LED

Figure 1-1 TL-WR810N sketch
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LED

Status Indication

Solid The device is working properly.

Condition 1: System is booting.
Blinking Condition 2: The Ethernet Cable or USB Device is
connecting to the product.

Table 1-1 The LED Description

USB: Connects a USB storage device for sharing or connects a mobile device to charge.

WPS/Reset: Press this button to connect devices via the WPS (Wireless Protected Setup)
method. Press and hold for 5 seconds to restore the router to its factory default settings.

Refer to the FAQ section for instruction.

LAN/WAN: Functions as the LAN port in Access Point, Repeater and Client mode. Functions
as the WAN port in Standard Wireless Router mode.

LAN: Connects an Ethernet-enabled device to the local network.

Operation Mode Switch: Select your Internet mode.
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Chapter 2. Connecting the Router

2.1 System Requirements

»> Each PC in the LAN needs a working Ethernet Adapter
»  TCPI/IP protocol must be installed on each PC
>  Web browser, such as Microsoft Internet Explorer 5.0 or later, Mozilla Firefox, Apple Safari

> If the device is configured to Wireless Router/Access Point mode, you also need Broadband
Internet Access Service (DSL/Cable/Ethernet)

> One DSL/Cable Modem that has an RJ45 connector (which is not necessary if the Router is

connected directly to the Ethernet.)

2.2 Installation Environment Requirements

>  Place the Router in a well-ventilated place far from any heater or heating vent

> Place the Router in a location where it can be connected to the various devices as well as to

a power source
» Avoid direct irradiation of any strong light (such as sunlight)
> Keep at least 2 inches (5 cm) of clear space around the Router
>  Operating Temperature: 0°C ~ 40°C (32°F ~104°F )
»  Operating Humidity: 10%~90%RH, Non-condensing

2.3 Connecting the Router

Before installing the Router, please make sure your broadband service provided by your ISP is
available. If there is any problem, please contact with your ISP. To connect the router, locate an
optimum location for the Router. The best place is usually at the center of your wireless network.

The place must accord with the Installation Environment Requirements.

After finishing the steps above, please choose the operation mode you need and carry out the
corresponding steps. There are four operation modes supported by this router: Standard

Wireless Router, Access Point, Repeater, and Client.
2.3.1 Standard Wireless Router Mode

Create an instant private wireless network and share Internet to multiple Wi-Fi devices. This mode
is suitable for hotel rooms and home networks. (Note: if the hotel’s Internet has an authentication

process, you will need to authenticate only once and only on one device.)
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L Internet

TL-WR810N's j
N — Wi-Fi Name: =
( «C B TP-LINK_X XXX : ]

LANAWAN &
L= 1 LAN

Figure 2-1 Hardware Installation of the TL-WR810N in Standard Wireless Router Mode
1. Setthe Operation Mode Switch to Router/AP.
2. Power off your Cable/DSL Modem.
3.  Connect the LAN/WAN port of TL-WR810N to the LAN Port on the DSL/Cable Modem.
4. Connect the WAN port on the DSL/Cable Modem to the wired Internet.

5. Plug the power plug of TL-WR810N in electrical wall socket. The Router will start to work
automatically.

6. Power on the DSL/Cable Modem.

7. Connect your device to the router wirelessly or via an Ethernet cable. The Wi-Fi network
name and password are on the router’s label.

2.3.2 Access Point Mode

Create a wireless network from an Ethernet connection. This mode is suitable for dorm rooms or

homes where there's already a wired router but you need a wireless hotspot. (Note: if the hotel's

Internet has an authentication process, you will need to authenticate it on EACH device.)

TL-WR810N’s

Wi-Fi Name: |
TP-LINK_X X X X -
AN

Wired Router

Figure 2-2 Hardware Installation of the TL-WR810N in Access Point Mode
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1. Setthe Operation Mode Switch to Router/AP.

2. Connect the LAN port of TL-WR810N to the LAN Port on the DSL/Cable Modem.

3. Plug the power plug of TL-WR810N in electrical wall socket. The Router will start to work

automatically.

4. Connect your device to the router wirelessly. The Wi-Fi network name and password are on

the router’s label.

2.3.3 Repeater Mode

Repeat signal from an existing wireless network. This mode is suitable to extend wireless
coverage, reaching devices that were previously too far from your primary router to maintain a
stable wireless connection. The repeated signal will display the same network name and

password as your existing wireless network.

( Internet .

Main network (@~ N The main AP's
S d Wi-Fi Name

anar
Figure 2-3 Hardware Installation of the TL-WR810N in Repeater Mode
1. Setthe Operation Mode Switch to Repeater.
2. Plug the router into an electrical outlet within the signal range of your main AP.
3. Connect your device to the router wirelessly. The Wi-Fi network name and password are on

the router’s label.

&= Note:
It is recommended that you connect a PC/notebook to the LAN port of the Router with an Ethernet

cable, and then login the Router from the PC/notebook to set the Router in Repeater mode.
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2.3.4 Client Mode

In this mode, this device can be connected to another device via Ethernet cable and act as an
adapter to grant your wired devices access to a wireless network, especially for a Smart TV,

Media Player, or Game console only with an Ethernet port.

Internet ! Other |

— Device
27N l)\"——
The main AP’'s _ L — o
Wi-Fi Name ‘7C w
\ —
‘ kl""‘-l U4 or

M LAN

Main AP

Figure 2-4 Hardware Installation of the TL-WR810N in Client Mode
1. Setthe Operation Mode Switch to Client.
2. Plug the router into an electrical outlet within the signal range of your main AP.

3. Connect your device to the router wirelessly or via an Ethernet cable. The Wi-Fi network

name and password are on the router’s label.
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Chapter 3. Quick Installation Guide

This chapter will show you how to configure the basic functions of your TL-WR810N 300Mbps
Wi-Fi Pocket Router/AP/TV Adapter/Repeater using Quick Setup within minutes.

3.1 TCP/IP Configuration

The default domain name of the TL-WR810N 300Mbps Wi-Fi Pocket Router/AP/TV
Adapter/Repeater is http://tplinkwifi.net, the default IP address is 192.168.0.254, and the default
Subnet Mask is 255.255.255.0. These values can be changed as you desire. In this guide, we use

all the default values for description.

Connect the local PC to the LAN port of the Router. And then you can configure the IP address for

your PC as the following steps:

1) Set up the TCP/IP Protocol in "Obtain an IP address automatically” mode on your PC. If
you need instructions as to how to do this, please refer to Appendix B: Configuring the PC.

2) Then the built-in DHCP server will assign IP address for the PC.
Then connect to the Router through wireless connection following the steps below:

1)  Click the icon H at the bottom of your desktop. Click refresh button, and then select the
default SSID of the Router. Click Connect.

MetworkProfile~ e T
B19DDE_ZLP M
887747 M
5CDT1E M
Infra_KeyTest _I.q_'ﬂ_ ]
TP-LINK_Networkl M

| Connect autornatically
TP-LINK_1BOF28 M
TPLINK_030407 )
TP-LINK_5CDT1E AL
AutoTest e

Open Metwork and Sharing Center
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2)  Enter the Security key. Click OK.

@ Connect to a Network @

Type the network security key

Security key:  ssssssssss

3) If you can see Connected after the default SSID, you've successfully connected to the
wireless network.

Dial-up and VPN ¥ I
Wireless Metwork Connection & “~ N
TP-LINK Networkl  Connected i
MetworkProfile~ ::1 [l ]
B19DDE_ZLP A L
8STIAT M
1BOF28 M
Infra_KeyTest -.lﬂﬂ
TP-LINK_1BOF28 M
TP-LINK_B19DDE_ZLP M
TP-LINK_8877A7 o
Open Metwork and Sharing Center

1012 AM | |
32972011

=y il |I*- il |'.,}

& Note:

1. The default SSID and Password of your Router are on the label. Both are case-sensitive.
2. The pre-encryption function is enabled by default and the default Network key/Security key
is the Password on the label.

Now, you can run the Ping command in the command prompt to verify the network connection

between your PC and the Router. The following example is in Windows XP.
Open a command prompt, and type ping 192.168.0.254, and then press Enter.

> If the result displayed is similar to the Figure 3-1, it means the connection between your PC
and the Router has been established well.

-10 -
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AWINDOWSAsystem 3 2'cmd. exe

Microszoft Windows HP [Uersion 5.1.26001
(C> Copyright 1985-2801 Microsoft Corp.

C:~Documents and Settings“English>Ping 192.168.08.25%4
Pinging 192.168.8.25%4 with 32 bytes of data:

Reply from 192.168.08.254: bytes=32 time<{ims TTL=b4
Reply from 192.168_8_254: bytes=32 time<ims TTL=64
Reply from 192.168.8.254: hytes=32 time<{ims TTL=b4
Reply from 192.168.8.254: bytes=32 time<{ims TTL=0b4

Ping statistics for 192.168.0.254:

Packetz: Sent = 4. Received = 4, Lost = @ (B loss>.
Approximate round trip times in milli-seconds:

Minimum = Bms,. Maximum = Bms,. Average = @mns

IC=“Documentz and Settings“~English>_

Figure 3-1 Success result of Ping command

» If the result displayed is similar to the Figure 3-2, it means the connection between your PC
and the Router has failed.

WINDOWS\system32Ycmd. exe

Microsoft Windows HP [Uersion 5.1.26001]
(C> Copyright 1985-28P01 Microsoft Corp.

C:~Documents and Settings“~English>ping 192.168.08_.25%4
Pinging 192.168.08.25%4 uwith 32 bytes of data:

Request timed out.

Request timed out.

timed out.
timed out.

Ping statistics for 192.168.0.254:
Packetz: Sent = 4. Received = B, Lost = 4 (188:x loss).

C:~Documents and Settings“English>

Figure 3-2 Failure result of Ping command
Please check the connection following these steps:

1. Is the connection between your PC and the Router correct?

2. Is the TCP/IP configuration for your PC correct?

& Note:

If the Router's IP address is 192.168.0.254, your PC's IP address must be within the range of
192.168.0.1 ~ 192.168.0.253.

3.2 Quick Installation Guide

With a Web-based utility, it is easy to configure and manage the TL-WR810N 300Mbps Wi-Fi
Pocket Router/AP/TV Adapter/Repeater. The Web-based utility can be used on any Windows,

-11 -
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Macintosh or UNIX OS with a Web browser, such as Microsoft Internet Explorer, Mozilla Firefox or

Apple Safari.

1. To access the configuration utility, open a web-browser and type in the default address
http://tplinkwifi.net in the address field of the browser.

After a moment, a login window will appear, similar to the Figure 3-3. Enter admin for the
User Name and Password, both in lower case letters. Then click the Login button or press

the Enter key.

2 admin

| ; asee ‘

| togin

Figure 3-3 Login Windows

& Note:

If the above screen does not pop-up, it means that your Web-browser has been set to a proxy. Go
to Tools menu > Internet Options > Connections > LAN Settings, in the screen that appears,
cancel the Using Proxy checkbox, and click OK to finish it.

2. After a successful login, you can click the Quick Setup menu to quickly configure your

Router.
Quick Setup
Run the Quick Setup to manually configure your internet connection and wireless settings.
To continue, please click the Next button.
To exit, please click the Exit button.
Exit MNext
Figure 3-4 Quick Setup
& Note:

The Router supports four working modes for multi-user to access the Internet: Standard Wireless
Router, Access Point, Repeater, and Client. In Standard Wireless Router mode, the device
enables multiple users to share the Internet connection via ADSL/Cable Modem. In Access Point
mode, this device can be connected to a wired network and transform the wired access into
wireless that multiple devices can share together. In Repeater mode, the device will relay data to
an associated main AP. In Client mode, the device will act as a wireless station to enable wired

-12 -
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host(s) to access AP. You can configure your device quickly by the following steps in different
modes.

3.2.1 Standard Wireless Router Mode
When you set the operation mode switch to Router/AP, take the following steps:
1. Select Standard Wireless Router mode and click Next.

2. WAN Connection Type page will appear as shown in Figure 3-5.

The Quick Setup is preparing to set up your internet connection, please choose one type below according to your ISP,
The detailed description will be displayed after you choose the corresponding type.
() Auto-Detect

(") Dynamic IP {Most Common Cases)
() StaticIP

(") PPPoE/Russian PPPoE

() L2TP/Russian L2TP

() PPTP/Russian PPTP

MNote: Forusers in some areas (such as Russia, Ukraine etc.), please contact your ISP to choose connection type manually.

Back MNext

Figure 3-5 Quick Setup - WAN Connection Type

The Router provides Auto-Detect function and supports five popular ways Dynamic IP, Static IP,
PPPoE/Russia PPPoE, L2TP/Russia L2TP and PPTP/Russia PPTP to connect to the Internet.
If you are sure of what kind of connection type your ISP provides, you can select the very type and
click Next to go on configuring. If you are not sure of what kind of connection type your ISP
provides, you can select Auto-Detect and click Next to go on configuring.

&= Note:

Auto-Detect function is not suitable for L2TP/Russia L2TP and PPTP/Russia PPTP, you need to
specify the connection type manually.

If you select Auto-Detect, the Router will automatically detect the connection type your ISP
provides. Make sure the cable is securely plugged into the WAN port before detection. The
appropriate configuration page will be displayed when an active Internet service is successfully
detected by the Router. Then follow the instructions to complete the configuration.

1) If you select Dynamic IP manually, the next screen will appear as shown in Figure 3-6.

> In most cases you don’t need to clone the MAC address if you have rebooted the
modem with the new router, please select No, | do NOT need to clone MAC
address.

» If you can’t get the Internet connection after Quick Setup, please run it again and
select YES, | need to clone MAC address.

Then click Next and Figure 3-11 will appear.

-13-
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Quick Setup - MAC Clone

MAC(Media Access Control) address is a unique identifier that identifies your computer or device in the network. Some of the ISPs may register the MAC address of your
computer which firstly connects to their senvices, and would not allow the Internet connection for any new computer or router TP-LINK router can help you to “clone” or replicate
the registered MAC address of your first computer.

In most ofthe cases, there is no need to clone the MAC address. Butif you can't get the Internet connection after Quick Setup, please run it again and clone the MAC address for
atry.

@ Mo, IdoNOT needto clone MAC address.
) YES,Ineedto clone MAC address

Note: please make sure your current computer is the one initially connected to your modem or ISP's device

Back Next

Figure 3-6 Quick Setup - MAC-Clone

2) If you select Static IP manually, the next screen will appear as shown in Figure 3-7. This
type of connection uses a permanent, fixed (static) IP address that your ISP assigned. In
this type, you should fill in the IP address, Subnet Mask, Default Gateway, and DNS IP
address manually, which are specified by your ISP. Then click Next and proceed to Figure
3-11.

Quick Setup - Static IP

IP Address: 0.0.0.0
Subnet Mask: 0.0.0.0
Default Gateway: 0.0.00
Primary DN S: 0000
Secondary DNS: 0.0.0.0 (Optional)

Back Next

Figure 3-7 Quick Setup - Static IP

3) If you select PPPoE/Russia PPPOE manually, the next screen will appear as shown in
Figure 3-8.

Quick Setup - PPPoE

User Name:
Password:

Confirm Password:

Secondary Connection: (@) Disabled (7) DynamiclP () StaticIP  (For Dual Access/Russia PPPoE)

Back Next

Figure 3-8 Quick Setup - PPPoE

» User Name/Password - Enter the User Name and Password provided by your
ISP. These fields are case sensitive. If you have difficulty with this process, please

contact your ISP.

-14 -
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> Confirm Password - Re-enter the password provided by your ISP to ensure the
Password you entered is correct. If the Password is different from the Confirm
Password, the screen will appear as shown below. Click OK, and re-enter the

Password and Confirm Password.

Nicrosoft Internet Explorer

) The Password is different from the Confirm Fassword!
e )

4) If you select L2TP/Russian L2TP or PPTP/Russian PPTP manually, the next screen will
appear as shown in Figure 3-9 and Figure 3-10.

Quick Setup - L2TP

User Name:
Password:

Confirm Password:

- Dynamic IP 9] StaticIP

Server IP Address/Name:

Back Next

Figure 3-9 Quick Setup - L2TP/Russian L2TP

Quick Setup - PPTP

User Name:

Password:

Confirm Password:

O} Dynamic IP O Static IP

Server IP Address/Name:

Back Mext

Figure 3-10 Quick Setup - PPTP/Russian PPTP

»> User Name/Password - Enter the User Name and Password provided by your ISP.

These fields are case sensitive. If you have difficulty with this process, please contact

your ISP.

»> Dynamic IP/Static IP - Select Static IP if IP address, subnet mask, gateway and DNS
server address have been provided by your ISP. Otherwise, please select Dynamic IP.

-15-
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> Server IP Address/Name - Enter server IP address or domain name provided by your
ISP.

Then, the Wireless page will appear as shown in Figure 3-11. Set the wireless parameters. It
is recommended that you rename an SSID, choose a Security Type and enter a Password.
Then click Next.

Wireless Radio: Enable v
Wireless Network Name: TP-LINK_0919 (Also called the SSID)
Region: United Kingdom W
Warning: Ensure you selecta correct country to conform local law.

Incorrect settings may cause interference

Mode: 11bgn mixed W
Channel Width: Auto W
Channel: Auto v

Wireless Security:
. Disable Security
[C] WPA-PSKIWPAZ-PSK
PSK Password: 12345670
(ou can enter ASCIl characters between & and 63 or Hexadecimal characters between & and 84.)

Mo Change

Back Next

Figure 3-11 Quick Setup - Wireless
> Wireless Radio - Enable or disable the wireless radio choosing from the pull-down list.

> Wireless Network Name - Enter a string of up to 32 characters. The same name of
SSID (Service Set ldentification) must be assigned to all wireless devices in your
network. The default SSID is set to be TP-LINK_XXXX (XXXX indicates the last unique
four numbers of each Router's MAC address). But it is recommended strongly that you
change your networks name (SSID) to a different value. This value is case-sensitive.

For example, TEST is NOT the same as test.

> Region - Select your region from the pull-down list. This field specifies the region where
the wireless function of the Router can be used. It may be illegal to use the wireless
function of the Router in a region other than one of those specified in this field. If your
country or region is not listed, please contact your local government agency for

assistance.
> Mode - This field determines the wireless mode which the Router works on.

» Channel Width - Select any channel width from the drop-down list. The default setting

is automatic, which can adjust the channel width for your clients automatically.

» Channel - This field determines which operating frequency will be used. The default
channel is set to Auto, so the AP will choose the best channel automatically. It is not
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necessary to change the wireless channel unless you notice interference problems with

another nearby access point.

> Disable Security - The wireless security function can be enabled or disabled. If
disabled, the wireless stations will be able to connect the Router without encryption. It is
recommended strongly that you choose one of following options to enable security.

>  WPA-PSK/WPA2-PSK - Select WPA based on pre-shared passphrase.
e PSK Password - You can enter ASCII or Hexadecimal characters.

For ASCII, the key can be made up of any numbers 0 to 9 and any letters A to Z, the
length should be between 8 and 63 characters.

For Hexadecimal, the key can be made up of any numbers 0 to 9 and letters A to F,
the length should be between 8 and 64 characters.

Please also note the key is case sensitive, this means that upper and lower case
keys will affect the outcome. It would also be a good idea to write down the key and
all related wireless security settings.

» No Change - If you chose this option, wireless security configuration will not change!
These settings are only for basic wireless parameters. For advanced settings, please refer to

4.7 Wireless.

4. The Finish page is shown as Figure 3-12. Click the Finish button to make your wireless

configuration take effect and finish the Quick Setup.

Congratulations! This device is now connecting you to the Internet. For detail settings, please click other menus if necessary.

Back Finish

Figure 3-12 Quick Setup - Finish
3.2.2 Access Point Mode
When you set the operation mode switch to Router/AP, take the following steps:

1. Select Access Point mode and click Next.

2. The Wireless Setting page will appear as shown in Figure 3-13.

-17 -
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AP Mode Setting:

Wireless Network Name(SSID): TP-LINK_0919 (also called SSID)

Region: United Kingdom w

Warning: correct country to conform local law.
se s may cause interference.

Channel: Auto v
Wireless Security Mode: WMozt Secure(WPAMWPAZ-PSK | w

Wireless Password: 12345670

Back MNext

>

Figure 3-13 Quick Setup - Wireless Setting

Wireless Network Name - Enter a string of up to 32 characters. The same name of
SSID (Service Set ldentification) must be assigned to all wireless devices in your
network. The default SSID is set to be TP-LINK_XXXX (XXXX indicates the last unique
four numbers of each Router's MAC address). But it is recommended strongly that you
change your networks name (SSID) to a different value. This value is case-sensitive.
For example, TEST is NOT the same as test.

Region - Select your region from the pull-down list. This field specifies the region where
the wireless function of the Router can be used. It may be illegal to use the wireless
function of the Router in a region other than one of those specified in this field. If your
country or region is not listed, please contact your local government agency for
assistance.

Channel - This field determines which operating frequency will be used. The default
channel is set to Auto. It is not necessary to change the wireless channel unless you
notice interference problems with another nearby access point.

Wireless Security Mode - This option should be chosen according to the security
configuration of the AP you want to access. It is recommended that the security type is

the same as your AP’s security type.

Wireless Password - Input the password of your broadcast SSID.

Click the Next button. You will see the Network Setting page as shown in Figure 3-14. You
can configure the IP parameters of LAN on this page.
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Network Setting
Type: Static IP e
Note: The IP parametel nnot be configured if you have chosen Smart IP (DHCP)
(In this situation the device will help you configure the IP parameters automatically
as you need)
IP Address: 192.168.0.254

Subnet Mask: 256285 2650 | v
We recommend you configure this AP with the same IP subnet and subnet
mask, but different IP address from your root AP/Router.

DHCP Server: (@) Disable (7 Enable

Back Next

Figure 3-14 Quick Setup - Network Setting

> Type - Select the LAN IP type of the router or you can set Smart IP as the default
setting for most cases.

> |IP Address - Enter the IP address of your system in dotted-decimal notation (factory
default: 192.168.0.254).

» Subnet Mask - An address code that determines the size of the network. Normally
255.255.255.0 is used as the subnet mask.

»> DHCP Server - Enable or Disable the server. If you disable the Server, you must have
another DHCP server within your network or else you must configure the IP address of

the computer manually.

& Note:
If you change the IP address, you must use the new IP address to login the system.

4. Click the Next button. You will see the Finish page as shown in Figure 3-15. Click the Reboot
button to finish the Quick Setup.

Congratulations! This device is now connecting you to the Internet. For detail settings, please click other menus if necessary.

The change of working mode config will not take effect until this device reboot

Back Reboot

Figure 3-15 Quick Setup - Finish
3.2.3 Repeater Mode

When you set the operation mode switch to Repeater, take the following steps:

1. Click Next, and then Wireless Repeater page will appear as shown in Figure 3-16.
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Repeater Mode Setting:

Wireless Name of Root AP: (also called SSID)
MAC Address of Root AP:

Region:
Warning:

WDS Mode: ~

Wireless Security Mode: Most Secure(WPA,

All security settings, for example the wireless password should match the Root AP
Wireless Password:

the len:

Back Next

Figure 3-16 Quick Setup — Wireless Setting
> Wireless Name of Root AP - The SSID of AP that you want to access.
> MAC Address of Root AP - The MAC address of AP that you want to access.
»  Survey - Click this button, you can search the AP which runs in the environment.

> Region - Select your region from the pull-down list. This field specifies the region where
the wireless function of the Router can be used. It may be illegal to use the wireless
function of the Router in a region other than one of those specified in this field. If your
country or region is not listed, please contact your local government agency for

assistance.

> WDS Mode - This field determines which WDS Mode will be used. It is not necessary to
change the WDS Mode unless you notice network communication problems with root
AP. If you select Auto, then Router will choose the appropriate WDS Mode
automatically.

> Wireless Security Mode - This option should be chosen according to the security
configuration of the AP you want to access. It is recommended that the security type is

the same as your AP’s security type.

> Wireless Password - If the AP your router is going to connect need password, you
need to fill the password in this blank.

Click Survey button on the Wireless page as shown in Figure 3-16, and then AP List page will
appear as shown in Figure 3-17. Find the SSID of the Access Point you want to access, and
click Connect in the corresponding row. For example, the third item is selected. The target
network’s SSID will be automatically filled into the corresponding box which is shown as the
Figure 3-16.
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AP List

AP Count: 16

ID |BSSID SSID Signal Channel Security Choose

1 |6C-EB-73-CA-EE-G8 68 dB 4 Maone Connect

2 |94-0C-6D-2F-3C-BE ITP-LIMK_Metwark 47dB 4 PAZ-PEK MQ
3 |84-1B-5E-D7-64-F2 TP-LIMNK_4234CC 31dB 1 PAZ-PSK IConnect

4 |4C-B0-DE-32-63-8C ITP-LIMK_18F710 30dB 11 PAZ-PSK IConnect

5 |6C-E8-T3-CA-EE-BA ITP-LIMNK_DOATE1 27dB 4 Mone IConnect

6 |14-EB-E4-E3-B7-BA ITP-LIMK_TEST 1608 6 PAZ-PSK IConnect

[ Back ][ Refresh]

Figure 3-17 AP List

& Note:
If you know the SSID of the desired AP, you can also input it into the field "SSID" manually.

3. Click the Next button. You will see the Network Setting page as shown in Figure 3-18. You
can configure the IP parameters of LAN on this page.
Type: Smart IP(DHCP) |~
Mote: The IP parameters cannot be configured if you have chosen Smart IP (DHCP)
(In this silua?i-]n the device will help you configure the IP parameters automatically
IP Address: 192.168.0.254
Subnet Mask: 255.255.255.0
We recommend you configure this AP with the same IP subnet and subnet
mask, but different IP address from your root AP/Router.
DHCP Server: @ Disable Enable
Back Mext
Figure 3-18 Quick Setup - Network Setting

> Type - Select the LAN IP type of the router or you can set Smart IP as the default
setting for most cases.

> |IP Address - Enter the IP address of your system in dotted-decimal notation (factory
default: 192.168.0.254).

» Subnet Mask - An address code that determines the size of the network. Normally
255.255.255.0 is used as the subnet mask.

» DHCP Server - Enable or Disable the server. If you disable the Server, you must have
another DHCP server within your network or else you must configure the IP address of
the computer manually.

& Note:

If you change the IP address, you must use the new IP address to login the system.

4.

Click the Next button. You will see the Finish page as shown in Figure 3-19. Click the Finish
button to make your wireless configuration take effect and finish the Quick Setup.

-21 -



QIVIRCHNE 300Mbps WiFi Pocket Router/AP/TV Adapter/Repeater

Congratulations! This device is now connecting you to the Internet. For detail settings, please click other menus if necessary.

Back Finish

Figure 3-19 Quick Setup - Finish
3.2.4 Client Mode

When you set the operation mode switch to Client, take the following steps:

1. The Wireless Setting page will appear as shown in Figure 3-20.

Client Mode Setting:

Wireless Name of Root AP: (also called S3ID)
MAC Address of Root AP:

Region:
Warning: En

untry to conform local law
interference.

PA2-PSK | »

Wireless Security Mode: Most Secure(

Wireless Password:

Back Next

Figure 3-20 Quick Setup - Wireless
> Wireless Name of Root AP - Enter the SSID that you want to access.
> MAC Address of Root AP - Enter the MAC address of AP that you want to access.

> Survey - Click this button, you can survey the AP which runs in the environment.

> Region - Select your region from the pull-down list. This field specifies the region where
the wireless function of the Router can be used. It may be illegal to use the wireless
function of the Router in a region other than one of those specified in this field. If your
country or region is not listed, please contact your local government agency for
assistance.

> Wireless Security Mode - This option should be chosen according to the security
configuration of the AP you want to access. It is recommended that the security type is

the same as your AP’s security type.

» Wireless Password - If the AP your router is going to connect need password, you need
to fill the password in this blank.

2. Click Survey button on the Wireless page as shown in Figure 3-20, and then AP List page will

appear as shown in Figure 3-21. Find the SSID of the Access Point you want to access, and
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click Connect in the corresponding row. For example, the third item is selected. The target

network’s SSID will be automatically filled into the corresponding box which is shown as the
Figure 3-20.

AP List

AP Count: 16

ID |BSSID SSID Signal Channel Security Choose
1 |BC-EB-T3-CA-EE-68 G8dB 4 Mone Connect
2 |94-0C-BD-3F-3C-BE ITP-LIMK_MNetwark 47dB 4 PAZ-PEK Connect
3 |B4-1B-5E-DT-64-F2 TP-LIMNK_4234CC 31dB 1 PAZ-FSK IConnect
4 |4C-B0-DE-32-63-8C TP-LIMK_18F710 30dB 11 PAZ-PEK ICannect
5 |GC-EB-T3-CA-EE-BA ITP-LIMK_DOATE1 27dB 4 Mone IConnect
6 |14-EG-E4-E3-B7-6A ITP-LINK_TEST 1608 6 PAZ-FPEK IConnect

Back ][ Refresh

Figure 3-21 AP List

3. Click the Next button. You will see the Network Setting page as shown in Figure 3-22. You

can configure the IP parameters of LAN on this page.

Type: Smart IP(OHCP) | v

Note: The IP parameters cannot be configured if you have chosen Smart IP (DHCP)
(Inthis situation the device will help you configure the IP parameters automatically
as you need)

IP Address: 192.168.0.254

Subnet Mask: 255.255.255.0

We recommend you configure this AP with the same IP subnet and subnat

mask, but different IP address from your root AP/Router.

DHCP Server: @ Disable Enable

Back Mext

Figure 3-22 Quick Setup - Network Setting

> Type - Select the LAN IP type of the router or you can set Smart IP as the default

setting for most cases.

> |IP Address - Enter the IP address of your system in dotted-decimal notation (factory
default: 192.168.0.254).

» Subnet Mask - An address code that determines the size of the network. Normally
255.255.255.0 is used as the subnet mask.

» DHCP Server - Enable or Disable the server. If you disable the Server, you must have
another DHCP server within your network or else you must configure the IP address of

the computer manually.

& Note:
If you change the IP address, you must use the new IP address to login the system.
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4. Click the Next button. You will then see the Finish page. Click the Finish button to finish the

Quick Setup.

Congratulations! This device is now connecting you to the Internet. For detail settings, please click other menus if necessary.

Back Finish

Figure 3-23 Quick Setup - Finish

& Note:
The operating distance or range of your wireless connection varies significantly based on the

physical placement of the Router. For best results, place your Router.
e Near the center of the area in which your wireless stations will operate.

e In an elevated location such as a high shelf.
e Away from the potential sources of interference, such as PCs, microwaves, and cordless

phones.
e Away from large metal surfaces.
Failure to follow these guidelines can result in significant performance degradation or inability to

wirelessly connect to the Router.
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Chapter 4. Configuration for Standard Wireless Router Mode

This chapter will show each Web page's key functions and the configuration way for Wireless
Router Mode of TL-WR810N.

4.1 Login

After your successful login, you can configure and manage the device. There are main menus on
the left of the web-based utility. Submenus will be available after you click one of the main menus.
On the right, there are the corresponding explanations and instructions.

Status

Quick Setup

WPS

Working Mode
Network

Wireless

DHCP

USB Settings
Forwarding
Security

Parental Control
Access Conirol
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS

System Tools

Logout

Figure 4-1

The detailed explanations for each Web page’s key function are listed below.

4.2 Status

The Status page provides the current status information about the Router on Wireless Router

Mode. All information is read-only.
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Firmware Version:

Hardware Version:

LAN
MAC Address: 00-0A-EB-13-09-12
IP Address: 192.168.0.254
Subnet Mask: 255.255.255.0
Wireless
Wireless Radio: Enable
Name (SSID): TP-LINK_0919
Mode: 11bgn mixed
Channel Width: Automatic
Channel: Auto (Current channel 11}
MAC Address: 00-0A-EB-13-09-19
WAN
MAC Address: 00-0A-EB-13-09-1A
IP Address: 0.0.0.0 Dynamic IP
Subnet Mask: 0.0.0.0
Default Gateway: 0.0.0.0 VAN port is unplugged!
DNS Server: 0.0.0.0,0000
Traffic Statistics
Received Sent
Bytes: 0 0
Packets: 0 0
System Up Time: 0 days 00:02:38 Refresh

Figure 4-2

Firmware Version - The version information of the Router’s firmware.

Hardware Version - The version information of the Router’s hardware.

LAN - This field displays the current settings or information for the LAN, you can configure

them in the Network > LAN page.

e MAC Address - The physical address of the Router, as seen from the LAN.

e |P Address - The LAN IP address of the Router.

e Subnet Mask - The subnet mask associated with LAN IP address.

Wireless - This field displays basic information or status for wireless function, you can
configure them in the Wireless > Wireless Settings page.

e Wireless Radio - Indicates whether the wireless radio feature of the AP is enabled or
disabled.
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Name (SSID) - The SSID of the AP.

Mode - The current wireless mode which the Router works on.
Channel Width - The current wireless channel width in use.
Channel - The current wireless channel in use.

MAC Address - The physical address of the Router, as seen from the WLAN.

» WAN - This field displays the current settings or information for the WAN, you can configure
them in the Network > WAN page.

MAC Address - The physical address of the WAN port, as seen from the Internet.

IP Address - The current WAN (Internet) IP Address. This field will be blank or 0.0.0.0 if the
IP Address is assigned dynamically and there is no connection to the Internet.

Subnet Mask - The subnet mask associated with the WAN IP Address.

Default Gateway - The Gateway currently used by the Router is shown here. When you
use Dynamic IP as the connection Internet type, the Renew button will be displayed here.
Click the Renew Button to obtain new IP parameters dynamically from the ISP. And if you
have got an IP address, Release button will be displayed here. Click the Release button to
release the IP address the Router has obtained from the ISP.

DNS Server - The DNS (Domain Name System) server IP addresses currently used by the
Router.

» Traffic Statistics - The Router’s traffic statistics.

e Received (Bytes) - Traffic that counted in bytes has been received out from the WAN port.

e Received (Packets) - Traffic that counted in packets has been received out from the WAN

port.

e Sent (Bytes) - Traffic that counted in bytes has been sent out from the WAN port.

e Sent (Packets) - Traffic that counted in packets has been sent out from the WAN port.

» System Up Time - The length of the time since the Router was last powered on or reset.

Click the Refresh button to get the latest status and settings of the Router.

4.3 Quick Setup

Please refer to Section 3.2: Quick Installation Guide.

4.4 WPS

WPS (Wi-Fi Protected Setup) can help you to quickly and securely connect to a network. This

section will guide you to add a new wireless device to an existing network quickly by function. The

WPS function is only available when the Operation Mode is set to Access Point. Select menu

“WPS”, you will see the next screen shown in Figure 4-3.
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WPS Status: Enabled | Disable WPS

Current PIN: 12345670 | Restore PIN | | Gen New PIN
[] Disable PIM ofthis device

Add a new device: Add Device

Figure 4-3 WPS
> WPS Status - To enable or disable the WPS function here.

> Current PIN - The current value of the device's PIN is displayed here. The default PIN of the
device can be found in the label or User Guide.

> Restore PIN - Restore the PIN of the device to its default.

» Gen New PIN - Click this button, and then you can get a new random value for the device's

PIN. You can ensure the network security by generating a new PIN.

> Disable PIN of this Device - WPS external registrar of entering the device’s PIN can be
disabled or enabled manually. If the device receives multiple failed attempts to authenticate
an external Registrar, this function will be disabled automatically.

> Add Device - You can add a new device to the existing network manually by clicking this
button.

To add a new device:

If the wireless adapter supports Wi-Fi Protected Setup (WPS), you can establish a wireless
connection between wireless adapter and device using either Push Button Configuration (PBC)
method or PIN method.

& Note:

To build a successful connection by WPS, you should also do the corresponding configuration of

the new device for WPS function meanwhile.

For the configuration of the new device, here takes the Wireless Adapter of our company for
example.

. ByPBC

If the wireless adapter supports Wi-Fi Protected Setup and the Push Button Configuration (PBC)
method, you can add it to the network by PBC with the following two methods.

Method One:

Step 1: Keep the WPS Status as Enabled and click the Add Device button in Figure 4-3, then
the following screen will appear.
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Add A New Device

() Enter the new device's PIN.
PIM:

@) Press the button of the new device in two minutes.

Back Connect

Figure 4-4 Add A New Device

Step 2: Choose “Press the button of the new device in two minutes” and click Connect.

Step 3: For the configuration of the wireless adapter, please choose “Push the button on my
access point or wireless router” in the configuration utility of the WPS as below, and
click Connect.

TP-LINK
The Reliable Choice
= s
= a2 @ £ 2
Status WPS Network Profile Advanced

m This application will guide you through configuring your wireless network.

Please choose a method to join a wireless network:

@ Push the button on my access point or wireless router.
) Enter the PIN of my access point or wireless router.

() Enter the PIN of this device into my access point or wireless router.

| Connect |

The WPS Configuration Screen of Wireless Adapter

Step 4: Wait for a while until the next screen appears. Click OK to complete the WPS
configuration.

Configuring the wireless network.

Successfully connected to the network by WPS!

The WPS Configuration Screen of Wireless Adapter
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Method Two: Enter the PIN into my AP

Step 1: For the configuration of the wireless adapter, please choose “Enter the PIN of this
device into my access point or wireless router” in the configuration utility of the WPS
as below, and click Connect.

o x
The Reliable Choice
TN = L
= o
. d &], = & &
3 E - Lo v
Status WPS Network Profile Advanced
f m m ~ This application will guide you through configuring your wireless network.
Please choose a method to join a wireless network:
~) Push the button on my access point or wireless router.
(©) Enter the PIN of my access point or wireless router.
nterthe PIN of this device into my access point or wireless router.
PIN: | 16952898 %)
Connect

The WPS Configuration Screen of Wireless Adapter

& Note:
In this example, the default PIN code of this adapter is 16952898 as the above figure shown.

Step 2: Keep the WPS Status as Enabled and click the Add Device button in Figure 4-3.

Step 3: Choose “Enter the new device's PIN” and enter the PIN code (take 16952898 for
example) of the wireless adapter in the field after PIN as shown in the figure below.
Then click Connect.

Add A New Device

@) Enter the new device's PIM.
PIN: 16952898
() Press the button of the new device in two minutes.

Back Connect

Figure 4-5 Add A New Device

Method Three: Enter the PIN from my AP

Step 1: Get the Current PIN code of the AP in Figure 4-3 (each AP has its unique PIN code. Here
takes the PIN code 12345670 of this AP for example).

Step 2: For the configuration of the wireless adapter, please choose “Enter the PIN of my
access point or wireless router” in the configuration utility of the WPS as below, and
enter the PIN code of the AP into the field after “Access Point PIN”. Then click Connect.
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v

TP-LINK

The Reliable Choice

B e © £ U

Status WPS Network Profile Advanced

A ‘ This application will guide you through configuring your wireless network.

Please choose a method to join a wireless network:

() Push the button on my access point or wireless router.

© Enter the PIN of my access point or wireless router.

) Enter the PIN of this device into my access point or wireless router

Connect

The WPS Configuration Screen of Wireless Adapter

& Note:

The default PIN code of the AP can be found in its label or the WPS configuration screen.

You will see the Connect successfully screen when the new device has successfully connected
to the network.
& Note:

1) The WPS LED on the AP will light green for five minutes if the device has been successfully
added to the network.

2) The WPS function cannot be configured if the Wireless function of the AP is disabled. Please
make sure the Wireless function is enabled before configuring the WPS.

4.5 Working Mode

Please select one you want. Click Save to save your choice, which is shown as Figure 4-6.

(@ Standard Wireless Router - Enable multiple users to share Internet connection via ADSL/Cable Modem
() Access Point - Transform your existing wired network to a wireless network
Save

Figure 4-6 Working Mode Settings

» Standard Wireless Router - In this mode, the device enables multiple users to share the
Internet connection via ADSL/Cable Modem. The LAN devices share the same IP from ISP
through Wireless port. While connecting to Internet, the LAN/WAN Ethernet port works as a
WAN port at Standard Wireless Router mode.
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> Access Point - In this mode, this device can be connected to a wired network and transform

the wired access into wireless that multiple devices can share together, especially for a home,
office or hotel where only wired network is available.

4.6 Network

Network
-WAN
- MAC Clone

-LAN

Figure 4-7 The Network menu

There are three submenus under the Network menu (shown in Figure 4-7): WAN, MAC Clone
and LAN. Click any of them, and you will be able to configure the corresponding function.

4.6.1 WAN

Choose menu “Network — WAN?”, and then you can configure the IP parameters of the WAN on
the screen below.

1. If your ISP provides the DHCP service, please choose Dynamic IP type, and the Router will
automatically get IP parameters from your ISP. You can see the page as follow (Figure 4-8):

VAN Connection Type: Dynamic IP Y] Detect

IP Address: 192.168.1.104
Subnet Mask: 255.255.2565.0
Default Gateway: 192 168.1.1

Renew Release
MTU Size {in bytes): 1500 (The default is 1500, do not change unless necessary.)
[l Use These DNS Servers
Primary DNS: 192.168.1.1
Secondary DNS: 0.0.0.0 (Optional)

Host Name:

[ GetIP with Unicast DHCP (ltis usually not required.)

Save

Figure 4-8 WAN - Dynamic IP

This page displays the WAN IP parameters assigned dynamically by your ISP, including IP
address, Subnet Mask, Default Gateway, etc. Click the Renew button to renew the IP

parameters from your ISP. Click the Release button to release the IP parameters.
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» MTU Size - The normal MTU (Maximum Transmission Unit) value for most Ethernet
networks is 1500 Bytes. It is not recommended that you change the default MTU Size
unless required by your ISP.

» Use These DNS Servers - If your ISP gives you one or two DNS addresses, select Use
These DNS Servers and enter the primary and secondary addresses into the correct
fields. Otherwise, the DNS servers will be assigned dynamically from your ISP.

& Note:

If you find error when you go to a website after entering the DNS addresses, it is likely that
your DNS servers are set up improperly. You should contact your ISP to get DNS server
addresses.

» Host Name - This option specifies the Host Name of the Router.

» Get IP with Unicast DHCP - A few ISPs' DHCP servers do not support the broadcast
applications. If you cannot get the IP Address normally, you can choose this option. (It is

rarely required.)
Click the Save button to save your settings.

If your ISP provides a static or fixed IP Address, Subnet Mask, Default Gateway and DNS
setting, select Static IP. The Static IP settings page will appear as shown in Figure 4-9.

VVAN Connection Type: Static IP W Detect
IP Address: 0.0.00
Subnet Mask: 0.0.00

Default Gateway: 0.0.00

MTU Size (in bytes): 1500 (The defaultis 1500, do not change unless necessary.)

Primary DNS: 0.0.00
Secondary DNS: 0.0.00 (Optional)

Save

Figure 4-9 WAN - Static IP
> |IP Address - Enter the IP address in dotted-decimal notation provided by your ISP.

» Subnet Mask - Enter the subnet Mask in dotted-decimal notation provided by your ISP,
usually is 255.255.255.0.

> Default Gateway - Enter the gateway IP address in dotted-decimal notation provided by

your ISP.
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> MTU Size - The normal MTU (Maximum Transmission Unit) value for most Ethernet
networks is 1500 Bytes. It is not recommended that you change the default MTU Size
unless required by your ISP.

> Primary/Secondary DNS - (Optional) Enter one or two DNS addresses in
dotted-decimal notation provided by your ISP.

Click the Save button to save your settings.

If your ISP provides a PPPOE connection, select PPPoE/Russia PPPoE option. Then you
should enter the following parameters (Figure 4-10):

VAN Connection Type: PPPoERuUssia FFPoE Detect
PPPOE Connection:
User Name: usermame
Password: s
Confirm Password: ~ sesssess
Secondary Connection: (@) Disabled () DynamiclP () StaticlP  (For Dual Access/Russia PPPoE)
Wan Connection Mode: () Connect on Demand
Wax ldle Time: |15 minutes (0 means remain active at all times.)

(@) Connect Automatically
() Time-based Connecting
Period of Time: from | 0 2|0 (HH:MM) 1o 23 59 (HH:ML)

() Connect Manually

Max Idle Time: |15 minutes (0 means remain active at all times.)
Connect Disconnect Disconnected!
Save Advanced

Figure 4-10 WAN - PPPoE/Russia PPPoE

» User Name/Password - Enter the User Name and Password provided by your ISP.

These fields are case-sensitive.

»> Confirm Password - Enter again the Password provided by your ISP to ensure the

password you entered is correct.

» Secondary Connection - It's available only for PPPoE Connection. If your ISP provides
an extra Connection type such as Dynamic/Static IP to connect to a local area network,
then you can check the radio button of Dynamic/Static IP to activate this secondary

connection.
e Disabled - The Secondary Connection is disabled by default, so there is PPPoE
connection only. This is recommended.

e Dynamic IP - You can check this radio button to use Dynamic IP as the secondary

connection to connect to the local area network provided by ISP.

e Static IP - You can check this radio button to use Static IP as the secondary

connection to connect to the local area network provided by ISP.
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Connect on Demand - In this mode, the Internet connection can be terminated
automatically after a specified inactivity period (Max Idle Time) and be re-established
when you attempt to access the Internet again. If you want your Internet connection
keeps active all the time, please enter “0” in the Max Idle Time field. Otherwise, enter
the number of minutes you want to have elapsed before your Internet access

disconnects.

Connect Automatically - The connection can be re-established automatically when it
was down.

Time-based Connecting - The connection will only be established in the period from the
start time to the end time (both are in HH:MM format).

& Note:

Only when you have configured the system time on “System Tools — Time” page, will the
Time-based Connecting function can take effect.

>

Connect Manually - You can configure the router to make it connect or disconnect
manually. After a specified period of inactivity (Max Idle Time), the router will disconnect
from your Internet connection, and you will not be able to re-establish your connection
automatically as soon as you attempt to access the Internet again. To use this option,
check the radio button. If you want your Internet connection to remain active at all times,
enter "0" in the Max Idle Time field. Otherwise, enter the number of minutes that you

wish to have the Internet connecting last unless a new link is requested.

Click the Connect button to connect immediately. Click the Disconnect button to disconnect

immediately.

Caution: Sometimes the connection cannot be terminated although you specify a time to

Max Idle Time because some applications are visiting the Internet continually in the

background.

If you want to do some advanced configurations, please click the Advanced button, and the

page shown in Figure 4-11 will then appear:
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MTU Size {in bytes): 1480 (The defaultis 1480, do not change unless necessary.)

Service Name:
AC Name:
[ Use IP Address Specified by ISP
ISP Specified IP Address: 0.0.0.0
Detect Online Interval: 0 Seconds (0 ~ 120 seconds, the defaultis 0, 0 means not detecting.)
[] Use The Following DNS Servers
Primary DN 5: 0.0.0.0
Secondary DN S: 0.0.0.0 (Optional)

Save Back

Figure 4-11 WAN - PPPoE Advanced Settings

> MTU Size - The default MTU size is “1480” bytes, which is usually fine. It is not
recommended that you change the default MTU Size unless required by your ISP.

» Service Name/AC Name - The service name and AC (Access Concentrator) name
should not be configured unless you are sure it is necessary for your ISP. In most cases,
leaving these fields blank will work.

> ISP Specified IP Address - If your ISP does not automatically assign IP addresses to
the Router during login, please click “Use IP address specified by ISP” check box and
enter the IP address provided by your ISP in dotted-decimal notation.

> Detect Online Interval - The Router will detect Access Concentrator online at every
interval. The default value is “0”. You can input the value between “0” and “120”. The

value “0” means no detect.

> Primary DNS/Secondary DNS - If your ISP does not automatically assign DNS
addresses to the Router during login, please click “Use the following DNS servers”
check box and enter the IP address in dotted-decimal notation of your ISP’s primary

DNS server. If a secondary DNS server address is available, enter it as well.
Click the Save button to save your settings.

If your ISP provides BigPond Cable connection, please select BigPond Cable option. Then

you should enter the following parameters (Figure 4-12):
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WAN Connection Type: BigPond Cable Y]

User Name:
Password:

Auth Server: Sm-senver

Auth Domain:

MTU Size {in bytes): 1500 (The defaultis 1500, do not change unless necessary.)
Connection Mode: (") Connect on Demand
Max Idle Time: |15 minutes (0 means remain active at all times.)

(@) Connect Automatically

() Connect Manually

Max Idle Time: |15 minutes (0 means remain active at all imes.)
Connect Disconnect Disconnected!
Save

Figure 4-12 WAN - BigPond Cable

User Name/Password - Enter the User Name and Password provided by your ISP.
These fields are case-sensitive.

Auth Server - Enter the authenticating server IP address or host name.
Auth Domain - Type in the domain suffix server name based on your location,

MTU Size - The default MTU size is “1480” bytes, which is usually fine. It is not

recommended that you change the default MTU Size unless required by your ISP.

Connect on Demand - In this mode, the Internet connection can be terminated
automatically after a specified inactivity period (Max Idle Time) and be re-established
when you attempt to access the Internet again. If you want your Internet connection
keeps active all the time, please enter “0” in the Max Idle Time field. Otherwise, enter
the number of minutes you want to have elapsed before your Internet access

disconnects.

Connect Automatically - The connection can be re-established automatically when it
was down.

Connect Manually - You can configure the router to make it connect or disconnect
manually. After a specified period of inactivity (Max Idle Time), the router will disconnect
from your Internet connection, and you will not be able to re-establish your connection
automatically as soon as you attempt to access the Internet again. To use this option,
check the radio button. If you want your Internet connection to remain active at all times,
enter "0" in the Max Idle Time field. Otherwise, enter the number of minutes that you
wish to have the Internet connecting last unless a new link is requested.
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Click the Connect button to connect immediately. Click the Disconnect button to disconnect

immediately.

Caution: Sometimes the connection cannot be terminated although you specify a time to
Max Idle Time because some applications are visiting the Internet continually in the
background.

Click the Save button to save your settings.

If your ISP provides L2TP connection, please select L2TP/Russia L2TP option. Then you
should enter the following parameters (Figure 4-13):

WAN Connection Type: L2TP/Russia L2TP V]

User Name:
Password:

Confirm Password:

username

Connect Disconnect  Disconnected!

(@ DynamicIP  (7) StaticIP
Server IP Address/Name:
IP Address:

Subnet Mask:

0.0.00
0.0.0.0
Gateway: 0.0.00

DHS: 0.0.0.0,0.000

Internet IP Address: 0.0.00
Internet DN S: 0.0.0.0,0.000
MTU Size (in bytes): 1460 (The defaultis 1460, do not change unless necessary.)
Max Idle Time: 15 minutes (0 means remain active at all imes.)

Connection Mode: () Connect on Demand
(@ Connect Automatically

() Connect Manually

Save

Figure 4-13 WAN - L2TP/Russia L2TP

»> User Name/Password - Enter the User Name and Password provided by your ISP.
These fields are case-sensitive.

» Confirm Password - Enter again the Password provided by your ISP to ensure the
password you entered is correct.

> Dynamic IP/ Static IP - Choose either as you are given by your ISP. Click the Connect
button to connect immediately. Click the Disconnect button to disconnect immediately.

» Server IP Address/Name - Enter server IP address or domain name provided by your
ISP.

» IP Address - Enter the IP address used for dial-up. (Only can be configured when Static
IP is selected)

» Subnet Mask - Enter the subnet mask provided by your ISP. (Only can be configured
when Static IP is selected)

-38-



QIVIRCHNE 300Mbps WiFi Pocket Router/AP/TV Adapter/Repeater

Gateway - Enter gateway provided by your ISP. (Only can be configured when Static IP
is selected)

DNS - Enter DNS server provided by your ISP. (Only can be configured when Static IP is
selected)

Internet IP Address - The Internet IP address assigned by L2TP server.
Internet DNS - The Internet DNS server address assigned by L2TP server.

Connect on Demand - You can configure the Router to disconnect from your Internet
connection after a specified period of inactivity (Max Idle Time). If your Internet
connection has been terminated due to inactivity, Connect on Demand enables the
Router to automatically re-establish your connection as soon as you attempt to access
the Internet again. If you wish to activate Connect on Demand, check the radio button.
If you want your Internet connection to remain active at all times, enter 0 in the Max Idle
Time field. Otherwise, enter the number of minutes you want to have elapsed before
your Internet connection terminates.

Connect Automatically - Connect automatically after the Router is disconnected. To

use this option, check the radio button.

Connect Manually - You can configure the Router to make it connect or disconnect
manually. After a specified period of inactivity (Max Idle Time), the Router will
disconnect from your Internet connection, and you will not be able to re-establish your
connection automatically as soon as you attempt to access the Internet again. To use
this option, check the radio button. If you want your Internet connection to remain active
at all times, enter "0" in the Max Idle Time field. Otherwise, enter the number of minutes

that you wish to have the Internet connecting last unless a new link is requested.

Caution: Sometimes the connection cannot be disconnected although you specify a time to

Max Idle Time, because some applications are visiting the Internet continually in the

background.

Click the Connect button to connect immediately.

Click the Disconnect button to disconnect immediately.

Click the Save button to save your settings.

If your ISP provides PPTP connection, please select PPTP/Russia PPTP option. And you

should enter the following parameters (Figure 4-14):
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WAMN Connection Type: PFTP/Russia PFTP ]

User Name: username
Password: | seeeeene
Confirm Password: | seesssen

Connect Disconnect Disconnected!

(@ DynamiclP () StaticIP
Server IP Address/Name:
IP Address: 0.0.0.0
Subnet Mask: 0.0.0.0
Gateway: 0.0.0.0
DNS: 0.0.0.0,0.0.0.0

Internet IP Address: 0.0.0.0
Internet DN S: 0.0.0.0,0.0.0.0

MTU Size (in bytes): 1420 (The default is 1420, do not change unless necessary.)
Max Idle Time: 15 minutes (0 means remain active at all times.)
Connection Mode: (") Connect on Demand

(@ Connect Automatically

() Connect Manually

Save

Figure 4-14 WAN - PPTP/Russia PPTP
User Name/Password - Enter the User Name and Password provided by your ISP.
These fields are case-sensitive.

Confirm Password - Enter again the Password provided by your ISP to ensure the
password you entered is correct.

Dynamic IP/ Static IP - Choose either as you are given by your ISP and enter the ISP’s
IP address or the domain name.

Server IP Address/Name - Enter server IP address or domain name provided by your
ISP.

IP Address - Enter the IP address used for dial-up. (Only can be configured when Static
IP is selected)

Subnet Mask - Enter the subnet mask provided by your ISP. (Only can be configured
when Static IP is selected)

Gateway - Enter gateway provided by your ISP. (Only can be configured when Static IP
is selected)

DNS - Enter DNS server provided by your ISP. (Only can be configured when Static IP is
selected)

Internet IP Address - The Internet IP address assigned by PPTP server.

Internet DNS - The Internet DNS server address assigned by PPTP server.
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» Connect on Demand - You can configure the Router to disconnect from your Internet

connection after a specified period of inactivity (Max Idle Time). If your Internet
connection has been terminated due to inactivity, Connect on Demand enables the
Router to automatically re-establish your connection as soon as you attempt to access
the Internet again. If you wish to activate Connect on Demand, check the radio button.
If you want your Internet connection to remain active at all times, enter “0” in the Max
Idle Time field. Otherwise, enter the number of minutes you want to have elapsed before

your Internet connection terminates.

» Connect Automatically - Connect automatically after the Router is disconnected. To

use this option, check the radio button.

» Connect Manually - You can configure the Router to make it connect or disconnect
manually. After a specified period of inactivity (Max Idle Time), the Router will
disconnect from your Internet connection, and you will not be able to re-establish your
connection automatically as soon as you attempt to access the Internet again. To use
this option, click the radio button. If you want your Internet connection to remain active at
all times, enter "0" in the Max Idle Time field. Otherwise, enter the number in minutes

that you wish to have the Internet connecting last unless a new link is requested.

Caution: Sometimes the connection cannot be disconnected although you specify a time to
Max Idle Time because some applications are visiting the Internet continually in the

background.
Click the Connect button to connect immediately.
Click the Disconnect button to disconnect immediately.

Click the Save button to save your settings.
4.6.2 MAC Clone

Choose menu “Network — MAC Clone”, and then you can configure the WAN MAC address

on the screen below, as shown in Figure 4-15:

VAN MAC Address: 00-0A-EB-13-08-14 Restore Factory MAC
Your PC's MAC Address: 74-D4-35-9F-D3-7D Clone MAC Address

Save

Figure 4-15 MAC Address Clone

Some ISPs require that you register the MAC Address of your adapter. Changes are rarely

needed here.
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>  WAN MAC Address - This field displays the current MAC address of the WAN port. If your
ISP requires you to register the MAC address, please enter the correct MAC address into
this field in XX-XX-XX-XX-XX-XX format (X is any hexadecimal digit).

> Your PC's MAC Address - This field displays the MAC address of the PC that is managing
the Router. If the MAC address is required, you can click the Clone MAC Address To
button and this MAC address will fill in the WAN MAC Address field.

Click Restore Factory MAC to restore the MAC address of WAN port to the factory default
value.

Click the Save button to save your settings.
&= Note:

1. Only the PC on your LAN can use the MAC Address Clone function.
2. If you change WAN MAC Address when the WAN connection is PPPoE, it will not take effect
until the connection is re-established.

4.6.3 LAN

Choose menu “Network — LAN”, and then you can configure the IP parameters of the LAN on
the screen as below.

MAC Address: 00-0A-EB-13-09-19
IP Address: 192.168.0.254
Subnet Mask: 255.255.255.0 | v

IGMP Proxy: Enable |

Mote:IGMP{Internet Group Management Protocaol) works for IPTYV multicast stream. The device supports both IGMP proxy with
enabled/disabled option and IGMP snooping

Save

Figure 4-16 LAN
» MAC Address - The physical address of the LAN ports, as seen from the LAN. The value

can't be changed.

> |IP Address - Enter the IP address of your Router in dotted-decimal notation (factory default:
192.168.0.254).

> Subnet Mask - An address code that determines the size of the network. Normally use
255.255.255.0 as the subnet mask.

> IGMP Proxy - The Internet Group Management Protocol (IGMP) feature allows your devices
in LAN can watch TV.

&= Note:

1. If you change the IP Address of LAN, you must use the new IP Address to login to the Router.

2. If the new LAN IP Address you set is not in the same subnet with the previous one, the IP
Address pool in the DHCP server will be configured automatically, while the Virtual Server and
DMZ Host will not take effect until they are re-configured.
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4.7 Wireless

Wireless
- Wireless Settings

- Wireless Security

- Wireless MAC Filtering
- Wireless Advanced

- Wireless Statistics

Figure 4-17 Wireless menu

There are five submenus under the Wireless menu (shown in Figure 4-17): Wireless Settings,
Wireless Security, Wireless MAC Filtering, Wireless Advanced and Wireless Statistics. Click
any of them, and you will be able to configure the corresponding function.

4.7.1 Wireless Settings

Choose menu “Wireless — Wireless Settings”, and then you can configure the basic settings
for the wireless network on this page.

Wireless Settings

Wireless Network Name: TP-LINK_0819 (Also called the 3SID)

Region: United Kingdom W

Warning: Ensure you selecta corect country to conform local law.
Incorrect settings may cause interference

Mode: 11bgn mixed 7]
Channel Width: Auta v

Channel: Auto W

Enable Wireless Router Radio
Enable SSID Broadcast

Save

Figure 4-18 Wireless Settings - Router
> Wireless Network Name - Enter a string of up to 32 characters. The same name of SSID
(Service Set Identification) must be assigned to all wireless devices in your network. The
default SSID is set to be TP-LINK_XXXX (XXXX indicates the last unique four numbers of
each Routers MAC address). But it is recommended strongly that you change your
networks name (SSID) to a different value. This value is case-sensitive. For example, TEST
is NOT the same as test.

> Region - Select your region from the pull-down list. This field specifies the region where the
wireless function of the Router can be used. It may be illegal to use the wireless function of
the Router in a region other than one of those specified in this field. If your country or region

is not listed, please contact your local government agency for assistance.

> Mode - Select the desired mode. The default setting is 11bgn mixed.

-43-



QIVIRCHNE 300Mbps WiFi Pocket Router/AP/TV Adapter/Repeater

e 11bg mixed - Select if you are using both 802.11b and 802.11g wireless clients.

e 11bgn mixed - Select if you are using a mix of 802.11b, 11g, and 11n wireless clients.

When 11bg mixed mode is selected, only 11bg mixed wireless stations can connect to the
Router. It is strongly recommended that you set the Mode to 11lbgn mixed, and all of

802.11b/g/n wireless stations can connect to the Router.

&= Note:
If 11bg mixed mode is selected in the Mode field, the Channel Width selecting field will turn
grey and the value will become 20M, which is unable to be changed.

» Channel Width - Select any channel width from the pull-down list. The default setting is

automatic, which can automatically adjust the channel width for your clients.

» Channel - This field determines which operating frequency will be used. The default channel
is set to Auto. It is not necessary to change the wireless channel unless you notice

interference problems with another nearby access point.

> Enable Wireless Router Radio - The wireless radio of the Router can be enabled or disabled
to allow wireless stations access. If enabled, the wireless stations will be able to access the

Router. Otherwise, wireless stations will not be able to access the Router.

> Enable SSID Broadcast - If you select the Enable SSID Broadcast checkbox, the wireless

router will broadcast its name (SSID) on the air.

Be sure to click the Save button to save your settings on this page.
&= Note:

1. The operating distance or range of your wireless connection varies significantly based on the
physical placement of the Router. For best results, place your Router.
e Near the center of the area in which your wireless stations will operate.
e In an elevated location such as a high shelf.
e Away from the potential sources of interference, such as PCs, microwaves, and cordless
phones.
e Away from large metal surfaces.
2. Failure to follow these guidelines can result in significant performance degradation or inability

to wirelessly connect to the Router.

4.7.2 Wireless Security

Choose menu “Wireless — Wireless Security”, and then you can configure the security

settings of your wireless network.

There are three wireless security modes supported by the Router: WPA/WPA2-Personal,
WPAMWPA2-Enterprise and WEP (Wired Equivalent Privacy).
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() Disable Security

@® WPAMPAZ - Personal(Recommended)

Encryption: AES L

Wireless Password: ‘ 12345670

(¥ou can enter ASCII characters between 8 and 63 or Hexadecimal characters between § and 64.)

Seconds

ﬂ

Group Key Update Period:
(Keep it default if you are not sure, minimum is 30, 0 means no update)
) WPA/WPA2 - Enterprise
Version:
Encryption:

Radius Server IP:
Radius Port: 1812 (1-65535, 0 stands for default port 1812)
Radius Password:

Group Key Update Period: l:l (in second, minimum is 30, 0 means no update)

|

- WEP

Key Selected WEP Key Key Type
Key 1: ®

Figure 4-19 Wireless Security

Disable Security - The wireless security function can be enabled or disabled. If disabled, the
wireless stations will be able to connect the Router without encryption. But it's strongly
recommended to choose one of the following modes to enable security.

WPA-PSK/WPA2-Personal - It's the WPAMWPA2 authentication type based on pre-shared
passphrase.

e Version - you can choose the version of the WPA-PSK security on the drop-down list. The
default setting is Automatic, which can select WPA-PSK (Pre-shared key of WPA) or
WPA2-PSK (Pre-shared key of WPA) automatically based on the wireless station's
capability and request.

e Encryption - When WPA-PSK or WPA is set as the Authentication Type, you can select
either Automatic, or TKIP or AES as Encryption.

e Wireless Password - You can enter ASCII or Hexadecimal characters. For Hexadecimal,
the length should be between 8 and 64 characters; for ASCII, the length should be between
8 and 63 characters.

e Group Key Update Period - Specify the group key update interval in seconds. The value
can be either 0 or at least 30. Enter O to disable the update.
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& Note:

If you check the WPA-PSK/WPA2-PSK radio button and choose TKIP encryption, you will
find a notice in red as shown.

@ WPAMWPAZ - Personal(Recommended)

Version: Automatic W
Encryption: TKIP [
Wireless Password: 12345670
(You can enter ASCII characters between 8 and 63 or Hexadecimal characters between 8 and 64.)
Group Key Update Period: i) Seconds

(Keep it default if you are not sure, minimum is 30, 0 means no update)

We do notrecommend using the TKIP encryption if this device operates in $02.11n mode due to the factthat TKIP is not supported by $02.11n specification

WPA /WPAZ2-Enterprise - It's based on Radius Server.

Version - you can choose the version of the WPA security from the pull-down list. The
default setting is Automatic, which can select WPA (Wi-Fi Protected Access) or WPA2
(WPA version 2) automatically based on the wireless station's capability and request.

Encryption - You can select Automatic, TKIP or AES.
Radius Server IP - Enter the IP address of the Radius server.
Radius Port - Enter the port that Radius server used.

Radius Password - Enter the password for the Radius server.

Group Key Update Period - Specify the group key update interval in seconds. The value
should be 30 or above. Enter 0 to disable the update.

WEP - It is based on the IEEE 802.11 standard.

Type - you can choose the type for the WEP security on the pull-down list. The default
setting is Automatic, which can select Shared Key or Open System authentication type
automatically based on the wireless station's capability and request.

WEP Key Format - Hexadecimal and ASCII formats are provided here. Hexadecimal
format stands for any combination of hexadecimal digits (0-9, a-f, A-F) in the specified
length. ASCII format stands for any combination of keyboard characters in the specified
length.

WEP Key (Password) - Select which of the four keys will be used and enter the matching
WEP key that you create. Make sure these values are identical on all wireless stations in

your network.

Key Type - You can select the WEP key length (64-bit, or 128-bit, or 152-bit.) for
encryption. "Disabled" means this WEP key entry is invalid.

64-bit - You can enter 10 hexadecimal digits (any combination of 0-9, a-f, A-F, and null key
is not permitted) or 5 ASCII characters.

128-bit - You can enter 26 hexadecimal digits (any combination of 0-9, a-f, A-F, and null
key is not permitted) or 13 ASCII characters.
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152-bit - You can enter 32 hexadecimal digits (any combination of 0-9, a-f, A-F, and null
key is not permitted) or 16 ASCII characters.

& Note:

If you do not set the key, the wireless security function is still disabled even if you have selected
Shared Key as Authentication Type.

Be sure to click the Save button to save your settings on this page.
4.7.3 Wireless MAC Filtering

Choose menu “Wireless — Wireless MAC Filtering”, and then you can control the wireless
access by configuring the Wireless MAC Filtering function.

Wireless MAC Filtering: Disabled Enable

Filtering Rules
@ Deny the stations specified by any enabled entries in the listto access.
() Allow the stations specified by any enabled entries in the listto access.

D MAC Address Status Description Modify

Add New... Enable All Disable All Delete All

Previous Next

Figure 4-20 Wireless MAC Filtering
To filter wireless users by MAC Address, click Enable. The default setting is Disable.
» MAC Address - The wireless station's MAC address that you want to access.
»  Status - The status of this entry, either Enabled or Disable.
» Description - A simple description of the wireless station.

To Add a Wireless MAC Address filtering entry, click the Add New... button. The "Add or Modify
Wireless MAC Address Filtering entry" page will appear, shown in Figure 4-21:

Add o Mo Wreless WAC Address Ftermgemiy |

MAC Address:

Description:
Status: Enabled v

Save Back

Figure 4-21 Add or Modify Wireless MAC Address Filtering entry
To add or modify a MAC Address Filtering entry, follow these instructions:

1. Enter the appropriate MAC Address into the MAC Address field. The format of the MAC
Address is  XX-XX-XX-XX-XX-XX (X is any hexadecimal digit). For example:
00-0A-EB-B0-00-0B.
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2. Give a simple description for the wireless station in the Description field. For example:

Wireless station A.
3. Select Enabled or Disabled for this entry on the Status pull-down list.

4. Click the Save button to save this entry.

To modify an existing entry:

1. Click the Modify in the entry you want to modify.
2. Modify the information.

3. Click the Save button.

Click the Delete in the entry you want to delete to delete an existing entry.
Click the Enable All button to make all entries enabled

Click the Disable All button to make all entries disabled.

Click the Delete All button to delete all entries.

Click the Next button to go to the next page.

Click the Previous button to return to the previous page.

For example: If you desire that the wireless station A with MAC address 00-0A-EB-B0-00-0B and
the wireless station B with MAC address 00-0A-EB-00-07-5F are able to access the Router, but all
the other wireless stations cannot access the Router, you can configure the Wireless MAC

Address Filtering list by following these steps:
1. Click the Enabled button to enable this function.

2. Select the radio button “Allow the stations specified by any enabled entries in the list to

access” for Filtering Rules.
3. Delete all or disable all entries if there are any entries already.
4. Click the Add New... button.

1) Enter the MAC address 00-0A-EB-B0-00-0B/00-0A-EB-00-07-5F in the MAC Address field.
2) Enter wireless station A/B in the Description field.

3) Select Enabled in the Status pull-down list.

4) Click the Save button.

5) Click the Back button.

The filtering rules that configured should be similar to the following list:
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Filtering Rules
() Deny the stations specified by any enabled enfries in the listto access.
(@ Allow the stations specified by any enabled entries in the listto access.
ID MAC Address Status Description Modify
1  00-0A-EB-B0-00-0B Enabled wireless station A Modify Delete
2  00-0A-EB-00-07-5F Enabled wireless station B Modify Delete

4.7.4 Wireless Advanced

Choose menu “Wireless — Wireless Advanced”, and then you can configure the advanced
settings of your wireless network.

Transmit Power: High W
Beacon Interval : 100 (40-1000)
RTS Threshold: 2348 (256-2346)
Fragmentation Threshold: 2346 (256-2346)
DTIM Interval: 1 (1-255)
Enable WM

Enable Short G
[[] Enable AP Isolation

Save

Figure 4-22 Wireless Advanced

> Transmit Power - Here you can specify the transmit power of Router. You can select High,
Middle or Low which you would like. High is the default setting and is recommended.

» Beacon Interval - Enter a value between 20-1000 milliseconds for Beacon Interval here.
The beacons are the packets sent by the Router to synchronize a wireless network. Beacon

Interval value determines the time interval of the beacons. The default value is 100.

» RTS Threshold - Here you can specify the RTS (Request to Send) Threshold. If the packet
is larger than the specified RTS Threshold size, the Router will send RTS frames to a
particular receiving station and negotiate the sending of a data frame. The default value is
2346.

» Fragmentation Threshold - This value is the maximum size determining whether packets
will be fragmented. Setting the Fragmentation Threshold too low may result in poor network
performance because of excessive packets. 2346 is the default setting and is

recommended.

» DTIM Interval - This value determines the interval of the Delivery Traffic Indication Message
(DTIM). A DTIM field is a countdown field informing clients of the next window for listening to
broadcast and multicast messages. When the Router has buffered broadcast or multicast
messages for associated clients, it sends the next DTIM with a DTIM Interval value. You can
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specify the value between 1-255 Beacon Intervals. The default value is 1, which indicates

the DTIM Interval is the same as Beacon Interval.

> Enable WMM - WMM function can guarantee the packets with high-priority messages being
transmitted preferentially. It is strongly recommended enabled.

> Enable Short GI - This function is recommended for it will increase the data capacity by
reducing the guard interval time.

> Enable AP Isolation - This function isolate all connected wireless stations so that wireless
stations cannot access each other through WLAN. This function will be disabled if
WDS/Bridge is enabled.

& Note:

If you are not familiar with the setting items in this page, it's strongly recommended to keep the

provided default values; otherwise it may result in lower wireless network performance.

4.75 Wireless Statistics

Choose menu “Wireless — Wireless Statistics”, and then you can see the MAC Address,

Current Status, Received Packets and Sent Packets for each connected wireless station.

Current Connected Wireless Stations numbers: 1

1D MAC Address Current Status Received Packets Sent Packets Configure
1 70-73-CB-1F-C8-CO STA-ASSOC 46 16
Presvious MExT

Figure 4-23 Wireless Statistics
> MAC Address - The connected wireless station's MAC address

» Current Status - The connected wireless station's running status, one of STA-AUTH /
STA-ASSOC / STA-JOINED / WPA / WPA-PSK / WPA2 / WPA2-PSK / AP-UP / AP-DOWN /

Disconnected

» Received Packets - Packets received by the station

» Sent Packets - Packets sent by the station.

» Configure - The button is used for loading the item to the Wireless MAC Filtering list.
o Allow - If the Wireless MAC Filtering function enable, allow the station to access.

e Deny - If the Wireless MAC Filtering function enable, deny the station to access.
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You cannot change any of the values on this page. To update this page and to show the current

connected wireless stations, click on the Refresh button.

If the numbers of connected wireless stations go beyond one page, click the Next button to go to

the next page and click the Previous button to return the previous page.

& Note:
This page will be refreshed automatically every 5 seconds.

4.8 DHCP

DHCP
- DHCP Settings

- DHCP Client List
- Address Reservation

Figure 4-24 The DHCP menu

There are three submenus under the DHCP menu (shown in Figure 4-24), DHCP Settings,
DHCP Clients List and Address Reservation. Click any of them, and you will be able to

configure the corresponding function.

4.8.1 DHCP Settings

Choose menu “DHCP — DHCP Settings”, and then you can configure the DHCP Server on the
page as shown in Figure 4-25. The Router is set up by default as a DHCP (Dynamic Host
Configuration Protocol) server, which provides the TCP/IP configuration for all the PC(s) that are
connected to the Router on the LAN.

DHCP Server: () Disable (@) Enable
Start IP Address: 192.168.0.100
End IP Address: 192.168.0.199
Address Lease Time: 120 minutes (1~2880 minutes, the default value is 1 minute)
Default Gateway: 192.168.0.254 (Optional)
Default Domain: (Optional)
Primary DNS: 0.0.00 (Optional)

Secondary DNS: 0.0.00 (Optional)

Save

Figure 4-25 DHCP Settings

» DHCP Server - Enable or Disable the DHCP server. If you disable the Server, you must
have another DHCP server within your network or else you must configure the computer

manually.

>  Start IP Address - Specify an IP address for the DHCP Server to start with when assigning
IP addresses. 192.168.0.100 is the default start address.
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> End IP Address - Specify an IP address for the DHCP Server to end with when assigning IP
addresses. 192.168.0.199 is the default end address.

> Address Lease Time - The Address Lease Time is the amount of time a network user will
be allowed connection to the Router with their current dynamic IP Address. Enter the
amount of time in minutes and the user will be "leased" this dynamic IP Address. After the
time is up, the user will be automatically assigned a new dynamic IP address. The range of

the time is 1 ~ 2880 minutes. The default value is 120 minutes.

» Default Gateway (Optional) - It is suggested to input the IP address of the LAN port of the
Router. The default value is 192.168.0.254.

> Default Domain (Optional) - Input the domain name of your network.

»> Primary DNS - (Optional) Input the DNS IP address provided by your ISP or consult your
ISP. Or consult your ISP.

» Secondary DNS (Optional) - Input the IP address of another DNS server if your ISP

provides two DNS servers.

& Note:

To use the DHCP server function of the Router, you must configure all computers on the LAN as
"Obtain an IP Address automatically".

4.8.2 DHCP Client List

Choose menu “DHCP — DHCP Client List”, and then you can view the information about the
clients attached to the Router in the screen as shown in Figure 4-26.

ID  Client Name MAC Address Assigned IP Lease Time
1 tplink1 41249 BC-62-6D-F7-31-8D 192163.0100 01:15:47
2 Unknowh 70-73-CB-1F-C8-C4 192168.0.101 01:56:32

Figure 4-26 DHCP Client List
> Client Name - The name of the DHCP client
> MAC Address - The MAC address of the DHCP client
> Assigned IP - The IP address that the Router has allocated to the DHCP client

» Lease Time - The time of the DHCP client leased. After the dynamic IP address has expired,

a new dynamic IP address will be automatically assigned to the user.

You cannot change any of the values on this page. To update this page and to show the current

attached devices, click the Refresh button.
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4.8.3 Address Reservation

Choose menu “DHCP — Address Reservation”, and then you can view and add a reserved
address for clients via the next screen (shown in Figure 4-27).When you specify a reserved IP
address for a PC on the LAN, that PC will always receive the same IP address each time when it
accesses the DHCP server. Reserved IP addresses should be assigned to the servers that

require permanent IP settings.

D MAC Address Reserved IP Address Status Modify
1 00-11-22-33-44-AA 192.168.0.169 Enabled Modify Delete
AddMNew. | [ Enable Al | [ Disable Al | [ Delete Al

Prewvious Mext

Figure 4-27 Address Reservation
»> MAC Address - The MAC address of the PC for which you want to reserve an IP address.
> Reserved IP Address - The IP address reserved for the PC by the Router.
»  Status - The status of this entry, either Enabled or Disabled.

» Modify - To modify or delete an existing entry.

To Reserve an IP address:

1. Click the Add New... button. Then will pop-up.

2. Enter the MAC address (in XX-XX-XX-XX-XX-XX format.) and IP address (in dotted-decimal

notation) of the computer for which you want to reserve an IP address.
3. Click the Save button.

MAC Address:

Reserved IP Address:
Status: Enabled |w

Save Back

Figure 4-28 Add or Modify an Address Reservation Entry

To modify an existing entry:

1. Click the Modify in the entry you want to modify.
2. Modify the information.

3. Click the Save button.

Click the Delete in the entry you want to delete to delete an existing entry.
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Click the Enable/Disable All button to make all entries enabled/disabled.

Click the Delete All button to delete all entries.

Click the Next button to go to the next page and Click the Previous button to return the previous
page.

4.9 USB Settings

USB Settings

- Storage Sharing

-FTP Server
- Media Server

- User Accounts

Figure 4-29 The USB Settings menu

There are four submenus under the USB Settings menu (shown in Figure 4-29), Storage Sharing,
FTP Server, Media Server and User Accounts. Click any of them, and you will be able to
configure the corresponding functions.

4.9.1 Storage Sharing

Choose menu “USB Settings—Storage Sharing”, you can configure a USB disk drive attached
to the router and view volume and share such properties as share name, capacity, used space,

and free space on this page as shown below.

Service Status: Started Stop

[[] Access shared storage with password

Volume Capacity Used Free Use® Shared
volume 7.5GB 291 MB 7.2GB 4% Disable

Eject Disk Rescan

Figure 4-30 Storage Sharing

> Service Status - Indicates the Network Sharing service's current status. You can click the
Start button to start the Storage Sharing service and click the Stop button to stop it.

> Volume - The volume name of the USB drive the users have access to. Volume 1-8 is
mapping to USB portl, and Volume 9-16 is mapping to USB port2.

» Capacity - The storage capacity of the USB driver.
» Used - The used space of the USB driver.
> Free - The available space of the