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CEPTU®UKALIUA FCC

FS

HaHHoe obopynoBaHMe MPOLLSIO COOTBETCTBYHOLLUME WUCMbITAHWS, KOTOpble Mokasasnu, YTO OHO
COoOTBETCTBYET TpeboBaHNSAM ANs LUMGPOBLIX YCTPONCTB Knacca «B» B COOTBETCTBUM C 4ACTbIO
15 npaeun FCC. [aHHble TpeboBaHus Obinn paspaboTaHbl, 4ToObl obecnevnTb ONTUMarbHYHO
3alWnUTy OT HebnaronpusATHbIX SABMEHUA WHTepdepeHUMn Mpu JKcnnyaTaumm B AOMalLHUX
ycnoBuax. OGopydoBaHue reHepupyeT, MCMNONb3yeT UM U3NyvaeT pPaguoBOSHbLI, KOTOpble Npu
HenpaBWiIbHOW YCTaHOBKE W 3KCMflyaTauum MOryT Bbi3blBaTb HeONaronpusiTHble SBMEHUs
NHTepdepeHUun ans GecnpoBodHON nepedadn AaHHbIX. OgHAKO HET rapaHTuM, Y4To NoAoOHbIe
SABNEHMs MHTepdepeHUnn He BO3HWMKHYT B OTAENbHbLIX Cry4Yasx ycTaHOBKM. B cnyyae, ecnu
obopyaoBaHNe reHepupyeT MNOMEXW, NPEnATCTBYIOLUME HOPManbHOMY NPUEMY paguo- wunm
TenecurHana (310 MOXXHO OonpeaennTb, BbIKIMIOYUB U BKIIOYUB €ro), peKOMeHAyeTCs NpeanpuHATb
cnegyrowme OencTBums:

e /3mMeHuUTb nonoxeHve Unu nepeaBuHyTb MPUHUMALOLLLYIO aHTEHHY.
e YBEnUUUTb paccTosiHUE Mexay obopyaoBaHMeEM Y NPUEMHUKOM.
e [MogkntounTb 06OpyAOBaHME Y MPUEMHUK K PasHbIM PO3eTKaM.

e OOpaTtuTbCs K AMnepy Unm K onbITHOMY cCrneumanucTy no pagno- Unn TeneBuU3noHHOMY
obopyaoBaHuto.

YcTponcTBo cooTBeTCTBYET TpeboBaHmam Yactu 15 npasun FCC. SkennyaTtaums NpovM3BoOaMTCS C
YY4ETOM CNEeAyLINX ABYyX YCNOBUN:

1) HacToswee ycTpONCTBO HE AOMKHO CO3aBaTh ONacHbIE NMOMEXM.

2) HacTtosiee yCTpONCTBO AOIMKHO NPUHUMATL BCE BXOASILLME MOMEXM, B TOM YnCne
nomexu, Bbi3blBaloLLMe HexenaTenbHble 3dhdekTbl B paboTe yCTponcTBa.

Jtobble U3MeHeHws1, He 0A0GPEHHbIE IBHBIM 06pa3oM CTOPOHOW, OTBEYAIOLLE 32 COOTBETCTBYE,
MOryT NoBrieYb 3a coboii OTMeHy Npasa Nosb3oBaTens Ha aKchnyaTauuio 060pyaoBaHuS.

MpumeyvaHue: lNpousBoauTens He HeceT OTBETCTBEHHOCTM 3a WHTepdepeHumo paguo- unu
TENEeBN3NOHHOIO CUrHarna, Bbl3BaHHOMO HECaHKLUMOHUPOBAHHbIMU M3MEHEHWAMU, BHECEHHbIMA B
obopynoBaHue. Takue n3MeHeHUs MOryT MOBMedYb 3a CoOOOW OTMEeHy MpaBa Monb3oBaTens Ha
akcnnyartauuo o6opyaoBaHuS.

TpeboBaHusa FCC no ypoBHIO paguousnyyeHus

[aHHoe ycTponcTBo oTBevaeTr TpeboBaHmam FCC no ypoBHIO pagvMousnyyvyeHus ans
HEKOHTPONMpPYeEMOWN cpeabl. YCTPOMCTBO M €ro aHTeHHa He [OOMMKHbl HaxoauTbCs WUnu
3KCMNyaTMpoBaTbCA BMECTE C APYrol aHTEHHOW UM NepeaaTynkomM.

«[ns obGecnevyeHns COOTBETCTBUSA 3TUM TPeOOBaHWAM, MOMOXEHWUS OOKYMEHTA MPUMEHSIOTCS
TONMbKO B OTHOWEHUN MOOUNBbHBIX KOHUrypauun. AHTEHHbI, MPUMEHSIEMbIE OAHHbIM
nepenaTynkoM, OOSMKHbI ObiTb YCTAHOBIEHbI HA paccToAHMM He MeHee 20 cMm OT Gnuxanero
MECTOHaxXOXAEHUSA NIOAEN N HE AOIMKHbI HAXOAUTBLCS PAOOM MM COBMECTHO 3KCMITyaTMpOBaTLCSA
C ApYrov aHTEHHON U1 nepegaTynkom»
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OtmeTka CE

C€1588

[laHHoe YCTpOWCTBO ABNSieTCA NPOAYyKTOM knacca «B». Mpu akcnnyatauMm B OOMAaLLHWX
YCNOBWSIX, AaHHbIN NPOAYKT MOXET BbI3BaThb SIBMIEHWE MHTEpdEpPeHUMN paaumocurHana, B 3ToM
crnyyae OT Nnonb3oBaTesnsi MOXeT NoTPeboBaTbCA NPUHATUE COOTBETCTBYIOLLMX MEP.

O

MpooykT cepTtudgikoBaHo 3rigHo ¢ npaBunamu cuctemmn YKpCEINPO Ha BignoBigHiCTb BUMOram
HOPMaTMBHMX AOKYMEHTIB Ta BMMOram, O nepenbadeHi YMHHMMK 3aKOHOOABYMMMK aKTaMu
YKkpaiHum.

EAL

NpaBuna 6e3onacHocTn

® Ecnuv ycTpoicTBO MMEET KHOMKY BKMHOYEHWUS/BBIKIIOYEHNS MUTAHUS, TO C €€ MOMOLLBI MOXHO
ObICTPO OTKMIOYUTL NUTaHME YyCTpowcTBa. EcCny KHOMKM NUTaHWs Ha YCTPOWCTBE HET,
€OVMHCTBEHHbI cnocob MOMHOCTbI0 06eCTOUMTb YCTPOMUCTBO - OTKMIOYUTL adanTep nuTaHus
OT 3NEKTPOCETH.

® He pa3GupaiiTe yCTPOMCTBO M HE NPOU3BOANTE Er0 PEMOHT CAMOCTOSITENIbHO, B 3TOM Cryyae
KOMMaHUsi BrpaBe CHATb C cebsi rapaHTuiMHble 00si3aTenbcTBa, KpOMe TOro, Bbl
noABepraeTecb PUCKY NOPaXEHUSI ANEKTPUYECKUM TOKOM.

® He ponyckaiiTe nonagaHusi Bnary BHyTpb yCTPOMCTBA.

yCTpOVICTBO npegHasHavyeHo Ona ncnofb3oBaHMA B Crefyrwmnx CTpaHax:

AT BG BY CA Cz DE DK EE

ES Fl FR GB GR HU IE IT

LT LV MT NL NO PL PT RO

RU SE SK TR UA us
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AC1750 1Byxanana3oHHbIN 6ecnpoBoaHOMN
Archer C7 rMrabuTHbLIA MapLUpyTU3aTop

KomnrnekT noctaBku

B komnnekT NOCTaBKW BXOOAT:

AC1750 [ByxgnanasoHHbIn 6ecnpoBoaHOM rurabuTHbli mapLupytmusaTtop Archer C7

» AganTtep NOCTOAHHOro Toka
> PykoBoacTBO No ObICTPOW HAacTpowke
»  KomnakTt-guck co criegyroLen nHopmaLmen:

¢ HacTtosLwee pykoBoacTBO
e [lpoyas nonesHas MHpopmaLms

& [lpumevaHue:

y6e,D,VITer B TOM, 4YTO KOMMNNEKT COAEPXWUT BCE€ YKa3aHHble BbilLle HaMMeHOBaHWA. Ecrm

YTO-NMBO NOBPEXAEHO UMM OTCYTCTBYET, 06paTUTECH K CBOEMY AUCTPUDOLIOTOPY.



AC1750 1Byxanana3oHHbIN 6ecnpoBoaHOMN

Archer C7 rMrabuTHbLIA MapLUpyTU3aTop

lmnaBa 1. BBepeHue

11 0O630p

MapLpytusatop Archer C7 BkniovaeT B cebs 4-x NOPTOBbLIA KOMMYTATOpP, MEXCETEBOW 3IKPaH,
mapwpytusatop NAT un OGecnpoBogHyto Touky gocTtyna. [ByxamuanasoHHbIi ©ecnpoBOOHOM
rMrabuTHbIn MapLupytusatop cepum AC1750 obecneymBaeT UCKMOYUTENBHYHO 30HY MOKPLITUSA U
CKOPOCTb Nepefaydn gaHHbIX, KOTOpble MOSHOCTLIO OTBeYaloT TpeboBaHusM ceTen knacca SOHO
(HeBonbLoM ohmc MM gomaLLHKn oduc), a Takke TPeboBaHUAM MNONb30BaTENEN, HYXKOAOLLMXCS
B Oornee BbICOKOW MPON3BOANTENBHOCTM CETU.

HeBepOHTHaFI CKOPOCTb

MapwwpyTtusatop Archer C7 obecneumBaeT ckopocTb nepegayun AaHHbix 1,3 6ut/c Ha yacToTe 5
My n 450 M6wuT/c Ha yacToTe 2,4 [T. 3Ta CKOpoCTb AENaeT ero naeanbHbIM BbiGOpoM a5 paboTbl
C HECKOMbKMMM MOTOKaMM [AaHHbIX OOHOBPEMEHHO, YTO obecneyvBaeT CcTabunbHylo paboTy ceTu.
MpounssoamTensHOCTL BecnpoBoaHOro MapLupyTu3aTtopa ctaHgapta 802.11ac Ha 650% 6onbLue no
CpaBHEHUIO C MapLupyTusaTopamu ctaHgapTta 802.11n. YCTponcTBO COBMECTMMO C MpoayKTamm
ctangapToB IEEE 802.11n, IEEE 802.11a, IEEE 802.11b n IEEE 802.11g.

KomnnekcHas cuctema 6e3onacHocTu

Bbnarogapsi KoMnnekcHon cucteme ©e3onacHOCTW, BKMoYawLwen B cebs yHKLUMIO KOHTPONs
BewaHma SSID, 64/128/152-6utHoe wundpoBaHe WEP ans GecnpoBogHoW nokanbHOW ceTtw,
WiFi protected Access (WPA2- PSK, WPA- PSK), a Takke MeXceTeBol 3kpaH C nepenoBbiMu
dyHKUMAMM 3awwmTbl, MapwpyTmusaTtop Archer C7 obecneunBaeT NOMHy KOHpMAEHLMANBHOCTb
nepenayvm OaHHbIX.

MOKuI KOHTPONb AocTyna

MapuwpyTtusatop Archer C7 obecnevnBaet rubKnin KOHTPOMb AOCTYNa, YTO NO3BOSISIET POANTENAM
UNn ceTeBOMY aAMMWHUCTPATOpPy OnpeaensTb MOMUTMKY OrpaHMyYeHus OOCTyna B OTHOLLUEHWUU
AeTen nnmn nepcoHana. YCTponcTeo Takke nogaepxueaeT yHkumm BupTyanbHbein cepsep n DMZ
y3en gns Port Triggering, 4To NO3BONSET agMMHUCTPATOPY OTCNEXMBATb COCTOSIHUE U YNpPaBnaTb
CETbIO B PEXMME pearnbHOro BpeMEHW, UCMONb3ys OyHKUMIO YAAneHHOro yrpaBneHnst.

MpocTas yctaHOBKa

B cBAsM ¢ TeM, 4YTO MapLpyTM3aTop COBMECTMM MPaKTUYECKM CO BCEMU OCHOBHbLIMU
onepaunoHHBIMKA CUCTEMaMM, UM OY€Hb JEerko ynpaenATb. YCTPOMCTBO MOAAEPXKMBAET MacTtep
ycTaHoBku MacTtep ObICTPOM HACTPOWMKWU, a [JaHHOE PYKOBOACTBO MONb30BaTENsl COAEPXKUT
nogpobHble nowaroBble  WHCTPyKuMW. [lepen  yCcTaHOBKOW — MaplupyTusatopa criegyet
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BHMMATENbHO M3Yy4nTb AdaHHOE PYKOBOACTBO, YTOObI O3HAKOMUTbLCA CO BCEMWU (DYHKLUMAMU
yCTpOWncTBa.

1.2 [JonyweHun

Vcnonb3yemoe B HacTosILLEM pyKkoBOACTBE HaumeHoBaHme Archer C7 unu MapwpyTtusatop 6e3
Kakoro-nmbo JononHMTenbHOro o6bAcHeHMs nogpasymeBaeT nog cobor AC1750
[ByxananasoHHbI 6ecnpoBogHOM rMrabutHbI Mappytmsatop Archer C7.

1.3 OCHOBHbIe XapaKTepUCTUKHN

> [loppepxka ctaHgapTta IEEE 802.11ac

> 1 nopt WAN 10/100/1000 M6uT/c ¢ aBTOoCornacoeaHmem nopg pasbeMm RJ45 u 4 nopta LAN
10/100/1000 M6uT/c c yHKLMENn aBTOMATM4ECKOro COrfacoBaHUS CKOPOCTU MOA4 pasbem
RJ45, nogaepxka asto-MDI/MDIX

> AyteHtudpmkauma WPA/WPA2, WPA-PSK/WPA2-PSK, wndposanune TKIP/AES

> (ObecneveHne COBMECTHOro AOCTYNa K AaHHbIM U K ceTu MHTepHeT, noaaepkka AocTyna K
NHTepHeT Yepes guHammyeckun IP/ctatudeckuin IP/ PPPoE/ PPTP(dual access)/ L2TP(dual

access)/ BigPond

> BO3MOXHOCTb OOHOBPEMEHHbIX COeaMHeHM Ha 4vactotax 2,4 Ty u 5 Ty c obwen

nNponyckHon cnocobHocTblo 4o 1750 MoéwuTt/c
> TMoppepxka dyHKUMIA BupTyanbHbi cepBep, Special Application n DMZ ysen
> Togpepxka TexHonornn UPNP, duHamuyeckon DNS n Ctatudeckon mapLupyTmnsaumm
>  ABTOMaTtM4Yeckoe NoAkmveHne n nogkntodeHme Kk HTepHet no pacnucanuio (ans PPPoE)

> BcTpoeHHbin NAT(B Tom ymncrne annapatHbii) 1 DHCP-cepBep ¢ Nogaepkkom ctaTu4eckoro

pacnpegenenus IP-agpecos

> [lNogoepxka dyHKUnn Poamtenbcknin KOHTposib 1 KoHTporb goctyna

> Mopgkntoyaetcs Kk VHTepHeT no TpeGoBaHUIO M OTKMOYAeTCs BO BPeEMsl MpOCTos Ans
PPPoE/PPTP/L2TP

> TMoppepxka dyHKumM FocteBon cetn gns obecneveHmss 6e30MacHOCTU Ballen OOMAaLUHEN

cetu
> Tloppepka cTaTUCTUKM NO NOTOKaMm
> [lloppepxka IPv6

> [Moppepxka 0OHoBNeHUA BCTpoeHHoro O n ynpaeneHne Yepes Beb-mHTepdenc
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1.4 OnucaHue naHeneu

1.4.1

MNMepenHas naHenb

Puc. 1-1 NepegHas naHenb

CeeTogmoaHble MHAMKATOPLI pacnonoXeHbl Ha NepeaHer naHenu (cneesa Hanpaeo).

UHaukaTtop CocTtosiHue 3HauyeHue
Bbikn. lMNuTaHne oTKMYEHO.
O  (MuraHue)
Bkn. [nTaHne BKOYEHO.
Bkn. 3arpyska NcxoaHbIX NapaMeTpPoB UMK CUCTEMHAs OLIMOKa.
* (Cucrema) Mwuraet YcTponcTBo paboTtaeT B HOpManbHOM pexnmve.
Bbikn. CuctemHas owmbka.
= Bblkn. dyHKUMs 6ecnpoBOAHON Nepeadadn AaHHbIX OTKIOYEHA.
(BECngosgpleze dyHkuns  BecnpoBogHOW nepedadn  OaHHbIX  BKOYEHa.
B ”"'r?ﬂ) : Muraet MapLupyTunsatop pabotaet Ha YactoTte 2,4 [Tw,.
= Bbikn. PyHKUNs GecnpoBOgHOM Nepedadn AaHHbIX OTKIHOYEHa.
(BecnposogHoe OyHKuMA  GecrnpoBoaHONM  Mepefadn  [aHHbIX  BKIHOYEeHa.
BellaHme 5 MuraeT | MapwpyTusaTtop pabotaet Ha YacTtote 5 T,
Mu)
Bblkn. Y nopTa HeT NOAKIIOYEHHbIX YCTPOWCTB.
.l
« (Ethernet) Bkn. K nopTy nogknto4eHo yCTPOUCTBO, HO OHO HEAKTUBHO.
L -
(WHtepret) | o | K NOpTY NOAKMIoOYEHO YCTPOICTEO 1 OHO AKTUBHO.
BecnpoBogHoe YCTPOWCTBO NMPOU3BOAUT MOAKMOYEHME K CeTU
MeponeHHo
MUAraeT yepes dyHkumo WPS. 3ToT npouecc 3aHMmMaeT NpumepHo aBe
MUHYTBHI.
& wps BKn BecnpoBogHoe yCTPOMCTBO ObINO YCNELLHO MOAKIIOMEHO K CETU
) nocpeacTsom cpyHkuun WPS.
BbicTpo He ypmanocb nogknio4nTb GecnpoBogHOE YCTPOWCTBO K CETU
Muraet nocpeacTsom cpyHkuun WPS.
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Bhikn K nopty USB HeT Noakmnio4YEHHbIX YCTPONCTB XpaHeHUst AaHHbIX
' W NpuHTepa.
O (USB Ha PUHTEP
3aaHeit naHenu) BKr K nopty USB nogkntoyeHo YCTPOMCTBO XpaHEeHUs1 AaHHbIX Unn
) NpUHTEP.

Taobn. 1-1 CeeTogmMogHas nHankaums

& lMpumeyaHue:

lMocne TOro, Kak yCTPOMCTBO ObISIO YCMELIHO MOAKIYEHO K ceTu depe3 dyHkumo WPS,
nHankatop WPS Byaet npoaormkaTs ropeTs NPUMEPHO 5 MUHYT, a 3aTeM NnoracHer.

1.4.2 3apgHAAa naHenb

Puc. 1-2 3agHsasa naHenb

Ha 3agHel naHenu pacnonoxeHbl cneaytolime arnemMeHTbl (CrneBa Hanpaeo).

» POWER: PasbeM ans nogknoveHus nutaHms. Micnonb3yinTe agantep NUTaHus, BXOOSLLMIA B
KOMMNIIEKT MOCTaBKM [OByXAMana3oHHoro 6ecnpoBogHOro rurabutHoro MmapLupytmsaTopa
Archer C7.

»  On/Off (Bkn./Bbikn.): KHOMKa BKMHOYEHUSA/BBIKMIOYEHUS NMUTaHKS.

» Wireless On/Off (BecnpoBogHoe BewaHue Bkn./Bbikn.): [daHHbIi nepeknioyatens

CNYXWT ANS BKIIOYEHUS/BBIKMIOYEHNS GECNPOBOAHOMO BELLAHMS.
» USB: Pa3beM Anisi NoAKIYeHMs YCTPOMCTBA XpaHEHUs! AaHHbIX UK NpUHTepa.

» Internet: WAN-nopT ucnonbayetca ans nogkniodeHus DSL/kabenbHoro mogema unu cetu
Ethernet.

> Ethernet (1, 2, 3, 4): 3w noptel (1, 2, 3, 4) ucnonb3ylTCA ANA NOAKMYEHUS

MapLpyTmn3atopa K KOMMnbrTepam NoKanbHOW CEeTH.
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> WPS/Reset:

HaxaB 3Ty KHOMKY 1 yoepxuBas e€ HaxaToh MeHee 5 cekyHA, Bbl BkntovaeTe yHKLMIO
WPS. Ecnu Bawe «knvMeHTCKOoe YCTpPOMCTBO, Hanpumep, ©OecnpoBodHOW aganTtep,
nogaepxmeaeT dyHkumo Wi-Fi Protected Setup — Hactpovika 3awmwérHoro Wi-Fi (WPS),
Bbl MoXeTe ObICTPO yCTaHOBUTL OECNPOBOAHOE COEAMHEHUE MEeXOy MapLupyTU3aToOpoM U
KITMEHTCKUM YCTPOMCTBOM, aBTOMAaTMYECKM HACTPOUB B TOXE BPeMs 3alumuTy 6ecnpoBogHoOm
CceTn OogHUM HaxaTuem kHonkn WPS.

HaxaB aTy KHOMKY u yaoepxuas €€ Haxaton 6onee 5 cekyHa, Bbl ocywecteBngeTte cbpoc
HacTpoeKk MapLlipyTu3atopa. He oTknu4as nuTtaHusa MaplipyTmsaTopa, HaxmuTe U
yoepxuBarnite HaxaTton kHornky WPS/Reset (npvmepHo 8 cekyHA), Kak TOMbKO MHAMKATOP
SYS HayHET muratb ObICTPO, OTMYCTUTE KHOMKY. [locre aToro mapLupytusatop copocut
HaCTPOMKN OO 3HAYEHUN NO YMOSTHAHWIO.

» AHTeHHa: CJ'Iy)KI/IT and 6eCl'IpOBO,EI,HOI'O nonyvyeHuna n nepegadn AaHHbIX.
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MnaBa 2. [loagknio4yeHne maplipyTmsaTtopa

2.1

CucremHble TpeboBaHUA

LLnpokononocHbin goctyn B MHTepHeT (DSL/Cable/Ethernet)

OpauH DSL/kabenbHbii Mogem ¢ pasbemom RJ45 (He TpebyeTcs, ecrnm yCTPOUCTBO HaMNpsiMyro

nogkntoyveHo k cetn Ethernet)
KomnbtoTepsbl ¢ paboTatowmm agantepom u kabenem Ethernet ¢ pasbemamn RJ45

Mopaepxka npotokona TCP/IP gna kaxxgoro kKomnbtoTepa

Be6-6pay3sep - Microsoft Internet Explorer 5.0, Opera, Firefox, Safari unu sbiwe

2.2 TpeboBaHusA K cpeae MHCTaANNALUN

MapLipyT13aTop OOMKEH HaX0AMTbLCS B XOPOLLO NPOBETPUMBAEMOM MeCTe B OTAaneHumn oT

HarpeBaTene|7| mnn OGOFpGBaTeﬂbHO-BeHTMﬂﬂLI.I/IOHHbIX CUCTEM

YCTpOIZCTBO He OOJMKHO noapeprartbCcAa npaMomMy BO3[ENCTBMIO UCTOMHUKOB CUSIbHOIO CBETA

(Hanpumep, COMHEYHbIN CBET)

Bokpyr ycTponcTea QOMmMKHO OCTaBaTbCsi HE MeHee 5 cm cBob6OAHOro NpocTpaHCcTBa
Temnepartypa akcnnyatauun: 0C~40C

OTHOCUTEnNbHaa BMNAXHOCTb Bo3gyxa npu akcrnyataumn: 10%~90%, 6e3 obpasoBaHus

KoHaeHcaTa

2.3 T[lopkniovyeHne maplupyTusartopa

Mepen ycTaHoOBKOW MapLupyTM3aTopa cregyet ybeamTtbes, 4To Balw KOMMbOTEp MOAKMIOYEH K
VIHTEepHET Yepes LUMPOKOMNONOCHLIN cepBuc. MNMpu BO3HMKHOBEHMU Npobnem obpaTuTechb K CBOEMY
nocTaBlWmKy WHTepHeT-ycnyr. 3atem npou3BeguTe YCTAHOBKY MapLupyTu3atopa CornacHo
WHCTPYKUMK. He 3abyabTe BbiTalwmnTb BUIKY M3 PO3ETKM, NPON3BOANTE AaHHbIE AEACTBUSA CYXMMU
pyKamu.

1.

OTkniounTe OT nNuUTaHua KomnbitoTep, DSL/kabenbHbin Mogem(npyu €ero  Huln4um) un

MapLupyTM3aTop.

Bbibepute onTumanbHoe MecTo Ans mapwpyTtusatopa. OObIYHO NyylWMM BapuaHTOM

aBnsieTcs LeHTp 6ecnpoBogHon ceTn. MecTo yCTaHOBKM JOMKHO oTBeYaTh 2.2 TpeboBaHUAM

K cpefe nHcrtanndauunn.

OTperynupyiite nonoxeHne aHteHH. OObIYHO 3TO BEPTMKANIbHOE MONOXEHNE.

MoakntoumTe KOMMbOTEP (-bl) U KOMMYTaTOPbI/KOHLEHTPATOPbI K FOKanbHOW CETU 4Yepes

noptbl Ethernet (1~4) mapwpyTtusartopa, Kak nokasaHo Ha puc. 2-1.
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5. Togkniounte DSL/kabenbHbin Mogem unM ceTb NocTaBlUMKa WHTEepHeT-ycnyr K noprty

Internet mapwipyTtusartopa (cm. puc. 2-1).

6. [logknounTe aganTep NUTaHMSA K COOTBETCTBYIOLLEMY pasbeMy MapLupyTusaTopa, a aApyrom

€ro KOHeLl, BCTaBbTE B PO3ETKY.

7. BkmtounTe komnbtoTep M DSL/kabenbHbii MogeM(npu ero Hanm4mm).

SNexTpopo3leTra '

*DSL/Ethernet/Kabent

L

Kabene Kabens

Puc. 2-1 YcTtaHoBKa annapaTHOM YacTyu MapLupyTtusatopa

iy (I ﬂ@ J\uuuﬁ wil

Twrsines o -m\usn[uuLm]usqﬂ Imeenet | 2 brerct 3 | ]

LWW-( [_onon

2 nopTta USB,qnn
COBMECTHOro AOCTyNa

9,
l\

COBMECTHBIN AOCTYN K JaHHbIM COBMECTHBIA JOCTYN KNpUHTEPaM E
OTckaHmpyite QR-kog, uTo6bl .- *  nonokanbHoi ceTn
3arpyanTb PYKOBOACTEO NO '-':_': . =
MCnonb3oBaHmio GyHKLMKM USB. Treell / ]

http://www.tp-link.com/app/usb

e/ tki‘" 5

L '

|

¥nanénHeil goctyn uepes FTP-cepeep CoBMeCTHBIA gocTyn K Megua

Puc. 2-2 MogkntoveHune k nopty USB

&~ MpumeyaHue:

Ecnn Bbl Xx0TUTe MCNoOnb3oBaTb MapLUpyTU3aTop ANS COBMECTHOrO AOCTyNa K AaHHbIM Wnu
npuHTepy, nogkniounte USB-yCcTpOMCTBO XpaHeHus faHHbix K nopty USB unu nogkniouvte K
Hemy npuHTep ¢ noMmouso USB-yanuHuTens.
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NnaBa 3. PykoBoACTBO NO OLICTPOW HAaCTPOMKe

B aToi rmaBe pacckasblBaeTcsi 0 TOM, Kak B TEH4EHME HECKOMbKUX MUHYT NPOM3BECTU HACTPONKY
6a30BbIxX PyHKUMI MapLipyTm3aTtopa Archer C7 npu nomoLum mactepa ObICTPO HAaCTPOMKM.

3.1 Hactpounka TCP/IP

Mo ymonyaHuio gomeHHoe mmsA Mapupytusatopa Archer C7 http://tplinklogin.net, IP-agpec
yctponcTtea 192.168.0.1, macka noacetu 255.255.255.0. NMpu xenaHmn 3Tn 3Ha4eHnss MoryT 6biTb
n3ameHeHbl. B gaHHOM pykoBOACTBE B KayecTBe nNpuMmepa MUCMONb3YKTCA 3HavYeHus Mo

YMOIM4aHuio.

MoaknoumTe KOMMNBIOTEP fOKanbHOM ceTn K ogHoMy 13 nopTtoB Ethernet(1~4) mapwpyTtunsatopa.
Mocne aTtoro Bbl MOXeTe HacTpouTb IP-agpec anga Bawero komnbioTepa, npogenas criegyoLme
warm.

1) B npotokone TCP/IP Bbibepute Monyuutb IP-agpec aBTomatuyecku. Ecnv Bawm

HeobxoanmbI MHCTPYKUUKN, KaK 3TO caenatb, CMOTpute MNpunoxeHne B: HacTtpownka

KoOMNbrTEPA.

2) BcTtpoeHHbin DHCP-cepBep HasHauuT komnbtoTepy IP-agpec.

Tenepb ANs NPOBEPKM CETEBOIO NOAKMIOMEHMSI MEXOY KOMMbIOTEPOM M MapLUPYyTU3aTOPOM MOXHO
B KOMaHAHOW CTpoKe BBeCTM komaHay Ping. lNpuBeneHHbI HWxke npumep oTHocutest k OC
Windows XP.

B komaHaHou cTpoke BeeguTe ping 192.168.0.1 n HaxxmuTe Enter.

» Ecnu Bbl nonyunnu pesynstaT aHanornyHbln npegctaBneHHomy Ha Puc. 3-1, aTo o3Havaer,
YTO COEAMHEHNE MEXAY KOMMBIOTEPOM M MapLLPYTM3aTOPOM ObINO YCTAaHOBIEHO YCMELLHO.

AWINDOWS\system32\emd. exe

Microsoft Windows XP [Uersion 5.1.268081
CC>» Copyright 1985-2081 Microsoft Corp.

C-“Documents and Settings“engliszh>ping 192_168.8.1

Pinging 192.168.8.1 with 32 bytes of data:

Reply from 172.168.8.1: 32 time<ims TTL=64
Reply from 172.168.8.1: time<ims TTL=64
Reply from 192.168.8.1: time<ims TIL=64
Reply from 192.168.8.1: 32 time<ims TIL=64

Ping statistics for 192_.168.8.1:

Packets: Sent = 4. Received = 4, Lost = B8 {(Bx loss>.
fpproximate round trip times in milli-seconds:

Minimum = Bmz,. Maximum = Bms,. Average = Bms

C:“Documents and Settings“english>_

Puc. 3-1 YcnelwHbl pesynetat BbINONHEHMS KoMaHabl Ping
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> Ecnnu pe3ynbrat aHanorndeH npeacrtaBneHHoOMy Ha Puc.3-2, 310 03Ha4aer, YTo nogknioveHmne

MeX[y KOMMbIOTEPOM U MapLLpYyTU3aTOPOM OTCYTCTBYET.

\WINDOWS\system32\cmd.exe
M osoft Windows XP [Uersion 5.1.26881
CC>» Copyright 1985-2081 Microsoft Corp.
C:“Documents and Settings“english>ping 192_168.8.1

Pinging 172.168.8.1 with 32 bytes of data:

Destination host unreachable.
Destination host wnreachable.
Destination host wnreachable.
Destination host unreachable.

Ping statistics for 192_.168.8.1:
Packets: Sent = 4. Received = B, Lost = 4 (188x loss).

C:“Documents and Settings“english>

Puc.3-2 HeyaoayHbl pesynbTat BbINOnHEHNs koMmaHabl Ping
MpoBepbTe NogknioyeHne crneayroWwmMmM oépasom:

1. deBnserca nu nogknioyeHne wmexay Bawwmm KOMMbIOTEPOM Y MapLUpyTU3aTOPOM
KOPPEKTHbLIM?
& lMpumevaHue:

Wugukatopsbl 1,2,3,4 noptoB LAN, koTopble Bbl nogkmoumnm K MapLupyTM3aTopy U UHOMKATOpPbI
afjantepa KoMMbioTepa AOMKHbI FOPEThb.

2. fensietcs nu npaBunbHon KoHdurypaums TCP/IP Ha komnbloTepe?

& TlMpumeyaHue:

Ecnn IP-agpec mapwpyTtmsatopa 192.168.0.1, To IP-agpeca KOMMNbOTEPOB AOMKHbLI NeXaTb B
ananasoHe 192.168.0.2 ~ 192.168.0.254.

3. TpaBunbHbIn nn IP agpec mapLupytu3aropa no yMonyaHui?

& MpumeyaHue:

Ecnu IP-agpec LAN-ceTn mopema, MOAKMKYEHHOro K Ballemy MapLipyTusaTtopy, SBnsieTcs
192.168.0.x, IP-agpec LAN-ceTn mapLupyTm3aTopa no yMmony4aHuo aBTOMaTUYeCKn N3MEHUTCA C
192.168.0.1 Ha 192.168.1.1, 4TOOLI N3dexaTtb kKoHGNMkTa IP-agpecos. NoaToMy, Ans Toro, YTooLI
NPOBEPUTbL COEAMHEHNE MEXAY BaLLMM KOMMBLIOTEPOM U MapLUPyTU3aTOPOM, Bbl MOXeTe OTKpbITh
KOMaHZHYI0 CTPOKY, BBeCTU ping 192.168.1.1 n 3aTem HaxaTb Enter.

3.2 PykoBoacCTBO Mo ObLICTPOM HACTPOMUKE

Mpn nomowim BeG-ytunuthl (Internet Explorer unun Apple Safari) MOXHO Nnerko HacTpouTb U
yrpaensTb MapLipyTnsaTtopomM. ITy BEO-yTUNNTY MOXHO Mcnonb3oBatb B fobonn OC Windows,
Macintosh nnun UNIX OS yepes Be6-6paysep.
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1. [Ons pgoctyna K yTunute oOTKponTe BeG-Opaysep W BBeguTe agpec Mo YMONYaHuIo

http://tplinklogin.net.

Aapec: |@'| http: /ftplinklogin. net w

Puc.3-3 Bxog B mapLupyTm3aTop

[MosiBUTCA OKHO BXOAa B CUCTEMY, aHarnormyHoe Tomy, Kak npeacraeneHo Ha Puc.3-4. B none
Monb3oBartenb 1 Maponb BBeante admin, UCNONb3yst HWKHUN PErncTp. 3atemM HaxmuTe
kHonky OK nnu HaxxmuTe knasuwy Enter.

Mogwnwuenme k tplinklogin.net |E|[5__<|

| \L“

¥l

TP-LINE Wireless Imal Band Gigabit Reuter WDR4Z00

Mopbz0EaTENL:! | ﬁ adrnin ] |

[aponk: | sanen |

[ Ik ] [ CITMEHA

Puc.3-4 Bxog B cuctemy
& lMpumevaHue:

Ecnv naHHOe OKHO He MosIBMIOCh, 3TO O3HAYaEeT, YTo Ball BeO-Opay3ep HacTpoeH Ha paboTy B
pexume npokcu. 3angnte B pasgen Cepsuc > Ceoinctea obo3peBartens > [NogknioveHns >
HacTtpoiika napameTpoB floKkasnbHOM ceTu. B nosiBMBLLEMCSI OKHE YOEepUTe ranoyky ¢ S4enku
Vicnonb3oBaTb NPOKCU-CepBep Ans JIoKanbHbIX NOAKYEeHNA 1 HaxxmuTe OK.

2. Tlocne ycnewHoro Bxoda B CMCTEMY BbibepuTe MeHI0 BbicTpas HacTpoWnKa ansa HaCTPOMKM

mapLupyTu3aTopa.

3anycTuTe BLICTPY HACTPOMKY ONA HACTPONKKM NOQKMOYEHNA K MIHTepHET U Bblfopa HacTpoek GeCnpoBOOHOND PEXNIMA BPY4HYID.

OnA npogon#eHua HaxmuTe danee .

[OnA Bbixoga HaxMWTe Beixog, .

[ Bbixos | [ Danee

Puc.3-5 bbicTpas HacTponka

3. Haxmute kHonky [anee, nocrne 4ero noseutca okHO Tun nogkntovyeHna WAN, kak

rnokasaHo Ha Puc.3-6.

10
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MoOroToBKa K HACTRORKE NOOKNKYEHUA K VIHTepHET, BuiGepuTe 0OWH W3 Npeanaragmelx ganee BapUaHTos

COMACHO OaHHBIM BAWETD NOCTABWMKA HIHTE pHET-YCIYT.
MoppoGHoe onucaHwe GY0eT yKazaHo Nocne TOro, KaK Bel BblGepeTe HeoBx0OMMEIR TN NOOKMOYEHNA.

@ [Ouuamnyeckdi IP-agpec

OnA kaGenkHoro/DSLAUMpoKONonacHaro NoOKNYeHnA, Korna Bel cpasy iMeeTe O0CTyn K MIHTepHeT Gea
Heofx0OMMOCTH COBEPILATE HACTROAKN M BEOAMTE MMA NoNb30BaTENAMApONk.

CraTu4eckui IP-agpec
PPPoE/PPPoE PoccuA
L2TPIL2ZTP PoccuHA
PPTPIPPTP PoccuA

| Hasan | | [Hanee |

Pwnc.3-6 Tun noakntoyeHna WAN

MapupyTnsaTtop obecneuvmBaeT nATb HaNMboree pacnpoCTPaHEHHbLIX CnocoboB
nogkntodeHns k MIHtepHet - Ainnamunyeckun IP-appec, Ctatnyeckun IP-agpec, PPPoE/
PPPoE Poccus, L2TP/L2TP Poccusa, PPTP/PPTP Poccus. Ecnu Bbl He yBepeHbl, Kakow
TMN NOAKITYEHMS NCMONb3YEeTCA Ha BalleM KOMMbIOTEPE, CBSHKUTECH C BaLLMM
NocTaBLUMKOM VIHTEpHET-yCryr, BbIACHUB MHCpOpMauuio 0 BaLLeM TUMNe NOAKIOYEHNs], 3aTeEM
BblbepuTe ero n HaxmuTe [lanee.

Flo>Kany|7|CTa, CBAXUTECb C BallMM NOCTaBLLUNKOM I/IHTepHeT-ycnyr N YTOYHUTE Y HEerO, KaKom

TN NoAKNK4eHna K MHTepHeT Ncnosib3yeTcd Ha BalleM KoMnbloTepe, 3aTtemM Bbl6€pVITe T™]n

noaknoyeHns n Haxxmute Oanee. I'Iepep. TEeM, KaK Bbl6paTb TN NOAKIKYEeHUA, y6e,u,|/|Ter,

41O Kabenb Kak cneayeT NOAKMYEH K NopTy Internet.

a)

Ecnn BbiGpaTte AiIHamuuyeckumn IP-agpec, Ha AaHHOM 3Tane AanbHenwas HacTponka He

notpebyeTtcs.

Ecnn Bbibpatb Crtatuueckum IP-agpec, oOTKpoeTcsi cTpaHuua, kak Ha Puc. 3-7.

HacTtpownte napametpbl 1 3aTeM HaxkmuTe [lanee ons NpoaomKeEHs.
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IP-agpec: 0.0.0.0
Macka nofceTu: 0.0.0.0
OCHOBHOW WIMH3: 0.00.0
Mpennoyntaemelil DNS-cepeep: 0.0.0.0
AnbTepHaTHBHBIA DNS-cepeep: 0.0.0.0 (HeoGA3aTenbHaA HacTpoika)
| Hasap | | Oanee |

Puc.3-7 BeicTpas HacTpHonka — Ctatudeckun IP-agpec

IP-agpec — WAN |P-agpec, KoTopbii BUAMM nonb3oBatensamu B HTepHeT (Bkmoyas
BaLlero nocrasLuka VIHTepHeT-ycnyr). Baw nocTtaBwuk NHTEpHeT-ycnyr npegocTaBuT
Bam IP-agpec, koTopbin HeobxogmMmo OyoeT BBECTUM HA JaHHOMW CTpaHuue B AaHHOM

none.

Macka nogcetu — Macka noagcetu ncnonb3syetca ana WAN IP-agpeca. Baw nocraBLuk
VHTepHeT-ycnyr npegocTaBuT BaMm 3TOT napameTp (kak npasuno, 310 255.255.255.0).

OcHoBHOM W3 — Baw nocTaBWMK nNpedocTaBuT BamM afpec Lmo3a, KOTOpbIv
ABMSeTCA agpecoMm cepeepa nocTtasBwmka WHTepHeT-ycnyr. Beegwte IP-agpec

OCHOBHOIO LLJIH3a B COOTBETCTBYHOLLEM None.

Mpepgnountaembin DNS-cepBep - Ecnm Heobxogmmo, BBeauTe |IP-agpec

npegnoyntaemoro DNS-cepeepa.

AnbtepHaTuBHbIn DNS-cepBep - (HeobsizaTenbHasa HacTpovika) Ecnn Baw
noctaBWuKk NHTepHeT-ycnyr npegocTtaBun Bam apyron agpec DNS-cepsepa, ykaxute

ero B 3ToM none.

Ecnn Bbibpatb PPPOE/PPPoE Poccus, oTkpoerca cTpaHuua, kak Ha Pwuc. 3-8.

HacTtpownte napameTpbl 1 3aTeM Haxkmute [lanee Ans NpoOAOIKEHMS.

WMA nonb3oBaTens:
Naponk:

MogreepouTs Naponk:

BTOpHYHOE NOOKNHYEHHE: @ OTKMOYEHD
OuHamMuyeckni IP-agpec

CTatnueckwit IP-agpec (OnA Dual Access/PPPoE PocouA)

[ Hasan | | Janee |

Pwuc.3-8 bbicTpas HacTporika — PPPoE/PPPoE Poccus

12
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> Wma nonb3oBatens/NMapons - Beegute WmMA nonb3oBatena wu [laponb,
npegocTaBfieHHble BamM  BawWM  MOCTaBWUWKOM  WHTepHeT-ycniyr. 3Tn  nong
YYBCTBUTESNbHbLI K pernctpy. MNMpu BO3HUKHOBEHUWN 3aTPYAHEHUIN CBSHKMTECH C BaLUMM

NOCTaBLLMKOM VIHTEpHET-yCnyr.

»> lNopaTBepAuTb Naponb — Beeante naponb ewé pas, 4Tobbl yoeamTbes, YTO Bbl yKasanu
naposb NpaBUsbHO.

Boibepute AuHamunyveckun/Ctatnyeckun IP-agpec, 4toObl aKkTMBMpOBaTb BTOPUYHOE

NnoAKnYeHne, ecny Baw MNocTaBLMK VIHTepHeT-ycnyr npegocTaBnsieT BaM BO3MOXHOCTb

[OMONMHUTENBbHOrO nogkntoveHns (OuHamunyecknin/Ctatmndeckmin IP-agpec) kK nokanbHomn

cetu.

d) Ecnun Bbibpatb L2TP/L2TP Poccus, OTKpoeTcs CTpaHuua, kak Ha  Puc. 3-9. HacTporite

napameTpbl 1 3aTem HaxmuTe [anee AnNsA NPOAOMKEHUS.

HMA nonk30BaTENA:
Maponk:

MogreepauTs Naponk:

@ [OuHamuyeckuil IP-agpec CratTiueckui IP-appec

IP-anpec/MMA cepeepa:

| Ha3san | | DOanee |

Puc.3-9 bbicTpas HacTpovika — L2TP/ L2TP Poccus

> Wma nonb3oBatens/NMapons — Beegute WmA nonb3oBatena wu [laponb,
npeaocTaBneHHble BaM  BalwuMM  MOCTaBLUMKOM  VIHTEepHeT-ycnyr. 3Tu  nons
YYBCTBUTEINbHbLI K pernctpy. MNMpu BO3HUKHOBEHUWN 3aTPYAHEHUIN CBSHKMTECH C BaLUMM
nocTaBLUMKOM NHTEpHET-yCnyr.

Bbibepute Ctatuueckun IP-agpec, ecnn IP-agpec/Macka noacetw/OCHOBHOWM LUMHO3 ©

DNS-cepBep Obinv Bam ykasaHbl BalMM MOCTaBLUMKOM WHTepHeT-ycnyr. 3atem BBeguTe

IP-agpec nnn nmsa VPN cepBep, npenocTaBneHHbIe BalMM NOCTaBLLMKOM VIHTepHeT-ycnyr, n
Apyrne napameTpsbl.

OuHamuueckwil IP-agpec @ CraTwueckwil IP-agpec

IP-agpeciiMA cepeepa:

IP-agpec: 0.0.00

Macka nofCceTH: 0.0.00
OCHOBHOW WNH3: 0.0.0.0
DHS-cepBep: 0.0.00
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Ecnu Baw nocrtaBLmk VIHTepHeT-ycnyr He npedocTaBun BaMm yka3aHHble Bbille napamMeTphl,
BblOepute AuHamunuyeckun IP-appec, B 3TOM crnyvae Bam HyXHO Oyger TOnMbKO ykasaTb
IP-agpec unu gomeHHoe nmsa VPN cepBepa oT Ballero noctasLimka VIHTEpHET-yCnyr.

@ [JuHamuyeckwii IP-agpec CTaTudecknid IP-agpec

IP-agpeciHMA cepeepa:

e) Ecnn Bbibpatb PPTP/PPTP Poccus, oTkpoetcs OkHO, Kak Ha Puc. 3-10. Hactporite

napamMmeTpbl 1 3aTeEM HaXXMuTte Danee ona NpoaOoImKeHUA.

HmA nonk3oBatens:
Mapone:

MoareepanTs Naponk:

@ [JuHamwueckwid IP-agpec CraTtnueckwi IP-agpec

IP-agpec/UmA cepeepa:;

[ Hazag | | Lanee |

Puc.3-10 BeicTpas HacTponka — PPTP/ PPTP Poccusa

> MWma nonb3oBatensi/Mapons - Beeante Wma nonb3oBatena u [laponb,
npegocTaBneHHble BaM  BalMM  NOCTaBWMKOM  VIHTepHeT-ycnyr. 3Tu  nong
YYBCTBUTENbHbI K peructpy. Mpu BO3HUKHOBEHWUM 3aTpPyOHEHWIN CBSDKMTECH C BalUUM
NOCTaBLUNKOM VIHTEpHET-yCnyr.

Boibepute Ctatnueckumn IP-agpec, ecnun IP-agpec/Macka nogcetn/OCHOBHOM LUMHO3 ”

DNS-cepBep 6bin BaM ykasdaHbl BaliMMm nocTaBwukoMm WHTepHeT-ycnyr. 3atem BBeguTe

IP-agpec nnu nma VPN cepeep, npegoctaBneHHble BalluM NOCTaBLUMKOM VIHTepHET-yCnyr, U
Opyrve napameTpbl.

OnHaMwyecknidl IP-agpec @ CTatwyeckdi IP-agpec

IP-agpec/imA cepeepa:

IP-agpec: 0.0.0.0

Macka nomCceTH: 0.0.00
OCHOBHOW WNH3: 0.0.0.0
DHS-cepeep: 0.0.00

Ecnu Baw noctaBLmk VIHTepHeT-ycnyr He npedocTaBun BaMm yka3aHHble Bbille napamMeTphl,
BblOepute AuHamunuyeckun IP-apgpec, B 3TOM crnydae Bam HYXHO Oyger TOnbKO ykasaTb
IP-agpec unu gomeHHoe nmsa VPN cepBepa oT Ballero noctasLinka VIHTEepHET-yCnyr.
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@ JuHamuyeckni IP-agpec () CTatyeckwi IP-aopec

IP-anpec/MMA cepeepa:

5. Bblbepute paboyyo 4acToTy Ballen ceTu n Haxxmute Oanee. Hanpumep, Ha pUCyHKe Huxe

BblOpaHO “Ucnonb3oBaTb ogHOBpPEMEHHO YacToTy 2,4 Ty un 5 My (802.11a/b/g/n) .

BbicTpan HacTpolika - Beibop pabo4eit 4acToThbl

HacTpoiika nogknioueHnA K VIHTepHEeT 3aBeplena, BeiGepuTe pabouyio yacToTy AnA GecnoBogHOro PEXUMA MapLWPYTU3aTopa:

@ OpHoepemenHo 2,4 MU w 51Ty (802.11a/b/g/n/ac)
() Toneko 2,4 My (802.11b/ain)

() Toneko 5Ty (802.11a/n/ac)
InA BENHYEHUAIBHIKNHYeHHA DecnpoBOAHO0 BEWAHHA MOXHO HCNONbL20BaTL KHonKy Wi-Fi On/Off, pacnonc YH) Ha 3a0Hen MapluwpyTH3aTtopa.

| Hasan | [ fanee |

Puc. 3-11  Bbibop paboyen 4acToThl

6. Bbl moxeTe nomeHsTb MMA BecnpoBogHon cetn 2.4 Ty u co3gaTb Baw coOGCTBEHHLIN
naponb Ha  aToM  cTpaHuue. Wms  OecnpoBogHOM  cCeTM MO YMOSYAHUIO
TP-LINK_2.4GHz_XXXXXX, a naponb 6ecrnpoBogHO/ CeT! No yMOMYaHWUI COOTBETCTBYET
PIN-kogy, ykasaHHOMY Ha Hakrenke Ha HWXHeN naHenu mapwpyTtusatopa. HaxvuTte Oanee

ansa npoporkexus (Puc. 3-12).

HacTpoiika nogknioueHna K [IHTepHET 3ageplieHa, Tenepk HeoGXoQuMOo YKa3aTk HACTPOINKK BECNpPOBOOHOND PEXMMA.

BecnpoBOAHOE BEWAHHE: BKMIDYEHD
WmA GecnpoBOOHOR CETH TP-LINK_2 4GHz_AE15D3 (uma S51D)
PeruoH: Poccur -

3awuTa GECNPOBOAHOND PEXHMA:

OTEMHYHTE 3aUHTY
@ WPA-PSKWPA2-PSK
MNaponk PSK: 90768651

(Bbl MO#ETE BEECTH CMMBOMNLI B Kogupoeke ASCI wnn B wecTHagUaTepuyHoM fopmare; anAa gopmara

Bea nameHeHnin

(ICcNONB30BaTe TEKYLWMWE HACTPOMKKY DeCnpoBOOHOTD peXnMa.)

(] [ONONHATENBHEIE HACTPOHKK GECNPOBOAHOND PEXAMA

[ Hasaa | [ Danee

Puc.3-12 BecnpoBogHou pexum 2.4 T

> bBecnpoBogHoe BewaHue — OToGpaxaeT MHGPOPMAaLMIO O COCTOSHMM GecrnpoBOLHOMO

BeLLaHus.
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Uma OecnpoBogHOM ceTu — YKaxuTe 3HaveHue OnvHoh Ao 32 cumBonoB. Bcem
6ecnpoBOAHbIM YCTPOMCTBAM CETU AOIMKEH ObITb NPUCBOEH OAMH U TOT Xe naeHTUdUKaTop
SSID. Yto kacaetcsa 6esonacHocTn GecnpoBogHow ceTu, uageHTudwukatop SSID no
ymonyaHuio TP-LINK_2.4GHz XXXXXX (XXXXXX — nocnegHve LWeCTb YHUKasbHbIX
cumBornioB MAC-agpeca maplupyTusartopa). [laHHoe none sBNsieTcs YyBCTBUTENbHLIM K

pernctpy. Hanpumep, TEST n test — 3ToO pasHble 3Ha4YEHUS.

PervoH — BbiGepuTe COOTBETCTBYIOLIEE 3HA4YeHVEe U3 BbiNagarolero MeHw. B aaHHowm
rone ykasblBaeTCsl PervoH, rae yHKums GecnpoBoaHOW nepefayn AaHHbIX MOXET OblTb
ncrnonb3oBaHa. Vcnonb3oBaHne OaHHON (DYHKUMM B PErMOHaXxX, He YKasaHHbIX B CMUCKE,
MOXeT ObITb HEe3aKOHHbIM. ECnv Balue cTpaHbl Uy pernoHa HeT B Cnncke, obpaTuTech 3a

NOMOLLIbIO B MECTHOE NpaBuUTeribCTBEHHOE areHTCTBO.

KaHan — B aTom none ykasbiBaeTca pabodas 4actoTa. 3Ha4yeHne no ymonyaHuio ABTo. He
crnegyeT U3MEHATb 3TO 3HaJYeHue, ecrny TONbKO He BO3HMKNW npobnembl ¢ momexamu ot

HaxoAsdLenca nodnmsocTn apyron ToYKM gocTyna.
Pexum — Pexxum 6ecnpoBogHON nepedayn gaHHbIX MapLupyTmM3aTopa.

LLmpuHa kaHana — BbibepnTe COOTBETCTBYIOLLEE 3HAYEHME W3 BbiNajaloLlero crucka.
3HayeHne no ymon4yaHuio ABTO, NpM KOTOPOM YCTPOWCTBO aBTOMAaTUYECKu perynvpyet
LUMPUHY KaHana ansi KNMMeHTOB.

OTKNUYUTL 3aWmUTy — PyHKUMA 06ecneveHnss 6e30MacHOCTU MOXET ObiTb BKITOYEHA UMK
BbIKMoYeHa. Mpu BbIKMIOYEHHOW (yHKLMM OBecnpOoBOAHbIE CTAaHLMM MOTYT MOAKMOYATLCS K

MapLpyTtusaTopy 6e3 npMmeHeHust WndpoBaHns. HactosaTenbHO pekomeHayeM BbibpaTb
OAHY 13 onumn ana obecneveHnss 6e3onacHOCTN.

WPA-PSK/WPA2-PSK — Buibop WPA Ha OCcHOBE npeaBapuUTENbHO yKa3aHHOW NaposibHOWM
dpasbl.

Maponb PSK - MoxHO wucnonb3oBatb cumBonbl  dopmata ASCIl  uvnm

LLecTHaguaTepuiHbIle CUMBOIbI.

Mpu BbIGope ASCII kntod moxeT cogepxatb Lmdpbl oT 0 4o 9 1 GykBbl OT A 0 Z u ero
JnNuHa gormKkHa coctaBnATb OT 8 Ao 63 cMMBOIIOB.

Mpu BbIGOpe LlecTHapUaTePUYHBLINA KMNOY MOXET COCTOATb 13 umdp oT 0 4o 9 n 6yks oT A
no F, a ero annHa gomkHa GbITb B Nnpegenax ot 8 4o 64 cMMBOIOB.

CneayeT umeTb B BUAY, YTO KOY SIBNSETCA YYBCTBUTENbHBLIM K PErncTpy. OTo o3Ha4vaeT,
YTO WCMONb30BaHNE MPOMUCHBLIX M CTPOYHbIX OYKB BMNMSIET Ha ero 3HadeHue. Henmnoxo
3anucaTb roe-Hubydb 3Ha4YeHve Kroya WM OpyrMx HacTpoek 3alumTbl 6ecnpoBoHOMN
nepenayun AaHHbIX.

Be3 nameHeHnn — lNpu BbIOOpEe 3TOM ONuUMM KOHUrypaums 6ecnpoBOAHON nNepenayu

JaHHbIX ocTaHeTcs 6e3 nameHeHun!

[laHHble HaACTPOWKK SABNAOTCSA BCEro NULb 06a30BbiMK. YTOObLI y3HATb O AOMOSHUTENbHBLIX
HacTponkax, cmoTpute Pasgen 4.6: 5ecnpoBOaHON PEXUM.

Bbl MoxxeTe nomeHaTb nmsa 6ecnposogHon cetn 5 MU 1 co3gaTh Baw COGCTBEHHBLINM Naporb
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Ha aTton cTpaHuue. Nma BecnpoBogHon cetn no ymonyaHuio TP-LINK_5GHz_XXXXXX, a
napornb 6GecnpoBogHON ceTu Mno ymonyaHuto cooteBeTcTByeT PIN-kogdy, ykasaHHOMY Ha
Haknenke Ha HWXHeN naHenu mapwpyTtusatopa. Haxvmute Janee ans npoaormKeHus.

HacTpoiika nogknioyeHna K FIHTepHET 33BepleHa, Tenepes HeoGX0mNMO YKA3aTe HACTPOKK GeCNpOBOOHOD PEXMMA.

becnpoBogHOE BelAHHE; BkntoueHo
Wma GecnpoBOOHOR CETH TP-LINK_5GHz_AE15D2 (SSID)
PeruoH: Poccus -

3awuTta DecnpoBOOHOID peXUMa:
OTHNHYHTE 3aWNTY
) WPA-PSKIWPAZ2-PSK
Maponk PSK: 90768651
(Bbl MOMeTE BEECTH CUMEONE! B KogupoBKe ASCI wnwn B wecTHaguaTepryHom opMare; ona gopmara
Ee3 nameHeHni

(IcNoNb30BaTh TEKYIWWE HACTRONKN GeCNpoBOOHOMD PEXHMA.)

[ononHHTENbHLIE HACTPORKH GECNPOBOAHOID PEXHMA

| Hasag | | Danee

Puc.3-13 BecnpoBoaHom pexum 5 Ty,
HaxaBs kHonky [lanee, Bbl OKaXeTeCb B OkHe 3aBepLueHue.
Ecnu B okHe BecnpoBogHOW pexum He 6biNo caenaHo U3MeHeHWW, OKHO 3aBeplueHue
OyneT BbIMSAAeTb, Kak npeacTtaBneHo Ha Puc.3-14. HaxmuTte kHoMky 3aBeplunTb, YTOObI
BbINTK 13 pa3gena bbicTpasa HacTpouka.

YcTporcTEO nogknwyeHo K MIHTepHeT! [leTanbHble HACTPONKN HAXOORTCA B
COOTBETCTBYWILNX pasgenax.

[ Hasan ] [ 3aeepumte |

Puc.3-14 bbicTpas HacTporika — 3aBepLueHne

Ecnn B okHe BbecnpoBogHon pexunm Gbinn caenaHbl UI3MEHEHMWs, OKHO 3aBepLueHue Oyaer
BbIMsAAEeTb, Kak npeactaBneHo Ha Puc.3-15. Haxmute kHonky [lMepesarpy3nTb, 4TOObI
cOenaHHble M3MEHEHMS BCTYNUIM B CUNY, U BbINONTE U3 OkHa BbicTpasa HacTpowka.
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“Sucroan nacrpomea: amepueie

YcTpoicTBO nogknoyeHo K MHTepHeT! feTanbHble HACTPONKN HAXO4ATCA B COOTBETCTBYIOWNX
pasgenax.

13MeHEHHBIE HACTPOAKN GeCNPOBOAHOND PeXMMa GYOYT MCNONB30BaTLCA TONLKD NOCME NePeaarpy3kn yCTpoAcTE.

( Hasan | | Nepesarpyauts |

Pwuc.3-15 BeicTpasa HacTpolika - 3aBepLueHmne
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NnaBa 4. HacTtpouka mapwpyTtrusartopa

B aton rnaBe pacckasbiBaeTcs 000 BCeX OCHOBHbIX (OYHKUMSX BeB-yTUnMTbI U crnocobax
HaCTPOWKMN.

41 Bxop B cucremy

Mocne ycnewHoro Bxoga B CUCTeEMY B NneBoM 4vacTtu BeG-yTI/IJ'II/ITbI Bbl yBUOWUTE [OBaAuUaTb
OCHOBHbIX MeHto0. B I'IpaBOI‘/'I 4YacTu coaepiKatcd onncaHnda n MHCTPYKUUWN.

CocToRHNe

BhLICTpaA HACTPOHKa

Cemn

Bribop pabove# 4aCcToThl
becnpoBoOHOR pexmM - 2.4 Iy
becnpoBoOHOH pexMM - 5 MMy

loCTeBan CeTh

Hacrpo#kn USB

=

MepeanpecalMa

bezonacHoCTL

PoaumensCxmil KOHTPONb
KoHTponks gocryna

PacuHpeHHble HACTPOHEN Mapmp
KoHTpOns nponycEHol cnocobioc
MNpueazea IP- n MAC-anpecoe
Ouuamuyecknid DNS

Monnepxxa IPvG

CHCTEMHLIE HHCTRYMEHTL

Hwxe npuBoanTcs noapobHasi MHOPMaLMS MO BCEM OCHOBHbLIM (PYHKLMSM BEO-YyTUMUTBI.

4.2 CocTosiHue

B okHe CocTosiHMe copepxuTca Tekywas WuHdopmauus no MapupyTusatopy. [aHHas
NHOPMaLUst OCTYMNHA TOMbKO ANst YTEHUS.
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Archer C7

AC1750 1Byxanana3oHHbIN 6ecnpoBoaHOMN

Bepcua ecTpoennoro NMNO:

BepcuA o00opyoOBAHKA:

3.13.34 Build 140411 Rel.45085n
Archer C7 v2 00000000

MAC-anpec:
IP-agpec:

Macka nogceT:

E8-94-FG-AE-15-D4
192.168.0.1
255.255.255.0

BecnpoBoaHoi pexum: 24 My

BecnpoEogHOE BellaHue:
WmA cetu (S51D):

Pexum:

Kanan:

LinpuHa Kavana:
MAC-anpec:

Coctonnue WDS:

OTKNIOYEHD
TP-LINK_2.4GHz_AE15D3
11ban cMeLaHHEIR

ABTO (TeKyWWiA KaHan 0)
ABTOMATHYECKK
E8-94-FG-AE-15-D3

OTKNDYEHD

BecnposogHon pexum: 5 My

BecnpoBoHOE BellaHHe:
WA cetw (S5ID):

Pexmm:

Kanam:

LUHpHHa KaHana:

Brnwyeno
TP-LINK_5GHz_AE15D2
11alnfac cMelwaHHEIA
ABTO (TekywWi KaHan 40)

AETOMATHYECKK

MAC-anpec: E&-94-FG-AE-15-D2
Coctoanue WDS: OTKNYEHD
WAN
MAC-agpec: E8-94-FG-AE-15-D5
IP-agpec: 0.0.0.0 OuHamuyeckni IP-agpec
Macka nogcemm: 0.0.0.0
OCHOBHOH WNHO3: 0.0.0.0 |  OBHoBuTs
DN S-cepeep: 0.0.0.0,0.0.0.0
CtaTtucTuka Tpaduka
MpuHATO OTnpaeneHo
Banr: 0 0
MakeToB: 0 0
Bpema paboTwi: 0 gHell 00:52:12 |  OBHoBMTe |

Puc. 4-1 OKHO COCTOSIHUSE MapLUpyTu3aTopa
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4.3 bBbicTpas HacTpouka

Cwmotpu Pazgen 3.2: PykoBoacTBO Mo GbICTPOM HAaCTPOVKeE.

44 CeTb

Cetb
-VWAN
-LAN

- Knonmpoeanne MAC-agpeca
-1IPTV

Puc. 4-2 MeHio CeTb

MeHio CeTb cogepxut udeTblpe nogmeHio (cM. puc. 4-2): WAN, LAN, KnoHupoBaHue
MAC-agpeca v IPTV. [Ing HacTponkn oyHKLMM BbIGEPUTE HY>KHOE MEHIO.

441 WAN
BbibpaB CeTb — WAN, Bbl MOXeTe HacTpouTb napameTpbl WAN, Kak NokasaHO Ha PUCYHKE HIMKe.

1. Ecnm  noctaBwmk  WHTepHeT-ycnyr  obecneunBaetr  DHCP-cepBuc,  Bbibepute
AnHamuyecknn IP, n mapLupytTmsaTop aBTomaTnyeckn nonyymT IP-napameTpbl OT Bawlero

noctasLwuka UHTepHeT-ycnyr (puc. 4-3).

Tun nogkntoyenna WAN: OuHamnueckuii IP-agpec -

IP-agpec: 0.0.0.0

Macka nogcera: 0.0.0.0
OCHOBHOW WNH3: 0.0.00
Paamep MTU (e Gadtax): 1500 (no ymonyanuie: 1500, He MaMeHATs Ges HeobxoguMocTi.)
| Mcnone3oeaTe cnegylowme agpeca DNS-cepeepos

MpeanoynTaemelin DNS-cepeep:

AnbTepHaTHBHLIH DNS-cepeep: 0.0.0.C (Heo@A3aTenLHAR HacTpolika)

WmA yana: Archer_CT

[ MonyunTte IP-appec ¢ nomowsk Unicast DHCP (Kak npaeuno, 3To He Tpefiyerca.)

COXpaHTb

Puc. 4-3 WAN — [uHamunueckun 1P

B aTom okHe nokasaHo kak napameTtpbl WAN, Bkntoyas |IP-agpec, macky noacetv, OCHOBHOM
W03 1M Tak ganee, aBTOMaTMYeCKM HasHa4dalTca nocTaBlnkom WHTepHeT-yecnyr. YTobbl
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OOHOBWTbL MapameTpbl OT MNocCTaBLMKA WIHTepHeT-ycnyr, HeobXOAMMO HaXaTb KHOMKY
OOGHOBUTb. YTOOLI COPOCUTL 3HAYEHWS], BOCMONb3YNTECH KHOMKON OCBOGOAUTD.

» Pa3smep MTU — OG6blvHO 3HauveHne MTU (Maximum Transmission Unit — makcMmManbHbIN
pasvep 6noka nepegmaun) gns OonbwuHcTBa ceTen Ethernet coctasnser 1500 Ganr.
PekomeHayem He M3MEHATb 3TO 3HaYeHWe, eCcrin TOMbKO 3TOro He TpebyeT Ball NoCTaBLUUK

WHTepHeT-ycnyr.

» MWcnonb3oBatb cnegyowme agpeca DNS-cepBepoB — Ecnu Bbl nony4unu ot nocTaBLLmka
MHTepHeT-ycnyr oguH wunu pBa agpeca DNS-cepBepa, B 3TOM nMofie yKaxute B
COOTBETCTBYHOLUMX MNOMSAX NPeanoyYMTaeMblil U anbTepHaTUMBHBIA cepBepbl. B npoTvBHOM
cnydyae DNS-cepBepbl OyayT HasHauyeHbl aBTOMAaTMYeCcKM BallMM  MOCTaBLUMKOM

WHTepHeT-ycnyr.

& MpumeuaHue:

Ecnu npu BbiOpaHHbIX agpecax DNS-cepBepoB npu nonbiTke AOCTYNa K CanTy NOsiIBNAETCS
coobueHre 06 owmnbke, TO, ckopee BCero, Bbl HenpasunbHO yka3anu DNS-cepsepbl. Bam
cneagyet cBsA3aTbCs C nocTaBMKoM WHTepHeT-ycnyr, 4Ttobbl nonydntb Heobxoaumyro

MHdopMaLmio.

» MNonyuutb IP-appec ¢ nomowbk Unicast DHCP - Hekotopbie DHCP-cepBepa He
noaaepKMBaloT MHOroadpecHble npunoxeHus. Ecnn Bbl He moxeTe nonydntb |IP-agpec

06bIYHBbIM CNocoboMm, Bbl MOXeTe BblIOpaThb 3Ty onuuio (3To TpebyeTcs peako).

2. Ecnu oT noctaswuka MHTepHeT-yCcnyr Bbl MONYYUNIM CTaTUYECKUA UM OUKCUPOBAHHbIN
IP-agpec, macky nogceTtu, wnto3 n napameTpbl DNS, Bbibepute Ctatnyeckun IP. Npun atom

OTKPOETCS OKHO, KakK MokasaHo Ha puc. 4-4.

Tun nogxnryennA WAN: Cratuueckuii IP-agper +  [Onpegenutt
IP-agpec: 0000
Macka nogceTh: 0000
OCHOBHON WNH3: 0.0.0.0
Pazmep MTU (g GadTax): 1500 (No yMonyaHno: 1500, He M3MeHATE Ge3 HeoOxoOWMOCTH.)
Mpegnovntaemeulin DNS-cepeep: 0000
ANbTepHATHEHLIA DN S-cepeep: 0.0.0.0 (HeoGA3aTeNLHAR HACTpORKa)

Puc. 4-4 WAN - Ctatnyeckun IP

> IP-appec — YkaxuTte |P-agpec, nony4eHHbIN OT nocTasLUmKka VIHTepHeT-yCnyr, B 4eCATUYHOM

dopmaTte ¢ pasgenuTenbHbIMU TOYKaMM.
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> Macka noacetM — VYKaxuTe 3HayeHMe Macku MoAceTu, MOory4YeHHoe OT rocTaBLiuKa
WHTepHeT-ycnyr B gecatnyHom popmate C pasgenuTenibHbiMU Todkamu. OBblMHO 3TO
255.255.255.0.

» OcHoBHOM wnw3 — VYkaxute IP-agpec wno3a, MOMyYEHHbLIM OT MNOCTaBLUMKaA

NHTepHeT-ycnyr B AECATUYHOM hopmaTe C pasaenuTernbHbIMU TOYKaMU.

> Pa3amep MTU — O6blvHO 3Ha4veHne MTU ans 6onbwnHcTBa cetent Ethernet coctaBnsieT 1500
banT. He pekomeHayeTcsi W3MEHSITb 3TO 3HA4YeHMe, eCnv TOMNbKo JTOro He Tpebyet

nocTtaBWuk NHTepHeT-ycnyr.

> Mpepnountaembin DNS/AnsTepHatuBHbin DNS-cepBep — Ykaxute oavH unv aesa agpeca
DNS-cepBepoB, nony4eHHble OT nocTaBluMka VHTepHeT-ycnyr B OeCATUYHOM chopmarte C

pasgenntenibHbIMMN TOYKaMu.

3. Ecnu Baw noctaBWuK WIHTEepHeT-ycnyr ucnonb3dyeT nogknioveHne PPPOE, Bbibepute

PPPoE/PPPoE Poccus. 3gech TpebyeTtca ykasaTth criegyowme napameTpbl (puc. 4-5):

Tun nogkntodernn VWAN: PPPoE/PPPoE Poccua - | Onpegennte |

Mogknw4enne PPPoE/PPPOE PoccuA:
Hma nonew3oearens:
Napone:

MoaTeepauTs NAPONL:

BTOpMYHOE NOQKMHYEHHE: @ CTKMOYEHD
OuHamuyecknil IP-agpec

Cratwyeckwit IP-agpec  (OnA Dual Access/PPPoE Poccna)

Pexum nogenioydesna WAN: MogKnourTe No TpedoBaHnn
MakcumaneHoe BpEMA NPOCTOA; MHHYTEI
(0 oaHayaeT, yTo NogrEnyeHne GyoeT AKTMEHEIM NOCTOAHHD.)
@ MogkniouuTe 3ETOMATHYECKK
MogkniouuTe No pacnUMcaHu
Mepwog, BpeMEHN; © : (HY:MM) no : (HY:MR)

MoQKNIoYUTE BRYYHYIO

MaKciMansHoe BpeMA NpocTon: MUHYTI

(0 03HAYAET, YTO NOOKNIDYEHUE GYOET AKTMBHLIM NOCTOAHHO.)

[MoaKNHYATE OTknyeHo!
| CoxpaHite | | JlononHuTEnEHO

Puc. 4-5 WAN - PPPoE/PPPoE Poccus

> WUma I10]1b3OBaTeJ1ﬂ/napOJ1b — YKaxuTe umsa nonb3oBartens u naporb, nNoflydYeHHble OT

noctaBLymka VHTepHeT-ycnyr. 31 Nonsi YyBCTBUTENbHbI K PEFUCTPY.

> I'Io.qTBep,qub naponsa - Beeaute naporib, I'Ipe,D,OCTaBJ'IeHHbIIZ BawnmMm MNoCTaBLUMNKOM

NHTepHeT-ycnyr elue pa3, 4Tobbl y6eamTbesl, YTO BBEAEHHbIV Naposib NpaBUbHbIN.

23



AC1750 1Byxanana3oHHbIN 6ecnpoBoaHOMN

Archer C7 rMrabuTHbLIA MapLUpyTU3aTop

> BTopuyHoe nogknroyeHune — [laHHas onuusa OOCTyNHA TONbKO Anst nogknioveHns PPPoOE.
Ecnu Bbl monyynnu oT noctaBluMKa MHTEpHET-yCnyr AONOMHUTENbHbLIA TUM MOAKITHOYEeHUS,
Takon kak QuHammueckuin/Ctatudecknn IP, ana paboTbl ¢ nokanbHOW CeTbio, TO Heobxoanmo

BblOpaTh none AuHamudeckunin/Ctatndeckuii IP, 4ToObl akTMBMPOBAaTb 3TO NOAKITHOYEHME.

e Otknwuntb - [lo YMOJIHaHUIO BTOPUYHOE NOAKMKOYEHME OTKIMHYEeHO, TaK YTO

NCnonb3yeTcs TonbKo noaknodeHne PPPoE.

e [OuHamunueckmn IP-agpec - YTtoGbl wncnonb3oBaTb AuHamudeckun |IP-agpec,
NonyYeHHbIN OT NocTaBLmKa VIHTEpHET-yCnyr, B KAYEeCTBE BTOPUYHOIO NOAKMNIOYEHUS A1

paboTbl C NTOKaNbHON CETbIO, BbIGEPUTE COOTBETCTBYIOLLYIO PaAMOKHONKY.

e Cratnyeckum IP-agpec — Yto0bl ucnonb3oBate ctatnydeckui IP-agpec, Nony4yeHHbIA OT
noctaBlmka WMHTepHeT-yCcnyr, B KayecTBe BTOPWMYHOIO MOAKMOYEeHUs Ans paboTbl C

foKasnbHOW CeTbI0, BbIGEPUTE COOTBETCTBYIOLLYIO PaMOKHONKY.

> MopkniounTtb No TpeboBaHuo — MNpu BbIGOPE 3TOrO pexuma NoaknioveHne npekpaLlaeTcs
aBTOMaTUYECKN Yepe3 ornpefenieHHbI nepuog HeakTMBHOCTM (MakcumanbHoe Bpems
nNpocTos) 1 BOCCTaHaBNMBaeTCs nocne obpalleHus k MIHTepHeT-pecypcy. Ecnu Bbl xoTuTe,
4TOGbl COeMHEHME GbINo akTUBHBLIM MOCTOSIHHO, B none MakcumanbHoe BpeMs npocTosi

yKakuTe 3HauyeHune “0” . Takke MOXHO yKasaTb KOHKPETHOE 3HAYEHMeE.

> MoaknoYMTb aBTOMaTUYeCKU — I'Ipvl cboe noakmnoyeHus nponcxoanT ero aBTomaTtn4eckoe

BOCCTaHOBIIEHUE.

> TMogknwouuTb nNo pacnucaHuo — [llogknioyeHne ycTaHaBNMBAETCA TOMbKO B 3aJaHHbIV

nepvop (aata Ha4ana v KoHua nepuoga ykasbiBaetca B popmate HY4:MM).

& MpumevaHue:

®dyHKuns Oyaet paboTaTb TONMbKO MoOcne Toro, kKak B OKHE CUCTEMHbIE WHCTPYMEHTbI —

HacTpoiika BpeMeHn GyaeT BbICTaBNEHO CUCTEMHOE BPEMSI.

»> [MopKnYUTb BPYYHY — [Ons NOAKMOYEHMSA/OTKITIOYEHNSS BOCMOMb3YNTECH KHOMKOW
Mopgknountb/OTKNOUYMTL. B 3TOM pexnme nogaepxmeaetca dyHkumss MakcumanbHoe
BpeMA npoctos Kak u ana pexuma lMogkniountb no TpeboBaHub. [logknioyeHue K
MHTepHEeT MoxeT ObITb NpekpaLLeHo Nocne onpeaerneHHoro nepnoga HeakTMBHOCTH, a 3aTeMm

He GyaeT BO30GHOBNEHO CHOBA Npy obpalleHun K IHTepHeT-pecypcy.

BHumaHue: WHorga nogknodeHne He MOXET ObiTb MpeKkpaweHo, [axe ecnv B none
MakcumanbHoe BpemMsi NPOCTOA YKa3aHO OnpegeneHHoe 3HayeHue, T.K.  HEeKOoTopble
NpunoxeHnsa B )OHOBOM pexmme obpallarotes K MIHTepHeT-pecypcam.

Ecnn Bbl XOTUTE BHECTM W3MEHEHWA B [OOMNOMHUTENbHbIE HACTPOMKWU, HaXMMUTE KHOMKY
JononHutenbHo. [10ABUTCA OKHO, Kak NoOKasaHo Ha puc. 4-6:
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Pasmep MTU (e Ganrax): 1480 (no ymonuaHwio: 1480, He U3MeHATs Ge3 HeoBxogumMocTH )

WmA cepeuca:

WMA KOHLEHTpaTopa focTyna:

Mcnonb3ogats IP-aapec, Npen0CTABNEHHbIA NOCTABUMKOM MIHTEpHET-YCnyT
IP-aapec, NpeoCcTaBNEHHbIH NOCTaBWMKOM HHTEPHET-YCNYr:

WHTEPBAN OHNAHH-OTCNEXHBAHHA: 0 cekyHabl (0 - 120 cekyHpa; no ymonuanuio: 0; 0 03HayaeT, 4To OTCMNEXMBAHUE HE NPOMCXOOMT.)

HMenone3oeate cnegyiowme DNS-cepeephl
MNpeanoyutaembii DNS-cepeep:

AnwTepHaTHEHBIR DNS-cepeep: (HeofA3aTeNbHAR HACTPOKA)

[ coxpanuts | | Hasan |

Puc. 4-6 JononHuTenbHble HacTporiku PPPoE

Pasmep MTU — 3HadeHune no ymondaHumio 1480 GawnT, 4To 0ObIYHO SABNAETCA ONTMMarbHbLIM.
He pekomeHOyeTcsi MW3MeEHATb [AaHHOe 3Ha4YeHMe, €ecnn TOMbKO 3TO He sBhsieTcs

TpeboBaHMeM nocTaBLumMKa VIHTEpHET-yChyr.

Nma cepBuca/msa koHueHTpaTopa goctyna — Ecnu atoro He TpebyeT nocTaBLUuK
MHTepHeT-ycnyr, He criegyeTt Tporatb 3TO nose. B GonbLUMHCTBE Cry4aeB MOXHO OCTaBUTb
9TW NONsi NyCTbIMK, U 3TO HE NOMeLLaeT paboTe.

IP-appec, npepocTaBneHHbIN NocTaBWMKOM WHTepHeT-ycnyr — Ecnv Ball nocTaBLUuK
MHTepHeT-ycnyr He Ha3Ha4yaeT mapLupyTm3aTtopy IP-agpec B aBToMatuydeckom pexume npu
BXO4E B CUCTEMY, OTMETLTE 3Ty AYEnKY U yKaxuTe |P-agpec, Nony4yeHHbIN OT NoCTaBLUMKa
UHTepHeT-ycnyr B 4ecATMYHOM chopmaTe C pasaenmTesibHbIMY TOYKaMU.

MHTepBan oHnamH-oTcrnexuBaHMA — MapLipyTmu3aTtop NpOM3BOAMT OTCIEXMBAHME TOYKM
JOoCTyna yepes onpeaeneHHbIn UHTepBan B pexXumMe OHMNanH. Mo ymonyaHuio yCTaHOBIEHO
3HayeHne “0”. Bbl MOXeTe ykasaTb 3HadeHue B npegenax ot 0 go 120. 3HadeHue “0”

O3Ha4aetT, 4YTo (byHKLlI/Iﬂ OTKJ1HO4EeHa.

Mpeanountaembin/AnsTepHatuBHbin  DNS-cepBep - Ecnu  Baw  nocTaBLUMK
WHTepHeT-ycnyr He Ha3HayaeT DNS-agpeca B aBTOMaTMyecKOM pexume npu Bxode B
cuctemy, Bolbepute Ucnonb3oBatb cnepyrowme DNS-cepBepbl 1 yKaXuTe NOMyYeHHbIN
OT noctaBwuka WHTepHeT-ycnyr IP-agpec B gecatudHom chopmarte ¢ pasgenurenbHbiMU

Toukamun. Ecnn umeetcs agpec BTopmnyHoro DNS-cepBepa, ero Takke cnegyert ykasaTb.

YToObl COXpaHUTb caenaHHble USMEHEeHUA, HaXXMUTE KHOTMKY COXpaHVITb.

4.

Ecnu nocraBwmk UHTepHeT-ycnyr ucnonesyet kabenb BigPond (unu curHan Heart Beat),
Bbibepute Kabenb BigPond. 3gecb Heobxooumo ykasaTtb criegytolime napameTpbl (CM.
puc. 4-7):
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Tun nogknyeHnA WAN: Kabens BigPond -
WmMA nons3oearens:
Maponk:
(CepBep ayTeHTHMHEALMN; Sm-sener
TomeH ayTeHTHDH KaLLHK:
Paamep MTU (B DaWtax): 1500 (no ymonyaHui 1500, He WaMeHATs Gea HeoGxoaMMocTh.)
MogkniounTe No TpeBoBaHu
MakcumaneHoe BpeMA NPOCTOA: MUHYT (0 03HaYaeT, YTo NoOgKNKYEHWe GyOeT aKTMEHEIM NOCTOAHHO.)
@ MogkniounTE aETOMATUYECKK
MogKNIoUMTE BOYUHYIO
MakcumaneHoe BpeMA NPOCTOA: MWHYT (0 03HaYaeT, YTo NoOgKNKYeHne GyOeT akTUEHEIM NOCTOAHHO.)
CR—
| Coxpanute |

Puc. 4-7 WAN — kabenb BigPond

Uma nonbsoBaTen;lll'Iaponb — YKaxute Mmsi nonb3oBaTtens u naponb, nony4vyeHHble OoT

NOoCTaBLUMKa l/IHTepHeT-ycnyr. 3T nonga aBnsTCA YyBCTBUTEJIbHbIMU K PETUCTPY.

CepBep ayTeHTUdMKauum — Ykaxute |IP-agpec cepBepa ayTeHTUMUKALMM UNU NMSA y3na.

OomeH ayTeHTUUKaLMKN — YKaxnTe JOMEHHbIN cyddUKC UMEHU cepBepa B 3aBUCMMOCTU

OT BalWlero MeCToHaxoXxaneHus. Hanpmmep:

NSW /ACT - nsw.bigpond.net.au

VIC / TAS / WA/ SA/ NT - vic.bigpond.net.au

QLD - gld.bigpond.net.au

Pasmep MTU — O6blvHO gnst 6onblunHcTBa ceten Ethernet gaHHoe 3HaveHne cocTaBnsaeT
1500 6ant. He pekomeHOyeTca M3MEHSTb €ro, ecrim TOfbKO 3TOro He TpebyeT MocTaBLUUK

WHTepHeT-ycnyr.

MoakntounTb NO TpeboBaHMIO — B 3TOM pexMMe nogkrtodeHne Kk VIHTepHeT npepbiBaeTcs
aBTOMaTUYECKN 4Yepe3 OonpedeneHHbIn nepuog HeakTnBHocT (MakcumanbHoe BpeMmsA
NpPOCTOs1) N BOCCTaHaBMNMBAETCA Npy MOBTOPHOM obpalleHnmn k VIHTepHeT-pecypcy. Ecnin Bbl
XOTUTE, YTobbl NoakntodeHne GbiNo akTUBHLIM BCe Bpemsi, B norie MakcumanbHoe BpemsA
npocTos crnedyeTt ykasaTb 3HadeHue “0”. Takke MOXHO yKasaTb KOHKPETHOE 3HadeHue B

MUHYTaXx.

MoaknoYnTb aBTOMAaTUYECKN — I'Ipvl notepe nogknk4yeHnda OHO 6y,qu BOCCTaHOBJIEHO B

aBTOMAaTU4eCKOM peXnme.

MoaknounTb BPYYHYH — [Ns MNOAKMOYEHUSA/OTKITIOYEHNST BOCMOMb3YNMTECH KHOMKON
MoaknounTtb/OTKNOYNTL. B 3TOM pexnme noggepxuBaetcs yHkumss MakcumanbHoe

BpemMsi nNpocTosl kak M ans pexuma Mogkniouutb no TpeGoBaHuKo. [MoakniodeHve K
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MHTepHEeT MoXeT ObiTb MNpeKpalleHo focre OonpeaeneHHoro nepuoga HeakTMBHOCTW, a
3aTem He GygeT B0O306HOBNEHO cCHOBA Npw obpalueHnmn Kk VIHTepHeT-pecypcy.
YtoObl Npon3BeCTM NOAKMYEHNE/OTKITIOYEHNE HAXMNTE KHOMKY MoAaKniounTb/OTKNIYNTL.

BHumaHune: MVHorga nogknodeHne He MOXET OblTb MpekpaweHo, haxe ecnv B norne
MakcumanbHOe BpeMsA NpPOCTOA yKasaHO OnpedeneHHoe 3HadeHue, TaK Kak HeKoTopble
NpunoxeHusa B OHOBOM pexmme obpatiarotcs K MIHTepHeT-pecypcam.

YUToObl COXpaHWUTb caenaHHble U3MEHEHUS, HaXXMUTE KHONKY COXpaHUTb.
5. Ecnm noctaBwuk WHTepHeT-ycnyr ucnonb3yet noaknoveHme L2TP/IL2TP Poccus,

BblOEpUTe COOTBETCTBYOLLEEe 3HaveHue. 3gecb HeoOXoAMMO yKasaTb cregylowme

napameTpsbl (puc. 4-8):

Tun nogknYeHna VWWAN: L2TP/L2TP Poccun A

HMA nonkb3oBarens:

Mapone:
MogKNHYUTE OTknioveHo!
@ OuHamuueckwi IP-agpec Cratnyeckui IP-agpec

IP-agpec/MMA cepeepa:
IP-agpec: 0.0.0.0

Macka nogcerH: 0.0.0.0
OCHOBHOM WIH3: 0.0.0.0

DN S: 0.000,0000
IP-agpec HuTepHet: 0.0.00

HuTepHer DN S: 0.000,0000

Pazmep MTU (B GaiTax): 1460 (No yMonuaHwo: 1460, He MAMEHATE Ge3 HeoBXOOMMOCTI.)
MaKkcumaneHoe EpEMA NPOCTOR: 15 MWHYTEI (0 03HAYaeT, yTo NogKNIYeHe GyeT aKTMEHEIM NOCTOAHHD. )
Pexmm nogenoyenna VWAN: MogenoynTs No TpedosaHumw

@ [MogKnoYnTE AETOMaTHYECKN

MOOKMIOYNTE BEYYHYIO

|  Coxpanute |

Puc. 4-8 WAN — L2TP/L2TP Poccus

> Uma I10]1b3OBaTeJ1ﬂ/napOJ1b — YKkaxute ums nonb3oBartens u naporsrib, NoriyvyeHHble OT

NnocTaBLUMKa I/IHTepHeT-ycnyr. 3T nonga aenaAlTCA YyBCTBUTEIbHbIMU K PErncCTpy.

> AnHamunyveckum IP/Ctatnyeckuin IP — BoibepuTe COOTBETCTBYHOLLEE 3HAYEHME.

Beegute IP-agpec VPN cepBepa wnn [OMEHHOe WMsl, MNpedocTaBneHHble Bawwumm
nocTaBLMkoM MIHTepHeT-ycnyr, B none IP-agpec/uvs cepsepa.
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MNoaknounTb aBTOMaTM4Yecku — lMpu notepe NoAko4YeHUs oHO OyaeT BOCCTAHOBIEHO B
aBTOMATMYECKOM pexume. YToObl akTMBMPOBaTL 3Ty ONUMIO BbiGepuTe COOTBETCTBYHOLLYHO
PaANOKHOTKY.

MoaknounTb BpYyUHYH — Bbl MOXeTe HAacTPOMTbL MapLUpyTM3aTop, YTOObl OH MPOM3BOAMI
BpyYHyto. Yepe3 onpeneneHHbii  nepuog  BpPEMEHWU
(MakcumanbHoe BpeMsi MPOCTONA) MapLLpyTM3aTop NpepbiBaeT NoaKIoYeHne K VIHTEpHET un
He MOXeT BOCCTaHOBWTb €ro aBTOMaTM4Yecku, koraa Bbl CHOBa obpaluaetecb k WHTepHeT
pecypcy. YTobbl akTMBMPOBAaTb 3Ty ONLUUIO BbIGEPUTE COOTBETCTBYHOLLYHO paanoKHOMKY. Ecnn
Bbl XOTUTE, YTOObI MOAKIOYEHNE OCTaBaNoCh akTUBHbLIM NMOCTOSIHHO, B nore MakcumanbHoe

NOAKNIOYEHNE/OTKNIOYEHNE

BpeMs NpoCToA crieayeT ykasaTb 3HavyeHue "0" . Takke MOXHO ykasaTb nepuon OeNCTBuUS
NOAKNIYEHMA 4O TeX Nop, Noka He ByaeT caenaH 3anpoc Ha HOBOE.

BHumaHue: MHoroa noakniodeHue He MOXeT ObiTb MpekpalleHo, Jaxe ecnu B none

MakcumanbHoe Bpemsi NpPOCTOA YKa3aHO onpeneneHHoe 3Ha4veHue, T.K.

HeKoTopble

npunoxeHusi B pOHOBOM pexunme obpaliatotcs k IHTepHeT-pecypcam.

6.

>

Ecnun noctaBumk NHTepHeT-yenyr npegoctaenset PPTP-nogkntoveHue, BbibepuTe 3Ha4YeHne
PPTP/ PPTP Pocus. 3gecbk Heobxoaumo ykasaTb cnegytowme napametpsl (puc. 4-9):

THN NOOKMHYEHHA VAN: PPTP/PPTP Poccua hd
WMA nons3oearens:
Maponk:
—

@ OuHamuuyeckmnii IP-agpec Cratnuecknil IP-agpec

IP-anpec/UMA cepBepa:

IP-agpec: 0.0.0.0
Macka nogceru: 0.0.0.0
OCHOBHOM WNH3: 0.0.0.0

DN S: 0.0.0.0,0.0.0.0
IP-agpec HuTepHeT: 0.0.00

Wurepuer DHS: 0.0.00, 0000

Pazmep MTU (B Gaiitax): 1420 (No yMonuaHnio: 1420, He MAMEHATL G83 HeoBXxoguMaocTK.)
MaKCHMaNLHOE BPEMA NPOCTOR: 15 MUHYTEI (0 03HAYAET, YTO NOOKNIWYEHWE GYAET AKTUEHLIM NOCTOAHHD.)

Pexum NoaknYesnn WAN:

MoOKNKYnTE No TpedosaHuo
@ TMOAKNKYNTE ABRTOMATHYECKK

MoOKNKYNTE BPYUHYID

|  Coxpanute |

Puc. 4-9 WAN — PPTP/PPTP Poccus

Uma I10]1b3OBaTeJ1ﬂ/napOJ1b — YKkaxute umsi nonb3oBartens u naposrib, NoryvyeHHble OT

NnocCTaBLUMKa I/IHTepHeT-ycnyr. 3T nonga aenaAlTCA YyBCTBUTEIbHbIMU K PErncCTpy.
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>  OunHamunyeckum IP/Ctatnyeckum IP — BeiGeprTe COOTBETCTBYIOLLEE 3HAYEHME.

Beegoute IP-agpec VPN cepBepa wnu [OOMeHHOe UWMs, MpefocTaBreHHble Baluum

nocTaBLMkoM MIHTepHeT-ycnyr, B none IP-agpec/nvs cepsepa.

> MopknunTb No TpeboBaHMIO — Bbl MOXeTe HaCcTPOWUTbL MapLUpyTM3aTop Tak, YTOObl OH
Npon3BoaAWM OTKMYeHUEe OT ceTu MHTepHeT Yepes onpeaerneHHbIn nepuos HeakTUBHOCTU
(MakcumanbHoe Bpemsi npocTtos). Ecnv nogkniodeHne k cetn VIHTepHeT 6bino npepsaHo
Nno npuYMHE HeakTMBHOCTM, (yHKuuA [MoaknounTb NO TPebGoBaHUIO aBTOMAaTUYECKU
BOCCTaHOBWUT nofkmnodeHne npu obpalleHun Kk WHTepHeT-pecypcy. YTobbl akTMBMpOBaTh
JaHHYl0  yHKUMIO BbibepuTe COOTBETCTBYOLLYIO s4veriky. Ecnum Bbl xoTuTe, 4TOOHI
MOAKMN0YEHME OCTaBanoCh aKTUBHBLIM MOCTOSIHHLIM B none MakcumanbHoe BpeMsi NpocTos
cnegyet ykasaTb 3HadeHue “0”. Takke MOXHO yKasaTb KOHKPETHbI BPEMEHHOW nepuos,

nocre KOToporo noakn4yeHne npepbiBaeTc.

> [MoaKnouYnTb aBTOMaTU4eCKU — ABTOMATMYECKOE BOCCTAHOBMIEHME MOAKITIOYEHUs nocne
TOro, Kak OHO OblNo npepBaHo. YTOObLI BOCMONbL30BaTLCA AaHHOW onuuen BblbepuTe

COOTBETCTBYIOLLYIO AYENKY.

> lMopaKnYUTbL BPY4HYH — Bbl MOXeTe HacTpouTb MapLlpyTM3aTtop, YToObl OH NPOM3BOAWN
NOAKMIYEHME/OTKITIOYEHNE  BPYYHYl. Yepe3  onpedeneHHbln  Nepuog  BpeMEHU
(MakcumanbHOe BpeMs MPOCTOos) MapLupyTU3aTop npepbiBaeT nogknodeHne K IHTepHer u
HE MOXET BOCCTAHOBWUTb €ro aBTOMaTWU4ecKW, Korga Bbl CHOBa obpallaeTecb kK NHTepHeT
pecypcy. UTobbl akTuBMpoBaTb 3Ty onuuio BbibepuTe cooTBeTcTByowwee none. Ecnu Bbl
XOTUTE, YTOObI MOAKIOYEHME OCTaBanocb akTUBHLIM MOCTOSIHHO, B none MakcumanbHoe
Bpemsi MpOCTOs cnefnyet ykasaTtb 3HadeHue "0". Takke MOXHO ykasaTb Nepuon AevCTBUS

NOAKIMKYEeHUA OO0 TeX nop, noka He 6yp.eT caenaH 3anpoc Ha HOBOeE.

BHumaHune: MHorga nogknodeHne He MOXET OblTb MpekpaweHo, [axe ecnv B nore
MakcumanbHOe BpeMsA NpPOCTOA yKasaHO OnpedeneHHoe 3HadeHue, TaK Kak HeKoTopble
NpunoxeHusa B OHOBOM pexmme obpatiarotes K MIHTepHeT-pecypcam.

& lMpumeyaHue:

Ecnv Bbl He 3HaeTe, KakoW TWN NOAKMHOYEHUs BblOGpaTb, HaxXMuTe KHOMKy [louck, K
MapLUpyTM3aTop aBTOMAaTM4eckM MpPOBEAeT CKaHMpoBaHWE CepBEpPOB W MPOTOKOIOB,
ncnonb3yemblx WHTepHeT-nogknoveHnem. @PyHkuMs oTobpasut TUM  MNOAKMYEHUs  NpU
oBHapy)XeHUN MapLUpyTM3aTOpOM akTMBHOMO MVHTepHeT-cepBuca. [aHHas uHgopmauus
NPUBOAUTCA TONMbKO ANs crnpaBku. YToObl yb6eanTbcs B TOM, YTO MMEHHO 3TO MOAKIOYeHue
NpefocTaBnsieTcs NoCTaBLMKOM VIHTEPHET-YCNyr, HY)XHO 06paTUTLCS HENOCPEACTBEHHO K HEMY.
MapLupyT13aTop MOXET BbIsiIBUTb CIieaytoLmne TuUMbl NOAKMHHEHNIA:

e PPPOE - [1na nogkntodeHnii, ucnonbaytowmx PPPoE, Tpebyetca ykasaTb MMs nonb3oBaTenst
1 naporb.
e OuHamuuyeckun IP — T[logkntoyeHns, WCMNOMb3ylolWwmMe HasHavyeHne LOUMHaAMUYECKMX

IP-agpecos.
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e CtaTtnueckui IP — [NogknoyeHns, UCNonb3ayoLme HasHa4YeHne CTaTn4ecknx aapecos.

MapLupyTnsaTop He MOXeT OOHapyxuTb Takue nogkntoyveHuss kak PPTP/L2TP/BigPond. Ecnu
nocTaBLUMK MIHTEPHET-YCNyr UCMONb3yeT OAUH U3 TakMx MPOTOKOMOB, Bbl AOSMKHbI MPOU3BECTM
MOAKIOYEHNE BPYYHYIO.

442 LAN

BbibpaB CeTb - LAN, Bbl MoxeTe HacTpouTb IP-napameTpbl nokanbHOW CeTU, Kak mnokas3aHo
HUXe.

MAC-agpec: 00-0A-EB-13-09-19

IP-agpec: 192.168.01
Macka nogcera: 2585 2552550 w

Puc. 4-10 Cetb - LAN

> MAC-agpec — dusmyeckun agpec mapLupytusartopa, kak nokaszaHo B okHe LAN. [daHHoe

3Ha4YeHNE HE MOXET ObITb M3MEHEHO.

> IP-appec — YkaxuTe IP-agpec mapLipytmsatopa nnm copockTe ero, Mcrnonb3ys AeCATUYHBIN

dopmar ¢ pasgenurenbHbIMU TOYKaMK (3Ha4YeHne no ymonyanuto: 192.168.0.1).

» Macka nogcetm — [laHHoe 3HauyeHune onpeaenser 3HavyeHne cetu. OObIMHO 3TO
255.255.255.0.

& lMpumeyaHue:
1. Ecnwu Bbl nsmeHunu IP-agpec nokansHoOn ceTu, Bbl AOMKHbI YKa3blBaTb 3TO 3HAYeHue npu

BXOZ€E B MapLupyTu3aTop.

2. Ecnn HoBbIn IP-agpec nokanbHOM ceTn He COOTBETCTBYET Macke nogcetu, nyn IP-agpecos
DHCP-cepBepa TaKkke U3MeHUTCs, a yHKUMM BupTtyansHein cepsep u DMZ y3en He ByayT
pabotaTb OO0 Tex Mop, Noka B WX HACTPOWKM He OyayT BHeCeHbl COOTBETCTBYHOLLME
N3MEHeHUS.

4.4.3 KnoHnupoBaHue MAC-agpeca

Buibpae CeTb - KnoHupoBaHne MAC-agpeca, Bl MoxeTe HacTpoute MAC-agpec WAN-ceTn
(puc. 4-11):

KnonuposaHue MAC-agpeca

MAC-agpec & cern WAHN: |50-E549-CS-E2-7A |[ BoccTaHOBMTSL 3aBoAcKoit MAC-agpec |

MAC-agpec Bawero KOMNbHTEpA: | | [ KnoHWpoBaTe MAC-agpec ]

Co¥paHuTe

Puc. 4-11 Knonnposanue MAC-agpeca
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HekoTopble noctaBwmkn NHTepHeT-ycnyr TpedytoT pernctpaumm MAC-agpeca agantepa. 34ech
peako Tpebyetcs BHOCUTL Kakme-nmbo N3MeHeHus.

» MAC-appec B cetu WAN — B 5T0M none otobpaxaetca tekywmin MAC-agpec WAN-nopTa.
Ecnu Baw noctaBwmk MHTepHeT-ycnyr TpebyeT oT Bac 3apeructpupoBaTb MAC-aapec,
YKaXXuTe KoppekTHoe 3HadyeHne MAC-agpeca B dpopmate XX-XX-XX-XX-XX-XX (roe, X —

3TO LWeCcTHaauaTepmMyHoe Y1cro).

> MAC-agpec Bawero KomnbkTepa — B 3ToM none otobpaxaetca MAC-agpec
KOMMbIOTEPA, KOTOPbIA UCNONb3YeTCs [ANis  yhnpaBneHus Maplipytu3atopoM. Ecnm
TpebyeTca ykasaTb 3HadeHne MAC-agpeca, HaxxmuTte kHonky KnoHupoBaTb MAC-agpec n

atoT MAC-agpec nosieutcs B none MAC-agpec B cetn WAN.

UTtobbl BepHyTb 3aBoackoe 3HayeHne MAC-agpecy WAN-nopTa, BOCMOMb3yNMTECh KHOMKOM

BoccTaHoBuTbL 3aBoackon MAC-aapec.
HaxmuTe kHonky CoxXpaHUTb, YTOObI COXpaHUTb caenaHHble U3MEHEHNS.

& MpumevaHue:

®OyHkums KnoHupoBatb MAC-agpec MoOXeT OblTb MUCNONb30BaHa TOMIbKO KOMMbLIOTEPOM
rioKkanbHOW CEeTW.

444 IPTV

Mpwu BbIGope CeTb - IPTV 0TKpOeTCs OKHO, Kak NokasaHo Ha puc. 4-12.

IGMP Proxy: Brnrounte -
Pesun: ABTOMaTHYERCKN -
[ Coxpannts |

Puc. 4-12 IPTV
» IGMP Proxy — IGMP (npotokon ynpaeneHus rpynnamu WHTepHeTta). Ecnu Bbl xoTute

npocMmartpuBaTb TenesmaeHne yepes IGMP, BkntounTe 3Ty onuumio.

> Pexum:

PeXMH: ABTOMATHYECKM Al

e ABTOmMaTtuuyecku - [opTbl LAN, ucnonb3sywowme TexHonormio IGMP Proxy, 6yayt
paboTaTtb 6€3 M3MeHeHWI, YTO NO3BONMUT NpocmaTtpueaTth IPTV kak no npoBogHOMY, Tak

1 No GecnpoBOAHOMY NMOAKITOYEHWIO.
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Pexun: MocT b

Mopr ana IPTV: LAMN 4 w

e Mocrt - Ykaxute koHkpeTHbI nopT LAN ansa IPTV TB-npucTtaBku, koTopasa nonyymT
KOHKpeTHbIN IP-agpec HenocpencTBeHHO OT nocTasLwmka VIHTepHeT-ycnyr. Hanpumep,
Bbl nogknoyaeTe Bawy IPTV-npuctaeky k onpegeneHHomy nopty LAN u nonyyaete
curHan u IP-agpec oT Bawwero nocraswymka MIHTepHeT-ycnyr Hanpsamyto 6e3 kakux-nnbo
noTepb B Ka4ecTBe, Aaxe eCcnu Ha KOMMbTep, NOAKMIOYEHHbIN K MapLLpyTM3aTopy,
3aKauymBaloTCa TOppeHT-alnbl ¢ MakcumarnsHOn ckopocThbio (nopT LAN B aTom cnyyae
n3onuposaH ot npounx noptoB NAT).

* Mopt ansa IPTV - Homep nopta LAN, Ha KOTOPOM yCTaHaBfMBaeTCA COeAUHEHWe
Tuna "moct" ¢ noptom WAN/Internet ana wcnonb3osaHusa ycnyru IPTV. (LAN4/
LAN3&LAN4 - Homep nopta LAN, uyepe3 KOTOpbIN Bbl MOfy4yaeTe curHam u
IP-agpec gna ucnonb3oBanus IPTV-ycnyrn).

& MpumeyaHue:

1. Ecnn namenutb paboty nopta LAN B pexum "moct" ¢ noptom WAN/Internet, cuctema
nepesarpysurcs.
2. ViameHeHune nopta IPTV ana TB-npucTtaBku BCTYNUT B CUIy TOSMbKO MOCMNE nepes3arpysku

MapLupyTusaTtopa.
PemHm: 802.1Q Tag VLAN -
VLAN TAG anA HHTepHeT: OTENKYWTE @ BENKYKTE
Woewmnopurarop VLAN ana goctyna ¥ MHTepHeT: 1267
Mpwopuret VLAN ona goctyna K HHTEpHEeT: 1] -
Hoesmudpuearop VLAN ona ucnons3oBadnA IP-tenedgoda: 263
Mpuoputet VLAN ona ncnonk3oeanuA IP-tenedoda: 0 -
Woewtnopukarop VLAN ana yonyru IPTV: 4000
Mpuwopurer VLAN ona ycnyru IPTV: 4 -
o Brniounte Multicast VLAN
Wnentndpurarop Multicast VLAN ona yonyru IPTV: 1110
Mpuoputer Multicast VLAN gna yocnyrn IPTV: 4 -
Pexum paboTel nopta LANT: IP-TenedioH -
Pexmm paboTel nopra LANZ: MHTepHeT -
Pexmm pabote nopra LANZ: MHTepHET -
Pesum paboTel nopta LANS: IPTV -

e 802.1Q Tag VLAN - lNocTaBLumk NHTepHEeT-ycnyr MoXeT nNpefocTaBnsaTh NoaKNoYeHne
Ha ocHoBe TexHonorun 802.1Q Tag VLAN. Bbl MOXeTe NpUCBOUTbL AN pa3HbiX NOPTOB
LAN pasHble ngeHtudmkaTopbl BupTyansHon cetn (VLAN Tag ID): anga nogkntioveHust
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MK, IPTV TB-npuctasku unu IP-tenecoHa. CBaxuTECh C BalUMM MOCTaBLLMKOM
WHTepHeT-ycnyr Ans yTovdHeHusa nHcopmaumm ob naeHtudmrkaTtope BUpTyanbHOW CeTu.

VLAN TAG ansa UHTepHeT — Ecnu Bbl BKMOYaeTe 3Ty Onuumio, TO Yepes
Internet-nopTt 6yayT nepenaBaTbCA TOMBKO TEMMPOBAHHbIE NAKETHI.

Upentucdukatop VLAN ansa poctyna Kk UHTepHeT — YKaxute ngeHtndukaTop
VLAN ansa goctyna k VIHTEepHET, KOTopbi Obin NnpegocTaBieH Balnm
noctasLLmkoM MHTepHeT-ycnyr. loctyn kK MHTEpHET BO3MOXEH TOMbKO NMpu YCroBuK,
€Cnu ykasaH npaBunbHbii ngeHTudmkaTop VLAN.

Mpuoputet VLAN ansa goctyna Kk UHTepHeT — Ykaxkute npuoputet VLAN anga
poctyna k VIHTepHeT. He nameHanTe aHavyeHne no ymosnyaHuio 6e3
HeobXxoaMMOCTH.

Upentucdukatop VLAN ansa yenyru IPTV — Ykaxute naeHtudpukatop VLAN ans
yenyrm IPTV, 3To 3HavyeHme JomkHO Obifo ObiTb NPegoCcTaBfeHo BaLMM
noctasLmkoM NHTepHeT-ycnyr. [NpocmoTp IPTV BO3MOXEH TONLKO NpuY YCIIoBUM,
€Cnu ykasaH npaBunbHbii ngeHTndmkaTop VLAN.

Mpuoputet VLAN ansa ycnyrun IPTV — Ykaxute npuoputet VLAN ans ycnyrum IPTV.
He nameHsante 3HadeHme no ymondaHmo 6e3 HeobxoaumocTu.

UpeHtudukatop Multicast VLAN ansa yenyru IPTV — Ykaxute ngeHtndukaTtop
Multicast VLAN gns ycnyrm IPTV, 370 3HayeHue gomkHO 6bino ObiTb
npegocTaBieHo Balwmm nocrasmkom VIHTepHeT-yenyr. MNMpocmoTp IPTV Bo3MoXeH
TOSbKO MPW YCIOBMMK, eCNN yKasaH npaBunbHbli naeHtudukatop VLAN.

MpuopuTteTt Multicast VLAN ansa ycnyru IPTV — Ykaxute npuoputeT Multicast
VLAN gna ycnyru IPTV. He nameHsaite 3HadeHne no ymondaHmo 6e3
HeobxoaMMOCTH.

Uoentndmkatop VLAN ans ncnonb3oBaHus IP-tenedoHa — Ykaxnte
naeHtudukatop VLAN anga ncnonb3osaHus IP-tenedoHa, 370 3HayeHne J0SMPKHO
Ob1no 6bITb NPegoCTaBNEHO BaLUMM MOCTaBLUMKOM VIHTEPHET-yCnyr.
Mcnonb3oBaHue |IP-TenedoHa BO3MOXHO TOSMBKO NPK YCNOBUK, €CNN yKa3aH
npasunbHbIN naeHTudunkatop VLAN.

Mpuoputet VLAN ansa ucnonb3oBaHus IP-tenecoHa — Ykaxxute npnoputeT ang
VLAN IP-tenedoHa. He nsmeHsinTe s3HayeHue no ymonyaHuio 6e3 HeobxoammocTu.

Pexxum pabotbl noptoB LAN1-4 — [1ns kaxgoro us YyeTbipéx noptoB LAN MOXHO
ykasaTb onpefenéHHbin pexnm paboTtsl. MNpu paboTe B pexxume VHTepHeT,
BO3MOXEH OOCTYN B VIHTEpHET 1 ynpasneHve MapLupyTM3aTopoM; B pexumax IPTV
n IP-tenedoH MOXHO ucnosnb3osatb TB-npuctasky nnu yctponctso VolP,
noAkmnoums nx K nopty LAN.

HaxmuTe kHonky CoxpaHuTb 4151 COXPaHEHNS HaCTPOEK.

4.5 Bblbop paboyen 4YacToThl

B meHio B pasgene “Bblibop pabouei 4acToTbl” MOXHO BblOpaTb AManasoH 4acToT, KOTOPbI
OyneT Mcnonb3oBaTbCa MapLupyTM3aTopoMm. PekomeHayeTcs ncnonb3oBaTtb YactoTy 5 [Ty ansa
nNpocMoTpa BMAEO 1 paboTbl rofIOCOBLIX MPUNOXEHUN, TOraa Kak Ans NpocMoTpa BeO-CTpaHuy, 1
ansa rocten Bawewn cetn pekomeHnayeTcs 3apesepsupoBath Yactoty 2,4 Mu.
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Beibop pabo4ei yacToThbl

MapwpyTuaatop MoxeT padoTate B ABY¥OMANA3IOHHOM pEXWME, BeITepUTe padouyo YacToTy:
@ Kcnone3aoBate ogHOBpeMeHHo YacToTy 2.4 Ty w5 Ty (802.11a/b/giniac)

) Toneko 2,4 Ty (802.110b/gin)

~ Toneko 5Ty (802.11alnfac)

[nA Belkn4eHHA DECNPOBOOHOMD PEXHME HAXMHATE PACTIONMKEHHYID Ha 3aaHen
naHenu mapuwpyruzaropa kHoney Wireless On/Off (Bikn/Beikn GecnpoBoHOE BEUIGAHWE) B
nonox#eHne OFF (Beikn.).

| CoxpaHute |

Puc. 4-13 Bblbop paboyen 4acToTbl

» Wcnonb3oBatb ogHOBpeMeHHo Yactoty 2,4 I'Ty u 5 'y (802.11a/b/g/n/ac) — Buibepute
STOT BapuaHT pAns Toro, 4YToObl MapLupyTM3aToOp WCMonb3oBan OfHOBPeMeHHO oba

YyacToTHbIX Anana3oHa: 2,4 Muwn 51w,

» Tonbko 2,4 I'Ty (802.11b/g/n) — BeiGepuTe 3TOT BapuaHT Ang Toro, 4Tobbl MapLupyT13aTop
pabotan TonbKo Ha YactoTte 2,4 [TL. OTOT YaCTOTHbIVM AManasoH UCMoNb3yeTcsa AN
NOAKMYEHMS KO MHOTUM MPUBbLIYHBEIM 6ECNPOBOAHBIM YCTPOMCTBAM, Hanpumep, K UrpoBbIM

KOHCOIAM, H0yT6yKaM, LI,I/Iq)pOBbIM BuaeoperncTpartopam n 1. n.

> Tonbko 5 I'Ty (802.11a/n/ac) — Bbibepute 3TOT BapmaHT Ang Toro, Ytodbl MapLLpyTHU3aTop
paboTan TonbKo Ha Yactote 5 MU, DTOT YacTOTHLIN Anana3oH MEHEE 3arpy>KeH u
NCMonb3yeTcs AN NPUNOXEHN, YyBCTBUTENBHbLIX K MPOMYCKHOW CNOCOOHOCTM, TakuX Kak
npocnyLUMBaHNEe My3blK1, MPOCMOTP MOTOKOBOIO BUAEO Uin Urp. Micnonb3oBaHne 4acTtoTbl 5
My nomoraet n3dexarb NoOMeX OT ObITOBLIX YCTPOWUCTB, paboTatoLumx Ha vyactote 2,4 T,

Hanpumep, 6ecnpoBoAHbIX TENedOHOB Y MUKPOBOSTHOBbIX NEYe.

4.6 bBbecnpoBogHou pexum -2.41Ty

BecnpoogHon pexoaM - 2,4 My

- HacTpoikn GecnpoBOOHOTO PEXMME
-WPS

- Jawura DecnpoBOOHOMD peXxnma

- DunkTpaunA MAC-anpecos

- [ ONoNHATENbHLIE HACTPORKK

- CratmcTvia GecnpoBOOHOMD pexMma
Puc. 4-14 MeHio becnposoaHou pexum — 2,4 Ty

B meHio BbecnpoBogHOW pexuMm cogepXartcs LecTb noagmeHwo (cMm. puc. 4-14): Hactpomnku
6ecnpoBogHoro pexuma, WPS, 3awuta 6OecnpoBogHoOro pexuma, ®PunsTpauus
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MAC-agpecoB, [ononHutenbHble HacTpoMkn 1 CTaTUCTMKa OGecnpoBOOQHOrO pexuma.
BbibepuTe 0gHO N3 HUX ANS HACTPOWKN COOTBETCTBYIOLLEN DYHKLINN.

4.6.1 Hactponku 6ecnpoBOgHOro pexmma

BribpaB BecnpoBogHom pexum - Hactponkn 6ecnpoBoaHoro pexuma (2.4'Tu), Bbl MoxeTe
NpOU3BECTU HACTPOWKY Ba30BbIX MapaMmeTpoB 6eCnpoBOAHOMN CETU.

WmA GecnpoBoOHOR CETH: TP-LINK_2.4GHz_AE15D3 (TalcKe HaawiBaeTCA S5I10D)
PernoH: Poccua -
PeKnm: 11bgn cMmeLaHHEIR -
linpnHa KaHana: AsTo -
Kawnan: ApTo -

Y] BKMIOYMTL WHpOKoBeWwaHue SSID

Brniouuts WDS

CoxXpaHWTb

Puc. 4-15 Hactpowikn 6ecnpoBogHon cetn

> WmAa cetn (Takke HasbiBaetcA SSID) — YkaxuTe 3HayeHue ANMHOM O 32 CUMMBOJIOB.
Bcem 6GecnpoBOAHbIM YCTPOWUCTBAM CETU AOMMKeH ObiTb MPUCBOEH OOWH U TOT Xe
naeHtTudukatop SSID. Yto kacaeTtca 6e3onacHocTn 6ecnpoBogHOM ceTn, naeHTUdUKaTop
SSID no ymonuaHuto TP-LINK _2.4GHz XXXXXX (XXXXXX — nocnegHvue LWeCTb
yHuKaneHbIX cumBorioB MAC-agpeca wmaplpyTtusatopa). [daHHoe none sBnsieTcs

YyBCTBUTENbHBLIM K pernctpy. Hanpumep, TEST u test — 3TO pasHble 3HaYEHUs.

> PernoH — BbiGepuTte COOTBETCTBYIOLLIEE 3HAYEHME U3 BbiNagaroLero MeHo. B gaHHom none
yKasblBaeTca pernoH, rae dyHkums ©6ecnpoBOgHOM Mepedayn paHHbIX MOXeT ObiTb
ncnonb3oBaHa. /cnonb3oBaHne OaHHOW OYHKUUM B PErnoHax, He yKa3aHHbIX B Cnucke,
MOXeT ObITb HE3aKOHHbLIM. ECniun Ballen cTpaHbl UN pernoHa HeT B cnucke, obpaTutecs 3a

NOMOLLbKO B MECTHOE NpaBUTENIbCTBEHHOE areHTCTBO.

Mocne Toro, kak pernoH Obin Bbl6paH, HaXMUTE KHOMMKY COXpaHVITb. B nosiBuBWweMcA

NH(OPMALIMOHHOM OKHe HaxxmuTe KHorky OK.

r 3
Coobusnne c seb-cpanmnub o

HenpaennbHbli BbIBOR CTPaHBI MOMKET CTaTk NPUHUHON
! BOZHWMKHOBEHWNA MOMEX Y 40X )‘ETFIEIﬁCTEr KPOME TOrO, 3TO ABMAETCA
HapYLLIEHWEM JEACTEYHILLIEND 33KOHOAETENBCTEA,

NHdopmaLmoHHoe OKHO
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& lMpumevaHue:
M3-3a TpeboBaHMIn MECTHOMO 3aKoHoAaTenbLCcTBa y Bepcun ansa CeBepHo AMEpPUKN OTCYTCTBYET

onuus Belbopa pervoHa.

> Pexum — Bbibepute cooTBeTCTBYHOWMNIA pexuM. 3HayeHve no ymorndaHuio 11bgn
CMELLaHHbIN.
11bg cMmewaHHbIW - Bbibepute, ecnu wucnonb3yete ©OeCNPOBOAHbIE  KMWEHTHI,
nogaepxueatowme ctangaptol 802.11b and 802.11g.
11bgn cMmewaHHbIn — Bbibepute, ecnn wncnonb3yete OeCNPOBOAHbIE  KIMEHTHI,

nogaepxueatowme ctangaptel 802.11b, 11g, u 11n.

Bbibepute HyxHbIN pexunm BecnpoBoaHoM nepefaun AaHHbIX. Ecnm BeibpaH 802.11bg, TO
TonbkO ©OecnpoBofHble cTaHuuMu ctaHgapta 802.11b m 802.11g cmoryT nogknoyaTbea K
MapLipyTusatopy. HactoatensHo pekomeHayeTcs BbiOpaTb pexum 802.11bgn, 4ToObI BCe
becnpoBogHble cTaHumn ctaHgaptoB 802.11b, 802.11g u 802.11n cmornn nogknioyaTbes K

MapLupyTU3aTopy.

» LnpuHa kaHana — Bbibepute WnprHy KaHana u3 BbinagawoLlero cnucka. Mo ymonyaHmo
yCTaHOBMNeHO ABTOMaTn4yeckn. B aTom criyqae perynmpoBKa LUMPUHbI KaHana gnsi KIMeHToB

npon3BoanTCcA aBTOMaTn4eCKNn.

& [lMpumeyaHue:

Ecnu B none Pexxum BbiGpaHo 11bg cmewaHHbIn, none LLMpuHa KaHana CTaHeT ceporo LBeTa,
1 B HeEM nosaBuTCs 3HavyeHne 20MIMy, KoTopoe Henb3sa GyaeT N3SMEHNUTD.

> KaHan - B atom none ykasbiBaeTca paboyvas 4actota. KaHan no ymonuanHuio ABTo. He
cnegyeT N3MEHATb 3TO 3HAYEHWe, eCrnv TOMbKO He BO3HWKMAM Npobrembl ¢ moMexamu oT

HaxogsaLenca NnobnmsocTn Apyron TOUKM gocTyna.

> Bkmountb wupokoBewaHue SSID - Koroa 6ecnpoBogHble KNMEHTbI MNpPoOBOAAT
uccregoBaHue ydactka 6ecnpoBOAHON CETU, OHW BbISIBASIOT TpaHCNSAUmMio ngeHTudukaTopa
SSID, npoBoauMmyk MapllpyTusaTopoM. Ecnn  Bbl  OTMeETUTe sq4veilky Bknrouutb
wupokoBeLwaHue SSID, maplpyTusatop 6yaeT TpaHcnuposatb ceoe ums (SSID).

> Bknountb WDS — Bribpas 310 none, Bbl aktusmpyete dyHkumio WDS. C nomoLubio aToM
PYHKLMM MapLLPYTM3aTOp CMOXET YCTaHaBMMBaTb MOCTOBOE COEAMHEHNE MEXAY ABYMS UM
bonee GecnpoBogHbiMu nokanbHbiMu cetsimu (WLAN). Tpu BbIOOpe 3TOM AYErKM Takke
OyneTt HeobxoaMMO yKasaTb psag NapameTpoB, Kak NMoKa3aHo Ha pUCYHKe Huke. Yoeautech B
TOM, YTO [JaHHbIE HACTPOWKN YKa3aHbl BEPHO.
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V| Brnwouute WDS

SSID (K KOTOpPOH Bbl XOTHTE MNOOKMHYHTLCA):
MAC-anpec (K KOTOpOMY Ebl XOTHTE NOOKMHYHTECA): Mpumep:00-1D-0F-11-22-33
[ Mowck
Tun knroya: Her -
Wuoekc WEP: 1
Tun ayTeHTHDUKaLHK: OTKPLITAA

NMaponk:

|  Coxpanute |

e SSID (k KoTOpoW Bbl XOTUTe NoAKNUYUTbLCA) — NaeHTudpmkatop SSID ToOYKM
[oCTyna, K KOTOpPOol B kayecTBe KNneHTa cobnpaeTcs NoAKMOUYNTLCS MapLupyTU3aTop.
Takke Bbl MOXeTe 3agencTBoBaTb (PYHKUMIO noucka, 4Tobbl BbiOpatb SSID ans

NOAKNKO4YeHn4.

e MAC-agpec (kK KOTOpOMY Bbl XOTUTE NOAKIHOYNTBLCSA) - MAC-agpec TOYKM JOCTyNa, K
KOTOpPOM B Ka4ecTBe KNMeHTa cobupaeTcs NOAKMIYMTLCS MapLupyTusaTop. Takke Bbl
MOXeTe 3ageicTBoBaTb (YHKUMIO roucka, 4Tobbl BbiGpaTb MAC-agpec Ans

NOAKMIOYEHNS.
e [owmck — lNounck ToukM JocTyna, UCNONb3yoLLen TeKyLLNIA KaHan.

o Tun kno4ya — B 3TOM none 3HayeHune Bbl6|/|paeTCF| B 3aBUCMMOCTU OT NapamMmeTpoB
©e30nacHOCTU TOYKM aoctyna. PeKOMeH,CI.yeTCﬂ, 4YTOObI JA@HHOE 3HaYeHWe coBnagano

CO 3Ha4eHuneMm, yka3aHHbIM O5A TOYKKM O0CTyna.

e Wupekc WEP — Vicnonbayetca npu Beibope WEP(ASCII) nnn WEP(HEX) B none Tun

kntoya. B gaHHOM none ykasbiBaeTcst Haekc kntova WEP.

e Twun ayteHTUdukaumm — [aHHas onuma AomkHa 6biTb BblibpaHa, ecnu B none Tun
Knroya BbibpaHo 3HadeHne WEP (ASCIl) unu WEP (HEX). 3pecb ykasbiBaeTcs Tvn

aBTOPU3aLNM KOPHEBOW TOYKM AOCTYNA.
e Maponb — MNpu NoaKMYEeHUN TOYKM AOCTyMNa MapLUpyTM3aTopa Heo6xoaMMo B JaHHOM

nosne ykasatb naporsib.

46.2 WPS

B atom pasgene cogepxaTca ykasaHWs MO MNOQKMNYeHuo 6GecnpoBOAHOIO YCTPOWCTBA K
cylLecTByloLLEen ceTn nocpeacTsom yHkuun WPS.

a). Bebibpas pasgen WPS, Bl okaxeTech B crieqytoliem okHe (puc. 4-16).
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WPS CocToAHHE: Brnwyeno | OTHAHOHMMTE WPS

Tekyuwril PIN-Kko: 90768651 | Bocctanoeuts PIN-koa || Coapars Hoeelil PlM-kog,

OTKNIoYMTE BBOA PIN-KOOa

[NloGaBnenne HOBOTO YCTPORCTEA: | [loGaBute ycTpoiicTBO

Puc. 4-16 ®yHkuma WPS
»> WPS CocTtosiHue — BkritoueHue/BbikntoveHne gyHkumm WPS.

» Tekywmn PIN-kog — 3gecb oToOpakaetcs Tekywlee 3HaveHue PIN maplupyTtusartopa.

3HadeHune PIN ans ycTponctea MOXHO HalTU Ha Kopryce YyCTPOUCTBa.
> BocctaHoBuTb PIN-koa — BocctaHoBUTL 3HadeHue PIN, ncnonbsyemoe no ymonyaHuio.

» Cos3patb HOBbIN PIN-kog — HaxaB 3Ty KHOMKY, Bbl NOy4YMTE HOBOE Cry4amHOE 3Ha4YeHue
PIN wmapuwpyTtusatopa. CreHepupoBaB HoBoe 3HayeHue PIN, Bbl obecneuvBaeTe

6e3onacHoCTb CeTu.

> [Job6aBUTb YCTpOMCTBO — HaxaB 3Ty KHOMKY, Bbl MOXeTe BpYyYHyl0 006aBWUTbL HOBOE

YCTPOWCTBO K CYLLECTBYIOLLEN CETU.

b). YT0oOblI fOGaBMTL HOBOE YCTPONCTBO:

Ecnn 6ecnpoBogHon apantep nogaepxuBaer Wi-Fi Protected Setup (WPS), Bbl Moxete
ycTaHoBUTbL  BecnpoBogHoe  noaknyveHve  Mmexgy  GecnpoBogHbIM + ajanTepoMm U
MapLupyTtusatopom npu nomowym Push Button Configuration (PBC) unu PIN.

& lMpumevaHue:

UTtobObl co3gaTb ycnewHoe noakmntoveHne ¢ nomowbio yHkumm WPS, Bam Takke npugertcs
NPOM3BECTUN COOTBETCTBYHOLLIME HACTPOWKM HOBOIO yCTponcTBa Ansa dpyHkumn WPS.

MpoLuecc HaCTpOKKM HOBOrO YCTPOMCTBA NoKasaH Ha npumepe 6ecnpoBogHOro agantepa Hallen
KOMMaHuu.

. MNocpeactBom PBC

Ecnn 6ecnposogHon agantep nogaepxmBaetr WPS n Push Button Configuration (PBC), Bbl
MoXxeTe [obaBuTb ero k cet nocpeactsom PBC npu nomoLLm cnegylowmx Tpex cnocooos.

MepBbIN cnoco6:
War 1: Haxxmute kHonky WPS/Reset, pacnonoXeHHyo Ha 3agHen naHenu mapLlpyTtuaartopa.

1 i
Internet 1 2 Ethernet 3 4 WPS/Reset
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War 2: HaxmunTte n yoepxusanTte kHonky WPS apantepa B TedeHue 2 unu 3 cekyHa,.

War 3: Joxantecb nosiBNeHnst n3odpaXeHHOro Hmxe okHa. Haxmute kHomky FotoBO, 4TOObI
3aBepwnTb HacTponky WPS.

& WPS for Wireless @

Wireless Configuration Completed

‘Your computer has successfully joined the TP-LINK network.

KoHdpurypauus WPS GecnpoBogHoro agantepa

Btopou cnoco6:
War 1: HaxmunTte kHonky WPS/Reset Ha 3agHen naHenun mapLipytmsatopa.

£l

Internet ‘ 1 2 Ethernet 3 4 WPS/Reset

War 2: Ana HacTponkn 6ecnpoBogHoro agantepa Bbibepute HaxaTb KHONMKY Ha MOeln Touke
poctyna B ytunute WPS kak ykaszaHo Huxe 1 Haxkvnte Oanee.
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@ WPS for Wireless @

Join a Wireless Network

‘WPS is preparing to join your computer to a wireless network.

Which setup method do you want to use?
(%) Push the button on my access point
() Enter a PIN into my access point or a registrar

) Enter the PIN from my access point

Push the button on your access point and click Next to continue.

Automatically select the network

[ < Back ][ Next > I[ Cancel ]

KoHdpurypauus WPS 6ecnposogHoro agantepa
LWar 3: Nogoxaute, noka He NOSBMTCA OKHO, Kak NOKa3aHO Ha PUCYHKe Huxe. HaxmuTe KHOMKy
3aBepLUnThb, 4TOOLI 3aBepLWnNTL HacTporky WPS.

W2 WPS for Wireless @

Wireless Configuration Completed

‘Your computer has successfully joined the TP-LINK network.

KoHdpurypauus WPS 6ecnposogHoro agantepa
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TpeTnn cnoco6:

LWar 1: 3naueHne nona WPS CoctosiHne gomkHo ObiTb BkntoyeHo. Haxxmute kHonky [lo6aBuUTb
yCTpPOMCTBO (puc. 4-17). JOMmMKHO NOABUTLCA CriedyroLlee OKHO.

) BeeguTe PIN-KOQ HOBOMO YCTPORCTEA.
PIN: |

(& HaKMWTE KHOMKY HOBOTO YCTPOIICTBA B TEYEHWE 2 MUHYT.

[ Hasag | DOoBasuts |

Puc. 4-17 [Jo6aBneHne HOBOro ycTponcTea
LWar 2: Boibepute HaxXmute KHOMKY HOBOrO yCTPOMCTBA B TEYEHUE 2 MWUHYT M HaXmute
kHonky [lo6aBuThb.

War 3: [na HacTporikn BecnpoBogHoro agantepa Bbldepute HaxaTb KHOMKY Ha Moeln Touke
AocTyna B yTUNuUTe agantepa, kak rnokasaHo Ha PUCYHKE HUXe 1 3aTeM HaxmuTe kHonky [lanee.

@ WPS for Wireless @

Join a Wireless Network

‘WPS is preparing to join your computer to a wireless network.

Which setup method do you want to use?
(%) Push the button on my access point
() Enter a PIN into my access point or a registrar

) Enter the PIN from my access point

Push the button on your access point and click Next to continue.

Automatically select the network

[ < Back ][ Next > I[ Cancel ]

KoHdpurypauma WPS 6ecnpoBoaHoro agantepa
War 4: MNogoxauTe, noka He nosiIBUTCA criegyouiee okHo. HaxmuTe kHonky FotoBo, 4TOObI
3aBepwnTb HacTporky WPS.
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#2 WPS for Wireless @

Wireless Configuration Completed

‘Your computer has successfully joined the TP-LINK network.

KoHdpurypauus WPS G6ecnposogHoro agantepa

Il. MocpeactBom PIN

Ecnn HoBoe ycTporictBo nogaepxmBaer WPS u PIN, Bbl mMoxeTe [oGaBuTb €ro B CeTb
crnegylwmumMm gBymsa cnocobamum.

Cnocob nepBbIii: Beegnte 3HaveHne PIN
War 1: Ykazas B none WPS CocrtosiHne 3HadeHue BknroveHo, HaxmuTe KHONkKy [Job6aButb
YCTPOMCTBO, KakK NokasaHo Ha puc. 4-16. [1omKHO NOABUTLCA CreayoLLEee OKHO.

:ElEEJII,HTE PIM-K0O HOBOIO YCTPOWCTEA.

mF'lN-KDJII,I |

() HamaTb KHoNKy HOBOTO YCTPOACTEA B NPegenax A8y MHHYT.

[ Hasag || OoBasuts

LWar 2: Beibepute BBectn PIN-kop HoBoro yctponctea 1 Beeante PIN-kog 6ecnposogHoro
agantepa B none nocne PIN, Kak nokasaHO Ha PUCYHKE Bbile. 3aTeM HaXMUTE KHOMKY
Jo6aBuTthb.

& lMpumeyaHue:

PIN-koa agantepa Bcerga otobpaxaetcsa B okHe KoHdurypauua WPS.
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War 3: Ona HacTporikn GecnpoBogHoro agantepa Bbldoepute BBectn PIN-kog B MOKO TOUKY
pocTtyna unm peructpartop B ytunute WPS, kak ykasaHo Huxe. [locrie 3Toro HaxXmmTe KHOMKY

& WPS for Wireless @

Join a Wireless Network

Nanee.

WPS is preparing to join your computer to a wireless network.

‘Which setup method do you want to use?
() Push the button on my access point
(¥) Enter a PIN into my access point or a registrar

() Enter the PIN from my access point

Enter the

e
and click NeXtte-continue

your access point or external registrar

Automatically select the network

[ < Back " Next > ][ Cancel ]

KoHdpurypauus WPS 6ecnposogHoro agantepa

& lMpumevaHue:

B naHHom npumepe PIN-koa no ymonyaHuio ong gaHHoro agantepa 16952898, kak nokasaHo Ha
PUCYHKE BbILLE.

Cnoco6 BTopown: Beectn PIN ¢ Mmoero mapLipytmusatopa

War 1: Nony4nte Tekywmn PIN-kog maplipytu3artopa, Kak nsobpaxeHo Ha puc. 4-16 (kaxabiv
MapLpytusatop obnagaetr yHukaneHbiM PIN-kogom. B gaHHom npumepe 3HadeHue PIN-koga
12345670).

War 2: ns HacTponkn B6ecnpoBogHoro agantepa Bbloepute BBectn PIN-kog us moen TOUKMU

poctyna n seegute PIN-kog mapwpyTtusatopa B none nocre PIN-kog Toukn pgoctyna. lNocne
3TOro HaXXMUTE KHomMky [anee.

®2 WPS for Wireless

Join a Wireless Network

WPS is preparing to join your computer to a wireless network.

Which setup method do you want to use?
(O Push the button on my access point
() Enter a PIN into my access point or a registrar

(*) Enter the PIN from my access point

Enter the PIN from your access point below and click Next to continue.

Access Point PIN:

Automatically select the network

[ < Back " Next > ][ Cancel I

KoHdpurypauus WPS 6ecnpoBogHoro agantepa
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PIN-kog MmapLupyTumsaTopa, MCnorb3yeMbl N0 YMOMYaHMI0, MOXHO HalTK Ha Kopnyce yCTponcTea
unun B okHe KoHdomrypauma WPS, kak nokasaHo Ha puc.4-16.

& lMpumevaHue:

I'IpM ycnewHoM nogKn4YeHnmn yCTpOVICTBa K CETU OOIMKHO NoABUTBLCA creaytoulee OKHO.

() Beegure PIM-kog HOBOMD YCTROACTES.
PIM-1og:
(%) HawaTe KHOMKY HOBOIG YCTPOACTEA B NPEAENaX OB MUHYT.

CoeguHeHHe Npowns yenewHo!

[ Hasaa ||_OoBasnts |

& MpumeyaHue:
1. llocne TOro Kak ycTpomcTBO ObINO ycnewHo gobaBneHo, NHOMKATOp COCTosAHMS ByaeTt Bce

BpeMA ropeTb 3eJ1eHbIM LBETOM.

2. TlpoBegeHne HacTponkn GyHKuMm WPS BO3MOXHO TONMbkO B TOM CryyYae, Korga
BecnpoBoaHas dyHKUMA BKIOYEHA.

4.6.3 3awwuTta 6ecnpoBOAHOrO pexuma
Buibpas BecnpoBogHon pexum - 3awmta 6ecnpoBOAHOrO pexuma, Bbl MOXETE HACTPOUTb
napameTpbl 6e3onacHOCTN Ballen 6ecnpoBOAHOM CETU.

Y Maplipytu3atopa UMeeTca NATb PexuMMoB obecneveHus ©GesonacHOCTM 6ecnpoBOOHOrO
pexuma - WEP (Wired Equivalent Privacy), WPA (Wi-Fi Protected Access), WPA2 (Wi-Fi
Protected Access 2), WPA-PSK (Pre-Shared Key), WPA2-PSK (Pre-Shared Key).
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OTKNHOYUTE 3aLLUTY

& VWPA-PSK\WPA2-PSK(PeKkoMeHOyeTes)

Bepcun: ABTOMATHUYECKM (PEKOMEHAYETCA) -
lnchpoBaHne: AES A
Maponk PSK: 90768651

(Bl MOMETE BESCTH CUMBONEI B KOQWpoBKE ASCI vnK B
WecTHaguaTepuyHom opmare; ana gopmarta ASCI gnuHa knwoya
Aon#Ha OeiTe 0T 8 go 63, a ONA WecTHAOUATepUMYHOre GopmMara ot 8
0o 64.)

Mepron 0OHOBNEHKA TPYNNOBOTO KITH4a: 0 Seconds

CeryHOkl (OCTAEETE 3HAUEHWE NO YMONUAHWKD, ECNW BRI HE YEEPEHEI,
KaKoe YMCno yKka3aTe, MUHUMankeHoe aHayeHne 30, 0 - ofHoEneHne

OTKNKYEHO)
WPAMNWPA2 - Enterprise
Bepcus: ABTOMaTHYECKM -
Wndpoeanne: ABTOMATHYECKN -
IP-agpec Radius-cepeepa:
Mopt Radius-cepeepa: 1812 (1-65535, 0 0aHayaeT, yTo NopT Npo YMONYaHui: 1812)
NMapone Radius-cepeepa:
Mepuon oGHOBNEHHA TPYNNOBOTO KNOYa: 0

(CeKyHO, MMHWMaNEHOE 3HaveHne 30 cek.; 0 03HayaeT, yTo
0GHOBMEHWA HE NPOUCKOONT)

WEP
Tun: ABTOMATHYECKM -
Dopmart knya WEP: WecTHaguatepiuHei
Knwoy BeIGpaH Knrou WEP ([Maponk) Tun knroya
Knou 1: OTknoYyeHo -
Koy 2: OTknroueHo
Knwoy 3: OTkntoyeHo -
Knwou 4: OtknioyeHo -
|  CoxpaHute |

Puc. 4-18 3awmta 6ecnpoBogHOro pexunma

OTKNYMTL 3awmTty — Ecnm Bbl XOTUTE aKkTMBMpPOBaTb [AaHHY (PYHKUMIO, OTMEeTbTe
COOTBETCTBYIOLLYIO siueiky. HacTosTenbHo pekomeHayeTcs BbiOpaTb OAUH M3 MMEHLUXCS
pexumMoB obecneveHnss 6e3onacHOCTH.

WPA-PSK/WPA2-PSK — BbibpaTb 3awmTty Ha ocHoBe WPA/WPA2 ¢ ucnonb3oBaHueM

obuyero knoya. ITOT TUN 3aLWUMThI YCTaHOBJIEH Ha MapLipyTmn3aTope no ymon4yaHuio.

o Bepcusa — Bl moxeTte BblbpaTb Bepcuto anroputma wundgposaHmsa WPA/WPA2-Personal
13 BbiNagatoLLero cnncka. 3Ha4yeHne nNo ymonyaHuio: ABToMaTUyYecku. 3To 03HAYaeT, YTo
aBTOMaTtM4eckn BbiOMpaeTcs oavH u3 cnegyrowmx pexmmos WPA-PSK (o6wwmin knrod
WPA) nnn WPA2-PSK (obwmn kntod WPA2) B 3aBMCMMOCTM OT BO3MOXXHOCTEWN M 3anpoca

©ecnpoBOHOM CTaHLMMW.
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o LlindbpoBaHue — MoxXHO ykasaTb 0OHO 13 cnegyowmx s3HadyeHun - ABTomatndecku, TKIP

unn AES B kayecTBe anroputmMa LUMgpoBaHus.

& lMpumeyaHue:

Ecnun Bbl Bbibepute WPA-PSK/WPA2-PSK 1 3atem BbiGepute wmndgposaHme TKIP, Bbl
YBUOMTE BbIOEMNEHHYHO KpacHbIM LBETOM HaAMUCh, Kak MOKa3aHOo HUXKe.

@ WPA-PSKWPA2-PSK(PekomMmeHOyeTCH)

Bepcua: ABTOMATUYECKK (pEKOMEHAYETCR) -
lnpposanne: TKIP hd
Maponk PSK: 90768651

(Bl MOMETE BERCTM CUMBOMNEI B KOOWPOBKE ASCI nnn B
WeCTHaguaTepuuHom dopmate; ana goprata ASCI gnuHa knioua
pon#Ha GeiTe 0T 8 oo 63, 2 ANA WeCcTHaOUaTepuyHoro dopmara ot 8
0o 64.)

Mepuon oDHOBNEHKA FPYNNOBONO KMNHOYa: 0 Seconds

CekyHakl (OCT3BETE 3HAYEHWE NO YMONYAHWKD, ECMW Bbl HE YBEPEHBI,
KaKOE YACNO YKa3aTh, MUHWMANbLHOE 3HaYeHWe 30, 0 - 00HOBNEHWE
OTKMYEHO)

He pekoMeHOyeTCA MCNONb30BaTE WHgposaHne TKIP, ecnu yoTpoRcTeo paBoTaeT B peximme 802,110, nockonkeky TKIP He
NogOep#MEAETCA NpK padoTe B pexiime 802.11n.

Puc. 4-19

e Maponb PSK — MoxHo BBectu cumBonbl doopmata ASCIl nnv B wecTtHaguaTepuyHoM
dopmare. [OnuHa pomkHa O6biTb OT 8 g0 64 cumBOnMOB B criydae Bbibopa
wecTHaguaTepu4Horo copmarta, n or 8 go 63 cumMBONoOB B criyyae Bbibopa dopmarta
ASCII. Maponb no ymonyaHuto coenagaeT ¢ PIN-kogom Mo yMOnyaHuIo, KOTOPbIN yKasaH

Ha HIKHEN naHenu MapLipyTusaTopa.

e lepnoa o6HOBNEHMA rPyNNOBOro Kntoyva — 3againTe B CeKyHAax MHTepBan 0OHOBMEHUS
rpynnbl Knoyen. 3HayeHre JomkHo paBHaTbeda "0" nnm "30", nubo Beiwe. BeeanTe "0" ans
OTKIIOYEHNA OOHOBMEHMS.

> WPA/WPA2 - Enterprise — Ha ocHoBe cepBepa Radius.

e Bepcua — 3gecb M3 BbIMAgalwLWEro CrnvMcka MOXHO BbiOpaTb BEPCUIO anroputMa
wndgpoBaHuss WPA. 3HavyeHne no ymonyaHuio ABTOMaTUYeCKU. DTO O3HayaeT, yYTo
aBToMaTtndeckn byneT BblOpaH pexum WPA (Wi-Fi Protected Access) unn WPA2
(WPA Bepcun 2) B 3aBMCMMOCTM OT MapamMeTpoB OecrnpoBOAHOW CTaHUMM WUNnn

3anpoca.
e llUundpoBaHme — 30ecb MOXHO BbibpaTh 3HadeHnss ABTomatudecku, TKIP nnn AES.

& MpumeyaHue:

Ecnu Bbl BbibepuTe auenky WPA/WPA2 - Enterprise n 3atem BbibepuTe wudpoBaHme TKIP, Bbl
yBMOMTE BbIOENEHHYIO KpacHbIM LBETOM HAAMUCh, Kak NokasaHo Ha puc. 4-20.
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@ WPAMWPA2 - Enterprise
Bepcua: ABToMaTHYECKK -
lindppoBanme: TKIP -
IP-agpec Radius-cepeepa:
Mopt Radius-cepeepa: 1812 (1-65535, 0 0aHAYAET, YTO NOPT NPO YMONYaHww: 1812)
Mapone Radius-cepeepa:

Mepuog 00HOENEHMA TPYNNOBOTO KIHYa: 0

(CeKYHT, MUHWMANEHOE 3HadeHne 30 cek., 0 03HavaeT, uto
0GHOBNEHWA HE NPOWCXOOMT)

He pekoMeHOyeTCA MCNONk30BaTk WWgpoeanne TKIP, ecnn ycTpoAcTeo paboTaeT B pexume 802,110, nockonkky TKIP He
nogoep*ueaeTcA npw pabdore B pexaame 802.11n.

Puc. 4-20
e |IP-agpec Radius-cepBepa — 3gech ykasbiBaeTcs IP-agpec Radius-cepBepa.
e [opTt Radius-cepBepa — Ykaxute Homep nopta anga Radius-cepsepa.
e [Maponb Radius-cepBepa — Ykaxute naposnb ans Radius-cepsepa.

e [lepuog oOOGHOBNEHMs rpynnoBOro kKnw4va — YKaxute nepuog 0OOHOBMNEHWS.
3HayeHne ykasblBaeTCs B CeKyHAaX, U MOXeT ObiTb paBHO 30 unu Bbiwe. YTOObI

OTKIIOUUTL (PYHKLMIO, He0BX0anMO ykasaTb 3HaveHue 0.

WEP - Ha ocHoBe ctangapTta |IEEE 802.11. lMpu BbiObOpe AaHHOro nons nosiBUTCSH
BblAEeNEeHHas KpacHbIM LIBETOM HaAMuCb, Kak NokasaHo Ha puc. 4-21.

WEP
Tun: ABTOMATHYECKH v
@opmar kno4a WEP: lecTHaguatTepuuHblil - ¥
Knroy BeiGpad Knwoy WEP (Maponk) Tun kmoya
Knikoy 1 OTknioueHo | ¥
Koy 2: OTtkntoueHo ¥
Knkoy 3: OTknioueHo ¥
Kntoy 4: OTknioueHo | ¥
He pekoMeHOyeTcA MCNonk30BaTe WAdposadne WEP, ecnu ycTpoicTBo pafoTaeT B pexnme 202,110, nockonsky WEP He nofnep#WeasTcA NpK
padoTe B pexime 802.11n.
Puc. 4-21

e Twun — Bbl MmoxeTe BblbpaTb TN WEP-3alwmThl U3 BbinagatoLwero cnucka. 3HadeHne no
yMonyaHuio ABTOMAaTM4YecKasd. JTO O3Ha4yaeT aBTOMAaTMYECKMIA BbIOOP 3HAYEHUS
Kniou obwero goctyna vnv OTKpbITass cuctemMa B 3aBMCMMOCTM OT MapaMeTpoB

6ecrnpoBOAHON CTaHLMK 1 3anpoca.

e ®opmar knwoya WEP —3gecb moxHO Bbibpath LlecTtHaguatepuuHbin nnn ASCII
dopmart. LlecTHaguaTeprUyHbIN hopmaT O3HAYaEeT KOMOMHALMIO LWeCTHaAUATEPUYHbIX
cumsonos (0-9, a-f, A-F) onpegenexHon anunHebl. ®opmaT ASCII 03HavaeT koMBUHaLMIO

KnaBnaTypHbIX CUMBOJ10B onpe/J,eneHHoﬁ ONTNHbI.

e Kntouy WEP — Bbibepute oamH 13 YeTbipex kntoden n ykaxnte WEP-kntoy. Y6eantech

B TOM, 4YTO AaHHbl€ 3Ha4YeHUA OOAMHAKOBbI AJ14 BCEX 6eCHpOBO,EleIX cTaHuun ceTu.
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e Twn kntova — 30ecb MOXHO ykasaTtb aAnvHy WEP-kntova (64-, 128- nnu 152-6uTHbIR).
3HayeHne "OTknoyeHo" o3HayaeT, 4to 3anuck ¢ WEP-knmo4yom gaBnsaetcs

HeOencTBUTENbHON.

64-6UTHLIN — Bbl MOXeTe yka3aTb 4eCATM3HAYHOE LWeCcTHagUaTepUYHOE YMCro
(komBuHaums cumonos 0-9, a-f, A-F, HyneBow ko4 He NoaaepXXmMBaeTcs) Unm
nATU3Ha4YHoe ymcno B koampoBke ASCII.

128-6UTHBLIN — 30eCb MOXHO yKa3aTb 26-3Ha4yHOe LWeCcTHaauaTepPUYHOE YNCIO
(komBuHaums cumsonos 0-9, a-f, A-F, HyneBow koY He NnoaaepxMBaeTcs) Unu
13-3Ha4Hoe vncno B koamposke ASCII.

152-6uTHOE — 3aecb MOXHO 32-3Ha4YHOe LeCcTHaaLUaTePUYHOE YNCIO (KOMOUHaUMA
cumBonos 0-9, a-f, A-F, HyneBow knto4 He nogaepXxmBaeTcs) Unu 16-aHayHoe Yncno B
koguposke ASCII.

& lMpumeyaHue:

Ecnn Bbl He yKa3alnn KIo\, (pyHKLI,I/IH obecneyeHusi ©e3onacHOCTU 6yp,eT OCTaBaTbCA

OTKIMIOYEHHOW, faxe ecnun B Tune ayTeHTuduKaumm 6bin BblibpaH Koy coBMeCTHOro goctyna.

He 386y,El,bTe HaXaTb KHOMKY COXpaHVITb, 4YTOGbI COXpPaHUTb caeslaHHble B OKHE U3MEHEHUA.

4.6.4 ®dunbtpauna MAC-agpecoB

Buibpae BecnpoBogHon pexum - dunsrpauusa MAC-agpecoB, Bbl CMOXETE KOHTPONUPOBAaTb
BGecnpoBoHoOI JOCTYM, HacTpouB hyHKuuo punsTpaumm no MAC-agpecam (puc. 4-22).

DOuneTpauwna MAC-agpecoe: OTKNKYEHO

Mpaeuna counbTpaunmn
@. 33I‘I|JeTl-1Tb O0CTYN CTAHUMAM, YK333HHEIM BO BEKNHIYEHHBIX NP3BNNAX W3 CAWCKE.

C' Fa3pelWwnTs QOCTYN CTAHLWAM, YKA33HHEIM BO BKMKYEHHEIX NPABMNEX M3 CNWMCKA.

1] MAC-agpec CocToRHne OnucaHne HameHuTs

[obaBnTh. ..

Puc. 4-22 dunsrpauus MAC-agpecos
UTtoObl akTMBMpOBaTh hyHKLUMIO, HE06X0aMMOo BbibpaTb BknounTb. Mo ymonyanmtio,
YCTaHOBMNEHO 3HadYeHne OTKNOYEHO.

> MAC-agpec — MAC-agpec 6ecnpoBogHOM CTaHUU.
> CocTtosiHue — CoctosiHune 3anucu — BknroveHo nnm OTKnoYeHo.
> OnucaHwme — OnucaHme 6ecnpoBOAHON CTaHLNN.

UTto6bl 106aBUTL HOBYIO 3anuCb, HaXMnUTe KHoNky [lo6aBuTk... OTKpoeTcsa okHo [lo6aBUTbL unu
M3MEHUTb 3aMUChb... (CM. puc. 4-23):
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MAC-agpec:
OnucaHune:

CocroaHne: Brnouero v

[ CoxpaHnTs ][ Hasan ]

Puc. 4-23 dunstpauua MAC-agpecos
Y10o6b1 4O6AaBUTL U UBMEHUTbL 3aNUCb, HEOOBXO0AUMO caenaTth crnegylollee:

1. B none MAC-apgpec yKkaxuTe  COOTBETCTBYKLLEE 3HadeHne B  dopmarte
XX-XX-XX-XX-XX-XX (roe, X — aTo gecatepundHoe 4mcno). Hanpumep, 00-0A-EB-00-07-8A.

2. B none OnucaHue ykaxuTe KpaTkoe onucaHwe OecnpoBOaHOW cTaHumui. Hanpumep,
BecnpoBogHas ctaHuus A.

3. B none CoctosiHne w3 BbiNagawwero crnvcka BblbepuTe 3HadeHue BknroyeHo wnu
OT1KkntoyeHo.

4. UYTtobbl COXpaHWUTbL BBEAEHHYIO 3anuUCb, BOCMOMNb3yNTECh KHOMKOM COXpaHUTb.

UT06bl U3MEHUTb UMW YAANUTbL CYLLECTBYHOLLYIO 3aNuUCh:

1. Bbibepute 3anucb n Haxmute KHonky MameHunTb. YToObl yoanuTb 3anucb, BOCMNOMb3YyUTECH

KHOMKoW YaanuTb.
2. BHecute Heobxogmblie N3MeHeHUS.
3. Haxmute kHonky CoxpaHUTb.
HaxxaB kHOMKy BknounTb Bce, Bbl coernaeTe BCe 3anvcy akKTUBHBIMMU.
HaxaB kHonky OTKNIOYUTb BCe, Bbl CAEeMNaeTe BCe 3anmMcu HEakTUBHbLIMU.
Haxas kHonKy YpanuTb Bce, Bbl yaanuTe Bce 3anuncu.
Haxas kHornky Cneaytowas, Bbl nepenaeTte B crieqytoLlee OkHO.
Haxxas kHomky MpeAablaywan, Bbl BEpHETECH B NpeablayLiee OKHO.

Hanpumep: Bbl xoTuTe npegoctaBuTb AOCTYN K MapLUpyTM3aTopy TOnbko Ansi GecrnpoBogHow
ctaHuun A ¢ MAC-agpecom 00-OA-EB-00-07-8A n 6ecnposogHon ctaHumm B ¢ MAC-agpecom
00-0A-EB-00-23-11. Ona aTtoro B okHe ®Punbtpauma no MAC-agpecam 6ecnpoBOAHbIX
YCTPOMUCTB HEOOXoaMMO caenaThb crieqytoLLee:

1. HaxaB kHoMKy BKNounTb, 4TOOLI aKTUBMPOBATL (OYHKLIMIO.

2. Bbibepute none “Paspewuntb [OOCTYN CTaHUMSIM, YKa3aHHbIM BO BKMHOYEHHbIX

npaBunax u3 cnucka” gns Mpaeun dounbTpauymn.
3.  Ypganute unu OTKNIYMTE BCE 3anncu (ecnm TakoBblE UMEKOTCS).

4. Haxas kHonky [lo6aBuTk... 1 . B none MAC-agpec ykaxunte sHadyeHne 00-0A-EB-00-07-8A,
3aTem B none OnucaHue BBeauTe becnpoBogHas crtaHums A. B none CocTtosiHue u3
BblMagatoLlero cnucka Bblbepute 3HaveHve BknwoueHo. Haxmute kHonky CoxpaHuTb.

HaxmuTe kHonky Hasag,.

MpaBuna dounbTpauMmn OOMKHbI BbIrMSAAeTb crieaylowmm obpasom:
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Mpasuna couneTpaumm
C- ZANPETATE CTAHUMAM, HE YKA33HHEIM HI B -JJJ,H-JF] 13 AKTMBUPOEAHHBIX 3anucei B CNMCKE, OocTyn.

(::' FazpelWnTs CTAHUMAM, HE YKA3AHHBIM HW B 0OHOI W3 AKTWEWPOEAHHLIX 3aNUCei B CIMCKe, DOCTY.

[0 MAC-agpec CocToAHue OnucaHne PepakTupoBate

1 00-DA-EB-00-07-8A BrnioYeHa A PelakTnpoBaTts YOanuTs

4.6.5 [JononHutenbHble HACTPOMUKHN

BbibpaB BecnpoBogHon pexum — [JononHuTeNbHble HAaCTPOMKU, Bbl MOXETe HacTpouTb
pacLUMpeHHbIe HACTPOIKN BecnpoBOAHOM CETU.

MowHoCTs Nepefaryuka: Beicokan -
HuTepsan wanka: 100 (40-1000)
Mopor RTS: 2348 (1-2346)
Mopor dparmexTaLmn: (256-2346)
Hutepean DTIM: 1 (1-255)
V| Axtuenposate WMM
7] AkTMBMpOEATE Short Gl (KOPOTKNA 33WHTHEIN MHTEPBan)

AKTMBMPOEaTE AP |solation (M30nALMA TOYKK QocTyna)

COXpaHUTb

Puc. 4-24 [JononHUTenbHbIE HACTPOWKK

> MowHocTb nepegaTymka — 30ecb MOXHO BbiOpaTb MOLLHOCTbL MepeaaBaeMoro curHana.
Mmetolumecs 3HaYeHUss — BbiCOKasi, cpedHsis Unu Huskasl. o ymonyaHui YCTaHOBMEHO
3HayeHue Bbicokas. PekomeHOyeTcs UCNOMb30BaTh UMEHHO 3TO 3HAYEHMe.

> WHTepBan masika — 34ecb MOXHO ykasaTb 3HadeHume B npegenax ot 20 go 1000 mcek.
HaHHaa dyHkuna oTnpaenseT Beacon-nakeTbl ANs CMHXpOHM3auun paboTbl 6ecnpoBOaHON
cetu. [aHHoe 3HadyeHue onpedenseTr WHTepBan Mexay oTnpaskon Beacon-nakeTtos.
3HaueHune no ymon4vaxumio 100.

»> Mopor RTS - 3a0ech ykasbiBaeTcs 3HadeHue nopora RTS (Request to Send). Ecnn BennynHa
nakeTa npeBbllLlaeT yCTaHOBMEHHOe 3HadeHwe nopora RTS, maplipytusatop npou3BoauT
otnpaBky kagpoB RTS k npuHUMalowlen CcTaHuuM U COIMMAcoBLIBAET  OTMNPAaBKY
WMHpOpMaLMOHHOIO kKaapa. 3HavyeHne no ymondaHuo 2346.

> Mopor cdparmeHTaumm — [laHHoe 3HayeHWe onpegensieT dparmeHTauno naketos. Ecnu
OHO YCTaHOBMEHO CIIALWKOM HU3KMM, 3TO MOXET NPUBECTU K HEyOOBIETBOPUTENBHOMN
NPOU3BOAMTENBHOCTU CETU M3-3a Hanuuua Oonblioro yucna naketoB. [lo ymonyaHuio
ncnornb3yeTcs 3HavyeHne 2346. PekomeHOyeTca NCnonb3oBaTb UMEHHO 3TO 3HAYEHMe.

»> WnTtepBan DTIM — 3710 3Ha4eHue onpedenseTt nHtepsan ansa coobwenusa DTIM (Delivery
Traffic Indication Message). lNone DTIM saBnsieTcs nonem otcyeTa, WUHGOOPMUPYHOLLMM
KITMEHTOB  Criedylowero OkKHa  Ans  NpoCnyLlMBaHWA  LUMPOKOBELLATENbHbLIX MK
MHOroagpecHbIX  COOOLLEHUN. Korma  mapwpytmsatop  coxpaHdeT B  Oydep
LUMpOKOBeLLaTeNbHble MM MHOTOaApPeCHblE COOBLLEHMSA AN aCCOLMMPOBaHHbLIX KIMMEHTOB,
oH otnpasnsieT cneaytouwee DTIM co 3HayeHnem umHTepBana DTIM. Bbl moxeTe ykasaTb
3HadyeHne B npegenax oT 1 pgo 255 wuHTepsanoB Beacon-naketoB. [lo ymonyaHuio
ucnonb3yeTcsa 3HadeHne 1, 4yTo o3HadvaeT, Yto DTIM-uHTepBan paBeH oAHOMY MHTepBany
oTnpaeku Beacon-nakeTos.

>  AktuBupoBaTb WMM — OyHkuns WMM oGecneumBaeT nepBoodepeaHyo nepegady naketos
C BbICOKOMPMOPUTETHBIMK co0bLLEHMAMN. HacTosaTenbHO pekoMeHayeTCcs MCMnonb3oBaTh 3Ty
YHKUMIO.

» AktuBupoBaTtb Short Gl — PekomeHayeTca ncnonb3oBaTh 3Ty OYHKUMIO, YTOObI YBENUUYNTL
€MKOCTb aHHbIX MOCPeaCTBOM YMeHbLUEHUS 3amuTHoro nHtepsana (Guard Interval, Gl).

> AktuBupoBatb AP Isolation — [laHHas ¢yHKUMs no3BongeT usonuposaTb BecnpoBoaHbie
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CTaHuMM cetun apyr oT Aapyra. B atom cnyyae 6GecnpoBogHble ycTpowWcTBa OyayT
B3aMMOOeNcTBOBaTb C MapLUPyTM3aTOPOM N HE CMOryT B3aMMOLENCTBOBATb APYr C APYroM.
YToObl akTMBMpPOBaTb OYHKLMIO M30MSUMM TOYKM [OCTyna, OTMETbTE COOTBETCTBYHOLLYHO
s4enky. Mo ymonyaHuio gaHHast yHKLMSA OTKIoYEHa.

& MpumeyaHwue:

Ecnn Bbl HEOOCTAaTOYHO XOPOLLO 3HAeTe HAaCTPOWMKM 4aHHOIO OKHA, HACTOSATENbHO PEKOMEHOYEM

HE W3MEHSITb YCTAHOBIIEHHbIE MO YMOMYaHWIO 3HadYeHns. B MpOTMBHOM cryvyae BO3MOXHO

yXyALleHne Npon3BOANTENbHOCTM BECNPOBOLHON CETH.

4.6.6 CraTuctuka 6ecnpoBOOHOro pexuma

Boibpas BecnpoBogHon pexum - CTaTucTuka OGecnpoBOOHOrO peXxuma, Bbl MOXETe
npocmoTpetTb MHGopmaumio no  MAC-agpecy, TeKywemy COCTOSHMWIO, MOSyYEHHbIM U
OTnpaBneHHbIM NakeTam Ans Kaxaon Nnogknio4YeHHon 6ecnpoBOAHON CTaHLMN.

Y1cno noaknioverHLIX B HacToAWee BpemA GecnpoBoaHLIX CTaHUW: 0 CBHOBUTE

Puc. 4-25 Ctatuctmka 6ecnpoBogHOro pexxmma

> MAC-agpec — MAC-agpec noaknto4eHHon 6ecnpoBOAHOM CTaHUMN.

> Tekywee coctosiHue — 30ecb oTobpaXkaeTca Tekyliee cocTosHne 6ecnpoBogHON CTaHLUMM -
STA-AUTH / STA-ASSOC / STA-JOINED / WPA /| WPA-PSK /| WPA2 | WPA2-PSK /| AP-UP /
AP-DOWN / OTKnto4eHo.

> [MakeToB NpPUHATO — [MakeTbl, NOMYyYEHHbIE CTAHLUMNEN.
> [MakeTtoB oTnpaBneHo — [1akeTbl, OTNPaBEHHbIE CTAHLUMEN.

Bbl He MOXeTe BHOCUTb WU3MEHEHUS1 B AaHHbIE, npencrtaBneHHble B JaHHOM OKHe. YToObI

0BHOBUTbL MHOPMaLMIO B OKHE, HAXKMUTE KHOMKY OGHOBUTD.

Ecnv  KkonuyecTBO  MOAKMKYEHHbLIX CTaHUMA  3aHMMaeT Oornblle OOHOW  CTpaHuLbl,
BOCMONb3yntecb kHomkon Cnepyrowasn, 4ytobbl NepenTy Ha Crefylollylo CTpaHuuy, wunm

kHonkon MpeAablaywan, YTobbl BEpHYTLCS Ha NpeablayLLylo CTPaHuLy.

& MpumevaHue:
VHdopmaums B okHe 0OOHOBMSETCA aBTOMAaTUYECKU Kaxable 5 cekyHa.
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4.7 bBbecnpoBogHou pexum -5 1ITu

BecnpoBoaHoR pexaM - 5 Iy

- HACTpOAKH BECNPOBOOHONG PEXAMA
-WPS

- Jamura DecnpoBOOHOMD pexma

- DunkTpauwA MAC-anpecos

- JononyMTeNLHLE HACTPOREN

- CrTatwcTiEa GecnpoBOOHOND pexma
Puc. 4-26 MeHto BecnpoBogHou pexum — 5 Ty

B meHio becnpoBogHOW pexum cogepkartcs LecTb nogmeHwo (cMm. puc. 4-26): Hactpomnku
6ecnpoBogHoro pexuma, WPS, 3awwurta OecnpoBogHoro pexuma, ®Punbrpauus
MAC-agpecoB, [ononHutenbHble HacTpoMknm M CTaTUcTMKa GecnpoBOAQHOrO pexuma.
BbibepuTe 0gHO N3 HUX ANS HACTPOWKN COOTBETCTBYIOLLEN DYHKLINN.

4.7.1 Hactponku 6ecnpoBOgHOro pexunma

Buibpae BecnpoBogHoW pexum - HacTporku 06ecnpoBOOHOIO pexwuma, Bbl MOXETe
NPOn3BECTM HacTpPoKKy 6a3oBbIX NapameTpoB 6GECNPOBOAHONM CETMU.

HacTpoiiku becnposogHoro pexuma (5 'uy)

WmA GecnpoBOOHOR CETH: TP-LINK_5GHz_AE15D2 {umA SSID)
Peruon: Poccua -
PeKHM: 11a/nfac cMelaHHblil  «
Kanan: AgTto -

Brnwounte wupokoeewanne S3I0
[T Brmwounte WDS

CoXpaHnTb

Puc. 4-27 HacTtponku 6ecnpoBogHou cetu

> Wma cetn (Takke HasbiBaeTcsa SSID) — YkaxuTe 3HadeHne gnvHonm go 32 CMMBOJIOB.
Bcem 6GecnpoBogHbIM YCTPOMCTBaM CeTU AOMKeH ObiTb NPUCBOEH OAMH WU TOT Xe
naeHtTudukatop SSID. Yto kacaeTtca 6e3onacHocTn 6ecnpoBogHOM ceTn, naeHTUdUKaTop
SSID no ymonuanuio TP-LINK_5GHz_XXXXXX (XXXXXX — nocrnegHue LWeCTb YHUKanbHbIX
cumonoB MAC-agpeca maplipytmsatopa). [laHHoe none sABnsieTcsl YyBCTBUTESNbHBIM K

pernctpy. Hanpumep, TEST u test — 3T0 pasHble 3HaYEHUS.

» PernoH — BbibepuTe cOOTBETCTBYHOLLIEE 3HAYEHME U3 BbiNagatoLLero MeHo. B gaHHom none
yKasblBaeTcs pernoH, rae dyHkuna OGecnpoBogHOW nepedayvnM AaHHbIX MOXET ObiTb

ucnonb3oBaHa. Mcnonb3oBaHne AaHHON beHKLI,VIVI B pernoHax, He yKa3aHHbIX B CMNUCKe,
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MOXeT ObITb He3aKoHHbIM. Ecnn Bawen CTpaHbl U1 permoHa HeT B Crnncke, 06paT|/|Ter 3a

NOMOLLbIO B MECTHOE NpaBuUTENIbCTBEHHOE areHTCTBO.

lMocne TOro, kak pervoH Obin BbiOpaH, HaxmuTe KHOMKY CoxpaHuTb. B nosiBmBliemcs

WHPOPMALIMOHHOM OKHe HaxkmuTe kHormky OK.

r 5
Coobuwenue c seb-crpannus [&J

HenpaenneHblil BeiBop cTpaHbl MOMET CTaTk NPUHUHON
! BOZHMKHOBEHWA NOMEX Y APYIAX )"CTpOﬁCTBr KpOME TOrO, 3TO ABNAETCA
H3pYLEHNEM AEﬁ[TE)‘I‘DLLlEI'U 3aK0OHCA3TENBCTES.

|

MHdopmaLmoHHoe OKHO

& lMpumeyaHue:

M3-3a TpeboBaHMIn MECTHOMO 3aKoHoAaTernbLCcTBa y Bepcun ansa CeBepHon AMEpPUKN OTCYTCTBYET

onuus Bbibopa pervoHa.

>

Pexxum — BbibepnTe COOTBETCTBYIOLWMIA pexum. 3HaveHune no ymonyaHuto 11bgn
CMeLLaHHbIN.
11an cmewaHHbIn — Bblbepute, ecnu Bce ©GecnpoBOAHbIE KNMEHTbI NOAAEPKMBAIOT

ctaHgaptbl 802.11a n 802.11n.
11a/n/ac cmewaHHbIN - Bbibepute, ecnn Bce GecnpoBOAHbIE KITMEHTbI NOOOEPXKMBAIOT
crangaptbel 802.11a, 802.11n nnun 802.11ac.

BbibepuTte HyXHbIN pexnm GecnpoBoAHON nepedayn daHHbiXx. Ecnm BeibpaH 802.11an, TO

Tonbko GecnpoBogHble cTaHuum cTanHgapTa 802.11a u 802.11n cmoryT noakmnoyaTbCa K

MaplpyTtudaTopy. HactoarenbHo pekomeHayeTcsa BbibpaTh pexum 802.11a/n/ac, 4Ttobbl BCe

becnpoBogHble cTaHuuu ctaHgaptoB 802.11a, 802.11n u 802.11ac cmornn noakn4YaTbes K

mMapLupyTm3aTopy.

>

KaHan — B atom none ykasbiBaetcsl paboyas yacTtota. KaHan no ymonyaHuio ABTO. He
cnegyeT M3MeHATb 9TO 3HaYeHue, ecnv TOMbKO He BO3HWKMAWM npobrembl ¢ noMexamu oT

HaxogsaLencs NnobnmsocTn Apyron TOUKM gocTyna.

Bknountb wupokoBewaHue SSID - Korga ©GecnpoBogHble KMWMEHTbl NPOBOAAT
uccregoBaHue ydactka 6ecrnpoBOAHON CETU, OHW BbISIBASIOT TpaHCNAaumMio ngeHtudukatopa
SSID, npoBogumyo Mapupytu3atopoM. Ecnv  Bbl  oTMeTUTe aAdeliky BknrounTb
wupokoBeLaHue SSID, maplipytusatop 6yaeT TpaHcnmpoBats ceoe numd (SSID).

Bknounts WDS — Breibpas aTo none, Bbl aktusmpyete yHkumio WDS. C nomoLLso 3Tom
PYHKLMM MapLLPYyTM3aTOp CMOXET YCTaHaBMMBaTb MOCTOBOE COEAMHEHNE MEXAY ABYMS UM
bonee GecnpoBogHbiMu nokanbHbiMu cetsimu (WLAN). Tpu BbIOOpe 3TOM AYErKM Takke
OyneTt HeobxoaMMO yKasaTb psag NapameTpoB, Kak Noka3aHo Ha pUCYHKe Huke. Yoeautech B
TOM, YTO [JaHHbIE HACTPOWKN YKa3aHbl BEPHO.
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V| Brniouuts WDS
SSID (K KOTOPOI BbI XOTHTE NOOKNKYHTECA):
MAC-agpec (K KOTOpPOMY Ebl XOTHTE MOAKMNHYHTLCAY: Mpumep:00-10-0F-11-22-33
[ Mowex |
Tun knoMa: Het -
Wupekc WEP: 1
THN ayTeHTHMHKALHK: OTKpLITaA

Mapone:

|  Coxpammts |

e SSID (k KoTOpoW Bbl XOTUTe NoOAKNUYUTLCA) — NaeHTudpmkatop SSID TOYKM
[ocCTyna, K KOTOpPOol B kayecTBe KNneHTa cobupaeTcs NoAKMOUYNTLCS MapLupyTusaTop.
Takke Bbl MOXeTe 3agencTBoBaTb (PYHKUMIO noucka, 4ToObl BbiOpath SSID ans

NOAKNKO4YEeHU4.

e MAC-agpec (kK KOTOpOMY Bbl XOTUTE noAakntounTbea) - MAC-agpec ToYkM 4ocTyna,
K KOTOPOW B Ka4yecTBe KrneHTa cobunpaeTcsi MOAKNIOMNTLCH MapLupyTusaTop. Takke Bbl
MOXeTe 3adencTBoBaTb (OYHKUMIO Mowucka, 4Tobbl BbiOpaTte MAC-agpec ans

NMOAKITIOYEHUS.
o [louck — Nounck Toukn JOCTyna, UCMONb3YOLLEN TEKYLLUI KaHan.

o Tun kn4ya — B 3TOM none 3HayeHune Bbl6|/|paeTCF| B 3aBUCMMOCTU OT NapamMmeTpoB
©e30nacHOCTU TOYKK AocTtyna. PeKOMeH,CI.yeTCH, 4YTOObI JA@HHOE 3HaYeHWe coBnagano

CO 3Ha4yeHuneMm, yka3aHHbIM O51A TOYKM O0CTyna.

e Wupekc WEP — Vicnonbayetca npu Beibope WEP(ASCII) nnn WEP(HEX) B none Tun

kntoya. B gaHHOM none ykasbiBaeTcst Haekc kntova WEP.

e Twun ayteHTUdukaumm — [aHHas onuma gomkHa 6biTb BbliGpaHa, ecnu B none Tun
Knroya BbibpaHo 3HadeHne WEP (ASCIl) unu WEP (HEX). 3pecb ykasbiBaeTca Tvn

aBTOPU3aLNM KOPHEBOW TOYKM AOCTYNA.
e Maponb — MNpu NoaKMYEHUN TOYKM AOCTYMNa MapLUpyTM3aTopa Heo6xoaMMo B JaHHOM

nosne ykasatb naporsib.

4.7.2 WPS

B aTom paspgene cogepxatcsa ykasaHusi Mo MOAKMOYeHU0 ©ecnpoBOOHONO YCTPOWMCTBa K
cylwiecTsytoLlen cetn nocpegctsom WPS.

a). Beblbpas pasgen WPS, Bbl okaxeTech B criefytoLem okHe (puc. 4-28).
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WPS CocToRHHe: Brknwyeno | OTKNIOYMTE WPS

Tekywmii PIN-ko; 90768651 | BoccraHoents PIN-kog, || Coagate Hoeelil PIM-kog

OTkniounTe BEOG PIMN-KOQa

[obaenexue HOBOTO yCTPOCTEA: | [NobaeuTe ycTpoiicTBo

Puc. 4-28 ®dyHkuma WPS
>  WPS CocTtosiHue — BkritoueHue/BbikntoveHne gyHkumm WPS.

» Tekywmn PIN-kog — 3gecb oToOpakaetcs Tekywlee 3HaveHue PIN maplupyTtusartopa.

3HadeHune PIN ans ycTponcteBa MOXHO HanWTU Ha Kopryce YyCTPOUCTBa.
> BocctaHoBuTb PIN-koa — BocctaHoBUTL 3HadeHue PIN, ncnonbsyemoe no ymonyaHuio.

» Cos3patb HOBbIN PIN-kog — HaxaB 3Ty KHOMKY, Bbl NOy4YMTE HOBOE Cry4amHOe 3Ha4YeHue
PIN wmapuwpyTtusatopa. CreHepupoBaB HoBoe 3HadyeHve PIN, Bbl obecneuvBaeTe

©e3onacHoOCTb CeTu.

> [Job6aBUTb YCTpPOMCTBO — HaxaB 3Ty KHOMKY, Bbl MOXeTe BpYyYHyl0 006aBWUTbL HOBOE

YCTPOWCTBO K CYLLECTBYIOLLEN CETU.

b). YToOblI fOGABMTL HOBOE YCTPONCTBO:

Ecnn 6ecnpoBogHon apantep nopgaepxuBaer Wi-Fi Protected Setup (WPS), Bbl Moxete
ycTaHoBUTL  OecnpoBogHoe — nogknyveHve  Mmexagy  GecnpoBogHbIM + ajantepoM U
MapLupyTtusatopom npu nomowym Push Button Configuration (PBC) unu PIN.

& lMpumevaHue:

UTtobObl co3gaTb ycnewHoe noakmntoveHne ¢ nomowbio yHkumm WPS, Bam Takke npugertcs
NPOM3BECTN COOTBETCTBYHOLLIME HACTPOWKM HOBOIO yCTponcTBa Ansa dpyHkumn WPS.

MpoLecc HaCTpOKKM HOBOrO YCTPOMCTBA NoKasaH Ha npumepe 6ecnpoBogHOro agantepa Hallen
KOMMaHuu.

lll. MocpeactBom PBC

Ecnn 6ecnposogHon agantep nogaepxmBaetr WPS n Push Button Configuration (PBC), Bbl
MoXxeTe [obaBuTb ero k cet nocpeactsom PBC npu nomoLLm cnegylowmx Tpex cnocooos.

MepBbIK cnoco6:
War 1: Haxxmute kHonky WPS/Reset, pacnonoXeHHyto Ha 3agHen naHenu mapLpyTtusartopa.

Internet ‘

War 2: Haxmvnte u yoepxusanTte kHonky WPS apantepa B TedeHue 2 unu 3 cekyHa,.
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LWar 3: oxautecb NosiBNeHms n3obpaeHHOro Huxe OkHa. HaxxmunTe kHoMmKy 3aBepLlmnTb, YTOObI
3aBepwnTb HacTponky WPS.

W2 WPS for Wireless @

Wireless Configuration Completed

‘Your computer has successfully joined the TP-LINK network.

KoHdpurypauus WPS 6ecnposogHoro agantepa

BTopow cnoco6:
LWar 1: Haxxmunte kHonky WPS/Reset Ha 3agHel naHenn mapLupyTmnsartopa.

Inlernet

War 2: Ana HacTponkn 6ecnpoBogHoro agantepa Bbibepute HaxaTb KHONKY Ha MOen TOo4kKe
pocTtyna B ytunute WPS, kak ykasaHo Hke n Haxkvmute Oanee.
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#3 WpS for Wireless @

Join a Wireless Network

WPS is preparing to join your computer to a wireless network.

Which setup method do you want to use?
(%) Push the button on my access point
) Enter a PIN into my access point or a registrar

O Enter the PIN from my access point

Push the button on your access point and click Next to continue.

Automatically select the network

[ < Back ][ Next > ][ Cancel ]

KoHdpurypauus WPS 6ecnposogHoro agantepa
War 3: MogoxanTe, Noka He MOSIBUTCS OKHO, Kak MOKa3aHO Ha pPUCYHKe Huxe. HaxmuTe KHOMKy
3aBepwnTb, YTOOLI 3aBepLINTL HAcTporky WPS.

# WPS for Wireless @

Wireless Configuration Completed

‘Your computer has successfully joined the TP-LINK network.

KoHdpurypauus WPS 6ecnposogHoro agantepa

TpeTnn cnoco6:

LWar 1: 3HaueHne nona WPS CoctosiHne gomkHo ObiTb BkntoyeHo. Haxxmute kHonky [lo6aBuUTh
YCTPOMUCTBO (puc. 4-28). [JomKHO NOSABUTLCA CriedyroLlee OKHO.

() BeeauTe PIN-Kog HOBOTG YCTROACTEA.

PIMN-k0a; |

EHEDKEIT!:- KHOMKY HOEQMD ':r'CTDDHCTEEI B Npegenax Oeyx MUHYT.

[ Hasag || OoBasnts |

Puc. 4-29 [loGaBneHne HOBOro yCTPOWCTBA
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LWar 2: Bboibepute HaxXxmute KHOMKY HOBOrO yCTPOMCTBA B TE€YEHUE 2 MWUHYT M HaXmute
kHonky [lo6aBuThb.

War 3: [na HacTporikun BecnpoBogHoro agantepa Bbidepute HaxaTb KHOMKY Ha Moeln Touke
JocTyna B yTUuUTe agantepa, Kak NokasaHo Ha PUCYHKE HIDKE, U 3aTEM HaxkmMuTe KHornky [danee.

@ WPS for Wireless @

Join a Wireless Network

‘WPS is preparing to join your computer to a wireless network.

Which setup method do you want to use?
(%) Push the button on my access point
() Enter a PIN into my access point or a registrar

) Enter the PIN from my access point

Push the button on your access point and click Next to continue.

Automatically select the network

[ < Back ][ Next > I[ Cancel ]

KoHdpurypauma WPS 6ecnpoBoaHoro agantepa

LWar 4: NMogoxanute, Noka He NOABUTCA creayowee OKHO. HaxmuTe KHOMKY 3aBepLUnTb, YTOObI
3aBepwnTb HacTponky WPS.

W2 WPS for Wireless @

Wireless Configuration Completed

‘Your computer has successfully joined the TP-LINK network.

KoHdpurypauus WPS 6ecnposogHoro agantepa

IV. MNMocpeacteom PIN

Ecnn HoBoe yctporictBo nogaepxmBaer WPS u PIN, Bbl mMoxeTe [oGaBuTb €ro B CeTb
cnegyrowmnmMm ABymMsi cnocobamu.

Cnocob nepBbIi: Beegnte 3HaveHne PIN

War 1: YkazaB B none WPS CocrtosiHne 3HadeHne BknroveHO, HaxxmuTe KHOMKy Job6aBuTb
YCTPOMCTBO, Kak NoKa3aHo Ha puc. 4-28. [1omKHO NOSIBUTLCS CreaytoLlee OKHO.
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jEIEEJ:I,l—ITE PIM-KOQ HOBOIO YCTPOACTEA.

| F'lN-KDD,Z|

() HakaTe KHOMKY HOBOTO YCTPOACTEA B NPedenax OB MHHYT.

[ Hasan || OoGasute |

LWar 2: Buibepute Beegute PIN-kog HoBoro yctpomcrtBa n Beeaute PIN-kog 6ecnpoBogHoro
apantepa B none nocne PIN, Kak nokasaHO Ha PUCYHKe Bbile. 3aTeM HaXMUTE KHOMKY
Jo6aBuTh.

& lMpumevaHue:

PIN-koa aganTepa Bcerga otobpaxaetca B okHe KoHdurypauua WPS.

War 3: Ona HacTpouikun BecnpoBogHoro agantepa Bblbepute BBectn PIN-kog B MOK TOUKY
pocTtyna unm peructpartop B ytunute WPS, kak ykasaHo Huxe. [locrie 3Toro HaxxmmTe KHOMKY

Danee.
W WPS for Wireless @

Join a Wireless Network

WPS is preparing to join your computer to a wireless network.

‘Which setup method do you want to use?
() Push the button on my access point
(%) Enter a PIN into my access point or a registrar

(O Enter the PIN from my access point

Enter the PIi{16952898 ito your access point or external registrar
and click Nextto-continte;

Automatically select the network

[ < Back ]I Next > ][ Cancel ]

KoHdpurypauus WPS GecnpoBogHoro agantepa
& lMpumeyaHue:

B naHHom npumepe PIN-koa no ymonyanuio ong gaHHoro agantepa 16952898, kak nokasaHo Ha
PUCYHKE BbILLE.

Cnoco6 BTopomn: Beectn PIN ¢ Moero mapLupytusatopa.

War 1: NMonyunte Tekywmn PIN-kog Maplipytusatopa, Kak n3obpaxeHo Ha puc. 4-28.(Kaxabiv
MapLipytusatop obnagaetr yHukaneHbiM PIN-kogom. B gaHHom npumepe 3HadeHue PIN-koga
12345670) .

War 2: ns HacTponkn B6ecnpoBogHoro agantepa Bbloepute BBectn PIN-kog us moen TOUKMU
poctyna n seegute PIN-kog mapwpyTtusaTtopa B none nocre PIN-kog Toukn pgoctyna. lNocne
3TOro HaXXMUTE KHoMKy [anee.
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#2 WPS for Wireless @

Join a Wireless Network

WPS is preparing to join your computer to & wireless network.

Which setup method do you want to use?
(O Push the button on my access point
(O Enter a PIN into my access point or a registrar

() Enter the PIN from my access point

Enter the PIN from your access point below and click Next to continue.

Access Point PIN:

Automatically select the network

[ < Back ][ Next > ][ Cancel ]

KoHdpurypauus WPS 6ecnposogHoro agantepa

& lMpumevaHue:

PIN-koa mapLupyTusatopa, UCNOoMnb3yeMbIn MO YMOMYaHMIO, MOXHO HaNTW Ha Kopnyce yCTponcTea
unu B okHe KoHdmrypauma WPS, kak nokasaHo Ha puc.4-28.

I'IpM ycnewHoM nNoaKIt4YeHnn yCTpOIZCTBa K CeTUn OOJMKHO NOABUTBCA crieayrouliee OKHO.

() BeeauTe PIN-Kog HOBOTG YCTROACTEA.

FIM-kog: |

(%) HakaTe KHOMKY HOEDID YCTPOACTES B NPELEnas OBV MUHYT.

CosauHeHHe npowns yenewHo!

[ Hasaa || OoBasuts |

& MNMpumeuaHue:
1. Tlocne TOro kak yCTpoMCTBO ObIfo ycnewHo JobaBneHo, MHAMKaTop cocTosHua OyaeT Bce

BpeMA ropeTb 3ej1ieHbIM LBETOM.

2. TposegeHve HacTponku dyHkum WPS BO3MOXHO TONbKO B TOM Ccryyae, Korga
BecnpoBoaHas yHKUUS BKNOYEHa.

4.7.3 3awwuTta 6ecnpoBOOHOro pexumma

Buibpae BecnpoBogHon pexum - 3awmta 6ecnpoBOAHOrO PeXnMma, Bbl MOXETE HACTPOUTb
napameTpbl 6e3onacHOCTK Ballen 6ecnpoBOAHON CETU.

Y wMaplpytusatopa uMMmeeTcs MNsTb pexumoB obecneyeHunss GesonacHocTu 6ecnpoBOAHOro
pexuma - WEP (Wired Equivalent Privacy), WPA (Wi-Fi Protected Access), WPA2 (Wi-Fi
Protected Access 2), WPA-PSK (Pre-Shared Key), WPA2-PSK (Pre-Shared Key).
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O OTKNK4YUTE 3aWNTY

& WPA-PSK/WPA2-PSK(PekomenayeTcs)

Bepcus: ABTOMaTWYECKH (PEKOMEHAYETCA) hd
W posaHme: AES v
Mapons PSK: 94481648

(Bl MOXETe BEECTW CUMBONEI B KOQWPOBKE ASCII unu B WecTHaguaTepuyHoM Gopmare;
anAa dopmara ASCI gnuHa knoya gon#Ha Oeite 0T 8 oo 63, a gNA WecTHAgUATEPUUYHOMD
thopmara ot 8 go 64.)

Mepwog oOHOBNEHWA TPYNNOBOro KNkoYa: 0 Seconds

CekyHgh! (OCTAELTE 3HAYEHWE NO YMONYAHWKD, £CIW BBl HE YEEPEHK!, KAKOE YMCNO YKA3aTk,
MUHWMANEHOe 3HaveHne 30, 0 - 0OHOBNEHWE OTKMIOYEHD)

) WPAMWPAZ - Enterprise
Bepcusa: ABTOMaTUYECKN (peKom ¥
LWndpoeaHne: ABTOMaTHYECKM (pEKomM %
IP-agpec Radius-cepeepa:
MopT Radius-cepeepa: 1812 (1-65535, 0 03HAYaeT, yTo NOPT NPo yMonuaHuo: 1812)
Maponk Radius-cepeepa:
Mepwog oOHOBNEHWA TPYNNOBOro KNkoYa: 0

(CeKyHO, MUHUManNLHOe 3HadYedne 30 cek.; 0 o3Havaet, yTo 0OHOBNEHNA HE MPOUCKOONT)

) WEP
Tun: ABTOMaTUYECKN (peKomM
dopmar knwo4a WEP: llecTHaguaTepuuHeIil - %
Kntoy BrIBpaH Koy WEP (Mapons) Tun knkoya
Koy 1: OtkntoueHo
Koy 2: OtkntoueHo
Koy 3: OtkntoueHo
Koy 4: OtkntoueHo
Puc. 4-30

OTKNYUTL 3awmTty — Ecnm Bbl XOTUTE aKkTMBMpPOBaTb [AaHHY (PYHKUMIO, OTMEeTbTe
COOTBETCTBYIOLLYIO siueiky. HacTosTenbHO pekomeHayeTcs BbiOpaTb OAUH M3 MMEeHLMXCS
pexumMoB obecneveHns 6e3onacHOCTH.

WPA-PSK/WPA2-PSK — BbibpaTb 3awmty Ha ocHoBe WPA/WPA2 ¢ ucnonb3oBaHWeM

obuero knova. ITOT TUN 3aLWMThI YCTaHOBJIEH Ha MapLlipyTn3aTope no ymon4yaHuio.

o Bepcusa — Bl moxeTte BbibpaTb Bepcuto anroputma wundgposaHms WPA/WPA2-Personal
13 BbiNafatoLLero cnncka. 3Ha4yeHne nNo ymonyaHuio: ABToMaTuyecku. 3To 03HaAYaeT, YTo
aBTOMaTM4eckn BbIOMpaeTcsa oavH u3 cnegyrowmx pexmmos WPA-PSK (o6wwui knro4
WPA) nnn WPA2-PSK (obwun kntod WPA2) B 3aBMCMMOCTM OT BO3MOXXHOCTEWN U 3anpoca

©ecnpoBOHOM CTaHLMMW.

e LlindbpoBaHue — MoxXHO ykasaTb 0OHO 13 cnegyoLwmx s3HadyeHun - ABTomatndecku, TKIP

unn AES B kayecTBe anroputmMa LUMgpoBaHus.
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& lMpumeyaHue:

Ecnun Bbl Bbibepute WPA-PSK/WPA2-PSK 1 3atem BbiGepute wmndgposaHme TKIP, Bbl
YBUOMTE BbIOEMNEHHYHO KPacHbIM LBETOM HaAMUCh, Kak MOKa3aHOo HUXe.

& WPA-PSK/WPAZ-PSK(PekoMeHayeTCA)

Bepcus: ABTOMATMYECKM (PEKOMEHIYETCA) v
LUnhbpoBaHue: TEIP hd
Mapone PSK: 94481648

(BEl MOXETe BERCTH CHMEONEI B Kogupoeke ASCI vnu B
WecTHaLUATEpHUHOM GopmaTe; onA dopmata ASCI onwHa knioya
A0mscHa BeiTe 0T 8 0o 63, 3 gnA WecTHAgUaTEPUUHOMD QopmaTta ot 8
Ao 64

MNepuos 0OHOBNEHWA rPYTINOEOND KN0Ya: u] CeryHabl

{OCTABLTE ZHAUEHWE MO YMONYAHWK, BCIH BBl HE YERDEHE, KAKOR
YMEMD YEAZATE, MMHUMANEHOE ZHaYeHKe 30, 0 - oGHoENEHKe
OTKMKIYEHD])

He pekoMEHOYETCA MCNONEE0EATE WHbHoEaHKe TKIP, ecnu yeTooRcTED pafoTaeT B pexume 802,110, nockoneky TKIP He
NOLOERHMWEAETCA NPM paboTe & peskume 802.11n.

Puc. 4-31

e Maponb PSK — MoxHo BBectu cumBornbl doopmata ASCIl nnv B wecTtHaguaTepuyHoM
dopmare. [OnuHa pomkHa O6biTb OT 8 g0 64 cumBOnMOB B criydae Bbibopa
wecTHaguaTtepm4Horo copmarta, n or 8 go 63 cumMBONoOB B criyyae Bbibopa dopmarta
ASCII. Maponb no ymon4yaHuto coenagaetT ¢ PIN-kogom no ymon4yaHuio, KOTOpbIN yKasaH

Ha HKHEN naHenu MapLipyTusaTopa.

e epnoa o6HOBNEHMA rPyNNOBOro Kntoyva — 3aganTe B CeKyHAax MHTepBan 0OHOBMEHUS
rpynnbl Knoyen. 3HayeHre JomkHo paBHaTbeda "0" nnm "30", nubo Beiwe. Beeante "0" ans
OTKIIOYEHNA OOHOBMEHMS.

> WPA/WPA2 - Enterprise — Ha ocHoBe cepBepa Radius.

e Bepcua — 3gecb M3 BbIMAgalwLWEro CrnvMcka MOXHO BbiOpaTb BEPCUIO anroputMa
wndgpoBaHuss WPA. 3HavyeHne no ymonyaHuio ABTOMaTUYeCKU. DTO O3HayaeT, YTo
aBToMaTtndeckn byneT BblOpaH pexum WPA (Wi-Fi Protected Access) nnu WPA2
(WPA Bepcun 2) B 3aBUMCMMOCTM OT MNapamMeTpoB OecrnpoBOAHOW CTaHUMM WUNn

3anpoca.
e llUundpoBaHme — 30ecb MOXHO BbibpaTh 3HadeHnss ABTomatudecku, TKIP nnn AES.

& MpumeyaHue:

Ecnu Bbl BbibepuTe auenky WPA/WPA2 - Enterprise n 3atem Bbibepute wmndposaHue TKIP, Bbl
YBUANTE BbIOENEHHYI0 KPACHbIM LIBETOM HaAMUCb, KakK NokasaHo Ha puc. 4-32.
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& WPAWPAZ - Enterprise
Bepcus: AETOMATHYECKH hd
LLhpoBaHUE: TKIP hd
IP-anpec Radius-cepeepa:
IMop1 Radius-cepeepa: 1812 (1-65535, 0 03HA43ET, YTO NORT NP0 YMONYaHHI: 1812)
Mapons Radius-cepeepa:
Mepwoa 0DHOBNEHWA MYTINOBOND KN0Ya: ]

(CerYHA, MUHMMANEHOE 2HaYeHKe 30 cek.; 0 03HAYAEeT, UTn
OfOHOBNEHHA HE NPOUCXOOHT)

He pekoMEHAYETEA HENONEE0EATE WHHpOEaHWE THIP, BCNW YETROACTED pafoTaeT B pecskme 802110, nockonsky TKIP He
nogoeps#ueaeTed Nnpd pafoTe B pexume 802.11n.

Puc. 4-32
e IP-appec Radius-cepBepa — 3gech ykasbiBaetcs IP-agpec Radius-cepsepa.
e [MopTt Radius-cepBepa — Ykaxunte Homep nopta ansa Radius-cepsepa.
e [aponb Radius-cepBepa — Ykaxute naposnb ansa Radius-cepsepa.

e [lepuopn OOHOBNEHMs TrpyNNoOBOro kKnw4a — YKakute nepuog OOHOBMEHMS.
3HayeHne ykasblBaeTCsl B CekyHaax, M MoxeT ObiTb paBHO 30 mnu Bbiwe. YTobbI

OTKIMOUNTL PYHKLIMIO, HEOOX0AMMO yKa3aTb 3Ha4eHue 0.

WEP - Ha ocHoBe ctanpgapTta |IEEE 802.11. lMpu BbiObOpe AaHHOro nons nosiBUTCSH
BblEMNEeHHas KpacHbIM LIBETOM Ha4MUCb, Kak NokasaHo Ha puc. 4-33.

& WEP
Tun: ABTOMATUUECKN (pEKOM ¥
Dopmar knro4a WEP: WecTHanuarepuuHelil - %
Kntoy BoIGpaH Knwou WEP (Mapons) Tun knwo4a
Koy 1 OTtkntoueHo %
Koy 2: OTtkntoueHo ¥
Koy 3: OTtkntoueHo ¥
Koy 4: OTtkntoueHo ¥
He peKoMeHOYETCA MCNONL30EATE WHhpoBaHUe WER, ecnu ycTpoRCTEC padoTaeT B pexume 302.11n, nockonkky WEP He Nogoep#uEacTCA
npw padoTe B pexame 802.11n.
Puc. 4-33

e Tun — Bbl MmOxeTe BblbpaTbh TN WEP-3almThl U3 BbiNagatowero cnucka. 3HadeHne no
ymonyaHuio ABTOMaTM4ecKasa. OTO O3Ha4yaeT aBTOMATUYECKUIA BbIOOp 3HAYEHUs
Kniou obuwero goctyna unm OTKpbITas cuctemMa B 3aBMCUMOCTM OT MapaMeTpoB

6€CHDOBOL],HOI7I CTaHuun 1 3anpoca.

e ®opmar knwoya WEP —3pgecb mMoxHO Bblbpath LlecTtHaguatepuuHbin nnn ASCII
dopmart. LlecTHaguaTepr4HbIM hopmaT O3HAYaET KOMOMHALMIO LWeCTHaAUaTEPUYHbIX
cumsonos (0-9, a-f, A-F) onpegenexHon anunHebl. ®opmaT ASCII o3HavaeT koMBUHaLMIO

KnaBnaTypHbIX CUMBOJ10B onpe/J,eneHHoﬁ ONWHBIL.

e Knrou WEP — Bribepute oavH 13 dyeTbipex kntoden n ykaxnte WEP-knoy. Y6eantecb

B TOM, YTO JaHHble 3HaYeHMsA OAMHaKOBbI AN BceX 6eCnpoBOAHbIX CTAHLIMI CETH.
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e Twn kntova — 30ecb MOXHO ykasaTtb aAnvHy WEP-kntova (64-, 128- nnu 152-6uTHbIR).
3HadeHne "OTknoyeHO" o3HadaeT, uYTO 3anuck ¢ WEP-kmouom gaBndeTcs
HeOencTBUTENbHON.
64-6UTHLIN — Bbl MOXeTe ykasaTb JeCATM3HAYHOE LecTHagUaTepMyYHOe YMCro

(komBuHaums cumonos 0-9, a-f, A-F, HyneBow ko4 He NoaaepXXmMBaeTcs) Unu
nATU3Ha4YHoe ymcno B koampoBke ASCII.

128-6UTHBLIN — 30eCb MOXHO yKa3aTb 26-3Ha4yHOe LWeCcTHaauaTepPUYHOE YNCIO
(komBuHaums cumsonos 0-9, a-f, A-F, HyneBow koY He NnoaaepxMBaeTcs) Unu
13-3Ha4Hoe vncno B koamposke ASCII.

152-6uTHOE — 3aecb MOXHO 32-3Ha4YHOE LeCTHaAUaTeEPUYHOE YNCTO (KOMOUHaUKMA
cumBonos 0-9, a-f, A-F, HyneBown knto4 He nogaepXmBaeTcs) Unu 16-3aHayvHoe Yncno B
koguposke ASCII.

& lMpumeyaHue:

Ecnn Bbl He ykasanu knod, dyHKuMA obecnedeHms GesonacHocTu Oyaer ocTaBaTtbCs
OTKIMOYEHHON, Aaxe ecnu B Tune ayTeHTMdMKaumm 6bin BbibpaH Kntoy coBMecTHoro goctyna.

He 3a6yp,bTe HaXaTb KHOMKY COXpaHVITb, 4yTOObI COXpPaHUTb caesliaHHble B OKHE U3MEHEHUA.

4.7.4 ®unbtpauna MAC-agpecoB

Buibpae BecnpoBogHon pexum - dunsrpauusa MAC-agpecoB, Bbl CMOXETE KOHTPONMPOBATb
BGecnpoBoHoOI JOCTYM, HacTpouB hyHKuuo punsTpaumm no MAC-agpecam (puc. 4-34).

OunLTpauna MAC-agpecos: OTKNEOYEHD

MpaBuna counbTpaymm
@- 3anpeTTE AOCTYA CTAHLWAM, YKA3aHHEBIM BO BKMIDYEHHBIX NPABMNAaX W3 CWcKa.

C' Fazpelwnte OoCTyN CTaHUWAM, YKa3aHHEIM BO BKMHIYEHHELX NPABKNEX W3 CNUCKa.

ID MAC-agpec CocToaHue Onucaxne H2MEHTE

[o0aBnTh....

Puc. 4-34 dunsrpauus MAC-agpecos
YUTo6bl akTMBMpPOBaTh PYHKLMIO, HE0OX0AMMO BbiOpaTh BkntounTb. 1o ymonyaHmio,
YCTaHOBMEHO 3HadYeHne OTKNIOYEHO.
> MAC-agpec — MAC-agpec 6ecrnpoBOgHOM CTaHLUN.
> CocTtosiHne — CocTtosHune 3anucyn — Bknro4veHo unm OTKNOYeEHO.

> Onuncanme — OnucaHme 6ecnpoBOgHON CTaHLUUMN.

YUTto6bl O00aBMTL HOBYIO 3anucCb, HaXXMnTe KHONKy [lo6aBuTb... OTKpoeTcs okHO [lo6aBUTb unu
M3MEHUTb 3aMnUChb... (CM. puc. 4-35):
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MAC-agpec:
Onucanwe:

CocToRHHE: BrnwoyeHo hd

[  Coxpanute | | Hasan |

Puc. 4-35 dunbrpauns MAC-agpecoB

Y10o6bI 4O6AaBUTL U USMEHUTbL 3aNUCb, HEOOBXO0AUMO caenaTth crnegylollee:

1.

4.

B none MAC-agpec yKkaxuTe  COOTBETCTBYKLLEE 3HadeHne B  dopmarte
XX-XX-XX-XX-XX-XX (roe, X — at0 gecatepudHoe 4mcno). Hanpumep, 00-0A-EB-00-07-8A.
B none OnucaHume ykaxuTe KpaTkoe onucaHwe OecnpoBogHOW cTaHumu. Hanpumep,
BbecnpoBogHas ctaHuus A.

B none CocTtosiHne w13 BbiNagatollero cnmcka BblbepuTe 3HadeHve BKNw4YeHo wunu
OTKno4YeHo.

YTo0bl COXpaHNTb BBEAEHHYHO 3aNUCh, BOCMOSb3yHTECh KHOMKON COXpaHUTD.

YT06bl U3MEHUTb UMW YAANUTbL CYLLECTBYHOLLYIO 3aNuUCh:

1.

2.

3.

BbibepuTe 3anmcb N HaxmuTe KHONKY U3mMeHnTb. YTOObI yaanuTb 3anmcb, BOCNONb3yNTeCh

KHOMKoW YaanuTb.
BHecute HeobxoaMmblie N3MEHEHUS.

HaxmuTe kHonky CoxpaHuUThb.

Haxas KHOMKY Bknountb Bce, Bbl caenaeTe Bce 3anncu akTMBHbLIMM.

Haxas KHOMKY OTKNOYNTb BCe, Bbl cAenaeTe BCe 3anNMCU HEAKTMBHbBIMU.

Haxas kHonKy Ypanutb Bce, Bbl yaanuTe Bce 3anuncu.

Haxas kHorky Cneayiowas, Bbl nepengeTte B crieqytollee OkKHO.

Haxas kHonky Mpeabiaywasn, Bbl BEPHETECH B NpeablayLlee OKHO.

Hanpumep: Bbl xoTuTe npegoctaBuTb AOCTYN K MapLUpyTM3aTopy TONMbKO Ansi GecrnpoBogHOW
ctaHuun A ¢ MAC-agpecom 00-OA-EB-00-07-8A n 6ecnposogHon ctaHumm B ¢ MAC-agpecom
00-0A-EB-00-23-11. Ona aTtoro B okHe ®Punbtpauma no MAC-agpecam 6ecnpoBOAHbIX
YCTPOMUCTB HeOOXoaMMO caenaThb crieqytoLlee:

1.
2.

HaxxmuTe KHOMNKy BKIOYNTb, YTOObI akTMBMPOBaTb OYHKLMIO.

BbiGepuTe none “Pa3pelunTb AOCTYN CTAHUUAM, YKa3aHHbIM BO BKITHOYEHHbIX NpaBunax

u3 cnucka” ang NMpasun dounbTpaumm.
YpanuTe nnu oTkniovmTe BCe 3anmncu (ecriv TakoBble UMetoTcs).

HaxaB kHonky [lo6aBuTb... n . B none MAC-agpec ykaxnte 3HadyeHne 00-0A-EB-00-07-8A,
3atem B none OnucaHue BBeauTe becnpoBogHasi ctaHuua A. B none CocTtosiHue u3

BbiMaJaloLlero crnucka Bblibepute 3HayeHne BknrouveHo. Haxmute kHonky CoOXpaHUTb.
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HaxmuTe kHonky Hasag.

MpaBuna dounbTpaLMn AOMKHbI BbIrMSAAEeThb crieayoLmmM obpasom:

Mpasuna counbTpaunm
C' ’:3I‘I|i-ETIITb CTAHUWAM, HE YK333HHbLIM HWU B -jﬂH-jﬁ W3 AKTUBWPOBAHHBLIX 3anucei B cincke aocTyn

@ Fazp

EWNTE CTAHUWAM, HE YK333HHEIM HW E 'JD,H'JH M3 AKTMENPOE3HHBIX 3ANKMCEN B CINCKE, aocTyn.

h] MAC-agpec CocToAHWe Onucanue Penaktnpoeare

1 00-0A-EB-00-07-8A BrnroYeHa A PefakTnpoBars YOanuts

4.7.5 [JononHuTenbHblIe HACTPOWUKMN

BbibpaB BecnpoBogHon pexum — [ononHuUTerbHble HAaCTPOMKU, Bbl MOXETe HacTpouTb
pacLUMpeHHbIe HacTPOVKK GeCnpPOBOAHON CETU.

MowHoCTE NepeaTinKa: Bricokan A
WHTepean manka: 100 (40-1000)
Mopor RTS: 2346 (1-23486)
Mopor dparmeHTawum: (256-2345)
WHrepean DTIM: 1 {1-15)
AxTuenpoeate WM
AKTHENPOEATE Short G| (KOPOTKWIA 33WWTHEIA MHTEPEAN)

[] Akvenpoeats AF Isolation (M30NALNA Toukk gocTyna)

CoxpaHnTb

Puc. 4-36 [JononHuTenbHbIE HACTPOKWKK

> MowHocTb nepegaTymka — 30ecb MOXHO BbiOpaTb MOLLHOCTL MepeaaBaeMoro curHana.
Nmetolumecs 3HaYeHUss — BbiCOKasi, cpedHsis UM Huskasi. o ymonyaHuio YCTaHOBMEHO
3HayeHue Bbicokas. PekomeHOyeTcs UCNOMb30BaTh UMEHHO 3TO 3HAYEHME.

> WHTepBan masika — 34ecb MOXHO ykasaTb 3HadeHume B npegenax ot 20 go 1000 mcek.
HaHHaa dyHkuna oTnpaenseT Beacon-nakeTbl AN CMHXpOHM3aunn paboTel 6ecnpoBOaHON
ceTn. [laHHoe 3HadyeHWe onpedensieT WHTepBan Mexay oTnpaBkon Beacon-naketos.
3HaueHune no ymon4vaxumio 100.

> Mopor RTS — 3gecb ykasbiBaeTcsa 3HadeHne nopora RTS (Request to Send). Ecnu BenununHa
naketa npeBbllLlaeT YCTaHOBMEHHOe 3HadeHune nopora RTS, maplpytusatop npou3soauT
otnpaBky kagpoB RTS k npuHUmalowen cTaHuuM U COrMMacoBbLIBAET  OTMNPaBKY
WHpOpMaLMOHHOrO Kaapa. 3HavyeHue no ymonyaHuio 2346.

> Mopor dparmeHTaumm — [laHHOe 3HauveHne onpepensieT parmeHTaumio nakeToB. Ecnu
OHO YCTaHOBMEHO CIIULWKOM HMW3KMM, 3TO MOXET MNPUBECTU K HEyOOBMETBOPUTENBHOMN
NPON3BOAMTENBHOCTU CETU M3-3a Hanmuua Oonblioro yucna naketoB. [lo ymonyanuio
ncnonb3yeTcs 3HaveHne 2346. PekomeHOyeTca UCNonb3oBaTb UMEHHO 3TO 3HAYEHMe.

»> WHTtepBan DTIM — 3710 3Ha4eHue onpedenseTt nHtepsan ansa coobwenusa DTIM (Delivery
Traffic Indication Message). lNone DTIM saBnsietcs nonem otcyeTa, WUHGOOPMUPYIOLLMM
KITMEHTOB  Credylowero OkKHa  Ans  NpOCnyLMBaHWA  LUMPOKOBELLATENMbHbLIX MU
MHOroagpecHbIX  COOOLLEHUNA. Korma  mapwpyTtusatop  coxpaHseTr B Oydep
LUMpOKOBeLLaTeNbHble MM MHOMOaApPeCHble COODLLEHMS AN aCCOLMMPOBaHHbLIX KIMEHTOB,
oH otnpasnsieT cneaytouwee DTIM co 3HayeHnem umHTepBana DTIM. Bbl moxeTe ykasaTb
3HadyeHne B npegenax oT 1 pgo 255 wuHTepsanoB Beacon-naketoB. [lo ymonyaHuio
ucnonb3yeTcs 3HadeHne 1, 4yto osHadvaeT, Yto DTIM-uHTepBan paBeH OAHOMY MHTepBany
oTnpasku Beacon-nakeTos.
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> AktuBupoBatb WMM — OyHka WMM obecneunBaeTt nepBooyepeaHyto nepeadvy nakeTos
C BbICOKOMNPMOPUTETHBIMU COOBLLIEHNAMU. HacTosTenbHO peKkoMeHayeTCsl UCNoMNb30BaTh 3Ty

PYHKLMIO.

> AktuBupoBatb Short Gl — PekomeHayeTca ncnons3oBaTb 3Ty OYHKLUMIO, YTOObI YBENUYUTD
€MKOCTb AaHHbIX MOCPEACTBOM YMEHbLUEHUS 3alnTHOrO nHTepeana (Guard Interval, Gl).

» AktuBupoBaTtb AP Isolation — [JaHHas dyHKUMsI NO3BONSAET U30nMpoBaTh BecnpoBoaHbIE
CTaHuum cetn pJpyr ot pgpyra. B atom cnyvae 6ecnpoBogHble ycTpoucTBa OyayT
B3aMMOOeNCcTBOBaTb C MapLUPYTU3aTOPOM M He CMOryT B3auMOOenCcTBOBaTb APYr C APYroMm.
YT106bl aKTMBMPOBaTb (PYHKUMIO M30MAUMM TOYKM AOCTyNa, OTMETbTE COOTBETCTBYHOLLYHO
A4enky. Mo ymonyaHuio gaHHas yHKUUA OTKAYEHa.

& MpumevaHue:

Ecnu Bbl HEAOCTAaTOYHO XOPOLLO 3HAETE HACTPONKM LaHHOIO OKHa, HACTOSATENbHO PEKOMEHOYEM

HEe M3MEHSITb YCTAHOBSIEHHbIE MO YMOMYaHUKO 3HadeHusi. B MpOTMBHOM crnydae BO3MOXHO

yxXyalweHune npon3BognTeribHOCTU 66CHPOBOD,HOI7I ceTn.

4.7.6 CrtaTnctuka 6ecnpoBOOHOrO pexuma

Buibpae BecnpoBogHon pexum - CTaTUCTMKa O6ecnpoBOOHOrO peXuma, Bbl MOXETe
npocMmoTpetb WHdopmauuio no MAC-agpecy, TeKkywemMy COCTOSIHUIO, MOfyYeHHbIM U
OTNpaBfeHHbLIM NakeTam Ansa Kaxagon NogkniovYeHHon 6ecnpoBOAHON CTaHLUMN.

YWUCno noakniYeHHbIX B HACTOAWEe BpeMA DECNPOBOOHLIX CTAHLMA 0 ObHoBUTE

Puc. 4-37 Ctatuctmka 6ecrnpoBogHOro pexmma

> MAC-agpec — MAC-agpec nogkntoyeHHon 6ecnpoBOgHOM CTaHUMN.

» TeKyuwee cocTosiHue — 34ecb OTOOpaXkaeTcsa Tekyllee CocTossHMe 6eCnpoBOAHON CTaHUMN -
STA-AUTH / STA-ASSOC / STA-JOINED / WPA /| WPA-PSK /| WPA2 | WPA2-PSK / AP-UP /
AP-DOWN / OTknio4eHo.

> [MakeToB NpUHATO — [NakeTbl, NOMTyYEHHbIE CTaHUMEN.
> [MakeTtoB oTnpaBneHo — [1akeTbl, OTNpaBreHHbIE CTaHUNEN.

Bbl He MOXeTe BHOCUTb M3MEHEHWS B AaHHble, npencraBrieHHble B JaHHOM OKHe. YToObl

0OHOBUTb MHGOPMALIMIO B OKHE, HaXXMUTE KHONKY OBGHOBUTD.

Ecnn  KonuMyecTBO  NOAOKMIOYEHHbLIX CTaHUMA  3aHumaeT Oonblle OAHOW  CTpaHuubl,
BOCMONb3ynTecb KHomMkon Cnepyrowasn, 4ToObl NeperTy Ha Creaylollylo CTpaHuuy, wunm

kHonko Mpeabiaywasn, YyTobbl BEPHYTLCS Ha NpeablayLLylo CTpaHuuy.

& MpumeyaHwue:
VHdopmaums B okHe OOHOBNSAETCS aBTOMAaTUYECKN Kaxkable 5 CEKYHA.
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4.8 TocTteBas ceTb

lNocTeBan ceTh

- HacTpoiikn SecnpoBOOHOMD PEXHUMA

- COBMECTHLIA LOCTYN K YCTPONACTBY XPaHeHWA NaHHL

Puc. 4-38 MeHto MNocteBas cetb

B MeHo rocteBoi ceTu pacnonoXeHbl ABa noameHto: HacTponkn 6ecnpoBogHOro pexuma u
CoBMeCTHbIN AOCTYN K AaHHbIM. BbibpaB kakon-nMbo M3 HUX, Bbl CMOXETE HACTPOMUTb
COOTBETCTBYHOLLNE DYHKLMN.

4.8.1 Hactponku 6ecnpoBOgHOro pexunma

Mepengute B mMeHwo locteBas ceTb - HacTponkm GecnpoBogHoro pexuma. Bbl cmoxerte
NPOV3BOAMTL HACTPOVKM 6ECNPOBOAHOIO COEAMHEHMS MO FOCTEBOW CETU, KaK YKa3aHO Ha pUCYHKe
4-39.

HacTtpoiikn 6ecnpoBOAHOrO peXxnmMa rocTeson cetTu

BKNHOYWTE KOHTPONb NPOMNYCKHOM cNocoGHOCTH FOCTEBON CeTH

Pa3pewnTh rocTEELIM NONE30BATENAM LOCTYN K MOEH NIOKaNbHOA CETH (]
BENKYHTE KOHTPONE NPONYCKHO| CNOCOGHOCTH FOCTEBOH CETH: =
Hexogamas nonoca nponyckaHus s rocTeBo CeTH: 256 Kouric (Ounanazox:1~1000000)
BxogAwan nonoca nponyckaHwA ANA rocTeBoM CeTh : 1024 Kouric (OuanazoH:1~1000000)

BecnpoBogHoil pexum: 2,4 My

Foctesan cets (2,4 IMu): (=]
HuA ceTw: TP-LINK_Guest_2 4GHz_AE15D3 (ratoxe HasbieaeTcA SSID)
3awuta GecnpoBoJHOTO PeXUMA: OmnigunTe sawmuty =
Bpena goctyna: Mo pacnucanuio ~ HEBDIMOXKHO NOOKNIOYNTE.

@ KawoeligeHb () BeiBpaTs OeHb
MoH. Br. Cp. Ct. MAT. CyG. Bocxp.
Bce gHu - 24 yaca

BecnpoBogHoil pexum: 5 My

locteBan cetb (5 Mu): ]
Nna cew: TP-LINK_Guest_5GHz_AE15D2 (TalcKe HaaslBaeTcA SSI0)
3awura OecnpoBOgHOTO PEXHME: OTKNHUNTE 3aLWuTY -
Bpewms goctyna: Mo pacnucannio » HEBOZMOMHO NOAKMHUNTE

@ HKawoeiigeHe ) BeiBpate OeHe
MaH. BT. Cp. CT. MAT. Cyo Bockp.
Bce gHu - 24 uaca

CoxpaHuTb

Puc. 4-39 HacTpowkn 6ecnpoBogHOro pexuma anisi rocTeBomn CeTu

» PaspewuTtb rocteBbIM Nonb3oBaTensiM AOCTYN K MOeW nokanbHou cetu — Ecnu none
OTMEYEHO, rocTeBbIe NoNb3oBaTeny CMOryT NOAKMYATLCS K Ballen CeTu.
» BknNOUYMTL KOHTPONb NPOMYCKHOM CMOCOBHOCTU AnA rocteBon cetu — Ecnu none

OTMEYeHO, KOHTPOJ1b NOSIOChI NponyCKaHuA rocTeBoun ceTn 6y,u,eT BKITHOYEH.
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» MWcxopswas nonoca nponyckaHus ons rocteBon cetm — CKOpOCTb 0TAAYM AaHHbIX Yepes
nopt WAN ans rocteBon cetu.

> Bxopgsilasa nonoca nponyckaHusi AnA rocteBon cetn — CKOPOCTb 3arpy3kn AaHHbIX Yepes3
nopt WAN ansa rocteBown ceTu.

» TocTteBas ceTb (2.4 I'Tw/5 INMu) — BknroyaeT unum oTko4aeT QyHKUMo FocTeBon ceTw.

» MWma cetn — Beegute 3HayeHve go 32 cumsorioB. Takoe xe mms (SSID) gomkHO ObiTb
Ha3Ha4yeHo BceM OecnpoBOAHbLIM YCTPOMCTBaM Ballel [ocTeBon ceTu.

» 3awmurta GecnpoBOgHOro pexuma — B aToM none Bbl MOXETe MPOM3BECTU HACTPOMKY
3alUNTbLI FOCTEBOW CETW.

> Bpemsa goctyna — B ykasaHHoe Bpemsi 6ecrnpoBOgHbIe YCTPOMCTBA MOTYT MOAKMYaTLCS K

TOYKe goctyna.

& lMpumeyaHue:

[vanas3oH nonocbl MponyckaHus Ofii FOCTEBOW CETUM PacCUUTbIBAETCA B COOTBETCTBUU C
HacTponkamMu MOrnocbl MAponyckaHns Ha cTpaHuue “KoHTponb Monockbl nponyckaHus — ->
MapameTpbl KOHTpOnA”.

4.8.2 CoBMeCTHbIN [OCTYN K YCTPOMUCTBY XPaHEHUA AaHHbIX

Mepenaute B MeHio FlocTeBas ceTb - COBMECTHbIN AOCTYN K YCTPOUCTBY XpPaHeHUs1 AaHHbIX.
Bbl cMoXeTe npov3BOAWTb HACTPOWKM COBMECTHOro AOCTyna K AaHHbIM TFOCTEBOW CETW, Kak
yka3aHo Ha puc. 4-40. Korga obwas nanka Oyaoet goGaBreHa, Bbl CMOXETe yBUOETb €€ ums,
pasMep 1 pacronoxeHune. Bbl Takke cMoxeTe yaanuTb obLLYI0 Nanky, Haxae KHOMKY YaanuTb.

MNpumeyakne: lposepbTe, 470061 B CTPOKE COCTOAHHE Ha cTpannue HacTpoiku USB Guino ykasano 3anyweHo. BKNOYHTE 3auHTy
COBMECTHOFO JOCTYNa K YCTPORCTEY XPaHeHHA QaHHbIX C NOMOWbLH Napons.

Y4ETHbIE 3aNuCKH NoNkb30BaTened | NameHuts |

WMA nonk3oBatens Mapone MNpaea goctyna:

guest guest ToNLKO YTEHHE
CocToAHuHe: OCTaHOBMEHD

Wma Pazgen Nanka WzZMeHHTE

Mankn He HacTpoeHtl. MogknunTe BHewHWA USB-HakonuTenks K MaplwpyTM3artopy U NpoBepbTe, ONPEQENEH MM OH MAPLWPYTU3ATOROM.

Puc. 4-40 CoBMeCTHbIN JOCTYN K YCTPOWCTBY XpPaHEHMS AaHHbIX B TOCTEBON CETU

» Wma nonb3oBatensa — [1ns rocTeBOn CETU YCTAHOBIIEHO MMS Nonb3oBaTtens guest, kotopoe
He MOXeT ObITb N3MEHEHO.

» Maponb — Beegute naponb B gaHHoe none. MNaponb AomkeH CoCToATb M3 OyKB 1 Lndp 1 He
[OJSMKEH npeBblwaTtb 15 cMMBOoB.

» TlopTBepauTe naponb — [10BTOpPHO BBEAUTE Naponb B AAaHHOE More.

> I'IpaBa Aoctyna — MonHomoumsa nonb3oBatens: TonbKo YTeHne unm YteHme n 3annco.
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» Wma — OtobGpaxxaeMoe nmst JaHHOW narnku.

» Paspen — Tom, K KOTOpOMY NpUHaanNexuT nanka. Tom 1-8 — nogkntoveHne k USB-nopty 1,
Tom 9-16 — 310 nogkntodeHme k USB-nopty 2.

» Tanka — PeanbHoe NONMHOE MECTOHAXOXAEHMNE YKa3aHHOWN Nanku.

Bbl MoxeTe BbIOpaTh 06LLyt0 nanky, Haxae BbiopaTb.
Bbl MOXeTe yganuTb 00LLYyH0 nanky, Haxkas YaanuTb.

CnepynTte HUXKeyKa3aHHbIM MYHKTaM ANS HaCTPOWKM COBMECTHOrO AOCTyna K AaHHbIM
6ecnpoBoaHOM ceTH:
1. Nogkniounte BHewHU USB xécTkmmn auck nnn USB dnalu-Hakonutens K MapLupyTnsaTopy.

2. VYb6eguntecb, 4To B nyHKTe “CocTosiHMe cepBuca’ Ha cTpaHuue “Hactpornkun USB ->
CoBMecCTHbIV OCTYN” yCTaHOBMNEHO 3HayeHve “3anyleHo”.

3. Yb6egutecb, 4TO B NyHKTe “COBMECTHbLIA [OCTYM, 3alUMWEHHBLIN naporem” Ha CTpaHuue
“Hactponkn USB -> CoBMeCTHbIN AOCTYN” YCTaHOBMNEHO 3HayYeHne “BKroyeHo”.
Haxmnte 3anycTuTb, YTOObI BKINHOYMTE COBMECTHbIV AOCTYN K JAHHLIM FOCTEBOW CETHU.

5. Haxmute [lobaBUTbL HOBYIO Nanky, YToObl BbIOpaTh nanky, kK KoTopon 6yaeT npegocTaBneH

rocTeBomn JOCTyn.
Mo ymonuaHuto ycTaHOBIEHa O0dHa Nonb3oBaTenbckas YyY4ETHasA 3anucb C NpaBaMm COBMECTHOTO
[O0CTyna K AaHHbIM rocteBon ceTn. Haxxas U3MeHUTb B OKHe, yka3aHHOM Ha pucyHke 4-40, nepeq
BaMW MOSIBUTCA OKHO, yKa3aHHOE Ha puUcyHke 4-41, rge Bbl CMOXETe WM3MEHWUTb Maponb U
NONTHOMOYMST AOCTyNa Y4ETHOW 3arnmcu.

WA nonk3oeatens:
Mapone: LTI
MoaTeepauTs Napons: sesee

Mpaea gocryna: Toneko yTeHne -

[ coxpanmts | | Hasag |

Puc. 4-41 lameHeHne y4€THOM 3anmcu rocTeBON CeTU

& lMpumeyaHue:

1.  Ecnun Bbl x0TNTE, YTOObLI rOCTEBbLIE NONBb30BATENN UMENM OOCTYM K Nnarnkam rocTeBon CETU C
MOMOLLIbIO TOCTEBOWM YYETHOWM 3anuncK, Bbl AOSHKHbI BKNIOYMTL 3anpoc napons npu JocTtyne K
o6LWMM gaHHbIM Ha cTpaHuue “Hactporikn USB” -> “CoBmMecTHbIN gocTyn”.

2. MakcumanbHoe KonuyecTBo obLwmx namnok — 6. Ecnn Bbl xoTuTe Ao06aBMTbL HOBYKO Namnky

CBepX 3TOro KoJin4yecTBa, Bbl MOXETE yOalnTb 06Ll.l,yl-0 nanky n 3atem nobaBuTb HOBYIO.
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49 DHCP

DHCP
- Hactpo#kwn DHCP

- Cnucok knuedtoe DHCP

- PezepEMpoBaHMe aapecos

Pwuc. 4-42 MeHnio DHCP
B meHio DHCP copepxatca Tpu nogmeHw (cm. Puc. 4-42) — Hactponku DHCP, Cnucok
knueHtoB DHCP 1n PesepBupoBaHue apgpecoB. Bbibepute oOoHO M3 HMUX ONS HACTPOWMKK
COOTBETCTBYHOLLEN (OYHKLIMN.

49.1 Hactpouku DHCP

Bbi6pas DHCP - Hactpowkun DHCP, Bbl MoxeTe HacTpouTb napameTpbl pabotel DHCP-cepBepa
(cm. puc. 4-43). Mo ymon4yaHuio maplupyTmnsaTtop pabotaet B pexnme cepsepa DHCP (Dynamic
Host Configuration Protocol), 4to o6ecneunBaeT ncnonb3oBaHue koHdurypauumn TCP/IP gns Bcex
KOMMbHOTEPOB NOKANbHOM CETU, NOAKIMIOYEHHbIX K MapLUpyTU3aTopy.

Hactposikn DHCP

DHCP-cepeep: () OTKNIOYATE @ BKNIOYNTE
Havanbhbii IP-agpec: 192 1658.0.100
KoHevHsli IP-agpec: 192 168.0.199
Cpok OeiicTenA agpeca: 120 MUHYTEI (1-2880 MWHYT, No yMonyaxmo: 120)

OCHOBHOH WNH3: 192.168.0.1 (HeoBAzaTenwHan HacTpoika)
LomeH no yMom4aHui: (HeoBAsaTenwHanA HacTpoika)
MNpeanoyuTaemeii DNS-cepeep: 0.0.0.0 (HeoGA3aTenwHanA HacTpoika)
AnkTepHaTMEHLIA DN S-cepeep: 0000 (HeoGA3aTensHanA HacTpoika)

Pwuc.4-43 Hactpoiikn DHCP

> DHCP-cepBep — OTknounTtb unm Bknrounte DHCP-cepsep. Ecnuv Bbl oTKNto4aeTe cepsep,
B BalLen ceTu JormkeH obiTe gpyron DHCP-cepBep nnm B NPOTUBHOM Criydae Bbl OOMKHbI

OyneTe NPOM3BECTU HACTPOWKY KOMMbIOTEPA BPYYHYHO.

» HavyanbHbIN IP-agpec — YkaxuTte IP-agpec, ¢ kotoporo DHCP-cepeep 6yaet npucsanBatb

IP-agpeca. No ymonyaHuto ncnons3yerca 3HadyeHne 192.168.0.100.

> KoHeuHbIn IP-appec — Ykaxute koHeuHbln |P-agpec pguwanasoHa, MCMOnb3yemoro
DHCP-cepsepom npu npucsBoeHumn |IP-agpecos. 1o ymonyaHmio MCnonb3yercs 3HavyeHue
192.168.0.199.

> CpoKk gelctBusi agpeca — [laHHOe 3Ha4YeHWe onpenenseT Nnepuos BpeMeHu, B TeYeHue
KOTOpOro mnornb3oBaTtento OydeT npenocTaBreHO MNOAKIOYEHUE K MapLupyTusaTtopy Mo
Tekylemy auHammdeckomy IP-anpecy. Cpok AencTBusl agpeca ykasbliBaeTcs B MUHyTax. o
WCTEYEHUN [AHHOMO Mepuoda Monb3oBaTeno aBTOMaTMYecku OyoeT NPUCBOEH HOBbIiA

OnHamnyeckn IP-agpec. 3HaveHne MmoxeT ObiTb B AnanasoHe 1 ~ 2880 MuHyT. 3HaveHne
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no ymon4yaHuio coctasnseT 120 MUHYT.

» OcHoBHOM wnw3 - (no Bblbopy) 3gecb ykasbiBaeTca |IP-agpec LAN-nopta

MapLupyTu3aTtopa. 3HadeHune no ymonyanuo 192.168.0.1.

» J[oMeH no ymon4aHuio — (No BbIOOpy) B 3TOM none MOXHO ykasaTb JOMEHHOE MMsI Ballen

ceTn.

> MMpepnountaembin DNS-cepBep — (no BLIGopy) 3mecb MoOxHO YykasaTb |IP-agpec

DNS-cepBepa, Nosfy4YeHHbI 0T NnocTaBLumka VIHTepHeT-ycnyr.

> AnbrepHatBHbIN DNS-cepBep - (no Bbibopy) 3aecb MOXHO ykasaTb IP-agpec gpyroro

DNS-cepBepa, ecnu Ball nocTaBLMK VIHTepHeT-ycnyr npegoctaBnseT asa DNS-cepsepa.

& MpumevaHue:

Utobbl ucnonb3oBatb yHkumo DHCP-cepBepa B MapulpyTusatope, y BCEX KOMMbIOTEPOB
rfioKanbHOW ceTu AOMKHO ObITb BbIOpaHo 3HadeHue "MNonyyaTs IP-agpec aBTomatnyeckun”.

4.9.2 Cnucok knumeHtoB DHCP

Bbibpas DHCP - Cnucok knneHtoB DHCP, Bbl MOXeTe npocmaTtpmBaTbh MHGOPMaLMIO MO BCEM
KNueHTam MapLupyTtusaropa (puc. 4-44).

ID HwmA knuenTa MAC-agpec HasHadyeHHblid IP-agpec Cpok NedcTBHA agpeca

1 wendang-PC 74-D4-35-92-30-BD 192.168.0.100 01:52:39

[ OBHoBUTL ]

Pwuc. 4-44 Cnucok knneHtos DHCP
> Wwma knuenTa — Nmsa knverta DHCP.
> MAC-agpec — MAC-agpec knmeHTa DHCP.
> HasHauyeHHbIN IP — IP-agpec, HasHa4yeHHbINn MapLipyTnsaTopom knneHty DHCP.

> Cpok penctBua — Bpemsa geiictBus amHamundeckoro IP-agpeca knueHta DHCP. lMocne
NCTEYEHUss CpoKa [OeNcTBMS MOoNfb30oBaTesllo aBTOMaTU4eCKM NpUcBavMBaeTCsl HOBbIV

OuHamundeckun IP-agpec.

Bbl HEe MOXeTe BHOCUTb M3MEHEHUS B Mchopmaumo, coaepxallyrocda B JaHHOM OKHe. YToObl

00OHOBUTbL MHGOPMALIMIO, BOCMONBb3YNTECh KHOMKOM OOHOBUTD.

4.9.3 PesepBupoBaHue agpecoB

Buibpae DHCP - PesepBupoBaHMe appecoB, Bbl MOXeTe npocMartpueatb W aobaensTb
3ape3epBMpPOBaHHbIE agpeca KIMEHTOB 4depes3 criegytowee OkHO (cMm. puc. 4-45). Korga Bbl
yKa3blBaeTe 3ape3epBUpPOBaHHbIN IP-agpec ansa koMnbloTepa fokanbHOM CETU, 3TOT KOMNbIOTEP
Oynet Bcerga nony4yaTtb oavH 1 TOT xe |IP-agpec kaxgbii pas npu obpawennn DHCP-cepsepy.
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3apesepBupoBaHHbIn IP-agpec HyXHO Ha3HayaTb cepBepam, TPebyoLLMM NOCTOSIHHBIX HACTPOeK
IP-napameTpoB.

ID MAC-agpec 3apesepeupoBanHbii IP-agpec CoctosHue Hamennte

JobasnTe....

Puc. 4-45 PesepBupoBaHue agpecoB

> MAC-agpec — MAC-agpec nepcoHanbHOro KommnbioTepa, Ansi KOTOPOro Bbl XOTUTE

3apesepsupoBaTtb IP-agpec.

> 3apesepBupoBaHHbin IP-agpec — IP-agpec komnbioTepa, 3ape3epBUPOBaHHLIN Ha
MapLupyTusartope.

> CocTtosAHMe — MoxeT ObiTb BKntoyeHo nnu OTKNo4YeHo.

Y100bI 3ape3epBupoBathb IP-agpec:

1.  Haxmute kHornky 106aBUTb... . [JOMMKHO NOSABUTBLCS OKHO, Kak NoKa3aHo Ha puc. 4-46.

2. Yxaxute MAC-agpec (B popmate XX-XX-XX-XX-XX-XX) n IP-agpec komnbioTepa, ANs
KoToporo Bbl XOTUTe 3apesepBupoBatb IP-agpec, B pgecatudHom dopmate C

pasgennTernbHbIMU TOYKaMW.

3. Haxmute kHonky CoxpaHuUTb.

MAC-agpec:
Jape3epBUpoBaHHLIR IP-agpec:

CoCTORHHE: Brnwoueno  #

[ Coxpannte | | Hasag |

Puc. 4-46 [Jo6aBnTb MM M3MEHNTL 3anncb pPe3epBNpPOBaHUS agpeca

YT00bI K3BMEHUTb UNU YAANUTL CYLLECTBYIOLLYIO 3aMnuUcCh:

1. Bbibepute 3anncb M HaxmuTe KHOMKY W3MeHUTb. Ecnv Bbl XOTUTE yaanuTb 3anuchb,
BOCMONb3YyNTECh KHOMKOM YAanuTb.

2. BHecuTe HeOBX0aNMbIE U3BMEHEHUS.

3. Haxmute kHonky CoxpaHuTb.

YT00BbI aKTMBUpOBaTb/OeaKTMBUPOBATb BCe 3anucy, BOCMOJSb3YNTECH KHOTMKOW
Bknounte/OTKNIOYMTL BCe.

YUTobbl yoanuTb BCe 3anmcu, BOCMNONbL3yNTECh KHOMKOV YaanuTb Bce.

YUT06bl NepeinTy B crieaytoLlee OkHO, BOCMONb3yiTeck kHonkon Cnepytowas. Utobbl BEpHYThHCS
B NpeablayLuee okHO Bocnonb3yntech kHonkon Mpeabiaywasn.
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4.10 Hacrtpounku USB

Hacrtpoien USB
- COBMECTHLIA [OCTYN K YCTPORCTBY XpaHeHNA NaHHbIX
- FTP-cepeep

- Megwa-cepeep

- MpHHT-Cepeep

- YyETHLIE 2aNKCH NONLI0oBaTensn

Puc. 4-47 MeHto Hactpownkn USB

B meHwo Hactpoiikm USB ecTb nsaTb nogmeHio (kak nokasaHo Ha puc. 4-47). COBMeCTHbIN

[OCTYN K YCTPOUCTBY XpaHeHusi paHHbix, FTP-cepBep, Meauna-cepBep, MNMpuHT-cepBep 1

Y4yeTHble 3anMcu nonb3oBaTenemn.

4.10.1 CoBMeCTHbIN AOCTYMN K YCTPOMCTBY XPaHEHUs1 AaHHbIX

BbibpaB nyHkT meHio Hactponkm USB — CoBMeCTHbIM AOCTYN K YCTPOWCTBY XpaHEHusi
OaHHbIX, Bbl CMOXeTe MPOU3BeCTU HaACTPOWKY MOAKIMOYEHHOrO K MapLupyTu3aTopy yCcTponcTea
XPaHEeHMWs1 AaHHbIX, Kak NoKa3aHo Ha puc. 4-48.

YV ¥V VYV VY VvV V

COBMECTHBIA QOCTYN K YCTPONCTBY XpPaHeHWA OaHHbIX

COCTORHME: OcTtaHoEneHo 3anycTUTh

[] CoBMeCTHBIA BOCTYN C NARONEM

Tom O0BEM 3aunAaro Ceo0ogHo 3aHATO % COBMECTHBIN gocTyn

Toma He Guint 0GHapyKeHs!. MogKIYNTe K MapWpyTU3aTopy BHEWHee YCTPOACTED XpaHeHNA OaHHb, nogoxoute 10
CEKYHL W BLINOMHWTE MOWCK TOMA.

( Maeneus auck | | CkaHwpoBaTs nosTopHo |

Puc. 4-48 CoBMeCTHbIN JOCTYN K YCTPOWUCTBY XpaHEeHMs AaHHbIX
CoctosiHne — OToOpaxaeT TeKylwui cTaTyc cepBepa oOLWero AocTyna K YCTPOWCTBY
XpaHeHWs! AaHHbIX, paboTaeT nnu He paboTtaeT. Bbl MOXeTe HaxaTb Ha KHOMKY 3anyCcTUTb,
yTOObI 3anNyCcTUTbL CepBMC OOLLEro AOCTyNa K YCTPOMCTBY XpaHEHMS OAHHbIX UMW MOXeTe
LLIENKHYTb Mo KHonke OcTaHOBUTb, YTOOLI OCTAHOBUTL paboTy cepBuca.
Tom — VIMa ToMa yCTPOMCTBA XpaHEHMWS AaHHbIX, K KOTOPOMY MOMb30BaTeEN UMEKOT AOCTYI.
06BEM — O6BLEM NaMATU YCTPOUCTBA XPaHEHUS OAHHbIX.
3aHATO — 3aHATOE NPOCTPAHCTBO YCTPONCTBA XPaAHEHUS OAHHbIX.
CBob6ogHo — CBOGOAHOE NPOCTPaHCTBO YCTPOMCTBA XPaAHEHUS AaHHbIX.
3aHATo % - [1poLeHT 3aHATOro NPoCcTpaHcTBa.
CoBmecTHbIN poctyn — OToGpaXkaeT COCTOSHME TOMa, OTKPbIT N K HeMy obLumiA JoCTyn

unu Het. Korga K TOMY OTKPbIT obwun AOCTyn, Bbl MOXETE HaXaTb Ha OTKNOYUTb, 4TOOLI
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3aKpbITb obwmn AOCTyn K TOMY, KOrga K TOMYy 3aKpbIT obwmn OOCTyn, Bbl MOXeTe HaXaTb

BKNO4YNTb, YTOOLI OTKPLITL OBOLLMI JOCTYN K TOMY.

HaxmunTte Ha kHonky M3Bneub BUCK, YTOOLI 6e30nacHO 0TCOeANHUTL YCTPOMCTBO XpaHeHs
OaHHbIX, NOAKNIYEHHOE K MapLpyTusaTopy. [uck nepenget B pexum «oddnarnH». Korga
CTaHeT 6e30MacHO OTCOEAMHUTL OUCK, Ha SKpPaHe MOSIBUTCA crieaytoliee coodlleHne (kak
nokasaHo Ha puc. 4-49).

Coobuwe Hue c Beb-cTpaHHLbI

1 '_. ZEHYAC MOMHD OTCOEAMHMTE AHCK 0T MApWPYTHIATORA,
-

Puc. 4-49 CoobLieHne o 6e30nacHOM OTKMOYEHUN YCTPOMCTBA

YUTtobbl HacTpouTb pyHKUMIO (balnoBOro cepBepa Ha BalleM MapLupyTusaTtope, npogenante
crnepywoLwpe warm:;

1.
2.

5.

MoaknoumTe K MapLipyTu3aTopy BHELWHMI guck nnn USB dnaL-KoHUeHTpaTop.

Haxmute Ha kHoOnky CKaHMpoBaTb MNOBTOPHO, 4YTOObl HaWTWM MOAKIOYEHHOE K
MapLUpyTM3aTopy YCTPOMUCTBO.

HaxmuTte Ha KHOMKY 3anycTuUTb, YTOObI 3anycTuTb Cry0y obLuero goctyna K yCTPoONCTBy
XpaHeHNs AaHHbIX.

HaxmnTte Ha KHONKy BknounTb B KonoHke O6LWmii AocTyn, 4Tobbl OTKPLITh OOLLMIA AOCTYN K
OUCKY.

HaxmuTe Ha kHoMKy OTKNKO4YUTL, YTOOLI 3aKpbITh OOLLMIA OCTYN K ANCKY.

& MpumeyaHue

1.

MapLupyTnsaTop MOXET aBTOMaTUYECKN OnpeaenvTb NOAKMIOYEHHOE HOBOE YCTPOMCTBO.
HoBble HacTpPONKM He BCTYNAT B CUIy A0 nepesanycka cepsuca.

YToObl OTCOEOUHNTL YCTPONCTBO XPaHEHUS AaHHLIX, HAXKMUTE CHayana Ha KHonky M3Bneyb
AUCK. He pekomeHOyeTcss MpPOCTO BbiTackMBaTb YCTPOMCTBO XPaHEHUSA OaHHbLIX M3 nopTta
USB, noToMy, 4TO 3TO MOXET NOBPEAUTL YCTPONCTBO UMM MPUBECTU K MOTEPE AAHHBbIX.
Yncno nogknioYaemblXx TOMOB HE [OSPKHO MpPeBbilaTb BOCbMW, MO3STOMY Bbl HE CMOXETE

3axoauTb Ha 6onee Yem BOCEMb TOMOB Ha yCTp0I7ICTBe XpaHeHUA OaHHbIX.

4.10.2 FTP-cepBep

Buibepute meHio Hactponkmn USB - FTP-cepBep, Ha OTKPbIBLUENCA CTPaHWULE Bbl CMOXETE
HacTpouTb FTP-cepBep, kak nokasaHo Ha puc. 4-50.

75



AC1750 1Byxanana3oHHbIN 6ecnpoBoaHOMN

Archer C7 rMrabuTHbLIA MapLUpyTU3aTop

CocToAKKe cepeepa: OctaHoeneH
Doctyn K HHTepHeT: BrnounTe @ OTENIOUNTE
MopT cepenca: 21 (Mo ymonuaHui: 21, He MeHATE Ge3 HeoOxoguMocTh. )

HurepHer-agpec: 0.0.0.0

Hma Paznen Nanka HaMeHHTL

Manku He HailaeHs!. MOAKNIOYMTE K MapLWPYTHIATOPY BHEWHES YCTPONCTES XPAHEHUA AaHHIX, U YEEAWTECK, YTO OHO NOAKMIYEHO K MaPWPYTH3aTOpY

Puc. 4-50 Hactpoika FTP-cepsepa

CocTtosiHue cepBepa — OTobOpaxkaeT Tekywmn ctatyc FTP-cepBepa, paboTaeT nu oH unm
HeT. Bbl MOXeTe HaxaTb Ha KHONKy 3anycTuTb, 4ToObl 3anyctutb FTP-cepBep unu HaxaTtb
Ha KHornky OcTaHOBUTb, YTOOLI €ro OTKMIOYNTD.

Doctyn k WUHTepHeT — OTOobOpa)aeT Tekyllee COCTOsiHME NOAkmnoYeHns K WHTepHeT.
Bbibepute BknouuTtb, 4TOObI BKMUATL MoAkNtoveHne k WHTepHeT, nnn BbiOepute
OTKNUYNTL, YTOOLI OTKNIOUNTL coeanHeHne ¢ HTepHeT.

MopT cepBrca —~Homepa NopToOB BHELUHUX CEPBUICOB.

MHTepHeT-agpec — OTobpaxaeT IP-agpec WAN-ceTn mapLupyTmM3aTtopa, NnoaToMy apyrue
nonb3oBaTenuM Moryt 3axoamtb Ha FTP-cepsep no atomy agpecy. Ecnu tun WAN -
PPPOE/PPTP/L2TP, moxeT ObITb ABa noaxkntodeHus. Monb3oBaTtenu B YacTHOW JIOKalbHOWN
cetm moryT 3axoautb Ha FTP-cepep no MMy6nuyHomy apgpecy, B TO BpeMsi Kak

nonb3oBaTtenu u3 HTepHeT mMoryT 3axoauTtb Ha FTP-cepsep no UHTepHeT-aapecy.

Y106b1 HacTpouTb FTP-cepBep, npoaenanTte cneaylollme waru:

1.
2.

MogkntounTe BHEWHMI auck nnn USB dnaw-Hakonutenb K MapLipyTmM3aTopy.

Haxmute Bknountb/OTKNIOYNTL, YTOObLI BKNHOUNTL/OTKNIOYNTL VIHTEPHET-COeaMHEHNE K
FTP-cepeepy ¢ nopta WAN.

UsmeHuTe MopT cepBUca, 4ToOLI ykasaTb nopt Ang FTP-cepsepa (nNo ymonyaHuio 3To nopt
21, 1aMeH1Te HOMEp NnopTa TONbKO B Cryvyae HeobxoanmocTh).

Haxmnte Ha [Jo6aBUTbL HOBYIO nanky, 4ToObl 406aBMTL HOBYIO nanky ans FTP-cepeepa.
Ha skpaHe 0To6pa3nTbCst OKHO, aHaNormyHoe npeacTaBneHHoOMY Ha puc. 4-51.

OToDpaxaeoe NA: folder 1
Pazgen: [[] oTkpbiTe oBWnit OOCTYN KO BCEMY Pa3aeny

MecToHaxoMaeHWe Nankn:

Bribpate Manka

Falder 1
Folder 2

[ CoXpaHuTe ] [Haza,q] Tekywnil Homep. | 1 » | CTpaHuua

Puc. 4-51 o6aBuTb UM N3MeHUTb Nnanky ¢ ooLwmM JOCTYNOM
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e OTobpaxaemoe nMAa — Bbl MoxeTe ykasaTb OToOpaxaemMoe MMsS nanku ¢ obLmm
[OCTyMnomMm.

e OpraHusoBaTb COBMECTHbIN AOCTYN KO BceMy pasgeny — Bbl MoxeTe BbiOpaTb 3Ty
ONUUIO N OTKPbITb AOCTYN NO BCEM Nankam 3TOro pasgena.

e Bbibpatb — Bbl MoxeTe BbibpaTb 3Ty onuMio AN OTKPbITUS OOLWero gocrtyna K
onpefeneHHon narke.

e Bblwe — Bbl MoXeTe LWeNKHYTb Ha 3Ty KHOMKY, 4YTOObl MepenTy B narnky Bbille Mo
nepapxmm.

e [lanka — Vima nanok Ha TekyLleMm nyTu.

e CoxpaHuTb — Bbl MOXeTe HaxaTb Ha KHOMKY CoOXpaHUTb, 4118 TOro, YToObl COXpPaHUTL
BHECEHHbIE HACTPOWKK, Nocrie Yero OyAeT BLINOSHEH Nepexon Ha CTpaHuULy HacTpoek
FTP-cepBepa.

e Haszap — Bbl mMoxeTe HaxaTb Ha kHonky Hasap, 4ToObl OTka3aTbCA OT BHECEHHbIX

N3MeHeHWI U BEPHYTLCS Ha CTpaHuLy HacTpoek FTP-cepsepa.

YTto6bl A06aBUTL HOBYKO nankKy ¢ o6wum pgoctynom ansa Bawero FTP-cepBepa,
npopenanTte creaylolime LWwarm:

1) Bbibepute OpraHM3oBaTb COBMECTHbIWN 4OCTYN KO BCeMy pasgeny uiv onuuio Bbibopa
onpeaeneHHon nanku.

2) VYkaxuTe oTobpaxaemoe wMsA namku Cc oOWUM OOCTYNOM B MOMe peaakTUpoBaHUA
OToGpaxaemoe nwms.

3) Haxmute Ha kHOnKy CoxpaHuUTb, YTOObl COXpaHUTb BHECEHHble HacTpomnku. [locne Ha
3KpaHe 0TOOpa3nTCsl OKHO, aHaNoOrM4YHOe NpeacTaBneHHOMY Ha. puc. 4-52.

CocToAHKe cepeepa: 3anywex |m|
Ooctyn K HHTEpHET: BENWYWTE @ OTKNKYATE
MopT cepBUca: 21 (Mo yMonuaHuo: 21, He MeHATs Gea HeoOxooUMOCTH. )
WHTepHeT-agpec: 0.0.00

| [oGaBuTh HOBYKO NANKY ANA COBMECTHOMD AOCTYNA |

[ [A7:] Pazgen Manka HameHuTe

folder1 Taom1 Tomitp-link MaMeHnTs ¥Oanute

|  CoxpaHute |

Puc. 4-52 Hactpoika FTP-cepsepa

5. Haxmute Ha kHOMKy 3anycTuTb, 4TOOLI 3anycTtuTs FTP-cepBep.

& MpumeyaHue:

1.  MakcumanbHoe KonmM4ecTBO nanok ¢ obLwmm OOCTynoOM He OOJIKHO npeBbillaTb AeCATU. Ecnn

Bbl XOTUTE OTKPbITb obwmn OOCTyn K nanke, n rnpu 3TomM 4YUcrio narok cC obwmm OOCTynom
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npesBblllaeT 0ecATb, Torda Bbl MOXeETe yaarnnTb OOHY U3 NManok 1 pobaBnTb HOBYIO.

2. Hactpownkn FTP-cepBepa BCTynAT B CUMy TONbKO NMOCse nepesanycka cepaepa.

4.10.3 Meguna-cepBep

Buibpae meHtio HacTtponkn USB - Meguna-cepBep, Bbl CMOXETE Ha 3TOM CTPaHULE HACTPOMUTb
Meaua-cepBep, Kak nokasaHo Ha puc. 4-53.

Svewsoopmep

WMA cepeepa: TP-LINK_AE15D4

CocToAnue cepeepa: OcTaHoENEH

ABTOCKAHWPOBAHKME Kaxaele | 2 yaca

WuR Mainoeas CHCTEMA Manka Yoanute

CepBep He 3anylleH

Puc. 4-53 HacTtpowka meana-cepsepa
> WwmaA cepBepa — Vimsa aToro megua-cepsepa.

> CocTtosiHue cepBepa —OTobpaxaeT Tekyllee COCTOsiHMe cepBepa, paboTaeT unu He
paboTaeT. Bbl MOXeTe HaxaTb Ha KHOMKY 3anycTUTb, YTOGbI 3anyCTUTb Meaua-cepsBep Unm

HaxaTb Ha OCTaHOBUTb, YTODOLI OCTAHOBUTL €ro paboTy.
>  WNma — Otobpaxaemoe nms aTon nanku.

> ®annoBas cuctema — [1pn popmaTpoBaHmMm Tvn pannoBor cMcTemMbl MOXeT 6biTe FAT32
unun NTFS.

> TManka — MNonHbI NyTb K yKa3aHHOM narke.
> YpanuTb — Bbl MOXeTe yaanuTb nanky ¢ obLyMmMm AOCTYNoM, HaxaB Ha KHOMKY YAanuTb.
YTOoObLI MOAKNIOYMTL U HACTPOUTL Meaua-cepBep, NnpoaenanTe crneayrolme Waru:

1. TNopkntounTe BHewHU anck nnn USB cnaw-Hakonutenb K MapLupyTu3aTopy, nocrne 4ero
0TOBPA3MTCA OKHO, Kak Moka3aHo Ha puc. 4-54.

Hma cepeepa: TP-LINK_131214

CocTosHKe Ccepeepa: QcraHoBNEHOD

ABTOCKEH. Kaxdble

Hma Dainosan CHCTEMa NManka Yaanute

BHEWHUX YCTPOACTE ¥PaHEHWA OaHHLIX He 0GHApYHEHO

Puc. 4-54 Mepgwna-cepBep
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2. HaxmuTte Ha kHONKy 3anycTuTb, 4YTOObI 3anycTuTb Meama-cepBep. 3aTeM Ha 3KpaHe
oTOBpasnTbLCs criegytoLlee OKHO, Kak nokasaHo Ha puc. 4-55.

WuA cepeepa: TP-LINK_130919

CocToAHKWe Ccepeepa: 3anywewo OCTAHOBUTE

[] AeTonouck Kaxasle OBOHOBUTE

[[DobaeuTs nanky c obupm aoctynom |

Wmn Dainoean cucTema Manka Yoanute

Puc. 4-55 Meana-cepsep

3. Haxmute [o6aBUTb Nanky Asfis COBMECTHOro focTyna, Ytobbl ykasaTb narnky kak nyTb
noucka meama-cepaepa. OTob6pasnTbCA CrieayoLLee OKHO, Kak NokasaHo Ha puc. 4-56.

OToGpaKAEMOR MMA: folder 1
Paszgen: [ OTKPLITE GEWWIl AOCTYN KO BCeMY pa3geny

lMecTopacnono#eHne nanku:

Brlbpatk Manka

Folder 1
Folder 2

[ Coxpanmts | [Hasag | TexywmitHomep|1 » CTpaHiua

Puc. 4-56 [1o6aB1Tb HOBYIO Manky

e OTtobpaxaemoe umsa — Beegmrte otobpaxaeMoe nms nanku ¢ odLwmmM 4OCTYNOM.

e OpraHunsoBaTb COBMECTHbIM [OCTYN KO BceMy pa3sfgeny — Bbl MoxeTe BbibpaTb 3Ty
onuuio, Torga Ko BCEM Marnkam, Haxoddwmmcs B daHHOM pasgene, Oyoet oTKpbIT
obwmn goctyn.

e [yTb Kk nanke — [loka3biBaeT MECTOHAXOXAEHNE Narku.

e BbibpaTte — Bbl mMoxeTe BbliGpaTb 3Ty Onuuio, 4YTOBblI OTKPbITH OOLUMIA AOCTYN K
onpefeneHHon narnke.

e [lanka —Vmda nanok Ha TekyLem nyTu.

e Bblwe — Bbl MoxeTe HaxaTb kHONKy Bblwe, 4TOObI MepenTn B nanky Bbile Mo
nepapxmm.

e CoxpaHuTb — Bbl MOXeTe HaxaTb KHOMKYy COXpaHUTb, YTOObI COXpPaHUTb BHECEHHbIE
HaCTPOKKKN, Nocne 4Yero OydeT BbINOMHEHO NepeHanpasfieHne Ha CTPaHULy HacTpoek

Meauna-cepBepa.
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e Hasap — Bbl MoXeTe HaxaTb kHOMNKY Hasag, 4Tobbl OTMEHUTE BHECEHHbIE HACTPOWKMN U

BEPHYTbCS Ha CTPaHULLy HAaCTPOMKM Meauna-cepsepa.

YTo6bl AOGaBUTL HOBYHO Mamnky ¢ OoOWMM OOCTYNOM ANA Mepaua-cepBepa, npoaernavTte
creaylolime Lwarm:

1) Bblbepute OpraHMsoBaTb COBMECTHbIN A4OCTYN KO BCeMy pasgeny Unu onumio ykasaTb
narky.

2) YKaxuTe oToOpakaemoe MMsi narnku ¢ obmm goctyrnom B none Oto6pakaemoe UMs.

3) HaxmunTte Ha kHonky CoXpaHuTb 41151 TOro, YToObl COXpaHUTb BHECEHHbIE M3MEHEHMS, Nocne
yero OyaeT BbINOMHEHO MNepeHanpaBrieHNe Ha CTpaHuLy HacTpoeKk Meama-cepBepa, Kak
nokasaHo Ha puc. 4-57.

WmA cepeepa: TP-LINK_130919

CoCToAHKE cepeepa: JanyweHo COCTAHOBWTE

[ Aetononck kaxgsle OBGHOBWUTL

[[DoGaenTs nanky ¢ ofuym gocTynom |

Wrn Mainoean cucTema NManka Yoanute

foldert FAT32 /Folder 1 YoanuTe

Puc. 4-57 Meguwa-cepsep

4. Haxmute Ha kHorMKy OOHOBUTbL, YTOOLI BLIMOMHUTL MOUCK MO BCEM Mankam ¢ ObLwum
AocTtynom. Bbl Takke MoxeTe BbibpaTb ABTOCKaH, U B TO XXe caMOe BpeMsi 3a4aTb MHTepBar
rmovcka W3 BbiNagatowero cnucka. B atom cnyyae mepgua-cepBep OyaeT BbINOMHATb

aBTOMaTUYECKMIA MOWUCK ManoK ¢ 06LWMM JOCTYMNOM.

& lMpumeyaHue:

MakcumanbHO BO3MOXHOE KONMYEecTBO nanok - 6. Ecnun Bbl xoanTte OTKPbITb obwmn AocTyn K
nanke, Korga Konm4ecTBo nanok ¢ ooLwum AOOCTynoM AOCTUINO WeCTn, Bbl MOXeETe yaannTb oOAHY
13 nanok n 3atem gobaBuTb HOBYIO.

4.10.4 MpuHT-cepBep

BuibpaB meHio HacTtpoiku USB — lNMpuHT-cepBep, Bbl CMOXETE Ha 3TOW CTPaHULE BbIMOMHUTL
HaCTPOWKY NPUHT-cepBepa, kak Noka3aHo HUXe.

MNpuHT-cepeep

CocToAHne cepeepa: Onnaiin [ OCTAHOBUTH ]

Puc 4-58 Hactpowka npuHT-cepBepa

Cyl.l.l,eCTByeT OBa COCTOAHUA NPUHT-CepBepa, Kak OonncaHo HMxXe:
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» OHnanH — O3sHayaeT, 4YTO MNPUHT-CEpBEp BKMOYEH. Bbl MoxeTe HaxaTb KHOMKY

"OCcTaHOBUTL", YTOObI OCTAHOBUTL paboTy YCTPONCTBA.

» OddonanH — O3sHayaeT, 4YTO NPUHT-CEPBEP BbLIKMIOYEH. Bbl MOXeTe HaxaTb KHOMKY

"3anycTutb", 4TOObI 3aNyCTUTL YCTPONCTRBO.

4.10.5 YyeTHble 3anucu nonb3oBaTenen

Ha aTon cTpaHuue Bbl MOXeTe ykasaTb MMs MOnb3oBaTens U naponb ANd nonb3oBaTtenen
YyCTpPOWNCTBa XpaHeHus aaHHbix U FTP-cepsepa. MNMonb3osatenn OOwero gocryna K yCTPONCTBY
XpaHeHUs AaHHbIX MOryT UMEeTb AOCTYn K dhavnam Ha YCTPOMCTBE XpPaHEHUS AaHHbIX yepes3
nporpammy Internet Explorer. Nonb3osatenu FTP-cepBepa moryt 3anmtn Ha FTP-cepsep c
nomoLpto knneHta FTP.

Mo ymonyaHuio cylecTByeT ABa TUMNa YYETHbIX 3annucen, ¢ NOMOLLBIO KOTOPbIX MOXHO 3axoauTb
Ha YCTPOWCTBO XpaHeHusl AaHHbIX 1 FTP-cepBep. 310 AaMnHucTpatop 1 MNocTh (Kak nokasaHo Ha
puc. 4-59). AODMUHUCTpATOP MMEET NPaBo YMTaTb/3anucbiBaTh AN YCTPONCTBA XPaHEHNsT OaHHbIX
¢ obwum gocTynom 1M umeeT npaeo goctyna k FTP-cepsepy, B TO BpeMsi Kak [0CTb TONMbKO MMeeT
npaBo YnTaTb 4115 YCTPONCTBA XpaHEHUs AaHHbIX U He uMeeT goctyna Kk FTP-cepsepy.

| DofasnTb HOBOD NONb30BATENA |

HmA nonezoBatens Mapone MNpaea goctyna Ooctyn K FTP-cepeepy HameHnTe
admin admin UTEHHE U 3aMKCk YTEHHE U 3aNKCk M3MEeHUTE

Puc. 4-59 YnpaBneHue y4yeTHbIMU 3anMcaMun nonb3oBaTenen

Tonbko AOMUHUCTPATOP MOXET C MOMOLLbIO BeG-Opay3epa nepeHocuTb hanrbl C KOMMbOTEPA Ha
3anuncbiBaeMbli TOM C OBLLMM OOCTYMNOM Ha YCTPONCTBE XPaHEHUS OAHHbIX.

[Ona no6aBneHns HOBOW y4eTHOM 3anucu, NpoaenanTe creaylowme warum:

1. Haxmute Ha kHonky [lo6aBUTbL HOBOro MONib30OBaTeNA, M Ha 3KpaHe O0ToOpasnTCa OKHO,

Kak nokasaHo Ha puc. 4-60.
2. Ykaxute Uma nonb3oBaTens.
3. Baeaute naponsb B nore Maponb.
4. BeauTe elle pas naporsb B none NMoareepauTe naponb.

5. Bb|6ep|/|Te npaBo AOOCTyna U3 BblMagarolero Crnncka — YteHne m 3anucb mnm Tonbko

YyTeHue.

6. Bbibepute goctyn k FTP n3 Bbinagatowlero cnucka, Aa nnu Her.
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WA nonk3oBatens: admin1

Maponk: [ITIITY

MogreepanTs Naponk: senee
Mpaea goctyna: TonkKo YTEHWE %

Doctyn k FTP-cepeepy: Her »

[ cCoxpanuts || Hasag |

Puc. 4-60 Jo6aBnTb MK pegakTMpoBaTh YYETHYIO 3annchb Nonb3oBaTens

> UmAa nonb3oBaTtensa — YKaxuTe nMms nonb3oBaTtens, KOTOPOMY Bbl XOTUTE NpeaoCTaBUTb
OOoCTyn K yCTpOVICTBy XpaHeHnA OaHHbIX. Mmsa nonb3oBaTensa OOSMKHO COCTOATb M3 6yKB n

umdp, 1 ero gnnHa He AofmKHa npeBbiwaTb 15 CMMBOIOB.

» Maponb — BBeagnute naponb B none Naponb. [Naponb AomkeH cocTosATb M3 OykB U umndp n
€ro gnvHa He AofmkHa npesbiwatbh 15 cumBonoB. M3 coobpaxeHun 6e3onacHOCT nNaponb

ANSA KaKO0M y4ETHOW 3anncu He oTobpaxaeTcs.
> lMoprBeppuTe Naponb — Beeante ewe pas naposib.

> [paBa poctyna — BbiGepute u3 BbiNaaatolero Crnucka npaBo AOCTyna K YCTPOWCTBY

XpaHeHUa gaHHbIX ANnda KaXXgoro nonb3oBaTtensa — YteHue u 3anuchb uin TonbKoO YTeHue.

> Doctyn k FTP-cepBepy — BribepuTe 13 Boinagatowero cnmcka fAa vnv HeT, 4ToBbl pelunTb,

CMOXET N nosib3oBatesb UMeTb JocTyn K FTP-cepBepy unm HeT.
»> CoxpaHutb — Haxmute kHornky CoxpaHuUTb, YTODObI COXpaHUTbL BHECEHHbIE U3MEHEHUS.

» Hasapg — Haxmute Ha kHonky Hasapg, 4ToObl OTKa3aTbCA OT BHECEHHbLIX HaCTPOEeK WU

BEPHYTbCA Ha CTpaHuUy HaCTpOIZKVI YYEeTHbIX 3anucen nonb3oBaTtenen.

& MpumeyaHue:

Mepesanyctute cepBuC ONdA TOro, YTOObl UISMEHEHUS BCTYMWUIN B CUITY.

2. Ecnu Bbl HE MOXeTe BOCMONb30BaTbCSl HOBbIM MMEHEM MOMb30BaTENs U NaposieM, YTobbl
3alTN Ha pecypc C obLWMM JOCTYynoM, HaxxmuTe knaesuwm Windows logo + R ans oTkpbITvs
AnanoroBoro okHa 3anyck nporpammbl, Beeaute net use \\192.168.0.1 /delete /yes wu
Haxxmute Enter. 192.168.0.1 — ato IP-agpec LAN-cetn mapwpyTtusatopa. Ecnu IP-agpec
LAN-ceTM mogema, CoegMHEeHHOro ¢ BalivMM Maplupytm3atopom - 192.168.0.x, Torga no
ymonyaHuio IP-agpec LAN-ceTn mapLupytusatopa aBtoMatnyeckn cmeHutes ¢ 192.168.0.1
Ha 192.168.1.1, 4TobObl M3bexaTb KoHdnukta IP-agpecoB; B aTom cnyydae nonpobynTe
BBecTu net use \\192.168.1.1 /delete / yes.

411 NAT

Bbibepute mMeHio NAT, u Bbl CMOXETe BKIMHOUUTL UNWM OTKMOUUTL oyHKUMIO NAT 1 dyHKUMIO
annapatHoro NAT. T[Mpaeuna NAT n annapatHbeii NAT OyaoyT pabotate NpaBuIibHO TOMBKO Mpu
BKIMIOYEHHON hyHKLMM NAT.
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HacTpounku NAT

MpuMedaHue: ¥Yoeaurecs, 4o NAT BKNIOYEH, BCNH Bbl XOTMTE, YT00bI HACTPOHKM annapaTHOro NAT BCTYTIMITH B CHITY.

Tewywee coctoaHue NAT: (&) BEMOUMTE () OTKNIOUKTE
Tewupee coCTOAHKE annapartHoro NAT: ® BrnwqnTE (@] OTENIOYHTE
COHpEHHTE

Puc. 4-61 Hactponkn NAT

> Bknountb KoHTponb NAT — Npu BeiGope aToM onumm Ha4vyHET paboTatb yHKUMS NAT, n

BCTYNSAT B CUY HACTPOMKN Nepeaapecauum.

>  OTKnuYnTb KOHTpOosnb NAT — lNpu BeiGope aTon onumm dyHKkumsa NAT paboTaTb He Byaer,

W HaCTpOWKM Nepeagpecaummn He ByayT Ncnornb30BaTbCs.

> Bknountb KOHTponb annapatHoro NAT — [Mpu BbiGope aTon onuun Ha4yHET paboTaTb

dyHKums annapaTtHoro NAT.

> OTKnuntb KoHTponb annapatHoro NAT — T[lpu BbiGope aTor onuum yHKUUS

annapaTHoro NAT He 6yget paboTathb.

4.12 TMNepeappecauus

Nepeaapecaumnn

- BUpTyantHLie cepeepk

- Port Triggering
- DMZ
-UPnP

Puc. 4-62 MeHto Nepeagpecaumnst

B meHio [Nepeagpecaumsa cogepxatcs yeTblpe nogMeHo (cMm. puc. 4-62) — BupTtyanbHble
cepBepbl, Port Triggering, DNZ n UPnP. 1ns HacTponku Hy>XHOW hyHKLMK BbIGepuTe OOHO U3
HUX.

4.12.1 BupTyanbHble cepBepbl

Buibpae [lMepeappecauuss - BupTtyanbHble cepBepbl, Bbl MOXeETe MpocMatpuBatb W
no6aBnaTb BUPTYyanbHble CEPBEPDI, Kak NokasaHo Ha puc. 4-63. BupTyanbHble cepBepbl MOryT
ObITb MCNONb30BaHbI Afsl HACTPOWKM OOLLIMX CEPBUCOB BallE NOKanbHOM ceTn, Taknx kak DNS,
Email u FTP. BupTyanbHbii cepBep onpefensieTcs kak CepBUCHbIA MOPT, M BCe 3anpochbl U3
VIHTepHET K 3aToMy cepBucy OyayT nepeHanpasfeHbl Ha KOMNbOTEP, 0603Ha4YeHHbIN |IP-agpecom
cepBepa. KomnbloTep, WCNONb3YyOLWNA BUPTYyanbHbIN  cepBep, AOMMKeH pacnonaraTb
cTaTudeckum nnu ukcmpoBaHHbiM IP-agpecom, Tak Kak. IP-agpec MoxeT MeHATLCA B npoLecce

paboTbl dpyHkLMnM DHCP.
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MpuMeyanne: YOeOuTeck, 4To (PYHKLKA NAT EKNIOYEHA, €CNH Bbi XOTHTE, YTOBE! HACTPONKH EHPTYANLHLIX CEPEEPOE ECTYNHIM B CHAY.

I Mopt cepeuca BHYTpEHHHA NnopT IP-agpec MpoTokon CocroAHne HameHnT

|  nmobasnte. .

Puc. 4-63 BwupTyanbHble cepaepbl

MopT cepBuca — Homepa BHewHNX NOpPTOB. Bbl MOXeTe ykasaTb CEPBUCHBLIN MOPT UNn
OmnanasoH cepBUCHbIX MOPTOB (B dhopMaTte XXX — YYY, rae XXX — aT0 HavyanbHbIM HOMEp, a

YYY — KOHEYHbIN HOMED).

BHyTpeHHuUM nopt — Homep nopta BHYTPEHHEro cepBMCa KOMMbIOTEPA, HA KOTOPOM
paboTaeT cepBUCHOE NpunoxeHne. Bol MoxeTe ocTaBuTb None NycTbiM, ecrnivi BHYTpeHHUN
nopt coBnagaert c lopTom cepBuca, U BBECTM onpeaeneHHbIn Homep nopta, ecnu Mopt
cepBuca SABMseTCA eANHCTBEHHbIM.

IP-agpec — IP-agpec komnbtoTepa, KOTOpLIN 0GecnevymBaeT CEPBMCHOE MPUMOXKEHNE.

MpoTokon — NpoToKon, ncnonb3yemeli AaHHbIM npunoxerHnem - TCP, UDP vnn Bee (Bce

MPOTOKOMbI, NoAAEPKMBAEMbIE MapLUPYTU3ATOPOM).

CocTtosiHne — CoctosiHme 3anucu — BknroueHo nnv OTKNoYeHo.
CtaHgapTHbIM NOPT cepBuUca — HekoTopble 06LMe CepBUCHl YXKe eCTb B BbiNadaloLleMm
cnmcke.

N3mMeHUTb — MI3mMeHuTb nnm yOoannTb CyLLeCTBYHOLYHO 3amnnchb.

Y100bI YCTaHOBUTbL 3anuUCb And BUPTyaribHOro cepBepa:

1.
2.

@ o &~ »

HaxmunTe kHonky [lo6aBuUTb... . [JOMKHO OTKPbLITLCA OKHO, Kak NPeACTaBneHo Ha puc. 4-64.

B cnncke CtaHpapTHbLIM NOPT cepBUca BbiIbepnUTe CEPBUCHLIN NMOPT, KOTOPbLIA Bbl XOTUTE
ucnonb3oBatb. Ecnn B 3TOM cnincke OTCYTCTBYET HEOOXOAMMOE HaMMeEHOBaHMWe, YKaXuTe

HOMEp CEPBMCHOIo NopTa unu gnanasoH noptos B norne NMopt cepBuca.

B none IP-agpec ykaxute IP-agpec komnbtoTepa.

YKaxknte NpoTOKOS, Ucnonb3yemblii npunoxeHnem. Bapmnantol: TCP, UDP unn Bee.
Bbibepute B CoctosiHun BKknroveHo, YToObl akTMBMPOBAaTL BUPTYanbHbIN cepBep.

HaxmuTe kHonky CoXpaHUTb.
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MopTt cepenca:
(HO20C mnK XX)
BHYTpEHHWA NopT:
[Xx NPUMEHKMMO TONBKD B CNYYae OOHOMND NOPTa CEPBMCE, nuo oCTaebTe 3TO NOMEe Heﬂal‘lO]‘IHEHHbIM}I
IP-agpec:
MNpoToKon: BCE “
CocToRHne: Brnrodeno N
CTaHaapTHLIA NOPT CepeMca: -Bribepure—- v
[ Cowpamuts | | Hasaag |

Puc. 4-64 [106aBUTb MNM N3MEHUTb 3anncb BUPTYanbHOMo cepBepa

& lMpumeyaHue:

Ecnu y Bawero komnbloTepa unu cepeepa umMeeTcs 6Gonee OAHOrO [OOCTYMHOIO CepBWuca,

BblOepuTE Opyron cepBuUC 1 BBeAnTe TOT Xe IP-agpec Ansa komnbioTepa unm cepsepa.

Y106bI NK3BMEHUTb UMK YAANUTb CYLLECTBYIOLLYHIO 3anUCh:
1. BbibepuTte Hy>xHYIO 3an1cb B Tabnuue.
2. Haxmute kHonky UameHuTb nnun Yaanutb B cTonbue U3MeHnTb.

YUTOObI BKNMIOYMTL/OTKIIOMUTL BCE 3anunCK, BOCMONb3YMTECH KHOMKOM BknounTb Bce/OTKNIOYUTL
BCe.

YTtoObl yaanuTb Bce 3anucu, BOCMOSb3yMTeCh KHOMKOW Y/anuTb Bce.

YT06bl NepenT Ha cneayoLLyo CTpaHuLy, HaxmuTe kHorky Cneaytowas. Ytobbl BEpHYTLCA Ha

npeablayLyto cTpaHuly, Haxmute kHorky Mpeablaywas.

& lMpumeyaHue:

Ecnn B kayecTBe cepBMCHOrO MopTa BUPTyanbHOro cepBepa ykas3aHo 3HadyeHue 80, B OkHe
Be3onacHocTb - YaaneHHoe ynpaBrieHue JOIMKHO ObiTh yKasaHo nboe 3HayeHne kpome 80,
Hanpumep 8080. B nNpoTMBHOM cry4yae npu OTKIIOYEHUM BUPTYanbHOMO CepBepa MOXeT
BO3HUKHYTb KOH(IUKT.

4.12.2 Port Triggering

Buibpas Mepeappecauus - Port Triggering, Bbl MOXeTE NpocMaTpmBaTbh U BHOCUTb U3MEHEHWS
B okHe Port Triggering (puc. 4-65). HekoTopble npunoxeHus, kak Hanpumep: WHTepHeT urpsl,
BUAeOoKoH(epeHunn, NHTepHeT-TenedoHMa M Tak ganee, TpebyloT Hanuuusa napannenbHbIX
NOAKIMOYEHUN. Takne NpunoXxeHns He MoryT paboTtaTb TONbKO C oAHUM MapLupyTudatopom NAT.
®yHkuua Port Triggering ncnonbayeTcs, 4Tobbl HEKOTOPbIE U3 3TUX NPUMOXKEHUI Mornn paboTaTb
¢ mapuwpyTtusaTopom NAT.
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MNpuneyanne: YoeouTech, 4To yHKUHA NAT BENOYEHE, 8CITH Bhl XOTHTE, 4ToGLI HacTpoikk Port Triggering BCTYNWIH B CHNY.

ID Tpurrep nopt Tpurrep npoToKon BXOOAWMIA NopT BXOOAWHI NPOTOKON CocToAHne HzmeHnTs

| [Oobasutb... |

Puc. 4-65 Port Triggering

Y106bI 4OOABUTL HOBYHO 3aNUCb, HEOBXOANMO:

1.

HaxmuTe kHonky [o6aBuTb HOBYHO... [IO/DKHO MOSBUTLCA OKHO, Kak MOKasaHO Ha puc.
4-66.

Buibepute obuiee npunoxeHue n3 cnmcka B none OO6wue npunoxeHus. Nocne 3Toro
Tpurrep nopt u Bxopsuwue noptbl OyoyT aBTOMaTmyecku 3anonHeHbl. Ecnu B none
OOwWune NPUNOXEHUsT OTCYTCTBYET HY)KHOE HaMMeEHOBaHWe, CrefyeT BPYYHYK 3arnofiHUTb
nons Tpurrep nopT 1 Bxogsiwue nopTbl.

W3 BbinagatoLlero cnvcka B none Tpurrep NpoToKosn BbiOepyTe NPOTOKON, UCMNOMb3yeMblii
Tpurrep noptom. BapuaHtel: TCP, UDP nnu Bce.

BbibepuTte npoToKOr, MCNonb3yembld Ans Bxogawmx nopTtoB M3 BbiNagdaloLlero crnvcka B
none Bxogswwun npotokon. BapuaHtil: TCP, UDP vnu Bce.

B none CoctosiHne yCTaHOBUTE 3Ha4YeHune BknroyeHo.

YTtoObI COXpaHUTb HOBOE NnpaBuIio, HAXKMUTE KHOMKY COXpaHMTb.

Tpurrep nopr:
Tpurrep npoToKon: BCE »
Bxoasuwwe noprse:
BxoOAwMi NpoToKom: BCE »
CocroaHne: BrnioueHo v
Ofuyte NPUNOKEHNA: ~-Bribepute-- v
[_Coxparnts | | Hasan |

Puc. 4-66 [1o6aBnTb MM M3MEHUTL 3annCb NpoLeaypbl 3anycka NopToB

Tpurrep nopt — 3anyckaembli NOPT ANg ncxoasero Tpaduka. Micxogsuee nogknoveHne
yepes AaHHbI NOPT MPOM3BOAUT aKTMBALMIO JAHHOMO npasuna.

Tpurrep npoTokon — [1poToKON, UCNoNb3yeMblin Tpurrep noptamu. BapuaHTtel - TCP, UDP

unu Bce (Bce NpOTOKOIbI, NOAAEPKMBAEMbIE MAPLLPYTU3aTOPOM).

Bxopgswue noptbl — [1opT nnn ananasoH NopToB, MUCMOMNb3YyEMbIX YAANeHHOW CUCTEMOW
npu oTBeTE Ha mcxogdwmi 3anpoc. OTBeTHOe coobLleHne vepe3 OavMH M3 3TUX MOPTOB
OyoeT nepeHanpaBrieHO Ha KOMMbKOTEP, KOTOPbIN 3anycTUT 3TO MnpaBurio. Bbl Moxerte

yKasaTb He bornee 5 rpynn noptoB (cekumi noptoB). Kaxgasa rpynna gomkHa 6biTb otaeneHa
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3Hakom ",". Hanpumep, 2000-2038, 2050-2051, 2085, 3010-3030.

> BxopAwun npotokon — [1poTOKOM, MCNonb3yembin [JManazoHOM BXOASALIMX MOPTOB.

BapuaHTbl — TCP, UDP unu Bce (Bce NpoTOKONbI, NOAOEPKNBAEMbIE MAPLLPYTU3AaTOPOM).
» CoctofiHue — CocTosiHMe 3anucu, BknioveHo o3Hadaer, 4To 3anuck Tpurrep nopTa
paboTaer.
>  W3MeHUTb — VI3MeHUTb Unn yganuTb CYLLECTBYIOLLYIO 3anuchb.
> O6wme npunoxeHuss — HekoTopble nNonynsipHble NPUINOXEHUSI YXe MNepednucneHbl B

BbiNagarolLem cnicke Bxoasiwero npotokona.

YT06bI U3MEHUTL UNK yAANUTb CYLLECTBYIOLLYHO 3aNUCh:
1. BbibepuTte Hy>xHYIO 3an1cb B Tabnuue.

2. Haxmute NameHunTb nnu Yoganutb B ctondue N3ameHuTb.

Haxmute BKnouuTb BCe, YTOObI BKMIOYUTL BCE 3arncu.
Haxmute OTKNIOUYUMTL BCe, YTOObLI OTKIMIOYUTL BCE 3amnncu.
HaxmuTte YaanuTb Bce, 4TOObI YOanuTb BCe 3anucu.

Mocne HacTpoiku maplipyTusatop 6yaeT pabotaTh cnegylowmmM o6pasom:

1. JlokanbHbin y3€e5 OoCyuleCTBnAeT ncxoadilee noakrnyveHue, Ncrnosib3yd nopt Ha3HadyeHus,

Yyen Homep ykasaH B none Tpurrep nopr.

2. MapLwpyTtusatop genaet 3anncb 06 3TOM NOAKMOYEHMM, OTKPLIBAET BXOAALLMIA MOPT UNn
nopTbl, CBA3aHHble C 3ToW 3anucbio B Tabnuue Port Triggering, n cBssbiBaeT mx c
NoKanbHbIM Y3r0oM.

3. Tpu HEOGXOAMMOCTY BHELLHWI Y3EN MOXET NOAKMIYATLCS K FTOKaribHOMY y3ry Yepes nopr,

ykasaHHble B norie Bxoaswme nopTbi.

& MpumeyaHwue:

Flpvl akTnBauun NoAKNt4YeHnd 3arnycka COOTBETCTBYOLWLME OTKPbITbIEe NOPThI 6y,£l,yT 3aKpPbITbI.

2. [paBunno MOXeT ObITb UCMONb30BAHO OAHOBPEMEHHO TOMbKO OAHUM Y3I10M FTIOKanbHOM CETH.
B OTHOLLEHUM MPOYMX Y3MOB NTOKANbHOW CETU NOAKIIOYEHEe ByaeT 3anpeLleHo.

3. 3HaueHusi BXxoAsLero ananasoHa NopToB He A0MKHbI NepecekaTbes ApYr C OPYrOM.

4.12.3 DMZ

Buibpae MNepeapgpecaumsa - DMZ, Bbl MOXeTe npocMaTpmuBaTb M HacTpaveaTb napameTpbl y3na
DMZ (cm. puc. 4-67). OTa dyHKLMA NO3BOMSET NoKanbHOMY y3ny obpalatbes K IHTepHeT ans
paboTbl C TaKMMW NPUNOXKEHUAMM, Kak VIHTEPHET Mrpbl U BUaeokoHdepeHumn. PyHKUns y3en
DMZ npounssoguT nepeagpecaunto BCeEX NOPTOB OAHOBPEMEHHO. Y KOMMbOTEPA, MOPThl KOTOPOro
nepeagpecyrTcs, AormkHa ObiTb oTkNoYeHa pyHkunsa DHCP-knueHT, a Takke emy AOMmKeH ObiTb
HasHadeH HoBbIN cTaTudeckun IP-agpec, Tak Kak IP-agpec MOXET WUW3MeHATbCA npu
NCMOSb30BaHUN 3TON PYHKLNN.
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MNpumeyanue: YoeOHTECh, 4TO (PYHKUMA NAT BEKNYeHa , 8CNH Bbl XOTHTE, YTOOLI HACTpodkW DMZ BCTYNHITA B CHAY.
Tekywee cocToRHKe DMZ: () BEMWYMTE @ OTENHOYWTE
IP-agpec yana DMZ: 0.0.0.0
Puc. 4-67 DMZ

YTo6bI Ha3HaYUTL KOMNbLIOTEP UNKU cepBep B kayectBe DMZ-cepBepa:
1. HaxmuTe Ha kHONKy BknounTb.

2. B none IP-agpec y3na DMZ BeeanTe COOTBETCTBYIOLLEE 3HAYEHME.

3. Haxmute kHonky CoxpaHUTb.

4.12.4 UPnP

Buibpae MNMepeapgpecaunsa - UPnP, Bbl cmoxeTe npocmarpueaTb MHGOPMaLMIO MO NPOTOKONY
UPnP (Universal Plug and Play), kak nokasaHo Ha puc. 4-68. ®OyHKUMA NO3BONSET TakuM
YCTPOMCTBaM, Kak KOMMbIOTEPbI C NogknodeHneM K IHTepHeT, npu HeobxoamMmocTu obpalyatbes
K pecypcam nokanbHbIX Yy3rnoB. YcTponcTBa ¢ nogaepxkon npotokona UPnP moryT ObiTh
aBTOMaTnyeckn obHapyxeHbl npunoxerHvem UPnP-cepBuca nokansHom ceTtu.

Npumeyanue: YoeouTech, 4T0 yHKUMA NAT BENHYEHA, ECMH Bbl XOTHTE, 4TODE HACTPORKK UPNP BECTYNHIH B CHMY.

Tekyuwee coctoaune UPnP: BknioyeHo

Cnucok Tekywmx HacTpoek UPnP

1D OnUCaHHe NPHITOHEHNA BHeWHHA nopT Mpotokon  BHYTPEHHWI NopT IP-agpec  CoOCTORHKE

OGHOBWUTE

Puc. 4-68 UPnP
> Tekywee coctosiHue UPnP — BknioyeHue/BbiknodeHne (yHKUUM NPY NOMOLLM KHOMOK

Bknountb 1 OTKNOUYNTB. [10 yMOn4yaHuIo aTa pyHKLMS BKIHOYEHA.
> Cnucok TeKywmx HacTpoek UPnP — Ota tabnuua cogepxut cnegyrowyto ntHdpopMaumio:

e OnucaHue npunoxeHuss — OnucaHuMe, nMOMy4YeHHOE OT TMPUMOXEHUS, Mpu
UPnP-3anpoce.

e BHewHun nopt — BHewHMn NOPT, OTKPbIBAEMbIA MapLIpyTU3aToOpoM AN
NPUNOXEHUS.

L] npOTOKOH —Twn npoToKona, KOTOprI;I MapLUpyTU3aTop OTKPbIBaAET AJ1A NPUITOXEHUA.
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e BHyTpeHHUI nopT — BHyTpeHHMIN NopT, KOTOPbLIA MapLUpyTU3aTop OTKpbIBAET Ans

nokKanbHoro ysna.
e IP-appec — IP-agpec yctponcTtBa ¢ nogaepxkon npotokornia UPnP, koTopoe B AaHHbIN

MOMEHT obpalllaeTcs K MapLUpyTu3aTopy.

e CoctosiHMe — B 3TtoM none oTobpaxaeTca MHOPMaUMs MO COCTOSHWIO MopTa.
3HadeHuve “BknioyeHo” o3HayvaeT, YTO MOpPT BCe elle akTuBeH. B npoTnBHOM cnydvae
NopT HEaKTUBEH.
Haxmute kHonky Bkno4unTb, 4TOObI BKtoUnTL UPNP.
HaxmunTte kHonky OTKNOYUTb, YTOObI OTKNoUMTE UPNP.

Haxmunte kHonky O6GHOBUTL, YTOBbI 06HOBUTL TekyLunin cnncok HacTpoek UPNP.

4.13 Be3onacHocTb

be3zonacHoOCTL

- HacTpoiikkn Da30B0N 3allNTh

- PacmpeHHble HACTPONKA 3alljWThi

- NNokanbHoe ynpagnesne

- ¥YOaneHHoe ynpagnesne

Puc. 4-69 MeHto Be3sonacHocTb

MeHio BesonacHOCTb copepXut 4etbipe noameHk (cMm. puc. 4-69) — HacTtporku 6asoBon
3awuTbl, PacwupeHHble HacTpoMku 3awmTbl, JlokanbHoOe ynpaBneHue U YpaaneHHoe
ynpaBneHue. [1ns HaCTPOMKN HY)KHOM hYHKLIMK BbIOEpUTE COOTBETCTBYIOLLMIA pasgen.

4.13.1 HacTtponku 6azoBou 3aWmThbI

Buibpae BesonacHocTb — HacTpoikn 6a3oBoM 3awmTbl, Bbl MOXETE BbINOMHUTL 6a3oBble
HacTponkn 6esonacHocTn (puc. 4-70).
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MexceTeBON 3KpaH

MexceTeson aKpad SPI: (%) Brniounte () BEIKMHOUATE

VPN
Mponyck tpadguka PPTP;

Brnwounte () BeIKMKOUKMTE

Mponyck Tpadgmka L2TP; Brnwounte () BeIKMKOUKMTE

Mponyck Tpadmka IP5Sec; ) BknwunTe () BHIKNKOYMTE

ALG
FTP ALG: (® Brniounte () BeIKMODUATE
TFTP ALG: (%) Brnwunte () BHIKNKOYMTE
H323 ALG: (%) Brnwunte () BHIKNKOYMTE
RTSP ALG: (%) Brnwunte () BHIKNKOYMTE

|  Coxpanute |

Puc. 4-70 Hactponkn 6a3oBow 3aLmThl

> MexceTteBown 3KkpaH — MexceTeBol aKkpaH obecnedmBaeT 3almTy ceTn. 34ech Bbl MOXETE

BKIMKOYNTb U BbIKINKOYUTb €ro.

MexceteBon 3akpaH SPI — ®OyHkuma SPI (Stateful Packet Inspection — ®unbTpauus
NMakeToB Ha OCHOBE AaHHbIX O COCTOSIHUM COeOMHEHUS, Takke M3BecTHas kak Dynamic
Packet Filtering — [JnHamun4yeckasn dunbTpauus No naketam) noMmoraeT npegoTepallatb
Knbep-atakm nNocpencTBOM OTCMEXMBAHUA OONbLUEro 4ncra napameTpoB 3a CECCULo.
[aHHaa dyHKUMA npou3BOoaUT aHanuM3 Tpaduka BO BpemMsi CeccMuM Ha npeamer
cooTBeTCTBUA TpeboBaHWsM npoTokona. o ymonuaHuio mexceteBon 3kpaH SPI
BKMoYeH. Ecnm  Bbl  xOTuUTe, 4TOObI KOMMLIOTEPHLI  FIOKANBHOM  CETM  MOrnu

B3aMMOENCTBOBATL C BHELLHNM MUPOM, BaM crneayeT OTKIIOYNUTb 3TY (pyHKLI,VII-O.

»> VPN - O®yHkuma VPN nponyck Tpadmka [ofmkHa ObiTb BKMAKYEHA, €CM Bbl XOTUTE

paspewunTtb co3gaHne VPN-TyHHenen cornacHo npotokonam IPSec, PPTP wnn L2TP gns

NMPOXOXAEHUS MEXCETEBOI0 3KpaHa MapLupyTusaTopa.

Mponyck Tpacdhmka PPTP — [llpotokon PPTP (Point-to-Point Tunneling Protocol)
nos3BonseT co3gaBatb TyHHenu B IP-ceTn. YUTobbl paspewnte PPTP-TyHHENsiMm npoxog

Yyepes MapLUPYTU3aTOp He U3MEHSINTE BbIOpaHHOe Mo YyMOM4yaHuio 3HaveHe Bknounts.

Mponyck Tpadmka L2TP — NpoTtokon L2TP (Layer 2 Tunneling Protocol) — 3710 meToa,
ucnonb3yembln And opraHusaumm ceccu tuna Point-to-Point yepes WHTepHeT Ha

YPOBHE BTOpOro cnosi. Ytobbl paspewmnts L2TP-TyHHensm npoxon 4depes
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MapLpyTmi3aTtop, He N3MeHanTe Bbl6paHHO€ no ymomn4yaHuio 3Ha4yeHune BkniounTb.

Mponyck Tpadmka IPSec — NpoTtokon IPSec (Internet Protocol Security) — 310 Habop
NpoTokonoB, obecnednBalOWMX 3alULLEHHYI0O Mepegadvy AaHHblX 4Yepes3 |P-ceten
NMocpeacTBOM  UCMONb30BaHMSA  CEpPBUCOB  WndpoBaHusA.  YToObl  paspewntb
IPSec-TyHHenaAM npoxon 4epe3 MapLupyTU3aTop, He W3MEeHsINTe BblOpaHHOE Mo

YMOJII4aHUo 3Ha4yeHne BkniounTb.

ALG - PekomeHayeTtcs Bkmounte yHkumio ALG (Application Layer Gateway — Linto3

YPOBHA l'IpVIJ'IO)KeHVIFI), TakK KakK gaHHadA beHKLI,VIFI Nno3BONAET UCMOJ1b30BaTb MHAMBUAOYAlTbHbIE

nepecekatowwmecs punstpel NAT (Network Address Translation — TpaHcnauusa ceTeBbIxX

aapecoB), yCTaHaBNMBaeMble B LUNO3e AN NOAAEPKKM TpaHCNsuuM agpecos 1 NopToB Ans

onpeneneHHoro ypoBHS NMPUIOXEHMS NMPOTOKONOB "ynpaBneHue/gaHHble", Takux kak FTP,
TFTP, H323 v Tak panee.

FTP ALG - Yt06bl paspewnts FTP-knneHTam n cepBepam nepegadvy AaHHbIX depes

NAT, He n3meHanTe BbIOpaHHOE NO YMOMYaHUIO 3HadYeHe BKNounTb.

TFTP ALG - YT06bI paspewnts TFTP-knnueHTam 1 cepsepam nepegadvy gaHHbIX Yepes

NAT, He n3mMeHanTe BbIOpaHHOE NO YMOMYaHUIO 3Ha4YeHe BKNounTb.

H323 ALG - Yto6bl pa3pewnts knveHTam Microsoft NetMeeting B3aumoaenctsosatb

yepes NAT, He nameHanTe BbiIbpaHHOE NO YMOMYaHUI0 3Ha4YeHe BKnounTb.

RTSP ALG — 4yT0Obl paspelwnTb KNMeHTam MeguanneepoB B3aMMOAENCTBOBaATb C

MeOua-cepBepamMm ¢ NOTOKOBOW nepefaden AaHHbIX Yepe3 NAT, HaxmuTe BknrounTb.

YT0oO0hI COXpaHuUTb caeflaHHble UIBAMEHEHUA, HaXXMUTE KHOMKY COXpaHVITb.

4.13.2 PacwmpeHHble HaCTPOWMKM 3aLmTbl

Buibpae Be3onacHocTb — PacluvpeHHble HACTPOMKM 3aliuTbl, Bbl CMOXeETe 3alWuTUTb
MapLupyTu3aTop oT Takmx aTak, kak TCP-SYN Flood, UDP Flood n ICMP-Flood, kak nokasaHo Ha
puc. 4-71.
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HHTEpEAN NaKeToB CTaTMCTHRW (5 - 60): 10 W (CeryHas!

3awmra ot DoS-arakx: (& OTEMounTE () BRNIOUNTE

BENKYNTE dHUNETPpaUMD oT atak ICMP-FLOOD

Mopor naketoe ICMP-FLOOD (5 - 3600): [NaKeTOB/CEBE.

BrnwunTe duneTpauui UDP-FLOOD
Mopor naketoe UDP-FLOOD (5 - 3600): MakeToB/CRK.

BENKYNTE duNeTpaun o7 artak TCP-SYMN-FLOOD
Mopor naketoe TCP-SYN-FLOOD (5 - 3600): MakeToB/CEK.

MrHopwpoeate Ping-naketel oT nopta WAN

JanpetnTe Ping-naketkl 0T nopTa LAN

[ Coxpannts | | Cnmcok 3aBnokmpoBaHHbIX y3noB-McTouHNKkoB DoS-atak |

Puc. 4-71 PaclumpeHHble HaCTPOMKM 3alLUmThI
»> WHTepBan naketoB ctaTUCTUKU (5~60) — Mo ymonuyaHumio ncnonb3yetcs 3HadveHne 10. U3
BbiMagarwowero cnucka Bblbepute 3HadeHne B npegenax oTr 5 go 60 cekyng. [daHHoe
3HayeHve onpegensieT BPEMEeHHON WHTepBan mexgy naketamm ctaTtucTuku. PesynbTathbl

CTaTUCTUKM ncnonbayoTca ansa soissneHusa atak SYN Flood, UDP Flood n ICMP-Flood.

> 3awmta ot DoS-atak — [ns BKNOYEHUSA/BBIKNIOYEHNS YHKLUMM  BOCMOMb3YNTECh,
COOTBETCTBEHHO, KHOMNKamu BkrnounTtb mnm OTKMOYNUTL. TONbKO Mpu BKNKOYEHUN OYHKLIMM

HayMHatloT paboTaTtb OUNLTPLI ANs 3aWwnuTbl OT atak Tuna Flood.

& [lMpumeyaHue:

OyHkuna 3awmtbl ot DoS-atak Bygetr pabortaTtb TONMbko B TOM Criydae, Korga yHKUMS

CrtaTucTuka BknodeHa (CUcTeMHble MHCTPYMEHTbI - CTaTucTUKa).

> Bknrountb bunsrpaumio ot atak ICMP-FLOOD — BkntodeHune/BoikntoveHne cunstpauum
atak ICMP-FLOOD.

> Mopor naketoB ICMP-FLOOD (5~3600) — 3Ha4yeHune no ymon4daHuio 50. Ykaxute 3HayeHne
mexgy 5 ~ 3600. Ecnu Tekywee konudectBo naketoB ICMP-FLOOD Hwuxe 3agaHHoOR

BEMWYMHBI, MapLUPYTU3aTOP HEMEANEHHO aKTMBMPYET PYHKLMIO GNOKMPOBKMU.

> Bkmwouute dunbrpaumo UDP-FLOOD -  BknouuTb/BbiknounTte  unbTpauuto
UDP-FLOOD.

> Mopor naketoB UDP-FLOOD (5~3600) — 3HayeHve no ymonyaHuto 500. Ykaxute
3HayeHne B npegenax 5 ~ 3600. Ecnn Tekyuwee konuyectso naketoB UPD-FLOOD Hwuxe
YCTAQHOBIMEHHOW  BENWYMHbI, MapLpyTM3aTop HemeanleHHO  akTuBUpyeT  YHKLMIO

ONOKNPOBKMN.
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> Bkmwouute ¢unbtpaumio ot atak TCP-SYN-FLOOD - BknounTtb/OTKNIOYUTL
dunbTpauunio atak TCP-SYN-FLOOD.

» lMopor naketoB TCP-SYN-FLOOD (5~3600) — 3HayeHue no ymonyaHuto 50. Ykaxute
3HayeHne B npegenax 5 ~ 3600. Ecnn Tekywee konnyectso naketoB TCP-SYN-FLOOD,
HWXKE YCTaHOBMIEHHOW BENUYMHbI, MapLIpyTM3aTOp HEMELNEHHO aKTUBMUPYET (YHKLUNIO

BGnoKnpoBKMU.

> WrHopupoBaTtb Ping-nakeTbl ot WAN-nopTta - BkntoyeHne/BbiknoyeHne
cooTBeTCcTBYOWEN yHKuMKN. o ymonyaHuoo yHKLUMA BbiknoveHa. [Mpu BKOYEHHON
dyHKummM Ping-nakeTbl 13 IHTEPHET HE nonyyaT AOCTYN K MapLipyTu3aTopy.

» 3anpetutb Ping-naketbl oT nopta LAN - BknioueHne/BbiknoueHne COOTBETCTBYHOLLIEN
dyHKUMK. T1o ymonyaHuio yHKUKUA BbiKtoYeHa. [Mpu BkntovYeHHOM yHKUuK Ping-nakeTbl U3
nokanbHOMW ceTW He nofyyaT AOCTYn K Maplipytusatopy. DyHKUMA Mchnonb3yeTcs Ang
3aLUNTBLI OT HEKOTOPbLIX TUMOB BUPYCOB.

YUToObl COXpaHNTb BHECEHHbBIE N3BMEHEHMS, BOCNOSb3YNTECH KHOMKON COXpaHUTD.

HaxaB kHonky CnmMcok 3abGrnoknpoBaHHbIX y3noB-uctouyHukoB DoS-atak, Bbl nepengete B
COOTBETCTBYHOLLIEE OKHO.

4.13.3 JlokanbHOe ynpaBrieHue

Buibpae besonacHocTb - JlokanbHOe ynpaBneHuMe, Bbl MOXETe HacTpouTb npaswuna
yrpaBfeHns B OKHe, NpeAcTaBleHHOM Ha puc. 4-72. ®PyHKUMS ynpaBneHua Mo3BongeT
GnokMpoBaTb AOCTYM KOMMNbIOTEPOB JNTOKArIbHOW CETU K MapLUpyTM3aTopy.

Mpaeuna ynpagneHns
(%) BreM KoMMLOTEPaM NOKaNLHOM CeTW paspelwéH QocTyn K BeG-yTMNUTE HACTPOIIKK yCTpOACTEE
() TONbKO ¥KA3aHHBIM KOMMLKOTEPAM Pa3pelled AoCTyYN K BEG-yTUNWTE HACTPOMKW C NpaBamMi agMUHUCTPaTopa
MAC 1:
MAC 2:
MAC 3:
MAC 4.

MAC-agpec Bawero KoMneHTEpPa:

COXpaHUTL

Puc. 4-72 JlokanbHoe ynpaBneHune

Mo ymonuaHuio oTMeveHa paauokHonka “Bcem komnbroTepamMm NOKanbHOM CeTU pas3peLuéH
[OoCTyn K BeO-yTunuTe HacTpomku yctpomctBa’. Ecnu Bbl xoTute, 4TOObI KOMMBIOTEPHLI C
onpegeneHHbimn  MAC-agpecamm  mMenu [ocTyn K OKHy HacTtpowka BeOG-yTMnuThbI
MapLpytusaTopa U3 ceTu, OTMEeTbTe paguokHonky “TofibKO yKa3aHHbIM KOMMbIOTEepam
paspeweH OOCTyNn K BeO-yTUNUTE HACTPOMKU C MpaBaMu agMUHUCTpartopa’ 1 3aTteMm B
oTAenbLHOM none ykaxuTte cooTBeTcTBylowme MAC-agpeca. MAC-agpec BeoguTcsa B hopmarte
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XX-XX-XX-XX-XX-XX (rgpe. X — 9TO LWecTHaguatepuyHoe 4ucno). Takum obpasom,
agMVHUCTPUPOBAHNE MOXET MPOM3BOAUTLCA TOMbKO Yepe3 YKasaHHble KOMMbIOTEPbl MNpu
YCINoBMM BBOAA Naporisi, OCTanbHbIM KOMMbloTepam OyaeT oTkasaHo B JOCTYNeE.

Haxas kHonky [lo6aBuTb, Bbl Jo6aBnTe MAC-agpec B yKaszaHHbIA CMIUCOK.

YUToObl COXpaHUTb caenaHHble U3MEHEHWS!, BOCMOMb3yNTECh KHOMKOM COXpaHUTb.

& lMpumevaHue:

Ecnu Baw komnbloTep 3abnoknpoBaH, a Bbl XOTUTE CHOBA MOMYYNTb AOCTYN K MapLLpyTU3aTopy,
TO NpW MOMOLLM WFOMKN HaxXmuTe U yaepxusante B TedeHue 8 cekyHa kHornky WPS/Reset,
pacnosioKeHHY0 Ha 3agHen naHenu yctponcTtsa. B aTom cnyyae mapLupytusaTop BEpHETCS K
MCXOOHBbIM 3aBOACKMM HAaCTpONKam BED-yTUNUTLI.

4.13.4 YpaneHHoOe ynpaBrneHue

Boibpae Be3onacHocTb - YAaneHHoe ynpaBneHue, Bbl MOXETE HaCTPOUTb (OYHKLIMIO
yOaneHHoro yrnpaeneHus, Kak npeactaBneHo Ha puc. 4-73. [aHHas yHKUMSA MO3BONSET
yNpaBnaTb MapLLPYTU3aTOpPOM Yepe3 NIHTEpHET.

Mopt ynpaenexdua eed-uurephencom: a0

IP-agpec yNan&HHoro ynpasneHua: 0.0.00 (YKkamuWTe 255.255 255255 ONA BCEX)

[ Coxpanuts |

Puc. 4-73 YpaneHHoe ynpasneHune
> [lNopT ynpaBneHusa Be6-uHTepdencom — [ina goctyna Beb-6paysep o6bIMHO MCNONb3yeT
ctaHgaptHein  nopt HTTP 80. [llo ymonuaHuo Ans  yaaneHHoro ynpasneHus
MapLpytusatopomMm ucnonb3yetca nopT 80. Ona Gonblewn 6Ge3onacHOCTU Bbl MOXeTe
3aMeHUTb 3TOT NOpT Ha Ntobon Apyron, ykasas B JaHHOM Mofie COOTBETCTBYIOLLEE 3HAYEHME.
OT0 3HayeHue OoMmkHO ObiTb B npedenax oT 1 oo 65534. Henb3sa ncnonb3oBaTb HOMeEpP

nopTa, UCMosb3yemMoro o6LIMM CEPBUCOM.

> |IP-agpec ypaneHHoro ynpaBneHus — Tekylwni agpec, uUcnosnb3yeMbld Ans JocTyna K
MapLpytusatopy 4yepe3 WHTepHeT. o ymonuaHuio ucnonbsyetca agpec 0.0.0.0, uto
O3HayaeT, 4YTo (PyHKUMS OTKMoYeHa. YToObl akTMBMpOBaTb PYHKLMIO, HEOOXOAMMO yKasaTb
aencteuTenbHbi IP-agpec. Ecnn BbIOpaHo 3HayeHne 255.255.255.255, Bce yanbl OygyT

MMeTb AOCTYN K MapLUpyTU3aTopy.

& lMpumeyaHue:

1.  [Onsa goctyna K mapwpyTtusatopy Heobxoammo ykasatb WAN IP-agpec maplupyTtusartopa B
cooTBeTcTBYyloLWeM none Internet Explorer nnun Navigator, ncnone3ysa ons pasgeneHus 3Hak

ABoeToumns, a 3atem Homep nopta. Hanpumep, ecnn WAN-agpec maplipytmsatopa
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202.96.12.8, a Homep nopta 8080, Heobxoaumo BBecTn B bpaysepe http://202.96.12.8:8080.

Mocne BBOANTCA MMSA NONb30BATENSA U naporsb, 4yTOObI nonyynTb AOCTYN Be6-yTVIJ'IVITe.

2. [lpu 3ameHe napons criegyeT UCNOoSb30BaTb HAAEXHbIN Naporb.

4.14 PoputenbCKUWN KOHTPOSb

BbibpaB mMeHI0 PoauTenbCKMW KOHTPOSib, Bbl MOXETE HACTPOUTb (PYHKUMIO POAUTENLCKOMO
KOHTPONS, Kak NpeacTaBneHo Ha puc. 4-74. [JaHHast OyHKUMSE MOXKET ObITb MCMONb3oBaHa Ans
KOHTpons goctyna pebeHka k VIHTepHeT-pecypcam nnm Ans orpaHnyYeHnst 4ocTyna nepcoHana K
onpeneneHHbIM canTam, a Takke onpeaennTb BpeMs paboThl B ceTn MHTEpPHET.

KomnewTepkl, He ABNAKWMECA KOHTROMMPYIOWMMA W HE YKA3aHHEIE B CNMCKE, He GyoyT MMETE A0CTYN K MIHTepHET.
PoauTensCKuiA KOHTPONG: () OTknwunte ) BrMUNTE

MAC-afpec KOHTPONMMPYHILETO KOMNBITEPaT:

MAC-afpec KOHTPONMMPYHILETD KOMNBHTEPE 2!

MAC-agpec KOHTPONMPYHIWErD KOMNBIOTEPA 3:

MAC-agpec KOHTPONUPYHIIEND KOMNbIOTEpad:

MAC-agpec BaWwero KOMNLKTEPA:

CoxXpaHuTb

ID MAC-agpec OnucaHne caima Pacnucanne BKIHO4HTL H3MEHHTL

NofasnTe.

Tekywui Ne| 1 | C1p.

Puc. 4-74 Hactponkn Poantensckoro KOHTpors

Y100bI 4OOABUTHL HOBYHO 3anNUCb, HEOOX0AMMO caenaTb crnegytoulee:

1.  HaxmuTe kHonky [lo6aBUTb.... [LOMHKHO NOSIBUTLCA OKHO, Kak noka3aHo Ha puc. 4-75.
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BpemMA B PACNMCAHWW YKA3AHO B COOTEETCTEMM © BEIGPAHHEIM HA YCTPOIACTEE YACOELIM NOACOM. BpEMA MOKHO YCTAHOBWTE HA CTPaHWLE
"CHCTEMHbIE MHCTPYMEHTBI -= HACTpoKa BpemMeHn”.

MAC-agpec KOHTPONMHPYEMOT0O KOMNBHITEPAE;
Bce MAC-afpeca B Tekywei cetm LAN: —BbIbepuTE— -
Onucanue caita:

WMA paspewéHHOro canra:

Pabovee BpeMA: Bcerpa -
PacnucaHme moxeT ObiTe YCTAHOBMNEHO HA CTpaHuye "KoHTpone goctyna -= Pacnucanue”
CocToAHHE: BrntoueHo hd
[ Coxpanute | | Hasan |

Puc. 4-75 Hactponkn Poantensckoro KOHTpors
e Poautenbckuin KOHTPOSb — YToObI akTMBMpPOBaTh PYHKLIMIO, BOCMOSb3YNTECH KHOMKOM

Bknountb. YTo6bl OTKNIOUNTE (OYHKLIMIO, BOCMOMb3YNTECH KHOMKOW OTKIHOUYUTD.

e MAC-agpec Bawero komnbkTepa — B 3Tom none otobpaxaetca MAC-agpec
KOMMblOTEpa, ynpaensoLwero mapwpytmusatopom. Ecnn MAC-agpec Bawero agantepa
3aperncTpmMpoBaH, HaxxmuTe KHomnky CKonupoBaTb Bbile, YTOObl BHECTM 3TOT aapec B

none MAC-agpec KOHTPONUPYIOLLIEro KoMmnbtoTepa.

e OnucaHme camta — OnucaHuMe paspelieHHoro canTa Ans  KOHTPOMPYEMOro

KOMMbloTEpa.

e PacnucaHue — BpemeHHOW nepuod, B TevyeHuMe KOTOPOro KOMMbITEPY paspeLleH
poctyn B WHTepHeT. [na Gonee nogpobHon uHdopmaumn nepengnte KoHTponb

poctyna - PacnucaHue.
e Bknouuntb — BkntoueHne BbIGpaHHON 3anucu.
e WN3meHuTb — PegaktupoBaHune nnu yganeHve CywecTsyroLen sanmcu.

B none MAC-agpec KoHTponupyemoro Komnblotepa ykaxute MAC-agpec
KOHTponupyemoro komnbtotepa (Hanpumep, 00-11-22-33-44-AA). Takke M3 BbiNagaroLLEero
crnvcka MoXHoO BblbpaTb 3HavyeHne Bce MAC-agpeca B Tekylien cetu LAN.

Ykaxute onucaHue (Hanpumep, Allow Google) paspeweHHoro canta B none OnucaHwme
cauTa.

YKaxuTe nosiHoe 4OMEHHOE MMS caliiTa UNn KIoYEBbIE CrOBa JOMEHHOIO MMeHW (Hanpumep,
google) B none Umsa paspewéHHoro canta. Jliobble JOMEHHbIE MMEHA C 3TUMU KITHOUYEBLIMU
cnosamm (www.google.com, www.google.com.cn) 6yayT paspeLueHbi.
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5. Bblbepnte u3 BbinagawLllero MeHwo Bpemsi genctBus HyXHoe pacnucaHue (Hanpumep,
Pacnucanvne_1). Ecnu noaxogdwimMx pacnucaHuii He OBHapyXeHOo, HaXMWUTe KHOMKY
PacnucaHue ans toro, 4To6bl NEpenTn B OKHO [ONONHUTENbHbLIE HACTPOMKN pacrnmncaHns u
cosgaTb Heobxoaumoe pacnucaHue.

6. B none CoctosHne MOXHO BbiOpaTb BknwouveHo wunu  OTknYeHo  And
BKITHOMEHMSA/BbIKITHOMEHUS 3armncu.

7. Haxmute kHonky CoxpaHuTb.

UTo6bl akTMBMpPOBaTL BCe NpaBuna B CUCKe, HaXXMUTe KHOMKY BkniounTtb Bee.

UTo6bl OTKNIOYMTE BCE MpaBmna B CUCKe, HaXXMUTE KHOMKY OTKMIO4YUTL BCe.

UTto6bl yaanuTb BCe NpaBura B CAMUCKe, HaXMNUTE KHOMNKY YAaanuTb Bee.

UTobbl nepentu cnegytollee OKHO, HaxmuTe kHonky Cnepyrowasn. YTobbl BepHyTbCA B
npeablayliee OkHO, BOCNONb3ynTech kHomnkon MpeabiayLas.

Hanpumep: Bbl  xotute, 4t0Bbl  KOHTpOnupyembin  komnbioTep ¢ MAC-agpecom
00-11-22-33-44-AA no cy6botam nmen JOCTyn K Canty www.google.com, a y KOHTPOSMMpPYHOLLEro
komnbtoTepa ¢ MAC-agpecom 00-11-22-33-44-BB He ObINo HUKaKUX orpaHnyYyeHun, Heobxogmmo
Npou3BecTy crnegyroLlme AencTBuS:

1. HaxmuTte meHio PognTenbCKMN KOHTPONb B NEBO YacTu OkHa HacTpoliki poanTenbCcKoro
KoHTpons. HaxmuTe kHonky Bknountb, n B none MAC-agpec poauTensCcKoro KoMnbloTepa
Beeante MAC-agpec 00-11-22-33-44-BB.

2. Bbibepute KoHTponb poctyna - PacnucaHue, 4TOObl nepentn B OKHO HacTporiku
pacnucaHusa. Haxmute kHonky [Jo6aBuTh..., 4TOObLI co3aaTtb HOBOe pacnucaHue. B none
Onucanwne ykaxute Pacnucanue_1, B none [eHb Cy6. 1 B none Bpems Bceraa.

3. Haxmute meHi0 PoauTtenbCKuMM KOHTPOSb B JIEBOW YacTWM OKHA, YTOObI MEPENTU B OKHO
[o6aBnTb MM M3MEHUTL 3aNNCb POAUTENBCKOro KOHTPONS:

e HaxwmuTe kHonKy [lo6aBUTb...

e B none MAC-agpec KOHTPONMMpPYeMOro KOMMbLIOTEpPA YKaXuTe 3HayeHue
00-11-22-33-44-AA.

e B none OnucaHune canta ykaxute “Allow Google”.

e B none Umsa paspelwéHHOro canta ykaxure “www.google.com”

e 3 Bbinagatowero cnicka Pabo4vee BpeMs BbibepuTe co3aaHHbIn “Pacnncanune 1.
e B none CoctosiHme BbibepuTe 3Ha4YeHne BknounTb.
4. Haxmute kHonky CoxpaHUTb, YTOObl COXPaHUTb CAENaHHbIE N3MEHEHMS.

Mocne atoro Bbl BepHeTecb Ha cTpaHuuy HacTpoMku poauTeNnbLCKOro KOHTpOns U
YBUAMTE CMUCOK, NPEACTaBIEHHbIN Ha puc. 4-76.

I MAC-agpec OnucaHwe cafTa PacnucaHnne BENHYMTE HanmeHuTh

1 00-11-22-33-44-44 Allow Google Pacnucanue_1 PEeOakTupoBaTe YOanute

[ Dotasus Hoayio ][ Brmowmoeee || OTkmiounmsece ][ vaanuTs eee |

Puc. 4-76 HacTponku poantensCKoro KOHTPOns
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4.15 KoHTponb goctyna

KoHTpons gqocryna
- Mpaenuno

-¥3en

- lens

- Pacnucanne

Puc. 4-77 OkHo KoHTponb goctyna

B meHo KoHTponb goctyna cogepXarcsa YeTblpe nogMmeHio (cm. puc. 4-77) — MNMpaeuno, Y3sen,
Llenb n Pacnucanue. [na HAaCTPOVKN HY>XHOW (OYHKLIMM BbIGEPUTE COOTBETCTBYIOLLIEE MEHIO.

4.15.1 MpaBuno

Bbibpae KoHTponb goctyna - lMpaBuno, Bbl MOXeTe NpocMaTpuBaTb U co3daBaTh Npasuna
KOHTPOMS AOCTyna, Kak nokasaHo Ha puc. 4-78.

YnpaBneHne NpaBUnaMn KOHTPONA gocTyna

[] BKM4MTL yNpagneHne KoHTpoMeM OocTyna Kk MHTepHer

Mpaeuno MUNLTPALHN N0 YMONYAHHK
() PazpewnTe NaKeTam, YKa3aHHEIM B NOMNWTHKE KOHTPOMA OOCTYNA, NPOXOOWTE YepE3 MaplpyTHIaTop

(%) 3anpeTnTe NaKeTamM, yKa3aHHEIM B NONWTWKE KOHTPONA QOCTYNE, NPOXoAMTE YEPE3 MapWpyTU3aTop

CoXpaHuTb
ID HMmA npaBuna Yaen Lens PacnucaHwne BENHYHTE HameHuTs
[ MacTep HacTpoiikn ]
NoGaBuTh. ..
MepemecTHTE D | | HalD | |

Tekywrn N? CTp.

Puc. 4-78 YnpasneHue npasunamm KOHTpons gocTtyna

> Bknountb ynpaBneHue KoHTpornieM poctyna K WHTepHeTr — YT0OblI akTMBMpOBaTb
PYHKLMIO, OTMETbTE COOTBETCTBYHOLLYIO SYeiiky. B aTom cnyyae HadyHeT [OeicTBOBaTb

nonmTuka mnbTpa no YMOIT4aHuio.

> Uma npaBuna — B aTtom none 0To6pa>|<aeTc;| nMa  npasuna, KOTOpoe ABAETCA

YHUKanbHbIM.
> Y3en-—3pgecb 0T06pa>KaeTc;| y3en, yKa3aHHbIl71 B COOTBETCTBYIOLLEM MpaBune.
> Llenb — B atom none YKa3aHa uernb, yKa3daHHada B npasune.

> PacnucaHue — 3gech 0To6pa>|<aeTC$| pacnnucaHune, ykasaHHoe B npaBurne.
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>

>

Bknwounte — 3pgecb 0T06pa>KaeTCF| COCTOAHME npaBuna, BKIHOYEHO WM OTKITHOYEHO.

Haxmunte 3Ty onuuio, ecnm Bbl XOTUTE BKINIOYNTL onpedenieHHY0 3annchb.
U3meHnTb — N3MeHnTb unu yaannTtb cyulecTBytollee rnpasurlo.

MacTtep HacTpomkum — Haxmute kHomky MacTep HacTpowmku, 4TOOblI co3haTh 3anucb O

HOBOM MnpaBune.
[Jo6aBuThb... — LLlenkHuTte no [Jo6aBUTb..., YTOObLI CO34aTh 3anncb O HOBOM MpaBune.
YUToObl BKMNOYUTL BCE MpaBusia B CNNCKe, BOCMOSb3yNTECh KHOMKOM BKknounTb BCe.
UToObI BbIKIOYMNTL BCE NpaBuria B CNMCcke, BOCMNONb3YNTECH KHOMKON OTKNIOYMTL BCe.
UTtobbl yaanutb BCe 3anmncu, BOCNONb3yNTECH KHOMKON YAanuTb Bce.

MepemecTutb - M0 CBOEMY XEnaHWIO Bbl MOXETE W3MEHSITb MOpPsSAoK 3anuceil. HoBble
npaBuna pacronaratTcs nepes ctapbiMi. B nepBom nore ykaxute UCXO4HbIN, 8 BO BTOPOM
KOHEYHbIA HOMep, 3aTem Haxmute kHomnky [epemecTuTb, 4TOObI U3MEHWUTbH MOPSAOK

3anucen.
UTtoObl nepenTn B cnegytoLiee OkKHO, BOCMONb3yUTeCh KHOMKoM Cnegyrowas.

UTtoObl BEpHYTbCA B NpeablayLlee OKHO, BOCMONb3ynTech kHonkou Mpeabiaywas.

CyuwiecTByeT ABa cnocoba fo6aBUTbL HOBOE NpPaBuUIo:

MepBbIN cnocob:

1.

Haxxmute kHonky MacTep HacTponku. [MosBUTCA criegytoLlee OKHO, Kak MoKa3aHo Ha puc. 4-79:

Pesmnm: IP-agpec -
WmA yana:
LAN IP-agpec: -
| Hasag | | Lanee |

Puc. 4-79 BeicTpas HacTponka — Co3aaTb UM U3MEeHUTb 3anuck ANng ysna
e Pexum — 3gech ecTb ABa BapuaHTa Bblbopa, IP-agpec nnn MAC-agpec, Bbl MOXeTe

BblOpaTb Moo BapnaHT 13 BbinagaroLero cnucka.

e Wwmsa y3na — B 3Tom none BBegMTe YHUKaNbHOE UMS y3na (Hanpumep, Y3en_1).

Mpu BoIOOpE IP-agpeca, Bbl yBUAMTE CriefyoLlee:

e LAN IP-appec — Beegute IP-agpec vnu gmana3oH agpecoB y3na B OECSATUYHOM
dopmarte ¢ pasgenuTenbHbIMn Todkamu (Hanpumep, 192.168.0.23).

Mpu Boibope MAC-agpeca, Bbl yBuaMTE crieqyloLlee:

e MAC-agpec — Beegute MAC-agpec y3na B popmare XX-XX-XX-XX-XX-XX.
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2.

Mocne 3aBeplUeHMs CO3daHWA 3anucu y3na, HaxmuTe Ha kHonky [lanee, oTobGpasuTcs

cnegytouiee okHO, Kak NokasaHo Ha puc. 4-80:

Pexam: IP-agpec w

OnucaHue Lenu:
IP-agpec:
MopT HasHa4YeHUA:

MpoTokon: BCE »

CTaHOapTHLIA NOPT CepBUCa: -—-BuifigpuTe- ¥

Puc. 4-80 BbicTpasa HacTpownka — Co3gaTb UM U3AMEHUTb 3anncb A48 uenm
Pexum — 3pecb aBa BapuaHTa Bblbopa, IP-agpec u [JomeHHoe umsi. Bbl MoxeTte

BblOpaTh N0 BapuaHT 13 BbiNagaroLero cnucka.

Mmsa uenun — B 3TOM norne cosfganTe yHUKanbHoe onucaHue Lenu (Hanpumep, Lens_1).

Mpu BoIBOpe IP-agpeca, BbI yBUAMTE CrieqyloLlee:

IP-appec — YkaxuTe IP-agpec (unu guanasoH agpecos) uenu (uenen) B 4eCATUYHOM

dopmarte ¢ pasgenuTenbHbIMM TOYKaMK.

MopT Ha3HavyeHUsa — YKaxute NOpT WNU Ananas3oH nopToB uenu. [ns HeKoTopbIX
CTaHOapTHbIX MOPTOB CepBMCA Bbl MOXETE BOCMONb30BATLCA HWXKENPUBELEHHBIM

nonem CTaH,EI,apTHbIVI nopT cepBuUca.

MpoTokon — 3aeck YeThipe BapuaHTa Boibopa BCE, TCP, UDP unu ICMP. Bribepute

HY>XHO€E 3Ha4eHne 13 BbinagatoLero cnmcka.

CtaHpgapTHbIA NOPT cepBuUca — 34eChb YKasdaH CMUCOK HEKOTOPbIX CTaHO4APTHLIX MOPTOB
cepBuca. BbibepuTe oanH 13 BbiNagaroLLEro cnucka, U COOTBETCTBYIOLNIA HOMepP nopTa
nosiBuTcs B none MopT HasHa4vyeHus. Hanpumep, ecnu Bbl BoibnpaeTe "FTP", Homep "21"

NoABUTCA B none ﬂopT Ha3Ha4YeHuA.

Ecnu Bbl BbiGNpaeTe [loMeHHOe UMSI, TO Bbl YBUAUTE CEAYOLLEE:

JomeHHOe nmsa — 3aecb Bbl MOXETE yKa3aTb YETbIPE JOMEHHbLIX MMEHW, MOMHOE UMS
WIM KIOYEBbIE CNoBa MMeEHU (Hanpumep, google). Jlloboe AoOMEHHOE UMS C KIMHoYeBbIMA

croBamMu B Hem (www.google.com, www.google.cn) OyaeT paspelieHo unu

3a6roKknpoBaHo.

Mocne Toro, Kak Bbl 3aKOHYMTE CO34aHWE 3anucu Lenu OocTtyna, HaxXMute Danee, 1 Ha

3KpaHe 0ToOpa3nTbLCA creaytollee OKHO, Kak NokasaHo Ha puc. 4-81.
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Mpumevanne: Pacnncadne OeAcTeYET C y4ETOM 3HAYEHMA BPEMEHN HA MApWRYTHIATORE.

WmA pacnucaHua:
OeHb: (& Kawgeni geHe; (O BeipaTe geHb
MaH. Br. cp. Yr. Mat. CyB. Bockp.
Bpema: BCE OHM - 24 yaca:
Havano: (HHYRN

Koneu: {HUYRM}

Puc. 4-81 BeicTpasa HacTponka — Co3gaTb UNu M3MeHUTb 3anncb pacnmcaHms
e Wwmsa pacnucaHua — B 3ToM none cosganTe yHUKarnbHOE MMS pacnucaHusa (Hanpuvep,

Pacnncanve_1).

e [leHb — BbibepuTe BbibpaTb AeHb U1 BbIbepuTe onpeaeneHHbl AeHb (OHW Heaenu unm

Bblbepute Kaxabin OeHb).
e Bpemsa — B 3tom none BbibepuTe Bce AHMU - 24 yaca unu ykaxnte Hayano nnm Koneu,

e Hauyano — Beeaute Bpemsa Havana B ¢opmate YH4MM (UUMM udeTbipe undpbl).
Hanpumep, 0800 aTo 8:00.

e KoHeu — Bseaute Bpems 3aBeplueHus B popmate YH4MM (HUMM uyeTbipe undpbl).
Hanpumep, 2000 ato 20:00.

lMocne Toro, Kak Bbl 3aKOHYWTE CO3QaHMe 3anucu paclwmpeHHoro pacrnuncaHud, HaxmuTe

Hanee, 1 Ha 3KpaHe 0TOOpPa3nNTLCA crieayloLlee OKHO, Kak NokasaHo Ha puc. 4-82.

WA npaBuna:

Yaen: Yaen_1 ¥

Llens: Llens_1 A
PacnucaHHe: Pacnvcanne 1 %

CocToAHne: Brntouuts b

Puc. 4-82 BeicTpas HacTponka — Co3gaTb Unu N3MeHUTb
3anuncb KOHTpOrns gocTtyna B VIHTepHeT

e Wwma npaBuna — B 3TOM none co3ganTe yHMKanbHoe MMs Ans npasuna (Hanpumep,

MpaBuno_1)

L] Y3en — B 3tom none Bbl6epI/ITe y3en u3 BbiNnagakowero crnucka. 3HayeHnem no

YMOIN4YaHuIo ABNAeTCA UmeHem y3na, KOToOpo€ Bbl TOJIbKO 4YTO YCTaHOBUIIN.

o Ulenb — B 3tom none Bbl6€pVITe uenb M3 BbiNagarollero crnvcka. 3HayeHuem Mo

YMOJI4HaHUIO ABNAETCA UmeHem uenu, KOTOPOE Bbl TOJIbKO YTO YCTAHOBUJIN.

e PacnucanHune - B astom none BbIbepuTe pacnucaHve W3 BbiNagaloLLEro Ccrucka.

3HayeHnem no YMOIM4aHUKO ABNAETCA UmeHem pacnuncaHusA, KOToOpoe Bbl TOJIbKO 4YTO
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5.

cosganw.

e CocTtosiHne — B 3TOM none ectb ABa BapuaHTa Bbloopa — BknroueHo 1 OTKNOYEHoO.
Bbibepute BknroyeHo, 4ToObl nNpaBuno BCTynNumno B cuny. Buibepute OTKMOYEHO,

YTOObI npaBusio oCTarioCb HeakTUBHbLIM.

Haxmute 3aBepLIJVITb, YTOObI 3aBeplnTb co3gaHmne HOBOro npasuia.

Btopo# cnoco6:

1.

HaxmuTe kHonky [lo6aBuTh.... Bbl nepengete B cneayowmnn 3akpaH, Kak NpeacTaBeHo Ha
puc. 4-83.

B none Umsa npaBuna ykaxute ums (Hanpumep, MNMpasuno_1).
M3 Bbinagatowiero cnvicka Ysen Bblbepute Heobxoanmoe 3HadeHne unm Bbibepute YToObl
[06aBUTb HOBbIN CNUCOK Y3NOB, HAXXMUTE 30€eCb.

M3 Bbinagatowero cnucka Llenb BbiGepuTe Heobxoanmoe HavMMeHOBaHWE Unu Bbibepute
YT100ObI O6ABUTL HOBbLIN CMUCOK Lienien, HaXXMuTe 3gechb.

M3 Bbinagatowero cnucka PacnucaHme BbiGepuTe HeobxoouMmoe HaMMEHOBaHWE WK
BblbepuTe YTOOBLI fO6aBUTL HOBOE pacnucaHue, HaXXMuTe 30€eChb.

B none CocrtosiHue Bbibepute 3HadeHst BknroyeHo unv OTKNOYEeHO, YTOObI BKNIOYUTL
WX OTKMNIOYUTDL 3aruchb.

HaxmuTe kHomnky CoXpaHUTb.

Wma npaeuna:;

Yaen: Yaen_1 | UTOBEI 00GAENTE HOBBIT COMCOK Y2NOE, HAMIMWTS 308Ck

Llens: NMioBan yens (v YTo0bl 00TABNTE HOBLIA CINCOK UBNEA, HAMIMWTE 308Ck

PacnncaHme: Bcerna * | Yrofbl0003EUTE HOBOE PACOMCAHWE, HAKMNTE 30ECk.

CocToRHKe: BrnroueHo b

[ coxpanuts | [Hasaa |

Puc. 4-83 [106aBUTbL UNK N3MEHUTL 3annCb KOHTpoNna Aoctyna B MIHTepHeT

Hanpumep, ecnu Bbl xoTute paspewunts yany ¢ MAC-agpecom 00-11-22-33-44-AA poctyn K
canty www.google.com Tonbko ¢ 18:00 go 20:00 no cy66oTam 1 BOCKPECEHBAM U 3anNpeTuTb
ocTanbHbIM y3nam fokanbHoW ceTn JocTyn K MIHTepHeT, Heob6xoauMo NpeanpuHSaTL cneayoLwme
OencTeus:

1.

HaxwmuTte noamexio MpaBuno crnesa, 4YToObl BepHYTbCA Ha cTpaHuly ChMCOK npasur.
BbiGepute 3anpeTuTb nakeTaMm, ykasaHHbIM B MONUTMKE KOHTPONS OOCTyna, NpoOXoauTb
Yyepes mapLupyTm3aTop.

PekomeHayeTcs, 4ToObl Bbl Haxanu kHonky MacTtep HacTpowku, 4TOObl 3aBepLMTb BCe
nocriegytoLine HacTPOUKN.

HaxmuTte KHOMKYy nogmMmeHo Y3en crnea, 4Tobbl nepentn Ha cTpaHumuy Cnucok y3nos.
Cospgante HoByto 3anuck ¢ MimeHem y3na Y3en 1 n MAC-agpecom 00-11-22-33-44-AA.
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4. HaxmuTe noameHto Llenb cnieea, 4Tobbl NnepeiTn Ha cTpaHuuy imsa uenn. Cosgante HOBYIO
3anucb ¢ MimeHem uenun n [IoMeHHbIM UMeHeM Www.google.com.

5. Haxmute nogmeHio PacnvcaHwe cneBa, 4TOObl MEPEVTU Ha CTPaHWLy CO CMUCKOM
pacnucaHuii. CosganTe HOBYKW 3anncb C UMeHeMm pacnucaHusa PacnucaHue_1, gHem
Cy66oTa n BockpeceHbe, BpemeHeM Havana 1800 n BpemeHem 3aBeplueHna 2000.

6. Haxmute nogmento MpaBuno cnesa. Haxmute [lo6aBUTb..., YTOOLI 406aBUTL CNeayoLLYyHO
HOBYIO 3anuchb.

e B none Uma npaBuna cosganTte nma npasuna. 3To UMSA OOSMKHO ObiTb YHMKANbHbBIM.

Hanpumep, Mpasuno_1.
e B none Y3en BuiGepute Y3en 1.
e B none LUenb Boibepute Lens_1.
e B none PacnucaHume Bbibepute PacnncaHune 1.
e B none CoctosiHme BbibepuTe BkritoyeHo.

e  YT106Gbl COXpaHUTb HACTPOWKKU, BOCMONb3YNTECh KHOMKON COXpaHUTD.

Mocne aToro Bbl BEpHETECH Ha CTpaHMULYy YNpaBneHus npaBunaMm KOHTPons AoCcTyna v yBuauTe
crieqyoLyo Tabnuuy.

ID UmA npaeuna ¥zen Uens PacnucaHwe Brxnioumie  H3HMeHuTL
1 Mpaewna_1 ¥aen 1 Lene 1 PacnucaHue_1 HMZMEHHTE ¥ AaNuTE

Bbl MoxeTe m3aMeHUTb MHGopMauuio B nonsx Ysen, Lenb wnu PacnucaHue, HaxaB Ha
COOTBETCTBYHOLYO 3anunck. nn, Bol MmoxeTe M3mMeHUTb Lienyto 3anuck Ha ctpaHuue [lobaButb
WM U3MEHUTb 3anucb Joctyna K UHTepHeT, KoTopasa nokasaHa HuXe.

WmA npasnna: Mpaeuno_1
WA yana: Yaen_1
Twn agpeca: IP-agpec b
IP-agpec Nok. CeTH; 192.168.1.23
OnUCaHe LLemu: Lens 1
Tun wenu: IP-agpec i
IP-anpec 192.168.1.2 - 192.168.1.20
MopT HasHa4YeHns: 21 -1 30
MpoTtokon: TCP  »
CTaHgapTHLIA NOPT CepBUCa: —ebifiepure—- ¥
HuA pacnucanua: Pacnucanne_1
HeHb: (%) Kaxawi geds; (O BoiGpaTe eHe
Mon BT Cp Yr. At Cy@d Bockp
Bpewun: Bcerga
Havano: (YY)
KoHew: (YYMR)
TekylWee COCTORHME: Brnwounte v
[_Coxparuts | [Hasaa |

103


http://www.google.com/

AC1750 1Byxanana3oHHbIN 6ecnpoBoaHOMN

Archer C7 rMrabuTHbLIA MapLUpyTU3aTop

e Wwm#A npaBuna — Beeante nms npasuna B gaHHoe nose. NoMHUTe, 4To 3TO MMS OIMKHO

ObITb YHUKalbHbIM.

e HacTtporiku Y3na — 3gecb Bbl MOXeTe uaMeHuTb Mima yana, Tvn agpeca nnu IP-agpec

NOK. ceTn. Y4Tute, 4to gaHHoe npasuno 3amMeHuT npeapiayuiee.

e Paspen HacTpoek Llenu — 3aeck Bbl MOXeTe M3MEHWTb MHAOPMALNIO O Lennu. Yytute,

YTO AaHHOE NnpaBuIio 3aMeHuT npeabiayuiee.

e HacTtporika PacnucaHume — 30ecb Bbl MOXETE M3MEHUTb MHdopMaumio Pacnucanus.

YyTtuTe, YTO AaHHOE NPaBuKIIo 3aMEHUT NpeablayLlee.

e CoctosiHMe - B 3TOM nofie Bbl BblibupaeTe OTkNOUNTL MM Bkniountb gaHHoe
npaeuno. Ecnu Bl BbIGepeTe BknounTb, TO NpaBuno OyaeT 3agenctsoBaHo. Haxmute

OTKNUYUTL, YTOOLI OTKNIOYNTL NPABUIIO.

HaxmnTe CoxpaHUTb, YTOOLI 3aBEPLLMNTL HACTPOWIKY.

HaxmuTe Hasag, 4ToGbl BepHYTLCS Ha CTpaHUUy YNpaBrneHus npaBuiammn KOHTPOnsi 4OCTyna.

4.15.2 Y3en

Bbibpae meHio KoHTponb gocTtyna - Y3en, Bbl MOXETe NpocMaTpuBaTh 1 yCTaHaBNMBaTb CMNCOK
Y3rOB, KaK rnokasaHo Ha puc. 4-84. Cnucok y3rnoB sIBNSIETCA BaxkHbIM Anda [NpaBuna KoHTpons
gocTyna.

[0 WA yana WHdbopmaumus Penaktupoeats

1 Yaen_1 IP:192.168.0.23 FeqakTupoeaTe ¥danute

[ Dodaeuts.. | [ vmanuTosce |

Tek. Homep | 1 » || CTp.

Pwuc. 4-84 Hactponkun yana
> Wma ysna — B 3TOM none otobpaxaeTca OnucaHue Yyana, KOTOpPOoe AOMKHO ObiTb

YHUKalbHbIM.

> WHdopmauma — 3aeck oTtobpaxaeTcs MHopMaumsa no yany. 3170 moxeT 6biTh IP unu

MAC-agpec.

>  W3MeHUTb — VI3MEHUTb Unn yaanuTb CyLEeCTBYOLLYIO 3anucChb.

Y106bI 4OOABUTL HOBYHIO 3aNUCb, HEOOXOAMMO cAenaTthb creaylLlee:

1.  HaxmuTe kHonky [lo6aBUTb...
2. B none Pexum BbiGepute IP- nnn MAC-agpec.
e [lpu BbIGOpE IP-agpeca NOsSIBUTCS OKHO, Kak MOKa3aHo Ha puc. 4-85.

1) B none Ums y3na ykaxuTe ero yHukanbHoe onucaHue (Hanpumep, ¥Y3sen_1).

2) B none LAN IP-agpec Beeaute IP-agpec.
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e [lpu Bbibope MAC-agpeca NosiBUTCH OKHO, Kak nokasaHo Ha puc. 4-86.

1) B none Umsa y3na ykaxxuTe ero yHukanbHoe onucaHue (Hanpumep, Ysen_2).

2) B none MAC-appec ykaxute MAC-aapec.
3. Haxmwute kHonky CoxpaHuTb, YTOObI COXpaHUTL CAENaHHbIE UBMEHEHMS.
YT106bI yaanuTb Bce 3anvcu us Tabnuubl, BOCNONb3yNTECh KHOMKOW YAanuTb BCe.

UToObl NeperT B criedytoLee OKHO, BOCMOMb3ynTeck kHomnkon Cnepyrowan. Ytobbl BEpHYTLCA
B Npeablaylliee OKHO, BOCNosb3ynTech kHomnkon Mpeabiaywasn.

Pexum: | IP-appec V|
WmA yana: |ygen_1 |
IP-afpec NoKkansHOA CeTH: | 192 1680 23 | = |
[ Coxpannts | [Hasaa |

Puc. 4-85 [106aB1Tb UM U3MEHUTbL 3anuch y3na

Pesan: | MAC-agpec V|
WA yana: | Yaen_2 |
MAC-ampec:  |00-11-22-3344-AA |
[ Coxpanuts | [ Hasaa |

Puc. 4-86 [Jo6aBnTb Mnn M3aMeHUTb 3annch yana

Hanpumep, Bbl XOTUTE OrpaHnyYnTb OOCTYN K MIHTepHeT-pecypcam gnsa yana ¢ MAC-agpecom
00-11-22-33-44-AA. [1ns aToro Heo6xoaUMO NpeanpUHATL cnegyLwme AenCTBIS:

1.  HaxmuTe kHOnKy [lo6aBUTb... (CM. puc. 4-84), 4tobbl NEPenTN Ha cTpaHuuy [o6aBnTb unu

N3MEHUTL 3anucb y3na.
B none Pexum BbibepuTe 13 BbinagatoLlero MmeHo 3HadveHne MAC-agpeca.
B none Umsa y3na ykaxunte ero yHukanbHoe onvncaHve (Hanpumep, Ysen_2).

B none MAC-agpec Beeante 00-11-22-33-44-AA.

o & b

Haxmute KHOMKY COXpaHVITb, YTOObI COXpaHUTb caenaHHble NSAMEHEHUA.

Mocne aToro, BepHyBLUMCb B OKHO HacTporiku yana, Bbl yBUAUTE CreayroLnin CNUCOK.
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ID WmAyzna WHdhopmauwa PegakTnpoeaTe
1 Yaen_1 IP: 192 163.0 23 Penaktupoeate Yoanute
2 Yaen_2 MAC: 00-11-22-33-44-A4 PegakTupoearte Yoanute
[ DotasuTs Hoayio ][ vaanws Bee
Tek. Homep | 1 |»|CTp
4.15.3 Uenb

BuibpaB KoHTponb goctyna - Llenb, Bbl MOXeTe npocMaTpmBaTth U HacTpamBaTb CMNCOK Lenewn,
Kak nokasaHo Ha puc. 4-87. Cnucok uenen Heobxoanm ans MNpasBuna KOHTPONA AOCTyna.

I MmA uenu WNHdhopuaums PenakTmpoBaTts
1 Lens_1 192 188.0.2 - 192 168.0.20/21 - 30MCP FenskTpoearts ¥aanurs
[ DOoGaewte.. | [ vmanutsece |

Tek Homep |1 » | Ctp

Puc. 4-87 HacTtponku Lenu

» Wma uenn — B 3ToM none oTobpa)kaeTcsi onucaHuve LUenn, KOTopoe AOOMMKHO ObiTb
YHUKAIbHbIM.

MHdopmauma — Llenbto moxeT 6bIThb IP-agpec, nopT unm OMeHHoOe nMS.

N3MeHnTb — I3meHnTb nnn yoannTtb CyLeCTBYHOLLYIO 3annCb.

Y106bI 4OOABUTL HOBYHIO 3aNUCb, HEOOXOAMMO caenaTthb crieayloLlee:
1. Haxmute kHonky [lo6aBuTh...
2. B none Pexum BLiGepute IP-agpec nnm gomMeHHoe nms.

3. Tpwu Bbibope IP-agpeca nosBUTCA OKHO, Kak NpeAcTaBneHo Ha puc. 4-88.

Pemn: |P-aapec w
OnucaHne uenu:
IP-anpec:
MOpT HazHa4SHNA:
MpoTokomn: BCE
CTaHaapTHLIN NOPT CepBHCa: --Beifiapure-- v
[ coxparuts | [Hasaa |

Puc. 4-88 [1o06aBUTbL UNn M3MEHUTL 3anNncb SOCTYyNa Lenu
1) B none Umsa uenu HeobxoaMMo ykasaTb YHUKanbHOE UMs Lenu (Hanpumep, Llens_1).

2) B none IP-appec ykaxuTe IP-agpec uenu.

3) Bbibepute ob6wwnii cepsuc 13 Bbinagatwowero cnucka B none CrtaHAapTHbIM NOpT

cepBuUca, C Tem, YTOObI aBTOMATUYECKN 3aMONHUTbL None I'IopT Ha3HaveHuA. Ecnu B
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cnvcke CTaHAAPTHLIA NOPT CepBUCA HE COAEPXKUTCS HYXKHOTO BaM CEPBUCA, YKaXKuUTe

3HayeHve MopTa HasHaYeHNA BPYYHYIO.
4) B none MNMpoTtokon BbIGepuTe 3HadeHne TCP, UDP, ICMP unu Bce.

4. Tlpu Bbibope onumn [JOMEHHOE NMS Bbl OKaXXeTeCb B CNeayloLeM OKHe, Kak NoKa3aHo Ha
puc. 4-89.

Pesim: JomeHHoe nMAa | %
ONHUCaHKE LLenu:

JomeHHoe MA:

[_Coxpanuts | [Hasaa |

Puc. 4-89 [06aBuTb nnn M3MeHUTb 3anucb JOCTyNa Lenu

1) B none Uima uenu Heobxoammo ykasaTb YHMKanbHoe nms Lenu (Hanpumep, Lens_1).

2) B none [JomeHHOe MMSA Bbl MOXETe BBECTW OOMEHHOE UMS, MOSIHOE UMS UMK KIoYeBble
cnoea MMeHu (Hanpumep, google). Jltloboe AOMEHHOE MMSI C KMYEBBLIMU CIOBaMU B HEM
(www.google.com, www.google.cn) byaeT paspeLueHo nnm 3abnoknpoBaHo.

5. HaxmuTe kHonky CoxpaHUTb.
YUToObl 04NCTUTL Tabnumuy, BOCNONb3YNTECH KHOMKOW YAanuTb BCe.

UTtobbl NepenTn B creaytoLliee OKHO, BOCMOMb3ynTechb kHomkon Cneayrowasn. Ytobbl BEpHYTLCH
B npeapblayliiee OKHO, BOCMONb3ynteck kHonkou Mpeabiaywasn.

Hanpumep: Bbl xoTuTe orpaHuunTb goctyn K MHTepHeT-pecypcam Ans y3na nokanbHOW ceTu C
MAC-agpecom 00-11-22-33-44-AA 1 paspeLlunTb eMy JOCTYN TONbKO K canty www.google.com.
[nsa atoro HeobxoAMMO NPeanpUHATL criegyloLine 4enNCcTBUsS:

1. Ytobbl 4OGABUTL UMM U3MEHUTbL 3aNUCb LeNM OOCTyna, HaXMUTE KHOMKy [lo6aBUTb... , Kak

nokasaHo Ha puc. 4-87.
B none Pexum 13 BbinagatoLLEero crnncka Bblbepute 4OMEHHOE UMSL.
B none Umsa uenm HeoOxoamMmo co3gaTb yHUKanNbHoe nva uenu (Hanpumep, Lens_2).

B none flomeHHOe ums BBEAUTE Www.google.com.

@ &~ b

YUToObl COXpaHUTb HAaCTPOWKKM, BOCMOSb3yNTECH KHOMKOM COXpaHUTb.

Mocne aToro, BepHyBLUMCHL B OKHO HacTpownku Lenu, Bl yBuauTe crneayroLnin CNncok.

1D MR uenu WHopuauma PefakTupoBaTh

1 Uene_1 192.168.0.2 - 192.188.0.20/21 - 30/TCP PedakTupoeaTs YO4anute
2 Lens_2 www.google.com PENaKTUP0BATE YOANUTE
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4.15.4 PacnucaHue

Bbibpae KoHTponb goctyna — PacnucaHue, Bbl MOXETE NpocMaTpmBaTh 1 onNpeaensaTb CIMCoK
pacnucaHuiA, Kak npegctaeneHo Ha puc. 4-90. Cnucok pacnucaHuin Heobxogum Ans
hYHKLMOHNPOBaHMA NpaBuna KOHTPons gocTyna.

v

ID WNMA pacnucaHus etk Bpens Pepaktnpoeats

1 Facnucanwe 1 Kasasiil OeHb 00:00 - 24:00 FegaktnpoeaTe YOannte

[ DoBaeutb... | [ voanuTsece |

Tek. Homep | 1 | CTp.

Puc. 4-90 Hactpowkun pacnncanus

Mma pacnucaHua — B aToM norne coaepXutcs onnucaHne pacnucaHusi, KOTopoe AOIMKHO

ObITb YHUKAMbHbLIM.
HeHb — Yka3biBaeTcs AeHb (M AHW) Heaenw.
Bpems — YkasbiBaeTca BpeMeHHOW nepuoa.

N3meHnTb — Pe,Cl.aKTI/IPOBaHI/Ie nnn yganeHune cyuecrteyroLwiero pacrnmncaHus.

Y106bI 4OOABUTL HOBOE pacnucaHue, He0b6XxoaAMMO caenaTb creaytoulee:

1.

5.

HaxmuTe kHonky [o6aBuTh.... (CM. puc. 4-90). [JomkHO NOsIBUTLCA creayoliee OKHO (CM.
puc. 4-91).

B nome Wma pacnucaHua HeobXoOuMO ykas3aTb YHUKanbHOe onucaHwe (Hanpumep,
Pacnucanne_1).

B none [eHb ykasbiBaeTcs AeHb (OHW) Hegenu.

B none Bpemsi MOXHO BbIGpaThb KPYrioCcyTOMHO UK 3a4aTb BPEMEHHOW Nepuoa npu NoMoLLm

nonen Bpems Havyana n Bpems koHua.

YToObI COXpaHUTb caesiaHHble HaCTpOI7IKI/I, BOCI'IOJ'Ib3yI7ITer KHOMKOWN COXpaHMTb.

YTtoObl ouncTuTb Tabnuuy, BOCNONb3ynTECH KHONKOM YAanuTb BCe.

UToObl NepenT B crieaytoLLee OKHO, BOCMOMb3ynTeck kHomkon Cneayrowasn. Ytobbl BEpHYTLCA
B Npeablaylliee OKHO, BOCNosb3ynTech kHornkon Mpeabiaywasn.
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HacTpoiku pacluMpeHHOro pacnucaHmsa

MpUiedaHne: FAacncadne eACTEYET © Y4ETOM 3HAYEHNA EPEMEHN HA MAPWRYTHIATORE.

WuA pacnucaHun: | |

OeHb: (&) Kawaplid geHb; (O BeiGpaTte geHb
MoH. BT. Cp. Yr. Mar Cy0. Bockp
Bpenn: BCE OHN - 24 yaca:
Hasano: [ | (HHuW)
Kowew: [ | HHmm
[_Coxpanmnts | [ Hazan |

Puc. 4-91 JJononHuTenbHble HAaCTPOMKN pacnucaHuns

Hanpumep: Bbl xoTute orpaHuunTb goctyn k UHTepHeT-pecypcam ans yana ¢ MAC-agpecom
00-11-22-33-44-AA 1 pa3pelunTb eMy AOCTyn K canTy www.google.com Toneko ¢ 18:00 go 20:00
no cy66otam 1 BockpeceHbsiM. [1nA 3Toro Heobxoaumo caenaTb cnegyollee:

1) HaxmuTe kHonky Jlo6aBuUTb... (CM. puc. 4-90), 4ToObl NepenTn B OKHO [ONOMHMTENbHbIE

HaCTPOWKKN pacnmncaHus.

2) B none Wms pacnucaHus HeobxoaMmo co3daTb YHUKANbHOE pacnucaHue (Hanpumep,

Pacnucanue_2).
3) B none OeHb BbIGepuTe BoibpaTh AeHb 1 ykaxute Cy0b. n Bockp.
4) B none Bpems B nongax Havano un KoHey ykaxuTe, cootBeTcTBeHHO, 1800 1 2000.
5) Haxmute kHonky CoxpaHuTb, YTOObI COXPaHUTbL HACTPOMKMN.

MNocne aToro, BEPHYBLUNCb B OKHO HaCTpOVIKM pacnncaHuaA, Bbl yBuanTe CJ'IGD,yIOUJ,VII;I CMUNCOK.

ID  WMA pacnucaHua etk Bpena PefakTMpoEars

1 Pacnucanue_1 Kakapli DeHb 00:00-24:00 PenakTnpoeate Yoanute
2 Pacnucanune_2 Kaxaelil AgHb 18:00-20:00 PedakTupoBate YO0anute

4.16 PaclwmpeHHble HAaCTPOMUKU MapLUpyTU3aLnmn

PacwmWpeHHbIe HACTPOWKHA MapW pyTHIaLIIA

- CMMCOK CTaTHY4ECKHX MapLpYTOE

- Tabmuia MappyTHIanmun

Puc. 4-92 PaclumpeHHble HaCTpOMKM MapLLpyTu3auum

B meHo PaclumpeHHble HacTpOMKM MapLupyTM3auuun, Kak rnokasaHo Ha puc. 4-92, ecTb ABa
nogmeHio — CnNMcoK ctaTuyeckux mapupytoB n Tabnuua mapwpyTtusaumm. Haxas ux, Bbl
CMOXeTe HacTPOUTb COOTBETCTBYIOLLME (PYHKLUN.

4.16.1 Cnncok ctatM4yecKux MapLupyToB

BbibpaB MmeH0 PaclmpeHHble HacTpoWkM MapwpyTusaumm — ChOMCOK CcTaTU4YecKux
MapLUpYTOB, Bbl MOXETe HacTpavMBaTb MapameTpbl CTAaTUYECKOW MapLupyTM3aumMm B OKHE,
npegcraBneHHOM Ha puc. 4-93. CTaTu4ecknin MapLUpyT — 9TO 3apaHee onpegeneHHbln nyTb, Mo
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KOTOPOMY CeTeBble AaHHble NnepemMeLlaTCA K KOHKPETHOMY Yy3Iy Unm ceTu.

1D IP-agpec HazHa4yeHun Macka nogceTtmn OcHOBHORM W03 Cocroanune Wamennte

[obaBnTh. ..

Puc. 4-93 Cnncok ctatMyeckux MapLupyToB

Y106bI fOOABUTL 3aNUCb MapLUpyTU3aUumM, Heo6xoaMMo caenaTtb cnegytoulee:

1.  Haxmute kHonky [lo6aBuTb... OTKPOETCA OKHO, MpeACTaBieHHOe Ha puc. 4-94.

IP-agpec HazHa4YeHWA:
Macka nogceTw:
OCHOBHOM W3

CocToRHne: BrnroyeHo b

[ Coxpanuts | [Hazan |

Puc. 4-94 [1o6aB1Tb UM U3MEHNTb 3anucb B Tabnuue CTaTU4eCckon MmapLupyT1saumm

2. HeobGxoaumo ykasaTb criefytoline AaHHble.
e |IP-agpec HasHauyeHusi — JTO aApec CeTU UMK y3na, KOTOPOMY Bbl XOTUTE Ha3Ha4YUTb

CTaTU4ECKNIA MapLLPYT.

e Macka nogcetu — OnpepensieT, kakas Yactb |P-agpeca oTHOCUTCS K CeTU, a Kakas K
y3ny.
e OcHoBHOM wn3 — IP-agpec wni3a, TO eCcTb YCTPOWCTBA, KOTOpoe obecneumBaeT

B3aMMOAENCTBME MEXAY MapLUPyTU3aTOPOM U CETbIO/Y3IIOM.

3. W3 Bbinagatoulero cnucka B norne CoctosiHne HeobxoauMo BbIOpaTh 3HaYeHue BknroveHo

unn OTKNKOYEHO.
4. Y100bI COXpPaHNUTL COeNaHHble N3MEHEHUS, BOCMNOSb3YNTECH KHOMKON COXPaHUTD.
[pyrvue HacTponkn ansa sanncen:
YUTtoObl yganuTb 3anmncb, BOCMNOSNb3yNTECh KHOMKOW YAanuTb.
UTobbl aKTMBMPOBaTL BCE 3anncu, BOCMNONb3yNTECH KHOMKOM Bkniountb Bee.
UTtobbl caenatb BCe 3anmMcy HeakTUBHBIMW, BOCMONb3yNTECh KHONMKON OTKMOYUTL BCe.
UTto6bl yoanuTb BCe 3anucu, BOCMONb3yNTeCh KHOMKOW YaanuTb BCe.

UT0o6bl NepenTn B crneaytoLLiee OkHO, BOCNONb3ynTech kHonkon Cneayrowan. Ytobbl BEpHYTLCS
B NpeablayLuee okHO, BOCMonb3ynTeck kHonkon Mpeabiayuias.
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4.16.2 Tabnuua mapwpyTusaumm

BbibpaB MeHi0o PaclwmpeHHble HacTPOMKU MaplipyTusauum — Tabnuua mapwpyTusaumu, B
OTKpbIBLLEMCA OKHE Bbl yBuante Tabnuuy maplipytusaumm (kak nokasaHo Ha puc. 4-95).
Tabnuua MaplwpyTM3aumm Mo3BoNnseT MNpocMaTpuBatb BCe  MCNOMb3yeMble  3anucu
MapLpyTu3aumn. Onsa kaxgon cratbu oTobpaxatoTcs IP-agpec HasHayeHwsi, Macka noaceTw,

LUITHO3 N nHTepdenc.

Tabnuua mappyTusaumm

1] IP-agpec HazHa4eHHA Macka nogcetn Wz Hurepdenc
1 192.168.0.0 255.2556.255.0 0.0.0.0 LAN & WLAN

2 239000 255000 0.000 LAN & WLAN

OOHOBUTE

Puc. 4-95 Tabnuua mapLupyTtnsaumm

> IP-a.qpec Ha3HayeHusa — CeTbio Ha3Ha4YeHUs ABnseTcs agpec cetn unun yana, K KOTopomy

Ha3Ha4eH CTaTUYeCKMn MapLUIpyT.

> Macka nogcetv — Macka noaceTu onpenenseT, kakas JacTb IP-agpeca oTHOCUTCSH K ceTu, a

Kakas K yany.

> LWmo3 - IP-agpec wniw3a, T.e. YCTpOWCTBa, KOTopoe obecneyvBaeT B3avmodencTsue

MeXay MapLIpyTU3aToOpOM U CETbIO/Y3IoM.

> WHTepdenc — B nHtepdence otobpaxatoTcs ceegeHms o ToM, npuHaanexut nu IP-agpec
Ha3HadeHus LAN (nokanbHow npoeogHon cetn) n WLAN (nokanbHon 6ecnpoBogHon ceTun)

unn WAN (MHTepHeT).

4.17 KoHTponb NponycKHOM CNOCOOBHOCTMU

KoHTpOons NponyCcEHON CNOCOOHOCTH

- MapameTpbl KOHTPONA

- Cnucok npagun

Puc. 4-96 KoHTpornb nponyckHOM cnocoBHOCTH

MeHo KOHTponb MponyckHOM COCOOHOCTU COAEPXUT ABa NogMeHio — lNMapamMeTpbl KOHTpoOns
" Cnucok npaBun (cM. puc. 4-96). [Ons HaCTPOWMKU Hy>XHOW YyHKUMM BblbepuTe
COOTBETCTBYlOLLEE MeH. Hwmke npuBoautcs nogpobHOe onucaHue AOns Kaxaoro W3 aTux
NOAMEHIO.

4.17.1 MapameTpbl KOHTPONA

Bbibpae KoHTponb nponyckHOW cnocobHocTtn — [MapameTpbl KOHTPONA, Bbl CMOXETE B
crneqgyrolemM OKHE HacTpamBaTb 3HadeHUs1 BXOOSALWEro M ucxogsdulero tpaduka. 3agaBaemble
3HadyeHns1 He OoMmkHbl npeBbiwats 1000000 Kout/c. [Ana onTumanbHOro KOHTpons, Bblbepute
cnpaea Tun nuHUM K cnpocuTe y noctaBluka MIHTepHeT-ycnyr obliee 3Ha4yeHne BXOOALLErO U
ncxoasuuero Tpacdwmika.
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BHNHHUTE KOHTPONE NOMOCH! NPONYCKaHNA: O
Tun NUHKK: & ADSL (O [Opyras
Wcxoaawan nonoca NponycKkaHua: 512 Kut/cek
BxoOAwanA nonoca nponycKaHua; 2048 Kauricek

Puc. 4-97 MapameTpbl KOHTPONS

> BKNHOUYUNTbL KOHTPOSb NONockl NponyckaHusi — OTMeTbTe 3Ty AYenKy, YTOObl HACTPOMKK

KOHTPOJIA NOJI0CbI NMpOnyCKaHunA BCTYNUIn B CUny.

>  Tvn nuHuUM — BeibepunTe NnpaBuibHbIN TUM Ballero nogknioveHus. Ecnm Bbl He 3HaeTe, kKakown

BblGpaTb, 0bpaTuTech k BaeMy noctaBLuuky IHTepHeT-ycnyr.

> Wcxopsawasn nonoca nponyckaHust — CKOPOCTb UCXosLLero Tpadumka, npoxoasLlero Yyepes
nopt WAN.

> Bxopsiwaa nonoca nponyckaHus — CKOpPOCTb BXoAsLLero Tpaduka, Npoxoasilero yepes
nopt WAN.

4.17.2 Cnucok npaBun

BbibpaB KoHTponb NnponyckHOW cnco6HocTU - CNMCOK NpaBuil, Bbl CMOXETe NpocMaTtpueaTb
N HacmaTpuBaTb NpaBuia KOHTPOISA NOMNOCkI MPOMNYCKaHMS, Kak NokasaHo Ha PUCYHKE HUXKE.

llcxogAwan nonoca nponyckadnA (Kout/cek) BxogAwan nonoca nponyckadna (Kont/cek)
D OnucaHne Brnmiounte | MameHnTe
MUH. Make. TH. Makc.

B HacToAWee EPEMA CIMCOK NycT.

| DobaBuTh...

Tekywmid M2 1 = cTp.

Puc. 4-98 Cnncok npasun
»>  OnucaHue — Coaepxut MHpopmaLmMIo Mo NpaBunam, HanpuMep AnanasoH agpecos.

> Mcxopsawaa nonoca nponyckaHus — B aTom none otobpaxaerca uHgopmauus no
MakcMmarnbHOMY W MWHMMAanbHOMY 3HA4YeHUK0 TMOoNiochbl Ana  ucxogswiero Tpadwmka,

npoxogsiero Yyepe3 WAN-nopt. 3HavyeHue no ymon4yanuto 0.

> Bxoaswaa nonoca nponyckaHua — B 3Ttom none otobpaxaetca uHdopmaums no
MakCUManbHOMYy W MWHMMasribHOMY 3HaYeHMI0 MONoCbl Ans  Bxogswero Tpadwuka,

npoxopsiero Yyepe3 WAN-nopt. 3HavyeHue no ymonyanuto 0.
>  Bknwountb — 310 None cogepXxunt MHPOPMaLIMIo NO COCTOSIHUIO NpaBuna.

»> WN3meHnTb — PepgaktnpoBatb npaeuno. Ytobbl yaanutb NpaBuio, BOCNONb3yNTECH KHOMKON

Yoanutb.
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UYto6bl A[06aBUTb MNM U3MEHUTb MNPaBUMNO YNpPaBfieHUsI NOMIOCON MNPOMNYCKaHUs,
Heo6xoAuMoO caenaThb criegyiolee:

1. Haxmute kHonky [lo6aBUTb... (CM. puc. 4-98). [JOMKHO OTKPbITLCA OKHO, Kak MoKa3aHO Ha
puc. 4-99.

2. BsegwuTte cnepytowime gaHHble.

HacTpo#ikn npasun ynpasneHus nonocoi NnponyckaHua

BKMHO4HTE:

OwuanazoH IP-agpecos: | | = | |

[lwanazoH nopToe: l:l - l:l
MpoTtokon:

MWH. nonoca nponyckaHwa Makc. nonoca
(KauTic) nponyckaHua (Koutic)

[ CoxpaHuTe ][ Haaapg ]

Puc. 4-99 HacTtponku npasuna ynpasneHusi Nonocon NponyckaHms

e BknouMTb - Bbl MOXETE BKIOYNTL MPaBUo, OTMETUB SHENKY.

e [unana3soH IP-agpecoB - YkaxuTe guanasoH |IP-agpecos.

e [mnana3oH NOpToOB - YKaxute gmanasoH NOpPTOB NOKAnNbHOWM CETU.
e [potokon - Beibepute npotokon (TCP, UDP, TCP/UDP).

e Wcxopsawas nonoca nponyckaHuMa - B 3ToM none ykaxute WHQoOpMauuio o
MakCUManbHOM W MWHMMAanbHOM 3Ha4YeHWW MONoChbl ANS WUCXOoOsLWero Tpadwuka,

npoxogsuero yepes WAN-nopt. 3HadeHune no ymondanuio 0.

o Bxopsawaa nonoca nponyckaHuma - B ostom none YKaxute I/IH(*)OpMaLI.I/IIO (0]
MakCcMMalibHOM W MUHUMArIbHOM 3Ha4YeHuUKM nosioCbl AOnA  Ucxogdallero TpachKa,

npoxogsuwero Yepes WAN-nopt. 3HadyeHune no ymonyanuio 0.

3. Haxmute kHonky CoxpaHuTb.

4.18 MMpwussaska IP- un MAC-agpecoB

Mpueaska IP- n MAC-agpecoB

- MNapaMeTphl NPHUER3KA

- Tabmua ARP

Puc. 4-100 MeHto lMpuesaska IP- 1 MAC-agpecos

Mento Mpuesaska IP n MAC-agpecoB coaepxut asa nogmeHio (cMm. puc. 4-100) — MNapameTpsbl
npuBaskn 1 Tabnuua ARP. YToGbl HacTpouUTb HYXHYKO YHKUMIO WM MOCMOTPETL ee
napameTpbl, BblGepuTe COOTBETCTBYIOLLMI anemMeHT. Hke npuBogutca nogpobHoe onucaHve no
KaXXOoMYy NMOAMEHIO.
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4.18.1 MNMapameTpbl NPUBA3KU

[aHHoe okHO copepxuT Tabnuuy lMapameTpbl NPUBA3KU, B KOTOPYH Bbl MOXETE BHOCUTb
Heobxoaumble U3MeHeHust (cM. puc. 4-101).

>

CeAskiBaHWe ARP: (&) OTkmiounTE ) BRMKUWTE CoXpaHnTb

1D MAC-appec IP-agpec CeazaTth HameHHUTL

Cnuncok nyct

NoGaBHTh. ..

Tekywuit Me| 1 » | CTp.

Puc. 4-101 MNMapameTpbl NpuBA3KN
MAC-aapec — MAC-agpec KOHTPONMPYeMOro KOMMboTepa NoKanbHOM ceTu.
IP-appec — HasHayeHHbIN IP-agpec KOHTpONMpyeMoro KoMnbloTepa nokansHON CeTH.
CBsasatb — Bknountb pyHkUMIO cBa3biBaHUS ARP.

N3MeHUTb — VI3MEHUTb UK yAanNuTb CYLLECTBYIOLLYIO 3aMuUCh.

Ecnn Bbl XoTUTE 006aBUTL UNKU N3MEHUTb 3anuchb cBsa3biBaHus IP u1 MAC-agpecoB, HaxmuTe

KHOMKY Ho6aButb... unn U3meHunTb. I'Iepe,q BaMWn OTKPOETCA OKHO, npeactaBjieHHOEe Ha puUC.

4-102, B KOTOPOM Bbl MOXeTe [00aBUTb NN N3MEHUTL 3aMNUCh.

CeRsark:
MAC-agpec:

IP-agpec:

[ Coxpanuts | [ Hasaa |

Puc. 4-102 NapameTpsl cBA3biBaHus IP- 1 MAC-agpecos

Y100bI p06aBuUTL 3anucb cBA3biBaHua IP- u MAC-agpeca, Heobxogumo cpgenatb

cneaywoujee:

1.

> v BN

HaxmuTe kHonky lo6aBuTb... (CM. puc. 4-101).
Ykaxunte MAC- 1 IP-agpec.
BbibepuTe ayenky CessaTb.

YUToObl COXpaHUTb caenaHHble U3MEHEHWS], BOCMOMb3yNTECH KHOMKOM COXpaHUTb.

Y106bl U3MEHUTb WNKM yAanUTb YXe CYLLeCTBYIOLYK 3anucb, Heob6xoaumo cpaenatb

crnepywoujee:

1.

Bbibepute 3anuck B Tabnuue.
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2. B konoHke U3MeHUTb BbIGEpUTE, COOTBETCTBEHHO, M3MeHUTb nnn Yoanutb.

YTOObI HaNTU CYLLECTBYHOLLYIO 3aMNUCh:

1. Haxmute kHonky HanTu, kak nokasaHo Ha puc. 4-101.
2. Beeaute MAC unu IP-agpec.

3. HaxmuTe kHonky HamTun, kak nokasaHo Ha puc. 4-103.

HaiTth 3anuck npueasku IP- n MAC-agpeca

IP-agpec:
D
1

MAC-aapec: |

MAC-anpec:

IP-agpec:

00-0A-EB-00-07-5F 192.168.0.100

Ce3RaTh JNIUHK

Ha akHo

[ Haiti | [ Hasag |

Puc. 4-103 Hawtu 3anucb npmeaskm IP- u MAC-agpeca
YUTtoObl akTMBMpOBaTb BCE 3anNnCK, BOCMONb3yMTECh KHOMKON Bknountb BCe.

YTtoObl yaanuTb Bce 3anucu, BOCMOSb3yMTECh KHOMKOW YaanuTb Bce.

4.18.2 Ta6nuua ARP

[nsa ynpaeneHns KOMNbOTEPOM Bbl MOXETE BECTM HabniogeHVe 3a KOMMbHTEPaAMM NOKaNbHOM
cetu, npoeepas ceA3b MAC- n IP-agpeca B Tabnuue ARP. Takke Bbl MOXETe NPOU3BOAUTb
HacTpoWrKky anemeHToB Tabnuubl ARP. B pgaHHOM okHe oToGpaxaetca Tabnmua ARP. Oxa
COAEPXKUT MHOPMaUMIO MO MMerwmumca 3anucam ceasbiBaHma IP 1 MAC-agpeca (cm. puc.
4-104).

Tabnuua ARP

ID MAC-agpec IP-agpec CocrosiHne HacTpoiika
1 74-D4-35-92-30-BD 192.168.0.100 He CEAZAHO 3arpyanTk YOanuis

[ 3arpysuteBce | [ OGHOBMTB

Puc. 4-104 Tabnuua ARP
» MAC-agpec — MAC-agpec KOHTPONMPYyeMOro KOMMNbITEPA NOKaNbHON CEeTH.
> IP-agpec — HasHayeHHbIn IP-agpec KOHTPONMpyemMoro KoOMnbloTepa foKaribHOW ceTu.

» CocTtosiHne — B aTtom none coaepXxnTca I/IH(*)OpMaLl,I/IFl Nno HaNM4yno nnn OTCYyTCTBUKO CBA3N

MAC- n IP-agpeca.

» HacTtpoika — 3arpy3vTtb Unv yaanuTb 311EMEHT.
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e 3arpy3uTb — 3arpy3uTb 3f1eMeEHT B cnncok cessbiBaHnss MAC- n IP-agpecos.

o Ypanutb — Y0anuTb 9fieMeHT.

YUTtoObl Nnpon3BecTn CBA3bIBaHWE OS5 BCEX TEKYLLMX 3anmcen, BOCMNOmb3ynTech KHoMkon CBA3aTb
Bce (byHKUMSA JOCTYMHA TOMbKO NOCMe akTUBaL MM 3anucen).

YUToObl 3arpy3nTb BCE 3anmncu B CMMCOK, BOCNONb3YATECH KHOMKON 3arpy3uTb Bce.

YtoObl 06HOBUTL MHGOPMALMIO, BOCMOSb3YyNTECH KHOMKON OOHOBUTL.

& MpumeyaHwue:

3anncb He MoXeT ObITb 3arpykeHa B Tabnuuy ceasbiBaHus IP n MAC-agpecos, ecnu IP-agpec
3anuncu yxe 6bin 3arpyxeH paHee. B atom cnyvae nosBMTCA OKHO C coobLieHnem o6 oLmbKu.
AHanorn4yHo dyHKUMs "3arpy3nTb Bce" 3arpy3unT TOMbKO Te 3anmcu, KOTopble He nepecekarTcs ¢

3anncamum, yxe UMerLwnMmmnca B Cricke.

4.19 OunHamunyvecknn DNS

Mpu BoIBOpe MeHo AuHamuyeckun DNS BLI MoxeTe onpeaenaTe napaMmeTpbl paboTbl PyHKUUN.

MapwpyTtnsatop pacnonaraet gyHkunerr DDNS (Dynamic Domain Name System), kotopas
AernaeT BO3MOXHbIM XOCTUHT canTa, FTP- nnn no4toBoro cepeepa ¢ pUKCUPOBaHHbIM OMEHHbLIM
MMeHeM (KOTOpOe Bbl yKasblBaeTe caMu) U OMHAMUYECKUM agpecoM. OTO MO3BOMSET BalUM
OPY3bsiM MOAKNOYaTbCA K BalleMy CepBepy, yKasaB AOMEHHOe WMsS BHEe 3aBMCUMOCTU OT
3HaYyeHus IP-agpeca. Mepea  Havanom  umcnomnb3oBaHus  QYHKUMK Heobxoanmo
3apeructpupoBatbcsl Y  npoBavgepa DDNS-cepBuca, Hanpumep — www.comexe.cn,

www.dyndns.org unm www.no-ip.com. OT nocTasLiuka I/IHTepHeT-ycnyr Bbl NONy4YnTe naposib Uin

KITHOM.

4.19.1 Comexe.cn DDNS

Ecnn B kayecTBe npoBamngepa DNS-cepBuca 6bin BbibpaH www.comexe.cn, A0SMKHO NOSABUTLCS
OKHO, NokasaHHoe Ha puc. 4-105.
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MocTaABWKE YCNYT: Comexe ( www.comexecn ) MepeidTH K perMcTpaUnig. .

HNoMeHHDE HMA;
IOMEHHOE HMA:
[oMeHHOe UMA:
HoMeHHOE HMA;

IOMEHHOE HMA:

HmA nonewzoearens: username

Mapone: [TITITITITT]

Brnwoyute DOMNS

COCTORHHE NOAKMIYEHHA: DDMS He 3anyweHo!

Boliti

| Coxpanuts |

Puc. 4-105 Hactporiku Comexe.cn DDNS

[Ona yctaHoBku napametpoB DDNS Heo6xoaMMo BbINOMHUTL crieaytowme AencTBus:
1. JomeHHOe uMs BBEOUTE COOTBETCTBYHOLLIEE 3HAYEHME, NOMYYEHHOE OT MOCTOBLUMKA YCIYT.
Ykaxute UMs nonb3oBaTens y4eTHOM 3anuncu.

Ykaxute Maponb y4eTHONW 3anuncu.

A w0 N

HaxmnTte kHonky BonTn, 4TOObI BOWTU B CUCTEMY.

CocTosiHue nogkntoveHue — CoctosiHne nogkntoveHnss K DDNS-cepsucy.
UTo6bl BLINTM U3 CUCTEMBI, BOCMONb3YNTECH KHOMKOW BbIATH.

& lMpumevaHue:

Ecnun nocne ycnewHoro Bxoda Bbl XOTUTE CHOBA BOMTU HA APYryl0 YYETHYHO 3aMUCh, HAXMUTE
KHoMKy Bbixop, 3aTem BBeaUTE HOBOE MMsI MOSb30BATENS, NMaposib U HAXMUTE KHOMKy Bxoa.

4.19.2 Dyndns.org DDNS

Ecnu B kayecTBe npoBangepa DNS-cepBuca 6uin BoibpaH www.dyndns.org, NOSABUTCSA OKHO, Kak
nokasaHo Ha puc. 4-106.
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MocTaBWKE YCIYT: Dyndns ( www dyndns org ) ~ [Cepeiti K perucTpauuu...
Hma nonb3oBaTens: username
Maponk: [ TTITTITITY]

OomMeHHOe HaA:

Brnwoyute DDOMS

CoOCTOAHHWE NOQKNHYEHHA: DOMNS He 3anyweHao!

[ Boiiti ] | Bhiiith

| Coxpanute |

Puc. 4-106 Hactpoinkn Dyndns.org DDNS

Ona yctaHoBku napametpoB DDNS Heo6xoaMMo BbINOMHUTL crieaytowme AencTBuUs:
1.  Ykaxute AMA nonb3oBaTens y4eTHOW 3anmcu.
2. Ykaxwute MNMaponb y4yeTHON 3anucu.

3. B none lomeHHOEe nMSA BBeONTE COOTBETCTBYIOLLEE 3HAYEHNE, NOTyYeHHOoe OT Nposanaepa
DNS-cepsuca.

4. Haxmute kHonky BonTu, 4ToGLI BONTH B CUCTEMY.

CocTosiHue nogkntoveHue — CoctosHne nogkntoveHns K DDNS-cepsucy.
YUToObI BbIATK U3 CUCTEMbI, BOCMONb3YNTECH KHOMKOW BbINTH.

& lMpumeyvaHue:

Ecnn nocne ycneuwHoro Bxoaa Bbl XOTUTE CHOBaA BOWTW Ha OPYyryro y4eTHyro 3anncCb, HaXXMuUTe
KHOMKY Bbixop, 3aTem BBEANTE HOBOE UMS NOSb30BATENS, naposib U HAXMUTE KHOTMKY Bxop.

4.19.3 No-ip.com DDNS

Ecnn B kayecTBe npoBanaepa DNS-cepBuca 6bin BbIOpaH Www.Nno-ip.com, NOSIBUTCHA OKHO, Kak
nokasaHo Ha puc. 4-107.
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@yHkuna DDNS

MocTaBWwmK yCnyr: Mo-P { www.no-ip.com ) w»  [lepedTH K perucTpaumi. .
HmAa none3oearens: username
Mapone: I TITITTIT)

NoMeHHOE HMA:

[ Brnwowrte DDNS

COCTORHHE MOOKMIYEHHA: DDMS He 3anyiweHo!

[ Boiiti ] [ Briiti

|  Coxpanuts |

Puc. 4-107 Hactporikn No-ip.com DDNS

Ansa yctaHoBkM napameTpoB DDNS Heo6xoauMo BLINONHUTL crefytoline AeNCTBUA:

1. Ykaxute AMA nonb3oBaTens y4eTHOM 3anucu.

2. Yxaxute MNMaponb y4yeTHOW 3anucu.

3. B none [JlomeHHOe UMSs1 BBEANTE COOTBETCTBYIOLLIEE 3HAYEeHUe, NofNy4YeHHOe OT NoCcTaBLLUMKa
YCNyT.

4. Haxmute kHonky Bontu, 4ToGLI BONTH B CUCTEMY.

CocTosiHue nogkntoveHue — CoctosiHne noakntoveHnss K DDNS-cepsucy.

UTo6bI BLINTM U3 CUCTEMbBI, BOCMNOMb3YNTECh KHOMKOW BbINTH.

& lNMpumeyaHue:

Ecnn nocne ycnewHoro Bxoaa Bbl XOTUTE CHOBA BOWTW Ha OPYryro y4eTHyIO 3anncCb, HaXXMuUTe
KHOMKY Bbixoa, 3aTeM BBEAUTE HOBOE MMS MONb3oBaTeNs, naposib N HAXMUTE KHOMKY Bxogn.

4.20 MNMoppepxka IPv6

Mognepxka IPVG

- CocroRuue IPvE

- Hactpoika IPvE

Puc. 4-108 Moagaepxka IPv6

B meHto “Tlogaepxka IPv6” pacnonoxeHsl ABa NogMeHto (cM. Ha puc. 4-108): CoctosiHme IPv6 1
HacTtpouka IPv6. HaxxmuTe Ha HUX, 1 Bbl CMOXETE NPOBEPUTL NN HACTPOUTbL COOTBETCTBYHOLLYHO
dyHKumto. MNoapobHoe 06bACHEHUE ONs KAKAO0ro NOAMEHI0 YKa3aHO HUXe.
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4.20.1 CoctosiHue IPv6

MpeanoynTaemeli IPv6-anpec DNS-cepeepa:

AnbTepHaTHBHLIA IPVE-anpec DN S-cepBepa:

WAN
Tun NOQKNHYEHNA; DHCPvE
IPvG-agpec:

IPvG-agpec OCHOBHOMD WHD3A;

LAN
Tun HazHa4YeHwA IPvG-agpecoe: SLAAC
IPvG-agpec:
Link-ocal agpec: fed0::20a:ebfffe13:1214/64

Puc. 4-109 CocTtosiHue IPv6

CtpaHnuua CoctosiHue IPv6 oToOpaxaeT Tekylee COCTOsHUE 1 napameTpbl HacTpoek IPve. Bes
MHopMauus npegHa3HadYeHa TONbKO ANS YTEHUs!.

WAN

>

Tun noakno4veHus - Tun coegnHenusa IPv6 B cetn WAN.
IPv6 agpec — IPv6 agpec B cetn WAN.
IPv6-appec ocHoBHoOro wt3a — LLno3 MmapwpyTtusaTopa no yMOnYaHuio.

Mpepnountaembin IPv6-agpec DNS-cepBepa — [lpegnounTtaembin IPv6 agpec
DNS-cepsepa.

AnbTtepHaTnBHbIn IPv6-agpec DNS-cepBepa — AnbTepHaTuBHbin IPv6 apgpec
DNS-cepsepa.

LAN

Tun Ha3Ha4veHus IPv6 appeca — CyuwiectByeT ABa crnocoba HasHayeHus IPv6 agpeca:
npotokon SLAAC (ABToMaTudeckoe HazHavyeHue agpeca 6e3 3anomuHaHus — Stateless
address auto-configuration) un cepsep DHCPv6 (NpoTtokon  guHamuyeckom
KoHgurypaumm xocta gns IPv6 - Dynamic Host Configuration Protocol for IPv6)

IPv6 agpec — OtobpaxaeT IPv6 agpec nokanbHOWn ceTu.

Link-local agpec — Link-local agpec mapwpyTtusatopa B cetu LAN.
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4.20.2 Hactpowuka IPv6

WAN IPv6-anpec

Brrto4nTs IPVE:
Tun nogkmoyeHns VWAN: | DHCPvG v
® MonyynTe He BpEMEHHKIA IPVE-agpec
© MonyyuTs OENerMpoeaHne npedmkca IPVE
IPvG-agpec:

[ OBHosNTE ][ Oceobogute ]

® Monyynte IPvE-agpec DhES-cepeepa aBTOMaTHUECKN
MNpegnovuTaemei IPvé-agpec DNS-cepeepa:

AnbTepHatTMBHLI IPvE-aapec DNS-cepeepa:

[ #] llenoneaoeate cnegyowme IPvE-agpeca DNS-cepeepoB
HacTtpoiika LAN
Twn HasHa4YeHnn IPvE-anpecos: SLAAC w

NMpedwmkc IPvG-agpeca: P'Eei

LAN IPv6-agpec:

COXpaHnTh

Puc. 4-110 Bkntountb/BbiKNtounTh |IPV6

o  Bkniouuntb IPV6 — OT™mMeETLTE AaHHOE none, YTo BKAUNTb yHKumio IPv6. o ymonyaHuio

OHa BKJOYEHa.

e  Tun noakntoyeHus WAN — Beibepute nogxoaswmn tun coegnHeHna WAN B cOOTBETCTBUM
C CEeTeBOW TOMOMOrMen Ballero NocTaBLUMKa MHTEPHET-YCIYT.
e DHCPv6 — CoeavnHeHus1, ucnonb3ayoLllimMe gMHamu4eckoe HasHadveHne agpeca IPv6.

e Cratnyeckun IPv6 — CoeanHeHusi, UCNonb3ytoLMe CTaTU4eckoe HasHaveHue agpeca
IPv6.

e PPPoEv6 — CoeguHeHus, ucnonb3aylowme npotokon PPPoEvV6, Tpebywowuin nms
nonb3oBaTens U Naponb.

e TyHHenb 6to4 — CoeanHeHus1, ncnonbayloLne HasHadeHne agpecos 6to4.

PasnuyHble Tunel coeamHeHns WAN TpebytoT OT Bac HasHayYeHus pasnuyHbiX napameTpos. Hke
npeacrasneHo noapobHoe 0bbsiCHEHUE ANS KaXX4oro Tuna.

121



AC1750 1Byxanana3oHHbIN 6ecnpoBoaHOMN

Archer C7 rMrabuTHbLIA MapLUpyTU3aTop

1) DHCPv6

BKNH4MTE IPVE:
Tun nogkno4eHns WAN: DHCPvE v
® MonyynTs HE BpEMEHHBIR IPVE-agpec
(9] MonyunTe genernpoeadle npedgukca IPvG
IPv6-aapec:

[ OBHoBMTE ][ Oceobogute ]

® Monyynte IPvE-agpec DNS-cepeepa aBToMAaTHYECKK
Mpeonovutaembin IPvG-agpec DNS-cepeepa:
AnbsTepHatMBHbIN IPvE-anpec DNS-cepeepa:

(3] Mecnons3oeats cnedyowme IPvE-agpeca DNS-cepeepor

Twn HazHa4eHnA IPvE-anpecoes: SLAAC ~
Mpedwnkc IPv6-agpeca: o 64
LAN IPvG-agpec:

Pwuc. 4-111 DHCPv6

Monyuntb He BpeMeHHbIN IPv6-agpec — Nonyunts He BpeMeHHbIN IPv6-agpec oT nocTaBLiuka
WHTepHeT-ycnyr.

Monyuntb aenernposaHue npecukca IPv6 — Nonyunts BpemeHHbIn IPVv6-agpec 1 npedukc
IPv6-agpeca ot noctaBwuka MHTepHeT-ycnyr. BpemeHHbin IPv6-agpec HazHadaeTcs nopty WAN,
a nopt LAN pacnpegenset IPv6-agpeca 4yepe3 RADVD unu DHCP-cepBepbl.

IPv6-agpec — |IPv6-agpec, AMHaMuUyecku NpeaocTaBneHHbI BalluM NOCTaBLLMKOM
WHTepHeT-ycnyr.

HaxmuTte kHonky O6HOBUTBL Anst 06HOBNEHUA napameTpoB |IPv6 OT Bawero nocrasLLmKa
WHTepHeT-ycnyr.

HaxmuTe kHonky OcBob6oaunTb, 4Tobbl COpoCUTL NapameTpsl IPV6, nonyvyeHHbIe OT Ballero
nocraswuka MIHTepHeT-ycnyr.

Ecnwn Baw noctaBwuk IHTepHeT-ycnyr NnpedocTaBnseT Bam oaunH unu asa IPv6-agpeca
DNS-cepBepoB, BbibepuTe Ucnonb3oBaTtb cneaytowme IPv6-agpeca DNS-cepBepoB 1
ykaxuTe MNMpeanountaembin IPv6-agpec DNS-cepBepa 1 AnbTepHaTuBHbIN IPv6-agpec
DNS-cepBepa B COOTBETCTBYHOLLUX NOMsiX, MHa4Ye agpeca DNS-cepeepoB OyayT NpUCBOEHBDI
ANHAMUYECKN.

Mpennouyutaembin IPv6-anpec DNS-cepBepa — Ykaxute IPv6-agpec DNS-cepsepa B
LecTHaguaTepuyHoM chopmMate ¢ pasgenuTenbHbIMYM JBOETOUNSMU, NPeaoCTaBNeHHbIV BawM
NOCTaBLUMKOM VHTEpHET-YCryr.

AnbtrepHaTuBHbIN IPv6-agpec DNS-cepBepa — YkaxuTe gpyron IPv6-agpec DNS-cepsepa B
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LecTHaaLaTepMyHoM chopmaTe ¢ pasaenmTenbHbIMU ABOETOUMSIMU, MPEAOCTABIEHHbIN BaLLMM
NocTaBLMKOM VIHTEpHEeT-yCcnyr.

& MpumeyaHwue:

Ecnuv npu nonbiTke OTKpbITb VIHTEpHET-CTpaHuLy Yy Bac BO3HUKAET ownbka «aapec He HangeH»,
TO, CKOpee BCero, Bbl HenpaBuibHO ykasanu agpeca DNS-cepsepos. CBsxuTeCcb C Balnm
nocTaBLLMKOM VIHTepHeT-ycnyr, 4Tobbl nony4nte agpeca DNS-cepsepos.

Tun Ha3Ha4veHus IPv6-agpecoB — 370 cnNocob, C NOMOLLLI KOTOPOro MapLUpyTU3aTop
HasHa4aeT |IPv6-agpeca koMNbOTEPY B JIOKaNbHOM ceTu: ¢ nomoLubio SLAAC (aBToMaTudeckomn
HaCTpOoWiKn agpecoB 6e3 coxpaHeHusi coctosHus) n DHCPv6B-cepepa (DHCPV6 - npotokon
ONHaMMNYECKOW HacTpowkKn yana ansa IPve).

Mpedukc IPv6-apgpeca — 3aech ykasaH npedmke IPv6-agpeca.

Bpems apeHabl — BpeMeHHO NPOMEXyYTOK, B Te4eHne KOTOPOro norb3osaTtento B cetun byaer
paspeLLeHOo NoaKNIYeHMe K MapLIpyTusaTopy ¢ Tekywmum IPv6-agpecom. Ykaxute nepvog
BpeMeHM (B cekyHaax), B TedeHune koToporo byaet npegoctaeneH IPv6-agpec (o1 1 go 691200
cekyHa). Mo ymonyaHuto ykasaHo: 86400.

LAN IPv6-agpec — 3necb otobpaxaetcs IPv6-agpec B cetu LAN.

2) CraTtnuyeckum IPv6

Brrro4uTE IPVE:
THR nogknYeHns VWAN: | Cratnyeckni IPvE hd
IPvG-agpec: | s |
OCHOBHOR W3 | - |[I'I0 BRIGOPY)
Pasmep MTU (B Gantax): 1500 (3HayeHWe No ymonyadui: 1500, He n3MeHATs Ge3 HeobBxogumocti.)
Mpegno4ynTtaemei IPvé-anpec DN S-cepeepa: |2001:4850:4850::8888 |(I'I0 BRIGOPY)
AnbTepHaTHBHLIA IPV6-anpec DN S-cepBepa: |2001:4860:4860::8844 |[I'Io BhIGOpY)
Hactpoika LAN
Tun HasHa4eHus |PvB-aapecos: SLAAC A4
NMpedukc IPvG-anpeca: |:: Lfﬁd-
LAN IPv6-agpec:

PucyHok 4-112 Ctatudeckuin IPv6

IPv6-appec — Beegute IPv6-agpec B wectHaguaTepuydHom doopmaTte ¢ pasgenntenbHbIMu
OBOETOYMAMM, NPEAOCTaBIEHHbIN BaMM NOCTaBLUMKOM VIHTEpHET-yCnyr.

OcHoBHOWM W03 — BBEeaMTe aapec OCHOBHOIO LUN03a B LeCTHaauaTtepuyHoM popmare ¢
pasfenuTenbHbIMU IBOETOUNAMU, MPEOOCTaBMNEHHbIN BallMM NOCTaBLMKOM VHTepHEeT-ycnyr.
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Pasmep MTU — Paamep MTU (MakcumanbHbIN pa3mep naketa) ansa 6onblwimHcTBa ceten Ethernet:
1500 6anT, aToro 3Ha4yeHns obbIYHO JOCTaTOMHO. B cnyyae ¢ HekoTopbIMK NOCTaBLUUKaMMm
WHTepHeT-ycnyr MOXeT NoTpeboBaTbCst UBMEHUTb AaHHOE 3HaveHne. ViameHeHue gaHHOro
napameTpa OCYLLECTBMSETCS KpaiHe peaKo U TONbKO B TOM criydae, ecnu aToro Tpebyer Baw
noctaBLWmK VIHTepHeT-ycnyr.

Mpennouutaembin IPv6-anpec DNS-cepBepa — Ykaxute IPv6-agpec DNS-cepsepa B
LecTHaguaTepnyHoM chopmMate C pasgenuTenbHbIMYM OBOETOUNSMU, NPeAOoCTaBNeHHbIV BaM
NOCTaBLUMKOM VHTEpHET-yCryr.

AnbtepHaTuBHbIN IPv6-agpec DNS-cepBepa — YkaxuTe gpyron IPv6-agpec DNS-cepsepa B
LecTHaaLaTepnyHoM chopMaTe ¢ pasgenuTenbHbIMU BOETOUUSMU, NPEAOCTABMEHHbIV BaLLUM
NoCcTaBLUMKOM HTEpHET-yCryr.

Tun Ha3HaveHus IPv6-agpecoB — 370 CNoOCco6, C MOMOLLLIO KOTOPOro MapLUpyTu3aTop
Ha3Ha4aeT |IPv6-agpeca koMnbloTepy B NIOKaNbHOM ceTu: ¢ nomoLlbio SLAAC (aBTomatuyeckon
HaCTpOVikn agpecoB 6e3 coxpaHeHusi coctosHus) n DHCPv6-cepsepa (DHCPV6 - npotokon
ONHaMMYeCKOM HacTpowkm y3na ang IPve).

Mpedukc IPv6-agpeca — 3aeck ykasaH npedmke IPv6-agpeca.

Bpemsa apeHabl — BpeMeHHOI NPOMEXYTOK, B TEYEHME KOTOPOro Nosib3oBaTtento B ceTn byaet
paspeLLeHOo NoAKNIYEeHME K MapLIpyTu3aTopy ¢ Tekywmum IPv6-agpecom. Ykaxute nepvog
BpeMeHM (B cekyHaax), B TedeHume KoToporo byaet npegoctasneH IPv6-agpec (ot 1 go 691200
cekyHa). Mo ymonyaHuto ykasaHo: 86400.

LAN IPv6-agpec — 3necb otobpaxaetcs |IPv6-agpec B cetn LAN.

3) PPPoEv6

Brnw4ute IPvE: i

THN noaknoYeHHA VWAN: PPPoEvG -

WmA nonb3oBatens:
Napone:

MoareepouTs Napornk:

CnocoG nony4enun IPv6-agpeca: MonyJuTe He BpemeHHkl |PvE-agpec -
IPvG-agpec: :
Orxosenol
Tun HasHaveHna IPvB-agpecos: SLAAC -
NMpedukc IPv6-agpeca: o 154
LAN IPvG-anpec:
| Coxpanuts | | JomonHUTENBHO |

PucyHok 4-113 PPPoOEV6
Mma nonb3oBatens/Maponb — BeeanTe 3geck nMs nonb3oBaTtens 1 napornb, NpegoCcTaBneHHble
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BalUMM NOCTaBLUMKOM VHTepHeT-ycnyr. 3Tu Nons YyBCTBMTENbHbI K PErUCTPY.
Cnoco6 nony4yeHus IPv6-agpeca

* MonyunTtb He BpeMeHHbIN IPv6-agpec — Nony4nTs He BpeMeHHbIv IPv6-agpec ot
noctaBLmka VIHTepHeT-ycnyr.

* Monyuntb aenernpoBaHue npecukca IPv6 — Nonyunts BpeMmeHHbIN IPvG-agpec 1 npedukc
IPv6-agpeca ¢ nomoLubio DHCPV6 ot noctasLumka MHTepHeT-ycnyr. KnmeHTbl B NOKansHOM cetu
nony4atot IPv6-agpeca 4epes genermposaHue.

* Ucnonb3oBaTtb IP-agpec, ykazaHHbIM NOCTaBLWMKOM UHTepHeT-yCcnyr — YKaxuTe
ctatudeckunin IPv6-agpec ot Bawlero noctaswimka VMIHTepHeT-ycnyr.

HaxmuTe kHonky MoaknounTb Ans HeMeaneHHOro NOAKIOYEHNS.
Haxxmute kHonky OTKNIOYNTL, YTOOLI OTKMIOYMTL VMIHTEpHET-coeanHEeHe HeMeaNeHHO.

Tun HasHaveHus IPv6-agpecoB — 310 cnNocob, C MOMOLLBI KOTOPOro MapLLpyTU3aTop
HasHavaeT |IPv6-agpeca KomnbloTepy B NlokanbHon cetu: ¢ nomollbto SLAAC (aBToMaTmnyeckon
HacTpOKKKN agpecoB 6e3 coxpaHeHus cocTtosiHus) n DHCPv6-cepeepa (DHCPV6 - npoTokon
ANHaMMYecKon HacTpownku yana ang IPv6).

Mpedukc IPv6-agpeca — 3aeck ykasaH npedumke IPv6-agpeca.

LAN IPv6-agpec — 3necb otobpaxaetcs |IPv6-agpec B cetn LAN.
4) TyHHenb 6to4

BrnrounTs IPVE:
Tun nogknoYveHna VWAN: TyHHenb Gtod 4
Anpec: 0.0.0.0

Macka nogcer: 0.0.0.0

LWINKa No yMon4YaHHH: 0.0.0.0
Agpec TyHHens:
Pazmep MTU (B GarnTax): 1480 (no ymonyaHuio 1480, He MaMeHATs Gea HeoGXogMMoCTi.)
F Mcnone3ceate cnegylwme IPvG-agpeca DNS-cepeepoE

MpegnoynTaemei IPvG-agpec DNS-cepeepa:
AnNbTepHaTMBHLIA IPvE-agpec DNS-cepeepa: (Mo eeiGopy)

Twn HasHa4YeHuA IPvE-anpecos: SLAAC “

Mpedukc IPvé-agpeca:
LAN IPvG-agpec:

COXpaHUTb

PucyHok 4-114 TyHHenb 6to4

Appec/Macka nogcetn/OcHoBHOM w3 — IPv4-agpec/macka NnoaceTn/oCHOBHON LLUNMO3 B
AecsATUYHOM cbopmaTe ¢ pasaenmTenbHbIMU TOYKaMM.
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Paamep MTU — O0bI4HO 3HadeHne MTU (Maximum Transmission Unit — makcmanbeHbI pasmep
onoka nepegayn) ana 6onblimHcTBa ceTen Ethernet coctaBnsier 1480 6aiT. PekomeHgyem He
N3MEHATb 3TO 3HA4YEHME, ECNN TOMbKO 3TOro He TpebyeT Baw nocTaBLmK MHTepHeT-ycnyr.

Ecnu Baw noctaBwmk MHTepHeT-yCcnyr npegoctaBngaeT Bam oauH unu aea IPv6-agpeca
DNS-cepBepa, Bbibepute Ucnonb3oBaTtb cneayrowme IPv6-anpeca DNS-cepBepoB 1 B
cooTBeTCTBYOLLMX Nonsax Beeaute NMpeanoyntaembin IPv6-agpec DNS-cepBepa u
AnbTtepHaTuBHbIN IPVv6-agpec DNS-cepBepa. B npotnBHom crniyvae agpeca DNS-cepsepoB
OyayT npyucBanBaTbCsl BAM OT MOCTaBLUMKA UHTEPHET-YCNYT AUHAMUYECKM.

Mpeanountaembin IPv6-agpec DNS-cepBepa — Beegute IPv6-agpec DNS-cepeepa B
LUecTHaguaTepu4HoM dopmare ¢ pasgennTernbHbIMU JBOETOUMSIMU, Kak BaM ero npegoctaBun
Ball nocTaBLUMK MIHTepHeT-ycnyr.

AnstepHaTtuBHbIN IPVv6-anpec DNS-cepBepa — Beeaute apyron IPv6-anpec DNS-cepeepa B
LecTHaaLaTepMYHOM hopmaTe C pasaenmTenbHbIMY OBOETOUMSIMU, KaK BaM ero npeaoctaBun
BaLU NocTaBLMK VIHTEpHET-yCnyr.

Tun Ha3Ha4veHus IPv6-apgpecoB — 3TO CNOcob, C MOMOLLBK KOTOPOro MapLUpyT13aTop
Ha3Ha4aeT |IPv6-agpeca koMnbloTepy B NlokansHom cetu: ¢ nomolubio SLAAC (aBToMaTuyeckomn
HacTpouikun agpecos 6e3 coxpaHeHusi coctosHns) n DHCPv6G-cepeepa (DHCPV6 - npotokon
ANHaMM4YecKon HacTpownku y3na ansg IPv6).

Mpedukc IPv6-agpeca — 3aeck ykasaH npeduke IPv6-agpeca.
LAN IPv6-apgpec — 3gecb otobpaxaetcs |IPv6-agpec B cet LAN.

4.21 CucrteMHble UHCTPYMEHTbI

CHCTEMHLIE MHCTPYMEHTLI

- HacTpoiika BpeMeH

- warHoCcTHEA

- DBHOBNEHKe BCTpOeHHOoro MO

- 3aB0CKHE HACTPONKH

- PezepBHan KonuA W BoccraHoBneHwe
- Nepeszarpyaka

- MNaponk

- CHCTEMHLIA ®ypHan

- CramicThea

Puc. 4-115 MeHio CUCTEMHbIE UHCTPYMEHTHI

MeHio CucTeMHble MHCTPYMEHTbI COAEPXUT cregylolme nogmeHio — HacTtporka BpeMeHm,
OnarHoctuka, O6HoBneHue BcTpoeHHoro MO, 3aBoackue HacTpownku, PesepBHasa konua u
BoccTaHoBneHue, [lepesarpy3ka, [aponb, CuctemHbin XypHan u Crtatuctuka. [ns
HACTPOWKN HY>XHOW (PYHKLMK BbIBepuTe COOTBETCTBYIOLLEEe MeHIo. Hike npuBoantcsa nogpobHoe
OnMcaHue Nno KaXaoro 13 3TUx NoAMEH!HO.
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4.21.1 Hactpouka BpeMeHun

BbiGpaB mMeHi0 CUCTEMHble MHCTPYMEHThbI - HacTpoiika BpeMeHUn, Bbl MOXETe HacTpauBaTb
napamMeTpbl BPEMEHM B OKHE, MPEACTaBNIEHHOM Ha PUCYHKE HUXE.

Yacoeo# NoAc: (GMT+03:00) Baraan, Kyeeiit, Halipobu, 3p-Puag, Mockea -
Oara: 1 1 2014 (MecAWDeH/rog)
Bpema: 0 A4 18 (YaCKIMUHYTHIICEKYHOLI)
NTP-cepeep 1: 0.0.0.0 (He ofA3aTeneHo)
NTP-cepeep 2: 0.0.0.0 (He ofA3aTeneHo)

[ Nony4nTs cpearee spema no MpuHeNyy |

BrnrounTe MCNONE30BaHWE NETHEMO BPEMEHN KPYTILIA rog -
Havano: 2014 | Mapt 3 Bock 02
Konew: 2014 |Honb 20 Bock 03
COCTORHHE NETHETD BPEMEHH: NeTHee BpeMA BKMIGYEHD.

Mpumeyanue: HaxmuTe TIonyunTe CpegHee BpemA nNo I puHEYy’, yToORI 0GHOBWTE
EPEMA C CEPBRPOB Yepes VIHTepHeT

| Coxpanute |

Puc. 4-116 HacTtpoika BpeMeHun

» YacoBou nosic — /13 BeinagaroLLero cnmcka Heodxoammo BbiIbpaTh HYXXHbIN YaCcOoBOW MOsC.
> [Data — Ykaxute gaty B popmate OO/MM/TT.
> Bpems — YkaxuTte Bpemsa B popmate H4/MM/CC.

> NTP-cepBep 1/NTP-cepBep 2 — Beegute agpec unm gomeHHoe umss NTP-cepBepa 1 vnu
NTP-cepBepa 2, nocrie 4ero mapLupyTtmusatop byager nonydatb Bpemsl. Kpome Toro, ans
HEKOTOpbIX BCTPOeHHbIX NTP-cepBepoB MapLUpyTU3aTOp MOXET MofnyvaTb 3HaveHue
BpEeMeHM aBTOMAaTUYECKU MPpU NOAKMYEHUN K VIHTepHeT.

> JleTHee Bpewms - Bbibepute 13 crnvcka, 4ToObl BKMOYNTD NTETHEE BPEMS.

> Ha4yano — BpeMﬂ, C KOTOPOro Ha4YnHaeTCA NieTHee BpeM4. Bb|6ep|/|Te MecdLl B NepBOM Mnorne,

Heaent BO BTOPOM none, n BpeMA B TPETbEM MNose.

> KoHey, — BpeMﬂ, Korga 3akaH4nBaeTCAd JieTHee BpeM4d. Bb|6ep|/|Te mMecdl B nepsoM norie,

Heaen BO BTOPOM none, n BpeMA B TPETbEM MNoJe.

> CocTosiHue neTHero BpemMeHun — OTo6pa>KaeT COCTOAHUE, UCMNONb3yeTCA I JieTHee BpeMA

UINn HeT.

YT06bI HACTPOUTL CUCTEMY B PYYHOM peXUMe:

1. BbiGepuTte yacosow nosc.
2. YkaxuTe gaty B popmate geHb/mecsu/rog.

3.  YkaxuTe Bpemsa B hopmare yac/MuHyTa/cekyHaa.
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4. Haxmute kHonky CoxpaHuUTb.

Y106bI HaCTpouUTb CUCTEMY aBTOMATUYECKU:

Bbibepute yacoBon nosc.
2. Bsegute agpec nnun gomeHHoe nmsa NTP-cepsepa 1 unu NTP-cepBepa 2.

3. Haxmute kHonky MonyunTtb cpeaHee BpeMA no MPUHBMYY, 4TOOLI Nonydarb CUCTEMHOE

Bpemsi Yepes VIHTEpHET Npu HanuymMm NoaKIoYEHNs K HEMY.

YT10ObI yCTAaHOBUTBL NEeTHEE BpPEMS:

1. BbiGepute us cnmucka BkniounTb neTHee Bpemsi.

2. BbiGepute BpeMs Hayana v3 BbinagatoLlero cnucka B none Havano.

3. BblbepuTe Bpems 3aBepLUeHNs U3 BbinagatoLero cnuncka B none KoHeu.
4

[lns coxpaHeHus1 HaCcTPOeK, HaXMUTE KHOMKY COXpaHUTb.

KMKYWTE NETHEE BREMA

Havano: Mapt || 3-nit + || Bockpecenee v || 2:00 A
LGLET HoAbpe w || 24 + || BockpeceHee w300 hd
COCTOAHME NETHErD BPEMeH: NeTHEE BEPEMA EKTIDYEHD.

Puc. 4-117 HacTtpowka BpemeHu

& MpumeyaHue:

1. [aHHble HacTponkn ByayT UCMonb3oBaTbCA PSAOM (PYHKLMIA, TaKUX KaK MEXCETEBOW 3KpaH.
lMocne Bxoga B MapLupyTM3atop Bbl OOMKHbI yKasaTb 4acoBow nosic. Ecnv 310 He Obino

cAernaHo, To aTn yHKuumM pabotaTb He ByayT.
2. 3HayeHue BpeMeHu ByaeT NoTepsiHO Npu BbIKMYEHUM MapLupyTM3aTopa.

3. MaplpyTtusatop MoxeT nonyyuutb cpegHee Bpems no [puHBmyy (GMT) n3 VHTepHeT npu

Hannm4nm noaknto4eHun4.

4. JleTHee Bpemsl BCTYNUTB CUITy Yepes OfIHY MUHYTY MOCIe 3aBepLLUEHNS] HACTPOEK.

4.21.2 [OnarHocTuka

Bbi6paB CucTeMHble MHCTPYMEHTbI - [lnarHocTuka, Bbl MOXeTe npu noMmoLum dyHkumi Ping n
TpaccupoBKa NpoBepsTb paboTy CETU (CM. PUCYHOK HUXKE).
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napaMBTphl AWarHoCTHKN
WHCTPYMEHT OWarHOCTHKMN: (%) Ping (O Tpaccwpoeka

IP-agpec/doMeHHOe MMA:

Cyérymk Ping: 4 {1-50)
Paamep Ping-nakera: 64 (4-1472 Gaiit)
BpewmA oxunaHnA Ping: 300 {100-2000 mnc)
Tpaccwpoeka Max TTL: (1-30)

PesynbTaThl AHarHOCTUKN

Havyatb

Puc. 4-118 WHCTpYMEHTbI AMarHOCTUKM

> WHcTpyMeHT anarHocTuku — Boibepute COOTBETCTBYIOLLYIO SHENKY.

» Ping — 3TOT OMarHOCTMYECKMN MHCTPYMEHT YCTpaHseT npobrnembl C NOAKMHYAeMOCThIO,

OOCTUXMMOCTbIO U pa3pelleHnemM MMeHn Ona KOHKPETHOro y3sna unn wnro3a.

> TpaccupoBkKa — OTOT MHCTPYMEHT NPOU3BOANT NPOBEPKY PabOoTbl NOAKIOYEHMS.

& lMpumevaHue:

Bbl MOXeTe npuMeHsATb WHCTPYMeHThl Ping/TpaccupoBka Aansa npoeepku [IP-agpeca uvnu
AoMeHHOoro umenn. Ecnun npoeepka nHctpymeHTamm Ping/TpaccupoBka B oTHowweHun IP-agpeca
npowsna ycrnewHo, HO C LAOMEHHbIM WMEHEM BO3HUKNN MNpobnembl, 3TO MOXET O3Ha4daTb
npobriemy c paspelleHnemM MMeH. B atom cnydae crnegyet yb6eamTbCs, YTO OOMEHHOE UMS,
KOTOpOE Bbl YKa3blBaeTe, ABMAETCA paspeLleHHbIM, ncnonbysa ansa atoro DNS-3anpocsl (Domain
Name System — Cnyx6a JOMEHHbIX UMEH).

> IP-apgpec/doMmeHHOe uma — YkaxuTe IP-agpec nnn JomeHHoe nMsi pecypca, NoaKtoveHne

K KOTOPOMY Bbl XOTUTE MPOBEPUTH.
» CueTuyumk Ping — Noka3bIiBaeT YNCIO OTMPABMEHHbIX 3X0-3anpocoB. 1o ymonyaHuio — 4.

> Pa3mep Ping-naketa — YkasbiBaeT KoOnNu4yecTBO OaMTOB [aHHbIX K oTnpasBke. [1o
yMOnyaHuio - 64.
> Bpemsa oxuganua Ping — 3gecb ykasblBaeTcs BpeMsi oxuaaHusi otBeta Ping-naketa, B

munnucekyHgax. o ymonyanuio — 800.

» TpaccupoBka Max TTL - 3aganTe MakcMmarnbHOE KONMYECTBO OTCKOKOB (Anst AOCTUXKEHMS
MakcumarnbHOro 3HadyeHus TTL) Ha nyTn B nouckax uenu (HasHadeHust). [lo ymonyaHuio -
20.
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UTo6bl Ha4YaTb NPOBEPKY NOAKIOYMEHMS K IHTEpPHET, BOCNONb3yMUTeCh KHOMKOM HavaTtb.

B okHe Pesynbtathl AvarHocTvky 6yayT npeacTaBneHbl pesynbraThl.

Ecnu pesynbrat aHanorm4eH pesynbrarty, npeacrtaBrieHHOMY Ha PUCYHKE HMXe, C NOAKMIYEHNEM
K MHTepHeT BCe B nopsAake.

Pe3ayneTaTkl AMarHOCTHUKH

'V Pinging 202.108.22.5 with 64 bytes of data: :
| Reply from 202.108.22.5° bytes=64 time=1 TTL=127 seq=1 i
iHepIﬁ,rfrum 202.108.22.8. vtes=64 time=1 TTL=12T7 sen=2
VReply from 202.108.22.80 hytes=64 time=1 TTL=127 seq=3 i
vReply from 202.108.22.5; nvtes=64 fime=1 TTL=127 seq=4

: Ping statistics for 202.108.22.4

Fackets: Sent=4, Received =4, Lost=0{0% loss
EAppruxlmate round trp times in milliseconds:
v Minimum =1, Maximum = 1, Average = 1

Puc. 4-119 PesynbraTtbl AMarHOCTUKK

?prmeanMe:

1. Tonbko oavH Nofb3oBaTenb B OOHO M TO Xe BpeMsl MOXET Mofb30BaTbCs MHCTPYMEHTaMU
ANarHOCTUKN.

2. Onuum “Cuétumk Ping”’, “Pasmep Ping-naketa” un “Bpema oxumaaHus Ping” aBnstoTcs
napametpamun yHkuumn Ping. “TpaccupoBka MAX TTL” sBnsetcs napameTpom yHKUMM
TpaccupoBka.

4.21.3 O6HoBneHue BcTpoeHHoro MO

BbibpaB CuctemMHble UHCTPYMeEHTbI - O6HOBRNeHue BcTpoeHHoro MO, Bbl MoxeTe 06HOBUTL
BCTpoeHHoe MO mapLupyTtnsatopa (CM. pPUCYHOK HIDKE).

Daiin:
Bepcua scTpoenHoro MO: 3.13.34 Build 140411 Rel 45085n
Bepcua ofopynosaqHus: Archer C7 w2 00000000

Puc. 4-120 O6HoBReHue BcTpoeHHoro MO

> Bepcua BcTpoeHHoro MO — B 3Tom none mnokasbiBaeTCa HOMEp TeKyLen Bepcum

BcTpoeHHoro [MO.

> Bepcusa obopynoBaHua - B 3Tom none nokasbiBaeTcsi HOMEpP TEKYLLEN BEPCUM annapaTHON
yactn. Bepcnst annapaTHom 4actu charina OGHOBREHUS OOS/PKHA coBnagath C TeKyluewn

Bepcuel annapaTHoi YacTu MapLupyTusaTopa.

Y1oObI npon3sBecTM OOHOBNEeHMe BcTpoeHHoro [1O mapwpyTusatopa, Heob6xoauUMO
caenartb cnepytoulee:
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Ckavavite panin o6HoBneHuns ¢ Hawero canTa (http:/www.tp-link.com).

B none ®ann ykaxute wnnu Bbibepute NyTb K danny BCTpoeHHoro 10O, KoTopbiA Bbl
COXpaHWIN Ha KOMMblOTEpE.

HaxmuTe kHonky OBHOBUTD.

Mocne 3aBepLueHnA obHoBneHus MapLUpyTU3aTop BbIMNOJTHUT Nepe3arpy3ky.

MpumeyaHue:
dannbl 0OHOBNEHMI HaxoasTcsa Ha canTe http://www.tp-link.com, oTKyaa nx MOXHO ckayaTb.

CnenyeT npou3BoAMTb OOHOBMEHUS TONbKO Torda, Korga HoBasi BEpCUsi COAEpPXKUT
HeoGxoaumyo BaM yHKumMio. OOHako nNpU BO3HUMKHOBEHUW MNPOGNEM CBSA3aHHbLIX C
MapLUPYTM3aTOPOM, a HE ero HacTponkamu, creayeT NPoOU3BeCcTM OOHOBINEHNE BCTPOEHHOIO
Mno.

Mpn o6HoBReHUN BcTpoeHHoro MO Bbl MOXeTe MOTEpsTb Tekyllne HacTpowku. [MoaTomy

criedyeT COXpaHUTb AeNCTBYIOLLIME HACTPOKN, YTOObI M36exaTb NoTepu BakHbIX HACTPOEK.

Mpv 0GHOBNEHNM He BbIKIOYANTE MapLUPyTU3aToOp U He NPOU3BOAUTE ero nepesarpysky. B

NPOTMBHOM Crly4ae YCTPOMNCTBO MOXET ObITb MOBPEXAEHO.
Bepcus BctpoeHHoro MO gomkHa coOOTBETCTBOBATL annapaTHOW 4acTu YyCTponcTBa.

I'Ipou.ecc OOHOBIEHUA 3aMMeT HECKONbKO MUHYT W NO 3aBepLieHnro obHoBnEHUA

aBTOMATU4YECKN BbIMOJTHUTCA Nnepe3arpya3ka.

4.21.4 3aBoaCcKne HaCTPOMKU

BbibpaB CucteMHble MHCTPYMEHTbI - 3aBOACKME HAaCTPOMKM, Bbl CMOXETE BEPHYTL 3aBOACKME
HACTPOWKN (CM. PUCYHOK HUXE):

HaxmuTe 3Ty KHOMNKY ONA BOCCTAHOBNEHWA 33B0OCKNY HACTPORK.

BoccTaHoBuTs

Puc. 4-121 3aBoackue HacTpomrku

Haxas KHOMKY BoccTtaHOBUTD, Bbl BepHeTeCb K NCXOA4HbIM HaCTpOVIKaM.

>

>

>

ma nonb3oBatens: admin
Maponb: admin

Macka noacetu: 255.255.255.0

& lMpumeyvaHue:

Bce coenaHHble HaCTp0I7IKI/I 6y,ClyT noTepAHbl Npn Bo3BpaTe K 3aBOACKUM HaCTpOI7IKaM.

4.21.5 Pe3epBHas KONUA N BOCCTaHOBJIEHME

BbiopaB CuUCTEMHble MHCTPYMeHTbl - Pe3epBHass KOMUA M BOCCTAHOBIIEHME, Bbl MOXETE
COXpaHWUTb TeKylLMe HAacTPOKn B BUae daina 1 3arpyavTb UX U3 aina, Kak nokasaHo Ha puc.
4-122:
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PesepBHan KoNKMA: [ F'ES.BpEIHEH KonuAa ]

@aiin: ‘ ‘[ O6zop.. | [ BOCCTaHOBMTE

Puc. 4-122 PesepBHas konusi 1 BOCCTaHOBMEHMWE

» YTobObl COXpaHWUTb BCE TeKyllMe HacTporku B haln Ha KOMMbIOTEPE FOKanbHOW CETH,

HaxXmMuTe KHOMNKy Pe3epBHas konus.
> YTobbl 3arpy3nTb HAaCTPOWMKW, HEOOXOAMMO caenaTb cneayloLlee:
e [lpu nomoLuy kHorku O630p BbiGEpUTE HYXKHbIN hanin UMK YKaXKUTE MyTb K HEMY.
e Haxmute kHOMKy BoccTaHOBWUTb, 4YTOObI 3arpy3nTb HAcCTpPOWkM M3 danna, nyTb K
KOTOPOMY Bbl yKa3anu unv BBenu B nycToMm norie.
& lNMpumeyaHue:

Tekyline HacTporiku OyayT 3ameHeHbl HacTpovkamu u3 dpanna. lNpouecc 3arpysku 6yget
anntbest okono 20 cekyHA, Mocrne 4ero MapLupyTMsaTop aBTOMaTuU4decku nepesarpysurcs. B

npoLecce 3arpy3ku He BbIKIo4YanTe MapLupyTM3aTop, Tak Kak 3TO MOXET NPUBECTU K MOJOMKE.

4.21.6 lNepe3arpy3ka

BbiobpaB CucTeMHble MWHCTPYMeHTbl - [lepesarpyska, Bbl MOXeTe nepesarpysutb
MapLUpyTM3aTop Npu NnoMoLum kHomku MepesarpysnTb (CM. PUCYHOK HIDKE).

Mepesarpyska

HaxmWTe 3Ty KHONKY ONA Nepe3arpyakn MapupyTnaaTopa.

Mepe3arpyauTs

Puc. 4-123 Tlepesarpyska
HekoTopble HAaCTPOMKM MapLUpyTM3aTopa BCTYNaloT B CUNY TONbKO MNOCHE ero nepesarpysku:
» W3ameHeHune LAN IP-agpeca (cuctema nepesarpysmuTcst aBTomaTuyecku).
> WN3ameHeHune HacTpoek DHCP.
» WVameHeHue HacTpoek BecnpoBoaHON Nepefayn AaHHbIX.
»  VameHeHue nopTa BeG-ynpaBneHus.

» OOHoBneHne  BcTpoeHHoro 1O mapwpyTtuM3aTopa  (cucteMa  nepesarpysuTcs

aBTOMaTUYeCKM).
> BoccraHoBneHne 3aBOACKMX HACTPOEK (CUCTema nepesarpysutcs aBToMmaTuyecku).

» OBHoBNeHWe HacTpoek 13 canna (cuctema nepesarpys3vTca aBToMaTU4ecKku).
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4.21.7 Maponb

Bbibpae CucrteMHble WMHCTPYMeHTbl - [laponb, Bbl MOXET€ 3aMEHUTb WCXOQHOE UMS
nonb3oBaTesnsa Unu Nnaposb MapLLpyTM3aTopa, Kak NnokasaHo Ha puc. 4-124.

lIl49 NONE30BATENA M NAPONE HE O0M¥HE ObITE ANWHHEe 14 CAMBONOE W HE OO0N#HEl COOQep#aTte npodent!

Mpegsigywee HMA NONLI0BATENA:

MpenbiaywrH napone:

HoBoe WMA NONbL30BATENRA:
HoBeIA Napone:

MoareepauTs HOBLIA NAPONkL:

[ Coxpanute | | Oumctuts Bee

Puc. 4-124 TMaponb

HacTtosTenbHO pekoMeHOyeTcs W3MEHUTb WCXOAHOE WMS Monb3oBaTtens W naporb
MapLupyTM3aTopa, Tak Kak BCeM MNorib3oBaTteriem, koTopble 6yayT obpalwaTtbcs kK Beb-yTunuTe
Unn macTepy ObICTPOW HacTpoWkKu, OyoeT NPeanoXeHo ykasaTb MCXOOHOE UMS Monb3oBaTens u
napornb.

& lMpumeyvaHue:
OnuHa umeHn nonb3oBaTens 1 napons He AoMmkHa npesbiwaTtb 14 CMMBOMOB, Y B HEM HE AOMKHO

ObITb NpobenoB. [Ina NOATBEPXKAEHMS HEOOXOAMMO BBECTM Naporb ABaXKAbI.

UT06bl 3aBEpLUNTL NPOLEAYPY, HaXKMUTE KHOMKY COXpaHUTb.

YTtoObl 04NCTUTL 3anucw, BOCI'IOJ'Ib3yIZTer KHornkon O4ncTUTbL BCe.

4.21.8 CucteMHbIN XypHan

Bbibpas CuctemMHble UHCTPYMEHTbl - CUCTEMHbIN XypHan, Bbl MOXeTe npocMaTpuBaTb
XypHanbl MapLupyTm3artopa.
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DYHKUHA _

ABTOOTNPAEKH OTknoyeHa HaCcTPOWEN NOYThI

NoYTHI:

Tun wypHana: BCE - YpoBeHb ¥ypHana: BCE -

WHoekc Bpema Tun YpoeeHb Cogepxumoe ¥ypHana
129 |1stday 00:58:24 DHCP | MMIH®O DHCPC Send DISCOVER with requestip 0 and unicastflag 0
128 |1stday 00:58:22 DHCP |MH®O DHCPC Send DISCOVER with request ip 0 and unicastflag 0
127 |1stday 00:58:20 DHCP NMH®O DHCPC Send DISCOVER with requestip 0 and unicastflag 0
126 | 1stday 00:58:11 |DHCP [MH®O DHCPS:Recy INFORM from 74:D4.35:92:30:BD

125 |1stday 00:53:56 PPP |\ MPEOYTNPEXOEHWE PPPoOEVE disconnected.

Bpema = 2014-01-01 0:58:25 3507s

H-Ver = Archer C7 v2 00000000 : 5-Ver = 3.13.34 Build 140411 Rel.45085n
L=192.168.0.10 : M = 255.255.255.0

W1 =DHCP:W=10.0.0.0: M=0.0.0.0 : G=0.0.0.0

OBHOBUTE ] [ CoxXpaHuTb XypHan ] [ Beicnats Ha nouty ] [ OunCTHTE ¥ypHan

Cnenywolas Tekywmi N2 1~ cTp.

Puc. 4-125 CunctemHbIn xypHan

qJYHKLIVIﬂ aBTOOTNpPaBKN MOYTbl — MokasbiBaeT COCTOSIHUE (byHKLI,I/II/I — BKIlO4EeHa wunn

OTKITHO4EeHa.

HacTtponkm noutbl — YKaXnte MCXOOHbLIN N KOHEYHbIN MOYTOBbIA SAWMK, agpec cepsepa,
MHdoOpMaLMa No aBTopM3auMM, a TakKe pacnucaHue anst OyHKUMM aBTOOTMNPaBKM, Kak

nokasaHo Ha puc. 4-126.

on | |

Komny: | |
SMTP-cepeep: | |
O AyTEHTUEMKALNA
| BENKOUATE GYHKLWKD 3ETOOTNRABKK

Ka#aklil DeHb 0TNP3ENATE CMCTEMHEIR ¥YPHAN N0 aopecy l:l = l:l

OTNRAENATE CHCTEMHEIR XYPHAMN KaXake I:l Yacoe

[ Coxpanuts | [Hasan |

Puc. 4-126 HacTporiku no4TOBOro akkayHTa
e Ot - Baw noytoBbIN ALLMK, OTKYAa MapLUpyTU3aTop ByaeT oTnpaBnAaTh XypHarbl.

e  Kowmy — lNouToBLIN AWKK, Kyaa OyayT npuxoauTb >XypHarbl.
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e SMTP-cepBep — Baw SMTP-cepeep. CoOTBETCTBYET NOYTOBOMY SLLMKY, YKa3aHHOMY B
none OT. Ecnu Bbl HE 3HaeTe agpec, o6paTUTEC HA COOTBETCTBYIOLLINA CaT.

e AyTteHTudmkauua — bBonbwmHcTBO SMTP-cepBepoB TpebylT ayTeHTUudmkauum,
KoTopasi nogpa3yMeBaeT BBO UMEHWN NONb30BaTENSA UK Napons.

& MpumeyaHwue:

Mpu BbIOOPE pexnMa ayTeHTUdUKaLMM HEOOX0ANUMO B COOTBETCTBYIOLLMX MOMSIX yKasaTb UMS
nonb3oBaTensi U Naporb.

e Wmsa nonb3oBatens — [No4yToBas yyeTHas 3anucb, ykasaHHasa B none OT. Ta vacTb,
KOTopas HaxoamuTCs 3a 3HaKoM @, He yKasbiBaeTCs.

e [aponb - Naponb Ballen y4eTHON NOYTOBOW 3arucu.
e loarBepanTb Naponb — [111a NOATBEPXKOEHUS YKaXNUTE Napornb eLle pas.

L4 Bknrountb (*)YHKLIMI'O aBTOOTNpPaBKun -— ABTOMaTN4eCKas oTnpaBka CUCTEMHbIX
XypHarnos. Bbl MmoxeTe oTnpaBATb TeKyLne XXypHarnbl KaXKabl AeHb B onpegerneHHoe
BpemMAa unm 4yepeas onpep,eneHan?l BpeMeHHOVI MHTEpBaAll, HO TOJIbKO OANH MOXeT ObITb
TeKylwnm ,D,GVICTByiOLLI,VIM npaBuom. B COOTBETCTBYHOLLUMX NONAX YKaXUTe BpeMAa Unun

BPEMEHHOW UHTEpPBAar, Kak Noka3aHo Ha puc. 4-126.
YUToObl COXpaHUTb HAaCTPOWKM, BOCMOSb3yNTECH KHOMKOM COXpaHUTb.
HaxxmuTe kHonky Hasaa, 4Tobbl BEpHYTLCA B NpeablayLlee OKHO.
»  Twn XypHana — pu BbIGpaHHOM 3Ha4YeHnn OyayT nokasaHbl XXypHarnbl TOfIbKO 3TOro Tuna.

> YpoBeHb XypHana - [pu BbiGpaHHOM 3HaveHun ByayT nokasaHbl >KypHasbl TOMbKO 3TOr0

YPOBHS.
» OO6HOBUTb — OBGHOBUTL OKHO, YTOOLI MOKa3aTb CaMblii aKTyarnbHbIA CIMCOK XXYpHanoB.
> CoxpaHuTb XypHan — CoxpaHeHne Bcex XXypHaros B (harne copmara txt.

> OTtnpaButb XypHan — OTnpaBuTb 3MEKTPOHHbIM MUCbLMOM BCE TEKyLiMe CUCTEMHbIE
XXypHarnbl, B COOTBETCTBMM C aapecoM n nHdopmMmaumen no ayteHTudukauum, ykasaHHoN B
pasgene HacTponkmn noYthbl.

> OuncTUTb XypHan — YganuTb BCe XypHanbl C MaplpyTtudaTopa (He TONbKO >KypHanbl,

NpeAcTaBrieHHbIE B OKHE).

UToObl NepenT B criegytoLLee OKHO, BOCMOMb3ynTechk kHomkon Cneaytowas. Ytobbl BEpHYTLCA
B Npeablayllee OKHO, BOCcnonb3ynTech kHonkon Mpeabigywan.

4.21.9 Crtatucrtuka

BbibpaB CucTeMHble MUHCTPYMEHTbI - CTaTUCTUKA, Bbl MOXETE MpPOCMaTpUBaThL CTAaTUCTUKY MO
MapLUpyTM3aTopy, BKMOYas OOWMIA M Tekywuin Tpaduk Mo nocriegHemy WMHTepBasny NakeToB
CTaTUCTUKM.
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Tekylwee COCTOAHWE CTATHCTHEM: OTKNIOUEHD [ BrnrouuTth ]
HuTepean nakeToe CTATHCTHEN (5-60): 10 w CEKyHOHEI

ABToOGHOBNEHKE [ ObHoBNTL ]

Mpaeuna COPTHPOBKH: CopTupoEKa no TekyLlemy konuyecTey bair -

| Chpocuts BCe | | ¥YAanuTe BCE

Htaro Tekylwee COCTOAHKME
ru1|:(_§qa§,§zc MakeToB Bait MakeToE Bair ICMP Tx UDP Tx SYM Tx Visuere
Cnucok nycr.
5 w 3anucei Ha cTpaHuue. Tekywmid Ne 1 ~ CTp.

Puc. 4-127 CTtaTtuctuka

»> TeKylwee COCTOSAHME CTAaTUCTUKU — BkniounTb nnm OTkMoUNTb. o yMonyaHuio yHKUmnS

OTKMNtoYeHa. YTobbl BKNIOUNTE OYHKLIMIO, BOCMOMb3yNTECh KHOMNKOW BKNIOYUTB.

»> WHTepBan naketoB ctatuctuku (5-60) - Mo ymonuaHuto npumeHsietca 3HadeHue 10.
Bbibepute n3 Bbinagatowero crnvcka sHadeHne B npegenax ot 5 go 60 cekyna. [aHHoe

3HayeHuWe onpegenseT BpeMEHHOW MHTepBan AN NakeToB CTaTUCTUKMN.
»> [lMpaBuna copTMpoBKM — [na OTOOpaXeHWs HY)XHOW  CTaTUCTMKM  Bblbepute
COOTBETCTBYHOLLIEE 3HAYEHNe.
UTo6bI BKNOUUTE hyHKLMIO ABTOOGHOBIEHUE, BbibEpUTE COOTBETCTBYIOLLYIO SYENKY.
UTo6bl OBHOBUTL OKHO, BOCMNONbL3YNTECH KHOMKON OOGHOBUTD.
UToObl OOHYNUTL 3HAYEHNS BCEX 3annCen, BOCMONb3yNTeCh KHOMKOM COPOCUTL BCe HaCTPOMKM.
YUToObl 04NCTUTL Tabnumuy, BOCNONb3YNTECH KHOMKOW YAanuTb BCe.

Tabnuua cTaTUCTUKM:
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Otobpaxaetca IP un MAC-agpecbl C COOTBETCTBYHOLLEN
IP-appec/MAC-aapec y
CTaTUCTUKOMN.
KonunuectBo  nakeToB, MOMYYEHHbIX W OTMpPaBIEHHbIX
MakeToB
MapLIpyTU3aTOpOM.
UTtoro
Eai KonunyecTtBo oanT, NonyYeHHbIX n OTNpaBfieHHbIX
anT
MapLUPYyTM3aTOPOM.
n KonnuectBo nakeToB, MOMYyYEHHbIX W OTNPAaBIEHHbIX 3a
akeToB .
nocrnegHun WMHTepBan NakeToB CTaTUCTUKM.
Eai KonunyectBo 6anT, NoONy4YeHHbIX U OTNPaBEHHbIX 3@ NOCNeqHUN
anT
MHTepBan nakeTtoB CTaTUCTUKMN.
KonuyectBo ICMP-naketoB otnpasneHHbix kK WAN-ceTu, kak
ICMP T ykazaHo B none WHTepBan naketoB CTaTUCTUKU. [laHHOe
X
3Ha4YeHMe NpeAcTaBneHO Kak OTHOLLEeHMe "Tekyliasi CKOpOCTb
Tekyuwee nepenayn/ MakcumaneHas CKOpoCTb Nepeadaydn”.
cocTosiHne KonnyectBo UDP-naketoB otnpaBneHHbix k WAN-ceTu, kak
UDP T ykazaHo B none WHTepBan nakeToB CTaTUCTUKU. [laHHOe
X
3HavYeHVe npeacTaBrneHO Kak OTHOLUEeHMe "Tekyllasi CKOpOCTb
nepega4yn/ MakcMmanbHasi CKOpocTb nepeaaqn”.
KonuyectBo TCP SYN -naketoB otnpaeneHHblx kK VWWAN-ceTun, kak
SYNT ykazaHo B none WHTepBan nakeTtoB CTaTUCTUKW. [laHHOe
X
3HavYeHVe npeacTaBrneHO Kak OTHOLLEeHMe "Tekyliasi CKOpOCTb
nepega4n/ MakcMmanbHasi CKOpocTb nepegaqn”.
Copocutb | O6HYNMTb 3HaYeHue 3anucum.
N3meHnTL
Ypanutb | YganuTb CyLLEeCTBYIOLLYIO 3anuck B Tabnuue.

B kaxgom okHe oTobOpaxaeTca 5 3anucen. YToObl BeEpHYTbLCA B Npeablayliee OKHO,
Bocnonb3ynTtecb kHonkon Mpeabiaywan. Utobbl nepenTn B cnegyrolee OKHO, BOCMONb3yNTECH
KHonkon Cnepgyrowas.
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NMpunoxeHune A: Yacto 3apgaBaemMbie BONPOCHI

1.

4)

Kak MHe HacTpouTb MapLupyTusartop, 4To6bl nonb3oBatenn ADSL mornu BbixoguThb B

UHTepHeT?
Mpexpae Bcero HacTporTe mogem ADSL, HacTpoeHHbI B MocToBOM Mogyne RFC1483.

MopkntounTe kabenb Ethernet mogema ADSL k WAN-nopTy mapLupyTtnsaTtopa. TeneoHHbIN

kabernb NoakntoYaeTcs K COOTBETCTBYHOLLEMY NOpPTy Mogema ADSL.

Bonante B maplupyTtnsaTtop, Haxmute MeHo CeTb, pacronoXeHHOMY B MeBOW 4acTu
MaplpyTusatopa u 3atem Bblbepute nogmeHio WAN. B okHe WAN B pasgene Tun WAN
coeanHeHve ykaxute PPPoE. B nonax Wwmsa nonb3oBatens u [laponb ykaxuTe

COOTBETCTBEHHO UMA NOJ1b30BaTeNA U Naporib. lNocne aToro HaxmuTe KHOMKY COXpaHVITb.

Tun WAN coeauHeHnA: FPPoE/Foccua PPPOE » Onpegen|re
Mogkmovyenue PPPoE:;
HKA NONb0BATENsA: Usernarme
Maponb: (TITTTITY ]
MoaTeepauTe Napon.: ssssssse

Puc. A-1 Tun nogkntodeHuns PPPoE

Ecnu cepeuc ADSL ycTaHOBIEH B pexXxume NoBpeMeEHHOM onnatbl, Bbibepute MNogkntoyeHne
no TpeboBaHmio wunu llogkntodeHne BpydvHyk. B none MakcumanbHoe Bpemsi NpoCTos

YKaXuUTe Hy>XHOEe 3Ha4YeHune. Takke MOXHO Bbl6paTb pexum MoaknounTb aBTOMaTUYECKM.

Pein WAN noaknioveHus: @ NogknioynTe No Tpedoeanni
MakcumaneHoe EpeMA NpocToA: |14 MWHYT(BI) (0 03HAYAET, 4TO COEONHEHNE GYOET AKTMEHBIM NOCTOAHHG.)
() MoOKMoYWTE AETOMATHYECKN
() MoOKMioYeHUe B 33BMCMIMOCTI OT BPEMEHN
Mepuog EpEMEHNC : (YUY} g : (U4
() TIOOKMIOYNTE BRYYHYID

[ 3KCHManEHOE BpEMA NPOCTORA: MUHYT(BI) (0 03HAYAET, YTO COBANHEHWE BYAET AKTHEHEIM NOCTOAHHG.)

CoeauHute OTkntoyeHo!

Puc. A-2 Twun noakntodenna PPPoE

&= MpumeyaHue:

MHorga nogknioyeHne He MOXeT ObiTb NpekpaweHo Jgaxe ecnv  Bbl  ykasanu
COOTBETCTBYHOLLEE 3Ha4yeHWe B none MakcumanbHOe BpeMs MPOCTOs, T.K. HEKOTopble
npunoxexus obpatlatTcs K pecypcam NHTepHEeT B (POHOBOM pexume.

Ecnu Bbl ncnonb3syete kabenb, Npon3BegMTe HACTPONKY MapLUpyTM3aTopa B COOTBETCTBUM C
NPUBEAEHHbLIMM BbILLE MHCTPYKLMSMMU.
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2)

3)

Kak MHe HacTpouTb MapLUpyTU3aTop, 4To6bI Nnonb3oBaTtenu Ethernet mornu BbIXoaUTL

B UHTepHeT?

Bongnte B MaplpytuMsatop U Haxmute MeHo CeTb, pacrnofioXeHHOMY B JIEBOW 4acTu
Opaysepa, u 3atem BbibepuTe nogmeHto WAN. B okHe WAN BbiGepute B nome Tun

noakntodeHns WAN 3HaveHune dnHamuyeckun IP. HaxxmuTe kHonky CoxpaHUTb.

HekoTtopble noctaBwmkn MHTepHeT-ycnyr TpebytoT peructpaumm MAC-agpeca aganTepa,
KoTopbii Obin nogkntodeH k DSL/kabGenbHomMy Mogemy B npouecce YcTaHoBku. Ecru
nocTtaBWuk MHTepHeT-ycnyr TpebyeT npomseectn permctpaunto MAC-agpeca, Bongute B
MapLupyTu3atop u Bblbepute MeHio CeTb B neBov 4Yactu Opaysepa. 3atem Bbibepute
nogmeHio KnoHupoBaHme MAC-agpeca, 4T0Obl nepentvu B OKHO KnoHupoBaHue
MAC-agpeca. Ecnu MAC-agpec Ballero KOMnblTEpPa SBMASIETCA TEM CaMbiM agpPeCcoM,
HaxxmuTe kHornky KnoHupoBaTtb MAC-aapec, u atoT agpec nossutcs B none MAC-agpec B
cetn WAN. Takke MOXHO BBECTU gaHHoe 3HadeHue B norne MAC-agpec B cetn WAN.
dopmatr MAC-agpeca XX-XX-XX-XX-XX-XX. 3atem HaxmuTe KHONKy CoxpaHuUTb.

CaenaHHble n3aMeHeHus BCTYNAT B CUJTy NOCIe nepe3arpy3ku.

MAC-agpec WAN: D8-50-4C-F5-43-45 [BoccTarosTs 3aBoackoil MAG-aaped]
MAC-agpec Bawero KOMNbHTEPE: [ KnoHupoeats MAC-agpec ]

Puc. A-3 KnonunposaHmne MAC-agpeca
A xouy ucnons3oBatb NetMeeting. YTo MHe HyXXHO AnA 3Toro caenartb?

Ecnun Bbl 3anyctute NetMeeting B kadecTBe yana, Bam He noTpebyercsa npeanpuHMmaTh

Kaknx-nmbo aencTBumn.

Ecnn Obl 3anyctute ero B pexume OTBETa, Bam MOTpPebyeTcss HacTpouTb YHKLMM

BupTtyanbHbii cepeep unu y3en DMZ, a Takke yoeantbcsa B Tom, 4to H323 ALG BKkodeHa.

UTtobbl HacTpouTb BupTyanbHbIi cepBep: BOMAWTE B MapLUpyTM3aTop, HaXMUTE MEHI0
Mepeappecauuns B NeBon YacTu 6paysepa v BbibepuTe NogMeHo BupTyanbHbie cepBepbl.
B okHe BuptyanbHble cepBepbl Haxmute kHOnKy [Jo6aBUTb HOBYH... 3aTEM B OKHE
Hdo6aBuTb MNM U3MEHUTb 3anucb BUPTyanbHOro cepBepa BeBeauTe B none MMopT
cepBuca 3HadeHue 1720, a B none IP-agpec, Hanpumep, 192.168.0.169. HaxxmuTte KHOMKY

BkritoyeHo 1 3atem COXpaHMTb.
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BupTyaneHbie CepBepbl

ID Mopr cepeuca BHYTPEHHWI nopT

1 1720 21

IP-Anpec Cramyc HiMeHUTL

192.168.0.21

Mporokon

BCE BrniouMTE M2MEeHWTE ¥1aNuTE

J |

[ AoBasurs Hoeyio. .

BrnioyuTe BCe

OTKNHMMTE BCe YaanuTe Boe

J | J [

MpELEYLER

CReayioEa

Puc. A-4 OkHo BupTyanbHble cepBepbl

Hobaeutb nnu NasmeHnTe 3anuck BuptyansHoro Cepeepa

MopT cepeuca:
BHYTPEHHWIA NopT:
IP-agpec:
MpoTokon:

CocTosaHne:

CTaHOapTHbIA NOPT cepeuca:

1720 (00N XX

l:l (XX, gonyckaeTcA TONBKS gNA NopTa ofWere CepENCA MW OCTABNAETCA NYCTLIM)

192.165.0.169

[BCE

)

|ElKnHJl49H0 v|

| —Bribepure--

[ Coxpatmts | [Hasaa |

Puc. A-5 [1o6aB1Tb nnn nameHuTb 3anmucb BUPTyanbHOro cepeepa

& lMpumeyvaHue:

B npotmuBononoxHon ctopoHe cnegyeT BbizBaTb WAN [P, koTopbIi OTOOpakaeTcsi B OKHe

“CocTosiHme”.

4) Ytobbl akTMBUpOBaTL hyHKUMto y3en DMZ, Bongute B MapLupyTusaTop, BbloepuTe MeHH
Mepeappecauuna B neson Yactn 6paysepa n 3atem Bbibepute nogmeHio DMZ. B okHe DMZ
BblOepuTe pagnokHonky BknwouuTtb 1 BBeaute Baw IP-agpec B none IP-agpec DMZ y3na,
Hanpumep, 192.168.0.169. Nocne 3Toro HaxxMMTe KHOMKY COXpaHUTb.

Tekywee COCTORAHWE: @) Brniounte () OTKMIOUNTE.
IP-agpec DMZ yzna:
Puc. A-6 DMZ
5) BownanTte B MapLipyTnsaTop, BbibepuTte MeHio besonacHocTb, HaxoadLeecsa B NEBOW YacTu

OKHa Opay3epa, n BbibepuTe nogmeHio Hactponku 6asoBon 3awmTbl. B okHe HacTponku

6a3oBon 3awWmTbl BbiIbepuTe paguokHonky BknrounTts Bo3ne H323 ALG. Haxmute kHOMKy

CoxpaHuTb.

140



AC1750 1Byxanana3oHHbIN 6ecnpoBoaHOMN

Archer C7 rMrabuTHbLIA MapLUpyTU3aTop

2)

HacTpoiiku 6a30B0# 3alNThI
MexceTeBOR 3KpaH
MexceTeBoi 3kpaH SPI: (® Brnwounte () BeIKNIOUMTE
VPN
Mponyck Tpadmka PPTR: (&) Brnounte () BeIKNIOYMTE
Mponyck Tpaduka L2TP: (&) BrmounTe () BeIKNKUWTE
Mponyck Tpaduka IPSec: (& Brmwounte () BeIKNWDYMTE
ALG
FTP ALG: (® Brnwounte () BeIKNIOUMTE
TFTP ALG: (® Brnwounte () BeKNUMTE
H323 ALG: () BrikmiumTE
RTSP ALG: (&) Brniounte (O BeIKMKQUMTE

Puc. A-7 HacTtpoliku 6a3oBon 3alnTbl
Y10 A ponkeH genatb, YTOObl YCTaHOBUTb B JIOKanbHOM ceTu Beb-cepBep?

Tak kak mexagy noptom 80 Beb-cepepa 1 noptom 80 BeO-ynpaBrieHNs MOXET BO3HUKHYTb
SBMIEHME UMHTepdepeHumMn, HeobXoauMoO HasHauuTb Apyrom nopt Ans  oyHKumMm

Beb-ynpasneHus.

UTtobbl M3MeHUTb MNOPT Beb-ynpaBneHus: BomauTe B MapLupyTusaTtop, Bbibepute MeHIo
BesonacHocTb, pacnonoxeHHoe B neBoW 4actu Opaysepa, M BbibepuTe MNOAMEHIO
"YpaneHHoe ynpaBneHue". B okHe YaaneHHoe ynpaBneHue B nore [opt Beb-ynpasneHus
ykaxute nobon gpyron Homep kpome 80, Hanpumep 88. Haxmunte kHomky CoXpaHUTb U

nepesarpysute MapLipyTusaTop.

Vaanewos ympasneme

Mopt Bed-ynpaeneHnA:
IP-aapec yAaneHHoro ynpasne{ua: 0000 (Yrawure 255255 255255 nna ecex)

CoxpaHnTe

Puc. A-8 YaoaneHHoe ynpasneHue

& lMpumevaHue:

Ecnu BblleynomsaHyTas HacTpowka BCTynuT B cuny, BBeaute 192.168.0.1:88 (LAN IP-agpec

mMapuwpyTtusartopa: opT Beb-ynpaBneHus) B cooTBeTcTByloWwem none. Ecnm LAN IP-agpec

MoAema, COEQUHEHHOroO C BallMM MapLupyTU3aTopoM, cocTaBnsieT 3HadeHne 192.168.0.x, Toraa

3HayeHne LAN IP-agpeca maplwpytusatopa MO YMOSYaHUIO aBTOMATUYECKM CMEHMUTCH C

192.168.0.1 Ha 192.168.1.1, 4yTO6bLI N36exaTh KOHNMKTa IP-agpecos.

3)

Bonante B MapwpyTtusatop, BbibepuTe MeHio [lepeagpecaumss B NeBOM 4YacTu
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MapLupyTu3artopa 1 Bblbepute nogMeHio BuptyanbHble cepBepbl. B okHe BupTtyanbHblie
cepBepbl HAXMUTE KHOMKY [lo6aBUTb HOBYHO..., a 3aTeM B OkHe [Jo6aBUTb UNU U3MEHUTb
BUPTYyanbHbIA cepBep ykaxute B none MopTt cepBuca 3HavyeHue 80. B none IP-agpec
ykaxute Baw IP-agpec, Hanpumep, 192.168.1.188. [llocne 9TOr0 HaXMUTE KHOMKY

BknroueHo, a 3ateM CoxpaHUTb.

ID Mopr cepeuca BHYTPEHHWIl nopT IP-Anpec Mporokon Cramyc HiMeHUTL
1 1720 21 192.168.0.21 BCE BrniouMTE M2MEeHWTE ¥1aNuTE
[ AofaBKTe HOByH... ] [ BkniquTE Boe ] [ OTKNiMMTE Bee ] [ ¥aanuTte Boe

Puc. A-9 BupTyansHble cepBepsbl

MopT cepeuca: 30 (OG0 unm XX
BHYTpeHHWI NopT: (}0{, gonyckaeToA ToONkKD ANA NopTa obwWwero cepenca WK 0CTABNAETCA MYCTHIM)
IP-aapec: 192.168.0.188
MpoTokon: BCE e
CocTosHWe: BrntoueHo ~
CTaHgapTHLIA NOPT CEpBMCa: ~-BriGepure— e
[ Coxpanuts | [Hazag |

Puc. A-10 OkHo [Jo6aBnTb M N3amMeHnTb 3anucb BUPTYanbHOro cepeepa
BecnpoBogHble CTaHLMN He MOTYT NOAKNIOYUTLCA K MapLLUpyTU3aTopy.

Yb6eantecb B TOM, 4TO nepekntodatens Wireless On/Off (becnpoBogHoe — BellaHue

Bkn./Bbikn.) B nonoxeHun On (Bkn.).

MpoBepbTe, coBnagaer nu wugeHtudgukatop SSID  GecnpoBoAHbIX  CTaHUUA  C

naeHTUrKaTopom mapLipytusaTopa.

Y6eanTechb B TOM, YTO GECNPOBOAHbIE CTaHLMKN UCMOMNb3YIOT KOPPEKTHBIN KoY LWNGPOBaHMS,

€Cnn Takomn PEXNM BKITHOYEH.

Ecnu 6€CI'IpOBO£I,HOG nogKn4yeHmne BO3HUKIO, HO Bbl HE MOXeTe nonyydYnTtb OO0CTyn K

MapLupyTusartopy, nposepbte |IP-agpeca Balumx 6ecnpoBogHbIX CTaHLUUNA.
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NMpunoxeHue B: HacTponka kKomnbloTepa

B sTom pasgene Mbl pacckasbiBaeM, Kak NpaBUIIbHO MPOM3BECTM YCTAHOBKY W HACTPOWMKY
npotokorna TCP/IP npn OC Windows XP. MNMpexae Bcero, ydeantech B ToM, 4To agantep Ethernet

paboTaeT, Np1 HeoGXO0AUMOCTM MONb3yNTECh PYKOBOACTBOM K afanTepy.

1. HacTtpownka komnoHeHTa TCP/IP

1) B naHenn 3agady Windows HaxmuTe kHonky [llyck, a 3atem nepengute B [laHenb

ynpasrneHus.

2) Haxmute no mkoHke CeTb U nogknoyeHne K VIHTepHeT, a 3aTeM B MOSIBUBLUEMCSI OKHE

HaXMUTe BKNaaky CeTeBble NOOKNIOYEHNA.

3) HaxmuTe npaBon KHOMKOW MbIWM MO MKOHKE MU B MOSIBUBLLEMCS MEHIO BblOepuTe pasgen

CBoucTBa.

D AKNHIHEHHE N0 NOKANEHOH

|_=|f_|= OTENHHHTE

MoAKAHIHEHKA THNE MOCT

CozAaTE ApnBlkE

MeperMeHoBaTE

Puc. B-1

4) B npeactaBneHHOM Ha PUCYHKE HWXKe OKHe caenamte ABOWHOW LIenyoK Mo pasgeny

MpoTtokon UHTepHeTa (TCP/IP).
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- MoakAwue HHe Mo AoKaAbHOH CETH - CROMCTEA @E]

Ofwme MNposepr.a nogaMHHOCTH | JonoaHuTensHD

MogkmoyeHLHe Hepes:

B Fealtek PCle GBE Family Contraller

KDMI‘IDHEHTI:I_. HCNONE3IYEMEBIE 3TN NOGKAKDYEHHEN!

@ Crygwda goctyna k dalinar 4 NpuHTEpard ceTeld Micr A
@, MnanupoBwmr nakeros QoS
L Mporokon MerepreTa (TCRAR)

£ >

[ HoTaHoOBMTE. .. CeolcTEa

OnucaHue

Mporokan TCPYIP - cTaHoapTHEIR NpoToKon rofansHe
CETEN, DOECMNEYMEINIWME CEASE MEMIY DI AMYHEIMK
EZAMMOAEACTEYHILLMNM CET AR,

(] Mp4 NOGKAMYEHMM BEIBECTH SHAYOK B OSNACTH YEEA0MAEHHE

HEenomnATE NPUY OrPAHWYEHHOR MNM OTCYT CTEYHILLER
MOGHKAOYEHMHM

] ] [ OTreHa

Pwuc. B-2
5) Ortkpoetca okHo CBonctBa TCP/IP, B KOTOpOM OyaeT oTkpbiTa Bknagka IP-agpec.

Bbibepute Monyuntb IP-agpec aBTromaTtu4yecku n MNMonyunts DNS-cepBep aBTOMaTU4ecKM,
Kak NpefCcTaBieHO Ha PUCYHKE HUXE:
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Ceoicrea: [Npotonon Mure pueta (TCP/IP)

Ofwme ANETEPHATHEHAA KOHPUMYpaLHA

Maparaerpel [P MOMYT HAZHAYEATECH SETOMATHYECKM, BCAM CETh
NOLOEPKMESET 3TY BO3MOKHOCTE. B NpoTHEHOM Cnyyase napareTpel
IP rosHD A0AYYMTE Y CETEEOMD AAtWHMCTRETODA.

(%) Nonyare |P-adpec SETOMAETHYECKM

{1 MenonesosaTe crsgymwm |P-agpec:

(%) Nonywre aapec DNS-cepeepa aEToMaTHUECKM

() Menonesoeate cneguowme agpeca DNS-cepeepoe;

HanonHKTENEHD. ..

[ Ok H OtmeHa ]

Pwuc. B-3
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NMpunoxeHue C:

Cneundukauumn

O6Lwue napameTpbl

IEEE 802.11ac, IEEE 802.11n, IEEE 802.11g, IEEE 802.11b, IEEE

ETOaTZp"T‘:FaeM"'e 802.11a, IEEE 802.11e, IEEE 802.11i, IEEE 802.1X, IEEE 802.3X,
Aap IEEE 802.3, IEEE 802.3u, IEEE 802.3ab
Mopnepxusaemble | +opp pppoE, DHCP, ICMP, NAT, SNTP, PPTP, L2TP
NPOTOKOSbI
1 nopt WAN 10/100/1000 M6uTt/c c aBTOCOIrNacoBaHMeM C
pasbeMmom RJ45;
MobThi 4 nopta LAN 10/100/1000 M6wut/c ¢ aBTOCOrnacoBaHMeMm C
P pasbemom RJ45 ¢ nogaepxkon Asto- MDI/MDIX;
2 nopta USB ana dQyHKUMA COBMECTHOro pgoctyna K
AaHHbIM/FTP-/meguna-/npuHT-cepaepy;
10BASE-T: HeakpaHupoBaHHas BuTada napa kar. 3, 4, 5 (makc. 100
M)
OkpaHupoBaHHas Butas napa EIA/TIA-568 100Q STP (makc. 100 m)
100BASE-TX: HeakpaHupoBaHHasa BUTas napa kar. 5, 5e (makc.
Tun kabens 100 m)
OkpaHupoBaHHasi BuTas napa EIA/TIA-568 100Q STP (makc. 100 m)
1000BASE-TX: HeskpaHupoBaHHasi BuTad napa kaT. 5, 5e
(makc. 100 m)
OkpaHupoBaHHas Butas napa EIA/TIA-568 100Q STP (makc. 100 m)
CRETOMVOMHbIE Power (Mutanue), System (Cuctema), Wireless 2.4GHz (Wi-Fi
H MK';"TO'ELI pexum Ha vactote 2,4 [Tu), Wireless 5GHz (Wi-Fi pexum Ha
A P yactote 5 ['Tu), Ethernet (1-4), Internet (MHTepHeT), WPS
Ceptudumkaums FCC, CE

Wireless lNapameTpbl 6ecnpoBogHON CBA3U

JnanasoH 4yactoT

24Ty, 51y

CkopocTb nepenayu

Ctangapt 11b: 1/2/5.5/11MbuT/c (aBTOMaTn4eckoe
nepekxnyeHne)

AaHHbIX no | CtaHgapt 11a/g: 6/9/12/18/24/36/48/54 MowuT/C (aBTOMaTN4ECKOE
BGecnposogHoMy nepeknoyeHmne)
coeanHeHuto CraHpapt 11n: 45/90/135/180/270/360/405/450 M6uT/c (5 ')
Crangapt 11ac: go 1,3 éut/c
Pacwuupexuve DSSS (lUupokononocHasa mMogynauusa ¢ npsMbiM pacluvupeHvem
YacToThbI crekTpa)
11ac: 256-QAM ans OFDM
Moaynsiums 11n/g/a: QPSK,BPSK,16-QAM,64-QAM ans OFDM
11b: CCK,DQPSK,DBPSK
BesonacHoCTb WEP, WPA/WPA2, WPA2-PSK/WPA-PSK
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5TTu: 2,4 1TTu:

11a 6 Mout/c: -96 obwm 11g 54 M6wut/c: -77 pbm
UyBCTBUTENBHOCTb 11a 54 Méut/c: -79 pbm 11n HT20: -74 pbm
npuemMHuka 11ac HT20: -71 gbm 11n HT40: -72 pbm

11ac HT40: -66 gobm
11ac HT80: -63 nbm

MapameTpbl OKpyXxatowen cpeabl

Mpw skcnayataumm : 0°C~40°C (32°F ~104°F)
Temnepatypa

Mpu xpaHeHun: -40°C~70°C (-40°F ~158°F)

Mpu akcnnyataumm: 10% - 90%, 6e3 obpasoBaHus KoHAeHcaTa
BnaxHocTb

Mpu xpaHeHumn: 5% - 90%, 6e3 obpa3oBaHMa KOHAEHCaTa

* B CLUA paspeweHo wucnonb3oBatb TOMbko 4actoTel 2,412GHz-2,462 [Tu, noatomy
aMepuKaHcKue nornb3oBaTeny Mory BblbnpaTb TONbKO KaHanbl 1-11.
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MNMpunoxeHue D: Moccapun

> 802.11ac - IEEE 802.11ac — ato ctaHgapT GecnpoBogHoOW CBs3M M3 Habopa cTaHAapToB
802.11. [aHHasa cneuudmkaumsa obecneymBaeT COBOKYMHYK CKOPOCTb 6ecrnpoBogHOMN
nepegavm gaHHblx o 1 Fout/c ona Bcen cetu. ATO OOCTUraeTcst 3a CYHET yBENUYeHUst
nokasarenen paguouHTepdenca, NpUMeHEHHbIX B cTaHgapte 802.11n: Gonblwasa wupuHa
Nonockl pagmModacToT, 6onbLue NpocTpaHCTBEHHbIX NoTokoB MIMO, MHorononb3oBaTensCckui

MIMO, mogynauusa nNoBbILLEHHON NAOTHOCTM (00 256 KAM).

» 802.11n — CraHgapT 802.11n nocTpoeH Ha npeabliaywmx crtaHgaptax 802.11 nytem
nobaeneHusa texHonorum MIMO (MHorokaHanbHbIA BXOA/BbIXOA), B KOTOPOM UCNONb3YHOTCA
HeCcKOmMbKO nepearoLlmx 1 NPUHUMAaIOLNX aHTEHH, YTO MO3BONSAET YBENUYMTb NPOMYCKHYIO
CMOoCcOBHOCTL Yepe3 MPOCTPaHCTBEHHOE MYMbTUMMEKCMpoBaHUE U BOnbLUYK 30HY OxBaTa
ceTM 3a CcYeT WCMOMb30BaHWS pPas3HOro MNPOCTPAHCTBEHHOrO pPAaCcrofoXeHUs aHTEHH,
BO3MOXHO Yepe3 CxeMbl KOOUPOBKK, Takne kak kogmposka Alamouti. KoHcopunym EWC 6bin
cos3faH ans yckopeHus passutna ctangapta IEEE 802.11n n npoasuxkeHns cneundmkaumm
TEXHOMOMMN B LENaAX YnydyleHusl B3aMMOOEWCTBUS Mexay 6ecnpoBOAHbIMW CETEBbLIMU
NPOAYyKTaMu CrieaytoLLero NokoneHusI.

> 802.11b — CraHgapTt 802.11b onpegensieT napameTpbl paboTel 6ecnpoBogHOM ceTn npu
CKOPOCTW nepedadn gaHHbix 11 M6wut/c, ucnonbsya texHonornmto DSSS, un paboTaeT Ha
HennueH3npoBaHHOM guanasoHe 2,4 Ty ¢ ucnonb3oBaHnem anroputma wmdpposaHua WEP.
K cetam ctangapTta 802.11b Takke oTHocaTca cetn Wi-Fi.

> 802.11g — cneumndmkaumsa ansa cosgaHms 6ecnpoBOAHbBIX CETEN CO CKOPOCTbIO mepepadn
AaHHbIX 0o 54 M6wut/c, ucnoneays texHonorno DSSS, mogynsumio OFDM u pabotaet Ha
HenuueH3npoBaHHoM gmanasoHe 2,4 [Ty. O6paTHO COBMECTMM C YCTPOMCTBaMM cTaHgapTa
IEEE 802.11b. Ncnonb3yeT anroput™m wncposaHma WEP.

> DDNS (Dynamic Domain Name System — Cuctema AgMHamMM4eCKUX AOMEHHbIX UMEH) —
BO3MOXHOCTb Ha3HayeHus PUKCUPOBAHHOIO Y3MOBOMO W [JOMEHHOr0 MMEeHW Ans

AnHammyeckoro Internet IP-agpeca.

» DHCP (Dynamic Host Configuration Protocol — MpoTokon HacTpomkun AMHaAMWYECKOro
y3na) — [NpoTokor, KOTOpbI aBTOMATUYECKN NPOM3BOANUT HACTpOVKy napametpoB TCP/IP

BCEX KOMMbIOTEPOB, NoakNtoYeHHbIx K DHCP-cepsepy.

» DMZ (Demilitarized Zone — [lemunutapu3soBaHHas 30Ha) — [laHHasA pyHKLMA No3BonsieT
y3ny nokanbHow ceTn obpawatbcs K WHTepHeT pans paboTbl CO  crneuvanbHbIMU

NPUNOXEHUSIMU TAKUMMU, Kak IHTEPHET-UIPbI U BUOEOKOH(EPEHLNN.

»> DNS (Domain Name System — Cuctema AoMeHHbIX UMeH) — /IHTepHET cepBu1C, KOTOPLIV

nepeBoanT MMeHa cauntos B IP-agpeca.
> [omMeHHoe uMs — onvcaTtensHOEe UMA Ana agpeca UM rpynnel agpecos B IHTepHeT.
» DSL (Digital Subscriber Line — uncppoBas aboHeHTCKaA NUHMA) — TexHonorusi, Kotopas
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No3BOJIAET OTNPaBlATb WX NoJydaTb AdaHHble, WUCMOJNb3yA CylleCTBYylLine TeJ'Ied)OHHbIe

JIMHUN.

ISP (Internet Service Provider — MoctaBwuk WUHTepHeT-ycnyr) — KomnaHus, Kotopas

obecneunBaeT gocTyn B IHTEpHeT.

MTU (Maximum Transmission Unit — MakcumanbHbIi pa3mep Onoka nepepauu) —

MakcumanbHbI pa3Mep naketa AaHHbIX, KOTOprPI MOXeT ObITb nepenaH.

NAT (Network Address Translation — TexHomorus nepeBoAa ceTeBbiX afpecoB) —

TexHonorua NAT nepesoauT IP-agpec nokansHon cetn B IP-agpec cetu MHTepHeT.

PPPoE (Point to Point Protocol over Ethernet — lNpoTokon nogknioveHus yepes Ethernet
no npuHuuny Touka-To4ka) - PPPOE — 3T0 NpoTOKON ANsl NOAKIMIOMEHNST YAANEeHHbIX Y3/10B
ceTn VIHTepHeT yepes3 NOCTOSIHHOE MOAKMNoYeHMEe, NOCPEACTBOM UMUTALMM NOOKITHYEHNUS

dial-up.

SSID - NpeHtudumkatop SSID — 370 Kknod, BkMyarwmn B ceba oo 32 OGyKBEHHbLIX U
UMPOBBIX CUMBOSIOB, KOTOPbIA WUCNOMb3yeTca ANs MAeHTUMKaumMmM NoKanbHOW CeTu.
YTtobObl GecnpoBofdHble YCTPOWCTBA CETU MOMMN OOMEHMBaTbCSA AaHHLIMW, OHWU OOJBKHbI
ucrnonb3oBatb oAuH K TOoT Xe SSID. OOblMHO 3TO HACTPOEYHbI napamMeTp Ans
GecnpoBogHoOn KapTbl komnbtoTepa. CootBeTcTByeT ESSID ans 6ecnpoBOOHOM TOYKM

AOCTyna v UMeHN 6ecrnpoBOAHON CETU.

WEP (Wired Equivalent Privacy — 3kBuBaneHT npoBogHou 3awmtbl) — MexaHuam
WMdPOBaHNSA Ha OcHoBe 64-, 128- unn 152-6MTHOr0O COBMECTHOMO KIilova, Kak yKasaHo B
craHgapte |IEEE 802.11.

Wi-Fi — Kommepueckoe Ha3BaHue ctaHaapTta 802.11b, npucsoeHHoe opraHusaumein Ethernet
Compatibility Alliance (WECA, see (cm.) http://www.wi-fi.net), aBnaowenca rpynnon no

paspaboTke NPOMBbILLNEHHbIX CTaHaapToB, pabGoTatoLlen Hag npobremon

B3anMO3aMeHAeMOCTH YCTPONCTB cTaHgapTa 802.11b.

WLAN (Wireless Local Area Network) - BecnpoBogHas nokanbHasi ceTb — rpymnna
KOMMbIOTEPOB M CBSA3aHHbLIX YCTPOWCTB, B3aMMOAEWNCTBYIOWIMX Apyr C OpyroMm 4epes

GecnpoBoAHyto Nepeaayvy AaHHbIX B OrpaHUY4EHHOM palioHe.
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