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Overview

FTP (File Transfer Protocol) server feature allows you to share a USB storage device that's connected to the modem router, to
users in the local or public network.

Typical Topology

Here in this guide, we take the configuration procedures of TD-W8968 for example.

TD-Wa8968 / Router

-

Local PC Remote PC

USB Storage Device

Before setting up the FTP Server, make sure you have the following devices:
v" Computer with Windows 2000/ XP/ Vista/ 7/ 8/ Mac OS X/ Linux
v' Storage devices with USB 2.0/3.0 port

& Note:

(1) USB Storage Device stands for FTP Server in this topology. Some USB storage devices may require using the external power.

(2) Local PC here means the PC that is in the same subnet with the FTP Server (TD-W8968). Local PC can access the FTP Server
by LAN (Local Area Network), which is called LAN Access.

(3) Remote PC here means the PC that is not in the same subnet with the FTP Sever. Remote PC needs to go through the Internet
if needed to access the FTP server, which is called WAN Access.
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How to access FTP Server
LAN Access

The modem router’s FTP Server function for Local PC is enabled by default, when the storage device is plugged into its USB port.

Please follow the steps to access the FTP server.
e For Windows Users:
Windows XP:
e Go to Start > My Computer
e Input ftp://192.168.1.1 in the address field
e Press Enter

Windows Vista/7:

e Go to Start > Computer

e Input ftp://192.168.1.1 in the address field
e Click Go or press Enter

Windows 8:

¢ Move your mouse to the lower right corner and you
will see Search icon in the Popups. Click it and
search computer

e (Go to computer page, and input ftp://192.168.1.1
in the address field

e Click Go or press Enter

@ '\;/" ‘?l J_f_’ ftp:/f1

File Edit View Tools

Organize «

- Fawvorites

m

9 Libraries

M Computer
&, win? (C)
ca FE (D)

-

g hnEE T

& 0items

-

0 iterns

& Internet

User: Anonymous
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e Input the default username and password: admin, Log On As 3]
admln ! Either the server does not allow anonymous logins or the e-mail address was not
3 accepted,

e Click Log On

FTP server: 192.168.1.1

Lser name: admin -

Pazsword: sanne

After you log on, you can add this server to your Favorites and return to it easily.

& FTP deoes not encrypt or encode passwords or data before sending them to the
server, To protect the security of your passwords and data, use WebDAV instead.

[ Log on anonymaously | 5ave password

Log On ][ Cancel
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e For Mac OS X Users:

e On the top tray, go to Go > Connect to Server 800 Connect to Server

Server Address:

e Input Server Address ftp://192.168.1.1 fio /7192 168,11 +) (o)

e Click Connect

Favorite Servers:

11 smb://172.31.50.241
[ smb://172.31.88.5

? Remove | Browse | | Connect
e Select Registered User
e Input the default username and password: admin, Enter your name and password for the server
. \/ *102.168.1.1".
admin
e Click Connect — Connect as: | | Guest

(*) Registered User
Mame: admin
Password: F—
Ej Remember this password in my keychain

| Cancel | [ Connect ]
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For Linux Users:

e On the top tray, go to Places > Connect to Server
e Choose Service type FTP(with login)
e Input Server 192.168.1.1

e Click Connect

e Select Connect as user

e Input the default username and password: admin,
admin

e Click OK

@ You must log in to access 192.168.1.1

() Connect anonymously

(@ Connect as user:

Username: | admin ‘

Password: | admin ‘

[ | Remember password for this session

[[] Save password in keyring

Connect to Server
Service type: | FTP (with login) b
Server. | 192.168.1.1 |
QOptional information:
Port: | |
Eolder: | |
User Mame: | |
Mame to use for connection: | |
Browse Network ® Cancel Connect
' Authentication Required

% Cancel o OK
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o For third party FTP client software users (Here we take CuteFTP Professional 8 for example.)

e Open the CuteFTP Site Properties for: FTP Server E'
e Go to File >New >FTP Site or press Ctrl+N to General | Type | Actions | Options
open a new Site properties. o
e Set the dialog box as shown in the figure and click FTP Server |
Connect. Host address:
192.168.1.1 |
Note: The default user name/password of the Super _
. . . Llsername: Login method
User is admin/admin. :
|aclm|n | |{§3‘lmnrmal |
Fassward: ) Anonymous
| admin | ) Double
Cornrnenks:
|
Conneck l [ K ] [ Cancel ] [ Help ]

& Note:

To set up different accounts with their own access rights, please log onto the web-based management page and set it on USB
Settings > FTP Server and USB Settings > User Accounts.

Now you have accessed the FTP server, and you can read, write, and download the files on the FTP server.
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WAN Access

For WAN access to FTP server, please configure the modem router first. Log onto the web-based management page, then go to
USB Settings > FTP Server and follow the steps in the figure below.

FTP Server Setting

FTP (File Transfer Protocol) server allows you to share the files an the USE storage device to the local or public network. You will need to define the shared folders and
assign the user's authorization for the different folders.

Server Status: Enabled Disable | 1 Selectthe Enable hox
Internet Access: |QEnabIe|@Disable
Internet Address: Z215.158.0.1¢3

2 Specify a Service Port Service Port: -(The default is 21. Do not change unless necessary.)
: >

Folder Table: (Any changes of this table will not take effect until you Apply it.)

User Index
[l Share name Directory (F Full-Access, R Read-Only, M No-Access) Status Edit
1* 2 3 4 5
O walume ! F g g 5 = Enahled Edit

* "Super User”, It has full-access permission to all active volume(s) and shared folder(s).

Add New Folder Enable Selected Digable Selected | Delete Selected |

< 3.Click Apply to make it take effect

Maote:

1. vou could be able to access the folders by entering the following URL on Windows Explorer or other FTP software:
ftp (1P Address)
e, ftp:192.166.1.1

2. FTP Server will get restarted and all your current FTP connections will be terminated after you click Apply button.

Now your modem router has been configured. The IP behind Internet Address would be used to access the FTP server. Here we
take 218.18.0.163 as an example. Please follow the steps below to access the FTP server.
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e For Windows Users:

Windows XP: e e )
e Go to Start > My Computer @Qvl #[fip-1/218 180163 « [ 3 || searcn 19216811 o
e Input ftp://218.18.0.163 in the address field File Edit View Tools Help
e Press Enter Organize + = @
Windows Vista/7: o Favontes
e Go to Start > Computer - Libraries ]
e Input ftp://218.18.0.163 in the address field .
e Click Go or press Enter ;C m:;m;']
Windows 8: ST
e Move your mouse to the lower right corner and you @ oitems
will see Search icon in the Popups. Click it and Oit&r: P —~—

search computer

e Go to computer page, and input ftp://218.18.0.163
in the address field

e Click Go or press Enter
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e Input the default username and password: admin,
admin

e Click Log On

Log On As @

: Either the server does not allow anonymous logins or the e-mail address was not
3 accepted.

FTP server: 192.168.1.1

User name: admin -

Password: T

After you log on, you can add this server to your Favorites and return to it easily.

& FTP does not encrypt ar encode passwards or data before sending them to the
server. To protect the security of your passwords and data, use WebDAV instead.

[ Log on anonymousty [T 5ave password

Log On ]I Cancel
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e For Mac OS X Users:

e On the top tray, go to Go > Connect to Server 800 Connect to Server

Server Address:
e Input Server Address ftp://218.18.0.163 — :
ftp-//218.18.0 163 |[+]) | O]
e Click Connect Favorite Servers:

"I smb://172.31.50.241
[ smb://172.31.88.5

7 Remove | Browse | [ Connect
e Select Registered User
e Input the default username and password: admin, 3 e P T
admin Ev Y x "218.18.0.163",
e Click Connect EE—

Connect as: [ Guest
(*) Registered User

Mame: admin
Password: im—
IEI Remember this password in my keychain

| Cancel | [ Connect ]
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For Linux Users:

e On the top tray, go to Places > Connect to Server
e Choose Service type FTP(with login)
e Input Server 218.18.0.163

e Click Connect

e Select Connect as user

¢ Input the default username and password: admin,
admin

e Click OK

Connect to, Server,

Service type: | FTP {with login)

Server:

| 218.18.0.163

Optional information:

Bort:
Eolder:

User Mame:;

Name to use for connection:

Browse Network

8 Cancel

Connect

Authentication Required

@ You must log in to access 218.18.0.163

() Connect anonymously

(@ Connect as user.

Username: | admin

Password: | admin

] Remember password for this session

] Save password in keyring

8 Cancel

o oK
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o For third party FTP client software users (Here we take CuteFTP Professional 8 for example.)

(] Open the CuteFTP Site Properties for: FTP Server §|
. . Gi | i i
e Go to File >New >FTP Site or press Ctrl+N to == (Type || Actions | Options
. . Label:
open a new Site properties. e
. . . . Host add B
e Set the dialog box as shown in the figure and click 16180163
ConneCt' Username: Login method
admin -
Note: The default user name/password of the Super S— © &nonymous
User is admin/admin. admin O Double
Comments:
|
Connect H K ][ Cancel ][ Help

& Note:

To set up different user accounts with their own access rights to different folders, please log onto the web-based management page
and set it on USB Settings > FTP Server and USB Settings > User Accounts.

Now you have accessed the FTP server, and you can read, write, and download the files on the FTP server.

-12-
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Extended Application

How to create a user account

Log onto the web-based management page, then go to USB Settings > User Accounts and follow the steps in the figure below.

This page allows you to control the user account for FTPYSamba Server. The "Super User" could access all active wolumes and shared folders with
full-access permission (Read & YWrite). Please click "Apply" button to apply your configuration.

Index User Name Status Action
1 admin* Enabled & Enable O Disable
2 useri Disabled O Enable ® Disahle
3
4
)

* o USuper User", It has full-access permission to all actived volumels) and share folder(s). After step 3 the
1

entry will be shown
1. Choose index from the in the table

drop-down list box
Choose Index: <

New User Name: useril

. 2. Enterthe information
New Password: seseas

Confirm Password: [Ty

3. Click Set —
—_—>

(It will not take effect until you Apply it.)

A Click Apply to
Refresh | | Apply || ‘make it take effect

& Note:

(1) The status of the new user is disabled by default. You need to click Enable in the Action column of user account table to enable
-13-
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folders access.

(2) User name “admin*” is a “Super User” with full-access permission. Its action that could access all active volumes and shared
folders is enabled by default.

(3) The default user name/password of the Super User is admin/admin.

(4) Currently, there is quantitative restriction of FTP Server user. The modem router allows up to 5 users to log in to FTP Server at
the same time. Therefore, if you want to log in, make sure that the number of login-user is less than the maximum quantity. Once

the number of users had reached the maximum quantity, the following users would fail to log in even if they have input the
correct username and password.

(5) Different users can be assigned different access restrictions to the shared folder. For details, please refer to Set Access
Authorization.

-14-
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How to add a shared folder

Log onto the web-based management page, then go to USB Settings ->FTP Server and follow the steps in the
figures below.

FTP Server Setting

FTP (File Transfer Protocol) server allows you to share the files on the USB storage device to the local or public network. You will need to define the shared folders and
assign the user's authorization for the different folders.

Server Status: Enabled Disable
Internet Access: (& Enable (O Disable
Internet Address: 213.13.0.14&3
Service Port: |21 (The default is 21. Do not change unless necessary.)

Folder Table: (Any changes of this table will not take effect until you Apply it.)

User Index
O Share name Directory (F:Full-Access, R:Read-Cnly, N:No-Access) Status Edit
1* 2 3 4 5
O volume ! F M 5 5 5 Enabled Edit

* 2 "Super User”, It has full-access permission to all active volume(s) and shared folder(s).

Add New Folder || Enable Selected Disable Selected | Delete Selected |

1.Click this button Apply

Mote:

1. You could be able to access the folders by entering the following URL on Windows Explorer or other FTP software:
fipc /(1P Address)
eg. ftp:/1192.168.1.1

2. FTP Server will get restarted and all your current FTP connections will be terminated after you click Apply button.
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Folder Browse

This page allow you to set a shared folder and access authorization for Storage Sharing service! It will not take effect when Anonymous access been enahled.

Share Name: |TP-LINK

< 2 Type the Share Name in this field

Directory: |/

Browse | & >-Click Browse button

User Access Control Table:

Index Username Access Autherization

1" admin Ful-&ccess Read-Only No-ACCess
2
3
4
g

¥ "Super User". It has full-access permission (Read & VWrite) to all active volume(s) and share folder(s).

Apply
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Folder Browse

This page allow you to set a shared folder and access authorization for Storage Sharing service! It will not take effect when Anonymous access been enabled.

Share Name: |TP-LINK

Directory: |/

The name of folders Hide

in the storage device )
can be shown here 4 Select the storage device

from the drop-down list box
SelectVqume:|K'1ngston { DataTraveler 2.0 }, sdal{Z.0GE,FAT3Z) v P

Isdalf
tplinkd1
tplink032 | <
tplinkd3

5 Click the directory of folder to be shared

User Access Control Table:

Index Username Access Authorization

1" admin Full-&ccess Read-Only MNo-Access
2
3
4
&

* . "Super User". It has full-access permission (Read & VWrite) to all active volume(s) and share folder(s).

Apply
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Folder Browse

This page allow you to set a shared folder and access authorization for Fip services!

Share Name: |TE-LINX

/,;fter step 5, the directory of

Directory: I . the folder can be shown here

Hide

Select Volume: | Kingston ( DataTraveler 2.0 ), sdal1{1.5 GB FAT32) »

Isdaitplink01/
_uppder

User Access Control Table:

Index Username Access Authorization
1* admin Full-Access Read-Cnly Mo-Access
4

* - "Super User". It has full-access permission (Read & Write) to all active volume(s) and share folder(s).

B.Click Apply to make it take effect
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FTP Server Setting

FTP (File Transfer Protocol) server allows you to share the files on the USE storage device to the local or public network. You will need to define the shared folders and
assign the user's authorization for the different folders.

Server Status: Enabled Disable

Internet Access: (& Enable (O Disable
Internet Address: Z18.18.0.163

Service Port: |21 {The default is 21. Do not change unless necessary.)

Folder Table: (Any changes of this table will not take effect until you Apply it.)

Add a new folder User Index
: i F:Full-Access, R-Read-Only, N No-Access i
successfull Share name Directory ( y ) Status Edit
1 2 3 4 5
O volume ! 5 5 5 = Enabled Edit
] TP-LINK fplinko1 - - - - Enabled Edit

= "Super User”, It has full-access permission to all active volume(s) and shared folder(s).

Add New Folder Enable Selected Disable Selected | Delete Selected |

Apply « 7 Click Apply to make it take effect

Mote:

1. You could be able to access the folders by entering the following URL on Windows Explorer or other FTP software:
ftp/i(IP Address)

eq. ftp:/192.168.1.1

2. FTP Server will get restarted and all your current FTP connections will be terminated after you click Apply button.

& Note:

(1) The default shared folder volume share entire partition of the storage device plugged into the USB port.

(2) You can share up to 10 folders simultaneously. If you want to share a new folder when the number has reached 10, you can
delete an existing share folder and then add a new one.

-19-



TP-LINK

The Reliable Choice

> Set Access Authorization

There are three access authorization levels: full-access, read-only and no-access. The full-access user (i.e.
super user) has full-access permission to add, delete and modify files on the FTP server. The read-only user just
has file-reading permission. And the no-access user is unable to access the FTP server.

If you want to set access authorization for a user (e.g. user1), please follow the steps illustrated in the figures
below.

FTP Server Setting

FTP (File Transfer Protocol) server allows you to share the files on the USE storage device to the local or public network. You will need to define the shared folders and
assign the user's authorization for the different folders.

Server Status: Enabled Disable

Internet Access: () Enable ) Disable
Internet Address; =Z18.18.0.14&3
Service Port: |21 (The default is 21. Do not change unless necessary )

Folder Table: (Any changes of this table will not take effect until you Apply it.)

User Index
il Share name Directory (F:Full-Access, R:Read-Only, N:No-Access) Status Edit
1* 2 3 4 5

] volume { F M 5 5 5 Enabled Edit

O TP-LINK ftplink01 F N - = = Enabled | Edit |
* . "Super User", It has full-access permission to all active volume(s) and shared folder(s). \

1.Click Edit
Add New Folder Enable Selected Disable Selected | Delete Selected |
Apply

Note:

1. You could be able to access the folders by entering the following URL on Windows Explorer or other FTP software:
ftp:/f(IP Address)
eq. fip://192.168.1.1

2. FTP Server will get restarted and all your current FTP connections will be terminated after you click Apply button.

-20-
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Folder Browse

This page allow you to set a shared folder and access authorization for Fip services!

Share Name: |[TP-LINX
Directory: | /toiinkol

Browse

User Access Control Table:

Index Username Access Authorization
1* admin Full-Access Read-Only No-Access 2. Here you can set access
2 user | O Full-Access &) Read-Only () No-Access | < authorizafion for user 1
4

* . "Super User”. It has full-access permission (Read & Write) to all active volume(s) and share folder(s).

3. Click Apply to save your seftings

-21-
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Troubleshooting

What can | do if | forget the password to access the FTP server?

Log onto the web-based management page, and then go to USB Settings ->User Accounts, please configure it
according to the steps in the following figure.

User Accounts
Status
Quick Setup
This page allows you to contral the user account for FTPWSarmba Server. The "Super User" could access all active volurmes and shared folders with
Network full-access permission (Read & Write). Please click "Apply" button to apply your configuration.
DHCP Server
Index User Name status Action
Wireless
USB Settings ! admin Enabled ® Enable O Disahle
USB Mass Storage 2 usert Disabled ® Enahle O Disahle
3
4
Storage Sharing
5

FTP Server . -
* 1 "Super User", It has full-access permission to all actived volume(s) and share folder(s).

Media Server

Print Server

Route Settings
Choose Index:

New User Name: |userl
New Password: |eessece 1. Create a new password here

Forwarding

Parent Control

Firewall

Confirm Password: sssene
Bandwidth Control .
2. Click Set > [ Set  [|ritwil nat take effect until yau Apply it.)

3. Click Apply to

Refresh | | Apply | Saue the settings

IP & MAC Binding

Dynamic DNS

Diagnostic
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