TP-LINK

PykoBoacTBO nonb3oBaTens

TL-WAB854RE

YHuBepcanbHbIN yeunuTtesnb 6ecnpoBoaHOro
curHana, ckopoctb o 300 MouTt/c

REV2.0.0
1910011108



ABTOPCKOE NPABO U TOPIOBbIE MAPKU

Cneundvkaumm  moryT  meHsTbes 6e3  ysegomnenus. T IP-LEINIK®  asnsetcs
3apermctpupoBaHHon Toproson Mapkon komnaHum «TP-LINK TECHNOLOGIES CO., LTD».
Mpoune OGpeHObl W HaUMEHOBAHWUS MPOAYKLMU ABMSKOTCS TOProBbIMM  Mapkamu  Wnu
3aperncTpmMpoBaHHbIMY TOPrOBbIMU MapkamMu X BragenbLes.

Crneundmkaumm He MoryT ObiTb BOCMpPOU3BEAEHbI B KakoW-nnbo dopme wunv nocpeacTBOM
Kakux-nmbo cpeacTB WNM UCMOSMb30BaHbl ANs COCTaBMEHUS NPOM3BOAHbLIX MaTepuanoB C
MOMOLLIbIO NEepeBoaa, U3MEHEHNST UMM YACTUYHOTO MCMONb30BaHMSA HacTosLwen nybnukauun 6es
paspelieHunsa ot komnaHum « TP-LINK TECHNOLOGIES CO., LTD». Copyright © 2014 TP-LINK
TECHNOLOGIES CO., LTD.

Bce npaga 3aliuLieHsbl.

http://www.tp-link.com



http://www.tp-link.com/

@

MpoaykT ceptucpikoBaHo 3rigHo ¢ npasunamu cuctemmn YkpCEINPO Ha BignoBigHiCTb BUMOram
HOPMAaTMBHMX OOKYMEHTIB Ta BMMOram, L0 nependayvyeHi YMHHUMU 3aKOHOAABYMMMK aKTaMu
YKpaiHu.

AL

NpaBuna 6e3onacHoCTU
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€OWHCTBEHHbIN CNOCO6 MONMHOCTBIO 06ECTOUUTE YCTPONCTBO - OTKIOYNTL aganTtep NUTaHus
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YHuBepcanbHbl ycunutens 6ecnpoBoAHOro curHana,
TL-WAS854RE [«(e]eleloayWaleRe{0[0R\ ()7 yfe:

KomMmnnekT noctaBKu

B koMNneKkT nocTaBku BXOOMUT:

»  YHuBepcarnbHbI yeunutens 6ecnpoBOAHOro curHana, ckopoctb Ao 300 Mout/c

» PykoBogcTBO No GbICTPOM HACTpoOWKe

» KomnakT-guck ¢ gononHuTeneHom nHgpopmaumen no mogenn TL-WA854RE, skntovas:

e HacTosuwee pykoBoacTBO

& MMpumeyaHue:

Y6eonTtechb, UYTO YMaKoBKa COAEPXMT BCe BblllenepeydncrnieHHoe. Ecnu kakoi-nnbo npeamet
OTCYTCTBYET U NOBPEXAEH, CBSXXUTECH C BaLLUM NPOAABLIOM.

Ucnonb3oBaHue HaMMeHOBaHUU

YnoMmmHaemble B JaHHOM PYKOBOACTBE MOSIb30BaTENSsl COBOCOYETAHUSA «YCUNUTENb CUrHana,
«ycTponcTBo» M «TL-WAB54RE» 0603Ha4alT YHuBepcasbHbIA ycunuTens 6ecnpoBOgHOMO
CuUrHana co CKopocCTblo nepedayn gaHHbix go 300 Méut/c mogenn TL-WA854RE 6e3 kakux-nubo
AOMNONTHUTENbHbIX 3HAYEHWNA.

I'Iapameprl, YKa3aHHble Ha VI306p8)KeHVIF|X, ABNAKOTCA  UCKNKOYUTENbHO CrnpaBO4YHbIMU
pekoMmeHgaunam no HaCTDOVIKe yCTpOVICTBa N MOryT OTInn4aTbCA Npu UCNOJ1Ib30BaAHUN. Bbl MmoOXxeTe
HaCTpOuUTb NapamMeTpbl B 3aBUCMMOCTU OT BaLLUX I'IOTpe6HOCTel7|.

Bunka wrtencens nutaHus MOXET OTnu4aTtbCcs OT YKa3aHHOI7I Ha M306pa>KeHVIVI B CBA3N C
pPa3fnmM4YHbIMN permoHasnibHbIM CTaHOapTaMn K CeTAM 3J1EeKTPONMUTaHnA. B naHHOM pyKoBOACTBE B
Ka4yecCTBe npmuMmepa paccMaTpmBaeTCA BapuaHT BUITKA NMUTAHUA ONA UCNOJ1b30OBAHUA B CTpaHax
EC.




YHuBepcanbHbl ycunutens 6ecnpoBoAHOro curHana,
TL-WAS854RE [«(e]eleloayWaleRe{0[0R\ ()7 yfe:

naBa 1 BBeageHue
1.1 0O630p

YHuBepcanbHbi  ycunutenb ©6ecnposogHoro curHana TL-WAB854RE npegHasHadeH gns
cosfgaHusa peweHunn knacca SOHO. YCTponcTBO NO3BONUT BaM pacLLUMpUTb 30HY NOKPbLITUS Ballen
CYLLIECTBYHOLLIEN DECnpPOBOAHON CETU U YBENUYUTL €€ MOOUITBHOCTD.

Bnarogaps nopgaepxke TexHonormn IEEE 802.11n gaHHOe ycTponcTBO cnocobHo obecneunBaTh
BGecnpoBogHyl0 nepedadvy daHHbIX Ha ckopoctu go 300 M6wut/c. Bnarogapss nogaepxke
MHOXECTBEHHbIX YHKLUMIA 3aLUMThl, BKIOYaoLWwmnx B cebsa 64/128/152-6utHoe wndposaHne WEP
n wngpposaHue WPA2-PSK, WPA-PSK, yHuBepcanbHbIi ycunutens 6ecnpoBO4HOrO curHana
TL-WA854RE obecneunBaeT NonHyt0 KOHOMAEHUMANBHOCTb BalLMX AAHHbIX.

YCTpOMCTBO nNogaepxmBaeT BO3MOXHOCTb MPOCTOrO  MNOAKIOYEHWA K KOPHEBOW  TOuKe
poctyna/mapupytusaTtopy (¢ nogaepxkon dyHkumm WPS/QSS) 6narogapsi kHonke RE Ha
NUUEBOX MaHenu. YCTPOWCTBO TakKe MNogAepXUBaeT BO3MOXHOCTb MPOCTONM HACTPOMKM WU
yrnpaBneHus ¢ NOMOLLbO BEO-yTuUnuThl. [laxke ecnu Bbl He obnagaeTte onbiToM paboThl C CETEBLIM
obopygoBaHmemM, bnarogapsa OaHHOMY PYKOBOACTBY Bbl CMOXETE CaMOCTOSTENbHO NPOuU3BecTU
HacTponky. [lepen yCTaHOBKOW YCTPOWCTBA, MOXanymcta, O3HAKOMbTECb C [OaHHbIM
PYKOBOACTBOM 7151 MONy4YeHMs nogpobHon nHgpopmauumn ob ycTporcTee.

1.2 OCHOBHbIE XapaKTepPUCTUKN

» Moppepxka TexHonoruun IEEE 802.11n

» [ogpepxka MHOXXECTBEHHbIX TUNOB 3aWnThbI: 64/128/152-6utHOE WEP "
WPA-PSK/WPA2-PSK

BctpoeHHbin DHCP-cepBep
OpavH pabounin pexum: Yecunutens 6ecnpoBogHOro curHana

Bo3aMoxxHOCTb 0GHOBNEHMSA BCTpoeHHoro 10

YV V V V

Monnepxka Beb-ynpaBneHus yCTponcTBoM




YHuBepcanbHbld ycunutens 6ecrnpoBOAHOIO cuUrHana,
LIRVLCEE S ckopocTb Ao 300 M6éut/c

1.3 BHelwHuUn BUA ycTponucTea

/

Pvc. 11

® OnucaHue cBeTOAUOAHbIX UWHOUKATOPOB:

UHpaukaTop CocTosiHMe O6o03Ha4yeHune
RE Foput CoeaMHeHue yCTaHOBIMEHO.
(Yeunutens Muraet TL-WAB854RE nbiTaeTcs ycTaHOBUTL COeANHEHME.
cnrvana) Bhikn CoefvHeHVe He YCTaHOBMEHO.
Wireless Beikn BecnposogHoe BelyaHne TL-WA854RE BKkIioueHo.
(BecnpoBogHas
ne Mwuraet B
pefaya gaHHbIX) ecnpoBofHaga nepefaya AaHHbIX OTKMYEHA
Power Bbikn TL-WAS854RE BbIkntoyeH.
(MuTahve) Foput | TL-WAB54RE BKriioder.
TL-WAB854RE nopgkntodeH K maplipytmusatopy. bonbuiee
FopuT (1-5) YMCMO TOpsLWMX MONIOC MHOUKaTopa O3HavaeT Oornee
P HagéxHoe coeauHeHne TL-WA854RE c
MapLLPYyTU3aTOPOM.
MoLyHOCTb curHana
il | Muraer CoeavHeHne TL-WA854RE C MapLLpyTU3aTOpPOM
yCTaHOBMNEHO, HO 6e3 focTyna K NHTepHerT.
He ropuT CoeavHenne TL-WAB854RE ¢ Mmapwpytmu3atopoM He

YCTaHOBINEHO.

Tabnuua 1-1

o (@ (KHonka RANGE EXTENDER/WPS): Ecnu Baw 6ecnpoBogHoi MapLupyTusaTop unm
ToYka goctyna nogaepxusatroT dyHkumio WPS nnn QSS, To ans T1oro, 4tobbl YyCTaHOBUTL
HagéxHoe coedunHeHWe Mexay 6ecnpoBOAHOM TOYKOM AOCTyna/mMapLupyTusaTopom W




YHuBepcanbHbld ycunutens 6ecrnpoBOAHOIO cuUrHana,
LIRVLCEE S ckopocTb Ao 300 M6éut/c

ycunutenem curHana TL-WAB854RE, Bbl moxeTe HaxaTb kHonky WPS wnn QSS Ha
MapLupyTu3aTtope/Touke pfoctyna u 3aTtem Haxatb kHonky RANGE EXTENDER Ha
OecnpoBOgHOM yCUnMTene curHana.

KHonka RESET: [JaHHas KHOMKa MCNOSMb3yeTcsa Afis BOCCTAHOBIIEHMS 3aBOACKMX HACTPOEK
Ha ycunutene 6ecnpoBogHoro curHana. CyuwecTtByeT ABa cnocoba BepHYTb 3aBOACKME
HaCTPOWNKMN Ha YyCTPONCTBE:

Cnoco6 1: MNpy BKNHOYEHHOM NMUTAHMKU YCUNUTENS CUrHana ¢ NOMOLLbIO OynaBku HaXMUTE U
yoepxusante kHonky RESET (okono 8 cekyH) 4o Tex mop, noka curHam cBeToAUOLHOro
MHOMKATOpa He MW3MEHUTCA C MeAMEeHHO Mwurawwero o 6bICTpo Murarwowero. 3arem
OTNYCTUTE KHOMKY U NOAOXKANUTE, NOKa YCTPOWCTBO BbIMONTHUT MOMHY Nepesarpysky n copoc
BCEX HaCTPOeK 10 3aBOACKMUX 3HAYEHUNA.

Cnoco6 2: Bbl MoXeTe BbIMONMHWTL BO3BpAT 3aBOACKMX HACTpoek 4epe3 BeG-yTUnuTy
yCTpOWCTBa B MEHIO CUCTEMHbIE MHCTPYMEHTHI > 3aBOACKUE HAaCTPOMNKM.




YHuBepcanbHbld ycunutens 6ecrnpoBOAHOIO cuUrHana,
LIRVLCEE S ckopocTb Ao 300 M6éut/c

maBa2 YcTtaHOBKa ycTpoucTBa

2.1 Tlepen Hayanom HaCTPOUKMU

Moxanyncta, BHUMATENbHO MNPOYMTaANTE PYKOBOACTBO MONb30BaTENs MNeped HacTPOMKOM U
ncrnonb3oBaHmeM obopynoBaHnga. Pabounn guana3oH 6ecnpoBOAHON CETU MOXET 3HAYUTESbHBIM
06pa3oM N3MEHATLCSA B 3aBUCMMOCTU OT (PM3NYECKOTO pacnonoXxeHms 6ecnpoBOAHbIX YCTPOMCTB.
MeTannuyeckMe KOHCTPYKUMKW, CTEHbl, nperpagbl - 3TO (akTopbl, CMNOCOOHbIE OCnabuTb
OecnpoBogHOM cCuUrHan wnM ctaTb MOMEXOW [Onsi pagvMoBONH Balwen 6GecnpoBogHOM ceTu.
TunNn4YHLIN oxBaT 30HbLI 6ECNPOBOAHON CETU MOXET M3MEHSATLCS B 3aBUCUMOCTM OT UCMONb3yEMbIX
CTPOUTENBHbIX MaTepuanoB U (GOHOBOro pagMo4acTOTHOrO LWyma y Bac goma unu B ocuce.

Onsa toro 4ytobbl TL-WA854RE vmen Havnydwme nokasaTenu Npov3BOOMTENbHOCTU, criegymnte
HWXKeyKasaHHbIM ~ MHCTPYKUMSAM  ONsi  OOCTWXKEHWS UAeanbHOro  MecTopacnonoXeHusi
(noxanyncTta, ybeautecb, 4TO YCTPOWCTBO B JIIOOOM Cryvae HaxoauTcst B npegenax 30Hbl
MOKPLITUSA CUrHana 6ecnpoBOAHOIO MapLIpyTU3aTopa/To4kn JocTyna).

1) lMocepeduHe mexdy — Yalle Bcero naeanbHbIM pacnonoxeHmeM yctponctea TL-WA854RE
ABNSETCS yCTaHOBKa nocepeanHe mexay 6ecnpoBoHbIM MapLLpyTU3aTOPOM U KITMEHTCKUM
ycTpomncTeoM. Ecnu ypoBeHb BecnpoBoHOro curHana sABnseTcs He YAOBNeTBOPUTENbHbIM,
Bbl MOXeTe yctaHoBuTb TL-WAB854RE 6Gnmke k 6ecnpoBogHOMY MapLUpyTM3aTopy/TOYKe
goctyna.

e

2) Omcymcmeue npeepad u Hanu4yue OMKpPbIMOo20 fpocmpaHcmea — Ybepute npenaTcTens
Ha nytm wmexagy TL-WA854RE wu 6GecnpoBogHbiM MapLupyTu3aTopom. Jlydwe Bcero
yCTaHaBnNMBaTb YCTPONCTBO B NPOCTOPHbIX MOMELLEHUAX, TaKUX Kak KOpUZopsbl.

3) Omcymcmeue nomex — YcTtaHaenuanTte TL-WA854RE Bganu oT yCTPOWCTB, CMOCOGHbIX
Bbl3blBaTb pPagMoOYacTOTHble MOMEXW Ha TakoW Xe 4vacTtoTe, Ha KOTOpow paboTaer
TL-WAB854RE, Hanpumep yctpomnctBa  Bluetooth, GecnpoBogHble  TenedoHsbl,
MUWKPOBOIHOBbLIE MeYu 1 T.M.

4) 3 cueHanbHbIX uHOUKamopa — Bbl Takke CMOXETe HaNTK ngeanbHOE MECTOPACMNONOXEHNE
Mo KONMYECTBY FOPSALUMX CUrHamNbHbIX MHAMKATOPOB Ha nuueBon naHenu TL-WAS854RE.
[aHHble nHamMkaTopbl 0TOOpPaXKaloT MOLLHOCTb CUrHana, KOTopbIn Ball yCUNuTenb nony4vaet
OT 6eCcnpoBOAHOrO MapLLpPyTM3aTopa/KOPHEBOM TOYKK AOCTyNa. [Nsi XOpOLIMX NokasaTenemn
NPOM3BOANTENBHOCTM PEKOMEHAYETCs, YTOObI Bbl YCTaHaBMnMBanNM YCTPOMCTBO B TaKOM
mMecTe, rae OyayT ropeTb No KpamHen Mepe 3 CUrHanbHbIX MHAMKATOpa.




YHuBepcanbHbIn yeunutenb 6ecnpoBOAHOMO CUrHana,
LIRVLCEE S ckopocTb Ao 300 M6éut/c

& MpumeyaHue:

Mbl pekoMeHayeM, YTobbl Bbl NOAKMOYANUCH K YCUMMTENO cUrHana B criydyae oTCyTCTBUS Y Bac
Ka4yeCTBEHHOro AOMaLLHEro CeTEBOro NOAKMIYEHUS, NN Koraa Bam Heobxoamma Gonbluas 30Ha
MOKPLITUS CETU AN YCTPaHEHUS1 KMEPTBLIX 30H». B COOTBETCTBMM C NPOTOKONOM 6ecnpoBoAHON
nepefayn OaHHbIX BCE YCUIMUTENM CUrHama HacTpoeHbl Ha paboTy B MOMyaynnekCHOM unu
nonHoaynnekcHoM  pexume. [dpyrumu  crnoBamu, ©ecnpoBOL4HOW  yCcuUnUTEnb  curHana
npegHasHadyeH pAns  obpabaTbiBaHUS OOHOCTOPOHHEN CBA3M MexXAy BallMM KOPHEBbIM
6ecnpoBOAHBIM MapLLPYTU3aTOPOM/TOUKOWM AOCTYNa U KIIMEHTCKMM YCTPOWCTBOM, Takum obpasom
Bpemsi nepefayn yBenmymMBaeTcs BABOE M CKOPOCTb COedUHEHMs1 ByaeT noHuxkKeHa.

2.2 OcHoOBHble TpeboBaHuA

e YcTaHOBWTE Ball yCUMMTElMb CUTHaNa B XOPOLUO BEHTUNMPYEMOM MecTe Banu OT NpsiMbIX
COMHEYHbIX NyYen n ycTponcTs oborpesa.

e OcrtaBbTe, MO KpariHen Mmepe, 5 cM NPOCTpaHCTBa BOKPYr YCTPOWCTBA AN 0TBOAA Tenna.

e OrtTkniovante Baw ycunuTenb curHana BO BpeMsi rpo3bl BO u3bexaHue noBpexaeHus
yCTpOWCTBa.

e Wcnonbayinte Beb6-6paysep Microsoft Internet Explorer Bepcun 5.0 unu Bbiwe, Netscape
Navigator Bepcun 6.0 nnu Bbiwe.

e Pabouas Temnepatypa yctpovctea: 0°C~40C

e Pabouas BnaxHocTb ycTpornctea: 10%~90% (be3 obpasoBaHus koHOeHcaTa).

2.3 Tlopknio4vyeHue ycTpomcTBa

WHTepHeT

DSL-mopmem

TL-WABS4RE

BecnposogHoii MapLupytusaTop BecnpoBogHble KNWEHTBI

(HoyTOyK\NnaHweT\cmapTdorin T.0.)

Puc. 2-1 TunnyHbii cnoco® noakntovenust TL-WA854RE

UtoObl npaBuibHO MOAKNIOYMTL ©OecnpoBOAHOW YCUMMMTENb CUrHana, crnegymite OaHHbIM
WMHCTPYKLUMAM:

1. Mopkntounte KabenbHbin/DSL mogem k 6ecnpoBOAHOMY MapLUpyTM3aTopy C MOMOLLBH
kabens Ethernet.




YHuBepcanbHbld ycunutens 6ecrnpoBOAHOIO cuUrHana,
LIRVLCEE S ckopocTb Ao 300 M6éut/c

Mogkntounte TL-WA854RE K cTaHOapTHOM SMNeKTpopo3eTke, Haxoaswlenmcs psagom C
0ecnpoBoAHbIM MapLUPYTU3aTOPOM.

MopkntounTe Bawm GecnpoBoHble KNMEHTLI (HOYTOYK, nnaHweTHbIn MK, cMapTdoH u T.n.) K
TL-WAB854RE no 6ecnpoBoaAHOMY COEANHEHUIO.

MepenanTte Ha cTpaHuuy Beb-ynpaeneHusa TL-WAB854RE v 3aBepLunte HacTpomnku.

(Obpatutecb k Maese 3 PykoBOACTBO MO ObICTpon HacTponke wnu [nase 4 HacTpoinka
YCTPOWCTBA AN COBEPLUEHNST HEOBXOOANMBIX Bam HacTpoek). Yepes BEG-yTUNUTY HAaCTPOMKM
Bbl cCMOXeTe nogkniounTtb TL-WAB854RE k 6ecnpoBoAHOMY MapLUpyTU3aTopy.

Bbibepute ngeansHoe mectopacnonoxeHune ana TL-WA854RE. (Moxanyncra, obpatuTtecs K
MyHkty 2.1 [Mepen Havyanom HaCTPOWKM ANA MofyvYeHus noapobHon uHdopmaumm o6
naeansHOM MECTOPaCMONOXEHUN).




YHuBepcanbHbIn yeunutenb 6ecnpoBOAHOMO CUrHana,
LIRVLCEE S ckopocTb Ao 300 M6éut/c

lmaea3 PykoBoACTBO NO ObICTPOU HACTPOMKe

[daHHasi rmaBa MOMOXET BaM HaACTpOWTb Ball KOMMbOTEp Ans paboTel ¢ 6ecnpoBOAHbIM
ycunutenem curHana TL-WAB854RE v nokaxeT, Kak ynpaensaTe UM C MOMOLLIbIO BED-YTUMNTDI.

Bnarogaps BebG-yTunuTe HACTPOWMKM Bbl CMOXETE JIerko HacTpouTb OecnpoBOAHOWN ycunutenb
curHana TL-WAB854RE. Beb-yTunuta HacTpomkn MOXeT ObITb MCMOMb30BaHa Ha KOMMbOTEpPax ¢
onepauunoHHbiMn cuctemammn Windows, Macintosh nnn UNIX ¢ Takumm Beb-Opaysepamm kak
Microsoft Internet Explorer, Mozilla Firefox unu Apple Safari.

1. [Ons poctyna K Beb-yTunnte HaAcTpPOMKM OTKpouTe Bawl Beb-Opaysep n BBeAUTe OMEHHOE
nmsa http./tplinkextender.net B agpecHyto CTPOKY.

a ‘ 2 http:/ftplinkextender.net/

Puc. 3-1 MNMogkntoyeHne k 6ecnpoBogHOMY YCUAUTESNIO cUrHana

Uepes kakoe-TO BpeMsa nepeq BamMu MOSBMTCS OKHO aBTOpu3auuu, Kak ykasaHo Ha Puc. 3-2.
Beeante admin B none Vms nonb3oBatens u lNMaponb (0o6a pasa B HmkHeEM peructpe). Oanee
Haxmute OK unu kHonky Enter.

BesonacqocTs Windo

Ana exoaa Ha cepeep tplinkextendernet no agpecy TP-LINK Wireless
Range Extender WABS4RE Hy:#HEI MMA NONBEI0BATENA W NAP0AE,

Mpegynpexgeqne: Cepeep TpebyeT Nepegayn MIMEHKW NONEI0EATENA W Nap
0NA Yepes HeBesonacHoe coefuHeHKe (ByaeT BeiNoAHEHa oBbldHan Npoe
EpKa NOANHHHOCTH],

|au:|r'r|ir|

[7] 3anomHuTE yHETHEIE gaHHEIE

Puc. 3-2 Astopusauusa B Windows

& lMpumeyaHue:

Ecnn BbllleykazaHHOeE OKHO He oTobOpa)kaeTcsi, 3To0 00o3Ha4yaeT, 4YTo Baw Beb-Opaysep
HacTpoeH Ha ucnonb3oBaHWe npokcu-cepsepa. B Internet Explorer nepenante B MeHKO
CepBuc>CBoictBa 6paysepa>logknioyeHusa>HacTpomku cetTu n B NOSBUBLLUEMCH OKHE
CHMMUTe OTMeTKY ¢ nons Mcnonb3oBaTb Npokcu-cepBep 1 Haxmmute OK ansg 3aBepLueHus.



http://tplinkextender.net/

YHuBepcanbHbld ycunutens 6ecrnpoBOAHOIO cuUrHana,
LIRVLCEE S ckopocTb Ao 300 M6éut/c

2. Tlocne ycnewHon aBTOpuU3auuW nepen BaMu MNOSABUTCHA HayarnbHaa cTpaHuua BbicTpown
HacTpouku. Haxxmute [lanee, 4ToObl 3anyCcTUTb NpoLEeaypy ObICTPOI HACTPOWKM.

VCTROACTEOM.

Wma GecnposoaHon cetk (SSID) rmaeHoro mapupyTH3aropalTouks gocTyna;

YounuTens GecnpoBoOHON0 CUIHANE elE He PACWWPAET 30HY NOKPLITUA Kakoi-nudo GecnposogHon cetw. Haxmure "Manee”
LMNA HACTPOAKK younuTenA BecnpoBogHOro CMTHANA WKW HAKMUTE “BeiXod” ONA NEPEX00a HA CTPAHWLY HACTPORKK

CocToAHHE NOOKMIYEHHA: OTKNKYEH

Bhixon | Lanee |

Puc. 3-3 BeicTpas HacTpoWka

& lMpumeyvaHue:

Ecnn Bbl He cobupaeTecb BOCNOb30BaTLCSA YTUNNTON BbICTPON HACTPOMKKN cpasy, HaXKMUTE
Bbixoa v nepengnte B rmaBHoOe MEHIO YCTPOWCTBA.

3. Tepepn Bamu NOSBUTCSA OKHO, yKa3daHHoe Ha Puc. 3-4, roe Bam notpebyeTcs BbIOpaTb permoH.
HaxmuTe [anee Ansg NnpoaormkeHus.

Pexum paboTel:

Pernon;

Younutens GecnpoBogHOro crHana

Poccua -

[ Hasan | | Nanee |

Puc. 3-4 BeicTpas HacTpolika — Bbibop pernoHa un pexuma

4. YCTpoWCTBO ONpeaenuT CyLLecTBYHoLLYIO ceTb. MoxanyincTa, nogoXxanTe HEKOTOpoe BpeMmsi.

38%

MopgoxouTe, Noka yCTPOWCTBO MNbITaeTCA HAWTHU AOCTYNHbIe AnNA Bac 6ecrnpoBogHble CETU.

Mowuck becnpoBOAHBbIX CETEN...

Puc.

3-5 bbicTpas HacTporika — OnpefeneHne CyLeCcTBYHOLLEN CETU




YHI/IBepcaJ'IbeIVI ycunuTternb GGCHDOBO}JHOFO curHana,

LIRVLCEE S ckopocTb Ao 300 M6éut/c

5. Tepen Bamu NosiBATCS CMMCOK AOCTYMNHbIX GecnpoBoaHbIX ceTei. Bribepnte GecnpoBoaHyto

ceTb (SSID) n HaxmuTe Oanee.

EecnpoBodHbIX CeTel QocTynHo: 29

Bribpate S5ID Curnan MAC-agpec
TP-LINK_90BAA2 -IIII ES-94-F6-90-BA-A2
TP-LINK_2018 -Illl 80-F6-2E-DA-A3-62
TP-LINK_TEST _.]II 80-F6-2E-DA-A3-61
TP-LINK_30FE17 ..lll 80-F6-2E-DA-A3-60
TP-LINE_A ..III 38-E5-95-C1-42-B9
TP-LINK_B -Illl 38-E5-95C1-42-BA
TP-LINK_C '.“ 80-F6-2E-00-AB-70

Haaag, || OBHoBuTE

Kawan Jawmra
4 WPA2-PSK
6 Her
6 WPA2-PSK
6 Her
11 WPA-PSKNWPA2-PSK
1" WPA-PSK\WPA2-PSK

6 Her

Ykazate SSIDn MAC-agpec Bpy4HyH

| Haaag, || OﬁHDEIHTh|

Puc. 3-6 BeicTpas HacTponka — [oCcTynHble 6eCnpoBOAHbIE CETU

& MMpumeyaHue:

Ecnn Bam He yganocb HanTu nvsa Bawen 6ecnposogHon cetn (SSID) B cnvcke, Bbl MOXeTe
HaxaTb OGHOBUTbL AN NOBTOPHOrO OOHApPYXXeHUsA ceTen unm OTMETUTb MNone
Ykazatb SSID n MAC-agpec Bpy4YHyl, 4YTOObl BpY4YHYHO HacTpouTb 6GecrnpoBoaHoe

coefVHeHve.

6. [lepen Bamu NosiIBUTCSl CTpaHMLA HacTpoek GeCnpOBOAHOIO pexuma, kak ykasaHo Ha Puc.
3-7. Beegute naponb GecnpoBOAHOM CETM BalIEro OCHOBHOMO MapLupyTM3aTopa/TOuKM
AOCTyNa, yKaxuTe UMsi 6ecnpoBOAHON CETU ANs BalIero yCUNUTENs CUrHana unm ocTaBbTe
ero 6e3 n3amMeHeHwuI, nocrne Yyero Haxmute flanee Ans NPOAOIKEHNS.

HmA Gecnpoeogroil ceTH (SSID) MasHOro MapwpyTH3aTopaiToukn 4ocTyna;
MAC-agpec rnaBHOrO MapupyTH3aToPaITO4KK AOCTYNa:

3awuta GecnpoBOQHOTO PEKHMA:

Napone PSK Bawero rmasHOro MapuipyTsaTopaTo4kn goctyna:

HMmA GecnpoEoaHoil CeTH ycunutens (SSID):

TP-LINK_TEST
DO-C7-CO-BF-TE-AA

HauBonee Hagéknan sawmta (WPE

963852741

@ KonWpoeaTe C MABHOTO MaplpyTi3aropalroukk gocryna  TP-LINK_TEST

¥Ka3aTk BPYYHYI0

[ Hazag

) | anee

Puc. 3-7 bbicTpas HacTpowika — HacTponku 6ecnpoBogHOro pexmma

10



YHuBepcanbHbld ycunutens 6ecrnpoBOAHOIO cuUrHana,
LIRVLCEE S ckopocTb Ao 300 M6éut/c

PekomeHayeTcs BHMMaTENbHO NMPOBEPUTL HACTPOVKM GECNPOBOAHOIO peXuma U HaCTPONKK
CeTu, Koraa nepen Bamy NOSBUTCS OKHO, ykasaHHoe Ha Puc. 3-8. lNMocne npoBepkn HacTpoek
HaxmnTe 3aBeplnTb NS 3aBeplueHnss beicTpon HacTporiku. Ecnn Kakme-To M3 HacTpoek
yKka3aHbl HeBepHO, HaxmuTe Hasam pana Bos3Bpata Ha npeablgyline CTpaHuubl U
Nnpon3BeeHUs NOBTOPHbIX HACTPOEK.

BricTpas HacTpoHka3ageplueHa. Kak cnedyeT npogepeTe BalM HACTPOiiKkn. ECNi HACTPOMKN YKa3aHE! HeBEPHO, HaXMUTe "Hasan” n Npon3BeanTe HACTPOIKH 33HOBO

HacTponku GecnpoBogHOro pexuma
Pexum pabotsi:
Hwms GecnpoeoaHon cetn (SSID) rNaBHOMO MapwpPYTHIATOPAITONKH 4OCTYNa:
MAC-aapec rnaeHOro MapuipyTH3aTopaToNKkH ocTyna:

HMma GecnpoBogHO# CeTH ycHnuTens (SSID):

YHIBEpCANbHEIl pexum
TP-LINK_TEST
DO0-C7-CO-BF-TE-AA
TP-LINK_TEST

H: 3awnTa(WPAMWPA2-PSK)

3awuta pexuma:

NMapone:

963852741

CeTeBble HACTPOHKKN

[anHele ANA BXOAa NO YMOTHaHHI0:
HnA nons3osarens:

Mapone:

hitpJitplinkextender.net
admin

admin

Hasan ] | 3aRepLMTL

SKCMOPTUPOEATE HACTPORKM | \

Puc. 3-8 bbicTpas HacTponka — [poBepka HacTpoek

& MMpumeyaHue:

PeKomer,yeTcg HaXaTb 3KCI10pTMpOBaTb HaCTpOﬁKM Ona  CcoxXpaHeHuA YyKa3aHHbIX

HacTPOEK B TEKCTOBOM dharne A4 ganbHENLLEro NCnosib30BaHus.

Mocne TOro, Kak GeCNPOBOAHOW YCUNMTENb CUrHaMNa NPMMEHUT HACTPOWKKM GeCcnpoBOLHOMO
pexuma (Kak ykasaHo Ha Puc. 3-9), nogoxgute HeKoTopoe BpeMs, Moka nepen Bamu He
NosiBUTCS1 OKHO, ykaszaHHoe Ha Pwuc. 3-10. 3710 Oygetr o0603HayaTb, 4YTO Bbl YCMNELIHO
pacLIMpUnn 30Hy NOKPbITUS BECNPOBOAHON CETU BALLEro KOPHEBOIO MapLLPyTU3aTopa/TO4Ku
goctyna.

Ycunutens NpUMeHAeT HAacTPoiiKn GecnpoBoaHOro pexma.
MopomauTe NPUMEPHO ABE MUHYTBI...

20%|

Puc. 3-9 beicTpas HacTponka — [puMeHeHne HacTpoek

Ycunureno NpMMeHAET HaCTPOMK1 GeCnpoBoOAHOMO pexmMa.

3aBepueHo!

100%)

Puc. 3-10 BbicTpas HacTpolika — 3aBepLueHne
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YHuBepcanbHbld ycunutens 6ecrnpoBOAHOIO cuUrHana,
LIRVLCEE S ckopocTb Ao 300 M6éut/c

lmaea4 HacTtpounka ycrtponcrea

B oaHHOM rmaBe onuvcbiBaeTCs NpoLEecC HaCTPOWKK Ballero 6ecnpoBogHOro YCUINTENS CUrHana ¢
NMOMOLLBI BEO-yTUNUTBI HacTporkn. becnpoBogHon ycunutens curHana TL-WA854RE nérok B
HaCTPOMWKe 1 yrnpaBneHun bnarogaps Bed-yTunuTe HacTpoviku (nogaepxunsaeT 6paysepsl Internet
Explorer, Netscape® Navigator, Firefox, Safari, Opera unu Chrome), koTopas MoOXeT ObiTb
3anyuweHa Ha nbom koMnbioTepe ¢ onepaunoHHon cuctemon Windows, Macintosh nnu UNIX.

lMocne aBTOpM3auumM Bbl CMOXETe HacTpaumBaTb W ynpaenaTb YCTpoMCTBOM. B nesomn yactu
9KpaHa pacnorioXeHbl WeCTb 3anemMeHToB MeHio: CocTtosiHue, BbicTpas HacTpoiku, NMpoduns,
Cetb, BecnpoBogHon pexum n CuctemMHble MHCTPYMEHTbl. B npaBon CTOpoHe 3KpaHa Bbl
yBuUanTe getanbHble 06bACHEHUS N MHCTPYKUMU AN COOTBETCTBYIOLLEN CTPaHMLbI.

4.1 CocTosiHue

BbibpaB nyHkT CocTosiHMe, Bbl CMOXETE NpOoCMaTpuUBaTh TEKyllee COCTosiHMe GecrnpoBOAHOro
ycunutens curHana. Bce 3HaueHus npencTaBneHbl TOMbKO AN YTEHUS U He MOryT ObiTb

N3MeHeHbI Ha JaHHOW CTpaHuLe.

®

Hucpopmaumua ob ycunutene curiana HHpopNaLKA O FTMaBHOM
MapupyTH2aTopel/ToyKe focTyna
S5ID younutena: Network-646603b2ed9e
SSID rnagHoro MaplwpyTU3aTopaTouKkK
MAC-anpec: F4-EC-38-11-22-99 pocryna: Network-6466b3b2ed9e

DHCP-cepaep: AgTo (OTkn.) MAC-anpec: 64-66-B3-B2-ED-9E
Kawan: 3 [ocTyn k MHTepHeT: He goctynHo
BecnpoeogHoe coeguHeHwe: MogkniyeHo

IP-agpec: 192.168.0.100

Tun: OuHamuyecknil IP-agpec

YpoBeHb curHana: 100%

CropocTe GeCcnpoBOOHOI Nepeaun OaHHLIX:
104.0MButic

Bpema pabotei: 0 gHei 00:07:42
Bepcuna ectpoenHoro MO: 3.14.8 Build 140401 Rel.60896n

Bepcuna obopynoeanna: WASS4RE v1.0 00000000

Puc. 4-1 CocTosiHue

> WHdopmauusa o6 ycunutene curHana — 3gecb otobpaxaeTcsa Tekywasa nHgopmaums oo
ycunuTene 6ecnpoBOAHOrO curHana.

e SSID ycunutena — Wma 6GecnposogHon cetn (SSID) ycunutens 6ecnpoBOOHOrO
CWrHamna, K KOTOpOMy MOryT MOAKM4aTbCA Bawl KOMMNbOTep M npoune 6ecnpoBogHble
yCTpoOncTBa.

12



YHuBepcanbHbld ycunutens 6ecrnpoBOAHOIO cuUrHana,
LIRVLCEE S ckopocTb Ao 300 M6éut/c

e MAC-agpec — dusnyeckuin agpec ycmnurens.

e DHCP-cepBep — 3pecb ykasaHo Tekyuwee coctossHne DHCP-cepsepa ycunutens
©ecnpoBogHOro curHana.

e KaHan — 3gecb ykasaHo, kakor 6ecnpoBOHOW kaHan ncrnonb3yeTcs B AaHHbIA MOMEHT.

e bBecnpoBogHoe coeauHeHue — 37ecb YykaszaHO, MOAKMYMEH 1M ycunutenb
GecnpoBogHOro  curHama K [MaBHOMY — MaplupyTusaTopy/Touke docTyna  no
6ecnpoBOAHOMY COEAMHEHMIO UMW HET.

e IP-agpec — IP-agpec ycunutensa 6ecnpoBogHOro curHana.
e Twun - Tun IP-agpeca ycunutensa 6ecnpoBogHOro curHana.

e YpoBeHb curHana — 3[ecb ykaszaHa MOLUHOCTb CWrHamna, KOTOpbI ycunutenb
6GecnpoBoOAHOro curHana nosnyyaeT oT rMaBHOIO MapLLpyTU3aTopa/Touku AocTyna.

e CkopocTb OecnpoBogHOM nepepauMm AaHHbIX — 30ecb ykasaHa akTudeckas
CKopoCcTb OecrnpoBOAHOM nNepedayn [OaHHbIX Mexay YCUNUTENeM W NaBHbIM
MapLupyTU3aTOpOM/TOHKON JOCTyNa.

> WHdopmauma o NmaBHOM mapLupyTusaTope/Toyke gocTtyna — 34ecb ykaszaHa Tekywias
MHopMauus O rMaBHOM MapLIpyTM3aTope/Touke AoCTyna.

e SSID rmaBHoro mapuwpyTtusatopa/Toukm goctyna — 310 ums 6ecnpoBoagHON ceTu
(SSID) rnaBHOro MaplipytTMsaTopa/Toukm goctyna (Kak  MpaBwuiio,  rMaBHbINA
MapLupyTM3aTop/Tovka AOCTyna - 3TO Ball MapLupyTusaTop, ToYKa 4OCTYNa UK LUM3)..

e MAC-agpec — MAC-agpec rnaBHOro MapLupyTusaTopa/Toykm goctyna.

e [octyn k UHTepHeT — 3aecb ykasaHo, umeeTcs v Joctyn Kk WHTepHeT y rmaBHOroO
MapLUpyTM3aTopa/ToukM JocTyna.

> Bpemsa paboTbl — [pogomknTeNbHOCTE PaboThl YCTPOWCTBA C MOMEHTA BKIMHOYEHUST UK
nepesarpysku.
Bepcusa BctpoeHHoro MO — 3aeck oTobpaxaeTcs TekyLasa Bepcus BctpoeHHoro 0.
Bepcuna oGopypoBaHua — 3gecb oTobpaxaeTcsa Tekyllasd Bepcusi Ballero ycTpOWCTBa

(annapaTHOM YacTtn).

Haxae kHornky OBHOBUTbL, Bbl MOMy4YnuTe TEKYLLUYHO MHGOPMAaLMIO MO COCTOSAHUIO U HacTponkam
yCTpoOncTBa.

4.2 bBbicTpas HacTpounka

O6patuteck k (Nase 3 PyKOBOACTBO NO ObICTPON HACTPOWNKE
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YHuBepcanbHbld ycunutens 6ecrnpoBOAHOIO cuUrHana,
LIRVLCEE S ckopocTb Ao 300 M6éut/c

4.3 Tpodunb

[aHHaa yHKUMS NO3BONSEeT 3anoMUMHaTb HacTpPoVkM GEeCnpoOBOAHLIX CEeTel, K KOTOpbIM paHee
y>Ke NMPOUCXOAMNIIO MOAKIYEHME.

Bbl moxxeTe UameHaTb/Yaanate nnn [lo6aBnAaTb Npodumnm Ha 3TOM cTpaHuue (Kak ykasaHo Ha
Puc. 4-2) ans yno6ctea 6bICTPOro NOAKMHOYEHUS K TOW UM MHOW CETW.

>
>

Bribpats Wma npoduna Inasubiil SSID MAC-anpec Tun 3awmuTs!l HanennTs
TP-LINK_TEST TP-LINK_TEST DO-C7-CO-BF-TE-AA WPA2-PSK Hamennts Yoanute
ChinaNet-EF0w ChinaNet-EFOw 38-E5-95-C1-42-B9 WPA2-PSK W3meHuTs YOanuTe

Mo knunTh HNobasuts YaanuTs BCe
Korga Bbl MeHAETE NPodNiL, YCUNUTENL ABTOMATMYECKN OTKNIOYAETCA W NEPe3arpyKasTes, NOCMe Yero NOAKNIOYASTCA OMATE. 3T0 3aHUMAET HEKOTOPOE BPEMA, MOXNANYACTA, NOKANTE

Puc. 4-2 Mpodumnb

Bbi6paTthb - Bribepute 6ecnpoBoaHyt0 CeTb, K KOTOPOW Bbl COGMpaeTeCh NOAKMOYUTLCS.

Uma npocdwmna - HaseaHume, KkoTopoe Bbl AaéTe Bawmm 6GecnpoBogHbiM ceTam. [Mo
YMOMNYaHUo 3TO TO e camoe, YTO U rmasHbln SSID, HO Bbl MOXETe U3MEHUTb 3TO Ha3BaHue
Ha nboe apyroe ynobHoe Bam Ha3BaHue.

MaBHbIK SSID - 3geck ykasaHbl HasBaHua (SSID) Bawwmx 6ecnpoBoaHbIX CETEN, CO3AaHHbIE
BaLUMM KOPHEBbLIM YCTPONCTBOM.

MAC-agpec - ®Pusmyecknin agpec Ballel rNaBHOW TOYKWM AOCTyna (OpyrumMu crioBamu
BSSID).

Tun 3awmTbl - Tyn 3awWnThl Bawen 6ecnpoBOAHON CETU.

M3meHUTb - B aToMm cTonbue MoxxHO U3ameHUTb unu Yaanutb npodunu.

HaxmuTe MoakntounTb AN NOAKITYEHNA YCUINUTENSA cUurHana Kk 6ecnpoBogHON CETU, KOTOPYHO
Bbl BbiOpanu B cnncke npodunen. Haxvmnte [lobaBuTb ons gobaeBneHns HOBOro npoduns B
cnmcok. HaxxmuTe Yaanutb Bce, 4TOOLI yAanuTb BCIO MHCDOpMaUUIo N3 cnvcka npodunen.

Onsa gpo6aBneHus npodwmns:

1.
2.

HaxmuTe [lobaBUTb Ha CTpaHuLLE CO CMMCKOM Npodunen, kak ykasaHo Ha Puc. 4-2.

HactponTe cooTBeTCTBYIOWME NapaMeTpbl (Kak ykaszaHo Ha Puc. 4-3), Bknodas nms Ballero
npodwmnsa, Beeaute SSID u MAC-agpec KopHeBoro yctpovictBa (6ecnpoBogHOro
MapLUpyTM3aTopa Unn TOYKM OCTyna), BbioepuTe TN 3aluThbl Ballero KOPHEBOro YCTPOWCTBA
1 BBeamMTe napornb becnpoBoaHon cetn. Haxmnte CoxpaHuTb A4S COXpaHeHus npodouns.

WmA npochuna:
naexsI SSID:
MAC-agpec: (apyramn cnogamu BSSID)
3awuta GecNpOBOAHONO PEXHMA: 33WKTa He YCTAHOENEHA v

CoxpaHute Haaag

Puc. 4-3 Oo6aBuTb Npocuns

e Uma npodmna — HassaHue, KoTopoe Bbl gaéTe Bawum GecrnpoBogHbiM ceTam. Mo
YMOMYaHUIO 3TO TO Xe camoe, YTo M rmaeHbii SSID, HO Bbl MOXeTe M3MEHUTb 3TO
Ha3BaHwue Ha noboe apyroe, yaobHoe BaM Ha3BaHUe.
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YHuBepcanbHbIn yeunutenb 6ecnpoBOAHOMO CUrHana,
LIRVLCEE S ckopocTb Ao 300 M6éut/c

e 'naBHbIn SSID - becnpoBogHasa ceTb Ballel KOPHEBOW TOYKWM OOCTYMNa, K KOTOPOW Bbl
OyaeTe NoAKMYaTbLCA C NOMOLLBIO AAHHOMO Npoduns.

e MAC-agpec - MAC-agpec Ballero rnaBHOro YCTPOWCTBA, K KOTOPOMY Bbl Oyaete
noaKnio4aTbCs C MOMOLLLIO aHHOro Npodounsi.

e 3awwmTa 6ecnpoBogHOro pexuma - Tun 3awuTbl, yCTAHOBMEHHBIN Ha BalleM rMaBHOM
YyCTpONCTBE. YOOCTOBEPbTECH, YTO 3Ta HACTpPOWKa COBMagaeT C COOTBETCTBYIOLLEWN
HaCTPOWMKOW rMaBHOM TOYKM AOCTyna.

e Kniou WEP/Maponb PSK - Tun 3awuTbl, YCTAHOBMEHHbLIN Ha BalleM [faBHOM
YCTPOWCTBE. YOOCTOBEPLTECH, UTO 3Ta HACTpPOWMKa COBMagaeT C COOTBETCTBYHOLLEN
HaCTPOMKOW rfaBHOM TOYKM AOCTYNa.

Haxmunte CoxpaHUTb ANsi COXpaHeHUs Npoduns B cnncke npodunen 1 Bo3spara obpaTtHo
Ha CTpaHuuy crnmcka npogunen.

HaxmuTte Hasag ons Bo3spaTa Ha CTpaHULy cnmcka npodounen.

3. Tlocne Toro, kak Bbl HACTPOUNN 1 COXpaHuUnu npodunb, Bbl OyaeTe BO3BpaLLEHbl Ha CTpaHULY
CO CnMcKoM npodunen, Kotopas ykasaHa Ha Puc. 4-4.

Bribpate WmA npodunsa nasxbii SSID MAC-agpec Tun 3aWmuTBl HameHnTs
TP-LINK_TEST TP-LINK_TEST DO-C7-CO-BF-TE-AA WPA2-PSK HamenuTs Yoanute

MogknHounTE HoBaeuts Yaanuts Bce
Koraa Bel MeHAeTE NpoGNNk, yCUNUTENL 3BTOMATUYECKN OTKMNIOYABTCA U Nepe3arpy»KaeTca, NOCne Yero NoakNiyaeTca oNATe. 3T0 3aHNMAET HEKOTOPOE BpEMA, nnxanyﬁma nofoxauTe.

Puc. 4-4 1o6aBnTb UNnM N3MeHUTb Npodunb

Haxmnte WU3MeHUTbL Ona panbHenwero maMeHeHus npodwunda(en) vmnn Ypanutb A0S
yAaneHus npoduns(en).

Haxmvmute MoakniouuTb ONsi NOAKIYEHMS ycunuTens curHana k 6ecnpoBogHOW ceTw,
KOTOPYtO Bbl BbIOpanu B cnvcke npodunei.

Haxxmnte [lobaBnTb ons Aob6aBneHnsa HOBOro Npodunst B CrM1COK.

HaxmuTte Yaanutb Bce ons yaaneHus Bcen nHdpopmaumm ns cnmcka npodunen.

44 CeTb

Ha ctpaHuue CeTb Bbl CMOXETe CaMOCTOATENbHO M3MEHSTb YCTAHOBIEHHbIE MO YMOMYaHuo
HaCTPOWKK NOKanNbHOW ceTn Ballero 6ecnpoBoAHOro yeunutens curHana. Mento DHCP copepxut
Tpu nogpasaena: LAN, Hactponkun DHCP 1 Cnucok knueHtoB DHCP. BbiGpaB HyXHbIi Bam
pasaen MEHI, MOXHO HacTpouTb COOTBETCTBYOWME yHKUMKU. Hke npeactaBneHa nogpobHas
WMHOpMaLUsa No HACTPOMKe AaHHbIX (YHKLMWNA.

- LAN

- HacTpoiikn DHCP

- Cnucok knwedTos DHCP

Puc. 4-5 MeHio «CeTb»
441 LAN

Bbibepute nyHKT meHo CeTb > LAN, 4To6bl HaCTpoMTbL NapameTpbl NIOKaribHON CETMU.
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curHana,

MAC-agpec: F8-1A-67-2D-EE-95
Twm; |,'J,1-1Har\-u-mec:r<1-1f1IP—anpec[DHCPj: A
IP-agpec: 192.168.1.101
Macka nogceTu; 2562552560 v
Wntoa: 192.168.1.1

CoxpaHuTe

Puc. 4-6 LAN — dnHamuyeckni IP (DHCP)

MAC-anpec: F8-1A-67-2D-EE-95
Tun: CTatyeckni IP-agpec T
IP-agpec: 192.168.1.101
Macka nogcetu: v
Llintoz: 192.168.1.1

CoxpaHuTe

Puc. 4-7 LAN — Ctatnueckun IP-agpec

MAC-agpec - dnsnyeckunn agpec noptoB LAN nokanbHom ceTn. 3Ha4yeHne He MOXET ObiTb
N3MEHEHO.

Tun - MopnepxuatoTes HECKOMbKO TMNOB
IP-appec v ilnHamuyeckuin IP (DCHP). OHu paccMoTpeHbl HUXe.

IP-agpecoB: Ctatnyeckum

e Cratnueckun IP-agpec - lNpu BbibOpe AaHHOrO BapwaHTa Bbl CMOXETE HaCTPOUTb
IP-agpec/wnio3 Bpy4HyHo.

e [unHamuyeckun IP (DHCP) - Ecnu BbibpaH OaHHLIN BapyaHT, TO NpU MNOAKIMIOYEHUN K
YCTPOWCTBY Ball KAWEHT AWHaAMU4YecKu MonyuuT 3HadeHus |P-agpeca/wnosa ot
MapLupyTusatopa, nmbo KnuMeHT nonyuut IP-agpec/wno3 B TOM Xe CeTu, YTO yKasaHa
HWXe. [laHHbIN BapuaHT SiBNAETCS NPeAnodTUTENbHbIM.

IP-apgpec - Ykaxute IP-agpec ycTponcTBa B AeCATUYHOM popmaTte C pasgenntesibHbIMU
ToYKaMu (3HayeHue nNo ymonyanuio - 192.168.0.254).

Macka noacetn -
255.255.255.0.

Onpepensiet pasmep cetu. OObIMHO MCNONb3YETCA 3HaYeHue

Wnto3 - Wno3 gomkeH HaxoauTbcs B OAHOM noaceTu ¢ IP-agpecom Ballero ycunurens
curHana. O6bl4HO aTto LAN IP-agpec Ballero yctponcraa.

NMpumeyaHue:

MapameTpbl IP-agpeca He moryT ObiTb HAcCTpPOEHbl, ecnu Bbl BblOpanu OuHamuyeckun IP
(DHCP). B paHHOM cny4yae YCTPOWMCTBO CaMOCTOATENIbHO MpOM3BEeOET HaCTPOMKY
HeobXxoaMMbIX NapamMeTpoB.

Ecnn Bbl He 3HAKOMblI C Ha3Ha4YeHUMEM HaCTpOeK Ha OaHHOM CTpaHunue, HacCToATeslbHO
pekoMeHayeTcAa COXpaHUTb 3Ha4YeHud no ymonyaHuro, B MPOTUBHOM Cllydae 3TO MOXeT
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OTPasnTbCA Ha CHWXKEHUM MNPOU3BOAMTENbHOCTU Ballel CeTu, a Takke cTaTb MPUYUHON
NoOSIHOro oTKkasa eé pa6OTbI.

3. Ecnu Bbl Bbibepute dyHkuuto Ctatudeckun IP-agpec, aBTopusaumsi no JOMEHHOMY UMEHU
Oynet HepocTynHa, u Bam noTtpebyeTca ucnonb3oBaTth |IP-agpec ans asTopusauuun B
BeO-yTUNNTE HAaCTPOWKMN.

4.4.2 Hactpowkun DHCP

Ha ctpaHuue “Cetb — Hactponkn DHCP” Bbl MOXeTe HacTpouTb Balle YCTPOMCTBO Tak, YTo
OHO Oyper pabotatb kak DHCP-cepBep, 4TO MNO3BONMUT aBTOMaTU4YeCKM 0OecneyvnTb
KoHcpurypaumto TCP/IP gna Bcex NOAKMOYEHHBIX K HEMY KOMMbIOTEPOB JlOKarbHOM CeTW.
DHCP-cepBep MOXHO HacTpouTb Ha cTpaHuue “Hactponku DHCP” (cM. Puc. 4-9), Tonbko nocne
TOro, Kak Bbl Ykaxute Ha ctpaHuue “Cetb — LAN” Cmamuuyeckuti IP-adpec B none Tun (cm. Puc.
4-6).

& MMpumeyaHue:

Ecrnn Ha cTtpaHuue “Cetb — LAN” B none Tun Bbl ykasanu [uHamuyeckud IP (DHCP), T0
HacTpounkn DHCP 6yayT HemocTyrnHbl, MOCKOMbKY YCTponcTBO HacTporku DHCP nponsongér B
3TOM cnyyae aBTomatumyeckn. Ctpanuua “Hactponku DHCP” Oyaet Boirmagets kak Ha Puc. 4-8.

DHCP-cepeep: % ABTO Brnwouute OTENOYNTE
HayaneHbli IP-agpec: 192.168.1.100
Kowe4nwiit IP-anpec: 192.168.1.199
Cpok AedcTEMA agpeca: 1 MWHYTEL (1-2B80 MUHYT, N0 ymonyanma: 1)
OCHOBHOWM WNH3: 192.168.1.101 (HeofA3aTensHaA HACTpOIRKA)
LomeH No yMOom4aH1H: (HeofA3aTeNbLHAA HACTROAKE)
MNpeanoyutaemelil DNS-cepeep: 0.0.0.0 (HeoGA3aTenLHanA HacTpoiika)
AneTepHaTHEHbIE DNS-cepeep: 0.0.0.0 (HeofA3aTensHanA HacTpoika)
CoxpaHnte

Puc. 4-8 Hactponkn DHCP HenocTymnHbI

HacTpoitkn DHCP
DHCP-cepeep: ABTO e BrOWOUWTE OTKNHYKTE
HavankHeii IP-agpec: 192.168.1.100
KoHewnwi IP-agpec: 192.168.1.198
Cpok AeACTEMA agpeca: 1 MUHYTEL (1-2880 MUHYT, MO yMonYaHmo: 1)
OCHOBHOWN WNMHD3: 192 168.1.101 (HeofA3aTensHan HacTpoka)
[oMeH Mo yMOM4YaHHH: (HeofA3aTensHan HacTpoka)
MNpegnoyutaemeli DNS-cepeep: 0.00.0 (HeofA3aTensHan HacTpoka)
AnsTepHaTMEHLIR DNS-cepeep: 0.00.0 (HeofA3aTensHan HacTpoka)
CoxpaHuTe

Puc. 4-9 Hactpowikn DHCP goctynHbl

» DHCP-cepBep — Bbibepute KHOMKy OTKNHOUYNTL/BKNIOUNTL NS OTKNHOYEHUSA/BKNIOYEHNS
DHCP-cepBepa Ha BawleM ycunuterne 0ecnpoBOgHOro curHana. [JaHHast yHKUmMS no
ymonyanuto BknroyeHa(ABTo). Ecnn Bbl XO0TUTE OTKMOYMTL CEpBEp, TO B BaLLEN CETU
norxkeH pacnonaratsca apyron DHCP-cepBep, B NpoTMBHOM cryvae Bam noTpebyeTtcs
ykasaTb IP-agpec kKomnbloTepa Bpy4YHYIO.
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> HavanbHbin IP-agpec — B aToM none ykasbiBaeTcd nepsbit agpec nyna |IP-agpecos. o
ymonyanuto ato 192.168.0.100.

> KoHeuHbin IP-appec — NocnegHuii agpec nyna IP-agpecos. o ymonyaHuio ato
192.168.0.199.

> Cpok genctBusi agpeca — 3T0 NPOMEXYTOK BPEMEHU, B TEYEHME KOTOPOro ceTeBomn
nonb3oBaTenb CMOXeT NOAKMYaTbLCA K YCTPOUCTBY, ucnonb3ys tekywmnn DHCP-agpec.
BBeauTe BpeMeHHOe 3Ha4yeHne B MUHYTax, B Te4eHMe KOToporo OyaeT AencTeoBaTh
DHCP-agpec. 3HayeHne MoxeT ObiTb ykaszaHo B npegenax ot 1-2880 MuHyT. 3HayeHue no
ymornyaHuto - 120 MUHyT.

»> OcHoBHoM w3 — (Heobsa3aTensHaa HacTporka) Mpegnaraetca ykasats IP-agpec
LAN-nopTa yctporictea. 3HadyeHue no ymonydanuio: 192.168.0.254.

> JlomeH no ymonuaHuto — (Heobs3aTenbHasa HacTponka) 34ecb MOXHO yKas3aTb JOMEHHOE
nms Bawero DHCP-cepBepa, MOXHO He 3anonHATbL AaHHOE none.

> MNpepgnountaembin DNS-cepBep — (Heobs3aTenbHas HacTpowka) 34ecb MOXHO yKasaTb
IP-agpec DNS-cepBepa, nony4eHHbI OT NnocTasBLumka NHTepHeT-ycnyr. Minn obpaTtutecs K
CBOEMY NOCTaBLUNKY VIHTEpPHET-YCNyr N YTOYHUTE 3TU AaHHble. 3HaYeHne No yMONYyaHuIo:
0.0.0.0.

> AnbtepHaTuBHbIN DNS-cepBep — (Heoba3aTenbHas HacTporika) 34ecb MOXHO yKkasaTb
IP-agpec gpyroro DNS-cepBepa, ecnv Bbl NONy4Ynnu OT NocTasLLmKa VIHTepHeT-ycnyr agpeca
ABYyX cepBepoB. 3HayeHne no ymonyanuto: 0.0.0.0.

Haxxmunte KHOMKY COXpaHVITb, YTOOBbI COXpaHUTb caenaHHble USMEeHEHNA B HaCTpOIZKaX.

& MMpumeyaHue:

Onsa ncnonb3oBanna dyHkummn DHCP-cepBepa HeobxoaumMo Ans BCEX KOMMbIOTEPOB NOKanbHOM
ceTu BbIbpatb pexnm "lMonyuntb IP-agpec aBTomatmyeckn”.

4.4.3 Cnucok knuentos DHCP

Ha cTtpaHuue “Cetb — Cnucok knueHtoB DHCP” Bbl MoXxeTe npocmaTtpuBaTh VMs knueHTa,
MAC-agpec, HasHaueHHbIl IP-agpec n Cpok genictBust agpeca ans kaxgoro DHCP-knueHTa,
NOAKNOYEHHOrO K YCTPOUCTBY (CM. Puc. 4-10).

HeT nogknioYeHHbIX KNHEHTOE.

OGHoBUTE

Puc. 4-10 Cnucok knneHtos DHCP
ID — 3peckb ykaszaH Homep DHCP-knueHTa.
Uma knueHTa — 3geck ykaszaHo umss DHCP-knneHTa.

MAC-agpec — 3gecb ykazaH MAC-agpec DHCP-knueHTa.

YV V VYV VY

HasHauveHHbIN IP-agpec — 310 IP-agpec, npucBoeHHbI DHCP-kNneHTy yeunurenem
©ecnpoBoaHOro curHana.

» Cpok genctBua agpeca — Cpok genicteus agpeca DHCP-knueHTa. Nocne ncrteveHmsa cpoka
OencTBus agpeca yCTPOWCTBO AernaeT aBTOMaTU4eCKMiA 3anpoc Ha NpoasieHns cpoka.

YKasaHHbIe BbILLE 3HAYEHMSI HE MOTYT ObITb U3MEHEHbI B 3TOM OKHE. YTOObLI OOHOBUTL CTPaHMLLY U
nony4nTb MHAOPMAaLMIO MO MOAKIMIOYEHHBIM HA OAHHbLIA MOMEHT YCTPOWCTBAM KITMKHWTE MO
kHonke OOHOBUTD.
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4.5 bBecnpoBoaHON peXUM

B pasgene meHio BecnpoBOAHOW peXuM BaM [OCTYMHbI HACTPOWKM GEeCnpoBOHOMO pexuma,
KOTOpble MOMOryT HacTpoUTb ycunuTens 6ecnpoBoAHOr0 curHana onTumarnbsHbiM obpasom Ans
ynyJweHms (yHKUMOHANbLHOCTM U NPOM3BOAUTENLHOCTU Ballen GecnpoBogHowm ceTu. B aTom
pasgene MOXHO co3daTb OecnpoBOAHYIO JOKamnbHYK0 CeTb C MOMOLLbI BCEr0 HECKOIbKUX
HacTpoek, Takke 3TOT pas3fen CNyXuT Ansi HAaCTPOMKM HEKOTOPbIX OCHOBHbLIX MapamMeTpoB
YCTPOWCTBA. YCTPOWCTBO NOAAEPKMBAET TPY pasHbIX TUMa 3awuTel 6€CNpOBOAHOM CETU, KOTOPLIE
HacTpamBalTCca B 3TOM pasgerne. Kpome Toro, B pacnopsbkeHun nonb3oBaTenen cnegyowue
dyHKkummn: punbtpaums MAC-agpecoB (418 KOHTpona goctyna 6ecnpoBOAHbIX CTAHUUI K BaLLEMY
YCTPOWCTBY), AOMOSNHUTENbHbIE HACTPOMKM OEeCnpoBOAHOINO PEXMMAa, MOHWTOPUHT MPOMYCKHON
CrMocoBHOCTM (no3BonseT BUAETb MHGOPMALUMIO O MPOMYCKHOW CnocobHocTM 6ecrnpoBOAHOMO
coeavHeHns), crtatuctuka OecnpoBogHoOro pexuma (noapobHas uHopmaums O TeKyLwux
6ecnpoBOAHbIX CTAHUMAX, NOAKMOYEHHbIX K YCTPOWUCTBY).

MeHio 6ecnpoBOAHOIO pexuma CoAepXuT LecTb nogpasgenos (cm. Puc. 4-11): Hactpounku
6ecnpoBogHoro pexuma, 3awmTta 6ecnpoBoagHoro pexuma, dunstpauma MAC-agpecos,
JononHuTenbHble HacTpouku, CtatucTuka 6OGecnpoBogHOro pexumma U NMOHMTOPUHT
NPonyckHoOM cnoco6HocTu. BbibpaB oavH 13 pasgenoB, Bbl CMOXeTe HacTpavBaTb
COOTBETCTBYIOLLYIO (PYyHKUMI0. MNMoapobHas MHdopmauma no kaxgomy w3 noapasferioB ykasaHa
HUXe.

BecnpoBOOHOR peXxHM

- HacTpoikn GecnpoBOOHOTO PEXHME
- JamuTa GecnpoBOQHOTO PEXHMa

- uneTpayna MAC-anpecoe

- [lononHKTENBHEIE HACTPORKN

- CraTucTea GecnpoBOOHOND PEXMHMa

- MOHHTOPHHT NPONYCKHOH CNOCODHOCTH

Puc. 4-11 MeHto 6ecnpoBoAHOro pexunma
4.5.1 Hactpownku 6ecnpoBOgHOro pexunma

Ha ctpaHuue “becnpoBogHon pexum — HacTtponku 6ecnpoBOAHOro pexuma’ Bbl MOXETE
NpOM3BECTM HACTPOMKy 6a3oBbiX MapameTpoB GecnpoBogHon cetu (cMm. Puc. 4-12). Ha aton
CTPaHMLE MOXHO HacTpouTb OEecnpoBOOHOW pPeXMM AN Ballero YCTPOWCTBa, Ha BbIOOp
npegnaraeTcsa gea pabounx pexuma: YHMBepcanbHbIi pexum n Pexum WDS.

HacTpoiikn GecnpoBoAHOro pexnMa

Pexum pabothi: YHUEERCAMBHBIA PEXUM ¥
Pernon: Poccna v

BHAMaHue: YBeauTEck, YT Bl MPABHNLHO BLIGPAMM CTREHY. HenpaBunLHEI B6IB0D CTRAHLI MOMET CTaTh NPUYMHOI
BOIHUKHOBEHWA MOMEX

) Mouck
WmA GecnpoeoaHol cetH (SSID) rnaeHoro TP-LINK_TEST
MapWpyTH3ATOPATONKH AOCTYRa;:
MAC-afpec rnagHOro MaplupyTH2aTopaTo4kn

. DO0-C7-CO-BF-TE-AA
gocTyna:

WmA GecnpoBoaHOl ceTH younuTens (SSID): TP-LINK_TEST

LlnpuHa kaHana: ABTO v

CoxpaHute

Puc. 4-12 Hactpowkn 6ecnpoBogHOro pexmma

> Pexum paboTbl — YCTPOWCTBO NOAAEPKMBAET ABa pexuma paboTbl: YHMBepcanbHbIn
pexum n Pexxum WDS.
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>

e YHuBepcanbHbIM pexum — B aToM pexume ycunutenb 6ecnpoBogHoro curHana oyaer
COBMECTUM C OONbLUIMHCTBOM MapLUpyTU3aTOPOB M TOYEK AOCTyna.

o Pexunm WDS — Boibepute 3TOT pexuM, ecnv Ball MapLupyTM3aTop unu Todka gocTyna
pabotator B pexume WDS (4cnonb3yetcs 4-agpecHbli dopmaTr kagpa Ang
B3aMMOAENCTBUS CO CTaHLUMNSAMN).

PernoH — Buibepute BaLl pernoH 13 BbinagatoLlero cnncka. Heobxogumo ykasaTtb permoH, B
KOoTopoMm ByaeT ucnonb3oBaTbCcs PyHKUMSA BecnpoBogHON Nepedayn gaHHbIX. BoaMoXxHo, 4To
Bbl OyZeTe coBepLlaTb NPOTUBO3AKOHHOE AENCTBME B BaLLEW CTPaHe, eCnn Ha4YHETE
BKMoYaTb 6ecnpoBogHOE BeLlaHne, HenpaBuIibHO ykasaB cTpaHy. Ecnv Bbl He Hawwnum Baww
PErMOH NN CTPaHy B CMUCKE, CBSXKUTECH C MECTHBIMW OpraHaMy BnacTu Ans nosnyyvyeHuns
CrnpaBoOY4HOM MHGOPMaLMK.

Mouck — HaxxmnTe 3Ty KHOMKY, YTOObI HAYaTb MNOMCK TOYEK AOCTyna, KoTopble paboTaloT Ha
AaHHOM KaHane.

Mma 6ecnpoBogHoi cetu (SSID) rmaBHoro mapLupytusaropa/Touku goctyna — SSID
TOYKM JOCTYNa, K KOTOPOW Balle YCTPONCTBO COBUpaeTCst NOAKMYaThLCA B KAYECTBE KIMEHTA.
MoxHo HaxaTb KHoMKy Mounck 1 BeiGpaTb SSID ceTtn, YToObI K HEW MOAKMUYNTBLCA.

MAC-agpec rnmaBHoro mapuupyTtusartopal/Touku poctyna — MAC-agpec Toukm goctyna
(vHbIMK crioBamy BSSID), K KOTOpOW Balle yCTPOWCTBO cOBMpaeTecsi NoaKmoyaTbLCs B
KadecTBe knueHTa. MoxHo HaxaTtb kHomnky Mowuck n BeibpaTte MAC-agpec (BSSID) Toukn
[0CTyna, K KOTOPOW Bbl XOTUTE NOAKMYNTLCS.

Nma 6ecnpoBogHoi cetu ycunurtens (SSID) — Vima 6GecnpoBogHoi ceTu (MHbIMKU CrioBaMu
SSID) ycTpoKcTBa, K KOTOPOMY MOTYT MOAKIOUMUTBCA Ball KOMMbIOTEP UNn gpyrue
yCTpOWCTBA.

LnpuHa kaHana — MNponyckHas cnocobHocTs 6eCNpPOBOAHOIO KaHana.

[nsa Toro, YToObl N3MEHEHHBLIE BaMW HAaCTPOWKN BCTYMNWMU B CUITY, HAXXMUTE KHOMKY COXpPaHUTD,
rocne 3Toro yCTpOMCTBO HanoMHUT Bam O HEOGXOAMMOCTM nepesarpysku.

4.5.2 3awwuTta 6ecnpoBOAHOrO pexuma

Ha cTtpaHuue “BecnpoBogHon pexum — 3awurta 6ecnpoBOOJHOro pexuma’ Bbl MOXeTe
HacTpouTb napameTpbl 6e3onacHocTM Ballen 6ecnpoBOAHON ceTw. YCTponcTBo obecnedvBaet
OBa pexuma OGesonacHoctn GecnpoBogHoro coeaumHexnsi: WEP and WPA/WPA2-Personal.
3awuTa 6ecnpoBOAHOro pexmnma MoXeT ObiTb HaCTPOeHa Ha crieaylLlmx cTpaHuuax. Mockonbky
HACTPOMKN MOYTM OAMHAKOBbIE B 3TUX pexmmax paboTbl, TO AN nNpuMepa Mbl UCNONb3yeM
YHuBepcarnbHbIA pexnm.
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Pexum pabotei: YHUBEPCANLHLIR PEXHM

OTKNOYHTL 3aWMTY

= WPA/MWPAZ - Personal(pekomengyeTca)
Bepcua: ABTOMATHYECKM (PEKOMEHOYETCA) ¥
LWnchpoBakne: AETOMETHYECKN (peKOMEHTyeTCR) ¥
Maponk PSK: 41

TMepuoa 05HOBNEHAA MPYANOBOro KMK4a:

Tum: ABTOMATUYECKN (DEKOMEHOYETCA ¥

®opwar knroya WEP: LWecTHAOUATERMYHBIR v
BhIDpaHHbIA KN4 Knioy WEP Tun knio4a
Koy 1 OTKNIOYEHD ¥
Kniou 3 OTKNIOYEHD ¥
Knioy 4 OTKNIOYEHD ¥

CoxpaHuts

Puc. 4-13 3awwuTa 6ecnpoBogHOro pexnma
> Pexum paboTbl — 30ecCh ykasaH TeKyLLMA pexmm paboThbl.

>  OTKNUYNTbL 3aWwmnTy — PyHKUNIO 6ECnpOBOAHON 3aLLMTHI MOXHO BKITHYNUTL UM OTKIHOYUTD,
NSt OTKNIOYEHUS BbIOEpPUTE KHOMKY HAaNpPOTUB AaHHOW onuun. Ecnn 3awmTa oTkoyeHa,
GecnpoBoAHbIE CTaHUUM MOTYT NOAKMYaTLCS K YCTPOMCTBY 6e3 WndpoBaHus.
HacTtosiTenbHO pekomeHayeTcsl BblbpaTb OAMH U3 NpeAcTaBreHHbIX HUXE BapuaHTOB
3awuTbl 6ecnpoBoaHOM CeTu.

> WPA/ WPA2-Personal — BeibpaTb 3awmty Ha ocHoBe WPA ¢ ucnosnb3oBaHuem obLuero
Kritoya.

e Bepcusa — Bbl MoxeTe BblbpaTb OAHY M3 HUXKECNEeAYLMX BEPCUN.

1) ABTOMaTuyecku — ABTOMaTUYECKN BbIOMpPaeTCa OAMH U3 BapuaHToB
ayteHTudukaumm: WPA-PSK nnn WPA2-PSK, B 3aBMCMMOCTU OT BO3MOXHOCTEN U
3anpoca 6ecnpoBO4HON CTaHUNN.

2) WPA-PSK - Maponb PSK (coBmecTHO ncnonb3yembin krnoy) WPA.
3) WPA2-PSK - NMaponb PSK (coBmecTHO ncnonb3yembin knov) WPA2.

e LUndpoBaHue — Ecnn Tun ayteHTndmkaumm 6oin BoidbpaH: WPA-PSK nnn WPA2-PSK,
TO Bbl MOXeETe yKka3aTb BblbpaTb TakMe napameTpbl: ABTomaTtudecku, TKIP nnn AES B
none WudposaHue.

e Maponb PSK — Beegute 3geck napornb Ang A0CTyna K Bawlern 6ecnpoBoOgHON CETU.

e [epuopn o6HOBNEHMA rPYNNOBOro Kno4va — 3ajante B CEKyHAax MHTepBan
0OHOBNEHUA rpynnbl Krtoyen. 3HadeHne gomkHo paBHsaTbesa "0" nnm "30", nnbo Bbiwe.
BeeauTte "0" ons oTKNOYEHNS OOGHOBMNEHUS.

» WEP - Bribpatb 3awuty 802.11 WEP.
e Tun — Bbl MmoxeTe BbIOpaTb OAUH U3 CrieayoLnX TUMOB.

1) ABTOMaTM4ecKkn — ABTOMaTUYECKM BblIOMpaeTca OanH U3 BapMaHToB
ayTeHTMdUKaumn: O6wmn knrod unu OTKpbITaa cucTema, B 3aBUCMMOCTM OT
BO3MOXHOCTEN 1 3anpoca 6ecnpoBOAHON CTaHLUMM.

2) O6wwun knru — McnonbayeTcs ayTeHTMdUKaUna Ha ocHoBe obuero kntova 802.11.
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3) OTKpbITaa cuctema — Mcnonb3ayeTcs ayTeHTMdUKaUna Ha OCHOBE OTKPbITOM
cuctembl 802.11.

e ®opmart knroya WEP — MoxHo BbibpaTe ASCII unu wectHaguaTepu4HbIn popmar.
dopmat ASCII noaxoguT nog ntodyto KOMOUHALNIO CUMBOJIOB KIlaBnaTypbl B paMkax
3agaHHoun anvHbl. LecTtHaguaTepuyHbid doopMat nogxoauT Ans nodon koMomnHaumm
LwecTHaguaTepuyHbix cumeoros (0-9, a-f, A-F) B pamkax 3agaHHOM ANVHbI.

e [MapameTpbl kntovya WEP — Bbibepute, kakon 13 4eTbipéX krtouen 6yaeTt ncnonb3oBaH, 1
BBEAMTE COOTBETCTBYOLWME AaHHble kntova WEP ans Bawen cety B none BblopaHHOro
KIntoYa HanpoTuB pagnokHOMNKK. [laHHble 3Ha4YeHNsa AOIMKHbI CoOBNaaaTth Y BCEX
BGecnpoBOOHbIX CTaHLMIA BalLEn CETU.

e Twun knroya — Bel MoxeTe BbIGpaTth AnuHy kntoya WEP (64-6UTHbINA, 128-6UTHBLIN 1nx
152-6UTHBbIN.) AnAa WndpoBaHus. "OTKMYEHO" 03HaYaeT, 4YTo BBOS kntova WEP
HEBO3MOXEH.

1) [Onsa 64-6utHoro wndposaHmsa — Bel MmoxeTe BBeCcTM 10 WecTHaguaTepuyHbIX
cmmBonoB (nobas kombuHauus 0-9, a-f, A-F, Hyneson knoy HegonycTum) unu 5
cumBonoB B koguposke ASCII.

2) [Ona 128-6uTtHoro wndpoBaHnsa — Bl MoXeTe BBECTU 26 LLeCTHaaLaTepUYHbIX
cumBornoB (nobas kombuHauus 0-9, a-f, A-F, Hyneson kntoy HegonycTum) unu 13
cumBoroB B kognpoeke ASCII.

3) [Ons 152-6uTtHoro wudpoBaHus — Bel MoxeTe BBeCTM 32 LWeCTHaALATEPUYHbIX

cumBonos (ntobas kombuHaumsa 0-9, a-f, A-F, Hyneso kntoy HegonycTum) unn 16
cumBonoB B koguposke ASCII.

&= lMpumeyaHue:

Ecnv Bbl He yCcTaHOBMIM KINtoY, TO hyHKUUSA 6eCnpoBOAHON 3alUmTbl ByaeT OTKIIoYEHa, Aaxe
ecnv Bbl BbiIbpanu B kKadecTBe Tuna ayTeHTMduKaumm obLmin Koy,

He 3abyaobTe HaxaTb KHOMKY COXpaHUTL [ONs COXpaHEHUs BalUMX HACTPOEK Ha [aHHOW
cTpaHuLe.

4.5.3 ®dunbtpauua MAC-agpecoB

Ha ctpaHnue “BecnpoBogHon pexunm—®dunsrpauma MAC-agpecoB” Bbl CMOXETE HACTPOUTb
KOHTpOSb 6ecnpoBOAHOrO AOCTYNa K YCTPOMCTBY, HAacTpouB npasuna dpunsrpaumm MAC-agpecos
6ecnpoBoOAHbIX CTaHLMIN, NOAKMYAOLWMNXCA K YCTponcTBy (CM. Puc. 4-14). MNMockonbKy HacTpOnKu
NnoyTM OOWHAKOBblE B pasHbiX pexmmax paboTbl, TO And npuMMepa Mbl  UCNONb3yeEM
YHMBEpCanbHLIN PEXUM.

Pexum paboTel: YHUEEPCANBHBIA PEXAL

DUNETpaunA MAC-agpecos: OTkniovero | BRMKYHTL

Mpaeuna guneTpaunn
® 3anpeTnTe GOCTYN CTAHUMAM, YKA3aHHEIM BO BKMTIDYEHHEDR NPABKAAX W3 CMCKA.
pﬂ}FE‘U.Hﬂb AOCTYN CTAHUKMAM, YK33aHHLIM BO BKNIOYEHHbLIX NP3BMNAX U3 CNNCKS

ID MAC-agpec CocrosHue Onucauxne Hamenuts

[obasnTe.... BrnrounTs BCR OTKNHOUMTE BCE Yaanute Bce

MNpepbigyuan Cnepyrouian

Puc. 4-14 dunetpauns MAC-agpecoB

OyHkumnsa dunetpauumn MAC-agpecoB Mo3BONsET BaM KOHTPONMPOBaTb 4OCTYN GecnpoBOOHbIX
CTaHUMM K YCTPOWNCTBY B 3aBMcumocTu oT ux MAC-agpecos.

> Pexum paboTbl — 3aecb ykasaH TekyLnii pexum paboTbl.
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>  OunbTpauma MAC-agpecoB — Haxmute kKHONKy BKNOYNTL 4518 BKAKOYEHUS JaHHON
dyHKumK. Mo ymonyaHuio ata QyHKLMS OTKNIOYEHA.

YUTtobbl fobaBuTb 3anuck cuneTpaunm MAC-agpecos, HaxxmuTe KHonky [lo6aBuThk... OTKpoeTcs
cTpanuua “fobaBnTb UK M3MeHUTb 3anucb unbTpaumn MAC-agpecos” (cm. Puc. 4-15).

MAC-agpec:
Onucanune:

CocTosume: BrnioueHo v

CoxpaHuTe Haaag

Puc. 4-15 o6aBuTb unu nameHnTb 3anncek unstpauun MAC-agpecos

» MAC-appec — MAC-agpec 6ecnpoBoHOM CTaHUUK, KOTOPYHO Bbl XOTUTE KOHTPONMPOBaTh.
> OnucaHue — OnncaHne 6ecnpoBOAHON CTaHLMUK.

» CocTosiHne — BbibepuTte coctoaHmne aaHHown 3anucu, nnbo BknroveHo, nnbo OTKNo4YeHo.

Ona cospaHua 3anucu cne.qyﬁTe ﬂpMBeAéHHbIM HWXXe MHCTPYKUUAM:

Bo-nepBbIX, Bbl AOMKHbI PeLINTb, GYAYT N 3aperMcTpupoBaHHble 6ecnpoBoHbIE CTAHLIMK UMETb
AOCTYN K TouKe AocTtyna. Ecnv Bbl XOTUTE, YTOOLI 3aperucTpupoBaHHble GeCNPOBOAHbIE CTaHLMK
UMenu O0CTyn K Touke O0CTyna, Torda Bam crneayeT BbiOpaTbh BapuaHT Paspewuntb goctyn
CTaHLMAM, YKa3aHHbIM BO BKIMIOYEHHBLIX NMpaBunax U3 cnucka, B MPOTMBHOM cryyae crneayeT
BblOpaTb 3anpeTUTb A4OCTYN CTaHUMUAM, yKa3aHHbIM BO BKITHOUYEHHbIX NpaBunax U3 crimcka.

Ona pobaBneHusa 3anucu dunbTpaumm MAC-agpecoB cnegynTe HWXKe YKa3aHHbIM
MHCTPYKLUAM:

1. BseguTte cootBeTtcTBYyOWMN MAC-agpec B none MAC-aapec. dopmat MAC-agpeca
cnegytowmim: XX-XX-XX-XX-XX-XX (rae X npeacrtasngaet cobon nobon cumson ms: 0-9, a-f,
A-F). Hanpumep, 00-0A-EB-B0-00-0B.

2. Bsegute npoctoe onucaHue 6ecnpoBoaHONM cTaHuMK B none OnucaHue. Hanpumep,
"BecnpoBogHasa cTaHuusa A".

3. CocTosiHme — B Bbinagatowem cnmncke CoctosiHue Bbibepnte BrknoveHo nnn OTKMOYEHO
AN gaHHOW 3anucu.

4. Haxmute CoxpaHUTb, YTOObI COXPaHWUTb CAEMaHHbIE HACTPOWNKN.

[na gobaeneHnsa HOBbIX 3anucer noBTopuTe warn 1-4.

ﬂﬂﬂ U3MeHeHUA unu yganeHusa Cyu.lECTByI-OI.I.IGI;I 3anucu:

1. HaxmuTe kHonky U3MeHUTb AN BHECEHUS UIBMEHEHMI B 3anvCb Unn YaanuTtb Angd eé
yoaneHus B konoHke UameHnTb B Tabnnue dunotpaumns MAC-agpecos.

2. W3meHuTe 3anuceb.

3. Haxmwute kHonky CoxpaHuUTb.

Haxmute kHonky BKknounTb Bce And BKIIOYEHUS BCEX 3anncen.
Haxxmnte OTKNIOYMTBL BCe A1si OTKMIOYEHNS BCEX 3annCen.

HaxmuTe kHonky YaanuTb Bce ANd yaaneHus BceX 3anucen.

Haxmute kHOomKky Cneaymowas Ans nepexoda Ha Crieaylowylo CTpaHuly WM Haxmute
Mpeabiaywan ans Bo3sBpaTa Ha NpeablayLlyto CTpaHuLy.
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Hanpumep: Bbl xoTUTe NnpegocTaBuTb AOCTYN K YCTPOWCTBY TOSMBKO ANt 6eCcnpoBOAHOM CTaHLUK
A ¢ MAC-agpecom 00-0A-EB-00- 07-BE, a Bcem npounm 6ecnpoBoAHbIM CTaHUMUAM 3anpeTutb
AoCTyn K yctpoucTBy. [ns atoro Ha cTpaHuue ®dunbtpauma MAC-agpecoB Heobxoanmo
caenaTb cnegytoulee:

1. HaxmuTe kHonky BKnounTb 4Ms BKHOYEHUS AaHHOW OYHKLMN.

2. BblbepuTe KHOMNKy: Pa3spewmTb 4OCTYN CTaHUMUAM, YKa3aHHbIM BO BKITHOUYEHHbIX
npasunax u3 cnucka ans NMpasun counbTpauun.

3. Ypganute unv oTKMoYMTE BCE 3aMnnCu, ECNN TaKOBbIE MMEKTCS B Tabnuue dpunbTpaumm
MAC-agpecos.

4. Haxmute kHonky [lo6aBuTh... n BBeante MAC-agpec 00-0A-EB-00-07-BE B none
MAC-agpec, B none OnucaHuwe BeBeanTe Ha3BaHue (Hanpumep, becnpoBogHasa ctaHuus A),
BblOepuTe BkntoveHo 13 BbinagatoLero cnmcka CocrosiHne. Haxmute kHonky CoxpaHUTb.

MpaBuna unbTpauun AOMKHbI BeIFMSAETh crieayowmm obpasom:

ID  MAC-agpec CocToAnue Onucaxue HaMeHuTL

1 00-0A-EB-00-07-BE Brnrovexo wireless station A HamennTs Yoanurs

&= lMpumevaHue:

Ecnn BkntounTb AaHHy0 (PyHKUMIO 1 BbibpaTh “Pa3pewmnTtb 4OCTYN CTaHUMAM, yKa3aHHbIM BO
BKJTHOUYEHHbIX npaBunax us cnucka” ansa MNpaBun cdunbTpauum, HO B CUCKE HET HWU OOHOW
aKTMBUPOBAHHOW 3anucu, TO HU odHa OGecnpoBogHasi cTaHuua He OygeT umeTb JocTyna K
YCTPOWCTBY.

4.5.4 [JononHuTenbHble HACTPOMKN

Ha ctpaHuue “becnpoBogHon pexum — [JononHuTenbHble HACTPOMKN’ Bbl MOXETE yKasaTb
napameTpbl OOMNOMHUTENbHBIX HacTpoek ©OecnpoBogHon cetn (cm. Puc. 4-16). [lockonbky
HaCTPOMKN MOYTU OOMHAKOBbIE B pasHbIX pexumax paboTbl, TO And npuMMepa Mbl UCMOMb3YEM
YHuBepcanbHbIA PeXnm.

Pexum paboTbl: YHHEEPCANBHBIA PEXAM

MowHoCTE NepegartiuEa: Bricokan v
WHTepean manka: 100 (40-1000)
Mopor RTS: 2346 (256-2346)
Mopor chparmesTaLnn: 2346 (256-2346)
Wurepean DTIM: 1 (1-255)
# AkTuempoeate WM
# AkTneEWpoEate Short Gl (KopoTKMIA 33WNTHEIA WHTEPEEN)

AKTMEWPOEATE AP Isolation (M3onAumA Toukw goctyna)

CoxpaHnTs

Puc. 4-16 [JononHuTenbHblE HACTPOWKM
> Pexum paboTbl — 34ech ykasaH TeKyLLUN pexum paboThbl.

» MowHocTb nepeaaTynka — 34ecb MOXHO yKa3aTb MOLLHOCTb Nepefady curHana
ycTponcteom. MoxHo BbibpaTh: Bbicokas, CpeaHasa nnn Huskas. o ymonyaHuio BelbpaHo
"Bbicokas”, pekomeHayeTCa OCTaBUTb 3TO 3HAYEHME.

> WHtepBan maska — CurHanbHbIMW NakeTaMn Ha3bIBaKOTCA MNaKeTbl, KOTOPblE YCTPONCTBO
HanpaenseT Ans CMHXpoHU3aLuun 6ecnpoBofHOM ceTU. NIHTepBan curHansHoro naketa
onpegenseT BpEMEHHOW MHTepBar OTrNpaBKu CUrHasnbHbIX NakeTos. Bbl MOXeTe BbICTaBUTb
3Ha4veHus B nHtepsane 40-1000 munnuncekyHg. Mo ymonyanuio ykasaHo: 100.
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> Mopor RTS — 3gecb Bbl MOXeTe ycTaHoBUTbL nopor RTS (3anpoc Ha oTtnpaBky). Ecnu nakeT
bonblle pasmepa, yctaHoBneHHoro noporom RTS |, To ycTporicTBo 6yaeTt HanpaBnatb 6510ku
RTS Ha onpegenéHHyo NpUHMMaLOLLYHO CTaHLMIO U COrfacoBbiBaTh OTNpaBKy GriokoB
OaHHbIX. 10 yMOnyaHuio ycTaHOBIEHO 3HaveHmne: 2346.

> Mopor dparmeHTaumm — [laHHas BenuunHa npeacraBnsieT cobor MmakcumManbHbIn pasmep,
nocrie KoToporo nakeTbl OyayT noasepraTbCs hparMeHTaumnn. YCTaHOBIEHWNE CIIULLIKOM
HW3KOro nopora parmMeHTaunm MoXeT NPUBECTUN K CHUXEHUIO MPOM3BOAUTENTBHOCTU CETU
n3-3a M30bITOYHOro KoNM4ecTBa NakeToB. B kayecTBe pekoMeHAOBaHHON BENNYMHDI
npegnaraeTcs ykasaTtb "2346"; gaHHas BervyYMHA yCTaHOBIEHA N0 YMOMYaHUIo.

> WutepBan DTIM — [JaHHas BenuunHa onpenensieT MHTepsan otnpasku "CoobLweHuns o
Hoctaske Tpadumka" (DTIM). Bl MOXeTe BbICTaBUTb 3Ha4YeHWe B AuManasoHe mexay 1-255
WMHTEepBanaMy CUrHansHoro naketa. 1o ymon4aHuio ycTaHOBMEHO 3HadeHume: 1, 4To
O3HavaeT, 4To uHTepBan DTIM paBeH VIHTepBany oTnpaBku CUrHasnbHOro nakeTa.

>  AktnBupoBatb WMM — OyHkuma WMM obecneunBaeT NnepBOOYEPEHYO OTNPaBKY
COO0O6LLIEHNIN C BbICOKMM NPUOPUTETOM. HacTossTeNbHO peKOMeHAYETCS BKITOUNTL AaHHYO

dyHKLMIO.

> AxktuBupoBaTtb Short Gl — [laHHas yHKUMA Takke pekoMeHOoBaHa, MOCKOMbKY NO3BoNdeT
YBEINMYUTb MPOMYCKHYI0 CMOCOOHOCTb 3a CYET CHMKEHUS ANUTENBbHOCTM NOMOChI
pacuIibTPOBKU.

> AxktnBupoBartb AP Isolation — V3onupyeT Bce nogkntoyeHHble 6eCnpoBOAHbIE CTaHLNK
Takum obpasom, 4To BecrnpoBogHblE CTaHLMM HE CMOTYT obpallaTbes Apyr K Apyry Yepes
WLAN.

4.5.5 Cratucrtuka 6ecnpoBOAHOro pexuma

Ha cTtpaHunue “becnpoBogHon pexnm — CTaTUCTMKa 6ecnpoBOAHOrO pexuma’ Bbl MOXETE
npocMmoTpetb uMHGopmaumio no  MAC-agpecy, TeKylWeMy COCTOSIHWIO, MOMYyYEeHHbIM U
OTMpPaBMNEHHbIM NakeTam AN1A KaXkaow NoaknioyYéHHON 6ecnpoBogHON cTaHumm (M. Puc. 4-17).

Pexum paboTel: VHUBEPCANLHBIA PEIKHM

YHCNO NOAKNIOYEHHbIX B HACTOAWEE BPEMA GECTIPOBOKLIX CTAHLWI: 1 | OBHoBUTL

1D MAC-agpec Texkywee COCTORAHHE MakeToB NPUHATO MakeToB OTNPABNEHO HacTponts
1 60-92-17-6B-64-78 WPAZ2-PSK 30 9 3anpetnTh,

Mpeaeiaywan Crneaywouyas

Puc. 4-17 Ctatuctmka 6ecnpoBoaHOro pexxmma
> Pexum paboTbl — 34ecb ykasaH TeKyLMi pexmum paboThbl.
» MAC-agpec — MAC-agpec nogknio4éHHon 6ecnpoBO4HON CTaHLMMN.

» TeKyulee cocTosiHue — Paboyee cocTosiHMe noaknoyYEHHOM 6ecnpoBOAHOM CTaHUMN, OAWNH
n3 BapuaHToB: STA-AUTH / STA-ASSOC / STA-JOINED / WPA /| WPA-PSK / WPA2 /
WPA2-PSK / AP-UP / AP-DOWN / OTknto4eHo.

» NMakeToB npuHATO — Konnuectso nakeTos, NOMyYeHHbIX NOAKMOYEHHON BecnpoBOaHOM
CTaHUMEN.

> [akeToB oTnpaBneHo — KonmMyecTBo NakeToB, OTNpaBreHHbIX NOAKIIOUYEHHOMN
06ecnpoBOaHON CTaHLMEN.

Bcsa nHdopmauus Ha 3TOM CTpaHuLe OOCTYMNHA TONbKO ANA YTeHus. [Ina oOHOBNEHMS AaHHbIX Ha
3TON CTpaHuue u oTobpaxkeHuss NOAKMIOYEHHBLIX HA AaHHbIN MOMEHT 6ecnpoBOAHbIX CTaHUMiA
HaXXxMuTe KHOMNKY OGHOBUTD.
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Ecnn konnyecTBO NOAKNIOYEHHBLIX 6ECNPOBOAHbIX CTAaHLUMIA B CNUCKE BbIXOAWUT 3a npeaenbl OaHOoM
CTpaHuUbl, HXXMUTE KHOMKY Cneayrowas, YTobbl NepenTh Ha CrieayoLLyo CTpaHuLy, N HaXMUTE
kHonky MpeAblayLwan, YTodbl NEPENTN Ha NpeabIayLLy0 CTpaHuLy.

& MpumeyaHue:
3OTa cTpaHuLa 0BHOBNSAETCA aBTOMATUYECKN Kaxable 5 cekyHa.

4.5.6 MOHMTOPWHIr NPONYCKHOW CNOCOOHOCTU

Ha ctpaHuue “BecnpoBogHonM pexum — MOHUTOPUHI MPOMNYCKHOM CMNOCOGHOCTU® Bbl
MOXETe 03HaKOMUTbLCSA C MHGopMaumen no ckopocty 6ecnpoBogHon nepegaydn (cm. Puc. 4-18).

MOHUTOPUHI NPONYCKHOI cnocoGHOCTU

CkopocTek: buticek Bpems padote: 80 s

Tekywmni
KaHan

-2.4453K3p5 12.248Kbps 1.0605Kbps 4.2793Kbps
NKhns NKhns NKhns NKhns

MakcumaneHaAa  MuHumaneHan CpegHAas

3anycTuTe || OCTAHOBWTH

Puc. 4-18 KoHTponb nponyckHOW cnocoBHOCTU

» CkopocTtb — EanHmLa namepeHmsa nponyckHom cnocobHocTu.
> Bpewms paboTbl — Bpems, B TedeHne koToporo pabotaeTt gaHHast yHKUMS.
> OtnpaBneHo — MlHdopMaumsi No ckopocTu nepegayn AaHHbIX.
> MpuHaTo — NHpopmauusa no ckopocTn npnéma OaHHbIX.

Haxmunte kHomky 3anycTuTb, YTOObI 3aMyCTUTb CIy>X0Y KOHTPONS NPOMYCKHON COCOBHOCTM.
Haxmute kHonky OcTaHOBUTbL, YTOObLI OCTAHOBUTL CNYXOY KOHTPOMSi NPONYCKHON CMNOCOBHOCTN.

4.6 CuncrteMHble NHCTPYMEHTbI

CucteMHble MHCTPYMEHTbI MOMOryT ONTUMM3MPOBaTb HACTPOWMKY Bawlero ycrponcrtea. MoxHo
obHoBUTb BCTpoeHHoe 1O Bawero ycunutens 6ecnpoBOAHOrO YCTPOWCTBA, a Takke co3gaTtb
pEe3epBHYI0 KOMWIO HACTPOEK WM BOCCTAHOBUTb HACTPOWKM ycunutensa. PekomeHpyetcs
W3MEHUTb MapoSib MO YMOMYaHUIO Ans OOCTyna K YCTPOWCTBY vepe3 BEO-yTUNUTY HACTPOMKMW.
MOXXHO NOCMOTPETb COCTOSIHUE CUCTEMBI B CUCTEMHOM XXypHarne.

MeHio CucTeMHble WHCTPYMEHTbl COAEPXUT LWecTb nogpasgenos (cm. Puc. 4-19):
O6HoBneHune BcTpoeHHoro [10, 3aBopgckue HacTporku, PesepBHas Konusa u
BoccTaHoBneHue, [lepesarpy3ka, [Maponb u©n CuctemHbIin XKypHan. Haxwmuite Ha
COOTBETCTBYIOLLUIA MYHKT ONfS ero Hactpounkn. [OeTanbHas MHGopMauMs MO KaXOoMy MyHKTY
npeacraBneHa Huxe.
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CHCTEMHBIE HHCTRYMEHTLI

- ODHOBNEHne BCTpOeHHoro M0

- 3aBOOCKHE HACTPOHKH

- PezepeEHan KOMWA H EOCCTAHOENEHHE
- Nepesanpy3xa

- Maponk

- CHCTEMHBIH XypHan

Puc. 4-19 MeHIo cucTeMHbIe UHCTPYMEHTbI
4.6.1 O6HOoBneHue BcTpoeHHoro MO

Ha ctpaHuue “CuctemHble MHCTPyMeHTbl — OGHoBneHue BcTpoeHHoro MO’ Bbl MoxeTe
0bHoBUTL BCTpoeHHoe 1O (MHbIMK crioBamu, NPOLUMBKY) Ballero yCTPoOWCTBa A0 nocnegHen
Bepcum (cMm. Puc. 4-20).

0ObHoBneHne BcTpoeHHoro MO

®aiin: | O6a0p... |

BepcHA BoTpoeHHoro MO: 3.14 8 Build 140401 Rel 60896n
BepcHAa oDopyooBaHNA: WASS4RE v1.0 00000000
OBGHOBWTb

Puc. 4-20 O6HoBneHne BcTpoeHHoro M0

HoBble Bepcun BcTpoeHHoro MO BbiknagbiBaTca Ha canTe http://www.tp-link.com n gOCTynHbI
fecnnaTHo.

> Bepcusa BctpoeHHoro MO — 3geck ykasbiBaeTcs Tekylwasa sepcud BctpoeHHoro 0.

> Bepcusa obopyaoBaHus — Tekyllasa Bepcusa annapaTtHom Yactu. Bepcus, ykasaHHas B cparine
OBHOBNEHUS, 1 TeKyLlas BepCcust AOMKHbI COBMagaThb.

& MMpumeyaHue:

1. MNposoaunTb 06HoBNEHMe BcTpoeHHoro MO LenecoobpasHo B TOM criyyae, ecrnv HoOBoe
BCTpoeHHoe O nmeeT HoBble PYHKLMKN, KOTOPbIE Bbl XOTUTE MCMONb30oBaTh. OQHAKO ecrnu
Bbl CTONKHYNIUCb C NpobriemMamu, Koraa ycTponcTBo paboTaeT HEKOPPEKTHO, TO BaM CTOUT
06HOoBUTL BCTpoeHHoe [1O.

2. Tlepen o6HoBNeHMeMm BCTpoeHHoro MO 3anuwmTe HEKOTopble N3 Haubonee BaXHbIX
HacTpoeK, YTOObI He 3a0bITb MX. OTO MOMOXET He NOTEPHATb BaXKHble HACTPOWMKN YCTPONCTBA.

Ona o6HoBneHus BcTtpoeHHoro MO Heo6xoaumo:

1. CkavaTb nocnegHtoto Bepcuto BctpoeHHoro 0 ¢ Beb-canta TP-LINK
(http://www.tp-link.com).

2. YxasaTb nyTb Unu HaxaTb O630p... AN Bbibopa ckavyaHHOro garna, YTobbl OH NosIBMICS B
none dann.

3. Haxatb kHonky OGHOBUTD.
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& MpumeyaHue:

He BbIkMovanTe yCTPOMCTBO M He HaxmmanTe kHorky Reset Bo Bpemsi npouecca 0OHOBEHUS
BcTpoeHHoro MO. MNocne 3aBepLueHnsa OOHOBEHMS YCTPOWCTBO Nepe3arpy3nTcst aBTOMaTUYeCKM.

4.6.2 3aBoacKue HaCTPOWMKMU

Ha cTtpaHuue “CucTeMHble MHCTPYMEeHTbl —  3aBOACKMEe HaCcTPOMKW™ Bbl MOXeTe
BOCCT@HOBUTb 3aBOACKME HACTPOWKM Bawlero ycunutenss 6ecnposogHoro curHana (cm. Puc.

4-21).

HamMWTe 3Ty KHONKY ONA BOCCTAHOENEHWA 3AB0OCKWY HACTRO K.

BOCCTAHOBMTE

Puc. 4-21 BoccTaHoBneHWe 3aBOACKUX HACTPOeEK

HaxmuTte BoccTtaHoBUTL 451 cOpoca BCeX HAaCTpoeK A0 N3HaYanbHO YCTAaHOBNEHHbIX 3aBOACKMX
3Ha4YeHUn.

¢ Wwmsa nonb3oBatens no ymonyaHuo: admin.

e [Maponb no ymonyaHuio: admin

e IP-agpec no ymonyaxuio: 192.168.0.254

e Macka nogcetu no ymonudanuto: 255.255.255.0

& MMpumeyaHue:
Mpv BOCCTAaHOBNEHUM 3aBOACKMX HACTPOEK BCE BHECEHHbIE U3MEHEHMs ByayT yTepsiHbl.

4.6.3 Pe3epBHas KONuUA n BOCCTaHOBJIeHUe

Ha cTtpaHuue “CucteMHble MHCTPYMEHTbl — Pe3epBHas KOnMusi U BOCCTaHOBJIEHUE” Bbl
MOXEeTe COXpaHWTb BCE BallM HACTPOMKM Ha KOMMbIOTEPE B OTAENbHOM danne, a Takke
BOCCTaHOBWUTb HAacTpoyiku u3 pavina (cm. Puc. 4-22).

PeszepeHan Konua: PESEPEIHSH KonuAa

®ain: 0630p... BoccraHoents

Puc. 4-22 Pe3epBHas Konus U BOCCTaHOBNEHUE

HaxmuTe kHonky Pe3epBHasA Konusi, YTOOblI COXpaHWUTb TEKYLUME HACTPOWKM B (baln Ha BalleM
KoMnbtoTepe.

Y106bI BOCCTAHOBUTH HAaCTPOMKMN YCTPONCTBA, CnegymTe yKka3aHHbIM HUXE MHCTPYKLUUAM:
e Haxmunte O630p... ANs noncka darina ¢ HaCTPoOMKamMm.

e Haxmnte BoccTtaHOBUTL 45151 OOHOBNEHUS HacCTpoOeK C MNOMOLLbIO Bbl6paHHOFO BaMu q)alhna.

& MMpumeuaHue:

TekyLume HacTporku ByaoyT 3aMeHeHbl HacTporikamu u3 darna. HenpaBunbHble ENCTBUS MOTYT
noBpeanTb YCTPOWCTBO Tak, YTO ero yxe Henb3s 6ygeT HacTpaumBaTb BooOGLle. [pouecc
BOCCTaHoBNeHus anuTcsa 20 cekyHa, nocre Yero yCTpoMCTBO aBTOMaTuU4ecku nepesarpysurcs. Bo

28



YHuBepcanbHbld ycunutens 6ecrnpoBOAHOIO cuUrHana,
LIRVLCEE S ckopocTb Ao 300 M6éut/c

n3bexaHve MorioMKM YCTPOMCTBA He OTKI4YailTe ero OT MUTaHWs BO BPeMsi BOCCTaHOBIIEHUS
HacTpoek

4.6.4 lepe3arpy3ka

Ha ctpaHvue “CuctemMHble MHCTpyMeHTbl — [lepe3arpy3ka’ Bbl MOXeTe nepesarpysutb
yctponcteo (cm. Puc. 4-23).

HasmnTe aTy KHOMKY ANA Nepe3arpyaku yCTponcTea.

[Nepeaarpyants

Puc. 4-23 lMNMepesarpy3ka ycTponcTea
HaxmuTe kHonky Mepesarpy3uTtb O51s nepesarpysku yCTponcTBa.

HeKOTOpre HaCTpOI7IKVI BCTYNAT B CWUITy TOJIbKO MOCNe nepes3arpy3kum yCTpOIZCTBa, K HUM
OTHOCATCA:

e WNameHeHue LAN IP-agpeca (yCTpOMCTBO nepesarpy3ntca aBToMaTuyeckn).
e M3ameHeHne HacTpoek 6ecrnpoBOAHOIO pexnma.
e W3meHeHue nopTa Beb-uHTEepenca HaCTPONKN.

e O6HoBneHne BcTpoeHHoro MO ycTponcTBa (cuctema NponsBenET nepesarpysky
aBTOMaTH4eCKn).

e BoccTaHoBneHne 3aBOACKUX HAaCTPOEK YCTPONCTBA (CUCTEMa NPOU3BEAET nepesarpysky
aBTOMaTU4eECKN).

e OOGHOBNEHME HaCcTpoeK M3 dhainna (cuctema Npon3BedeT nepesarpysky aBToMaTUyeckn).
4.6.5 MNaponb

Ha crtpaHuue “CuctemMHble UHCTPYMeHTbl — [laponb’ Bbl U3MeHATb MNpeayCTaHOBIIEHHbIE
3HaYeHNs1 MMeHM NonNb3oBaTens 1 napons ycrponcTtea (cm. Puc. 4-24).

VIMA NoNL30BATENA W NAPonk He OM#HE ObITE OMMHHEE 14 CUMECNOE W HE AOMKHE COOEDHATE Npodent!
Mpeasiaywee MMA NoNL30BaTENA:
TMpegsiaywmi napons:

HoBoE WMA NONb30BaTENA:
Hoewli napons:

MoATEEpAUTE HOBLIA NAPONk:

CoxpaHute OuncTute BCE

Puc. 4-24 Maponb

HacTtoatenbHoO pekomMeHOyeTcsl UIBMEHUTb NPEeAYyCTaHOBIEHHbIE 3HAYEHNS UMEHW MONb30BaTENS
W napons ycTpoWCTBa, MOCKONbKY NGO YenoBEeK CMOXET MOOKMIOYUTBCS K YCTPOWCTBY 4Yepes
BEO-yTUNUTY HaCTPOMKM UM NOCPeACTBOM MacTepa ObICTPOM HACTPOMKM C MOMOLLB UMEHU
nosb3oBaTens/napons No yMonyaHuio.

& MMpumeyaHue:

HoBble 3HaYeHUs1 MMEHM NONb30BaTENS U NapOris He AOMKHbI NpeBbilWaTh 14 CUMBOSOB, U B HUX
He OOMKHO copepxaTbcsi npobenos. [ns NoaTBepXAeHUs Mnaponsi ero noTpebyeTcs BBECTU
ABaXxnbl.

Haxmunte COXpaHVITI: ana coXxpaHeHua HaCTpOoek.
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Haxmute O4UCTUTB AN OYUCTKU NONeEn.

4.6.6 CucteMHbIN XypHan

Ha ctpaHnue “CucTeMHble WHCTPYMEHTbl — CuUCTeMHbIn XKypHan’ Bbl cMoXeTe
npocMartpuBaTb CUCTEMHbIE XXypHarnbl ycTponcTea (cMm. Puc. 4-25).

Tun #ypHana: | BCE v  YpoeeHb #ypHana: | BCE v

PKypHan nycr.

H-Ver = WAB54RE v1.0 00000000 : 5-Ver = 3.14.8 Build 140401 Rel.60896n
L =192.168.0.100 : M = 255.255.255.0
W1 =DHCP:W=192.168.0.100: M = 255.255.255.0: G =192.168.0.1

OBHoBUTE CoxpaHuTs ypHan OuncTUTs KypHan

MNpensigywan Cnegyrowjan Tekywnia N2 |1 v | cTp.

Puc. 4-25 CuctemHbIv XXypHan

YCTpOWCTBO MOXET XpaHUTb 3anucy B XXypHane no Bcemy Tpaduky. Bbl MoxeTe mocMoTpeTb
KypHarbl, YTOObI BbISCHUTE MPUYMHY KaKUX-TO COOLITWI U HENOMNaAokK B CUCTEME.

> Twun XxypHana — Mpu BbiGope AaHHOro NyHKTa 6yayT 0TOGpaxaTbCsi KypHarbl TOSIbKO
AaHHOro yKa3aHHoro Tvna.

> YpoBeHb XypHana — [pu Bbibope AaHHOro nyHkTa 6yayT oTobpaxaTbCsl XXypHarbl TONbKO
[aHHOrO YKa3aHHOro YPOBHS.

Haxmnte OBGHOBUTL AN 0TOOpaXeHWs NOCNeAHEro Cnmcka XXypHaros.
Haxmute CoxpaHuTb XypHan 45151 COXpaHeHUs BCeX XypHanos B dhanne gopmata «ixt».

Haxxmnte Oumctutb XypHan AOnd yaaneHuda BceX XypHalnoB M3 CUCTEeMbl HaBCerga, a He
OYUCTUTb CTpaHnLy.

Haxmute kHomky Crepylrowas Ons nepexoga Ha Criedylolylo CTpaHuuy, HaXXMUTE KHOMKY
Mpenbiaywan ana Bo3spaTta Ha NpeabiayLLyo CTPaHuLy.
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MpunoxeHue A: 3aBoACKMe HaCTPOMUKN

HasBaHue 3Ha4yeHue No yMonyaHuo

BasoBble HaCTpOﬁKM no ymon4dyaHumo

Mms nons3osatens admin

Maponb admin

IP-agpec 192.168.0.254

Macka nogceTtu 255.255.255.0
[JomeHHoe nms http://tplinkextender.net

HacTtpoiku 6ecnpoBOgHOIo pexuma

SSID TP-LINK_Extender_ XXXXXX
3awmTa 6ecnpoBOAHOrO pexuma OTKkntoueHo
PunbTtpauma MAC-agpecos OTKNoYeHO

& NMpumeyaHue:

SSID (Mmsa 6ecnposogHon cetun) no ymonyanuto: TP-LINK_Extender XXXXXX (roe XXXXXX aTo
nocrnegHne yHukanbHble wecTtb undp MAC-agpeca Bawero yctponcrtsa). OTOT napameTp
YYBCTBUTENEH K PETUCTPY.
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NMpunoxeHue B: YcTpaHeHue HencnpaBHOCTEMN

T1. Kak BoccTaHOBUTb 3aBOACKME HACTPOMKM HA MOEM ycunutene 6ecnpoBOQHOro curHana?
BoccraHoBuTb 3aBOACKME HACTPOKKKM YCTporcTBa MoxHO [1IBYMA cnocobamum.

Cnocob 1:

He otkniovas nutanmsa ycunutenda TL-WA854RE, ¢ nomowbto OynaBku Haxmute U
yaepxuBanTe HaxaTton B TedeHue 8 cekyH kHonky RESET, koTopas HaxoguTcsa Ha 3agHen
naHernu ycTponcTea.

Cnocob 2:

Bongnte B BeO-yTUNUTY HacTporkn yecunutensa TL-WAB854RE, 3angute B MEHIO Ha CTpaHuuy
“CucTeMHbIe MHCTPYMEHTbI -> 3aBOACKME HAaCTPOMKN” 1 HaxxmnTe “BoccTaHOBUTL .

HaMMuTe 3Ty KHOMKY ONA BOCCTAHOENEHWA 33B0ACKWX HACTPOBK.
BoccTaHoeWTh

& lNMpumeyaHue:

Mpn cbpoce HacTpoek ycunutenst GecnpoBOAHONO curHamna BCe €ero TeKyliMe HaCTPOMKM
TEpSIIOTCS, @ YCTPOUCTBO TpebyeTcs HacTPOUTbL 3aHOBO.

T2. Y10 penaTb, ecnu s 3a6biN naponb?
1) BoccTtaHoBuTe 3aBOACKME HACTPOMKN yeunutens 6ecnpoBogHoro curHana. Ecnu Bbl He
3HaeTe Kak 3To AgenaeTtcs, cMmoTpuTte pasgen T1;
2) [nsa Bxoga B YCTPOWCTBO MCMOMb3yNTE MMA NOMb30BaTENS Y NAposib N0 YMOMYaHMIO:
admin, admin;
3) HacTtponTe 3aHOBO YCTPOWCTBO MO MHCTPYKLMSM AaHHOrO PYKOBOACTBA NOMb30BaTens.

T3. Yto Aenatb, ecnu s He MOry 3aUT B Be6-yTUIINTY HAaCTPOMKKN yCcunuTtens
6ecnpoBogHoOro curHana?

1) TpoBepbTe, KOPPEKTHO N YCTAHOBMNEHbI BCe coeAnHeHUs (kak GecnpoBoaHbIe, Tak U
npoBoaHble). Ecnv aa, npuctynute k cnegytowemy ary, ecnv HeT, ucrnpaebTe Tak,
4TOObI COEANHEHUS] YCTaHOBMNEHbI HAaOEXHO.
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T4.

TS.

2) TonpobyiiTe nonyunTb IP-agpec 1 Wwno3, ecnv Bam 3TO yAanocb, OTKPOWUTE
Beb-Opaysep, BBeguTe JOMeHHOEe MMs o ymondanuio (http://tplinkextender.net) B
afipecHow CTpoke 1 Bonaute B BED-yTUNNTY HACTPONKM YCTPOMCTBA.

Ecnn Bam He ypaétca 3anMTu B YCTPOWCTBO, HaxmuTe kHonky RESET, a 3atem
ucnonb3dynte IP-agpec no ymonyaHutio And Bxoga B BeEO-yTUNUTY HACTPOWMKM W
nepeHacTponTe yCTPOMCTBO.

3) Ecnu npobnema He pelueHa, CBSXKMTECH CO CNY>XO0M TEXHUYECKON NOAOEPKKU.

Kak y3HaTb, 4TO curHan moen 6ecnpoBOAgHON CeTU yCUIMBaeTCs YyCTPONCTBOM
TL-WAB854RE?

MpocTbiM cnocobom sBNSieTCA MNPOBECTM CPaBHEHME MOLLUHOCTM CcurHana Ballen
becnpoBogHon cetn (06o3HaveHHOM ¢ nomolbto SSID), korga ycunutens 6ecnpoBogHOro
curHana Haxogutcs B pabodem u He B paboyem coctosHuu. lNepen Tem, Kak MpoBOAUTL
cpaBHeHMeMm ybeguTecb, YTO Ball KOMMbIOTEP MOXET nonydvatb IP-agpec oT Bawen
GecnpoBogHon cetu n umeeT goctyn k WHTepHeT (¢ nomowibio TL-WAB854RE unun 6e3
Hero).

MoyeMy ckopocTb 6ecnpoBOAHOrO NOAKMIOYEHUS NajaeT, Toraa Kak MOLWHOCTb
6ecnpoBOAHOIo cUrHana Bbipocna nocne nogknioyveHus ycunutens TL-WA854RE?

B cooTtBeTcTBMM C npoToKonom 6GecnpoBodHOW nepegadn OaHHblX, BCE YCUNUTENK
6ecnpoBOgHOrO CuUrHana HacTpoeHbl Ha paboTy He B MOSTHOOYMIIEKCHOM pexume, a B
nonygynnekcHoMm. [pyrMmmn  crioBamyn  ycunuTenb ©OecrnpoBOAHONO curHamna goJhKeH
OCYLLECTBNATb COEAMHEHNE B OOHOCTOPOHHEM MOPSAAKE MexAy rMnaBHbIM GecnpoBOAHLIM
MapLLPYyTU3aTOPOM (TOYKOM OOCTYNa) U KOHEYHLIMU KITMEHTaMM, NO3TOMY Bpems nepenayv
OaHHbIX YBENMUMBAETCH B ABa pa3a, Torga kak CKOpoCTb yMeHbllaeTcda. Mbl pekomeHayem
BaM MoAknovatb ycunutenb OecnpoBOAHOrO cuUrHana, korga YpOBEeHb CurHana Ballen
AOMaLLHEN CeT HU3KMI UK Korga BaM TpebyeTcs yCTpaHUTb « MEPTBbIE 30HbIY.
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MpunoxeHue C: Cneundukayus

O6uwume napameTpbl

MoAnepxuBaembie IEEE 802.3, 802.3u, 802.11n, 802.11b and 802.11g, TCP/IP, DHCP
CTaHOapTbl
CepTtudukanms CE

MapameTpbl 6ecnpoBOAHON CBSA3U

[wvana3oH yactoT

2,4-2,48351Twy

CxopocTb nepepayu
AaHHbIX NO
6ecnpoBogHOMY
CoeaVHEHNIO

11n: go 300 M6wuTt/c (aBTOMaTUYECKOE NEPEKINIOYEHME)

11g: 54/48/36/24/18/12/9/6 M6uTt/c (aBTOMaTMYECKOE
nepekntoyeHne)

11b: 11/5.5/2/1 M6uT/c (aBTOMaTU4eCKoe NepPEKoYEHNE)

PacumpeHwe 4acCToThbl

DSSS (WnpokononocHas Moaynauus ¢ NpamMbIiM pacLunpeHnem

cnekTpa)

Mogaynsauns DBPSK, DQPSK, CCK, OFDM, 16-QAM, 64-QAM
Be3onacHocTb WEP, WPA-PSK, WPA2-PSK
270 Mowurt/c: -68 gbu npn 10% koadhh. NakeTHbIX OLWNOOK;
108 M6urT/c: -68 obu npn 10% koadpd. nakeTHbIX OWNBOK;
YyBCTBUTENBHOCTb 54 Mowrt/c: -68 nbu npn 10% Koadh. NakeTHbIX OLINBOK;
NpUEMHUKa 11 M6uTt/c: -85 nbun npun 8% koadd. NakeTHbIX OLLNOOK;

6 M6uT/C: -88 nbu npn 10% Kkoadpd. NakeTHbIX OLMBOK;
1 M6wurT/c: -90 gbu npu 8% koadhd. nakeTHbIX OLLNMBOK

MapameTpbl OKpyXxatoLien cpeabl

TemnepaTypa npu
aKcnnyaTauum

o1 0°C po 40°C

BnaxHocTb npu
aKcnnyartaumm

oT 10% po 90% RH, 6e3 obpa3oBaHus koHaeHcaTa

TemnepaTypa npu
XpaHeHun

o1 -40°C po 70°C

BriaxHocTb npu
XpaHeHun

oT 5% 0o 95% RH, 6e3 obpaszoBaHusa KoHOEeHcaTa

34




YHuBepcanbHbld ycunutens 6ecrnpoBOAHOIO cuUrHana,
LIRVLCEE S ckopocTb Ao 300 M6éut/c

MpunoxeHue D: Nnoccapun

>

802.11b — Ctangapt 802.11b onpegenseT napameTpbl paboTbl 6ecnpoBOAHON ceTH NpuU
CKOpPOCTU nepeayn aaHHbix 11 M6uT/c, ucnonbays TexHonormio DSSS. PaboTaeT Ha
HenvuUeH3npoBaHHOM AananasoHe 2,4 [Ty, ¢ ncnonb3oBaHnem anroputma wmdpposaHna WEP.
K cetam ctangapta 802.11b Tarke oTHocaTcs cetn Wi-Fi.

802.11g — cneundmkauma ons cosgaHnst 6ecnpoBOAHbLIX CETEN CO CKOPOCTbIO Nepeaayn
AaHHbIX 0o 54 M6uT/c. Ucnonb3yeT TexHonornio DSSS, mogynsuuio OFDM n paboTaeTt Ha
HenMueH3npoBaHHOM Anana3soHe 2,4 ['Tu. O6paTHO COBMECTMMa C YCTPOMCTBaMM CTaHaapTa
IEEE 802.11b. UcnonbayeTt anroputm wudposaHna WEP.

802.11n — Ctangapt 802.11n NoCTpoeH Ha npeablaywmx ctaHgaptax 802.11 nytém
nobaenenns TexHonornm MIMO (MHOrokaHanbHbIN BXOA/BbIXOA), B KOTOPOM UCNOSb3YHOTCSA
HECKOJIbKO NnepeaaroLmnx U NPUHUMAKOLNX aHTEHH, YTO NO3BONAET YBENNYMTL NPOMYCKHYIO
CMocoBbHOCTb Yepes NPOCTPAHCTBEHHOE MYIbTUMIIEKCUPOBAHME U NOMNYUYnTb BONbLLUYO 30HY
OxBaTa CEeTU 3a CYET MCMNONb30BAHUSA PA3HOro NPOCTPAHCTBEHHOIO PaCOfOXKEHNsSI aHTEHH,
BO3MOXHO, Yepe3 CXembl KOANPOBKM, Takne kak kogmposka Alamouti. KoHcopunym EWC 6bin
co3faH ans yckopeHus passutus ctaHgapta IEEE 802.11n u npoaBmxeHus cneuundukaumm
TEXHOMOMNM B LENSAX yNy4dlleHNss B3aMMOAENCTBUSA Mexay 6ecnpoBOAHbIMU CETEBLIMU
npodyKTamu crefytoLwero noKomeHus.

Touka gocTtyna (YcunuTtenb 6ecnpoBogHoro curHana) — becnposogHon
LAN-npuémo-nepegatymk unum «6asopasi CtaHUMSa», KOTopas MOXeT NoaknovaTb O4HO UMK
HECKONMbKO B6eCNPOBOAHbIX YCTPOWCTB K MPOBOAHON NTOKanbHOM ceTh. TOYKM JocTyna MoryT
COeMHATLCS ApYr C APYroM C NOMOLLBIO peXumMa «MOCT».

DNS (Cuctema goMeHHbIX MMEH) — KomnbloTepHasa pacnpenenéHHas cuctema, Kotopas
nepeBoanT Ha3BaHUA Beb-canToB (JOMEHHLIE MeHa) B IP-agpeca.

JomeHHoe nmsa — OnucatensHoe Ha3BaHue Ans agpeca unu rpynnbl agpecos B MHTepHeT.

DoS-ataka (aTaka TMna «oTka3 B obcnyxuBaHuny», ot aHrn. Denial of Service) — Xakepckas
ataka Ha KOMMbIOTEP UK CeTb € TeM, YTOObI aTakOBaHHbIN KOMMNbIOTEP/CETb HE MO
paboTaTb unu oTBEeYaThb Ha 3anpocsl.

DSL (Digital Subscriber Line — umdpoBasi aboHeHTCKas nUMHUA) — TexHonorus, Kotopas
MO3BONSET OTNPABMATL UM NOMyYaTh AaHHbIE, UCNOMb3YS CYLLECTBYOLLME TENEGOHHbIE TUHWN.

ISP (Internet Service Provider — NMocTtaBwuk UHTepHeT-ycnyr) — KomnaHua, kotopas
obecneunBaeT gocTyn B NHTepHeT.

MTU (Maximum Transmission Unit — MakcumanbHbIA pa3mep 61oka nepeaaym) —
MakcumanbHbIA pa3Mep nakeTa AaHHbIX, KOTOPLIN MOXET OblTb NepeaaH.

SSID — VpeHTudmkatop SSID — aTo Kkntod, BKovawowminm B ceba Ao 32 6ykBEHHbIX U
LUMpOoBbLIX CUMBOIIOB, KOTOPLIN UCNONL3yeTCca ANa naeHTudmrkaumm nokansHom cetn. Ytobbl
GecnpoBoAHble YCTPONCTBA CETU MO OOMEHMBATBLCS OAHHBIMU, OHU JOIKHbI
ncnonb3oBaTtb 0guH U TOT Xe SSID. O6bIMHO 3TO HAaCTPOEYHbIN NapaMeTp Ans
becnpoBogHon kapTbl komnbloTepa. CootBeTcTBYeT ESSID ans 6ecnpoBogHON TOYKK
JocTtyna u umeHn 6ecnpoBogHON CETW.

WEP (Wired Equivalent Privacy — kBuBaneHT npoBOAHOM 3awmThbl) — MexaHuam
LWMPOBaHNS Ha OCHoBE 64-, 128- nnn 152-6MTHOrO COBMECTHOTO KITHo4a, Kak YKka3aHo B
ctaHgapte |IEEE 802.11..

Wi-Fi — Kommepueckoe Ha3BaHue u Toprosas mapka Wi-Fi Alliance anst 6ecnpoBogHbIx
CeTen N HEKOTOPbLIX MPOAYKTOB Ha 6a3e cemelicTBa ctaHgapToB IEEE 802.11.
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YHuBepcanbHbld ycunutens 6ecrnpoBOAHOIO cuUrHana,
LIRVLCEE S ckopocTb Ao 300 M6éut/c

WLAN (Wireless Local Area Network) - BecnpoBoaHas nokanbHas ceTb — rpynna
KOMMbIOTEPOB U CBA3AHHBIX YCTPOWCTB, B3aMMOAENCTBYOLLNX APYr C APYroM Yyepes
BGecnpoBoHyto nepefadvy AaHHbIX B OrpaHNY4eHHOM panoHe.

WPA (HacTtpoiika 3awmwéHHoro Wi-Fi) — WPA npeactaBnseT coboi TEXHOMOINI0 3aLuThbl
6ecnpoBoaHbIX ceTeln, KoTopas UCMONb3yeT YNyYLleHHbIN anropuTM ayTeHTUdUKaLmMm n
LWMpoBaHMs No cpaBHeHuto ¢ TexHonornen WEP (Wired Equivalent Privacy). WPA
nosiBMnach kak oTBeT Ha HegocTaTku TexHonornn WEP. KntoueBbiM npenmyLLecTBoM
TexHonornn WPA aBnsieTcs ncnonb3oBaHne npoTokona LenocTHOCTM BPEMEHHOTO KItova
(TKIP). TKIP yctpaHsieT HegocTaTtku wndposaHus WEP. Opyroi kniovesorn komnoHeHT WPA
— 3TO BCTPOEHHbIV MeXaHWU3M ayTeHTuduKaumm, kotoporo HeT y WEP. 31a ocobeHHOCTb
nossonsaet WPA obecneunBaTb HagéxHyto 3awmnTy VPN-TyHHensm ¢ nomousto WEP,
npegnaras npyv 3ToM NPOCTOTY YNpaBrieHns U UCnosib3oBaHus. [ns ncnonb3oBaHNs Takoro
TMna 3awmtbl Heobxoanm RADIUS-cepsep 1 nogaepxka 802.1x. Wi-Fi Alliance Ha3biBaeT
Takon Tvn 3awmnTbl WPA-Enterprise. OgHa n3 pasHoBugHocten WPA HasbiBaeTcss WPA Pre
Shared Key (c ucnonbaosaHmem obLuero kntoya) nnm kopotko — WPA-Personal. 3toT T1n
3awnTel NpeactaBnsaeT cobon ansTepHaTmBy goporomy RADIUS-cepsepy. WPA-Personal —
3TO YNPOLLUEHHAs TEXHOMOIMS 3aLnThbl, HO BCE XXe A0CTaTOYHO HaaéxHas dopma
wndpoBanna WPA, Hanbonee nogxoasiwasn ons gomaiuiHmx 6ecnpoBoaHbix ceTen. [Ans
ncnone3oBaHua WPA-Personal Heobxoanmo ykasaTb CTaTUHECKUIA KoY 1y "napornb” Kak u
B cnyyae ¢ WEP, Ho npu ncnonssosaHumn TKIP, wndgposaHmne WPA-Personal asTomatunyecku
MEHSIET KIOUYM Yepes Kakor-TO NPOMEXYTOK BPeMeHU, CUMbHO 3aTPyaHAS Xakepam 3agady,
€Cnn OHW MbITaloTCA yragaTtb Naporsb U B3NloMaTb CETb.
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