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FCC STATEMENT

FS

This equipment has been tested and found to comply with the limits for a Class B digital device,
pursuant to part 15 of the FCC Rules. These limits are designed to provide reasonable protection
against harmful interference in a residential installation. This equipment generates, uses and can
radiate radio frequency energy and, if not installed and used in accordance with the instructions,
may cause harmful interference to radio communications. However, there is no guarantee that
interference will not occur in a particular installation. If this equipment does cause harmful
interference to radio or television reception, which can be determined by turning the equipment off
and on, the user is encouraged to try to correct the interference by one or more of the following
measures:

o Reorient or relocate the receiving antenna.

¢ Increase the separation between the equipment and receiver.

e Connect the equipment into an outlet on a circuit different from that to which the receiver is
connected.

o Consult the dealer or an experienced radio/ TV technician for help.

This device complies with part 15 of the FCC Rules. Operation is subject to the following two
conditions:

1) This device may not cause harmful interference.

2) This device must accept any interference received, including interference that may cause
undesired operation.

Any changes or modifications not expressly approved by the party responsible for compliance

could void the user’s authority to operate the equipment.

Note: The manufacturer is not responsible for any radio or TV interference caused by

unauthorized modifications to this equipment. Such modifications could void the user’s authority

to operate the equipment.

FCC RF Radiation Exposure Statement

This equipment complies with FCC RF radiation exposure limits set forth for an uncontrolled
environment. This device and its antenna must not be co-located or operating in conjunction with
any other antenna or transmitter.

“To comply with FCC RF exposure compliance requirements, this grant is applicable to only
Mobile Configurations. The antennas used for this transmitter must be installed to provide a
separation distance of at least 20 cm from all persons and must not be co-located or operating in
conjunction with any other antenna or transmitter.”

CE Mark Warning

C€15880

This is a class B product. In a domestic environment, this product may cause radio interference, in
which case the user may be required to take adequate measures.



National Restrictions

2400.0-2483.5 MHz

Country Restriction Reason/remark
. General authorization required for outdoor use and
Bulgaria ) )
public service
Outdoor use limited to 10 Military Radiolocation use. Refarming of the 2.4 GHz band
France mW e.irp. within the band has been ongoing in recent years to allow current relaxed
2454-2483.5 MHz regulation. Full implementation planned 2012
tal If used outside of own premises, general authorization is
a
y required
General authorization required for network and service
Luxembourg None
supply(not for spectrum)
This subsection does not apply for the geographical area
Norway Implemented o )
within a radius of 20 km from the centre of Ny-Alesund
Russian Only for indoor applications
Federation

Note: Please don'’t use the product outdoors in France.



Tp-LINK TP-LINK TECHNOLOGIES CO., LTD

DECLARATION OF CONFORMITY

For the following equipment:

Product Description: 54Mbps Wireless Router
Model No.: TL-WR340G/TL-WR340GD
Trademark: TP-LINK

We declare under our own responsibility that the above products satisfy all the technical
regulations applicable to the product within the scope of Council Directives:

Directives 1999/5/EC

The above product is in conformity with the following standards or other normative documents:
ETSI EN 300 328 V1.7.1: 2006

ETSI EN 301 489-1 V1.8.1:2008& ETSI EN 301 489-17 V1.3.2:2008

EN 61000-3-2:2006

EN 61000-3-3:1995+A1:2001+A2:2005

EN60950-1:2006

Recommendation 1999/519/EC

EN62311:2008

Directives 2004/108/EC

The above product is in conformity with the following standards or other normative documents
EN 55022:2006 +A1:2007

EN 55024:1998+A1:2001+A2:2003

EN 61000-3-2:2006

EN 61000-3-3:1995+A1:2001+A2:2005

Directives 2006/95/EC

The above product is in conformity with the following standards or other normative documents
EN60950-1:2006

Person is responsible for marking this declaration:
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Yang Hongliang
Product Manager of International Business

TP-LINK TECHNOLOGIES CO., LTD.
South Building, No.5 Keyuan Road, Central Zone, Science & Technology Park, Nanshan,
Shenzhen, P. R. China
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Package Contents

The following contents should be found in your box:

» One TL-WR340G/TL-WR340GD 54Mbps Wireless Router

» One AC power Adapter for TL-WR340G/TL-WR340GD 54Mbps Wireless Router

» Quick Installation Guide
» One Resource CD for TL-WR340G/TL-WR340GD 54Mbps Wireless Router, including:

¢ This Guide
o Easy Setup Assistant

o Other Helpful Information

& Note:

Make sure that the package contains the above items. If any of the listed items are damaged or
missing, please contact with your distributor.

Conventions

The Router or TL-WR340G/TL-WR340GD, or device mentioned in this User guide stands for
TD-WR340G/TL-WR340GD 54Mbps Wireless Router without any explanations.

Parameters provided in the pictures are just references for setting up the product, which may

differ from the actual situation.
You can set the parameters according to your demand.

& Note:

The two devices of TL-WR340G and TL-WR340GD are shared with this User Guide, we use
TL-WR340G for example.

The differences between them are:
» TL-WR340G router with a fixed antenna;
» TL-WR340GD router with a detachable antenna.
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Chapter 1.Introduction

Thank you for choosing the TL-WR340G/TL-WR340GD 54Mbps Wireless Router.

1.1 Product Overview

Thank you for choosing the TL-WR340G/TL-WR340GD 54Mbps Wireless Router. This router
provides dedicated solution for Small Office/Home Office (SOHO) networks. With your network all
connected, your local wired or wireless network can share Internet access, files and fun for
multiple PCs through one ISP account. In addition, this device supports Bridge mode which can

make two APs communicate with each other wirelessly.

It is an easy Web-based setup for installation and management. Even though you may not be
familiar with the router, this guide will make configuring the router easy. Before installing the

router, please look through this guide to know all the router’s functions.

1.2 Main Features

» Complies with IEEE 802.11g, IEEE 802.11b, IEEE 802.3, IEEE 802.3u standards.

» 1 10/100M Auto-Negotiation RJ45 WAN port, 4 10/100M Auto-Negotiation RJ45 LAN ports,
supporting Auto MDI/MDIX.

» Shares data and Internet access for users, supporting PPPoE, Dynamic IP, Static IP, 802.1X
+ Dynamic IP, 802.1X + Static IP, BigPond Cable, L2TP, PPTP, Dual Access Internet access.

Ignores Ping packets from WAN or LAN ports.
Connecting Internet on demand and disconnecting from the Internet when idle for PPPoE.

Built-in NAT and DHCP server supporting static IP address distributing.

vV V V V

Built-in firewall supporting IP address filtering, Domain Name filtering, and MAC address

filtering.

\4

Provides WPA/WPA2, WPA-PSK/WPA2-PSK authentication, TKIP/AES encryption security.

A\

Provides 64/128/152-bit WEP encryption security and wireless LAN ACL (Access Control
List).

Supports Flow Statistics.

Supports firmware upgrade.

Supports Web management.

Supports Virtual Server, Special Application and DMZ host.
Supports UPnP, Dynamic DNS, Static Routing, VPN Pass-through.
Supports ICMP-FLOOD, UDP-FLOOD, and TCP-SYN-FLOOD filter.

YV VYV ¥V V V VY V

Supports 54/48/36/24/18/12/9/6Mbps or 11/5.5/2/1Mbps data transfer rates.
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»  Supports connecting/disconnecting from the Internet on a specified time of day.

» Supports access control, parents and network administrators can establish restricted access

policies based on time of day for children or staff.
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Chapter 2. Hardware Installation

2.1 The Front Panel

TL-WR340G

54M Wireless Router

PWR SYS WLAN

Figure 2-1

The Router’s LEDs are located on the front panel (View from left to right).

LED Explanation:

Name Status Indication
Off No Power
PWR
On Power on
Off The Router has an error
SYS On The Router is initializing
Flashing | The Router is working properly
Off The Wireless function is disabled
WLAN
Flashing | The Wireless function is enabled
Off There is no device linked to the corresponding port
There are devices linked to the corresponding ports but no data
WAN/1-4 (LAN) On
transmitted or received.
Flashing | Sending or receiving data over corresponding port
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2.2 The Back Panel

L0 -
— L e Y S L | e
3 2 i

\ | Power 4 WAN — || /

Figure 2-2
The following parts are located on the rear panel (View from left to right).
» POWER: The Power plug is where you will connect the power adapter.

» 1,2, 3,4 (LAN): Through these ports, you can connect the Router to your PCs and the other

Ethernet network devices.
» WAN: RJ45 WAN port for connecting the router to a cable/DSL Modem, or Ethernet.

» RESET: There are two ways to reset the Router's factory defaults. With the router powered
on, use a pin to press and hold the Reset button until the SYS LED becomes quick-flash from
slow-flash (about 5 seconds), and then release the button and wait the router to reboot to its
factory default settings, or restore the default setting from “System Tools - Factory Defaults”
of the Router's Web-based Utility.

» Antenna: Used for wireless operation and data transmit.

2.3 System Requirements

» Broadband Internet Access Service (DSL/Cable/Ethernet)

» One DSL/Cable Modem that has an RJ45 connector (you do not need it if you connect the
router to the Ethernet)
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2.4

>

Each PC in the LAN needs a working Ethernet Adapter and an Ethernet cable with RJ45
connectors

TCP/IP protocol must be installed on each PC

Web browser, such as Microsoft Internet Explorer 5.0 or later, Netscape Navigator 6.0 or later

Installation Environment Requirements

The Product should not be located where it will be exposed to moisture or excessive heat.

Place the Router in a location where it can be connected to the various devices as well as to

a power source.

Make sure the cables and power cord are placed safely out of the way so they do not create a

tripping hazard.

Designed to go up to 100 meters indoors and up to 300 meters outdoors for wireless

connection.

The Router can be placed on a shelf or desktop.

2.5 Connecting the Device

Before installing the Router, please make sure your broadband service provided by your ISP is

available. If there is any problem, please contact with your ISP. After that, please install the

Router according to the following steps. Don't forget to pull out the power plug and keep your

hands dry.

1.

Locate an optimum location for the Router. The best place is usually near the center of the
area in which your PC will be wirelessly connected. The place had better accord with the
Installation Environment Requirements.

Adjust the direction of the antenna. Normally, upright is a good direction.

Connect the PC(s) and each Switch/Hub in your LAN to the LAN Ports on the router, shown
in Figure 2-3. (If you have the wireless NIC and want to use wireless function, you can skip

this step.)
Connect the DSL/Cable Modem to the WAN port on the router, shown in Figure 2-3.

Connect the AC power adapter to the AC power socket on the router, and the other end into

an electrical outlet. The router will start to work automatically.

Power on your PC and Cable/DSL Modem.
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Deskiop PG or Laptop

L]

Diesktop PC or Laphop

=

'l'-f "u
Switch,/Hub . ‘.1

I \‘
e 2 LAN .
S e [

-

r

| INTERET |

L N
ISP
=DSL/Cable/ Etherne?

Figure 2-3 Hardware Installation of the Router

2.6 Configure PC

Your PC needs a network adapter. You may directly connect your adapter to the Router, or you
may connect your adapter to a Hub/Switch, and then connect the Hub/Switch to the Router.

Follow the instructions below to configure a computer running Windows XP to be a DHCP client.

1.  From the Start menu on your desktop, go to Settings, and then click on Network

Connections.
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o

)
@ Set Program Access and Defaits

Windows Catalog

% Windows Updete

i Programs

‘:3 Dacuments

N control Panel

Search » B
'ty Printsrs and Faxes

Help and Support o, Taskbar and Start Menu
Run...

ndows XP Professional

>
L2
=)

Log Off zhangjing...

= E)] Turn Of Camputer...

[ st EEY-[ =Ty
Figure 2-4

In the Network Connections window, right-click on LAN (Local Area Connection), then click
Properties.

.3. Network Connections ;Iglil

File Edit View Favotites Toolks Advanced  Help | ﬁ.
: = r
O Back - | ) - L@ p Search IL Folders | v
Address I&_, Metwork Connections j G0
| LAN or High-Speed Internet
Network Tasks ]
Create a new
connection
¥ Set up a home or small Disable
" office netwark Status
@ Change Windows Repair
Firewall settings _—
W& Disable this network, Bridge Connections
device
% Repair this connection ;nlaatte St
Elete
Em Rename this connection Rename
& View status of this

connection

Change settings of this
connection

Ed

Other Places

@ Control Panel
\d Iy Metwork Places
My DoCuments
g My Computer

Details ES

Local Area Connection
LAM or Hioh-Soeed Internet LI

Figure 2-5

In the General tab of Internet Protocol (TCP/IP) Properties menu, highlight Internet
Protocol (TCP/IP) under This connection uses the following items by clicking on it once.
Click on the Properties button.
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i Local Area Connection Properties cd |

General | Luthentication I tdvanced I

Connect uzing:

Iﬂj Realtek RTLE133 Family PCl Fast Ett

Thiz connection uges the following ikenns:

E Cligrt for Microsaft Networks
.@ File and Printer Sharing for Microsaft Netwark:
EGDS Packet Scheduler

I | termet Protocol (TGP
Inztall... I Wrirstall Froperties
 Diegcription

Transmizzion Contral Protocol/internst Protocol, The default
wide area network protocal that provides communication
acroz: diverse interconnected networks.

[ Show icon in notification area when connected
¥ Matify me when this connection has limited or no connectivity

kK | Cancel |

Figure 2-6
4. Select Obtain an IP address automatically by clicking the radio-button. Click OK.

Internet Protocol (TCP/IP) Properties 2l

General | Alternae Configuration I
You can get [P settings azzigned automatically if pour netwark supports

thiz capability. Othenvise, you need to ask your network. adninistrator for
the appropriate IP zettings.

& Obtain an|P address automatically
— Uge the following IP address:

P address: I . . .
Subret mask I . . .
Default gateway I . . .

& Ohtain DMNS server address autamatically

—{ Use the folowing DMS server addresses:

Eretered DM= semven I . . .
Alternate DS semven I . . .

Ok Cancel

Figure 2-7
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Chapter 3. Quick Installation Guide

This chapter will show you how to configure the basic functions of your TL-WR340G 54Mbps

Wireless Router using Quick Setup Wizard within minutes.

3.1 TCPI/IP Configuration

Connect the local PC to the LAN ports of the Router. And then you can configure the IP address

for your PC in the following way.

1) Set up the TCP/IP Protocol in Obtain an IP address automatically mode on your PC. If
you need instructions as to how to do this, please refer to Appendix B: "Configuring the
PC’.

2) Then the built-in DHCP server will assign IP address for the PC.

3.2 Quick Installation Guide

With a Web-based utility, it is easy to configure and manage the TL-WR340G 54Mbps Wireless
Router. The Web-based utility can be used on any Windows, Macintosh or UNIX OS with a Web

browser, such as Microsoft Internet Explorer, Mozilla Firefox or Apple Safari.

1. To access the configuration utility, open a web-browser and type in the default access

http://tplinklogin.net in the address field of the browser.

@

A Cannot find server - Microsoft Internet Explorer

File Edit Wiew Favorites Tools  Help

Address https fitplinklogin, et ~ a Go

Figure 3-1 Log in the Router

After a moment, a login window will appear, similar to the Figure 3-2. Enter admin for the
User Name and Password, both in lower case letters. Then click the OK button or press the

Enter key.

10
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3.

Connect to tplinklogin. net

TP-LINE Wireless G Router WR340G

Lser narme: | €3 admin w |

Password: |u-u |

Rermember my password:

l. Ok _] [ Cancel

Figure 3-2 Login Windows

& Note:

If the above screen does not pop up, it means that your Web-browser has been set to a proxy.
Go to Tools menu>Internet Options>Connections>LAN Settings, in the screen that appears,

cancel the Using Proxy checkbox, and click OK to finish it.

After successfully log in, you can click the Quick Setup menu to quickly configure your

Router.

The quick setup will tell you how to configure the hasic network parameters.

To continue, please click the Next button.

To exit, please click the EXit buttan.

( Exit | [ met |

Figure 3-3 Quick Setup
Click Next, and then Choose WAN Connection Type page will appear, shown in Figure 3-4.

Quick Setup - WAN Connection Type

The Quick Setup is preparing to set up your connection type of WWAN port.

() PPPoE - For this connection, your will need your account name and password from your ISP,
(&) Dynamic IP - ¥our ISP uses a DHCP service to assign your Router an IP address when connecting to the Internet.

(") Static IP - This type of connection uses a permanent, fixed (static) IP address that your ISP assigned.

[ Back | [ mex |

Figure 3-4 WAN Connection Type
11
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The Router supports three popular ways PPPoE, Dynamic IP and Static IP to connect to the
Internet.
Select your connection type.

1) If the connection type selected is PPPoE, the next screen will appear as shown in Figure
3-5.

Quick Setup - PPPoE

User Name: | Username |

Password: | |

[ Back | [ mMext |

Figure 3-5 Quick Setup - PPPoE

»> User Name/Password - Enter the User Name and Password provided by your ISP.
These fields are case sensitive. If you have difficulty with this process, please contact

your ISP.

2) If the connection type selected is Dynamic IP, the next screen will appear as shown in
Figure 3-7. Then you can go on with the wireless configuration.

3) If the connection type selected is Static IP, the next screen will appear as shown in
Figure 3-6.

Quick Setup - Static IP
IP Address: | n.ooao |
Subnet Mask: | 0.o00ao |
Default Gateway: ||j_|j,|],[| | (Cptianal)
Primary DNS: ||j_|j,|j|,[| | (Cptianal)
Secondary DNS: ||j_|j,|j|,u | (Optianal)
[ Back | [ met |

Figure 3-6 Quick Setup - Static IP

> IP Address - This is the WAN IP address as seen by external users on the Internet

(including your ISP). Enter the IP address into the field.

> Subnet Mask - The Subnet Mask is used for the WAN IP address, it is usually
255.255.255.0.

> Default Gateway - Enter the gateway IP address into the box if required.
> Primary DNS - Enter the DNS Server IP address into the box if required.

> Secondary DNS - If your ISP provides another DNS server, enter it into this field.

12
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5. Click Next to continue, the Wireless settings page will appear as shown in Figure 3-7.

Wireless Radio: Enable b
SSID: TP-LINK,_FFFFFE
Region: IInited States b
Channel: Auta ~
Mode: 11by mixed b

Wireless Security:
® Disable Security
(&) WPA-PSKWPA2-PSK
PSK Password:
ou can enter ASCIl characters hetween 8 and 63 or Hexadecimal characters hetween 8 and 64.)

(&) No Change

[ Back | [ Nex |

Figure 3-7 Quick Setup — Wireless
> Wireless Radio - Enable or disable the wireless radio choosing from the pull-down list.

» SSID - Enter a value of up to 32 characters. The same name of SSID (Service Set
Identification) must be assigned to all wireless devices in your network. Considering
your wireless network security, the default SSID is set to be TP-LINK_XXXXXX
(XXXXXX indicates the last unique six numbers of each Router's MAC address). This

value is case-sensitive. For example, TEST is NOT the same as fest.

> Region - Select your region from the pull-down list. This field specifies the region where
the wireless function of the Router can be used. It may be illegal to use the wireless
function of the Router in a region other than one of those specified in this field. If your
country or region is not listed, please contact your local government agency for
assistance.
&= Note:

Limited by local law regulations, version for North America does not have region selection option.

» Channel - This field determines which operating frequency will be used. The default
channel is set to Auto. It is not necessary to change the wireless channel unless you

notice interference problems with another nearby access point.
> Mode - This field determines the wireless mode which the Router works on.
> Wireless Security - You can select one of the following security options.

o Disable Security - The wireless security function can be enabled or disabled. If
disabled, the wireless stations will be able to connect the Router without encryption.

13
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It is recommended strongly that you choose one of following options to enable
security.

o WPA-PSK/WPA2-PSK - Select WPA based on pre-shared passphrase.

e PSK Password - You can enter ASCII or Hexadecimal characters.

For ASCILl the length should be between 8 and 63 characters.
For Hexadecimal,the length should be between 8 and 64 characters.
Please note that the key is case sensitive.

e No Change - If you choose this option, wireless security configuration will not
change.

These settings are only for basic wireless parameters. For advanced settings, please refer to
Section 4.5: “Wireless”.

Click the Next button. You will then see the Finish page.

If you don’t make any change on the Wireless page, you will see the Finish page as shown
in Figure 3-8. Click the Finish button to finish the Quick Setup.

Quick Setup - Finish

Congratulations! The Router is now connecting you to the Internet. For detail
settings, please click other menus if necessary.

[ Back ] [ Finish |

Figure 3-8 Quick Setup - Finish

If there is something changed on the Wireless page, you will see the Finish page as shown
in Figure 3-9. Click the Reboot button to make your wireless configuration take effect and
finish the Quick Setup.

Quick Setup -Finish

Congratulations! The Router is now connecting you to the Internet. For detail
settings, please click other menus if necessary.

The change of wireless canfig will not take effect until the Router reboot.

[ Back | | Reboot |

Figure 3-9 Quick Setup - Finish
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Chapter 4. Software Configuration

This User Guide recommends using the “Quick Installation Guide” for first-time installation, For
advanced users, if you want to know more about this device and make use of its functions
adequately, you need to read this chapter and configure advanced settings though the
Web-based Ultility.

41 Login

After your successful login, you can configure and manage the device. There are main menus on
the left of the web-based utility. Submenus will be available after you click one of the main menus.
On the right of the web-based utility, there are the detailed explanations and instructions for the
corresponding page. To apply any settings you have altered on the page, please click the Save
button.

4.2 Status

The Status page displays the router's current status and configuration. All information is

read-only.

» LAN - This field displays the current settings or information for the LAN, including the MAC
address, IP address and Subnet Mask.

> Wireless - This field displays basic information or status for wireless function, including
Wireless Radio, SSID, Channel, Mode, Wireless MAC address, and IP address.

> WAN - These parameters apply to the WAN port of the router, including MAC address, IP
address, Subnet Mask, Default Gateway, DNS server and WAN connection type. If
PPPoE is chosen as the WAN connection type, the Disconnect button will be shown here
while you are accessing the Internet. You can also cut the connection by clicking the button.
If you have not connected to the Internet, just click Connect to establish the connection.

>  Traffic Statistics - This field displays the router's traffic statistics.

> System Up Time - The total up time of the router from when it was switched on or reset.

15
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Status
Firmware Version: 4.17.8 Build 110329 Rel 453382n
Hardware Version: YWWR340G 4.0 00000000
LAN
MAC Address: 00-03-7F-FF-FF-FE
IP Address: 192.168.1.1
Subnet Mask: 255.255.2545.0
Wireless
Wireless Radlio: Enable
Name (SSID}): TP-LIME_FFFFFE
Channel: Automatic (Current channel 11)
Mode: 11bg mixed
MAC Address: 00-03-7F-FF-FF-FE
WDS Status: Disable
WAN
MAC Address: 00-03-7F-FF-FF-FF
IP Address: 0000 Dynamic IP
Subnet Mask: 0.0.0.0
Default Gateway: 0.0.0.0 Obtaining network parameters...
DNS Server: oooo, 0000
Traffic Statistics
Received Sent
Bytes: 410 2112
Packets: 2 32
System Up Time: 0 dayi(s) 00:04:37

Figure 4-1 Router Status

4.3 Quick Setup

Please refer to Quick Installation Guide.

16
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4.4 Network

Network
WAN

LAN
MAC Clone

Figure 4-2 the Network menu

There are three submenus under the Network menu (shown in Figure 4-2): WAN, LAN and MAC
Clone. Click any of them, and you will be able to configure the corresponding function. The
detailed explanations for each submenu are provided below.

441 WAN
You can configure the WAN port parameters on this page.

First, please choose the WAN Connection Type (Dynamic |IP/Static IP/PPPoE/Russia PPPoE
/L2TP/Russia L2TP/PPTP/Russia PPTP) for Internet. The default type is Dynamic IP. If you
aren’t given any login parameters (fixed IP Address, logging ID, etc), please select Dynamic IP.
If you are given a fixed IP (static IP), please select Static IP. If you are given a user name and a
password, please select the type of your ISP provided (PPPoE/L2TP/PPTP). If you are not sure
which connection type you use currently, please contact your ISP to obtain the correct

information.

1. If you choose Dynamic IP, the router will automatically get IP parameters from your ISP.
You can see the page as follows (Figure 4-3):

17
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WAN

WAN Connection Type: | Dynamic IP v |

IP Address: 0.00.0
Subnet Mask: 0.0.0.0
Default Gateway: 0.0.0.0

Obtaining network parameters...

MTU Size (in bytes): 1500 (The defaultis 1500, do not change unless necessar.)

FI Use These DMNE Servers
Primary DNS: | |
Secondary DNS: | | (Optional)
Host Name: | WRIA0G |

[0 GetIPwith Unicast DHCP (It is usually not required.)

Save

Figure 4-3 WAN — Dynamic IP

This page displays the WAN IP parameters assigned dynamically by your ISP, including IP
address, Subnet Mask, Default Gateway, etc. Click the Renew button to renew the IP

parameters from your ISP. Click the Release button to release the IP parameters.

» MTU Size - The normal MTU (Maximum Transmission Unit) value for most Ethernet networks
is 1500 Bytes. For some ISPs you need to reduce the MTU. But this is rarely required, and
should not be done unless you are sure it is necessary for your ISP connection.

If your ISP gives you one or two DNS addresses, select Use These DNS Servers and enter
the primary and secondary addresses into the correct fields. Otherwise, the DNS servers will
be assigned dynamically from your ISP.

& Note:

If you get address and find error when you go to a Web site, it is likely that your DNS servers are
set up improperly. You should contact your ISP to get DNS server addresses.

» Get IP with Unicast DHCP - A few ISPs' DHCP servers do not support the broadcast
applications. If you cannot get the IP Address normally, you can choose this option. (This is

rarely required.)
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2.

If you choose Static IP, you should have fixed IP parameters specified by your ISP. The

Static IP settings page will appear, shown in Figure 4-4:

WAN Connection Type: Static IP hd
IP Address: 0o.oo
Subnet Mask: 0000
Default Gateway: 000D (Optional)
MTU Size (in bytes): 1500 (The defaultis 1500. Do not change it unless necessan.)
Primary DNS: 0000 (Optional)
Secondary DNS: 0000 (Optional)
Save

Figure 4-4 WAN - Static IP

You should type the following parameters into the spaces provided:

IP Address - Enter the IP address in dotted-decimal notation provided by your ISP.

Subnet Mask - Enter the subnet Mask in dotted-decimal notation provided by your ISP,
usually is 255.255.255.0.

Default Gateway - (Optional) Enter the gateway IP address in dotted-decimal notation
provided by your ISP.

MTU Size - The normal MTU (Maximum Transmission Unit) value for most Ethernet networks
is 1500 Bytes. For some ISPs you may need to modify the MTU. But this is rarely required,

and should not be done unless you are sure it is necessary for your ISP connection.

Primary DNS - (Optional) Enter the DNS address in dotted-decimal notation provided by your
ISP.

Secondary DNS - (Optional) Type another DNS address in dotted-decimal notation provided
by your ISP if provided.

If you choose PPPoE, you should enter the following parameters (Figure 4-5):

19
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WAN Connection Type: PPPoE w

PPPoE Connection:

User Name: username
Password: (TTTITTITTITITTT
Secondary Connection: (=) Disahled (O DynamicIP (O Static IP (Far Dual AccessiRussia PPPoE)
Wan Connection Mode: (® Connecton Demand
max ldle Time: |15 minutes {0 means remaining active all the time.)

() Connect Automatically
(3 Time-based Connecting
FPeriod of Time:fram : {HH:hhd) to : {HH: b}

() Connect Manually

Mz ldle Time: minutes {0 means remaining active all the time
Disconnected
[ save | [ Advanced |

Figure 4-5 WAN - PPPoE

User Name/Password - Enter the User Name and Password provided by your ISP. These
fields are case-sensitive.
Secondary Connection - It's available only for PPPoE Connection. If your ISP provides an
extra Connection type such as Dynamic/Static IP to connect to a local area network, then you
can check the radio button of Dynamic/Static IP to activate this secondary connection.

e Disabled - The Secondary Connection is disabled by default, so there is PPPoE
connection only. This is recommended.

e Dynamic IP - Use dynamic IP address to connect to the local area network provided by
ISP.

e  Static IP - Use static IP address to connect to the local area network provided by ISP.
Connect on Demand - You can configure the router to disconnect your Internet connection
after a specified period of inactivity (Max Idle Time). If your Internet connection has been
terminated due to inactivity, Connect on Demand enables the router to automatically
re-establish your connection as soon as you attempt to access the Internet again. If you wish
to activate Connect on Demand, click the radio button. If you want your Internet connection
to remain active at all times, enter 0 in the Max Idle Time field. Otherwise, enter the number
of minutes you want to have elapsed before your Internet connection terminates.

Caution: Sometimes the connection cannot be disconnected although you specify a time to

Max Idle Time, since some applications is visiting the Internet continually in the background.

Connect Automatically - Connect automatically after the router is disconnected. To use this
option, click the radio button.

20
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> Time-based Connecting - You can configure the router to make it connect or disconnect
based on time. Enter the start time in HH:MM format for connecting and end time in HH:MM
format for disconnecting in the Period of Time fields.

&= Note:

Only when you have configured the system time on System Tools -> Time page, will the

Time-based Connecting function can take effect.

» Connect Manually - You can configure the router to make it connect or disconnect manually.
After a specified period of inactivity (Max Idle Time), the router will disconnect from the
Internet connection, and you will not be able to re-establish your connection automatically as
soon as you attempt to access the Internet again. To use this option, click the radio button. If
you want your Internet connection to remain active at all times, enter "0" in the Max Idle Time
field. Otherwise, enter the number time in minutes that you wish to have the Internet
connecting last unless a new link is requested.

Caution: Sometimes the connection cannot be disconnected although you specify a time to
Max Idle Time, since some applications are visiting the Internet continually in the background.

Click the Connect button to connect immediately. Click the Disconnect button to disconnect

immediately.

Click the Advanced Settings button to set up the advanced option, the page shown in Figure
4-6 will then appear:

MTU Size (in ytes): 1480 {The defaultis 1430, do not change unless necessary.)

Service Name:

AC Name:

[] Use IP address specified by ISP
ISP Specified IP Address:

Detect Online Interval: a Seconds (0 ~ 120 seconds, the defaultis 0, 0 means not detecting)

[] Use the following OMS Servers
Primary DNS:

Secondary DNS: (Optional)

| Save || Back |

Figure 4-6 PPPoE Advanced Settings

> Packet MTU - The default MTU size is 1480 bytes, which value is usually fine. For some
ISPs, you need modify the MTU. This should not be done unless you are sure it is necessary
for your ISP.

> Service Name/AC Name - The service name and AC (Access Concentrator) name, these
should not be configured unless you are sure it is necessary for your ISP.

21
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>

>

ISP Specified IP Address - If you know that your ISP does not automatically transmit your IP
address to the router during login, click “Use the IP Address specified by ISP” check box
and enter the IP Address in dotted-decimal notation, which your ISP provided.

Detect Online Interval - The default value is 0, you can input the value between 0 and 120.
The router will detect Access Concentrator online at every interval between seconds. If the
value is 0, it means, do not detect.

DNS IP address - If you know that your ISP does not automatically transmit DNS addresses
to the router during login, click “Use the following DNS servers” checkbox and enter the IP
address in dotted-decimal notation of your ISP’s primary DNS server. If a secondary DNS
server address is available, enter it as well.

Click the Save button to save your settings.

If you choose L2TP/Russia L2TP, you should enter the following parameters (Figure 4-7):

WAHN Connection Type: L2TR/Russia L2TP v
User Hame: usernarme
Password: I Y
Disconnected!

Server IP Address/Name:
IP Address:

Subnet Mask:

Default Gateway:

DHS:

Internet IP Address:
Internet DHS:

MTU Size (in bytes):

Mazx Idle Time:

WAN Connection Mode:

® Dynamic IP () Static IP

0000

0000

0.0.0.0

0.0.0.0, 0.0.0.0

0.0.0.0

0.00.0,0000

1460 (The defaultis 1460, Do not change it unless necessary.)
15 minutes (0 means remaining active all the time.)

(& Connect on Demand
() Connect Autamatically

() Connect Manually

Save

Figure 4-7 L2TP/Russia L2TP Settings

User Name/Password - Enter the User Name and Password provided by your ISP. These
fields are case-sensitive.
Dynamic IP/ Static IP — Choose either as you are given by your ISP.

22
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>

5.

Click the Connect button to connect immediately. Click the Disconnect button to disconnect

immediately.

Connect on Demand - You can configure the router to disconnect from your Internet
connection after a specified period of inactivity (Max Idle Time). If your Internet connection
has been terminated due to inactivity, Connect on Demand enables the router to
automatically re-establish your connection as soon as you attempt to access the Internet
again. If you wish to activate Connect on Demand, click the radio button. If you want your
Internet connection to remain active at all times, enter 0 in the Max Idle Time field. Otherwise,
enter the number of minutes you want to have elapsed before your Internet connection
terminates.

Caution: Sometimes the connection cannot be disconnected although you specify a time to

Max Idle Time, since some applications is visiting the Internet continually in the background.

Connect Automatically - Connect automatically after the router is disconnected. To use this
option, click the radio button.

Connect Manually - You can configure the router to make it connect or disconnect manually.
After a specified period of inactivity (Max Idle Time), the router will disconnect from your
Internet connection, and you will not be able to re-establish your connection automatically as
soon as you attempt to access the Internet again. To use this option, click the radio button. If
you want your Internet connection to remain active at all times, enter "0" in the Max Idle Time
field. Otherwise, enter the number in minutes that you wish to have the Internet connecting
last unless a new link is requested.

Caution: Sometimes the connection cannot be disconnected although you specify a time to

Max Idle Time, since some applications is visiting the Internet continually in the background.

If you choose PPTP/Russia PPTP, you should enter the following parameters (Figure 4-8):
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VVAN Connection Type: PPTP/Russia PPTP A
User Name: usernarme
Password: ITT YT Y)
Disconnected!

&) Dynamic IP () Static IP
Server IP Address/MName:
IP Address: 0.0.0.0
Subnet Mask: 0.0.0.0
Default Gateway: 0.0.00

DNS: 0.0.0.0,000.0
Internet IP Address: 0.0.0.0
Internet DHS: 0.0.0.0,0.0.0.0
MTU Size (in bytes): 1420 (The defaultis 1420. Do not change it unless necessan)
Max ldle Time: 18 minutes (0 means remaining active all the time)
WaAN Connection Mode: (®) Cannect an Demand

() Connect Automatically

() Connect Manually

Save

Figure 4-8 PPTP/Russia PPTP Settings

User Name/Password - Enter the User Name and Password provided by your ISP. These
fields are case-sensitive.

Dynamic IP/ Static IP — Choose either as you are given by your ISP and enter the ISP’s IP
address or the domain name.

If you choose static IP and enter the domain name, you should also enter the DNS assigned
by your ISP. And click the Save button.

Click the Connect button to connect immediately. Click the Disconnect button to disconnect

immediately.

Connect on Demand - You can configure the router to disconnect from your Internet
connection after a specified period of inactivity (Max Idle Time). If your Internet connection
has been terminated due to inactivity, Connect on Demand enables the router to
automatically re-establish your connection as soon as you attempt to access the Internet
again. If you wish to activate Connect on Demand, click the radio button. If you want your
Internet connection to remain active at all times, enter 0 in the Max Idle Time field. Otherwise,
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>

>

enter the number of minutes you want to have elapsed before your Internet connection
terminates.

Caution: Sometimes the connection cannot be disconnected although you specify a time to
Max Idle Time, since some applications are visiting the Internet continually in the

background.

Connect Automatically - Connect automatically after the router is disconnected. To use this
option, click the radio button.

Connect Manually - You can configure the router to make it connect or disconnect manually.
After a specified period of inactivity (Max Idle Time), the router will disconnect from your
Internet connection, and you will not be able to re-establish your connection automatically as
soon as you attempt to access the Internet again. To use this option, click the radio button. If
you want your Internet connection to remain active at all times, enter "0" in the Max Idle Time
field. Otherwise, enter the number in minutes that you wish to have the Internet connecting
last unless a new link is requested.

Caution: Sometimes the connection cannot be disconnected although you specify a time to
Max Idle Time, since some applications are visiting the Internet continually in the background.

442 LAN

You can configure the IP parameters of LAN on this page.

LAN
MAC Address: T4-EA-3A-51-FT-06
IP Address: 192.168.1.1
Subnet Mask: 256 255 2550 hd

Figure 4-9 LAN

> MAC Address - The physical address of the router, as seen from the LAN. The value can't
be changed.

> IP Address - Enter the IP address of your router in dotted-decimal notation (factory default:
192.168.1.1).

> Subnet Mask - An address code that determines the size of the network. Normally use
255.255.255.0 as the subnet mask.

&= Note:

If you change the IP Address of LAN, you must use the new IP Address to login the router.

If the new LAN IP Address you set is not in the same subnet, the IP Address pool of the DHCP
server will not take effect, until they are re-configured.

If the new LAN IP Address you set is not in the same subnet, the Virtual Server and DMZ Host will
change accordingly at the same time.
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44.3 MAC Clone
You can configure the MAC address of the WAN port on this page, Figure 4-10:

MAC Clone

WAN MAC Address: | 74 EA3AS1-F7-07  |[_ Restore Factory MAC |
Your PC's MAC Address: | H Clone MAC Address To |

Figure 4-10 MAC Address Clone

Some ISPs require that you register the MAC Address of your adapter, which is connected to your

cable/DSL Modem or Ethernet during installation. Changes are rarely needed here.

» WAN MAC Address - This field displays the current MAC address of the WAN port, which is
used for the WAN port. If your ISP requires that you register the MAC address, please enter
the correct MAC address into this field. The format for the MAC Address is
XX-XX-XX-XX-XX-XX (X is any hexadecimal digit).

> Your PC's MAC Address - This field displays the MAC address of the PC that is managing
the router. If the MAC address is required, you can click the Clone MAC Address button
and this MAC address will fill in the WAN MAC Address field.

Click Restore Factory MAC to restore the MAC address of WAN port to the factory default

value.
Click the Save button to save your settings.

&= Note:
Only the PC on your LAN can use the MAC Address Clone feature.

If you click the Save button, the router will prompt you to reboot.
4.5 Wireless

Wireless

Wireless Settings
Security Settings

MAC Filtering
Wireless Advanced
Wireless Statistics

Figure 4-11 Wireless menu

There are five submenus under the Wireless menu (shown in Figure 4-11): Wireless Settings,
Security Settings, MAC Filtering, Wireless Advamced and Wireless Statistics. Click any of
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them, and you will be able to configure the corresponding function. The detailed explanations for

each submenu are provided below.
4.5.1 Wireless Settings

The basic settings for the wireless network are set on this page, Figure 4-12:

Wireless Settings

SSID: | TP-LINK_FFFFFE |

Region: \United States v

Channel: auto w

Mode: | 11bg rixed v

Enable Wireless Router Radio
Enahle 8510 Broadcast
[] EnableWD53

[ Save H Help ]

Figure 4-12 Wireless Settings

>  SSID - Enter a value of up to 32 characters. The same name (SSID) must be assigned to all
wireless devices in your network. The default SSID is TP-LINK_XXXXXX, but it is
recommended strongly that you change your networks name (SSID) to a different value.

This value is case-sensitive. For example, TEST is NOT the same as test.

> Region - Select your region from the pull-down list. This field specifies the region where the
wireless function of the router can be used. It may be illegal to use the wireless function of
the router in a region other than one of those specified in this field. If your country or region

is not listed, please contact your local government agency for assistance.

The default region is United States. When you select your local region from the pull-down list,
Click the Save button, then the Note Dialog appears. Click OK.

Nicrosoft Internet Ezplorer

' Selecting the incorrect country may cause interference to other dewices and wiolate the applicable law.
e Y

Figure 4-13 Note Dialog
&= Note:

Limited by local law regulations, version for North America does not have region selection option.

> Channel - This field determines which operating frequency will be used. The default channel
is set to Auto. It is not necessary to change the wireless channel unless you notice
interference problems with another nearby access point.
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Mode - If all of the wireless devices connected with this wireless router can connect in the
same transmission mode(eg. 802.11b), you can choose "Only" mode(eg. 11b only). If you
have some devices that use a different transmission mode, choose the appropriate "Mixed"

mode.

Enable Wireless Router Radio - The wireless radio of this Router can be enabled or
disabled to allow wireless stations access. If enabled, wireless stations will be able to

access the router. Otherwise, wireless stations will not be able to access.

Enable SSID Broadcast - If you select the Enable SSID Broadcast checkbox, the Wireless
Router SSID will broadcast its name (SSID) on the air.

Enable WDS - You can select this to enable WDS, with this function, the Router can bridge
two or more Wilans. If this checkbox is selected, you had better make sure the following

settings are correct.

Enable WDS
SSID{to be bridged):
BSSID{to be bridged): Exarnpla: 00-1D-0F-11-22-33
Key type: Mone v
WEP Indlex:
Aurth type:
Password:
[ Save ][ Help ]

Figure 4-14 Enable WDS

SSID(to be bridged) - The SSID of the AP your Router is going to connect to as a client. You

can also use the search function to select the SSID to join.

BSSID(to be bridged) - The BSSID of the AP your Router is going to connect to as a client.

You can also use the search function to select the BSSID to join.
Survey - Click this button, you can search the AP which runs in the current channel.

Key type - This option should be chosen according to the AP's security configuration. It is

recommended that the security type is the same as your AP's security type

WEP Index - This option should be chosen if the key type is WEP (ASCII) or WEP (HEX). It
indicates the index of the WEP key.

Auth Type - This option should be chosen if the key type is WEP (ASCIl) or WEP (HEX). It

indicates the authorization type of the Root AP.

Password - If the AP your Router is going to connect needs password, you need to fill the

password in this blank.
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4.5.2 Security Settings

Options related to security can be set on this page.

& Disable Security

O WEP
Type: Automatic hd
'WEP Key Format: Hexadecimal s
Key Selected WEP Key Key Type
Key 1: Digabled »
Key 2: Disabled
Key 3 Dizabled
Key 4: Disabled
O WPAWPA2
Version: Automatic ~
Encryption: Automatic =
Radius Server IP:
Radlius Port: 1812 (1-65535, 0 stands for default port 1812)
Radius Password:
Group Key Update Period: 85400 (in secand, minimum is 30, 0 means no update)}

O WPA-PSK/WPA2-PSK
Version: Automatic b
Encryption: Automatic A
PSK Password:
(rou can enter ASCI characters between 8 and 63 or Hexadecimal characters hetween 8 and 64.)

Group Key Update Period: 85400 {in second, minimum is 30, 0 means no update)

[ Reboot

Save

Figure 4-15 Wireless Security

You can select one of the following security options:

> Disable Security - The wireless security function can be enabled or disabled. If disabled,
the wireless stations will be able to connect the Router without encryption. It is
recommended strongly that you choose one of following options to enable security.

WEP - Select WEP authentication type based on 802.11 authentications.
WPA /WPA2 - Select WPA/WPA2 authentication type based on Radius Server.

> WPA-PSK/WPA2-PSK - Select WPA/WPA2 authentication type based on pre-shared
passphrase.

Each security option has its own settings as described below.

WEP

> Type - You can select one of the following types.
e Automatic - Select Shared Key or Open System authentication type automatically
based on the wireless station request.
e Open System - Select 802.11 Open System authentication.
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e Shared Key - Select 802.11 Shared Key authentication.

> WEP Key Format - You can select ASCIl or Hexadecimal format. ASCIl Code Format
stands for any combination of keyboard characters in the specified length. Hexadecimal
format stands for any combination of hexadecimal digits (0-9, a-f, A-F) in the specified
length.
> Key Selected - Select which of the four keys will be used and enter the matching WEP key
information for your network in the selected key radio button. These values must be identical
on all wireless stations in your network.
> Key Type - You can select the WEP key length (64-bit, or 128-bit, or 152-bit) for encryption.
"Disabled" means the WEP key entry is invalid.
e For 64-bit encryption - You can enter 10 hexadecimal digits (any combination of 0-9, a-f,
A-F, zero key is not permitted) or 5 ASCII characters.
e For 128-bit encryption - You can enter 26 hexadecimal digits (any combination of 0-9,
a-f, A-F, zero key is not permitted) or 13 ASCII characters.
e For 152-bit encryption - You can enter 32 hexadecimal digits (any combination of 0-9,
a-f, A-F, zero key is not permitted) or 16 ASCII characters.
WPA/WPA2
> Version - You can select one of following versions
e Automatic - Select WPA or WPA2 automatically based on the wireless station's
capability and request.
e WPA - Wi-Fi Protected Access.
e WPA2 - WPA version 2.
> Encryption - You can select Automatic, or TKIP, or AES.
> Radius Server IP - Enter the IP address of the Radius Server.
> Radius Port - Enter the port that radius service used.
> Radius Password - Enter the password for the Radius Server.
> Group Key Update Period - Specify the group key update interval in seconds. The value can

be either 0 or at least 30. Enter 0 to disable the update.

WPA-PSK/WPA2-PSK

>

>

Version - You can select one of following versions.

e Automatic - Select WPA-PSK or WPA2-PSK automatically based on the wireless
station's capability and request.

e WPA-PSK - Pre-shared key of WPA.
e WPA2-PSK - Pre-shared key of WPA2.

Encryption - You can select either Automatic, or TKIP or AES.
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> PSK Password - You can enter ASCII or Hexadecimal characters. For Hexadecimal, the

length should be between 8 and 64 characters; for ASCII, the length should be between 8
and 63 characters.

> Group Key Update Period - Specify the group key update interval in seconds. The value
can be either 0 or at least 30. Enter 0 to disable the update.

Be sure to click the Save button to save your settings on this page.

& Note:

The router will reboot automatically after you click save.

> Reboot - Select the radio button to reboot the router automatically after all the above
settings.

4.5.3 MAC Filtering

The Wireless MAC Filtering for wireless networks is set on this page, Figure 4-16:

Wireless MAC Filtering: Disabled

Filtering Rules

(® Deny the stations specified by any enabled entries in the listto access.

() Allow the stations specified by any enabled entries in the list to access.

I MAC Address Status Privilege WEP Key Description Madify

Add MNew ...

Figure 4-16 Wireless MAC address Filtering

The Wireless MAC Address Filtering feature allows you to control wireless stations accessing the

router, which depend on the station's MAC addresses.
» MAC Address - The wireless station's MAC address that you want to access.
» Status - The status of this entry either Enabled or Disabled.

> Privilege - Select the privileges for this entry. You may select one of the following Allow /
Deny.

» Description - A simple description of the wireless station.

First, you must decide whether the unspecified wireless stations can access the router or not. If
you desire that the unspecified wireless stations can access the router, please select the radio

button Allow the stations not specified by any enabled entries in the list to access,
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otherwise, select the radio button Deny the stations not specified by any enabled entries in

the list to access.

To Add a Wireless MAC Address filtering entry, click the Add New... button. The Add or Modify
Wireless MAC Address Filtering entry page will appear, shown in Figure 4-17:

MAC Address:
Description:

Status: Enahled A

[ save | [ Back |

Figure 4-17 Add or Modify Wireless MAC Address Filtering entry
To add a MAC Address Filtering entry, follow these instructions:

1. Enter the appropriate MAC Address into the MAC Address field. The format of the MAC
Address is XX-XX-XX-XX-XX-XX (X is any hexadecimal digit). For example:
00-0A-EB-B0-00-0B.

2. Enter a simple description of the wireless station in the Description field. For example:
Wireless station A.

3. Status - Select Enabled or Disabled for this entry on the Status pull-down list.

4. Click the Save button to save this entry.

To add another entries, repeat steps 1~4.

To modify or delete an existing entry:

1. Click the Modify in the entry you want to modify. If you want to delete the entry, click the
Delete.
2. Modify the information.

3. Click the Save button.

Click the Enable All button to make all entries enabled
Click the Disabled All button to make all entries disabled.
Click the Delete All button to delete all entries

Click the Next button to go to the next page and click the Previous button to return to the

previous page.

For example: If you desire that the wireless station A with MAC address 00-0A-EB-00-07-BE be
able to access the router. The wireless station B with MAC address 00-0A-EB-00-07-5F not be able
to access the router, while all other wireless stations cannot access the router, you should configure
the Wireless MAC Address Filtering list by following these steps:

1. Click the Enable button to enable this function.
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2. Select the radio button: Deny the stations not specified by any enabled entries in the list
to access for Filtering Rules.

3. Delete all or disable all entries if there are any entries already.

4. Click the Add New... button and enter the MAC address 00-OA-EB-00-07-BE in the MAC
Address field, enter wireless station A in the Description field, select Allow in the Privilege
pull-down list and select Enabled in the Status pull-down list. Click the Save and the Return
button.

5. Click the Add New... button and enter the MAC address 00-OA-EB-00-07-5F in the MAC
Address field, enter wireless station B in the Description field, select Deny in the Privilege
pull-down list and select Enabled in the Status pull-down list. Click the Save and the Return
button.

The filtering rules that configured should be similar to the following list:

ID MAC Address Status Privilege Description Modify

1 00-0A-EB-00-07-BE Enahled allowy Wireless Station A Modify Delete

2 00-0A-EB-00-07-5F Enabled derny Wireless Station B Modify Delete
&= Note:

If you select the radio button Allow the stations not specified by any enabled entries in the
list to access for Filtering Rules, the wireless station B will still not be able to access the router,
however, other wireless stations that are not in the list will be able to access the router.

If you enable the function and select the Deny the stations not specified by any enabled
entries in the list to access for Filtering Rules, and there are not any enable entries in the list,
thus, no wireless stations can access the router.

454 Wireless Advanced

Some advanced settings can be made on this page.

Wireless Advanced

Transmit Power: High w
Beacon Interval : 100 {40-1000)
RTS Threshold: 2346 (1-2346)
Fragmentation Threshold: 2346 (256-2346)
DTIM Interval: 1 {1-255)

Enable Whih
Enable AP Isolation

Save

Figure 4-18 Wireless Advanced

» Transmit Power - Here you can specify the transmit power of the Router. You can select

High, Middle or Low as you like. High is the default setting and is recommended.

> Beacon Interval - The beacons are the packets sent by the Router to synchronize a wireless
network. Beacon Interval value determines the time interval of the beacons. You can specify

a value between 40-1000 milliseconds. The default value is 100.
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RTS Threshold - Here you can specify the RTS (Request to Send) Threshold. If the packet is
larger than the specified RTS Threshold size, the Router will send RTS frames to a particular

receiving station and negotiate the sending of a data frame. The default value is 2346.

Fragmentation Threshold - This value is the maximum size determining whether packets
will be fragmented. Setting the Fragmentation Threshold too low may result in poor network

performance since excessive packets. 2346 is the default setting and is recommended.

DTIM Interval - This value determines the interval of the Delivery Traffic Indication Message
(DTIM). You can specify the value between 1-255 Beacon Intervals. The default value is 1,

which indicates the DTIM Interval is the same as Beacon Interval.

Enable WMM - WMM function can guarantee the packets with high- priority messages be
transmitted preferentially. It is strongly recommended to enable this function.

Enable AP Isolation - Isolate all connected wireless stations so that wireless stations cannot
access each other through WLAN. This function will be disabled if WDS/Bridge is enabled.

Be sure to click the Save button to save your settings on this page.

4.5.5 Wireless Statistics

This page shows MAC Address, Current Status, Received Packets and Sent Packets for each

connected wireless station.

>

>

Current Connected Wireless Stations numbers: 1

1D MAC Address Current Status Received Packets Sent Packets
1 00-0A-EB-00-23-11 AP-UP 0 Tas

Figure 4-19 The router attached wireless stations
MAC Address - The connected wireless station's MAC address

Current Status - The connected wireless station's running status, one of STA-AUTH /
STA-ASSOC / AP-UP / WPA / WPA-PSK /WPA2/WPA2-PSK/None

Received Packets - Packets received by the station

Sent Packets - Packets sent by the station

You cannot change any of the values on this page. To update this page and to show the current

connected wireless stations, click on the Refresh button.

If the numbers of connected wireless stations go beyond one page, click the Next button to go to

the next page and click the Previous button to return the previous page.

@& Note:

This page will be refreshed automatically every 5 seconds.
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46 DHCP

DHCP
DHCP Settings

DHCP Clients List
Address Reservation

Figure 4-20 The DHCP menu

There are three submenus under the DHCP menu (shown in Figure 4-20): DHCP Settings,
DHCP Clients List and Address Reservation. Click any of them, and you will be able to
configure the corresponding function. The detailed explanations for each submenu are provided

below.

4.6.1 DHCP Settings

The router is set up by default as a DHCP (Dynamic Host Configuration Protocol) server, which
provides the TCP/IP configuration for all the PC(s) that are connected to the router on the LAN.

The DHCP Server can be configured on the page:

DHCP Server: () Disable (&) Enable

Start IP Address: 192.168.1.100
End IP Address: 192.168.1.199

Address Lease Time: m minutes {1~2880 minutes, the defaultvalue is 120}

Default Gateway: 0.0.00 (optiohal)

Default Domain:

(optional)

Primary DNS: 0.0.00 (optional)
Secondary DNS: p.oono (optiohal)

I

Save
Figure 4-21 DHCP Settings

> DHCP Server - Enable or Disable the DHCP server. If you disable the Server, you must
have another DHCP server within your network or else you must manually configure the
computer.

> Start IP Address - This field specifies the firs