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CEPTUD®UKALUA FCC

FS

[aHHoe obopygoBaHME MPOLUSIO COOTBETCTBYIOLLME WUCMbITAHWUS, KOTOpble MoKasanu, YTO OHO
cooTBeTCTBYET TpeboBaHNSAM ANs UMGPOBLIX YCTPOWCTB Kracca «B» B COOTBETCTBMM C 4aCTbiO
15 npaeun FCC. [aHHble TpeboBaHus Obinn paspaboTaHbl, YTOObI 0becneynTb ONTMMarbHYH
3aWNTY OT HeOnaronpuATHbIX SABNEHWUA WHTEpPdEPEHUMM MpK SKCnyatauMm B AOMAaLUHUX
ycnosuax. ObBopynoBaHuMe reHepupyeTt, UCMOMb3yeT UM U3nyvaeT paguoBOSHbI, KOTOpblE Npwu
HenpaBWibHOW YCTAHOBKE W 3KChnyaTauuMu, MOryT Bbi3blBaTb HebnaronpusiTHble SIBIEeHUs
NHTepdepeHunn ans GecnpoBoaHON nepedadn AaHHbIX. OQHaKo HET rapaHTuM, YTo NoaobHble
SIBNeHMs1 MHTepdepeHUnn He BO3HWMKHYT B OTAENbHbLIX Cry4yasix ycTaHOBKW. B cnyyae, ecnu
obopynoBaHne reHepupyeT MNOMexu, MNPEnsATCTBYOLWME HOPMasribHOMY MpPUEMY paauo- Wnu
TenecurHana (310 MOXXHO ONpeaennTb, BLIKITIOHYMB U BKITIOYUB €r0), PEKOMEHAYETCS NPeanpuHATL
cnegylowune OencTBuS:

e VI3MeHWUTb NOMNOXeHWe Unn NepeaBuHyTb NPUHUMAIOLLYIO aHTEHHY.

e YBenuuutb pacctosHue Mexay obopyaoBaHMEM Y NPUEMHUKOM.

e [logkntounTtb 060pyaoOBaHME U MPUEMHUK K Pa3HbIM PO3ETKaM.

e  OOGpartutbCd K gurepy unm K onblITHOMY CneuManucTy no paguno- Unu TeNeBU3NOHHOMY

060opyaoBaHuIO.

YCTpONCTBO cooTBETCTBYET TpeboBaHmnsam yactn 15 npasun FCC. QkcnnyaTtaums npomM3BogmTcs ¢

y4YeTOM crneayroLwmnx AByX YCNOBUNA:

1) YCTPOWCTBO HE LOIMKHO BbI3bIBaTh HEGNArONPUATHBIX ABNEHUA MHTEpdEPEHLINN.

2) YCcTpONCTBO MOXET paboTaTb € ftobbiM TUNOM MHTEPepeHLNn, BKIOYas
NMHTepdepeHLMIo, KOTOpasa MOXET Bbl3BaTb HEXeNaTemNbHbIN PEXUM SKCAnyaTauuu.

JTiobble n3meHeHus, He o4o06pPeHHbIE SBHLIM 0O6pPa3oM CTOPOHON, OTBEYAlOLLEN 3a COOTBETCTBUE,
MOryT MoBreYb 3a cob6o OTMEHy NpaBa NoNb30BaTENs Ha 3KCnyaTaumio o6opyaoBaHus.

MpumMeyaHue: MpounsBoauTenb HEe HECeT OTBETCTBEHHOCTM 3a WMHTepdEepPeHUMo paguo- Wnu
TENEBU3NOHHOIO CUrHana, BbI3BaHHOTO HECaAHKLUMOHUPOBaAHHLIMWU U3MEHEHUSIMW, BHECEHHbIMU B
obopynoBaHue. Takme M3MEHEHUs MOryT MoBreYb 3a coboi OTMeHy npaBa nonb3oBaTensi Ha
aKcnnyaTtaumio 06opyaoBaHus.


http://www.tp-link.com/

Tpe6oBaHusa FCC no ypoBHIO paguounsnyyeHus

[daHHoe ycTponcTBOo oTBevaeTr TpeboBaHnsm FCC no ypoBHW paguousnyyveHuss Ons
HEKOHTPONMMpPYEMOW cpeabl. YCTPOWCTBO M €ro aHTEHHA He [OOMMKHbl HaxoAUTbCs  Unu
3KCMyaTMpoBaTbCA BMECTE C APYroln aHTeHHOW Unu nepeaaT4ymkom.

«ns obecrneyeHnss COOTBETCTBUS 3TUM TpebGoBaHMSIM, MONOXEHUSI AOKYMEHTa MPUMEHSIOTCS
TONMbKO B OTHOLUEHWM MOGMIIbHLIX KOH(Urypauuin. AHTEHHbl, MPUMEHSIEMblE [OaHHbIM
nepeaaTynkoMm, OOMKHbI OblTb YCTAHOBMEHbI HA PAcCTOsiHUM He MeHee 20 cM OT Gnivkanwero
MECTOHaXOXAEeHVS NMtofeit U He A0SHKHbI HAaXoAUTLCS PSAOM UMM COBMECTHO 3KCMyaTMpoBaThCs
C ApYro aHTeHHOW UnKn NepeaaTynKomy.

OtmeTka CE

C€15880

[laHHOe YyCTpoWCTBO ABNSIETCA NpodykToM knacca «Bx». [Mpu akcnnyatauMm B OOMaLLHUX
YCNOBUSIX, AaHHbIA MPOAYKT MOXET Bbl3BaTb SIBMIEHNE MHTepdEPEHLUUM paanocurHana, B 9ToM
criyyae ot rnonb3oBaTesisi MOXeT NoTpeboBaTbCs NPUHATUE COOTBETCTBYIOLLMX MEp.

Ol'paHVI‘-IeHVIFI, ﬂeﬁCTByPOUJMe Ha TeppUTOPUN Pa3JINYHbLIX CTPaH

YCTpPONCTBO NpegHa3HavyeHo Ans IKcnnyaTauum goMma unm B oouce Ha Tepputopum cTpaH
EBponevickoro Coto3a (a Takke Ha TeppUTOpUM APYrMx CTpaH, CoObMnoaatoLLmnx QUPEKTUBY
EBponewickoro coto3a 1999/5/EC) 6e3 kakux-nnbo orpaHuyeHuni 3a NCKNIOYEHNEM CTPaH,
YKa3aHHbIX HUXKE:

CrpaHa OrpaHu4yeHusn MpuynHa/zameyaHne

Tpebyetca obwee paspewenne ans
Bonrapus OTtcyTcTBYlOT MCMnonb30BaHNs 3a npegenamMmu goMa U B
MecTax 06LLEeCTBEHHOrO Nob30BaHus

Mpyv  wucnonb3oBaHun  3a | Wcnonbayetcs crnyx6oi paguonokauum apMum.

npeaenamm nomewleHns | NocnegHne HecKonbKO neT wuaeT npouecc
aencteyeT orpaHudeHne 10 | U3MeHeHus napamMmeTpoB aKcnnyarauum
dpaHuus MBT 9KBMBaANEHTHoM | yactoTbl 2,4 [TuU, 4TO MOCNYXWMNO NPUYMHON
MOLLHOCTHU M30TPOMHOrO | NocriabneHMn B HOPMATMBHBLIX OOKYMEHTaXx.
N3nyyeHuns, yacTtoTa | 3aBeplleHune npouecca HameveHo Ha 2012 rop.

2454-2483,5 MI'u.

Tpebyetca obuiee paspelueHue npu

Utanus OtcyTcTBYIOT
MCMonNb30BaHWK 3a npegenamy NoMeLLeHus!.

Tpebyetca obuwee paspeLueHme ans
JTriokcemBypr | OTcyTCTBYIOT aKcnnyataumm CeTM W NpefocTaBneHus ycryr
(no Ananas3oHy orpaHNU4YeHnIn He UMeEeTCs).

HdaHHbn  nogpasgen He  MpuMeHsaeTcs B
Hopgeerus BeeneHbl OTHOLUEHMN TeppuTopuW, Haxodsllencs B
paguyce 20 kM oT UeHTpa Hio-OnecyHH.




Tonbko AnNst  MCNOMb30OBaHUA B npegenax

Poccuiickas
OtcyTcTByHOT MOMELLEHMS.

degepaums

MpumMeyaHue: He ncnonb3ayiiTe AaHHbIA NPOAYKT 3a NpeaenamMu nomeLleHns Bo dpaHumm.

UkrSEPRO

@

MpoaykT ceptudikoBaHo 3rigHo ¢ npasunamu cuctemm YkpCEINPO Ha BignoBigHicTb BMMOram
HOpMaTMBHMX [OOKYMEHTIB Ta BMMOram, WO nepeadayeHi YMHHUMW 3aKOHO4ABYMMU aKTaMu

YkpaiHu.
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LIRLYCOIAIRLEYC SN BecnpoBogHon mapwpyTtusatop N 150 M6uTt/c

KomMmnnekT nocTtaBku

B KOoMNNekT NocTaBku BXOAWUT:

> becnposogHon mapupytmuzatop TL-WR740N/TL-WR741ND cepun N co CKOpoOCTbIO
nepegayn gaHHbix go 150 Méut/c

ApanTtep NOCTOAHHOrO ToKa
PykoBoacTBO No ObICTPO yCTaHOBKE
KomnakT guck co criegyroLlen nHdopmawmen:

e PykoBoacteo
e [lpoyas nonesHas nHgpopmaums

& lMpumevaHue:

Y6enurtecb B TOM, YTO KOMMIIEKT COAEPXNT BCE YKa3aHHbl€ BbllLle HAaUMEHOBaHUA. Ecnu yto-nnbo
NnoBpeXOeHOo Unn OoTCyTCTBYET, O6paTVITer K CBOEMY D,VICTpI/I6blOTOpy.



LIRLYCOIAIRLEYC SN BecnpoBogHon mapwpyTtusatop N 150 M6uTt/c

naBa 1. BBegeHue

Bnarogapym 3a TO, 4YTO Bbl OCTaHOBMNM CBOM BbIGOP Ha GeCnNpPOBOAHOM MapLupyTU3aTope
TL-WR740N/TL-WR741ND cepun N co ckopocTbio nepegayn aaHHbix o 150 Méut/c.

1.1 O630p

MapupyTtusatop TL-WR740N/TL-WR741ND BkntoyaeTr B cebsa 4-x MOPTOBbIA KOMMYTaTop,
Opangmayap, mapuwpyTtmsatop NAT n 6ecnpoBogHyto Touky goctyna. [NpumeHeHne TexHonorum
2x2 MIMO obecneunBaeTr WCKMIOYUTENBHYD 30HY MOKPbITUA W CKOPOCTb Nepefayvn AaHHbIX,
KOTOpble MOMHOCTbI0 OTBedvalT TpeboBaHuaMm ceTen knacca SOHO (Hebonbwon oduc mnu
aomawHun odmc), a Takke TpeboBaHMAM Nonb3oBaTenen, HyxgalwLwmxcs B ©onee BbICOKOM
NpOV3BOANTENBLHOCTU CETH.

HeBeposiTHasi ckopocTb ’

MapLupyTtusatop TL-WR740N/TL-WR741ND obecne4unBaeT CkOpOCTb nepefaym AaHHbix Ao 150
M6wuTt/c npu paboTe ¢ 6ecnpoBogHbIMK KNMeHTam cTaHaapTa 802.11n. 3Ta CKOpPOCTb AEnaeT ero
naeanbHbIM BblGOpoM Anst paboTbl C HECKONbKMMU MOTOKaMW [AaHHbIX OAHOBPEMEHHO, YTO
obecneynBaeT cTabunbHyo paboTy ceTu. YCTPOUCTBO Takke COBMECTUMO C NpoAdyKTaMu cTaHaapTa
IEEE 802.11g n IEEE 802.11b.

KomnnekcHasa cuctema 6e3onacHocTm '

Bnarogapss koMnnekcHom cucteme 0e3onacHOCTK, BKovawowen B cedsa dyHkumio SSID
Broadcast Control, 64/128/152-6utHbin WEP, WiFi protected Access (WPA2- PSK, WPA- PSK), a
Takke  OpaHgmaysp C  nepedoBbiMU YHKUMAMM  3aLLMTHI, MapwpyTtusato p
TL-WR740N/TL-WR741ND obecneymBaeT NosnHyo KoOHPUAEHUMANbHOCTb Nepeaayn aHHbIX.

Mbkuin KOHTpONnbL gocTyna ’

Mapwpytuszatop TL-WR740N/TL-WR741ND ofecneunBaer rmbkuin KOHTPOMb AOCTyna, 4To
Nno3BOnsieT poAMTENSM WNN CEeTeBOMY afMUHUCTpaTopy OnpeaensaTb MOMUTUKY OrpaHnyYyeHus
[OCTyna B OTHOLLEHMM AeTen Unun nepcoHana. YCTpoUCTBO Takke nogaepkusaet dyHkuum Virtual
Server n DMZ Host ansa Port Triggering, 4To N03BONSIET aAMUHUCTPATOPY OTCIEXMBATL COCTOSIHUE U
yNpaBnsaTb CETbIO B PEXUME pearnbHOro BpeMeEHU, UCNonb3ys YHKUMIO yAareHHOro ynpasneHus.

MNMpocTana yctaHOBKa '

B cBA3M c TEM, 4YTO MapLpyTM3aTop COBMECTMM MpPaKTUYECKM CO BCEMWU OCHOBHbIMU
onepauMoHHbIMUA CUCTEMAMU, UM OYEHb JETKO YNpaBnsATb. YCTPOMCTBO MOAAEPKMBAET MacTtep
ycTaHoBkM Quick Setup Wizard, a gaHHoe pyKOBOACTBO MOSb30BaTENS COAEPKUT MOAPOOHbIE
nowlarosble MHCTPYKUUWN. I'Iepe,u, yCTaHOBKOVI MapupyTudatopa cnengyetr BHMMaTeribHO U3Yy4YUTb
[aHHOE pyKOBOACTBO, YTOObI O3HAKOMUTBLCS CO BCEMU DYHKLIMAMW YCTPOMCTBA.

1.2 lonyweHuns

MapuwpyTtnzatop unu TL-WR740N/TL-WR741ND, ynomsiHyTble B HacTosiLLeM pyKoBoACTBE
nonb3oBarens o3HadarT mogenu TL-WR740N/TL-WR741ND, 6ecnpoBogHble MapLUpyTU3aTopsbl
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cepum N co ckopocTblo nepegaym OaHHbix 150 MOuT/c, 6e3 Kakux-nMbo [ONONMHUTENbHbIX
NOACHEHUN.

< NpumeyaHwme:

HacTtosiwee PykoBoacTBoO norb3oBaTtensd npefHasHadyeHo Ans Asyx mogenen - TL-WR740N u
TL-WR741ND. [Ons npocToTbl B KkayecTBe npuMmepa Mbl Oyaem paccmaTpuBaTb MOAENb
TL-WR741ND.

PasHuua Mexay mogenamMum 3aknioyaeTca B:

» TL-WR740N, mapLpyTtmnsatop ¢ ogHON (UKCUPOBAHHON aHTEHHON.

> TL-WR741ND, mapwpyTtusatop ¢ 0O4HOM CbEMHOW aHTEHHON.

1.3 OCHOBHbIe XapaKTe pUCTUKU

>

YV V V V

YV V V V

MpumeHeHne TexHonormm IEEE 802.11n obecnevnBaet 6ecnpoBogHyto nepegayvy AaHHbIX CO
ckopocTbto o 150 M6uT/c

1 nopt WAN 10/100M ¢ dyHKUMEN aBTOMATUYECKOro COrnacoBaHUA CKOPOCTU MO4 pasbem
RJ45 1 4 nopt LAN ¢ dyHKUMEN aBTOMATMYECKOrO COrnacoBaHmsi CKOpocTu (pasbem RJ45),
nogaepxka asto-MDI/MDIX

AyTteHTndpumkaums WPA/WPA2-Enterprise, WPA-Personal/WWPA2-Personal, wundposaHue
TKIP/AES

Ob6ecneyeHne cOBMECTHOro AOCTyna K AaHHbIM U K ceTu WHTepHEeT, nogaepxka AocTtyna K
NHTepHeT anHamuyeckmin IP/ctatnueckun IP/PPPoE

Mopaepxka cpyHkumn Virtual Server, Special Application n DMZ Host
Mopoaepxka TexHonornum UPNP, guHamnyeckon DNS n ctatnyeckon mapLupytumsaumm
ABTOMaTU4ECKOE MOAKIMOYEHNE N MNOLKMOYEHNE MO pacnmcaHno K MHTepHeT

MopkntoyeHne Kk WHTepHET NO TpebOBaHUIO U OTKMAKYEHME NPU  HEUCMNOSb30BaHUU
noakntodeHns ana PPPoE

BcTtpoeHHbin NAT n DHCP-cepBep ¢ nogaepxkon ctatnyeckoro pacnpenenexus IP-agpecos

Mopnepxka dpyHkuun Stateful Packet Inspection (PunbTpauma gaHHbIX HA OCHOBE AaHHbIX O
COCTOSIHUM COeUHEHMS)

Moaaepxka poAUTENbCKOro KOHTPOSS M KOHTPOMs AocTyna

64/128/152-6utHoe wmndpposaHne WEP un dyHkuma Cnmcok KOHTpona goctyna Aans
©ecnpoBoaHOM NoKanbHOW CeTn

Mopaepxka CTaTUCTUKM NO NOTOKaM

Mopaepxka oOHoBNeHUs BCTpoeHHoro MO 1 ynpaeneHune Yepes Beb-MHTepdenc
Mopaepxka dyHkunn SPI

Mopgaepxka nponycka Tpadumka VPN
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1.4 OnucaHue naHenen

1.4.1 MepenHana naHenb

Puc. 1-1 lNepegHas naHenb

CeeToamogHble uHAMKaTopbl M KHoMka QSS pacnonoxeHbl Ha nepegHen naHenu (cneea
Hanpaeo).

Uupoukatop | CocTosiHue 3HayeHue
lMTaHne OTKMNoYEHO.
Bobikn.
o PWR
Bkn. MuTaHne BKIOYEHO.
Bkn. YcTaHOBKa MCXOAHbIX NapaMeTpOB.
& SYS Mwraert. YcTponctso pabotaeT B HOpManbHOM pexmMme.
Bblikn. CwnctemHas owmnbka.
Bblikn. dyHKuna 6ecnpoBogHOM Nepefadm AaHHbIX OTKMNOYEHa.
2 WLAN .
Mwraet dyHKuna 6ecnpoBOAHOM Nepefayn AaHHbIX BKITHOYEHA.
Bobikn. Y nopTta HeT NOAKMIOYEHHbIX YCTPOWCTB.
<@ WAN 5 y -
Kn. NOPTY NOAKMYEHO YCTPONCTBO, HO OHO HEAKTUBHO.
G LAN 14 -
Mwraer. K nopTy Noakmno4eHo YCTPOMCTBO M OHO aKTMBHO.
MenneHHo BecnpoBogHoe YCTPOMCTBO MPOU3BOAUT MOAKIMOYEHUE K
MnraeT cetn 4epe3d dyHkumo QSS. ITOT npouecc 3aHMMaeT
' NPUMEPHO OBE MUHYTbI.
A Qss BecnpoBogHoOe YCTPONCTBO ObINO YCNELIHO MOAKITHYEHO K
Bkn. cetn nocpeactsoM dyHkumn QSS. WHgunkatop Oyoer
ropeTb NPUMEPHO 5 MUHYT.
BbicTpo He ypanocb nogkmnounMTb GecnpoBOAHOE YCTPOWCTBO K
MUraer. ceTun nocpeactsoM yHkumm QSS.

Tabn. 1-1 CeetoanoaHble MHAMKATOPbI
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&= lMpumeyaHume:

Mocne ToOro, kak YCTPOMCTBO ObINO YCMELHO MOAKIMYEHO K CeTU 4Yepe3 dyHkumo QSS,
nHaukaTop QSS Byaet npogormKkaTb ropeTb NPMMEPHO 5 MUHYT, a 3aTeM MOracHeT.

1.4.2 3agHAA naHenb

[IIL.

Puc. 1-2 3agHsasa naHenb

Ha 3agHel naHenu pacnonoXeHsbl crieqytolme anemMeHTbl (Cnesa Hanpagso).

>

RESET:

CywecTBytoT aBa cnocoba Bo3BpaTta K 3aBOACKMM HaCTpoWKaMm:

1) Bbibepute dyHKUMIO 3aBoACKUE HACTPOMKM B OokHe UHCTpymeHTbl — 3aBoackue
HaCTPOMKM BEO-yTUNNTLI MapLUpyT13aTopa.

2) MNpu nomown kHonkn RESET. Npu nOMOLUM WMONKN HaXMuTe v yaepXmBanTe KHOMKY
RESET(npumepHo 5 cekyHa) OO Tex nop, noka uHaukatop SYS nepectaHeT muratb
MeOMeHHO U HayHeT muratb ObICTpo. llocne 3Toro oTNycTUTE KHOMKY W XOUTe, noka
MapLupyTU3aTop He BEPHETCS K 3aBOACKMM HacTpomKam.

POWER: PasbeMm onsi nogknoyveHns nutanns. Micnonb3yinte agantep NMTaHUs, BXOOALLNINA
B KOMMIEKT nocTtaBku 6ecnpoBogHoro mapLupytudatopa TL-WR740N/TL-WR741ND cepun
N co ckopocTbto nepegayn gaHHbix o 150 Méut/c.

ON/OFF: KHonka BKMHOYEeHUS NuTaHus.

LAN(4/3/2/1): 3t nopTtol (1, 2, 3, 4) NCNonb3yTCa ANs NOAKNIOYEHNS MapLupyTnsaTopa K
KOMMbloTEPaM NoKansHOWM ceTu.

WAN: nopt WAN wucnonb3yerca nns nogknioyeHns mogema DSL/kabenb unu cetu
Ethernet.

AHTeHHa: CnyxuT aAnsa nonyyYeHns n 6ecnpoBoOHON Nepeaayn AaHHbIX
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naBa 2. NogknoyeHne mapLlipyTusartopa

2.1 CucremMHble TpeboBaHuUS

»  LWupokononocHein goctyn B MHTepHeT (DSL/Cable/Ethernet)

» OpuH mogem DSL/Kabenb nog pasbem RJ45 (He Tpebyetcs, ecnu yCTPOWCTBO HanpsiMyto
noaknto4eHo kK cetn Ethernet)

» KomnbloTepsbl ¢ paboTatowum agantepom u kabenem Ethernet ¢ pasbemamn RJ45
» Topgepxka npotokona TCP/IP ons kaxaoro komnbiotepa

> Beb-6paysep - Internet Explorer, Mozilla Firefox unu Apple Safari

2.2 TpeboBaHuA K cpene MHCTaNNALUn
> MapUprTmsaTop AOJDKEeH HaXoAuTbCA B XOpPOLWO BEHTUnuMpyemomMm MecTte B oThaalrieHun ot
HarpeBaTenen nnmn oborpeBaTenbHbIX MapLLPYyTU3aTOPOB)

»  YCTPOWCTBO He OOSMKHO MoABEpratbCa NPAMOMY BO3OENCTBMIO UCTOYHWKOB CUNBHOMO CBEeTa
(HanpvmMep, CONMHEYHbIN CBET)

>  Bokpyr ycTponcTBa JOMKHO OCTaBaTbCs He MeHee 5 cM cBo60OAHOro NpoCTpaHCTBa
»  OKcnnyaTaumoHHbIN TemnepaTypHbli pexum 0 ~ 40°C

»  Okcnnyartauus npu oTHocuTenbHoM BnaxHoctn 10 ~ 90%, 6e3 obpasoBaHNa koHAEHcaTa

2.3 NopgknroyeHne mapLipyTusaTtopa

Mepen ycTaHOBKOW MaplupyTusaTopa creayeT y6eauTbcs, YTO Ball KOMMbIOTEP MOAKMIOYEH K
NHTepHeT Yepes LLIMPOKONONOCHBIN cepBuc. MNpu BO3HMKHOBEHMU NPoGreM o6paTuTech kK CBOEMY
NHTepHeT-npoBaiaepy. 3atem NponsBeamTe YCTaHOBKY MapLUpyTM3aTopa COrMacHO MHCTPYKLNUN.
He 3abyabTe BbITALLMTL BUMKY U3 PO3ETKU, NPOU3BOAMTE AaHHbIE AENCTBUSA CyXUMU pyKaMu.

1.  OTKM4MTE OT NUTaHUA KoMNbloTep, Mogem Kabens/DSL n mapLupyTunsaTop.

2. Bblbepute onTumManbHOe MeCTO Ans Mapupytu3atopa. OObIMHO NyylMM BapuvaHTOM
aBnsieTcs UeHTp 6ecnpoBofHon cetu. MecTo yCcTaHOBKM OOMKHO oTBeyaTbh TpeboBaHusaM K
cpefie NHCTannAauuu.

OTperynupyiTte nonoxeHne aHTeHHbl. OObIYHO 3TO BEPTUKANbHOE NOSOXEHME.

MopkntounTe KoMNbOTEP(bI) M KOMMYTATOPbI/KOHLIEHTPATOPbI K NMOKaNbHOW CETM Yepes NopThl
LAN mapwpyTtmnsatopa kak nokasaHo Ha Puc. 2-1 (ecnn y Bac yxe umeercsa ajantep
6ecnposogHon cetn (NIC), Bbl MOXeTe NponyCTUTb 3TOT Luar).

Moakntounte mogem DSL/Kabenb k nopty WAN mapwpyTtusaropa (cm. Puc. 2-1).

MoakntounTe agantep NUMTaHMS K COOTBETCTBYIOLLEMY pasbeMy MapLipyTusatopa, a Apyron
€ro KoHel, BCTaBbTe B PO3ETKY.

7. BkniounTe komnboTep M Mogem Kabens/DSL.
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~

3

RESET I
3 2 1 WAN GSE:_ !

~ PONER  ON/OFF 4

:

Puc 2-1 YctaHoBka annapaTHou YyacTtu mapupyTtusatopa TL-WR741ND
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naBa 3. PykoBoAcTBO Mo ObICTPOM YCTaHOBKEe

B aTton rmaBe OygeT pacckasaHO kak B TEYEHWE HECKONbKMX MWHYT MPOM3BECTU HACTPOMKY

6a30BbIx yHKUM MappyTmu3aTtopa TL-WR741ND npu nomoLimmactepa ObiCTPON HaCTPOMKN.
3.1 HacTtpouka TCP/IP

Mo ymonuyaHuio gomeHHoe umsa maplupytusatopa TL-WR741ND http://192.168.0.1, IP-agpec

yctponctea 192.168.0.1, macka nogcetun 255.255.255.0. lNMpu xxenaHmum aTn 3Ha4eHNa MoryT ObITb
u3ameHeHbl. B pgaHHOM pykoBOACTBE B KayecTBe Mpumepa WCMOMb3yTCA 3HAYeHUs Mo

YMOJITHaHUo.

MoagkntounTe KOMMbIOTEP NoKanbHOW ceTn K ogHomy u3 noptoB LAN mapupyTtusatopa. Nocne

9TOro Bbl MOXETe HAaCTPOUTb IP-a/:lpec Ona Bawlero KomnbkoTepa, npoaenas crneayolimne warun.

1) B npotokone TCP/IP Bbibepute Monyuutb IP-agpec aBTOomatuyecku. Ecnu Bam

Heobxoanmbl MHCTPYKUMKN, KaK 3TO cAaenatb, CMOTpuUte MNpunoxeHne B: Hactpoika

KoOMMNbKOTEPA.

2) BctpoeHHbin DHCP-cepBep HasHaunT KomnbtoTepy IP-agpec.

Tenepb AN NPOBEPKM CETEBOIO MOAKITHOYEHNST MEXAY KOMMBbIOTEPOM 1 MapLLPYTU3aTOPOM MOXHO
B KOMaHAHOM CTpoKke BBeCTM kKomaHay Ping. lNpuBeneHHbIn Hke npumep oTHocuTcs k OC
Windows 2000.

B komaHgHon ctpoke BBeauTe ping 192.168.0.1 n Haxmute Enter.

> Ecnn Bbl nonyunnu pesynsraT aHanorMyHbl, npegcrtaBneHHoMy Ha Puc. 3-1, 310 o3Hauvaer,
YTO C COeAMHEHNE MeXaY KOMMNbIOTEPOM U MapLLPyTM3aTOpPOM BbIflo YCTaHOBMEHO YCNELLHO.

Microsoft Windows XP [Bepcuna 5.1.26001]
{C>» Kopnopauwa Madkpocoor, 1985-2001.

C-“Documents and Settings:tplink>ping 192.168.0.
naketamd ¢ 192.168.0.1 no 32 sadT:

or 192.168.0.1: uMmcao sakiT=32 Bpemadinc TTL=h4
or 192.168.0.1: yucao saiT=32 Bpema<imc TIL=64
or 192.168.0.1: uyucao eant=32 espermad<limc TIL=64
or 192.168.0.1: umcao eakiT=32 Bperma<inc TTL=h4

CratHcTHka Ping nan 192.168.0.1:

NakeTos: oTnpagaeno = 4, noayueno 4. notepave = 0 (0¥ noTtepwl.
MpUEAM3HTEALHOE BPEMA MPHEMA—TEpPEeNadMn e =

MuHHMaAbHOE = OMcex, MakcHMasAbHoe 0 mcek. CpepHee = 0 wHcew

C:~Documents and Settingsstplink>_

Puc. 3-1 YcnelwHbln pedynsTtat BbINoMHeHUs komaHabl Ping

> Ecnn pesynbraT aHanorumdeH npegctaBneHHoMmy Ha Pwuc. 3-2, 310 03HavaeT, 4To
NOAKMNIoYeHNe MeXxay KOMMNbIOTEPOM U MapLLpyTU3aTOpOM OTCYTCTBYET.


http://192.168.0.1/
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Microsoft Windows XP [Bepcua 5.1.2600]
{C> Kopnopauwsa Makkpocoer, 1785-2001.

C:=“Documents and Settings“tplink>ping 192.168.0.1
Osred naketamd ¢ 192.168.0.1 no 32 sanT:

ANNApaTHWH CEOM.
ANNapaTHHH CEOH.
JanaHHMK Yien HEeNoOCTYNeH.
3anaHHMKW Y3ea HEeNOCTYMEH.

4, noayueno = 0, notvepano = 4 (100% notepbl.

C=“\Documents and Settingsstplink>_

Puc. 3-2 HeygauHbin pesynbsTat BbiNonHeHna koMaHabl Ping
MpoBepbTe NoaknoYeHue crneayoWUM o6pa3om:

1. 4deBnsercs nvM  NOAKMKYEHME Mexdy BalMM KOMMbIOTEPOM W MapLipyTM3aTopoMm
KOPPEKTHLIM?

&= lMpumeyvaHue:

Wugukatopsbl 1,2,3,4 noptoB LAN, KOTOpbI€ Bbl MOAKIHOYUIM K MapLUpyTU3aTopy M UHOMKATOPbI
aganTtepa KoMnbloTepa OOMKHbI FOPETb.

2. {Hsnsetca nu npasunbHon KoHpurypaums TCP/IP Ha komnbtoTepe?
&= lMpumeyvaHue:

Ecnn IP-agpec mapuwpyTtmnsatopa 192.168.0.1, To IP-agpeca KOMNbOTEPOB AOMKHbI nexartb B
ananasoHe 192.168.0.2 ~ 192.168.0.254.

3.2 PykoBoaCTBO NO ObICTPOM YyCTaHOBKE

Mpn nomowm BeEG-yTUNUTBHI MOXHO FErko HacTpOWUTb W YNpaBnaTb MapLlpyTM3aTopoMm. JTy
BeO-yTUNNTY MOXHO Mcnonb3oBaTtb noa nbon OC Windows, Macintosh nnu OC UNIX yepes
Beb-6paysep Microsoft Internet Explorer, Mozilla Firefox unu Apple Safari.

1. [Ona poctyna k ytunute otkponte Beb-Opay3sep n Beegute agpec http://192.168.0.1.

|A,ﬂ,pec:_ &] hieprif1oz.168.0.1f W

Puc. 3-3 Bxog B mapLupyTtusaTtop

MosiBMTCA OKHO BXO4a B CUCTEMY, aHanorMyHoe ToMy, Kak npeactasneHo Ha Puc. 3-4. B none
Uma nonb3oBatens v lNaponb BBeante admin, MCNONb3ysa HWKHUIA pernctp. 3atem
KnukHUTE no kHonke OK mnu Haxxmnte knasuwy Enter.
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MogknwueHne v 192.168.0.1

TP-LIME Wireless Lite M Router WRT41MD
MonksoBaTENk:: £ admin v
Mapone: | TITY]
[v]iZoxpanuTE naponk:
[ 8],3 ] ’ OTHEHS

Puc. 3-4 OkHo Bxoga B cuctemy

&= lpumeyaHue:

Ecnn gaHHOe OKHO He MOosIBUIIOCh, 3TO O3HAYaeT, YTo Balw Beb-Opay3ep HAacTpoeH Ha paboTy B
pexume npokcu. 3anaute B pasgen Cepsuc > Ceonctea obo3peBartens > [logknioveHms >
HacTtpovika napameTpoB nokanbHoM ceTu. B nossmBLLeMCS OkHe ybepuTe ranoyky ¢ a4emnkm
VMcnonb3oBaTtb NPOKCU-CEPBEP ANA JIOKanbHbIX NOAgKMYeHM N Haxkmnte OK.

2. Tlocne ycnelwHoro Bxoga B cuctemy Bblbepute MeHio BbicTpas HacTpouka ansi HAaCTPOWKK
mMapLipyTu3aTopa.

C NOMOWERD BEICTROR HACTPOAKMY BLl CMOM¥ETE 230ATE OCHOBHEIR NARAMETRE CETH.

InA NpoOomEeHKA, NOXKANYHCTA, HasKMUTE KHOoNKy Banee.

AnA ekixona, NOEENYACTS, HEXMUTE KEHONEY Beixomn,.

| Berop | [ Danee |

Puc. 3-5 OkHo BbicTpas HacTpolika

3. KnukHuTe no kHonke [anee, nocne 4ero nossutca okHo Tun noaknouveHusa WAN, kak
nokasaHo Ha Pwuc. 3-6.

10
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MacTep BLICTPOA HACTPORKKM NOMOKET HACTPOMTE Ball THN COBIMHEHMA WAN nopTa

MapWpyTH3aTop NONLITAETCA 3BTOMATMYECKW DNPEAENHTE TN HHTEPHET NOAKMIOYEHMA BAWETD NOCTABLMKE MIHTRHET-YCIYT, ECIW Bl BhifEpeTe onuWi0 ABTOONpeneneHle
B NPOTMEHOM CTy4ae Bam NPMAETCA BRYYHYIO YKka3aTh TAN NOAKNIDYEHMA

(%) ABToonpemenenue - Moz0NHTE MapLWPYTU3ATORY ABTOMATMYECKM ONPEAENHTE THN COSAHHEHHA, MPEA0CTAENAEMOID BAWWM NOCTABLKKON FIHTERHET-YEmyT.

() PPPoE - [INA aT0r0 TMNA CORAMHEHMA Bak HEDMOAMMD MMA YETHOR 33NUCK M NaN0Mk, BbIAAHHLIE BAWMM NOCTABUMKOM VIHTRAHET-yoryT

() L2TPPoccua L2TP - [inA atara Tuna NofkninyeHMA BaM NoTpebyeTca MMA yeTHOR 3anKeM M Napons 0T BalWern NocTaswmka HHTe pHeT-yenyT

) PPTPPoccuA PPTP - [INA 3T0M0 TN NOAKTIYEHMA BEak NOTREBYETCA HMA YHETHOA 3aNMEW M NAP0NE 0T BAWEND NOCTABWWKS FIHTERHET-YEMT

O Dunammeckuii IP-anpec - Bal NOCTABWMK MHTEIHET-YCNYT MENONE3YET criyswBy DHCP ANA HA3HAYSHKHA BAWEMY MABWEYTMZATORY IP-302CA NEM NOKMIOYEHHM K HHTERHETY.

) Cratmyeckni IP-aapec - ITaT THN COEAMHERMA UENOMESYET NOCTOAHHEIA, GHKCMPOEAHHEIA (ETaTHUREKKIA)IP- 3 AReE, HEZHAYEHHEIH BALIMM NOCTABIWHKOM MIHTERHET-YCMT.

Pwuc. 3-6 Tun nogkntovenns WAN

MapwpyTmnsatop pacnonaraet yHkunen ABToonpeneneHme un obecneuvmBaeT nATb
Hanbonee pacnpocTpaHeHHbIX crocoba nogkntoveHust k MHTepHeT - PPPoE, L2TP/Poccus
L2TP, PPTP/PoccuaPPTP, [OuHamunueckmn IP-agpec un Cratnueckun IP-agpec.
Pekomengyetca Bocnonb3oBaTtbCca yHKUMen ABToonpepeneHue. Ecnu Bbl 3HaeTe Tun
nogknioveHmss Kk HTepHeT, npeaocTaBnseMbli BalMM MOCTaBLUMKOM WHTEpHeT-ycnyr,

BblGepuTe ero n HaxxmuTe KHornky fanee.

Ecnn Bbl BbiOpann ABToonpepernieHue, MapLupyTM3aTop aBTOMaTM4Yecku onpenenuT Tun
MOAKMIOYEeHUs, MpeaoCcTaBnsiemMblini  BalwMM  nocTtaBwukom  WHTepHeT-ycnyr.  [lepeg
MCMNONb30BaHMEM OaHHOM byHKUMK, yOeanTech, YTO Kabenb HadeXkHO MOAKIOYEH K MOPTY
WAN. Nocne ycnewHoro onpegeneHnsa Ha akpaHe KOMMbloTepa 0To6pasnTcsl OKHO HAacTpoekK

TeKyuwlero 7 HTEepPHET-CoeaANHEeHUA.

Mpu onpenenexnumn Tuna nogkntodeHns PPPoE, otobpasuTca crneytollee okHo (puc. 3-7).

HuAa nonb3oearena: username
Mapons: ssssssss
MoATBepAHTE NAponb: asssnese

BTopudHOE NoAKMUeHHE: (OmTerioumTe () OuHaMuueckuit P () CTaTwueckuit P (Dual AccessiPoccuA PPPOE)

Puc. 3-7 beicTpas HacTpoika - PPPoE

e Wmsa nonb3oBarens/Maponb — Ykaxnte UMA nonb3oBatens v Maponb, NonyyYeHHble
OT nocrtaBliMka VHTepHeT-ycnyr. 3T nonsa SBNSATCA YyBCTBUTENbHBIMU K PErUCTpY.

Mpv BO3HMKHOBEHUM Npobrembl obpaTuTech k NocTaBLumKy NHTEpHET-ycnyr.

e [oartBepauTb nNaponb — BeeauTte elle pas naponb, MOMyYeHHbI OT MOCTaBLUMKa
NHTepHeT-ycnyr, 4Tobbl yOeanThCs, YTO BBEAEHHbIN BaMu Naporb npaBunbHbIA. Ecnu
naporb OTNMYaEeTCs OT 3HA4YeHUsl, BBEAEHHOro Npu NoATBEPXAeHUM Naporns, NOSABUTCS

cneaywollee okHo. Haxmute OK 1 3aHOBO BBEAMTE Naporib U NOATBEPXKOEHNE Napors.
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>

CoobueHHe c gel-cTpaHHLbI

" E Maponk OTAMY4aETCA OT NOATESP¥AEHHMA Napona!
L

MoctaBbTe Touky B none OuHamuyeckun/Ctatndeckun IP Ong aktmsauum BTOPUYHOTO
COe[MHEHNs], eCcnn Ball MOCTaBLUMK MIHTEpHET-yCcnyr Ans NOOKMOYEHNUsT K FIOKaNbHOW CeTu

npegocTaeBnsieT BaMm 0cobbI TUMN NOAKMOYEHUS, Takon kak QuHamudecknin/Ctatudeckun IP,.

Ecnu BbI Bbl6pa]'ll/l Cratnueckun IP, Bam B HUXXeyKa3aHHOM OKHe noHagobuTcs BBECTU

IP-appec n Macky nogceTn, npegocTaBrnsieMble BallMM NOCTaBLLUMKOM VHTepHET-ycnyr.

EbicTpas HacTpokka - PPPoE

HuA noneL3osarens: username
Mapons: [TTIITITT)
Moy
BropiuHoe NoaknoyeHHe: O OTknioumnTe (O AuHamwdeckui IP @ CTatwdeckui [P (Dual AccessiPoccua PPPOE)
IP-anpec: 0.66.50.156
Macka nogcens: 42180132208

Puc. 3-8
Haxmute kHonky Oanee, 4ToGbl MpoAorikuMTb, MM kHonky Hasap, 4ToObl BEpHYTbCS Ha

npeablayLLyo CTpaHuly.

Mpwn onpegenenunn Tuna nogkntoveHns L2TP/Poccua L2TP, Bbl yBuauTe cnegytoLlee okHO.

EbicTpas HacTpowka - L2TP

WA nonb3oBarena: | username |

Mapone:

Mop,

PAMTL Naj

O OMHaMMUeckuid [P (3) CTaTiueckui IP

IP-appec WA cepeepa:

IP-anpec: 0000
Macka nogcern: 0.0.0.0
W3 nono

DNS: 0ooo

Puc.3-9 beictpas HacTporika — L2TP

o Ama nonb3oBatens 1 naponb — Beegute nma nonb3oBatens u naporsb, NpegocTtaBlieHHblIe

BaLWMM nocTtaBLnkoM MHTepHeT-ycnyr. Oba nons 4yBCTBUTENbHbI K PErUCTPY.
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>

Ecnu Bawmm nocraswmkom VIHTepHeT-ycnyr 6b1nmn npegocTaBneHbl IP-agpec, macka noaceTw,
wno3 n agpec DNS-cepBepa, Bbibepute Ctatnyeckun IP. B npotnBHOM cnydae BeiGepute

OnHamuyeckun IP.

Beegute IP-agpec cepBepa WnM LOMEHHOE WMS, MPeaoCTaBleHHble BalMM MOCTaBLLUMKOM

WHTepHeT-ycnyr.
Haxmute kHonky [Hdanee, 4ToObl NpoaorXkuTb, Wnu kHonky Hasap, 4ToGbl BepHyTbCA Ha
npeablayLuyo CTpaHuLy.

Mpu obHapyxeHnn Tuna nogkntoveHns PPTP/Poccus PPTP otobpa3nTtcst cnegytoLlee oKHO (puc.
3-10).

HuA nons3oBarens: Usernarmne
Mapone: [TTITTITT]
nO,ﬂ,TBel),ﬂ,llTb naponb: (11111 ]}

O AuHamudeckui IP 1@

IP-appec MuAa cepeepa:

IP-anpec: 0000
Macka nogcens: 0ooo
Wnw3: 0ooo

DNS: oooo

Puc. 3-10 BeicTpas HacTpolika - PPTP

e Wma nonb3oBatens u [Maponb - Beegute wvMmA nonb3oBatens W Naposb,
npenocTaBrfieHHble BawuM MocTaBlWmkoM WHTepHeT-ycnyr. Oba nonsi 4yBCTBUTENbHbI K

perucTpy.

Ecnu Bawum noctaBwmkoMm MHTepHeT-ycnyr 6binm npegoctaenersl |IP-agpec, macka nogcetw,
w3 n agpec DNS-cepsepa, Bbibepute Ctatnyveckum IP. B npoTuBHOM cnydae BbibepuTe

OvuHamunueckun IP.

Beegute IP-a/J,pec cepeepa unn OOMeHHOEe WUMd, npenocrtaBfieHHble BallM MOCTaBLUMKOM

NHTepHeT-ycnyr.
Haxwmnte kHonky [danee, 4ToObl NpOAOMKMTb, WMnM KHOnKy Hasap, 4TOGbLI BepHyTbCS Ha
npeablayLuyo CTpaHuLy.

Mpu obHapyxeHun Tvna nogknodeHus OAuHamuyveckun IP-agpec oToGpas3nTca cnepyollee
OKHo (puc. 3-11).

° Ecnu Bbl 3axoguTe Ha MapLpyTu3aTop C rnaBHOro KOMnbTEpPA, HAXMUTE Da, nocne

yero HaxmuTe KnoHnposatbs MAC-agpec.
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BbicTpas HacTpoWka - KnoHnpoeaHne MAC-agpeca

MoanyAcTa, BHUMATENEHD NPOYHTAATE HANMCAHHOE B NPAE0A 4aCTH OKHA.

(@) Oa, A NOOKNIOYEH K TNEEHOMY KOMMEOTEpY(KNOHWpoBaTE MAC-aapec)

() HeT, A NOJKNKYEH K SYTOMY KOMIOEKRTERYHE HYKHO KNOHWPOBATE MAC-apec)

MAC-anpec WAN: |4D-61-86-fc-?0-fd | [Boccranoeute 3asogckoi |

MAC-anpec BalWero KOMNbIEpa: | | [K_I'IDHHpUBaTb WAC-anpec ]

Puc. 3-11 Beictpas HacTpomnka — KnoHuposaHme MAC-agpeca

e Ecnu Bbl 3axoauTte Ha mMapLUpyTM3aToOp HE C FMaBHOro KoMmnbloTepa, Bolbepnte Het u

3atem BBeauTe MAC-aapec rnaBHoro komnbtotepa B none MAC-agpec WAN.

BEbicTpan HacTpowka - KnoHuposaHwne MAC-agpeca

MowanyACTa, BHHMATENEHO NPOYATARTE HANWCAHHOE B NPAE0A YACTH OKHA.

(O Oa, A NoAkKnIoUEH K MagHOMY KOMNERTERY(KNOHMPOBATE MAC-aapec)

BT, A NOLKMAKYEH K OPyTOMY KOMOEKTEMTHE HYHHO KNOHMpoeaTe MAC-anpech

MAC-anpec WAN: |4D—E1-85—fc—?0—fd | [BDCCTaHDBHTb 3ae0gCckof

MAC-anpec Bawero KoMnslIepa: | |

Puc. 3-12 BbeicTpas HacTpovika — KnoHnpoeaHne MAC-agpeca

> [pu obHapyxeHun Tuna nogkntoveHus - Ctatuueckum IP-agpec, otobpasnTtcs criegyrollee
OKHO (puc. 3-13).

EbicTpan HacTpouka - CtaTudeckni IP-agpec

IP-anpec:

Macka noaceru:
OCHOBHOM WIS {He nfiazaTensHo)
MepBHYHBIN DNS: {He obiazaTensHo)
BropHuHLIit DNS: (He ofiazaTensHo)

Puc. 3-13 bbicTpas yctaHoBka — Ctatnyeckui IP

e IP-appec — 310 WAN IP-agpec, Bugumbii BHELWHUM nonb3oBaTtensam B VHTepHeT

(Bkntovas Bawero nocraBwumka MHTepHeT-ycnyr). Ykaxnte IP-agpec B 3ToM none.

e Macka nopgcetn — Macka noacetn, ucnonedyemas WAN IP-agpecom. OBbI4HO 3TO
255.255.255.0.
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e OcHoBHoM wnto3 — [Npu HeobxoammocTn ykaxute IP-agpec.

e [epBuyHbIn DNS — Npn HeobxoaumocTu ykaxunte IP-agpec DNS-cepsepa.

e BropuuHbin DNS — Ecnu Bbl nonyyunu ot nocraBwumka VIHTEpHeT-ycnyr agpec

apyroro DNS-cepBepa, ykaxkuTe ero B 3TOM rnone.

5. Ytobbl NpogomknTtb, HaxmnTe KHomnky Hanee. Mocne atoro nosieutcs okHo BecnpoBogHomn

pexum (puc. 3-14).

GecnpoBoaHON pekim: EKNH4MTE i
WAl GecnpoBoHOi CoTH: TP-LIMK_FOFOFD (TaKKe HazblBaeTeA S310)

Pernon: Poccua v

Kauan: ApTo v
Pekum: 11hgn cMELIEHHER M
LLnpHHa KaHana: ApTo v
Jawmta GecnpoBOAHOTO PekHMa:
® OTOIH0UNTE FaWMTY
[ 4] WPA-Personal WPA2-Personal

Mapons PSK:
(B MOETE BESCTH NTMED ASTI CUMEOME! B NPOMEMYTHE MEXKDY B M B3 MNH WeCTHAZUATERHUHEIE CUMBOMNE B MPOMEMYTHE MEXIY 8 1 64)

O be3 MameHenmit

Puc. 3-14 BeicTpas HacTporka — becnpoBOAHON pexmum

> bBecnpoBogHoW pexum — BbibpaB COOTBETCTBYHOLLMIA 3NIEMEHT U3 BbiNaAaoLLEro MeHHo,

Bbl MOXETe BKITHUNTL/BbIKMIOYNTD (byHKLI,VIPO.

> Wma becnpoBogHoM ceTM — YKaxute 3HauyeHwe pnuvHon ao 32 cumBonoB. Bcem
B6ecnpoBoaHbLIM YCTPOUCTBaAM CETU AOMKEH OblTb NPUCBOEH OAWH U TOT e uaeHTuduKkaTop
SSID. Yto kacaetcsi ©esonacHocTn GecnpoBogHown ceTu, uaeHTudukatop SSID no
ymoryaHuto  (XXXXXX — nocnegHue WecTb YHuKanbHblXx cumBorioB MAC-agpeca
MapLupyTusartopa). [JaHHoe none sBAsieTca YyBCTBUTENbHBLIM K pernctpy. Hanpumep, TEST

W test — 3TO pasHble 3HAYEHUS.

> PernoH — Bb|6ep|/|Te COoOTBETCTBYIKOLlEE 3HAYeHMe U3 BbiNagarolwlero MeHHo. B paHHOM
none ykasblBaeTCA pernoH, rge beHKLI,I/IFI 6eCI'IpOBOﬂ,HOIZ nepegayn OaHHbIX MOXeT ObITb
ncnonb3oBaHa. Mcrnonb3oBaHue [aHHOM (byHKLI,VII/I B pernoHax, He yKal3aHHbIX B CIUCKe,
MOXeT ObITb He3aKkoHHbIM. Ecnu Bawen CTpaHbl Unun permoHa HeT B CrNuUcCKe, O6paTVITer 3a

NOMOLLBbID B MECTHOE NMpaBUTENTbLCTBEHHOE areHTCTBO.

» Kanan — B aTom none ykasbiBaetcsa paboyas yactoTta. 3HayeHne no ymonyaHuio AsTto. He
crnegyeT U3MEHATb 3TO 3HAYEHWe, ecrnin TONbKO HE BO3HWKIM Mpobniembl ¢ moMexamu oT

HaxoadaLwencs NnodnmM3ocTn gpyron TOYKM JocTyna.

>  Pexum — Pexum 6ecnpoBO4HON Nepefayvv AaHHbIX MapLlipyTusaTtopa
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LlUupuHa kaHana — BbibepuTe COOTBETCTBYOLLEE 3HA4YeHWEe U3 BbINaaalolLero Crmcka.
3HayeHne no ymon4yaHuio ABTO, NMpY KOTOPOM YCTPOMCTBO aBTOMAaTUYECKU perynuvpyet
LUMPUHY KaHana ans KNMeHToB.

OTKNoUUTL 3aWwmTy — PyHKLUMA 06ecrnevyeHnss 6e30MacHOCTM MOXET ObITb BKMOYEHa Unu
BbIKNtodeHa. MNpu BbIKMOYEHHOW DyHKUUM 6ecnpoBodHble CTaHLUKM MOTYT MOAKMYaTbCs K

MapLipyTm3aTopy 6e3 npuMmeHeHus wndpoBanns. HactosTensHo pekoMeHayeM BblbpaTb
OOHYy 13 onumn ana obecneyeHns 6e30nacHOCTH.

WPA-PSK/WPA2-PSK — Bribop WPA Ha ocHOoBe npeaBapuTenbHO yKasaHHOW NaponbHOM
dhpasbl.

Maponb PSK - MoxHO wucnonb3oBaTb  cumBonbl  ¢opmata ASCIH  uvnm

UJeCTHa,qLI,aTepM‘-IHbIe CUMBOIJ1bI.

Mpun BbIGope ASCII kntou MoxeT copepxatb Lmdpbl oT 0 Ao 9 n Gykebl oT A go Z n ero

AnNuHa OomKHa cocTaBnaTb oT 8 Ao 63 cMMBONMOB.

Mpu BbIGOpe LlecTHagLaTePUYHbIN KINHOY MOXET COCTOATbL 13 undp ot 0 go 9 u Byks oT A
no F, a ero gnnHa gomkHa 6bITh B Npegenax ot 8 o 64 cMmBOoB.

CnegyeT umeTb B BUAy, YTO KMOY ABASETCA YYBCTBUTENbHBLIM K peructpy. 3To o3Havaer,
YTO MCMOMb30BaHWe MPOMUCHBIX U CTPOYHbIX BYyKB BNUSeT Ha ero 3HayeHue. Hennoxo
3anucaTb rae-HubyAb 3HayeHue Knva M OpYruxX HacTpoek 3awmTbl GecnpoBoaHOM
nepegayvv JaHHbIX.

Be3 nameHeHun — [pu BbiGOpe 3TOM OnuUMM KOHUrypaums 6ecnpoBOAHON Mepenayu

JaHHbIX ocTaHeTcs 6e3 nameHeHun!

[aHHble HaCTpOl7IKVI SIBMAOTCA BCcero nuwb 6asoBbiMu. YTObLI Y3HaTb O OOMNOJTHUTESIbHbIX

HacTpownkax, cmoTpuTe Pasgen 4.6: becnpoBogHOW PEXUM.

Haxas KHOMKY Hanee, Bbl OKaXXeTeCb B OKHe 3aBepmeHMe.

Ecnn B okHe BecnpoBOAHOW peXuM He ObIo caenaHo M3MEHEHWI, OKHO 3aBepLueHue
OyneT BbIrMAAeTb, Kak npegcraBneHo Ha puc. 3-15. HaxmuTte kHonky 3aBepmnTb, YTOObI
BbITK 13 pasaena bbicTpas HacTpouka.

Mosapaenaem! MapLpyTU3aTop B HacToALee BpeMA coeMHAET Bac ¢ MHTepHeToM. [na noapoBHbIX HACTPoeK,
HaXMUWTe, NOXKanyncTa, Ha ApYrue MeHIo, ecriv 3To Heo6XoAHMMO.

[Hazan | [ 3akonduts |

Puc. 3-15 BbicTpas HacTpolika - 3aBepLueHmne

Ecnn B okHe BecnpoBogHon pexum Obinu caenaHbl USMEHeHWs, OKHO 3aBeplleHue Oyaer
BbIMA4ETb, Kak npeacTtaBneHo Ha puc. 3-16. Haxmute kHonky [lepesarpyska, 4ToObl

caenaHHble USMEHEeHUA BCTYNUINM B CUNY, U BbINOMTE U3 OKHA EbICTpaﬂ HaCTpOIZKa.
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BbicTpan HacTpoHKa - 3aBepLueHne

Mosapasnsem! MapwpyTU3aTop B HacToALWee BPeMA COeAMHAST BAC ¢ MHTepHeToM. [Ans noapoGHbIX HacTpoeK,
HaXKMUTe, MOXKaNnyNcTa, Ha 4pyrie MeHK, ecrii 3To HeoBXxoaumo.

ViaMEHEHKA HacTpoek GECNPOEOAHON CETH BCTYNAT B CHNY NOCNE NEPE3arpyakk MapLIpyTHIaTOpa.

[Hasan | [ Nepesarpyska |

Puc. 3-16 BeicTpas HacTpowika - 3aBepLueHne
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nmaBa 4. HacTtpouka mapuwpyTtmusaTtopa

B aToii rmaBe pacckasbiBaeTca 06 OCHOBHbIX (PYHKLMSAX BED-YTUNNUTBLI 1 CNOCO0ax HAaCTPOWKM.

4.1 Bxoa B cuctemy

.Mocny ycnewHoro Bxoga B CUCTEMY B NIEBOW 4YacTu Beb-yTUNMTbI Bbl yBMAWTE NsSATHagUaTb
OCHOBHbIX MEHI0. B npaBoi YyacTu cogepkaTcs onMcaHns v MHCTPYKLUN.

CocroAHue

BhICTpaA HACTpOAKa
yukuma OSS

Ceth

BecnpoBofHON PekuM
DHCP
MNepeanpecaunn
bezonacHocTh

PoguiensCcKWi KOHTPOIb

KoHTponk gocryna

PacwmpeHHkIE HACTPOMKN MAPLIPYTHIaLMM
KoHTponb npomyckHol cnocoGHoCTM
MNMpuaA3zxka IP- w MAC-anpecor
AnHamn4eckni DNS

CHMCTEMHLIE HHCTPYMEHTLI

Pwuc. 4-1 TnaBHOE MeHI0

Hwxe npueoautca nogpo6Has nHpopMaums No OCHOBHbLIM (PYHKUMSIM BEG-YyTUMUTHI.

4.2 CocTosiHue

B okHe CocTosiHMe cogepxutcsa Tekywas wHdopMauma no MapwpyTtusatopy. [HaHHada
NMHbopMauus OOCTYMNHA TOMLKO ANs YTEHUS.
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BepcHa NpowHBEN:

BepcHA 000pYL0BAHNHA:

31211 Build 120221 Rel 41781n
WRT41MD w4 00000000

NokaneHana ceTe

MAC-appec:
IP-appec:

Macka nopcen:

FO-FO-FO-FO-FO-FO
192.168.0.1
255.255.255.0

BecnpoBoaHON peXnm

BecnpoBogHOE BelllaHne:
Hua (SSID):

Kanan:

Pesm:

LIHpHHA KaHana:

BrnmyeHo

TP-LINK_FOFOFD

AETOMATHHECKW (HACTOAWMA kaHan 0)
11h0n cMEWaHHLIR

ABTOMATHIECEMA

Bpema padoTbl:

MAC-anpec: FO-FO-FO-FO-FO-FO
CocroaHne WDS: BelknioueHno
WAN
MAC-anpec: FO-FO-FO-FO-FO-F1
IP-anpec: 0.0.0.0 PPPOE(CORAMHNTE N0 TREGOBAHMIO)
Macka nogcern: 0000
COCHOBHON LN 0.0.0.0
DNS-cepeep: 0000, 0000

0 dayis) 00:00:00

CoefuHHTE

CTaTtucTHKa No Tpad MKy

Baiir:

Makeros:

Mpunato OrnpaeneHo
0 1010
0 14

Bpema padoTbl

0 AHef 00:19:26

OBHOEMTE

Pwuc. 4-2 OkHO cocTosiHUSE MapLupyTusaTopa

4.3 bbicTpas HacTpoMKa
Cmotpu Pasgen 3.2: PyKOBOACTBO NO ObICTPON YCTAHOBKE.

4.4 ®yHKuua QSS

B atom pasgene coaepXarcda yKa3aHuAa Mno noAaKn4YeHuro GGCI'IPOBOD,HOI'O yCTpOVICTBa K

cyllecTBytoLLeln ceTu nocpeacTsoM yHkLMM QSS.

a). Bbibpas pasgen ®yHkuma QSS, Bbl okaxeTecb B crnegytoLiemM okHe (puc. 4-3).
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OyHKUKA QS S CTaTyc: OTknroYeHa

Tekywuit PIN-koa; 12345670 | BoccTaHoBUTE Pin-kog 1 Co30aTs HOBBIN Pin-koa ]

HodaeneHke HOBOMO YCTPOACTEE:

Puc. 4-3 ®yHkuma QSS
>  ®yHkuma QSS Cratyc — BknoveHue/BeiknioveHne gyHkumm QSS.

» Tekywmn PIN-kog — 3pecb otobGpaxaercs Tekywee 3HadeHne PIN mapuipytmsartopa.

3HauveHune PIN gnsa yctponctea MOXHO HalnTW Ha Kopryce YCTPONCTBA.
> BocctaHoButb PIN-kog — BocctaHoBUTL 3HadeHne PIN, ncnonbsyemoe rno ymonyaHuio.

»> Cospatb HOBbIN PIN-kog — HaxaB aTy KHOMKY, Bbl MONy4YUTE HOBOE CryYyalHoOe 3HadeHue
PIN wmapwpyTtusatopa. CreHepupoBaB HoBoe 3HadeHme PIN, Bbl o0b6ecneunBaete

©e30nacHoOCTL CETMW.

> [obaBneHne HOBOro ycTpomMcTBa — HaxaB 3Ty KHOMKY, Bbl MOXeTe BPY4YHYH O00aBUTb

HOBOE YCTPOWCTBO K CYLLIECTBYIOLLEN CETU.

b). UYrtobbl O6aBUTL HOBOE YCTPOWCTBO:

Ecnn 6ecnposogHon apantep nogaepxuBaeTr Quick Secure Setup (QSS), Bbl MoxeTe
ycTaHOBUTbL  OecnpoBogHoe  noaknwyeHve  Mexagy  becnpoBogHbiM +— aganTepoMm U
mMapLpyTtusatopom npu nomowm Push Button Configuration (PBC) nnn PIN.

& lMpumevaHue:

YUTobObl co3fgaTh YCMewHoe MNOoAKMYeHne € nomolbio dyHkumm QSS, Bam Takke npuaeTcs
NPOmn3BECTM COOTBETCTBYIOLLME HACTPOMKM HOBOIO YCTpoONCcTBa Ans dyHKuumn QSS.

lMpouecc HaCcTPOMKM HOBOrO YCTPOMCTBA MoKa3aH Ha npumepe 6ecnpoBoAHOro agantepa Hallen
KOMMaHuu.

> NocpencTteom PBC

Ecnun 6ecnpoeogHon agantep nopaepxusaet Wi-Fi Protected Setup n Push Button Configuration
(PBC), Bbl MoxeTe gobaBuTb ero k cetu nocpeactsom PBC npu nmomowm cnegyowimx tpex

Ccnoco0oB.
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MepBbI cnocob:

War 1: Hangute kHonky QSS, pacnonoXxeHHyl Ha NepegHen naHenu mapLupyrmsatopa.

<[00 P

POWER  ON/OFF 4

War 3: JoxauTecb nosiBNeHWUs N300paXeHHOro Hmxe okHa. Haxmwute kHonky FotoBO, 4TOObI

3aBepLIMTb HacTponky QSS.

B ce pexc (055 ans becnpopogHorno pe kuma g|

()

U

HacTpofika ecnpoeogHoil ceTy SagepueHa

Baw koMnbrTEp YCNEWHO NEWMCoEaMHHNCS K ceTk TP-LINK.

KoHdburypaums QSS becnpoBogHoro agantepa
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BTopow cnoco6:

War 1: HaxxmuTe kHonky QSS Ha nepegHer naHeny MapLupyTtuaaropa.

War 2: ina HacTponkn GecnpoBogHOro agantepa Bbibepute HakaTb KHOMKY Ha Moen To4vke

pocTtyna B yTunnte QSS Kak ykaszaHo HUxe n Haxmunte [anee.

Cepexc QSS ona becnpoBogHoro pexuma

MNpucoeaWHUTLCS K BECNPOBOAHON CETH

Cepeuc (55 BEgeT NogroToBEY K NEMCOSMHEHIID B awera komMneoTepa K GecnposoaHoi

K.ak.0f reTon HacTpoikK Bel soTHTe uenonezoeare?

(%) Haxare kHonKky Ha moed T ouke gocTyna

(((m))) (") Beectu PIN-koa & mMow Touky A0CTYNa MAK PEFHCTpPaToOp

() Beectu PIN-xoa w3 moefd Touku pocryna

Quick secure setup

Hasraure kHonEY Ha Bawedt Touke goctyna v Haskraume Janee gna
NPOLOAHEHMA,

Brifpare ceTe SETOMATHYECKM

[ < Hazag ” Danee » l [ OTraeHa ]

KoHdurypaumna QSS 6ecnpoBogHoro agantepa
War 3: MNogoxauTe, noka He NOSABUTCHA OKHO, Kak NoKa3aHO Ha PUCYHKe HuXe. HaxxmuTe KHOMKy

3aBepwnTb, YTOObLI 3aBEPLUMTL HAacTponky QSS.
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B2 ce pexc (5SS onr becnpopogHoro pe wuma E|

(@)

HacTtpoifika 6ecnpoeongHoi cCeTH 2aBepueHa

Baw koMnbrTEp YCNEWHO NEWMCoEaMHHNCS K ceTk TP-LINK.

KoHdburypaums QSS becnpoBogHoro agantepa

TpeTnin cnoco6:
War 1: 3Hauyenne none CoctosHne QSS pomkHo ObiTb Bknro4veHo. Haxmnte KHOMKY

[Ho6aBneHune HoBoro yctpouctia (puc. 4-3). [JomkHO NOABUTLCA creaytoLliee OKHO.

() Beegute PIN-kog HOBOMD yCTROACTES.

PiM-kog; |

: (¥ {HamaTb KHOMKy HOBOIG YCTPOACTEA B NPEAENaX ABYX MUHYT.

( Hasan ] [ [odasuts |

Puc.4-4 [Jo6aBneHne HOBOrO YCTPOMCTBA

LWar 2: BeibepuTe HaxaTb KHONKY HOBOro YCTPOWCTBA B npegenax ABYX MUHYT U HaXMute
kHonky [lo6aBuTb.

War 3: [na HacTporikun 6ecnpoBogHOro agantepa Bbidepute HaxaTb KHOMKY Ha Moel Touke

pocTyna B BeG-yTunute QSS, kak Noka3aHo Ha PUCYHKE HIDKE U 3aTeM HaxXMuTe KHOMKy fanee.
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Cepenxc OSS ona becnpoeogHoro pexuma El

MpucoeAWHUTLCA K BECNPOBOAHON CETH

Cepeuc (55 BBLET NOArOTOBEY K NPMCOELMHEHIID B awero komMneoTepa K GecnposogHoiA

K.aKkoll MeTog HacTpokikKH Bl xoTHTE MChoNESOESTE?

() Haxare kHonNKy Ha moed | ouke aocTyna

(((m))) (") Beectu PIN-koa & mMow Touky A0CTYNa MAK PEFHCTpPaToOp

() Beectn PIN-koa w3 moed Toukd aoctyna

Quick secure setup

Haxraume kHonky Ha Bawedt Toyke goctyna v HaskruTe danee onA
MPOLOTHEHMA,

Brifpare ceTe SETOMATHYECKM

[ < Hazag ” Danee » l [ OTraeHa

KoHdpurypaumsa QSS 6ecnposogHoro agantepa
War 4: MNogoxauTe, Noka He nosBUTCA criegywowee okHo. Haxmute kHonky FotoBo, 4TOObI

3aBepLumnTbL HacTponky QSS.

B ce pexc (055 ans becnposogHorno pe xuma E|

(@)

HacTpofika ecnpoeogHoil cCeTy SagepueHa

Baw komnemTep yonewHo npyucoeadHrnca k cetk TP-LINK.

KoHdurypaumna QSS 6ecnpoBogHoro agantepa

> MNocpencteom PIN

Ecnun HoBoe ycTpoincTteo nogaepxmsaet Wi-Fi Protected Setup u PIN, Bbl MmoxxeTe go6aButb ero B

CeTb CrieayoLmMmMmn AByMs cnocoGamu.
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Cnoco6 nepBbin: Beegute 3HadeHue PIN

War 1: YkaszaB B none CoctosHue QSS 3HavyeHve Bknro4veHo, HaxmuTe kHomnky [lo6aBuTb
YCTPOMCTBO, Kak NokasaHo Ha puc. 4-3. [10/mKHO NOSBUTLCA CriegytoLee OKHO.

PIM-kog;

() HaxaTe KHONKY HOBOTD YCTPOACTES B NPEdenax VY MUHYT.

[ Hasag || OodaeuTe

War 2: Beibepute BBectn PIN-koa HoBoro yctpounctBa v Beeaute PIN-kog 6ecnpoBogHoro
apgantepa B none nocrne PIN, kak nokasaHO Ha PUCYHKE BbilWe. 3aTeM HaXMUTE KHOMKY

Job6aBuTthb.

& lMpumeyaHue:

PIN-kog apanTtepa Bcerga otobpaxaetcsi B okHe KoHdurypaums QSS.

War 3: Ona HacTporkn BecnpoBogHoro agantepa Bblbepute BBectn PIN-kog B MO TOUKY
poctyna unu peructpartop B ytunute QSS, kak ykazaHo Huxe. ocne aToro HaXXMuTe KHOMKY

Oanee.

B ce pexc 0SS aas becnposogHoro pesuma E|
MNpucoeAWHUTHCA K BECNPOBOAHON CETH

Cepeuc (55 BEgeT NogroToBEY K NEMCOSMHEHIID B awera komMneoTepa K GecnposoaHoi

K.akof meTog HacTpoliki Bel xoTHTe Mononesosate?

() Haxarb kHonky Ha moed Touke gocTyna

(((m))) (*):Beectu PIN-xoa B Mo Touky OCTYNa HAM PETMCTPATOR

() Beectn PIN-kog w3 moed Toukn nocryna

Beeaure PIM 13128890 ¢ B awy Touky gocTyna Mk EHELWHKEA
PEMMCTRATOR M AERmATe Jlanee 0aa npogomkeHHa.

Quick secure setup

BrifpaTk CceTh AETOMATHMECHKM

[ < Hazag ” Danee » l [ OTraeHa

KoHdburypaums QSS becnpoBogHoro agantepa
&= lpumeyaHume:

B naHHom npumepe PIN-kog no ymonyaHuio ons gaHHoro agantepa 13128890, kak nokasaHo Ha
PUCYHKE BbILLE.
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Cnoco6 BTopomn: Beectu PIN ¢ moero mapLupytunsatopa

War 1: Monyuute Tekywmn PIN-kog maplupyTmnsaTopa, Kak u3obpakeHo Ha puc. 4-3 (Kaxablv
MapLpyTtusatop obnagaet yHukanbHbiM PIN-kogom. B gaHHom npumepe 3HaveHue PIN-koga
12345670).

War 2: Onsa HacTponkn GecnpoBogHoro agantepa Bblibepute BeBectn PIN-kog u3 moen Toukm
poctyna n eeegute PIN-kog mapwpyTtumsatopa B none nocne PIN-koa Touku goctyna. Nocne

3TOro HaXMMUTE KHOMKY Danee.

= ce pexc 0S5 nas becnpopogHoro pexMmMa E|

[lpHCOEAMHKUTLCA K GECNPOBOAHOR CETH

Cepevc 55 BEOET NOArOTOBKY K NpMCOE0MHEHID B alero KomMneoTepa k. SecnposogHoiH

K.aKkoi reTog HAacTpoREKH Bel ROTUTE MCNONES0ESTE ?

() Haxare kHONKY Ha Moed Touke aocTyna

(((m))) () Beectu PIN-koa B mow Touky AocTyna MAW peErHCTpaTop

(*):Bgectu PIN-xoa w3 moed T ouku nocTyns

Quick secure setup

Beeaure PIM Bawei Toukk 40CTUNa HU#E W HaxmuTe Janse gna
MPOAOTHEHHA.

PIM-kon Touru .u.ucrgna:
~—

BbISpaTh CETE AETOMATHYECKH

l < Hasan ” Hanee > ] l OTreHa

KoHdburypaums QSS becnpoBogHoro aganrtepa

& lMpumeyaHue:

PIN-kog maplipyTtusaropa, Ucrnosib3yemMbli Mo YMOSTHaHMIo, MOXHO HalTK Ha Koprnyce yCTponcTea

unu B okHe KoHdmrypaumusa QSS, kak nokasaHo Ha puc.4-3.

I'IpM ycnewHOM NoAKIn4YeHnn YCTpOVICTBa K CEeTn OOIMKHO NOABUTBLCA creaytollee OKHO.

() BeeguTe PIN-Kog HOBOTO yCTROACTEE.

PIM-kog; |

(%) HaaTk KHOMKY HOBOTG YCTPOACTEA B NPEAEnax ABYE MUHYT.

CoepuHEHHE Npowne yenewHo!

| Hasan ||_[OoBasuts
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&= lNpumevaHue:

1. Tocne TOro Kak ycTpomcTBO ObIfIO ycnewHo Ao6aBneHo, HAMKaATop COCTosHUS Byaet Bce
BpPEMS ropeThb 3eMeHbIM LIBETOM.

2. TlpoBegeHue HacTponku yHkumm QSS BO3MOXHO TONMbLKO B TOM Cryyae, Korga
BecnpoBoaHas yHKUMA BKAOYEHA.

4.5 Cetb

Cern
- WAN
- lokankHanA ceth

- IPTV

- Knonwpoeanue MAC-anpeca

Puc. 4-5 MeHio CeTb

MeHio CeTb cogepxut Tpu nogmeHio (cm. Puc. 4-5). WAN, JlokanbHaa cetb, IPTV u
KnoHunposaHue MAC-agpeca. [1ns HacTporiku doyHKLUN BbiBEPUTE HY>XHOE MEHIO.

4.5.1 WAN

Boibpae Cetb - WAN Bbl MOXeTe HacTpouTb napameTpbl WAN, kak noka3aHo Ha pUCYHKE HUXe.

1. Ecnu  noctaBwmk  WUHTepHeT-ycnyr  obecneuvmBaetr  DHCP-cepBuc,  Bblbepute
OuHamuueckun IP, n mapipytmusatop aBTomaTnyeckn nonyumt |IP-napameTpbl OT Ballero

nocTtasLumka NIHTepHeT-ycnyr (puc. 4-6).

Tun WAN coenHHeHHA: |£|,HHaMuuec:KuF1 IP-agpe Vl [ Onpegenuts ]
IP-Anpec: 0.0.0.0
Macka noacerm: 0.0.00
OCHOBHOWN WM 3: 0.0.0.0
Pazuep MTU(e Gaiitax): 1500 (IHA4EHHE N0 yMon4aHuo 1500, He U3MeHATE a3 HeoBXogMMOCTH.)

O MenonezoeaTe aTH DNE-Cepeeprl

MepeuuHei DNS: l:l
BropuHblii DNS: l:l {He ofAzaTtensHo)

HuA xocta: TL-WR741MD

O Monyute IP-agpec ¢ nomowel Unicast DHCP (O6eMHO 3To He TpeByeTcA)

COXPEHWTE

Puc. 4-6 WAN — QuHamunyeckun IP
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B aTom okHe nokasaHo kak napametpbl WAN, Bkntoyas IP-agpec, Mmacky noacetn, OCHOBHOM
L3 N TaK ganee cetn aBToMmaTtn4eCckm Ha3Ha4arTCA NOoCTaBLWMKOM I/IHTepHeT-ycnyr. YT0OBbI
0OHOBUTL MapaMeTpbl OT MOCTaBWMKA VIHTEpPHET-ycnyr HeoOXOAMMO HaXaTb KHOMKY

O6HOBUTb. YUTOOLI COPOCUTL 3HAYEHMS BOCMONb3YMTECH KHOMKOM OcBOGOAUTD.

Pasmep MTU — OGbiyHO 3HavyeHne MTU (Maximum Transmission Unit — makcumanbHbI
pasmep Onoka nepegaun) gns GonbwuHcTBa ceten Ethernet coctasnder 1500 6Gawr.
PekoMeHOyeMm He M3MEHATb 9TO 3HaYeHWe, ecrnv TONbKO 3TOr0 He TpebyeT Ball MOCTaBLLMK

NHTepHeT-ycnyr.

Ucnonb3oBatb 3T DNS-cepBepbl — Ecnv Bbl Nony4mnu ot nocraswuka NHTepHeT-ycnyr
oaovH unu asa agpeca DNS-cepBepa, B 3TOM none ykaXxute B COOTBETCTBYHLLUMX MOMSIX
OCHOBHOW W BCroMmoraTenbHbI cepBepbl. B npotuBHom cnyvyae DNS-cepBepbl 6yayT

Ha3Ha4eHbl aBTOMaTn4eCckn BallM NMOCTaBLUUKOM l/IHTepHeT—ycnyr.

&= MpumeyaHue:

Ecnn npu BbibpaHHbIx agpecax DNS-cepBepoB npu nonbiTke 4OCTyna K CanTy nosiBNseTcs
coobuleHne o6 owunbKe, TO, CKOpee BCEro, Bbl HEMpaBWUibHO ykaszanu DNS-cepeepbl. Bam
crnegyet cBA3aTbCA C MNOCTaBLUMKOM VIHTEpHeT-ycnyr, 4To0bl MonyyYntb HeoGXo4ouMyto
UHOopMaLMIO.

Monyuutb IP-agppec ¢ nomowsbi Unicast DHCP - Hekotopbie DHCP-cepBepa He
NOAAEPXKMBAKT MHOroagpecHole npunoxeHus. Ecnu Bbl He moxeTe nonyyutb IP-agpec

00bI4YHBIM CNOCOBOM, Bbl MOXETE BbiOpaTh 3Ty Onuuto (3TO TpebyeTcsa peako).

Ecnu ot nocraBwmka MHTEpHET-yCnyr Bbl NOMAYYMnM CTaTUYECKUA UNN PUKCUPOBAHHbIN
IP-agpec, macky nogcetu, wnto3 n napameTpbl DNS, Bbibepute Ctatnueckum IP. Mpn atom

OTKpOeTCA OKHO, Kak Noka3aHO Ha pucC. 4-7.

TN WAN coeHeHns: Cratuueckait [P-agpec ¥
IP-anpec: 0.00.0
Macka nogcerd: 0ooo
OCHOBHOH WNK3: nooon (He ofiazaTensHo)
Pasmep MTU(B Gaiirax): 1500 (3HaUeHKWE N0 YMONUEHKKD 1500, He MZMeHATE fie3 HEOOXOOMMOCTH.)
MepBHHbI DNS: nooon (He ofiAazaTensHO)
BropHuHbIil DNS: 0000 (He oBAzatencHo)

Puc. 4-7 WAN - Ctatnyeckun IP
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> IP-appec — Ykaxute IP-agpec, nony4yeHHbIN OT nocTasLumka NHTepHeT-ycnyr, B 4eCATUYHOM

dopmaTe ¢ pasgenutenbHbIMU TOYKaMM.

> Macka noacetTM — YKaxuTe 3HadeHMe Macku MOACETU, MOryyeHHoe OT MocTaBLumKa
WHTepHeT-ycryr B AecATUYHOM popmate C pasgenuTenbHbiMU Todkamu. OBbIYHO 3TO
255.255.255.0.

» OcHoBHOM W3 — (HeobGasatenbHoe none) Ykaxute IP-agpec wnto3a, nomnyYeHHbIn oT

NnocTaBLLUMKa I/IHTepHeT-ycnyr B 0eCATUYHOM cbopmaTe C pasgenunteribHbIMW TOYKaMU.

> Pasmep MTU — O6bi4HO 3HavyeHne MTU ans 6onblimnHcTBa ceten Ethernet coctaensier 1500
G6anT. He pekomeHOyeTCcsl M3MEHATb 3TO 3HAYEeHWe, eCNM TOMbKO 3TOro He Tpeldyer

nocTaBLuK NHTepHeT-ycnyr.

» MNepBuuHbIN/BTopnyHbin DNS (HeobasatenbHoe none) — Ykaxute oavH unv ABa agpeca
DNS-cepBepoB, norny4eHHble OT nocTtaBlimka WHTepHeT-ycnyr B gecaTuyHoM dhopmaTte C

pasgennTenbHbIMX TOYKaMW.

3. Ecnn Baw noctaBWuK WIHTepHeT-ycnyr mucnonb3yet nogknovyeHne PPPOE, Bbibepute

PPPoE/Poccusa PPPoE. 3geck TpebyeTcs ykasaTb criegytowime napameTpsl (puc. 4-8):

THR WAN coenHHenns: PPPoE/Poccus PPPGE v
MoprnioyeHne PPPoE:
WuA nonb3osarens: usemame
Maponb: [TTTTTIT)
MoareepauTe Naponk: [TTTTTT T
BTOpHYHOS NOJKMIYEHHE! ® OmkniowmTe (O duHamuyeckui IP (O CTatudeckuid P (Dual Access/Poccua FPPOE)
Pexnn WAN noakmioveHns: (&) MogEniourTe No TReBOBAHMIO
MakcmaneHoe epemMA NpocToA: |15 MUHYTIED (0 03HAYEeT, YTO COBAMHEHWE BYAET aKTHBHLIM NOCTOAHHO.)
(O MOAKNIOUHTE AETOMATHUECKH
(2 MoAKNIYMTE N0 PACTHEAHMIO
Mepnog EpEMEeHK : (HY:MM) Ao : (4Y: iy
(O MIOAKNI0YMTE By HY
MaKCHManLHOE BPEMA NPOCTOA: MUHYT(EL (0 03HAYAET, 4TO cOeAMHeHMe BYAET AKTHEHLIM NOCTOAHHO.)
[ coxpanute | [ HononHurenero |

Puc. 4-8 WAN - PPPoE/Poccus PPPoE

> Wma nonb3oBatens/Maponb — Ykaxute mmsa nonb3oBaTens U Naposib, MOfyYeHHble OT

noctaBLuuka VIHTepHeT-ycnyr. 3T Nonsi YyBCTBUTENbHbI K PEFUCTPY.

> [MopTBepauTe naponb — Beeoute naponb, NPegocTaBfeHHbIA BalMM  MOCTaBLLMKOM

NHTepHeT-ycnyr elle pa3, 4Tobbl y6eanTbCsl, YTO BBEAEHHbIN Naposib NPaBUbHbIN.
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> BTopuyHoe noaknto4veHune — [laHHas onumsa SOCTYMHA TOMNbKO Ans nogkniodeHus PPPoOE.

Ecnu Bbl nonyyunu ot noctasBlumka VHTEpHET-yCnyr OONOSHUTENbHbLIN TUN NOLKMYEHMS,
Takon kak OQuHamudecknin/Ctatndeckmi IP, onsa paboTbl ¢ nokanbHOW CETb, TO HEOOXOAMMO

BblGpaTh none OQuHamudeckunin/Ctatudeckun |P, 4ToObl akTUBMPOBATL 3TO MOAKITHOYEHUE.

e Otknrouutb — [lo YMOIN4aHUO BCnomMoratesribHOe MNOoAKMi4YeHne OTKIIOYEeHO, TaK 4TO

ncnonb3yeTca Tonbko nogkntodeHne PPPoOE.

e [NunHamunyecknm IP — YTo0bl Mcnonb3oBaTb AnHamudeckun IP-agpec, nonyyeHHbin OT
noctaBLmka VIHTepHET-yCcnyr, B Ka4eCTBE BCMOMOraTefnbHOro NoAKoyeHns ansi pabothbl

C IOKanbHON CETLHO, Bbl6epVITe COOTBETCTBYHOLLYHO PAONOKHOIKY.

e Cratnyeckunm IP — Yto6bl Mcnonb3oBaTb cTatvdeckuin |IP-agpec, nonyyYeHHbIn OT
nocraBLUMKa NHTEpPHET-YCNyr, B Ka4eCTBEe BCMOMOraTeflbHOro NoakioYeHnss ans paboThbl

C NoKanbHOWN CeTbo, BbIGEPUTE COOTBETCTBYIOLLYIO PAANOKHONKY.

> TMopgknounTb No TpeboBaHuto— Npn BbIGOpE 3TOro pexmnma NoaknoYeHne npekpallaeTcs
aBTOMaTMyeckn uyepes onpegeneHHbln nepuog HeaktTnsHocTn (MakcumanbHoe Bpemsi
NpocTos) 1 BOCCTaHaBNMBAETCA nocne obpalleHus k VIHTepHeT-pecypcy. Ecnn Bbl xoTuTe,
4TOObI COEaUHEHMNE ObINO aKTUMBHLIM MOCTOSHHO, B None MakcumanbHoe Bpemsi NpocTos

ykaxunte 3HadeHue “0” . Takke MOXHO yKasaTb KOHKPETHOE 3Ha4YeHue.

> MoaknunTbL aBTOMaTUYECKU — I'Ile cboe noaknoyeHus nponcxognuT ero aBtTomatnyeckoe

BOCCTaHOBJ1€HUME.

> MogknunTb NO pacnuncaHnw -— MogkntoyeHne yCTaHaBIMBaAETCA TOJIbKO B 3aaHHbIN

nepuop (4aTta Havana u KoHLa nepuoaa ykasbisaetcs B popmate HY4:MM).

& lMpumevaHue:

®yHKuma ByneT paboTaTb TONMbKO MOCME TOro, kak B okHe CUCTEMHbIE MHCTPYMEHTbl — Bpems

6y,1:|.eT BbICTaBJ1IEHO CUCTEMHOE BpeMH4.

> TMogknunTb BpyYHyl — [na nogkniovYeHUs/OTKIIOYEHNA BOCMOMb3YATECH KHOMKOW
MNoakntounTtb/OTKNOYNTL. B 3aTOM pexnme nogdepxuBaeTca yHkuna MakcumanbHoe
BpeMA npocTtos kak u ans pexuma Moaknountb no Tpe6oBaHuio. [logknioveHne K
MHTepHEeT MoXeT ObITb NpekpaLLeHo nocre onpeaeneHHoro nepnoga HeakTMBHOCTH, a 3aTeM

BO306HOBMNEHO CHOBA Npu obpalleHnm k MIHTepHeT-pecypcy.

BHumaHue: [Horga nogkntoyeHne He MOXET ObiTb MpekpalleHo naxe ecnu B rone
MakcumanbHoe BpeMs MNpPOCTOA YKasaHO OnpedeneHHoe 3HadyeHue, T.K. HeKoTopble

npunoxeHusi B oOHOBOM pexunme obpaliatotcs k IHTepHeT-pecypcam.

Ecnu Bbl XOTUTE BHECTU W3MEHEHUA B OOMNOJSTHUTENbHbIE HaCTpOVIKM, Ha>XMUTE KHOMKY

HdononHutenbHo. [1oABMTCS OKHO, Kak Noka3aHo Ha puc. 4-9:
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Pazuep MTU (B aitrax): 1480 (3HAYEHME N0 yMONYaHKD 1430, He MEHARTE 3T0 SHAYEHME, BCIM B 3TOM HET HEDBX0OUMOCTH.)

HHA cepeHca:

Wua oMK BocTyna:

[ Wcnonszosate IP-2808c, YKa38HHER NOCTABWMKOM VIHTE PHET-YEMYT

IP-anpec,y 1if moc 1 | Yeryr:

0 CekyHAR (0 ~ 120 CEKYHA, SHAYEHHE N0 YMOMHAHKI0 O (OTCMERMESHME HE NROW3BOAMTCA)

[ McnonszoeaTe ciegyiowne DNS-cepeapsl
Mepenynbii DNS:

Bropuunbii DNS: (HeofiAz.)

[ coxparurs ] [Hazaa |

Pwuc.4-9 [ononHutenbHble HacTpolikn PPPoE

Pasmep MTU — 3HadeHne no ymonyanuto 1480 6aunT, 4To 0ObIMHO ABNSAETCS ONTMMAarnbHbIM.
He pekomeHOyeTcsi W3MEHSITb [daHHOE 3Ha4yeHWe, €ecnv TONMbKO 3TO He SBMsieTcs

TpeboBaHMeM nocTaBLmka VIHTEpHET-yChyr.

Uma cepBuca/msa Toukm pgoctyna — Ecnu atoro He TpebyeT nocTtaBwmnK NHTEpHET-yCnyr,
He criegyeT TporaTb 3To none. B 6onbLluMHCTBE Cny4yaeB MOXHO OCTaBUTb 3TW MO MYCTbIMMU,
M 3TO He NomeLuaeT paborTe.

IP-agpec, ykasaHHbIM nocTaBwMKOM WHTepHeT-ycnyr — Ecnv Baw nocTaBLUuK
WHTepHeT-ycnyr He HasHa4vaeT Maplupytu3atopy |P-agpec B aBToMarM4yeckoM pexume npu
BXOJE B CMUCTEMY, OTMETbTE 3TY SYEeNnKy U ykaxkuTe |P-agpec, nony4YeHHbIn OT nocTaBLiMKa
WHTepHeT-ycnyr B AecATUYHOM chopmaTe C pa3genutenbHbIMU TOHYKaMu.

MHTepBan oHnamH-oTcnexuBaHuWsa — MaplupyTusatop NpoU3BOAMT OTCIEXMBaHUE TOYKM
JOCTyna yepes onpefereHHbl UHTEPBan B pexume oHnawviH. 1o ymonyaHuio ycTaHOBMNeHO
3HavyeHve “0”. Bbl mMoxeTe ykasaTb 3HadveHue B npegenax ot 0 go 120. 3HayeHune “0”

O3Ha4aer, 4To beHKLI,VIFI OTKI1HO4eHa.

DNS IP-agpec — Ecnn Baw noctaBwmk MHTepHeT-ycnyr He HasHadvaeT DNS-agpeca B
aBTOMaTMYECKOM pexume npu BxoAde B cuctemy, Bolbepute Mcnonb3oBaTh crnegytowme
DNS-cepBepbl 1 yKaxuTe MNONyYeHHbIW OT nocTaBwuka WHTepHeT-ycnyr |IP-agpec B
OEeCATUYHOM dhopmaTte C pasgenuTenbHbiMM Todkamu. Ecnv umeetcst agpec BTOpPUYHOIO

DNS-cepBepa, ero Takxke crieayet ykasaTb.

YTo0bI COXpaHUTb caenaHHble U3SMEHEHUA, HaXXMUTE KHOMKY COXpaHVITb.

4.

Ecnu nocraBwumk UHTepHeT-ycnyr ucnone3yet kabenb BigPond (nnu curHan Heart Beat),
BbibepnTe Kabenb BigPond. 3gecb Heobxoanmo ykasaTb crnefyrolime napameTpbl (CM.
puc. 4-10):
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Tun WAN coenHHEeHHA: Kafiens BigPond ~
HuA nonk: H usernarme
Mapons: ssssssse
CepBep ayTeHTH(pHKALIN: S-gerver

JoneH ayTeHTH(pHKaLun:

Pasuep MTU (B Gaittax): 1500 (IHa4eHMe No YMONYaHMIO cocTaenAeT 1500, 3HaYeHHe MEHABRTCA TONLKD NPM HANMYKE HEOBKOAMMOCTH )
(® MoaknioynTe No TpeGoBaHn
MaKcHmManeHOe BpeMA NpocToA: | 15 MUHYTE! (0 - OCTAETCA BKTUBHEIM NOCTOAHHO.)
() NoAKNKYKTE AETOMATHYECKH
() MoAkNQYUTE BRYYHYIO

haKCHMaNEHOS BpEMA NPOCTOA: MUHYTE (0 - OCTASTCA AKTUEHEIM NOCTOAHHD.)

CORANHUTE OTknwyeHo!

COXpEHUTE

Puc. 4-10 WAN - kabenb BigPond

Uma nonbsoBaTenﬂ/I'Iaponb — YKaxute MMmsa nonb3oBaTtens u naposib, norfyvyeHHble OT

nocTaBLUMKa I/IHTepHeT-ycnyr. OTn nons aBNALTCSA YyBCTBUTEJIbHbIMU K PErncTpy.

CepBep ayteHTUdMKaumm — Ykaxunte IP-agpec cepepa ayTeHTUDMKaUMM nnm nvsa yana.

[JomeH ayTeHTUUKaALUKM — YKaKUTe OOMEHHbIN CcyrKC MMeHn cepBepa B 3aBMCUMOCTU

OT BaLLlero MecToHaxoxaeHusi. Hanpumep:

NSW /ACT - nsw.bigpond.net.au
VIC / TAS / WA/ SA/ NT - vic.bigpond.net.au
QLD - gld.bigpond.net.au

Pasmep MTU — O6blvHO ans 6onblinHcTBa ceten Ethernet naHHoe 3HadeHne coctaBnseT
1500 6ant. He pekoMeHAyeTCA M3MEHSITb €ro, ecriM TOMbKO 3TOro He TpebyeT MOoCTaBLUMK

WHTepHeT-ycnyr

MoakntounTb NO TPeGOBaHUIO — B 3TOM pexXnmMe nogknodeHne Kk MHTepHeT npepbiBaetcs
aBToMaTtn4eckn 4yepes OﬂpeﬂeﬂeHHbIVI nepunog HeakKTUBHOCTU (MaKcumaanoe BpemMs
NpocTos) N BOCCTaHaBNMBaETCH Npu NOBTOPHOM obpalleHumn k MIHTepHeT-pecypcy. Ecnu Bbl
XOTUTE, YTOObI NoAKMoYeHVEe BbINO akTUBHBIM BCe BpeMs, B nore MakcumanbHoe Bpemsi
NpPOCTOA crneayeT ykasaTb 3HadeHue “0”. Takke MOXHO yKasaTb KOHKPETHOE 3HayeHue B

MUHYyTax.

MogknunTb aBTOMaTUYECKN — I'IpM nortepe nogkr4yeHna oHO 6y/1eT BOCCTaHOBJ1EHO B

aBTOMAaTU4eCKOM pexmnme.

MoaknounTb BPY4YHYHO — [Ona nogknoveHns/oTKNIoYeHUN BOCI'IOJ'Ib3yl7|Ter KHOMKOWN
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CoeanHuTb/OTCOEAMHUTL. B 3TOM pexnme nopaepxuBaetcs yHkums MakcumanbHoe

BpemMAa NpPOCTOA KaK U ANA peXuma MoaknounTb no TpeGOBaHI/IIO. MNogkntoyeHne K
MHTepHeT MOXET BbITb npekpalleHo nocrne onpegeneHHoro nepmnoga HeaktTMBHOCTU, a 3aTeM

BO30GHOBINEHO CHOBa Npu obpalleHnmn k IHTepHeT-pecypcy.
Y106bI NPOU3BECTM NOAKIOYEHNE/OTKIIOYEHNE HaXxMuTe KHOMKY

CoeanHnTL/OTCOEANHUTD.

BHumaHue: WHorga nogkniodeHne He MOXET ObiTb npeKkpaweHo, paxe ecnn B none
MakcumanbHoe BpeMAa MNpoCToA YyKa3aHO onpeaerieHHoe 3Ha4deHue, TaK KaK HEeKOTOopble

NpuUnoxeHusi B poHOBOM pexume obpaluatoTcs k IHTepHeT-pecypcam.

YToO0bI COXpaHUTb caenaHHble USMEHEHUA, HAXXMUTE KHOMKY COXpaHVITb.

5. Ecnu nocraBwmk MHTepHeT-ycnyr ncnonsayet nogkntoveHne L2TP/Poccus L2TP, BhiGepuTte

COOTBETCTBYHOLLEE 3HAYeHWe. 3aeck HeobxoaMMO ykasaTb criegylollve napameTpbl (puc.

4-11):
Tun WAN coenHHeHHA: L2TP/Poccua L2ZTR w
HuA nons3oearena: username
Mapone: ITTTITITT]
Mopreeponte naponb: sssessss
&) OuHamuueckuid (P (O CTatideckui [P
IP-appec A cepeepa:
IP-anpec: 0.0.0.0
Macka nonocerm: 0.0.0.0
OCHOBHOH WNH3: 0.0.0.0
DNS: 0.0.0.0,0.0.0.0
IP-anpec UHTEpHeT: 0.0.0.0
HHTepHeT DNS: 0.0.0.0,0000
Pasmep MTU (B Gaitrax): 1460 (3HaueHWe NO yMonYaHuo 1460, He cnenyetT MeHATE Ge2 HeOBX0OMMOCTH.)
Pekun nookmovens WAN: (& MogenimyeHde No TpeBOEAHKI
() MoSENKYMTE AETOMATHYECKH
() MoAKNKRYMTE BRYHHYH
MakcHmaneHoe Epera NPpocToA: 15 MUHYTEI (0 - @KTMEHO NOCTOAHHD.)

Puc. 4-11  WAN - L2TP/Poccusa L2TP
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> Uma nonbsoBaTenﬂll'Iaponb — YKaxute MMmsa nonb3oBaTens u naposb, norny4vyeHHble OT

NnocTaBLLUMKa l/IHTepHeT-ycnyr. 31K nons aensaTCs YYyBCTBUTESTbHBbIMU K PETUCTPY.

> JOuHamuueckun IP/Ctatnueckun IP — Bbibepute cooTBeTCTByKOLEE 3HAveHMe. Haxmute

kHonky CoegnHnTb/OTCOEAUHUTDL, YTOOLI NPON3BECTM MNOAKITHOYEHNE/OTKITIOUYEHME.

> lNopgknioyeHune no TpedboBaHuto — [Npu BLIGOpE 3TOro pexxmma NoaKIYeHne npekpaLlaercs
aBTOMaTUYeCKM Yepe3 oOmnpedeneHHbln nepuod HeakTMBHOCTM (MakcumanbHoe Bpemsi
npocTosi) 1 BoccTaHaBnuBaeTcs nocrne obpalleHnss Kk iHTepHeT-pecypcy. Ecnu Bbl xoTnTe
akTMBupoBaTb 3Ty byHKUMO, BbIbepuTe COOTBETCTBYOLLee none. Ecnn Bbl xoTuTe, YTOObI
coefvHeHve BbIno akTMBHBIM NOCTOAHHO, B None MakcumManbHoe BpeMsi MPOCTOA YKaXUTe
3Ha4veHue “0” . Takke MOXHO yKasaTb KOHKPETHOE 3Ha4YeHMe B MUHYTax.

> MoaknounTb aBTOMaTU4ecku — [pu notepe NOAKMOYEHNS OHO OydeT BOCCTaHOBMEHO B
aBTOMAaTUYECKOM pexume. YToGbl aKTMBMPOBaTbL 3Ty OMNUMIO BblGepUTE COOTBETCTBYHOLLYIO
PafINOKHONKY.

> [MoaKnUYMTL BPY4HYH — Bbl MOXeTe HacTpoutb MapLupyTu3atop, YTobbl OH NPOM3BOAMN
MOAKITIOYEHNE/OTKINIOMEHNE  BPYYHyt0. Yepe3d  onpedeneHHbin  Nepuod  BPeEMEHU
(MakcumanbHoOe Bpemsi MPOCTOs) MapLIpyTU3aTop npepbiBaeT nogknodeHne K HTepHeT u
HEe MOXEeT BOCCTAHOBUTb €ro aBTOMAaTU4ecku, Moka Bbl CHOBa He obpaTtutecb K
MHTepHeT-pecypcy. YT0OblI akTMBMpoOBaTb 3Ty ONUUIO BblOEpPUTE COOTBETCTBYIOLLYIO
pagnokHonky. Ecnn Bbl XoTuTe, 4TOObLI NOAKMIOMEHME OCTaBarloCb akTUBHBLIM MOCTOSIHHO, B
none MakcumanbHoe Bpemsi NPOCTOs cregyeT ykasatb 3HadeHue "0" . Takke MOXHO
yKkasaTb nepuog OeNCTBUS MOAKMYEHUsT A0 TeX nop, rnoka He OyaeT caenaH 3anpoc Ha
HOBOE.

BHumaHue: WHorga nogknioveHMe He MOXeT ObiTb MNpekpaweHo Jaxe ecnu B none
MakcumanbHOoe BpeMsA MpPOCTOA YKa3aHO OnpefderneHHoe 3HayeHwe, T.K. HeKoTopble
npunoxeHust B OHOBOM pexnme obpatuatotcs kK IHTepHeT-pecypcam.

6. Ecnu noctaBwuk NIHTepHeT-ycnyr npegoctaenset PPTP-nogknioyeHne, Boibepute 3HayeHme
PPTP/ Poccus PPTP. 3gecb Heobxoammo ykasaTtb cnegytowmne napametpsbl (puc. 4-12):
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Tun WAN coeaHHeHHA: PPTP/Poccua PPTP v
WA none. 5 username
Mapone: [ TITITTIT]

MoaTeEpaHTE NAPONL:

(@ OuHamMuueckd P (O CTaTuueckui IP
IP-anpecHuA cepeepa:
IP-appec: 0.0.0.0
Macka nogcen: 0.0.0.0
OCHOBHOI W03 0.0.0.0
DNS: 0.0.0.0,0.0.0.0
IP-anpec UHIepHer: 0000
HurepHer DNS: 0.0.0.0,0.0.0.0
Pazuep MTU (B Gaittax): 1420 (3HAYEHWE N0 YMONYaHKID 1420 He MEHARTE 3T0 SHAYEHWE, BCNW B 3TOM HET HEOBX00MMOCTH )
Pexnn WAN-noakn4eHnA: (%) MNoakniauuTe Na TpefoeaHKK

O NoJknoYMTE SETOMETHYECKH
O MogEMoUUTE BRyHHYID

MakcHHankHoe BpeMA Npoc1on: 15 MHHYTE! (] - COBOMHEHKE OCTAETCA AKTHEHEIM NOCTOAHHO.)

Puc. 4-12 WAN — PPTP/Poccusa PPTP

Uma nonbsoBaTenﬂll'Iaponb — YKaxute MMmsa nonb3oBaTens u naposb, norny4yeHHble OT

nocTaBLUMKa I/IHTepHeT-ycnyr. OTn nNons sBNATCA YyBCTBUTENIbHBIMU K PErncTpy.

OnHamnuecknn IP/Ctatuveckun IP — Ecnn Bbl Nonyumnn Takow agpec OT MOoCTaBLiuKa
NHTepHeT-ycnyr, BbIOepuTe COOTBETCTBYHOLEE Mone W ykaxute |P-agpec nocTasliMka

I/IHTepHeT-ycnyr nnn JOMeHHoe NMH4.

Mpw BbIGOpE cTaTu4eckoro IP-agpeca n 4JOMEHHOro MMeHn, Takke Heobxogmmo ykasatb DNS,

Ha3HayeHHbIM nocTaBlmkom UHTepHeT-ycnyr. MNMocne aToro HaxkmuTe KHornky CoxpaHuUTb.
YUTo6bl NPOM3BECTM NOAKIIOYEHNE/OTKITIOYEHNE, HAXMUTE KHOMKY MoakntoyeHne/OTKOYeH

MopkniounTb No TpeboBaHUIO — Bbl MOXeTe HacTpouTb MapLupyTu3atop Tak, YTobbl OH
Npon3BOaUN OTKIOYEeHWe oT ceTn NHTepHeT Yepe3 onpedeneHHbIn Nepnoa HeakTUBHOCTU
(MakcumanbHoe Bpems npoctos). Ecnu nogknioyeHne k cetn MIHTepHeT 6bino npepsBaHo
Mo MPUYUHE HeaKTMBHOCTW, (yHKuMA TMoaknouUTb MO TpeboBaHWUIO aBTOMaTUYECKM
BOCCTaAHOBUT nogknodeHne npu obpalleHnn Kk NHTepHeT-pecypcy. YTobbl akTuBMpoBaTb
OaHHYI0  QyHKUMIO BblbepuTe COOTBETCTBYHOLWYIO dA4vernky. Ecnu Bbl  xoTuTe, 4TOObI
NOAKIIOYEHNE OCTaBanoCb akTUBHbLIM MOCTOSIHHBIM B none MakcumarnbHOe BpeMs MpocTos
cnepyet ykasatb 3HadeHue “0”. Takxke MOXHO yKasaTb KOHKPETHbIM BpeMeHHOW nepuop,

nocrne KoOToporo nogkro4yeHne npepbiBaeTcA.
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> MoaknunTb aBTOMaTU4YeCKU — ABTOMAaTUYECKOE BOCCTAHOBIIEHWE MNOOKMYEHUsT nocne

TOro, Kak OHo 6bIno npepsaHo. YtoObl BOCMOMbL30BaTLCA [AaHHOW Onuuen BblﬁepMTe

COOTBETCTBYIOLLYIO SYENKY.

»> [NogknuuTb BPY4YHYH — Bbl MOXeTe HacTpouTb MapLupyTu3atop, YTobbl OH Npou3BoaMn
MOOKIIOYEHNE/OTKMNIOMEHNE  BPYYHYHO. Yepe3  onpedeneHHbln  Nepuog  BPeEMEHU
(MakcumanbHoe BpeMsl NPOCTOA) MapLUpyTM3aTop NpepbiBaeT noakntoveHne kK IHTepHeT u
He MOXeT BOCCTaHOBWUTbL ero aBToMaTuyecku, Korga Bbl CHOBa obpallaeTtecb Kk UHTepHer
pecypcy. UTo6bl akTMBMpOBaTb 3Ty OMNuUMIO BbibepuTe COOTBETCTByoWee none. Ecnu Bbl
XOTUTE, 4TOOblI MOAKMIOYEHNE OCTaBanioCb akTMBHLIM MOCTOSHHO, B none MakcumanbHoe
BpeMsA MpocTos crnegyeTt ykasaTb 3HadeHue "0". Takke MOXHO yKasaTb nepuon AencTBust

noakKnK4yeHnd o Tex nop, noka He 6yneT caenaH 3anpoc Ha HOoBOe.

BHumaHue: WMHorga nogknioyYeHne He MOXET ObiTb npekpaweHo, naxe ecnin B none
MakcumanbHoe BpeMA nNpPOCTOA YyKa3aHO ornpeaefneHHoe 3HadYeHue, TaK KaK HEeKOoTopble

NpunoxeHnsa B OHOBOM pexume obpaiyarotes kK MIHTepHeT-pecypcam.

& lMpumeyaHue:

Ecnn Bbl He 3HaeTe, kakoi TWM MOAKMHOYEHMs BblOpaTb, HaxmuTe KHomky [louck, u
MapLipyTM3aTop aBTOMaTU4YeCkM MpPOBeAeT CKaHWPOBaHUME CEPBEPOB UM MPOTOKOMOB,
ucnonbayemblx MHTepHeT-nogknoyeHnemM. QOyHKUMA 0TOBpasUT  TUM  MOAKMIOYEHUS  Mpu
oBOHapyXeHU! MapLipyTM3aTopoM akTuBHOro WHTepHeT-cepBuca. [aHHaa wuHdopmauus
npMBOAMTCA TOMbKO ANs crpaBku. YToObl y6eauTbCs B TOM, YTO MMEHHO 3TO MOAKIIYEHMe
NpenocTaBnsieTcsl NOCTaBLUMKOM VIHTEPHET-YCyr, HY>XHO 0OpaTUTLCA HEMOCPEACTBEHHO K HEMY.

MapLupmisaTop MOXET BbIABUTb crneayroLwimne Ttunbl I'IO,EI,KJ'IIO‘-IGHVIVIZ

o PPPOE - [Inga nogkntodeHni, ncnonbaytowmnx PPPoE, Tpebyetcs ykasaTtb MMs nonb3oBaTenst
1 naporb.
e nHamnyeckmn I[P — T[logknioyeHnsa, wcnonb3ylowme HasHavyeHne AMHaAMUYECKMX
IP-appecos.
o Ctatnueckum IP — NoaknoueHns, Ncnonb3yolme HasHa4yeHne CTaTu4eckmx agpecos.
MapLupyTmnsatop He MOXeT 0OHapyXuTb Takue nogkntoveHus kak PPTP/L2TP/BigPond. Ecnun

NOCTaBLUNK MIHTEPHET-yCNyr UCMOMNb3yeT OAWMH M3 TaKuX MPOTOKOSIOB, Bbl AOMKHbI NPOU3BECTU
MOAKIIOYEHNE BPYYHYHO.

4.5.2 JlokanbHana ceTb

Bbl6paB CeTtb - JlokanbHasa ceTb, Bbl MOXETE HacTpouTb IP-napameprl nokaneHOW ceTH, Kak
NOoKa3aHO HUXe.
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JlokanbHasA ceTb

MAC-anpec: FO-FO-FO-FO-FO-FO

IP-appec: | 192.1658.0.1 |

Macka nofceTH: 2002552000 (v

CO¥paHUTE

Punc.4-13 JlokanbHas ceTb

MAC-agpec — dusmdeckun agpec mapLupyTmsaTopa, kak nokasaHo B okHe LAN. [daHHoe

3Ha4YeHME HE MOXET ObITb M3MEHEHO.

IP-appec — YkaxuTe |IP-agpec mapLipyTmsatopa unm copockTe ero, UCnonb3ys AeCATUYHBIN

dopmaT C pasgenutenbHbIMU ToYKamMm (3HaYeHne no ymonyauumio: 192.168.0.1).

Macka noacetm -— [laHHoe 3HadeHue onpedensieT 3HadeHne cetun. OO6bl4HO 3TO
255.255.255.0.

& lMpumeyaHue:

1. Ecnn Bbl uamenunu IP-agpec nokanbHOW CETW, Bbl AOMKHbI yKasbiBaTb 3TO 3HAYeHMEe Nnpu
BXOZE B MapLupyTn3aTop.

2. Ecnu HoBbIn IP-agpec nokanbHOW CeTM He COOTBETCTBYET Macke nogcetw, nyn IP-agpecos
DHCP-cepBepa Takke nsameHutcs, a pyHkumm BupTtyanbHbin cepsep n DMZ Host He GyayT
pabotatb OO0 Tex Mop, MOKa B MX HACTPOWKM He OyaoyT BHECEHbl COOTBETCTBYHOLLUME
N3MEHEHUS.

453 IPTV

Bbibpas CeTb - IPTV, Bbl MoxeTe HacTpouTb IPTV (puc. 4-14):

IPTV

Mopt IPTV STB:

CO¥paHnTE

Puc. 4-14 IPTV

Ha aton cTpaHuue Bbl MoxeTe HacTpoutb nopt IPTV STB.

Bbi6epute nopt LAN, kotopuin 6ynet pabotate B pexume mocta ¢ noptoMm WAN. Ecnu y Bac ectb apyroe

YCTPOWCTBO, KOTOPOE Bbl XOTUTE MoakmnounTb K coeguHeHnto WAN, Bbl MoxeTe BblOpaTb nopT LAN, koTopbin

Oynet nonyyatb naketbl oT nopta WAN. Hanpumep, Bbl MoXeTe nogkntountb IPTV-npuctaeky Kk onpegeneHHomy

nopTy M nony4uTb curHan u IP-agpec HanpsMyl OT nocTaBlimka WHTepHeT-ycnyr 6e3 motepb B KayecTse

nepegayun, gaxe korga Ha KOMMbOTEP, NOOKIMHOYEHHLIN K MapLipyTnu3aTopy, 3arpy>xarTcqd TOppeHT-hannbl unu

dhannbl Ha MakcMManbHOW CKOPOCTW.
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4.5.4 KnonupoBaHue MAC-agpeca

BbibpaB CeTb - KnoHnpoBaHme MAC-agpeca, Bbl Mmoxete HacTpoutb MAC-agpec WAN-cetn

(pnc. 4-15):
MAC-anpec WAN: FO-FO-FO-FO-FO-F1 [BDCCTaHDBHTb 3aeoacKoi ]
MAC-agpec KoNMNbOTEPA: [I‘{_ﬂDHHpDBaTb MAC-agpec ]

Puc. 4-15 KnonnposaHue MAC-aapeca

HekoTtopble noctaswmkn UHTepHeT-ycnyr Tpebytot pernctpaumm MAC-agpeca agantepa. 3gech

peako TpebyeTcsa BHOCUTL Kakme-nmbdo U3MeHEHMS.

>

MAC-agpec WAN — B atom none otobpaxaeTtca tekywmn MAC-agpec WAN-nopTta. Ecnn
Balw noctaBwmk NHTepHeT-ycnyr TpebyeT oT Bac 3apeructpmpoBate MAC-agpec, ykaxuTte
KoppekTHoe 3HadyeHne MAC-agpeca B dopmate XX-XX-XX-XX-XX-XX (rge, X — aTo

LecTHaguaTepmyHoe Yncro).

MAC-agpec komnbloTepa — B 3tom none otobpaxaetca MAC-agpec komnbioTepa,
KOTOpbI MCNOMb3yeTcs Ans ynpaBneHus MaplipytusatopoMm. Ecnm Tpebyetcs ykasaTb
3HauyeHne MAC-agpeca, Haxmute kHonky KnoHupoBaTb MAC-agpec un atotr MAC-agpec
nosisutcs B none MAC-agpec WAN.

UTtobbl BepHyTb 3aBoackoe 3HadeHne MAC-agpecy WAN-nopTa BOCMOMb3yNTECH KHOMKOW

BoccTtaHoBuTb 3aBoackon MAC-agpec.

Haxmunte KHOMKY COXpaHI/ITb, 4yTOObI COXpaHWUTb caelaHHble NU3SMEeHEeHUA

&= lMpumeyaHwme:

1.

Tonbko koMnbloTeP (KOMMbIOTEPDI) Ballen SIOKanbHOW CETU MOXET NONb30BaTbCs (PYHKUNENR
KnoHupoBaHue MAC-agpeca.

Ecnu Bbl uamenunu 3HadeHme B none MAC-agpec WAN, v tvn nogkntodeHnsa k cetn WAN
ykaszaH PPPoE, caenaHHble n3aMeHeHusi BCTYNST B CUIY TOMbKO MOCIE NOBTOPHOW YCTaHOBKM
coeIHEeHA.
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4.6 becnpoBogHasa nepeaaya AaHHbIX

BecnpoBoAHOM PEXM

- Hac1poitki GecnpoBogHOT0 peXUMa

- JawmTa BecnpoBoAHOID peXuMa
- tbuneTpauma MAC-agpecoB

- PACIIMPEHHBIE HACTPORKN

- CratmcTvka GecnpoBogHOIo pexuMa

Puc. 4-16 MeHto becnpoBogHas nepefada gaHHbIX

B meHio BbecnpoBogHOM pexum cogepxartcsa nsaTb nogmeHio (cm. puc. 4-16); Hactpomku
6ecnpoBoagHoro pexuma, 3awmrta 6ecnpoBogHoro pexuma, Punstpauna MAC-agpecos,
PacwupeHHble HacTponkn 1 Ctatuctuka 6ecnpoBogHOro pexmuma. Buibepute ogHO M3 HUX
05151 HACTPOMKM COOTBETCTBYOLLEN (DYHKLMN.

4.6.1 HacTponkun 6ecnpoBogHOro pexmnma

Boibpas BecnpoBogHon pexum - HacTporku O6ecnpoBOAHOrO pexuma, Bbl MOXETE
NPOmn3BECTM HacTpPoVKy 6a3oBbIX NapameTpoB GECNPOBOAHON CETMU.

HacTpoiku 6ecnpoBogHOro pexuma

A cemi: | TP-LIMK_FOFOFO | (Takxe HazbleaeTeA 55100

PervoH: | Poccua v|

Pekinn: |11hgn CMELAHHEIR "|

LLIpuHa KaHana: | AETO i |

BrniouuTe GecnpoBogHOe BelLaHWE POyTERE
BENHYMTE WHpOKDEEWEHKWE SSID

[ Benwumte WDS

COxpaHHTL

Puc. 4-17 HacTtpolikn 6ecnpoBoaHoOn cetu

> Wma cetn (Takke HasbiBaetcA SSID) — YkaxuTe 3HadeHne gnvHom Ao 32 CMMBOJIOB.
Bcem 6ecnpoBOOHbIM YCTPOWCTBAM CETU [[OSKeH ObiTb MPUCBOEH OOUH U TOT Xe
noeHTudumkatop SSID. YTto kacaetca 6e3onacHOCTM GeCnpoBOAgHON CETU, MAEHTUdUKATOP
SSID no ymonyaHuio  (XXXXXX — nocnegHue LwecTb YHUKanbHbIx cumornos MAC-agpeca

MapLipyTusaTopa). [JaHHoe none siBnseTcs YyBCTBUTENbHbLIM K pernctpy. Hanpumep, TEST
n test — aTO pasHble 3HaYEHUS.

> PernoH — Bbibepute COOTBETCTBYIOLLEE 3HAYEHME U3 BbiNagatoLlero MeHo. B gaHHom none

yKasblBaeTca pernoH, rae yHkuma 6ecnpoBogHOM nepedayn AaHHbIX MOXeT ObiTb
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ncnonb3oBaHa. Mcnonb3oBaHne gaHHOWM ('byHKLI,VIVI B permoHax, He yKa3aHHbIX B CMNuUCKe,

MOXeT ObITb He3akoHHbIM. ECnn Balleli cTpaHbl v perMoHa HeT B cnuncke, obpaTuTech 3a

NOMOLLbKO B MECTHOE NpaBUTENbCTBEHHOE areHTCTBO.

Mocne ToOro, Kak pernoH ObIn Bbl6paH, HaXMUTE KHOMMKY COXpaHMTb. B nosiBuBWweMCA

WHOPMaLMOHHOM OKHe HaxkmuTe kHorky OK.

Coobue HHe c ge B-cTpaHHubI

' E Maponk aTAMYaeTca aT NOATESP# AEHKA NaponA!
L

MHdpopmMaunoHHOe OKHO

& lMpumeyaHue:

MN3-3a TpeboBaHUin MECTHOrO 3aKkoHOAATeNbCTBa y Bepcumn ans CesepHoi AMEpPUKN OTCYTCTBYET

onuws Belibopa pervoHa.

» KaHan — B aToM none ykasbiBaeTcs paboyasd 4acTtota. YUMcrno kaHanoB MO yMOSYaHWio
wecTb. He cnegyeT M3MeHATb 3TO 3HAYeHME, €CNU TOMbKO HEe BO3HMKIM Mpobriembl C

nomexamu oT HaxoasLencs NobmM3ocT ApYroi ToOYKM AoCTyna

> Pexum — BbibepuTe COOTBETCTBYIOLLNIN pexuM. 3HavyeHne no ymonyaHuio 11bgn mixed

Tonbko 11b — Bbibepute, ecnn Bce GecnpoBogHblE KIMEHTbI MOAAEPXKMBAKOT CTaHO4ApPT
802.11b.
Tonbko 11g — Bbibepute, ecnn Bce GecnpoBogHble KIMEHTbI MOAAEPXKMBAKOT CTaHOAPT
802.11g.
Tonbko 11n - Bbibepute, ecnn Bce 6ecnpoBOAHbIE KIMEHTbI NOALAEPXKMBAKOT CcTaHAapT
802.11n.

11bg cmewaHHbIn - Bbibepute, ecnu wucnonb3yete OeCcnpoBOAHbLIE  KIWEHTHI,
nogaepxusatowme ctaHgaptel 802.11b n 802.11g.
11bgn cmewaHHbIn — Bbibepute, ecnu ucnonb3yete 6ecnpoBOAHbIE  KIMEHTHI,

nogaepxusatowme ctaHgaptol 802.11b, 11g, n 11n.

Bbibepute HyXHbI pexm 6ecnpoBogHOM nepedaym gaHHbiX. Ecnm Beibpan 802.11g, To Tonbko
f6ecnpoBogHble cTaHuuu ctangapTta 802.11g cmoryT nogknwoyvatbecs K MapwpyTtusaTtopy. [pu
Bbl6ope 802.11n Tonbko GecnpoBoaHble CTaHUuMK cTaHaapTa 802.11n cMoryT nogknoyaTbes K
TOJYke pocTyna. HacrtoatenbHO pekomeHayeTcs BbiOpate pexum 802.11bgn, 4yTobGbI BCe
GecnpoBogHble ctaHumn ctaHgaptoB 802.11b, 802.11g n 802.11n cmornuM nogkniovaTbes K

MapLipyTm3aTopy.
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>

UJMpVIHa KaHana — Bb|69p|/|Te LLNPUHY KaHana 13 BbliNagatoLlero cnmucka. Mo yMOn4yaHuio
yCTaHOBINEHO ABTomMaTtmyeckn. B atom cny4ae perynumpoBka LWNpUHbI KaHana ana KnMeHToB

npon3BoaAnTCA aBTOMaTUYECKN.

&= lMpumeyvaHue:

Ecnn B none Pexum BbibpaHo Tonbko 11b, Tonbko 11g nnn 11bg cmewaHHbIn, none WnpuHa
KaHana CTaHeT Ceporo LBeTa, U B HeM nosiBuTcs 3HadeHne 20M, koTopoe Henb3sa byaeT
N3MEHUTB.

>

BknouuTb GecnpoBogHoe BellaHue poyTepa - DyHKUMS nepedayn paguocurHana
MapLipyTu3aTopa MOXeT ObITb BKMOYeHa UMM BbIKMoYeHa Ans obecrnedveHns OocTyna

GecnpoBOOHbIX CTaHLMIA.

Bknountb wupokoBewaHne SSID - Korga 6GecnpoBoaHble KNWEHTbl NPOBOAST
nccrnegoBaHue yvactka 6ecnpoBOQHON CETU, OHW BbISIBMISAKOT TPAHCNSAUMIO naeHTuduKaTopa
SSID, nposogumyto MapwpyTtu3atopoMm. Ecnu  Bbl  oTMeTUTE A4velriky Bknouutb
wupokoBelwaHme SSID, mapwpyTnsatop 6yget TpaHcnuposaTb csoe nmd (SSID).

Bknounte WDS — BhibpaB 310 none, Bbl aktuBupyete dyHkumo WDS. C nomoLbio 3Tou
byHKUMM MapLLPYTM3aTOP CMOXET yCTaHaBNMBaTb MOCTOBOE COEAMHEHNE MEXAY ABYMS UMK
bonee GecnpoBogHbiMy nokanbHbiMKM ceTamn (WLAN). lMpn BblIGOpe 3TON AYEnKM Takke
OyneT HeobxoouMO ykasaTb psg MapaMeTpoB, Kak NOKa3aHo Ha PUCYHKE Huxke). Ybeoutech B
TOM, YTO JaHHble HAaCTPONKM yKa3aHbl BEPHO.

BrnwduTe WDS

SSIMcoedHHEHHE THIA “MOCT™);

BSSID{coenHHEHHe THNA “MOCT™) MNpumepn:00-10-0F-11-22-33
Tun KNYa; Het w
Wunekc WEP:

Tvn ayTeHTHPHKALMK:

Mapones:

CO¥paHMTE

e SSID (coeanHeHue TMNa «MocT») — NoeHtudmkatop SSID Toukm goctyna, K KOTOpon
B KayecTBe KnveHTa cobupaeTcs NoAKMYMTECA MapLupyTmM3aTop. Takke Bbl MOXeTe

3agencTBoBaTb (PYHKLUMIO MOMCKa, 4Tobbl BbibpaTh SSID anga nogknoyveHus.

e BSSID (coegnHeHue TMna «MocT») - MoeHtTudwmkatop BSSID Toukm pgoctyna, K
KOTOPOW B KayecTBe KNneHTa cobupaeTcsi NOAKMIUYNTBCA MapLupyTu3aTop. Takke Bbl

MOXETe 3af4encTBOBaTh PYHKLMIO noucka, Ytobbl BbibpaTte BSSID anga nogknoyeHus.

e [Mowuck — lNouck Toukn JOCTYNa, UCMONb3YIOLLEN TEKYLLMI KaHan.
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L] Tun knro4ya — B atom none 3HadveHue BbI6MpaeTCFI B 3aBUCMMOCTU OT napamMmeTpoB

©e30nacHOCTM TOYKM pocrtyna. PekomeHayeTcs, yTobObl JA@HHOE 3Ha4YeHMe coBnagarno

CO 3Ha4YeHneMm, ykalaHHbIM A5A TOYKU AoCcTyna.

e WHpekc WEP — Vcnonb3ayeTtcsa npu Beibope WEP(ASCII) nnn WEP(HEX) B none Twvn

kntova. B gaHHOM none ykasbiBaeTca uHgekc knoda WEP.

e Tun ayteHTMdMKaumm — [JaHHas onuusa JormkHa ObiTb BbiOpaHa, ecnv B none Tun
kntoya BbibpaHo 3HaveHne WEP (ASCIl) wnn WEP (HEX). 3gecb ykasblBaeTcs Tvn

aBTOPM3aLIMN KOPHEBOW TOYKM AOCTYNA.

° I'Iaponb - I'Ipm NOAKITHIYEeHUN TOYKM OOCTYyNna MapLupyTn3aTtopa HeobxoaMMo B JaHHOM

rnore ykasaTtb Naporb

4.6.2 3awuTa 6ecnpoBOAHOIro pexuma

BbiGpae BecnpoBogHoi pexum - 3awmta 6ecnpoBOOHOr0 peXumMa, Bbl MOXETe HacTpOUTb

napameTpbl 6e3onacHoCTy Ballei 6ecrnpoBOAHON CETH.

Y mapwpyTtusatopa MMeeTcs NATb PEXUMOB obecnedyeHuss GesonacHoOCcTM 6GecnpoBOAHOro
pexuma - WEP (Wired Equivalent Privacy), WPA (Wi-Fi Protected Access)-Enterprise, WPA2
(Wi-Fi Protected Access 2) — Enterprise, WPA — Personal, WPA2 — Personal.

O OTKMIOHNTE 3ANTY

O WEP
Tun: ABTOMATHYECKAA b
Dopuar WEP 1ova: IecTHanUaTepHUHEIR ¥
Ko BBIOpaH WEP Kniou Tun Knwoua
Koy 1 OTKNKYUTE b
Koy 20 OTKNKYUTE b
Koy 3 OTKNKYUTE b
Koy 4. OTKNKYUTE b

' WPA/WPAZ - Enterprise
Bepcua: ABTOMATHYECKAA b
Udhposanue: ABTOMATHHECKAA v
IP-anpec Radius-cepsepa:
Radius-nop: 1812 {1-66534, 0 02HAYEET NOPT N0 YMONYaHWK0 1812)
Napone Radius-cepeepa:

MNepnon 00HOBIEHNA PYNINCEOTo KNkYa: a (B CREYHAAY, MHHUMANBHOR 3HaueHHe 30, 0 03HaUaeT OTCYTCTEME OBHOBNEHMA)

@ WPA-Personal WPA2-Personal(PekomeHayeTca)

Bepcua: ABTOMATHYECKEA b

LWnppoBanne: AES v
Mapone PSK: 1234567850
(Bl moxkeTe BEecTH ASCI cHMEONE! B AMANaZ0HEe Meskdy 8 v 63 WNW WeCTHAAUATEPHUHEIE CHMEBONE! B AMANa30HE MeXDy 8 unu 64)
Mepnoa 0GHOBMEHHA TRYNNOBOTO KIkoYa: il (B CREYHARY, MHHUMANEHOR 3HaURHKE 30, 0 03HEYAET OTCYTCTBHE OBHOBNEHMA)
COXpaHATE
Puc. 4-18
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> OTKNOUNTL 3alumTy — Ecnn Bbl xoTuTe akTnBmnpoBaTb AOaHHYKO beHKLI,I/IIO, OTMETbTE
COOTBETCTBYHIOLLYIO FI‘-IGVIKy. HacTtositenbHo pekomeHagyeTcA Bbl6paTb OOUH U3 UMeLLInXca
pexnmon obecneyeHusn 6esonacHoOCTH.

» WEP - Ha ocHoBe craHgapta IEEE 802.11. lpu BbiGOpe AaHHOrO nonsa nosiBUTCS
BblOeNeHHasa KpacHbIM LIBETOM HaAMNUCb, Kak nokasaHo Ha puc. 4-19.

& WEP
Tun: ABTOMATHYECKEA v
Dopuat WEP knioya: lBCTHAAUATERUYHEIR %
Knio4 BLI9paH WEP Knwu Tun Knw4a
Koy 1: OTKNHKYHTE v
Koy 2 CTKNHIYHTE v
Koy 3: OTKNHYHTE v
Kniou 4: OTKNHYKTE hd
Wbl HE pEKOMEHOYEM MCAONE20EETE WEF WMDROEaHWE, BCOM YCTRORCTED pafoTaeT B
pexume 802110, Tak kak cneurdueauna 802110 He nogoepeneacT WEP.
Puc. 4-19

e Tun — Bbl MmoxeTe BblOpaTh TN WEP-3awwmThl 13 Bbinagatowero cnmucka. 3HavyeHue no
ymonyaHuio ABTOMaTMuecKas. OTO O3Ha4yaeT aBTOMAaTUYECKUI BbIOOP 3HaYEeHUs
Kntou obuwero goctyna unv OTKpbITaa cuctemMa B 3aBMCUMOCTM OT MapaMeTpoB

GecnpoBoaHON CTaHLMK 1 3anpoca.

e ®opmatr WEP knrua — 30ecb MOXHO BblbpaTh LlecTHaguatepuuHbin unu ASCII
dopmar. LWecTHaguaTepuyHbIN cdopmat O3Havaet KOMOMHaumMIo
WwecTHaguatepuydHbix cumsonos (0-9, a-f, A-F) onpegenenHon anudel. ®opmat ASCII

O3Ha4aeT KOM6VIHaL|,VII-0 KnaBnaTypHbIX CMMBOJIOB onpe,qeneHHoﬁ OJTAHbI.

e WEP kntoy — Beibepute oanH 13 yetbipex knoden n ykaxmte WEP-kntouy. Y6eanTtech

B TOM, YTO JaHHble 3HaYeHNs 0ANHaKOBbI ANA BceX 6ecnpoBoAHbIX CTaHLMUA CeTU.

e Twun knwo4a — 30ecb MOXHO ykasaTtb anvHy WEP-kntoua (64-, 128- unm 152-6uTHbIN).
3HadyeHne "OTkMYeHO" o3HavaeT, 4TtOo 3anuck ¢ WEP-kniovyom sBndaetcs

HeOencTBUTENbHOMN.

64-6MTHLIN — Bbl MOXeTe ykasaTb AecAaTU3HayHoe LecTHaaLuaTepUyYHOe YNCNOo
(komBuHaums cumeonos 0-9, a-f, A-F, HyneBow koY He NoaaepXXMBaeTCs) Unu
nATU3Ha4vHoe vncro B koguposke ASCII.

128-6MTHBIN — 34eCb MOXHO yKa3aTb 26-3Ha4yHOe WeCcTHaguaTepnyHoe Yncro
(komBuHaums cumsonos 0-9, a-f, A-F, HyneBow knioY He NnoaaepXxMBaeTcs) Unu
13-3Ha4Hoe vncno B koamposke ASCIL.

152-6UTHBIN— 3406eCb MOXHO 32-3HAa4YHOE LLeCTHaALaTepU4Hoe Yncno (koMmomHauus
cumsonos 0-9, a-f, A-F, Hynesown kno4y He nogaepXxmBaeTcs) nnn 16-aHadvHoe Yncno B
koguposke ASCII.

&= lMpumeyvaHue:

Ecnn Bbl He ykasanu knwod, QyHKUMa obecneyeHus GesonacHocTu 6GyaeT ocTaBaTbes
OTKIMIOYEHHON, Aaxe ecnu B Tune ayteHTMdmKaumm 6bin BbibpaH Knoy coBMecTHoro gocryna.
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> WPA /WPA2- Enterprise — Ha ocHoBe cepBepa Radius.

Bepcusa — 3g0ecb M3 BbIMagarollero cCnmvcka MOXHO BblOpaTb BEpCUMIO anroputma
wndposaHns WPA. 3HayeHne no ymonyaHuio ABTOMaTUYeCKU. JTO O3HaYaeT, uTo
aBTomaTtudeckn Oypet BbiOpaH pexum WPA (Wi-Fi Protected Access) nnn WPA2

(WPA version 2) B 3aBMCMMOCTM OT NapaMeTpoB 6ecnpoBOaHOWM CTaHLUKM UK 3anpoca.

LundcpoBaHue — 3aecb MOXHO BblOpaTh 3HavyeHust ABTomaTndeckn, TKIP nnn AES.

&= lNpumevaHue:

Ecnu Bbl BoibepuTte suenky WPA/WPA2 — Enterprise n 3atem BbibepuTte wingposanne TKIP, Bbl
yBMANTE BblOENEHHYIO KpAaCHbIM LIBETOM HaAMMCb, Kak NokasaHo Ha pwuc. 4-20.

| WPAWPAZ - Enterprise
Bepcua: ABTOMATHYECKAA b
LincpposaHe: ABTOMATHYECKAA b
IP-agpec Radius-cepeepa:
Radius-nopt: 1812 (1-65535, 0 0zHa4aeT NOPT No YMOonYaHu 1812
Maponk Radius-cepeepa:

Mepuog, 0GHOBAEHHA TPYNINCBOT o KNKYa:Z o (B ceryHAAN, MUHUMAaNLHOE 3HaYeHWe 30, 0 o3HaqYaeT OTeyTCTEME 0fHOBNEHKA)

Puc. 4-20
IP-appec Radius-cepBepa — 3gecb ykasbiBaeTtca |IP-agpec Radius-cepsepa.
Radius-nopt — Ykaxute Homep nopta gnsa Radius-cepsepa
Maponb Radius-cepBepa — Ykaxute napornb ansa Radius-cepsepa.

Mepuon OGHOBNEHMSs TrPYNMNOBOro Knw4va — YKaxuTe nepuoa o6HOBMEHUs.
3HayeHVe ykasblBaeTcA B cekyHaax, U MoxeT 6biTb paBHo 30 unu Bbille. YToObI

OTKMIOYUTL PYHKLNIO, HeoGXoanMo ykasaTb 3HadeHue 0.

> WPA-Personal/WPA2-Personal — Tun ayteHTudmkaumm WPA/WPA2 Ha ocHOBe COBMECTHO
ncnonb3yemMon naporbHon dpasbl.

Bepcua — Bbl moxeTe BbiGpaTb Bepcuto anroputma wudposaHns WPA-PSK un3
BblMagatowero cnucka. 3HayeHune no ymondaHmio ABToMmaTtuyecku. 310 03HayaeT, 4YTo
aBTOMaTtuyeckn BbiOMpaeTca oauvH M3 cneaywowmx pexumos WPA-Personal uvnu

WPA2-Personal B 3aBUCMMOCTM OT NapamMeTpoB 6ecnpoBOAHOM CTaHLMK U 3anpoca.

WundpoBanme - [lpn BbiGope WPA-Personal wnn WPA B kadectBe Tuna
ayTeHTUUKaLUmM MOXHO ykasaTb OQHO U3 criefylowmux 3HayeHn - ABToMaTuveckas,

TKIP nnn AES B kauyecTBe anroputma WngpoBaHust.

&= lMpumeyaHue:

Mpwn BbIGope nons WPA-Personal/WPA2-Personal 1 anroputma wmndgpoaHus TKIP nosButcs

BblgeneHHasi KpaCHbIM LIBETOM HaAMNUCb, Kak nokasaHo Ha puc. 4-21.
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{ WPA-Personal/WPA2-Personal(PekoMeHayeTeA)
Bepcua: ABTOMATUURCKAA »
WincppoBanne: AES v
Mapons PSK: 1234567890
(Bbl mokeTe BEECTH ASCII CUMBONE! B AManNazoHe Mexay 8 M 63 MAW WeCTHAAUATERHIHEIE CHMBOMNL! B AHANA30HE MEXAY B |nd 64 )
Mepuon, 0GHOBREHHA FPYNINOBOrO KNKYa: o (B CREYHAAN, MHHMMANEHOE 2HaYeHMe 30, 0 03Ha4aeT oTeyTeTBMe 00HOBNEHKA)
Puc. 4-21

e [Maponb PSK — 3necb MOXHO ykasaTb 3HavyeHue gnvHon ot 8 go 63 cumeonos

° I'Iepwo,q OGHOBNEHUA rpynnoBoro Knw4ya -— Ykaxute nepuoa oOHOBMEHMS.
3HaueHune YKa3blBaeTCA B CEKyHOAX U MOXET ObiTb 30 unu Bbiwe. YToObI OTKNIOYNTL

hyHKUMIO HEOOX0ANMO yKa3aTb 3HayeHue 0.

He 3a6yp,bTe HaXaTb KHOMKY COXpaHMTb, 4YTOObI COXpaHUTb caenaHHble B OKHE N3MEeHEHUA.

4.6.3 dunbtpauna MAC-agpecoB

Boibpae BecnpoBogHon pexum - dunstpauusa MAC-agpecoB, Bbl CMOXETE KOHTPONMpoBaTh
BecnpoBogHOM 4OCTYM, HAacTpouB hyHKuuo hunbTpaumm no MAC-agpecam (puc. 4-22).

dunbipaupa MAC-aapecos B GecnpoBogHoi ceth: OTknwYeHa Brnrouute

Mpaeuna puneTRaLMK
@' SEI'IDE!THTb AOCTYN CTAHUMAM, YEIZAHHBIM B CNIMCKE

() PazpewnTe QOCTYN CTAHLUMAM, YEAZAHHEIM B CIMCKE,

(1] MAC-anpec CocToAHHe OnHcaHne PepaktupoBath

[ boBasute Hoeyw.. |

Puc. 4-22 dunbrpaums MAC-agpecos
YTto6bl akTMBUPOBATL OYHKLNIO, HE0OX0AMMO BbiOpaTh BKNOUMTB. 10 yMOnYaHuoo, yCTaHOBMNEHO
3Ha4vyeHne OTKno4YeHa.

> MAC-agpec — MAC-agpec 6ecnpoBOaHOM CTaHLuN.
> CocTtosiHne — CoctosiHme 3anucu — BknroyeHo nnm OTKNoYeHo

»> Onucanune — OnuncaHne 6GecnpoBOAHONM CTaHLMN

Ytobbl O06aBMTb HOBYK 3annCb, HaxMuTe KHOMKy J[lob6aBuTb HOBYH... OTKpOETCA OKHO

Punbtpaumnsa MAC-agpecoB (cMm. puc. 4-23):

45



LIRLYCOIAIRLEYC SN BecnpoBogHon mapwpyTtusatop N 150 M6uTt/c

MAC-agpec:
OnHCaHHe:

Cratyc: BrnwiveHa M

[ Coxpanwte | [ Hasaa |

Puc. 4-23 dunbrpaums MAC-agpecos
YT10o6bI 4O6ABUTL U U3MEHUTb 3anUcb, HeobxoaMMo caenaThb criepylolee:

1. B none MAC-agpec ykaxuTe COOTBETCTBYLUEe 3HavyeHMe B  dopmaTe
XX-XX-XX-XX-XX-XX (roe, X — aT0 gecarepuyHoe ymcno). Hanpumep, 00-0A-EB-00-07-8A..

2. B none OnucaHme ykaxuTe KpaTkoe onucaHue OecnpoBogHOW cTaHumu. Hanpumep,
BecnpoBoagHas ctaHuus A.

3. B none CocTtosiHne wu3 BbiNagawowero cnucka BblbepuTe 3HadeHue BknroveHa wnu

BbIknroyeHa.

4. Yt0obbl COXpPaHWUTbL BBEAEHHYIO 3annCb, BOCNOMb3yNTECH KHOMKON COXPaHUTb.

YT106bI U3MEHUTL UMK YyAANUTL CYLLECTBYIOLLYIO 3anUChb:

1. Bbibepute 3anucb n Haxmmte KHoMky U3ameHuTb. YTo0bl yaanute 3anncb, BOCNONb3yUTECH

KHoMkon YaanuTb.
2. BHecute HeobxoguMble N3MEHEHUS.
3. Haxmute kHonky CoxpaHUTb.

HaxaB kHonky BKnounTb BCe, Bbl cAenaeTe BCE 3anvMcu akTUBHBIMMN.
HaxaB kHonky BbIKNOUYnNTb BCe, Bbl cAenaeTe BCe 3anMcu HEakTUBHbIMMN.
HaxaB kHOMKy YaanuTb Bce, Bbl yaanuTe BCe 3anucu.

HaxaB kHonky [Janee Bbl nepengete B crieyoLlee OKHO.

Haxas kHonky Ha3apn, Bbl BepHeTeCh B NpeablayLlee OKHO.

Hanpumep: Bbl xoTuTe npegoctaBuTb AOCTYN K MapLUpyTUM3aTopy TONbKO AN GecrnpoBOAHOM
ctaHumn A ¢ MAC-agpecom 00-OA-EB-00-07-8A n 6ecnposogHoun ctaHumm B ¢ MAC-agpecom
00-0A-EB-00-23-11. Ona aTtoro B oOkHe ®unbtpauma no MAC-agpecam 6ecnpoBOAHbIX

YCTPOMUCTB HEOOXOAMMO CcAenaTh criefyoLee:
1. HaxaB kHOMKy BKnounTb, YTOGbI aKTMBMPOBATL (OYHKLMHO.

2. Bubibepute none “OTkasaTb B AOCTyNne CTaHLUMAM, He yKa3aHHbIM B CMUCKe goctyna”

ans Mpaeun dhunbTpaumn.

3.  Yganute vnu oTKIo4YMTe BCE 3anucu (ecnm TaKoBble I/IMePOTCFI).
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4. HaxaB kHonky lo6aBuTh... 1 . B none MAC-agpec ykaxuTe 3HavyeHne 00-0A-EB-00-07-8A,

3aTem B none OnucaHume BBeguTe becnpoBogHas ctaHumss A. B none CocTtosiHue u3
BbiNadaloLwero crnvicka BblibepuTe 3HayveHne BknroveHo. Haxmute kHonky CoxpaHuTb
HaxmuTe kHonky Hasag,.

MpaBuna unbTpaLnn AOMKHbI BbIrMAAETh CrieayoLwmm o6pasoMm:

Mpaeuna ¢uneTpaumm
@- 2anpeTHTE GOCTYN CTAHUMAM, YEAZSHHEIM B CTIMCKE,

() PaspewnTe SOCTYN CTAHUMAM, YKA3aHHBIM B CIMCKE.

(1] MAC-anpec CocToAHHe OnucaHue Pepnaktupoeatb
1 00-0A-EB-00-07-8A Brkmiovena A PenaktpoBarts ¥oanuib

4.6.4 PaclumMpeHHble HaCTPOMKMU

BoibpaB BecnpoBogHoW pexum - PaclumMpeHHble HaCTPOWMKU, Bbl MOXETEe HaCTpPOUTb

pacLuMpeHHble HacTPOWKKU GecnpoBOAHOM CETMU.

MHTepBaN HaAKa: 100 (40-1000)

Mopor RTS: 2346 (256-2346)
Mopor MparkeHTaLMH: (256-2346)
WHtepean DTIM: 1 (1-285)

AKTHEMPOBATE 'YWhihd
AKTHEMPOEATE Short Gl (iopoTkHA 38 WMTHRIR MHTRRESN)

[] AxTerpoeate AP Isolation (M20NALKA TOYKKM A0CTYNE)

COXpaHHTE

Puc. 4-24 PacluMpeHHble HacTpOWKK

> WHTepBan masika — 34ecb MOXHO ykasaTb 3HadeHue B npegenax ot 20 go 1000 mcek.
[aHHasa dyHkums oTnpaensieT Beacon-nakeTbl Ang CUHXpOHM3auumn paboTbl 6ecnpoBogHON
cetn. [aHHOe 3HauyeHue onpedenseTr WHTepBan Mexgy oTnpaskon Beacon-nakeTos.
3HayeHne no ymonyanuio 100.

> Mopor RTS - 3gechb ykasbiBaeTcsa 3HavyeHue nopora RTS (Request to Send). Ecnv BenuunHa
naketa npeBbILWAET YCTAHOBNEHHOE 3HadveHune nopora RTS, mappytmsaTop npoussogut
otnpaBky kagpoB RTS K npuHuUMalowen craHuMM W COrnacoBblBAeT  OTNpaBKy
WHOPMaLMOHHOTO Kagpa. 3HadyeHue nNo ymonyaHuio 2346.

> Mopor cpparmeHTaumm — [JaHHOe 3Ha4YeHue onpenenseT pparMeHTauunio naketos. Ecnu oHo
YCTAHOBIIEHO  CIMLLUKOM HU3KMM, 3TO MOXET nNPUBECTU K HeyaoBMneTBOPUTENbLHOM
NPOM3BOOUTENBHOCTM CETU M3-3a Hanuums 6Gonblioro 4vvcna naketoB. Mo ymonyaHuio
ncnonb3yeTcd 3HadyeHne 2346. PekoMeHOyeTCcs UCNOoNb30BaTb MMEHHO 3TO 3HaYEHMe.

> WHtepBan DTIM — 370 3HauyeHue onpeaensieT nHtepsan ans coobueHna DTIM (Delivery
Traffic Indication Message). lNone DTIM saBngerca nonem oTcyeTa, MHAOPMUPYHOLLUM
KNMEHTOB  Crnegylowero OKHa  Ansg  MNpoCrnylUMBaHWS  LUMPOKOBELWATENbHbIX MU
MHOroagpecHbIX  COOOLLEHUN. Korga MapLipyTU3aTop  COXpaHdeT B Oydep
LUMPOKOBELLATENbHbLIE UM MHOroaApecHble COOBLLEHNS ANt aCCOLMMPOBAHHBLIX KITMEHTOB,
OH oTtnpasnseT cneaywuwee DTIM co 3HayeHuem mHTepBana DTIM. Bbl moxeTe ykasaTb
3HayeHue B npegenax or 1 go 255 wuHTepsanoB Beacon-naketoB. [lo ymonyaHuio
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ucnonb3yetcs 3HaveHue 1, yto osHadvaeT, 4Yto DTIM-uHTepBan paBeH ogHOMY MHTepBany
oTnpaBku Beacon-naketos.

>  AxktmBupoBatb WMM — dyHkums WMM obecneymBaeT nepBoovepeHyto nepegady naketos
C BbICOKOMPUOPUTETHLIMU COOBLLEHNSIMU. HacToATENBHO pEKOMEHAYETCA UCNOMb30BaTh 3Ty

YHKUMIO.

> AktuBupoBaTb Short Gl — PekomeHayeTcs ncnonb3oBatb 3Ty OYHKLMIO, YTOObLI YBENNUYUTD
€MKOCTb [JaHHbIX MOCPeACTBOM YMeHbLUEHUS 3alnTHoro nHTepeana (Guard Interval, Gl).

> AktuBupoBaTb AP Isolation — [JaHHas dyHKUMA no3sBonseT usonuposaTb 6ecnpoBoaHbIe
CTaHUuMu ceTu pJpyr oT pgpyra. B atom cnydyae OGecnpoBogHble ycTponcTBa 6OyayT
B3auMMOAeNCTBOBaTb C MapLUPYyTU3aTOPOM M He CMOryT B3auMOoAenCcTBOBaTb APYr C APYroMm.
UTo6bl akTMBMpoBaTb OYHKLMIO U30NALUMU TOYKU AOCTyNa, OTMETLTE COOTBETCTBYHOLLYHO
Aa4eriky. Mo ymonyaHuio gaHHaa yHKLUUSA OTKIIoYeHa.

&= lMpumeyvaHue:

Ecnu Bbl HegocTaTOYHO XOpoLWlo 3HaeTe HaCTpOIZKI/I OaHHOro OkKHa, HaCToATENIbHO peKkoMmeHOyeM
HE M3MEeHATb YCTaHOBJIE€HHble NO YMOJIYaHUKO 3Ha4YeHUuA. B NPOTUBHOM CJly4ae BO3MOXHO
yxXyalweHne npon3soanTesibHOCTU 6€CI'IpOBO£I,HOIZ ceTn.

4.6.5 Ctatnctuka 6ecnpoBogHOro pexuma

BoibpaB BecnpoBogHoM pexum - CTaTUCTMKa OecnpoBOQHOrO peXuma, Bbl MOXETE
npocMmoTpetb  uHGopmauuio no MAC-agpecy, TeKywemy COCTOSHUIO, MOSTYYEHHbIM W
OTMNpaBreHHbIM NakeTamM Ans KaXaon Noaknto4eHHon 6ecnpoBOAHON CTaHLMM.

YHC MO NOJKMIOYEHHBIX B HACTOAWLSE BpeKA SecnpoBoAHbLIX CTAHUMIL 0 OBHOBHTE

Puc. 4-25 Ctatuctmka 6ecnpoBogHOro pexuma

» MAC-agpec — MAC-agpec nogkntoyeHHon 6ecnpoBogHON CTaHUmMK

» Tekywee coctofHue — 30ecb oTobpaxaeTcs Tekyliee cocTosHne 6ecnpoBOgHON CTaHLMM -
STA-AUTH / STA-ASSOC / STA-JOINED / WPA | WPA-PSK /| WPA2 | WPA2-PSK /| AP-UP /
AP-DOWN / OTtknro4yeHo

> HonyquHble nakeTbl — [akeThl, NnoJsty4yeHHble cTaHuuen

> OTﬂpaBneHHble naketbl — [1akeThbl, oTnpasBJieHHble CcTaHuuen

Bbl He MoXeTe BHOCUTb WU3MEHEHUSI B AaHHble, npencraBneHHble B JaHHOM OKHe. YTtobbl

OOHOBUTb MHGOPMAaLMIO B OKHE, HaXXMUTe KHOMKy OGHOBUTD.

Ecnn konuyectBO MOAKMIOMEHHbLIX CTaHUMA  3aHMMaeT OGonblle OOHOW  CTpaHuLbl,
BOCMONb3yNTECH KHOMKOM [anee, 4ToObl MEpPerTM Ha CreayloLlyo CTpaHuLy, WM KHOMKOW

Haszaa, 4tobbl BepHYTbCS Ha NpeablayLLyto CTpaHuLly.

&= lMpumeyaHwme:
WHdopmaums B okHe 0BHOBNSIETCS aBTOMaTUYECKN Kaxable 5 cekyHS,.
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4.7 DHCP

DHCP

- Hacrpoiikn DHCP

- Cnucok knweHtoB DHCP

- PeaepBupoBaHne agpecoB

Puc. 4-26 Meno DHCP

B meHio DHCP cogepxatca Tpu nogmeHto (cm. Puc. 4-26) — Hactpownkn DHCP, Cnucok
knueHtoB DHCP n PesepBupoBaHue apgpecoB. Bbibepute ogHO M3 HWUX ONs HACTPOMKM

COOTBETCTBYIOLLEN OYHKLNN.

4.7.1 Hactponkn DHCP

Bbibpas DHCP - Hactponku DHCP, Bbl MoxeTe HacTpouTb napameTpbl padotel DHCP-cepBepa
(cm. puc. 4-27). To ymondaHuio mapLupyTmnsaTtop pabotaet B pexunme cepepa DHCP (Dynamic
Host Configuration Protocol), 4to obecneunaet ucnons3osaHune koHdurypaumm TCP/IP ons Bcex

KOMMNbHOTEPOB NoKanbHOM CeTU, NOAKMYEHHbIX K MapLpyTu3aTtopy.

Hactonkn DHCP

DHCP-cepeep: (O OTKMIOYKTE (&) BRNIYUTE

HavaneHbii IP-agpec:
KoHeuHlii IP-agpec:
CpoK nelcTBHA agpeca: MUHYTE (1 ~2880 MUHYT, ZHAYEHKME N0 yMONdaHuo 1200
OCHOBHON WA 3: {Heofiaz)
JLoMEeH No YHMOMHaHH: I:I (HeofiAz)
MepBH4HLIA DNS: (Heofaz))
BropHuHbii DNS: (HeofiAz)

COxpEHMTE

Pwuc.4-27 Hacrtpoviku DHCP

> DHCP-cepBep — OTkntounTtb unm Bknountb DHCP-cepeep. Ecnu Bbl oTKNtovaeTe cepaep,
B Ballen ceTu JormkeH ObiTb apyrovi DHCP-cepBep nnvm B NPOTUBHOM Criydae Bbl OOMKHbI

OyneTe NPOU3BECTM HACTPOMKY KOMMbIOTEPA BPYYHYHO.

> HavanbHbI IP-agpec — Ykaxute IP-agpec, ¢ kotoporo DHCP-cepsep 6yaet npuceamBaTtb

IP-agpeca. Mo ymonuaHuto ncnonb3yerca 3HadyeHne 192.168.0.100.

> KoHeuyHbn IP-agppec - Ykaxute koHeudHblin |IP-agpec pgumanasoHa, MCMNONb3yemoro
DHCP-cepeepom npu npucsoeHunn IP-agpecos. 1o ymonyaHuioo MCNonb3yeTcs 3HadeHue
192.168.0.199.

> Cpok penctBus agpeca — [laHHoe 3HayeHWe onpenenser nepuon BpeEMEHU, B TedeHue

KOTOpPOro nonb3oBarersnto 6yneT npenocrtaBiieHO NnoAKIw4YeHne K MapLlipytms3atopy no
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Tekywemy guHamumyeckomy IP-agpecy. Cpok Aenctsunda agpeca ykasbiBaeTcs B MUHyTax. 1o

NCTEYEHMN [OaAHHOrO nepuoda Mnonb30BaTENio0 aBTOMaTUYEeCcKM OyOoeT NPUCBOEH HOBbIN
OnHamudecknn IP-agpec. 3HayeHne MoXeT ObiTb B Anana3oHe 1 ~ 2880 mMuHyT. 3HaveHne

no ymonyaHuto coctasnset 120 MUHYT.

»> OcHoBHOM wnt3 — (HeobsasatensHoe none) 3geck ykasbiBaeTcs |P-agpec LAN-nopta
MapLupyTusaTopa. 3HadeHune no ymonyarHuo 192.168.0.1.

> JlomeH no ymon4aHuio — (Heobsa3aTenbHoe nosne). B 3Tom none MoXHO ykasaTb JOMEHHOe

MMS BaLlen ceTu.

> [lMepBunuyHbin DNS - (HeoGsasatenbHoe none). 3gecb MOXHO ykasatb |IP-agpec

DNS-cepBepa, Nofny4YeHHbIN OT nocTaBLumka MIHTepHeT-ycnyr.

> Btopu4yHbin DNS - (HeoGsasarenbHoe none). 3gecb MOXHO ykasatb |P-agpec gpyroro
DNS-cepBepa, ecnu Baw noctaBwmk MIHTepHeT-ycnyr npegoctaensiet oga DNS-cepsepa.

&= lpumeyaHume:

Ytobbl mcnonb3oBath dyHkumMio DHCP-cepBepa B MaplupytTMsatope, Y BCEX KOMMbHOTEPOB
nokanbHOW ceTn AOMKHO 6bITb BbIOpaHo 3HadeHue "MNonyyaTh IP-agpec aBTomatmnyeckun”.

4.7.2 Cnucok knueHtoB DHCP

Boibpas DHCP - Cnucok knueHtoB DHCP, Bbl mMoxeTe npocmatpvBaTb MHpoOpmauuio no

BCEM KINiMeHTam MmaplipyTtuaartopa (puc. 4-28).

I HuA knueHTa MAC-anpec HazHa4ennbii IP-anpec Cpok nedcTBHA anpeca

1 tplink29257 40-61-86-FC-70-FD 192.168.0.100 01:55:34

OfHOBMTE

Puc. 4-28 Cnucok knueHtoB DHCP
> Wwma knuenTa — Vimsa knuernta DHCP.
> MAC-agpec — MAC-agpec knmueHta DHCP.
» HasHaueHHbIN IP — IP-agpec, Ha3HavyeHHbINn MappyTusaTopom knneHty DHCP

> Cpok genctBusa agpeca — Bpemsa gencteusa guHammyeckoro |IP-agpeca knneHta DHCP.
lMocne ncrteyeHus cpoka OeNCTBUSA NONb30BaTENO aBTOMaTUYECKM NMpUCBanNBaeTCs HOBLIN

AOnHamundeckui IP-agpec.

Bbl He MoXkeTe BHOCUTb M3MEHEHUSI B MHpOpMaUMio, codepkallytocs B JaHHOM OKHe. YToGbl

0BHOBUTbL MHpOPMALIMIO, BOCTIONb3YTECH KHOMKON OBHOBUTD.
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4.7.3 Pe3epBupoBaHue agpecoB

Boibpas DHCP - PesepBupoBaHuMe agpecoB, Bbl MOXETe npocMmarpueatb U Aob6aensaTb

3ape3epBMpoOBaHHbie agpeca KIMEHTOB 4vepe3 cnegytowee OkHo (cMm. puc. 4-29). Korga Bbl

yKa3blBaeTe 3ape3epBUpoBaHHbIN IP-agpec ans KomnbloTepa nokanbHOW CETU, 3TOT KOMMNboTEP

Oynet Bcerga nony4vaTtb OouH M TOT Xe IP-agpec kaxapii pas npu obpaweHnn DHCP-cepsepy.

3apesepBupoBaHHbIi IP-agpec HyXHO Ha3Ha4aTb cepBepaM, TPebYOLMM NOCTOSIHHBIX HACTPOEeK

IP-napameTpos.

PesepsvMpoBaHWe agpecoB

[1] MAC-appec 3apezepBupoBaHHsii IP-agpec CocToAHne Pepaktupoeate

[ AofaewTo Hoeym . |

Puc. 4-29 Pe3epBunpoBaHne agpecos

MAC-agpec — MAC-agpec nepcoHanbHOro KoMmmbloTepa, And KOTOPOro Bbl XOTUTE
3apesepBupoBartb |[P-agpec.

3apesepBupoBaHHbIin |IP-agpec — |P-agpec komnbioTepa, 3ape3epBUMpPOBaHHbIA Ha
MapLupyTm3aTope.

CocTosiHMe — MoxeT ObiTb BKnroveHo nnv BbiknoyeHo

Y106hI 3ape3epBupoBath IP-agpec:

1.

Haxmunte KHOMKY Jo6aButb HOBYH... . [OomKHO NosIBUTLCS OKHO, Kak nokasaHo Ha puc.
4-30.

Ykaxute MAC-agpec (B dpopmare XX-XX-XX-XX-XX-XX) u IP-agpec komnbtoTepa, and
KoToporo Bbl XOTUTe 3apesepBupoBaTtb IP-agpec, B pgecatudyHom copmate C

pasaennTernbHbIMU TOYKaMW.

Haxxmute kHon Ky CoxpaH UTb

Oo6aBMTb UMM M3IMEHUTB 3aNUCk pe3epEMPOBaHKMA agpeca

MAC-agpec: | |

JapesepBUpoBaHHLN IP-anpec: I:I
COCTOAHHE: BramyuTe v

| Coxparmte | [ Hasan |

Puc. 4-30 [lo6aBnTb Unm M3MeHUTb 3ancb pe3epBMpPOBaHNS agpeca
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YT100bl NI3MEHUTb UNn yaoanuTb CyuwleCcTBYyHOLWYHO 3aNUCb:

1. Bbibepute 3anmcb M HaxmuTe KHOMKy M3meHUTb. Ecnv Bbl XOTUTE yaanuTb 3anuchb,

BOCMOMb3yNTECh KHOMKON YAanuTb,
2. BHecute HeobxoanmMble N3MEHEHUS.
3. Haxmwute kHonky CoXpaHuUTb.

YT100bI aKTUBMPOBATb/OeaKTMBMPOBATb BcCe 3anucu, BOCMONb3ynTECH KHOMKOM
Bknountb/OTKNIOUYNTL BCe.

YTtobbl yoanuTb BCe 3anvcu, BOCMONb3yNTECh KHOMKOW YaanuTb Bce.

YToObl MepenTn B crneayrollee OKHO, BOCMONb3ynTechb KHonkon [anee. YToGbl BEpHYTbCHA B
npegpiayLiee okHO BOCMOMb3ynTech KHomnkon Hasaa,.

4.8 Nepeapgpecauumna

MNepeanpecaumn

- BupTyansHble cepBephl

- Port Triggering
- DMZ
- UPnP

Puc. 4-31 MeHto Nepeagpecauns

B meHio [lepeagpecaums cogepxaTtcs yeTblpe nogMeHio (cm. puc. 4-31) — BupTtyanbHble
cepBepbl, Port Triggering, DNZ n UPnP. [Ins HAacTpOMKN HY>XHOM (PYHKLUMM BbIOEPUTE OOHO U3
HUX.

4.8.1 BupTtyanbHble cepBepbl

Boibpae [lMepeappecaums - BupTtyanbHble cepBepbl, Bbl MOXETe MpocMaTpuBaTb W
no6aBnaATb BUPTYyanbHble CEPBEPDI, Kak NokasaHo Ha puc. 4-32. BupTyanbHble cepBepbl MOTyT
ObITb MCNONBb30BaHbI ANs1 HACTPOWKN OOLLNX CEPBMUCOB Ballen NoKanbHOW ceTu, Takmx kak DNS,
Email n FTP. BupTyanbHbll cepBep onpedenseTca Kak CepBUCHbLIA MOPT, U BCe 3arpochbl U3
MHTepHeT K aTomy cepBucy byayT nepeHanpasnieHbl Ha KOMMNbOTepP, 0603Ha4YeHHbIN |IP-agpecom
cepBepa. KomnbioTep, WCNONb3YWOWNA BUPTYyarnbHbIN  cepBep, [AOJPKEeH pacnonaraTb
cTatmyeckum unu ukcuposaHHbIM IP-agpecoMm, Tak Kak. IP-agpec MoXeT MeHATLCA B npoLecce

paboTbl pyHkuun DHCP.

ID  Mopt ceperca BHYTpeHHHIA NopT IP-Appec Mpotokon CoCToAHHE HameHHTL

[ OofaewTs Hosyo.. |

Puc. 4-32 BupTtyanbHble cepBepbl
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MopTt cepBuca — Homepa BHeLHUX MOPTOB. Bbl MoXeTe ykasaTb CEPBUCHLIN NOPT WK
AnanasoH cepBUCHbIX NopToB (B hopmate XXX — YYY, rae XXX — 3To HavanbHbIA HOMEp, a

YYY — KOHEYHbIN HOMED).

BHyTpeHHUA nopT — Homep noprta BHYTpeHHeEro cepBuca KOMMbOTEPA, HA KOTOPOM
paboTaeT cepBUCHOE NpUITOXeHUe. Bbl MoXeTe ocTaBMTb Mnone nycTbiM, ecrnivu BHyTpeHHUi
nopT coenagaet ¢ MopTom cepBuca, N BBECTU onpeaeneHHbIn Homep nopta, ecnv MopT
cepBUca ABMNAETCH €AMHCTBEHHbIM

IP-appec — IP-agpec koMnbloTepa, KOTOPbI 06ecneynBaeT CEPBUCHOE NPUINOXKEHNE

MpoTokon — [NpoTokorn, ucnonb3dyembli AaHHbIM npunoxeHnem - TCP, UDP nnu Bece (Bce

NPOTOKONbI, NoAAEPXKMBAEMbIE MapPLLPYTU3ATOPOM).

CocTtosiHue — CocTosHue 3anvcu — BknroveHo nnv BeiknovyeHo
CtaHgapTHbIA NOPT cepBuUca — HekoTopble ob6LIMe CepBUCHl yXKe eCTb B BbiNagatolem
Crnucke.

U3meHuTb — VI3mMeHnTb nnn yoannTb CyLeCcTBYOLYIO 3annchb.

YT106bI YCTAHOBUTL 3aNUChb AN BUPTyanbHOro cepBepa:

1.
2.

o o M »

HaxmuTe kHonky 1o06aBUTb... . [JOIMKHO OTKPbITbCS OKHO, Kak NpeacTaBneHo Ha puc. 4-46.

B cnucke CTaHpapTHbIN NOPT cepBuca BbiGeprTe cepBUCHbIN NOPT, KOTOPbIV Bbl XOTUTE
ncnonb3oBaTtb. Ecnv B 3TOM crnvcke OTCyTCTBYeT HeoGXOAMMOe HaMMEHOBaHMWE, YKaXuTe

HOMep CepBUCHOro nopTa unu avanasoH noptos B none MopTt cepBuca.

B none IP-agpec ykaxute IP-agpec komnbloTepa.

YKaxuTe NpoToKom, UCnonb3yeMblin npunoxeHnem. BapuaHTtel: TCP, UDP nnn Bee.
Bbibepute B CoctosiHum BkntoueHo, 4ToObl akTMBMPOBAThL BUPTYanbHbIN CepBep.

HaxmuTe kHonky CoxpaHuUTb.

Mopt cepenca: CHO-R00 MNM )
BHyTpeHHHIi nopT: (<, MONYCKAETCA TOMNEKD ANA NapTa 06Wero CepeMca UNK OCTABNARTCA NMYCTEIM)
IP-appec:
Mpotokon: BCE v
CocroAHne: BrnwdeHo b
CTaHOAPTHBIN MOpPT cepBHCa: --Bribepure-- -
[ COxXpaHnTE ] [ Hazag ]

Puc. 4-33 [lo6aBnTb U1 U3MEHUTb 3anMCb BUPTYyaribHOro cepeepa
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&= lMpumeyaHume:

Ecnu Yy Bawero KOoMMNbHTEPa WIN CcepBepa WUMeETCH Sonee opgHoro OOCTynHOro cepsuca,

BblOEpuTE OpYrov cepBuc n BBeamTe TOT Xe IP-agpec Ans koMmnbloTepa unv cepeepa.

YT100Obl NK3AMEHUTb NN yAanTb CYLLECTBYHOLWYHO 3aNuUChb:
1. BblbepuTe HyXHYylO 3anuck B Tabnuue.
2. HaxmwuTte kHornky PepgaktupoBaTb 1nv Yaanutb B cTonbue NU3MeHUTb.

YToObl BKITHOYMTB/OTKIIOMUTL BCE 3aMMCK, BOCMONbL3YATECH KHOMKON BKnountb BCe/OTKNHOUYMTD

BCe.
YTtobbl yaanutb BCe 3anuncu, BOCNONb3YNTECH KHOMKON YAanuTb BCe.

YtoObl NepenTn Ha CrneayoLLyro CTpaHULy, HaxMnTe KHoMnKy Cnepyrowan. Utobbl BepHYTLCA Ha

npeabiayLyto cTpaHuly, Haxmute kHomky Mpeabiaywasn.

&= lMpumeyaHume:

Ecnn B kavecTBe cepBMCHOro nopTa BMPTyanbHOro cepsepa ykasaHo 3HadeHue 80, B OkHe
Be3onacHocTb - YoaneHHoe ynpaBrneHue JOMKHO ObiTh ykasaHo noboe 3HayveHne kpome 80,
Hanpuvep 8080. B npoTMBHOM criydae Mpu OTKIOYEHUM BUPTYarbHOMO cepBepa MoXeT
BO3HUKHYTb KOHITUKT.

4.8.2 Port Triggering

Buibpae Mepeagpecauums - Port Triggering, Bbl MOXeTe NpocMaTpmBaTh M BHOCUTb N3MEHEHUS
B okHe Port Triggering (puc. 4-34). HekoTopble NpUNOXEHUd, Kak Hanpumep: VIHTEpHET wurpbl,
BuAeokoHdepeHunn, MHTepHeT-TenedoHna 1M Tak ganee, TpebylT Hanuuus napannenbHbIX
noaknioyeHun. Takme NpunoxeHnsa He MoryT paboTtaTb TONbKO ¢ ogHMM MappyTudatopom NAT.
®yHkums Port Triggering ncnonbayeTcsi, YToObl HEKOTOPbLIE M3 3TUX NPUIOXKEHMIA MOIMK paboTaTb

¢ mapupyTtusatopom NAT.

I 3anyckaeublii Nopt JanycKaeublil NPOTOKoN BxonAwMii nopt BXoaAWMi npoToKon CoCToAHHE H3MeHNTb

[ Oofaewts Hosyio.. |

Pwuc. 4-34 Port Triggering

Y100bI 4O6aBUTL HOBYHO 3anNUCb, Heob6xoaUMO:

1. Haxmute KHOMKY [Jo6aButb HOBYHO... [OmKHO NosIBUTLCS OKHO, KaK MokasaHO Ha puc.
4-35.
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Bbibepute obLuee npunoxeHne ua cnucka B none O6wme npunoxeHus. [Nocne atoro nons
3anyckaembin nopT 1 Bxogsauwme nopTtbl OyayT aBTOMaTUYECKM 3anonHeHbl. Ecnv B none
O6Lwme NpunoXeHnsa OTCYTCTBYET HY>XHOE HaMMEHOBaHWE, CrneayeT BPYYHYH 3anofHUTb

nona 3anycxaeMb||7| nopT n Bxoaswwme nopThbl.

M3 BbiNagatowero cnucka B nosne 3anycxaeMb|171 NMpPOTOKON Bbl6epI/ITe NpoTOKO-,

ncnonb3yembi 3anyckaembiM noptom. Bapuantel: TCP, UDP nnu Bee.

Bbibepute npotokorn, ncnonb3dyembl Ana Bxogawmx nopTtoB M3 BbiNagaloLlero crvcka B
none Bxogsawun npotokon. Bapuantel: TCP, UDP unu Bcee.

B none CTaTyC yCTaHOBUTE 3Ha4YeHune Bkno4yeHo.

YToO6bI COXpaHUTb HOBOE NpaBuo, HAXXMUTE KHOMKY COXpaHMTb.

3anyckaenbIi nopr:
3anycKaeMblil NPoToKem: BCE »

BxogAume nopise:

BX0DAWLMIA NP OTOKOM: BCE
Cratyc: Brnroyven »
(OdHe NPUNOKEeHHA: --Bribepure-- A
[ Coxparuts | [ Hasaa |

Pvc. 4-35 [J06aBUTb MNn U3MEHUTb 3anncb NPOLEeAypbl 3anycka NopToB

3anyckaembin nopTt — 3anyckaembli MOpT Ans ucxopswero Tpaduka. Kcexogsiee
NOAKIOYEHNE Yepe3 AaHHbI MOPT NPOU3BOAUT aKTMBALMIO AAaHHOMO Npasuna.

3anyckaeMmbIiin npoTokon — [poTokon, ncnonb3yembin lNoptamm 3anycka. BapuaHTtel - TCP,
UDP unu BCE (Bce npoToKkonbl, NogaepXMBaeMble MapLLPyTU3aTOPOM).

Bxogsauwue nopTtbl — [opT unu avanasoH NOpTOB, UCMONb3yeMbIX yAaneHHON CUCTEeMON
npu oTBeTe Ha ucxoaswmi 3anpoc. OTBeTHoe cooOblleHne Yepe3 OauH U3 3TUX MOPTOB
OyoeT nepeHanpaBrieHO Ha KOMMbIOTEP, KOTOPLIA 3amnycTUT 3TO npaBwuno. Bbl Moxete
ykasaTb He 6ornee 5 rpynn noptoB (cekuuii noptoB). Kaxxgas rpynna gorkHa ObiTe OTAeneHa
3HakoMm ",". Hanpumep, 2000-2038, 2050-2051, 2085, 3010-3030.

Bxopgsawun npotokon — [lpoTokosn, uchnonb3yembl [Juana3oHOM BXOAALMX MOPTOB.

BapuaHTel — TCP, UDP 1nn Bce (BCce NpOTOKOMbI, NOAAEPKMBAEMbIE MAPLUPYTU3ATOPOM).

Cratryc — CocTosiHue 3anucu, BknioyeHo o3HavaeTr, 4To 3anmncb 3anyckaemoro noprta
paboTtaer.
O6wme npunoxeHMa — HekoTopble NONYNSPHbIE MNPUITOXEHUSA YXE MNEepPeYnNCrieHbl B

BblNagatoLem cnmcke Bxogsawero npoTokKona.
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Y106bI NI3BMEHUTb UNKN yAannTb CyLleCcTBYHLLYHO 3aNUChb:

1. BbiGepuTe HyxxHYH0 3an1chb B Tabnuue.

2. Haxmwute PegaktupoBatb unu Yoanutb B ctonbue M3ameHnTb.

Haxmunte BKno4nuTb Bee, YTOObI BKAOYNTL BCE 3amnuCu.
Haxkmute OTKNIOYMTL BCe, YTOObI OTKNIOYNTL BCE 3amnuncu.
HaxmuTte Yaanutb Bce, 4TOObl yaanuTb BCe 3anuciu.

Mocne HacTpoiiku MappyTU3aTop byaeT paboTaTh crieAyoWMM ob6pasom:

1. JlokanbHbI y3en OCyLEeCTBNAET MCXOAdLLEee NOAKITYEHME, NCMOMb3Yys NOPT HasHaYeHWs,
Yyer HOMep yKkasaH B none 3anyckaemMbii NopT.

2. MapuwpyTtusartop genaet 3anncb o6 3TOM NOAKMOYEHMM, OTKPLIBAET BXOOALLMIA MOPT UMK
nopThbl, CBA3aHHble C 3ToW 3anucbio B Tabnuue Port Triggering, n cBs3biBaeT mx c
NoKarnbHbIM Y3F10M.

3. TNpwn He06Xx0ONMMOCTUN BHELLUHWIA Y3emn MOXET NoAKioYaTbCs K fIoKanbHOMY y3ry Yepes nopr,

ykasaHHble B norne Bxogswme nopTbl.

&= lMpumeyaHume:

I'Ile aKkTMBauunn NOAKMKYEHNA 3anycka COOTBETCTBYOLLME OTKPbITbIE NMOPThI 6y,£l,yT 3aKpbIThbI

2. I'Ipanmo MOXET ObITb MCNOSb30BaAHO OHOBPEMEHHO TOJIbKO OOHUM Y3ITOM nokanbHOW ceTu.
B oTHOWweEHUN npo4unx y3nos noKarnbHOW CeTU NnogknyeHne 6yp,eT 3anpeLweHo.

3. 3HauyeHus BxogsLlero guanasoHa NOpTOB He OOJIKHbI NepecekaTbCA Apyr C ApYyroMm.

4.8.3 DMZ

Beibpas Mepeaapecauusa - DMZ, Bbl MOXeTe npocMatpuBaTh M HAcTpavMBaTb NapameTpbl y3na
DMZ (cm. puc. 4-36). O1a dyHKLMA NO3BONSET NoKaneHoMy y3ny obpawarsca k MHTepHet ans
paboTbl C TAaKUMU NPUMNOXKEHUAMMU, Kak VIHTEpPHET urpbl nnu BunaeokoHdepeHumn. yHkuns Yaen
DMZ npousBoguTt nepeagpecaumio BCeX MOPTOB OAHOBPEMEHHO. Y KOMMNbOTepa, NOpPTbl KOTOPOro
nepeagpecyoTcs, AormkHa ObiTb oTknoveHa yHkums DHCP-knueHT, a Takke emy AomkeH ObiTb
HasHayeH HOBbIN cTaTudeckun I[P-agpec, Tak kKak IP-agpec MOXeT W3MeEHATbCs npu

NCNonb30BaHUN 3TON PYHKLNN.
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Terywee cocroAHHe: () BEMOUMTE (3 OTKNKYMTE.
IP-anpec DMZ yana: |D.D.D.D |
Puc. 4-36 DMZ

Y106bI Ha3HA4YMTb KOMNBLKTEP UK cepBep B KadyecTBe DMZ-cepBepa:

1. Haxmute Ha kHONKy BknounTb.
2. B none IP-agpec DMZ y3na BBeanTe COOTBETCTBYIOLLEE 3HAYEHUE.

3. Haxmute kHonky CoxpaHuUTb.

4.8.4 UPnP

Beibpae MNMepeapgpecauusa - UPnP Bbl cMoXeTe npocmatpyBaTtb MHOpPMaLMIO MO NPOTOKONY
UPnP (Universal Plug and Play), kak nokasaHo Ha puc. 4-37. ®OyHKUMA MO3BONSAET TakuM
YCTPOWCTBAaM, Kak KOMMNbIOTEPLI C NOAKMOYEHMeM K VIHTepHeT, npu HeobxoamMmocTu obpalyatbes K
pecypcam nokanbHbIX Y3r0B. YCTpomcTBa € nogaepxkonm npoTtokona UPNP moryt ObiTb

aBTOMaTMYECKM OOHapyXeHbl npunoxeHnem UPnP-cepBurca nokanbHOM CETy.

Brnio4nts UPNP: BrnwueHo OTKNHIYHTE

TekyWwuin cnucok HacTpoek UPnP

1] OnNUCaHHe NPUNoKeHHA BHeWHHii nopt Mpotokon BHYTPEHHHI nopT IP-appec CocToAHHe

OAHOBWTE

Puc. 4-37 UPnP

> Bknwunts UPNnP - ®yHkumio UPNP MOXHO BKMIOYMTbL WNKU BbIKIHOYNTD, HaXKaB KHOMKY

Bknountb nnn BeiknounTtb. 1o ymonyaHmio gaHHas yHKLMS BKAOYEHA.
> Tekywun cnucok Hactpoek UPnP — 3T1a Tabnuua copepxuT criefyoLlyto MHopmMauuio:

o OnucaHune npuUnoXxeHuna -— OnucaHue, nony4eHHoe OT MNPUNOXeHua, npu

UPnP-3anpoce.
e BHewHwu nopTt — BHeLHWI NOPT, OTKPbIBAEMbIN MApLLPYTU3aTOPOM ANSA NPUNOXKEHUS.

e [lpoTtokon — Tun NpoToKoNa, KOTOPbIN MapLUpyTM3aTop OTKPbIBAET ANSA NPUMOXKEHNS.
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e BHyTpeHHUI NOPT — BHyTpeHHWUI NOpT, KOTOPLIA MapLUpyTU3aTop OTKPbIBaeT Ans

JTOKalibHOro y3na.

e IP-appec — IP-agpec ycTtponcTtBa ¢ nogaepxkon npotokoria UPnP, koTopoe B AaHHbIN

MOMEHT obpalllaeTcs K MapLUpyTU3aTopy.

e CoctosiHne — B atom none oTobpaxaeTca MHpoOpmauMs MO COCTOSHWIO MopTa.
3HadveHne “BknoyeHo” 03HayaeT, YTO MOPT BCe elle akTuBeH. B npoTuBHOM cnydae

NopT HEaAKTUBEH.

HaxmuTe kHonky BknounTtb, 4To6bI BKNoUMTL UPNP.
HaxmuTe kHonky OTKNOYUTL, YTOOLI OTKNtoUMTL UPNP.

HaxmunTte kHonky O6GHOBUTb, YTOOLI 06HOBUTL TekyLmin cncok HacTpoek UPNP.

4.9 Be3onacHoOCTb

bezonacHocTk

- HacTpoitkn Da30B0M 3aWNATEI

- PacimpeHHbIe HACTPoMIM JAWNTEI
- NokanksHoe ynipaBneHue

- ¥naneHHoe ynipasneHne

Puc. 4-38 MeHio BesonacHocTb

MeHto Bbe3onacHOCTb COAepXUT 4eTblpe noameHwo (cm. puc. 4-38) — Hactpowku GasoBomn
3awumThbl, PacwumpeHHble HacTpomkuM 3awuTbl, JlokanbHoe ynpaBneHue W YaaneHHoe

ynpaBneHue. [Jns HAaCTPOMKN HY>XHOW (PYHKLIMM BbIOEPUTE COOTBETCTBYIOLLMIA pa3gen.

4.9.1 Hactponku 6asoBon 3awWmnTbI

BbibpaB Be3sonacHocTb — HacTponkn 6a3oBoM 3aWuTbl, Bbl MOXETE BbINOMHUTL Ga3oBble
HacTpolikn 6esonacHocTu (puc. 4-39).
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MexceTeBOW 3KpaH

Mexcereroi 3kpaH SPI: (& Bemounte () BeikNOUMTE

VPN
Mponyck Tpadmka PPTP: (&) BeMoumnTe () BHIKNOUYMTE
MNponyck pacpuka L2TP: (& Bemounte () BeIKNOUHTE
IMponyck 1pachuka IPSec: (& Bemounte () BHKNOUYMTE

ALG
FTP ALG: (& Bemounte () BeIKNOUHTE
TFTP ALG: (& Bemounte () BHKNOUYMTE
H323 ALG: (&) BrmounTte () BEIKMIOUKTE
RTSP ALG: (& Bemounte () BeIKNOUHTE

CD){F]E!HMTb

Puc. 4-39 HacTtpoliku 6a3oBoii 3almThbI

> MexceTteBomn aKkpaH — MexceTeBomn akpaH obecneyvmBaeT 3almTy ceTu. 34ecb Bbl MOXeTe

BKITHOYNUTb UIN BbIKITIOYUTb €r0.

MexceteBon akpaH SPI — OyHkums SPI (Stateful Packet Inspection — dunbTpauus
MakeToB Ha OCHOBE AaHHbIX O COCTOSIHUU COEAMHEHUS, Takke M3BeCTHas kak Dynamic
Packet Filtering — dnHamunyeckas punbTpauma no naketam) nomoraeTt npegoTepaLlatb
Knbep-aTaky nocpeacTBOM OTCMEXMBaHWS OOMbLUEro Yucra napameTpoB 3a CECCUI.
HaHHaa yHKuMa npomssBoauT aHanu3 Tpaduka BO Bpems ceccuum Ha npegmer
cooTBeTcTBUA TpeboBaHuMsaM npoTokona. Mo ymonyaHuto mexceteBon 3kpaH SPI
BkntoyeH. Ecnm  Bbl  xoTuTe, 4TOObI KOMMBIOTEPbI  fOKanbHOW CETU  MOrnu

B38VIMO,D,€I7ICTBOBGTb C BHELUHMM MUPOM, BaM crieayeT OTKINIOYUTb 3Ty (byHKLI,VII'O.

> VPN — ®yHkuma VPN Passthrough pgomkHa 6biTb BKIHOYEHA, €CNY Bbl XOTUTE paspeLumvTb

cosgaHue VPN-TyHHenen cornacHo npotokonam IPSec, PPTP nnu L2TP anga npoxoxaeHus

MEXCEeTEeBOro 3KpaHa mapLupyTusaTtopa.

Mponyck Tpaduka PPTP - [lpotokon PPTP (Point-to-Point Tunneling Protocol)
Nno3BONSET co3gaBaTtb TyHHenM B IP-cetn. YUTtobbl paspewnts PPTP-TyHHENnsM npoxog

yepes MapLUPYTU3aTOpP He N3MEeHsIiTe BbiOpaHHOe Mo yMOMN4YaHuio 3HavyeHne BknounTs.

Mponyck Tpadmka L2TP — MNMpoTtokon L2TP (Layer 2 Tunneling Protocol) — ato meToa,
nucnornb3yemMbln And opraHusaumm ceccun tuna Point-to-Point yepes WHTepHeT Ha
ypoBHe BTOporo cnod. Ytobbl paspewntb L2TP-TyHHenam npoxoa depes

MapLUpyTM3aTop, HEe N3MEHsINTe BbIOPaHHOE NO YMOMYaHuto 3HaYeHe BknounTs.

Mponyck Tpadumka IPSec — lMpotokon IPSec (Internet Protocol Security) — 310 Habop

NpoTOKomnoB, obecneuMBalONX 3alUULLEHHYIO Nepedadvy AaHHbiX 4Yepes3 |P-ceTeln
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nocpeacTBOM  WCMOMb30BaHMS  CEPBMCOB  LWiMdpoBaHus.  YTobObl  paspelumnTb

IPSec-TyHHENsaM npoxon 4epe3 MapLupyTu3atop, He U3MeHaWTe BblIOpaHHOoe Mo

yMOIn4aHunio 3Ha4eHune BknounTtb.

> ALG - PekomeHgyetcs Bknountb yHkumio ALG (Application Layer Gateway — LUnto3
YPOBHS NPUMNOXEHWS), TaK Kak AaHHas pyHKUMS NO3BONSET UCMONb30BaTb MHAUBMAYATbHbIE
nepecekatowmeca unetpbl NAT (Network Address Translation — TpaHcnsums ceTeBbiX
afpecoB), yCTaHaBMMBaeMble B LUMO3e AN NOAAEPXKKM TPAHCNALUM aapecoB U NOPTOB ANs
onpeneneHHoro ypoBHSA NPUITOXXEHMS MPOTOKONOB "ynpaBneHne/gaHHble”, Takmx kak FTP,
TFTP, H323 n Tak ganee.

e FTP ALG - YT06bI paspewunTtb FTP-knueHTam u cepBepam nepenady OaHHbIX vepes
NAT, He n3ameHsaTe BeIOpaHHOE MO YMOMNYaHUoo 3HavYeHne BknounTs.

o TFTP ALG - YTto0bl paspewnts TFTP-knueHTam n cepeepam nepenady AaHHbIX Yepes
NAT, He nameHanTe BbibpaHHOE NO yMOMYaHuio 3HavyeHe BknouuTb.

e H323 ALG - YT06bI paspewmntb knueHtam Microsoft NetMeeting B3anmogencTeoBatb
yepe3 NAT, He n3MeHsNTe BbIOpaHHOE MO YMONYaHuio 3HadYeHne Bknounts.

e RTSP ALG - u4TOObl paspelinTb KnuMeHTaMm MeguanneepoB B3aMMOOENCTBOBAaTb C
Megua-cepBepamMu C NOTOKOBOW nepenayven ganHHblx yepes NAT, HaxxmuTe BKNounTb.

YTo0bl COXpaHUTb caenaHHble UIBAMEHEHUA, HaXXMUTE KHOMKY COXpaHVITb.

4.9.2 PaclumpeHHble HaCTPOUKMU 3aUThbl

BoibpaB BesonacHocTb — PacluuvpeHHble HacTPOMKMU 3awuTbl, Bbl CMOXeETe 3aWwuTuUTb
MapLlpyTu3aTop oT Takux atak, kak TCP-SYN Flood, UDP Flood n ICMP-Flood, kak noka3aHo Ha
puc. 4-40.

HHTEpBAN NAKeTOB CTATHCTHKK (5 ~ 6O0): 10 | CRKYHAEI
Jawpra o1 DoS-araK @ OTenioumTE (O BEMOUMTE
BenwuuTe duneTpauuo ot atak [CMP-FLOOD
Mopor nakeros ICMP-FLOOD (5 ~ 3600): MakeTelicek
BrnwduTe duneTpayuo UDP-FLOOD
Mopor naketos UDP-FLOOD (5 ~ 3600): MakeTelicek

BENKYKUTE DUNETRAUMID OT aTak TCP-SYN-FLOOD
Mopor naketoe TCP-SYN-FLOOD {5 ~ 3600): MakeTelicek

lrHopupoeaTE Ping-nakeTel 0T WAN-NopTa

SanpeTuTe Ping-nakeTel oT LAN-NopTa

[ coxparuts | [ CNMCoK 3aBN0KMpOBaHHbK DOS-X0CTOR 1

Puc. 4-40 PaclumMpeHHble HaCTPOMKK 3aLunThl
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MHTepBan naketoB ctaTUCTUKM (5~60) — Mo ymonyaHuio ncnonbsyetcsa sHayeHne 10. U3
BbiNagarowero cnucka Bblbepute 3HavyeHMe B npegenax ot 5 go 60 cekyng. [daHHoe
3Ha4veHne orpefenseT BPpeMEHHOM MHTepBan Mexay naketamu ctatuctuku. PesynbrtaTthl

CTaTUCTUKKM ucnonbaytotea ansa soisenennd atak SYN Flood, UDP Flood n ICMP-Flood.

3awmta ot DoS-atak — [Ons BKOYEHUS/BBIKMIOYEHUA YHKUUM  BOCMOMb3YNTEChH,
COOTBETCTBEHHO, KHOMKamu Bknounte unm OTKAUYNTb. TONbKO Npu BKAKOYEHUN GOYHKLMK

HaumMHaloT paboTaTh PUNLTPLI AN 3aWnThl OT atak Tuna Flood.

&= lMpumevaHue:

®yHkuma 3awmTbl oT DoS-atak 6yger paGotaTb TONMbKO B TOM criyydae, Korga (YHKLUS

CraTtucTuka BkntoyeHa (CMcTeMHble MHCTPYMEHTbI - CTaTUCTUKA).

>

Bknountb dunsrpaumro ot atak ICMP-FLOOD — BkntodeHue/BoikntoveHne dunsrpauum
atak ICMP-FLOOD.

Mopor naketoB ICMP-FLOOD (5~3600) — 3HayeHune no ymon4daxumio 50. Ykaxute 3HadeHne
mexagy 5 ~ 3600. Ecnu Tekywee konudectBo naketoB ICMP-FLOOD Hwke 3agaHHOM

BEMUYUHBI, MapLUPYTU3ATOP HEMEANEHHO aKTUBMPYET PYHKLMIO GIOKMPOBKM.

Bknwounte dunbtpauuto  UDP-FLOOD -  BkntounTb/Bbiknounte  ounbTpauuio
UDP-FLOOD

Mopor naketoB UDP-FLOOD (5~3600) — 3HaueHne no ymonyaHuio 500. Ykaxute
3HadeHne B npegenax 5 ~ 3600. Ecnn Tekywee konudectso naketoB UPD-FLOOD Hwuxe
YCTAQHOBMNEHHON  BENWYUHbLI, MapLlpyTM3aTop HemMeasNIeHHO  aKTMBUPYET  OYHKLMIO

GNOKNPOBKMU.

Bknwounte cdunbtpaumio ot atak TCP-SYN-FLOOD - BkniounTb/OTKAOUYNTD
puneTtpauuto atak TCP-SYN-FLOOD

Mopor naketoB TCP-SYN-FLOOD (5~3600) — 3HauyeHne no ymonyaHuio 50. Ykaxute
3HayeHne B npegenax 5 ~ 3600. Ecnn Tekywee konuyectBo naketoB TCP-SYN-FLOOD,
HWXXe YCTaHOBMIEHHOW BENIMYMHbI, MapLIpyTM3aTop HEMEANEHHO aKTUBMPYET YHKLUUIO

GNOKNPOBKM.

UrHopupoBaTtb Ping-nakeTbl ot  WAN-nopTta - BkntoueHne/BbikntoyeHne
cooTBeTcTBYIOWEN yHKuMn. Mo ymonvaHuio yHKUMS BbiktodeHa. [Mpyn BKNOYEHHON

dyHKUMK Ping-nakeTbl U3 VIHTepHET He nomny4at AOCTYN K MapLupyTusaTopy.

3anpetntb Ping-naketbl ot LAN-nopTta — BkntoyeHne/BbiknioyeHne COOTBETCTBYHOLLEN
dyHKLMK. [1o ymonyaHmio dyHKUMSA BbiktodeHa. Npu BKNoYeHHOM yHKuMK Ping-nakeTbl n3
rnokanbHOM CeTU He nonyyaT AOCTyn K mapupyTtusatopy. ®OyHkuus mcnonb3yetcs Ans

3alUTbl OT HEKOTOPbLIX TUNOB BNUPYCOB.

YToObl COXpaHNTbL BHECEHHbBIE N3MEHEHMS, BOCNOSb3yNTECh KHOMKON COXpaHUTD.
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HaxaB kHonky Cnucok 3abnokupoBaHHbIx DoS-xocToB, Bbl NepelriieTe B COOTBETCTBYOLLEE

OKHO.

4.9.3 JlokanbHoOe ynpaBneHue

Bbibpae bBesonacHocTb - JlokanbHoe ynpaBrieHue, Bbl MOXETe HacTpoUTb nNpaBuna
ynpaBneHuss B OKHe, MNpeAcTaBlieHHOM Ha puc. 4-41. ®yHKuMs ynpasneHust Mo3BonseT

6J'IOKVIpOBaTb AOCTyn KOMMNbHTEPOB nokanbHOM CeTu K MapLIpyTHU3aTopy.

Mpaeuna ynpasneHua
(%) BraM KOMNEIOTERAM NOKANEHOR CETH PAZRELWEH A0CTYN K BEB-YTUIHTE MapLIMyTUIATOpE.
) ToNBKD YEEZAHHEIS B CMCKE KOMNBRTERE MONT NPOMIEOLHTE 30MUHUCTRHNOEHME.

MAC 1:
MAC 2:
MAC 3:
MAC 4

MAC-anpec pawero Komnelerepa:

COHpaHWTE

Puc. 4-41 JlokanbHoe ynpaBneHune

Mo ymonuyaHuto oTMeyeHa paguokHonka ‘Bcem KoMmnbloTepamM JOKanibHOW CeTu paspeLueH
poctyn K BeO-yTunute MapupyTtusatopa‘. Ecnn Bbl XOTUTe, 4TOOblI KOMMbIOTEPLI C
onpegeneHHbiMn  MAC-agpecamn uvMmMenu JocTyn K OkHy HacTtpowka Be6-yTMAUTHI
MapLipytusaTopa w3 CceTw, OTMeTbTe paguokHornky “TOnbKO yKa3aHHble B CHUCKe
KOMNbHOTEpPbl MOrytT npom3BoaunuTb aAMVIHVICTpVIpOBaHVIe“ n 3atemMm B OTAeJIbHOM none
yKaxute  COOTBETCTBYIOLLME MAC-agpeca. MAC-agpec BBOOUTCS B  dopmare
XX-XX-XX-XX-XX-XX (rgpe. X — 9TO LWecTHaguaTepuyHoe 4ucno). Takum obGpasom,
aAMWUHNCTPUPOBAHME MOXET MPOU3BOAUTLCA TONMBbKO Yepe3 yKasaHHble KOMMbHTEpPbl npu

yCnoBUKW BBOAA Napornsi, ocTasrbHbIM KOMMNbloTEpaM byaeT oTkasaHo B J4OCTYNe.
HaxaB kHonky [lo6aBuTb, Bbl o6aBnte MAC-agpec B yka3aHHbIA CMINCOK.
UToObl COXpaHUTb caenaHHble U3MEHEHMS, BOCMONb3yNTECh KHONKOW COXpPaHUTD.

& lNpumeyaHume:

Ecnu Baw komnbioTep 3abrnokMpoBaH, a Bbl XOTUTE CHOBA MOMy4YMTb AOCTYN K MapLupyTu3aTopy,
TO NpWY MOMOLUU WUFOMKN HaXMUTe W yOepXuBanTe B TeyeHwe 5 cekyHa kHonky Copoc (B
OTBEPCTUN), PaCrONOXEHHYI0 Ha 3aHen naHenu yctponctea. B aTom cnyyae maplipytmnsatop

BEPHETCA K NCXOOHbIM 3aBOOCKUM HaCTpOVIKaM Be6-yTVIﬂVITbI.
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4.9.4 YpaneHHoOe ynpaBrieHue

Boibpas Bes3onacHocTb - YganeHHoe ynpaBrneHue, Bbl MOXETe HacTpouTb (yHKUMIO
yOaneHHoro ynpaeneHus, Kak npeactaBneHo Ha puc. 4-42. [aHHaa dyHKUMA no3sonser

yNpaensTb MapLpyTU3aTopom Yepes NHTepHeT.

Mopr Bed-ynpagneHA: a0
IP-apnpec yaaneHHor ¢ ynpagneHuA: ooon (WERXWTE 265,255 255.255 0nA Boex)
C QP EHHTE

Puc. 4-42 YpaneHHoe ynpaeneHve
> [lNopTt Beb-ynpaBneHunsa — [na goctyna Be6-Opay3ep OObIYHO MCMONb3yeT CTaHOAPTHbIN
nopt HTTP 80. Mo ymonuaHuioo ANa yAaneHHoOro YynpasfieHUs MapLupyTu3aTopom
ncnoneadyetca nopt 80. Ans 6onblwen 6e30MacHOCTM Bbl MOXETE 3aMeHUTb 3TOT MOPT Ha
nobon gpyron, ykasae B JaHHOM Nofie COOTBETCTBYIOLLEE 3Ha4YeHne. JTO 3Ha4YeHne JOMKHO
ObITb B npegenax ot 1 go 65534. Henb3a mcnonb3oBaTb HOMEpP MOpTa, MCMOMNb3YyeMOro

0o0LLMM CEepBUCOM.

> |IP-agpec ypaneHHoro ynpaerneHus — Tekylwui agpec, uUcrnonb3yeMbld Ans JocTyna K
MapupyTtusaTtopy 4depes WHtepHeT. Mo ymonyaHuio ucnonbsyetca agpec 0.0.0.0, 4Tto
0O3HayaeT, 4YTO (pyHKUUA OoTKMoYeHa. YTobbl akTMBMpoBaTh PYHKLMIO, HE0BX0AMMO yKa3aTb
aencteutenbHbln IP-agpec. Ecnn BbibpaHo 3HayeHne 255.255.255.255, Bce yanbl OyayT

MMETb JOCTYN K MapLUpyT13aTopy.

& lMpumevaHue:

1. [Onsa pocTtyna Kk MappyTtusaTopy Heobxoammo ykasatb WAN IP-agpec maplipyTtnsaTtopa B
cooTBeTcTBYlOWEM none Internet Explorer nunu Navigator, ncnonb3ys ons pasgeneHuns 3Hak
aBoeToumns, a 3ateM Homep nopta. Hanpumep, ecnn WAN-agpec maplupyTtusatopa
202.96.12.8, a Homep nopTta 8080, Heobxoaumo BeecTn B Gpayaepe hitp://202.96.12.8:8080.
Mocne BBOANTCA MMSA NOMNb3oBaTeENS M Naposib, YTOObI MONY4YUTbL JOCTYN BEG-yTUNMTE.

2. |_|pl/l 3aMeHe naponAa cneayeT UcnoJib3oBaThb HaOEXHbIN naporsib.

4.10 PogutenbCKUN KOHTPOIb

BbiObpaB MeH0 PoauTenbCKuMM KOHTPONb, Bbl MOXETE HacTpPoOUTb (PYHKUUIO POAMTENLCKOro
KOHTPOMs, Kak npeacTtaBneHo Ha puc. 4-43. [laHHasa dyHKUMA MOXET ObiTb MCMOnb3oBaHa Ans
KOHTpONs goctyna pebeHka k MIHTepHeT-pecypcamM unu Ansi orpaHnYeHnss JocTyna nepcoHana K

onpeferneHHbIM caiiTam, a Takke onpeaenuts Bpemsi paboTel B ceTn MHTepHET.
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KomMAL TPk, HE ABNADWME tA KOHTPOMMPYIO MMM M HE YKAZAHHLIE B CNWCKE, He BYOyT UMaTE 00CTYN K MHTEpHET.
PoOMTENLCKHIl KOHTPOTIb: ® OTeniouMTe () BENIUMTE

MAC-agpec KOHTPONHPYIOWET 0 KOMNBHTepa:

MAC-agpec BaWero KoMNBTEPa: [ CKOMWPOEATL BhILUE ]

COXpaHUTE

I MAC-anpec OnMcaHue caita PacnucaHne CoCcToAHHE: H3meHHTb

[

[0faBMTE HoBvlo .. |

Tek Homep | 1w | CTp.

Puc. 4-43 Hactpolikn PogntenbCKoro KOHTpons
Poantenbckuin KOHTPOIb — YTOObLI akTMBMpPOBaTh GOYHKLMIO, BOCNOSb3YNTECH KHOMKOW

BknrounTb. YTOObI OTKNMIOUMTE (OYHKLIMIO, BOCMNONL3YNTECH KHOMKOW OTKMIOYUTD.

MAC-agpec nOAKOHTPOSIbLHOro KomnbkTepa — B aToM none cnegyet ykasaTb
MAC-agpec KOHTPONUpYoLLEero KoMnbloTepa. Takke MOXHO BOCMOMb30BaTbCS KHOMKOW

KnoHupoBatbs MAC-agpec, pacnofioXXeHHON HUXe.

MAC-agpec Bawero KomnbkTepa — B stom none otobpaxaetca MAC-agpec
KoMnbloTepa, ynpaenstoLlero mapwpytusatopom. Ecnn MAC-agpec Baliero agantepa
3aperncTpMpoBaH, HaxxMuTe KHonky CkonupoBaTh Bbille, YTOObl BHECTU 3TOT agpec B

none MAC-agpec KOHTpPOnMpyoLLLero kKomnstotTepa.

OnucaHne camta — OnucaHne paspelleHHoro camta Ans  KOHTPONMpyemoro

KoOMnbloTEpPAa.

PacnucaHme — BpemeHHOW nepuod, B TedeHMe KOTOpPOro KOMMbIOTEPY paspeLueH
poctyn B WHTepHeT. [na Gonee nogpobHon uHdopmaumm nepengnte KoHTponb

pocTtyna - PacnucaHue.
Bknountb — BkntoyeHne BbIOpaHHONM 3anucu.

U3meHnTb — PegaktnpoBaHue unu yaaneHune CyLecTByoLLen 3anucu.

Y100bI 4OOABUTHL HOBYHO 3anNUCb, HEOOXO0AMMO caenaTb crneayrouiee:

1.

Haxmute kHonky [Jo6aBMTb HOBYHO ... . [IO/KHO MOSABMTBHCA OKHO, Kak MokasaHO Ha puc.

4-44.
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PacnucaHie AeRcTEVET COMACHD BREMEHH MAPWRYTHIATORE. Ero 3HaYeHMe MOKET BEITE YCTAHOBNEHD B OKHE "CHCTEMHEIE MHTCPYMEHTE - HACTDOMKK BOEMEHK".

MAC-appec MogKoHTPONBHOIO KOMAbITEpa:
Bce MAC-anpeca B TekyWeii NoKkansHoi cent: —EBEIBRpHTE- v
Onncanne caira:

Pa3spewenHoe DoMeHHOe HHA:

Bpems neicTensa: Ecerna w
PacnUcaHie MOKET BLiTe YETAHOBNEHO B OKHE "KOHTRONE 40CTYNA -= PacnucaHue”

CocroAnne: Brenwouute 4

[ Coxparurs | [Hasag |

Puc. 4-44 Hactpolikn PogutenbCKoro KOHTpons

2. B none MAC-agpec KOHTponupyemoro Komnbiotepa ykaxute MAC-agpec
KOHTponmpyemoro koMmnbtoTepa (Hanpumep, 00-11-22-33-44-AA). Takke M3 BbinagawoLero
crnucka MoXHO BblbpaTb 3HayeHne Bce agpeca B TeKyllien nokanbLHOW ceTu.

3. VYkaxute onucanue (Hanpumep, Allow Google) paspeleHHoro canta B none OnucaHue
canTa.

4. YkaxuTe NONHOe JOMEHHOE UMS caliTa UM KryeBble CroBa AOMEHHOro MMeHu (Hanpumep,
google) B none PaspeweHHoe AOMeHHOoe MuMsA. JIloOble JOMEHHble MMEHa C 3TUMMU
KrnoyeBbIMU crioBamn (www.google.com, www.google.com.cn) 6yayT pa3speLLeHbi.

5. BblbepuTe 13 BbiNagalLWero MeHw Bpemsi gelncTBusi HyXXHOe pacnucaHue (Hanpumep,
Pacnucanne_1). Ecnu noaxodawmx pacnucaHuii He OOHapyXeHO, HaXMWUTE KHOMKY
PacnucaHume ons T0oro, 4tobbl NepenT B OKHO JONOMNHUTENbHbLIE HACTPOWKN pacnucaHns u
co3gaTtb HeobxoamMmoe pacnucaHue.

6. B none CocTosiHne MO>XHO Bbl6paTb BknoyeHo mnn BbikntoyeHo ansa
BKIMIOYEHUS/BBIKMIOYEHNS 3anuncu.

7. Haxmute kHonky CoxpaHuUTb

YT00bI aKTMBMpPOBAaTL BCE NPaBuIa B CIMCKe, HaXMUTe KHOMKy Bknountb BCe.
YUTo6bl OTKNIOUUTL BCE NMpaBuma B CNNCKe, HaXXMUTE KHOMKY OTKNIO4YUTL BCe.
YT106bI yaanuTtb BCe NpaBuna B CNMCKe, HAXMUTE KHOMKY YAanuTb Bee.

YTtoObl nepenTn crnegylowee OKHO, HaxXMuTe KHoMKy [Oanee. YTobbl BEpHYTLCA B npegbigyliee
OKHO, BOCMONb3ynTech kHonkon Hasapa,.

Hanpumep: Bbl  xotute, 4TOObI  KOHTpONUpyembli  koMmnbioTep ¢ MAC-agpecom
00-11-22-33-44-AA no cy6b6oTam umen gocTyn K canty www.google.com, a y KOHTPONMpYyoLero
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komnbtotepa ¢ MAC-agpecom 00-11-22-33-44-BB He ObIf10 HMKaKMX OrpaHnu4eHui, Heobxoammo
NpPOV3BECTU crneayoLlme 4eNCTBUS:

1. HaxmuTte meHio PoautenbCKM KOHTPONb B JIEBOW YacTn okHa HacTpownku poantenbckoro
KOHTpona. Haxmute kHonky BkrnounTs, 1 B none MAC-agpec poouTenbCckoro KomnbloTepa
BeBeante MAC-agpec 00-11-22-33-44-BB.

2. Bblbepute KoHTponb pgoctyna - PacnucaHue, 4TOObl nNepentu B OKHO HacTporiku
pacnucaHus. Haxmute kHonky [lo6aBUTb HOBYHO..., YTOObLI CO34aTb HOBOE pacnucaHue. B
none OnucaHue ykaxute Pacnucanue_1, B none [JeHb Cy6. n B none Bpemsi Bcerga.

3. Haxmnte meHio PoauTenbCKui KOHTPONb B JIEBOW YAaCTWM OKHA, YTOObI MEPENTM B OKHO
[o6aBnTb UMM N3MEHUTL 3aMNNCb POANTENBCKOrO KOHTPONS:

e HaxmuTe kHoMKy [106aBMTb HOBYHO...

e B none MAC-agpec KOHTPOSIMPYEMOro KOMMbKTEpPA VYKaXuUTe 3Ha4vyeHue
00-11-22-33-44-AA.

e B none OnucaHue canTta ykaxute “Allow Google”.
e B none Pa3spelueHHOe AOMeHHOe UMSA yKkaxunte “www.google.com”
e VI3 BbinagatoLLero cnncka Bpemsa pencteusa Boibepute co3gaHHbIn “Pacnucanne_1”

e B none CocrtosiHue BbibepuTe 3Ha4eHve BrnounTs.

4. Haxmute kHonky CoxpaHuTb, YTOObI COXPaHUTb CAENaHHbIE U3MEHEHMS.

lMocne 3Toro Bbl BepHeETeCb Ha cTpaHuuly HacTponku poauTenbCKOro KOHTPONA U
yBMANTE CNNCOK, NPeACcTaBneHHbIN Ha puc. 4-45.

ID MAC-agpec Onucanue canta PacnucaHue BrnoyuTe HzmeHnte

1 00-11-22-33-44-A4 Allow Google Pacnucanne_1 Fenaktupoeate ¥oanute

[ DodasutsHoeyo . |[ Brmwowmtsece || OThmowtsece [ vaanuts Bee |

Pwuc. 4-45 HacTpoikn poantensckoro KOHTPOns

4.11 KoHTponb goctyna

KoHTponk AocTyna
- MpaBuno

-¥aen

- Uens

- PAcnucanue

Puc. 4-46 OkHo KoHTporb gocTyna

B meHio KoHTponb goctyna cogepxatcsa 4eTbipe nogmeHto (cMm. puc. 4-46) — Mpaeuno, Y3en,

Lenb n Pacnucanue. [1na HacTponKx HYXXHON PyHKLUKN BbIBEpUTE COOTBETCTBYIOLLEE MEHIO.
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4.11.1 NpaBuno

Bbl6paB KOHTpOﬂb AocTtyna - I'IpaBMno, Bbl MOXeTe npocMaTtpmBaTb U Cco3faBaTb npaBuna

KOHTPOMst AOCTYNa, Kak Noka3aHo Ha puc. 4-47.

[] Brnmioumte ynpaeneHne KoHTPponeM Boctyna K MHTepHer

DHALTPALMA N0 YHOMYAHHID
() PazpellMTe NaKeTaM, HE YKaZaHEIM B NONMTHES KOHTROMA OCYNa, NPOX0AHTE YERes MARWEYTHZaTop.

(3) 3ANPETHTE NAKETAM, HE YK33aHEIM B NONMTHEE KOHTPONA OCYNa, NPOX0AWTE YBPES MADWEPYTHZATOR.

COXpaHTE
I  WuAanpaeuna ¥Yien lenb Pacnucanue BKnHUyMIL HineHnTL
[ MacTep HacTpoikm |
[ DofBaewTs Hoeyio... |

Tek. Homep | 1w |CTp.

Puc. 4-47 YnpaBneHve npaBunamm KOHTpons goctyna
> BknwounTb ynpaBneHue KoHTponem poctyna K WMHTepHeT — YTOObI akTMBMpOBaTb
YHKUMIO, OTMETbTE COOTBETCTBYIOLLYIO A4yenky. B aTom crnyvyae HadHeT AencTBoBaTb

Monutunka omnbTpa NO yMOMYaHUIO.

> Umsa npasuna -— B atom none 0To6pa>i<aeTc9| MMAa npaBuiio, KOTOpoe ABIIAETCA

YHVKanbHbIM.
> ¥Y3en — 3gecb oToGpaxkaeTcs y3en, ykasaHHbIN B COOTBETCTBYIOLLEM MpaBusie.
> LUenb — B aTom none ykasaHa Lenb, ykazaHHasi B npaBune.
> PacnucaHue — 3geck oTobpaxkaeTcs pacnucaHue, ykasaHHOe B NpaBune.

> Bknounte — 3pgech 0To6pa>|<aeTC$| COCTOAHME npaBuna, BKIKOYEHO WK  OTKITHOYEHO.

Haxmnte 3Ty onuuio, eciin Bbl XOTUTE BKIMKOYUTb onpeaenieHHyo 3anmnchb.

> MacTtep HacTpomku — HaxmuTte kHOnky MacTtep HacTpowkW, 4TOObl Cco3daThb 3anuncb O

HOBOM MnpaBune.

> [o6aBUTb HOBYHO...— LllenkHnute noflo6aBuTbL HOBYHO..., YTOGbI CO3aaTh 3anncb O HOBOM

npasune.
»  UYToObl BKMOYMTbL BCE NpaBura B CNUCKe BOCNOSb3yNTECh KHOMKOW BKnounTb Bee.
»  UYToObl BbIKMOUYNTL BCE NMpasBuna B CN1cke, BOCNOSb3yNTECh KHOMKOM OTKNOYNTL BCe.
»  UYToObl yoanutb BCe 3anucu, BOCNONb3yNTeCb KHOMKON YaanuTb Bce.

> I'Iepemecwm: - Mo CBOEeMYy XenaHUK Bbl MOXeTe U3MEHATb MNOopAAOK 3anucen. Hosble
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npaeuna pacronaratoTcs nepes ctapbiMy. B nepBom none ykaxuTte UCXOAHbIN, @ BO BTOPOM

KOHEYHbIN HOMEp, 3ateM HaXMuUte KHOMKY nepeMeCTMTb, 4TOObl M3MEHMUTL nopAnoK

3anucen.
»  UYToObl NnepenTn B cneaytowiee okKHO, BOCMONb3ynTech KHoMkon Crneayrowas.

» UYToObl BEpHYTHCA B NpeabiayLiee OkKHO, BOCMNOfb3ynTech kHomnkon MNMpeabiaylias.
CyuwecTByeT ABa cnocob6a A06aBMTL HOBOE NPaBUIIo:
MepBbI cnocob:

1.  Haxmute kHonky MacTtep HacTpomku. [osaBuTcs creaytoLlee OkHO, Kak MokasaHo Ha puc. 4-48:

Pekun: IP-agpec w
HuAa yina:

IP-anpec cet LAN:

[ Hazaa | [ Oanee |

Puc. 4-48 BobicTpas HacTporika — Co3gaTtb UnmM M3MEHUTb 3anvchb Ans y3na
e Pexunm — 3gecb ectb ABa BapuaHTta Bbibopa, IP-agpec unn MAC-agpec, Bbl MOXeTE

BblbpaTb Ntobon BapnaHT M3 BbiNagatoLLEero crnmcka.

e Wmsa y3na — B 3ToM none BBeanTe yHMKanbHoe uMs ysna (Hanpumep, Ysen_1).

Mpu BbiGOpe IP-appeca, Bbl yBUAUTE cneayollee:

e IP-agpec cetn LAN — Beegute IP-agpec vnu guanasoH agpecoB yana B AeCATUYHOM

dopmarte ¢ pasgenutenbHbeiMM Todkamu (Hanpumep, 192.168.0.23).

Mpu Boibope MAC-agpeca, Bbl yBUAMTE CrieayloLLlee:

e MAC-aagpec — Beegute MAC-appec y3na B popmare XX-XX-XX-XX-XX-XX

2. Tocne 3aBeplUeHUs CO3OaHMSA 3anucu yana, Haxkmute Ha KHonky [anee, otobpasuTcs

crnegyroLiee OKHO, Kak nokasaHo Ha puc. 4-49:
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Pexum: IP-agpec w
OnUcaHue Lenu:
IP-agpec:
MopT HazHAYeHWA:

Mportokon: BCE w

CTaHBAPTHEIA NoPT cepBHCa: --BbIEEpHTE-- A

Puc. 4-49 Bbictpas HacTponka — Co3gaTtb unm n3MeHUTb 3anucb Ans uenm
o Pexunm — 3gecb gBa BapmaHTa Bbibopa, |IP-agpec n [JomeHHoe umsA. Bbl MoxeTe

Bbl6paTb no6on BapuaHT 13 BblMagakowero cn1ucka.

e OnucaHue uenu — B 3TOM none co3ganTe yHMKANbHOE OMUCaHWe Lenu (Hanpumep,
Uenb_1).

Mpu BbIGOpe IP-appeca, Bbl yBUaAUTE cneayoLlee:

e IP-appec — YkaxuTte IP-appec (unu guanasoH agpecoB) uenu (uenewn) B AeCATUHHOM

dopmaTe ¢ pasaenuTenbHbIMU TOYKaMU.

[ ] I'IopT HasHayeHusa — YKaxute nopT wnn Anana3oH NOopToB LUeNn. Ons HEKOTOpPbIX
CTaHOapTHbIX NOPTOB CepBUCa Bbl MOXETE BOCMNOJ1Ib30BATbCA HWXenpuBeadeHHbIM

nonem CTaHAapTHbLIN NOPT cepBuca.

e [poTtokon — 3gechb YeThbipe BapuaHTa Bbibopa BCE, TCP, UDP unu ICMP. Bbibepute

HY>XHO€ 3Ha4YeHne 13 Bbinagatroero cnmcka.

e CraHpapTHbIN NOPT cepBuUca — 30eCb YKka3aH CMUCOK HEKOTOPbLIX CTaHOAPTHLIX MOPTOB
cepsuca. Bbibepnte oanH 13 BbiNagaroLero cnmcka, 1 CoOoTBETCTBYIOLLMIA HOMEP nopTa
nossutcst B none lNopt HasHadeHus. Hanpumep, ecnu Bbl Bblbnpaete "FTP",, Homep

"21" nosiButca B none NopT Ha3Ha4yeHwus.

Ecnu BbI Bb|614paeTe [JdomeHHOe nms, 1O Bbl yBnaunTe cnenymwouiee:

° JomeHHOe nma — 3gecb Bbl MOXeTE YKa3aTb 4eTbipe AOMEHHbIX UMEeHU, NoJfiHoe UMA
nnn Krn4vesble ClioBa MMeHU (Hanpmmep, google). JTloboe foOMEHHOE MMS C KNoYEBbIMU

cnoBaMM B HeM (www.google.com, www.google.cn) OyaeT paspelleHo unu

3abnokmpoBaHo.

[Mocne ToOro, Kak Bbl 3aKOHYMTE CO3daHWe 3anucu Lenwu OocTtyna, HaXxXMuTte Danee, n Ha

9KpaHe 0TO6p83I/ITbCFI cregyroulee OKHO, Kak nokasaHo Ha puc. 4-50.
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EbICTplﬂ HICTPBI;‘.IKI -Co3pgaTh NN NIMEHWUTb 3annch pacnmcaHmnAa

MpUMEYaHME: Facnicadie GeCTEYET ¢ YHeTOM ZHAHEHWA BPEMEHN HA MApWPYTHIaTOpE.

WA pacnucaHua: | |

JNleHb: () Kaxaeld geds; ) BrifipaTe AeHE
MoH. BrT. Cp. Yr. MAar. Cyf. Bockp.
Bpena: BCE JHM - 24 yaca:

Hauano: |:| (44N
Kowew, | |

Puc. 4-50 BbicTpas HacTporika — Co3gaTtb UM M3MeEHUTb 3anncb pacnmcaHus
e Wmsa pacnucaHua — B aTom none co3ganTte yHMKanbHOE MMs pacnucaHust (Hanpumep,

Pacnucanue_1).

e [leHb — BribepuTte BbiOpaTb AeHb 1 BbibepuTe onpefeneHHbIn AeHb (OHW Hegenu unu

BblbepuTe Kaxabii AeHb)
e Bpemsa — B atom norne BbibepnTe Bce AHU - 24 yaca unu ykaxnte Havano nnm KoHeu,

e Havano - Beegute Bpemsi Hadana B dopmate YHMM (MHMM 4eTbipe umdpbl).
Hanpumep, 0800 aTo 8:00.

e KoHeu — Beegute Bpems 3aBepuleHus B dopmate Y4MM (HHMM ueTbipe uundpbl).
Hanpumep, 2000 ato 20:00.

4. T[locne TOro, Kak Bbl 3aKOHYMTE CO3[4aHME 3anucu PacLUMPEHHOro pacnucaHusi, HaXXMnUTe

Danee, 1 Ha akpaHe 0TO6Pa3NTLCA CrieaytoLLee OKHO, Kak NnokasaHo Ha puc. 4-51.

BblcTpas HacTpoWka - Co3gaTe MNW NIMEHWTb 3aNMUCbh KOHTPONS gocTyna 8 MIHTepHeT

WA npaBnna:

Y3en: Yaen_1 %
Lens: Lens_1 e
PacnucaHue: Pacnucanne 1 »

CoCToAHHE! Brnrdnte

II

[Hasan | [ 3akoHure |

Puc. 4-51 BeicTpas HacTporika — Co3gaTtb Unu M3MeHUTb 3anuMcb KOHTpoNna aocTtyna B MIHTepHeT
e Wmsa npaBuna — B 3TOM none co3ganTe yHuKanbHoe MMsi Ans npasuna (Hanpumep,

Mpasuno_1)

[ ] Y3en — B atom none Bbl6€pI/ITe y3en u3 BblnagawLwiero cnucka. 3HayeHnem no

YMOJIHaHUIO ABNAETCA NmeHem y3na, KOTOpOo€ Bbl TOJIBKO YTO YCTaHOBWUITA.

e Lenb — B atom none BbibepuTe uUenb M3 BbiNagaloWero cnucka. 3HavyeHuem no
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5.

YMOJI4aHUIO ABnaeTca UmeHeMm uenu, KOTOpPOE Bbl TOJIbKO YTO YCTAHOBUJIN.

[ ] PacnucaHuwe — B atom none Bbl6epI/ITe pacnncaHne w”n3 BblMagakowero cnucka.
3HauyeHuem no YMOI4YaHUIO ABIAETCA UmeHem pacnuncaHuA, KOToOpoe Bbl TOJIbKO 4YTO

cosganu.

e CocTtosiHme — B atom none ecTtb ABa BapuaHTa Bblbopa — BknounTtb 1 OTKMOYUTD.
Bbibepute Bknountb, 4TOObI NpaBuno BCTynuno B cuny. Bbibepute OTKNHOYUTD,

4yTOObI npaBuIio OCTanoCb HEAKTUBHbIM.

Haxxmnte 3aKkOH4YMTb, 4YTOOLI 3aBepLnTb co3gaHmne HOBOro npaBsuna.

BTopoi cnoco6:

1.

Haxmute «kHOMKy J[ob6aBuTb HOByM.... Bbl nepengete B cnegylowmnm 3KpaH, Kak

npegcrasneHo Ha puc. 4-52.

B none Umsa npaBuna ykaxute nms (Hanpumep, lNpasuno_1).

M3 Bbinagatowlero cnucka Ysen Bolbepute Heobxogumoe 3HadeHne nnm Boibepute YToObI
A06aBUTb HOBbIN CMTUCOK Y3N0OB, HAXXMUTE 30€eChb.

M3 Bbinagatowero cnucka Llenb BbibepuTe HeobxoaumMoe HaMMeHOBaHWE Wnu BblbepuTe
YT100ObI O06ABUTL HOBbLIN CMUCOK Lieren, HaXXMuTe 30eChb.

M3 Bbinagatowero cnvcka PacnucaHue Bbl66pVITe HeobXxoaMmoe HaMMeHOBaHWE WIK
Bbl6epI/ITe Y106bI AO6ABUTL HOBOE pacnncaHue, HaXKMuTe 34ecChb.

B none CocTtosiHne BbibepuTe 3HaveHUsi BknroyeHo mnv OTKNroYeHOo, YTobObl BKNHOUNTD
WKW OTKNIOYUTDL 3arnunchb.

Haxmute kHonky CoxXpaHUTb.

Nms npaBuna:

Yaen: Yaen 1 | M1ofel 00G3EMTE HOBEIA COWMCOK V2MOE, HA¥MWTE 2060k,

Lenk: NMwBan yens |v | YTo0bl 00Ga8NTL HOBLIA Cl

COK Lenen, HaxMNTE 3060k,

PacnucaHue: Bceraa | Urofbl 00GEEMTE HOBOE DACINCAHNE, HAMIMUTE 3080k,

CoctoRHne: BrnioyeHo b

[ coxparmts | [ Hasaz |

Puc. 4-52 [Jo6aBWTb UNK M3MEHUTL 3anUCb KOHTPONS goctyna B IHTepHeT

Hanpumep, ecnn Bbl xotuTe paspewntb y3ny ¢ MAC-agpecom 00-11-22-33-44-AA pgoctyn K
canty www.google.com tonbko ¢ 18:00 o 20:00 no cy660Tam u BOCKpECEHbAM U 3anpeTuTb
ocCTarnbHbLIM y3raM NoKanbHOW ceTn JocTyn K MIHTepHET, HeobXxoanUMO NPeanpuUHATL creayowme
JencTBus:
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1. HaxmuTte nogmeHio MpaBuno creea, 4ToObl BEPHYTbCA Ha cTpaHuuy Cnvcok npasun.
BblbepuTte Paspewntb nakeram, He ykasaHbiM B MOSIMTUKE KOHTPONS gocyna, NpoxoauTb
Yyepes MapLupyTmusaTop.

2. Pekomengyetcs, 4TOoOblI Bbl Haxanu kHorky Mactep HacTpowku, 4TobObl 3aBepLUINTb BCe
nocrneayoLine HaCTPONKN.

3. Haxmnte KHOMKY MNOAMEHK Y3en cneea, 4YToObl nepentu Ha cTpaHuuy Cnmucok yanos.
CospanTte HoByto 3anuck ¢ MimeHem yana Y3en_1 n MAC-agpecom 00-11-22-33-44-AA.

4. Haxmute nogmeHio Lenb cnesa, 4ytobbl nepenTtu Ha cTpaHmuy imsa uenu. CosganTe HOBYHO
3anncb ¢ ImeHem uenu n [JoMeHHbIM UMEeHEM Www.google.com.

5. Haxwmnte noameHio PacnucaHue cneBa, 4TOOblI NEpernTU Ha CTpaHuly CO CrMCKOM
pacnucanui. Co3gante HOBYW 3anncb C MMeHeM pacnucaHus PacnucaHue_1, gHem
Cyb660Ta 1 BockpeceHbe, BpemeHeM Hadana 1800 n BpemeHeM 3aBeplueHns 2000.

6. Haxwmute nogmeHio lMpaBuno cneea. Haxmute [Job6aBUTbL HOBYHW..., YTOObI J06aBUTH
crneayoLLyo HOBYHO 3aMuChb.

e B none Umsa npasuna cosganTte nms npasuna. OTO MMs OOMKHO ObITb YHUKalbHbIM.

Hanpwumep, MNMpasuno_1.
e B none Y3en Bbibepute Y3en 1.
e B none Lenb Bbibepute Lens_1.
e B none PacnucaHue Bbibepute PacnucaHue_1.
e B none CocTtosiHue BbibepuTe BrnounTs.
e YT106bl COXpaHUTbL HACTPOWKU, BOCMONb3YNTECh KHOMKON COXpaHUTb.

Nocne aToro BbI BEepHEeTeCb Ha CTpaHunuy YHpaBneva npasunamMmm KOHTponAa goctyna n ysuaute

crneayoLlyo Tabnuuy.

I HuAa npaeuna Yien Lens PacnucaHne BKNK4YHTL HameHnTs
1 Mpaeuno_1 ¥aen 1 Lenk 1 PacnucaHte 1 PenakTMpoEaTe ¥aanuTs

Bbl MoxeTe uaMeHuTb MHopmMauuio B nonax Ysen, Uenb wunu PacnucaHue, HaxaB Ha
cooTBeTCTBYIOWY 3anucbk. Mnu, Bbl MoxeTe PepakTupoBaTb LENyld 3anncb Ha CTpaHuue

[ob6aBnUTb NN N3MEeHUTb 3anncb AocTyna K MHTepHeT, KOTOpasa Nnoka3aHa HNXe.
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Hua npaeuna: Mpaguna_1
WA yzna: Y3en 1
THN agpeca: IP-agpec 4
IP.appec Nok. cetu: 192.168.0.23
OnucaHne ueni: Llens_1
THn uenu: IP-agpec: v
IP-anpec 192.168.0.2
MopT HAa3HAMEHHA: el
MpoTtokon: TCP  »
CTaHDAPTHLIA NOPT CepBHCA: —-ekIbepUTE- -
HuA pacnucaHna: Pacnucanume_1

HeHb: () Kaxabld AeHe; () BeiGpaTe AeHE
[ Mow. [ BT [ Cp. [ 47 [] Nar Cyf. Bockp.
BpenA: Beerga [
Havano: 0800 UMM
KoHeL; 2000 4N
Tekylee COCTOAHNE: BrniunTh v
[ coxpammrs | [ Hasaa |

° Nmsa npasuna — Beegute nus npasuna B AaHHOE nore. NMoMHUTE, YTO 3TO UMSA OOITKHO

ObITb YHUKalbHbIM.

e Hactpoikn Y3ana — 3gecb Bbl MOXeTe nameHutb Mma yana, Tun agpeca wnu IP-agpec

NOK. ceTu. YUtuTe, 4YTo AaHHoe npaBuiio 3aMeHUT npegblayllee.

[ Pasgen HaCTpoeK Llenn — 3g0ecb Bbl MOXETE N3MEHUTb VIHdJOpMaLI,VII'O o uenu. Y4utute,

YTO AlaHHOE NpaBUIIO 3aMeHUT NpeabiayLiee.

e HacTtponka PacnucaHue — 3gecb Bbl MOXETE U3MEHUTb WMHGopmMauuto PacnucaHus.

YyTnTe, YTO AaHHOE NPaBuMIIo 3aMeHUT NpeablayLlee.

[ ] CocTosiHMe - B 3TOM MNosie Bbl Bb|6mpaeTe OTKNoUNTL UK Brniountb gaHHoe npasuIo.

Ecnn Bbl BbiGepeTte Bknwouutb, TO npaBuno OyaeT 3agencTBoBaHo. Haxmute

OTKNIOYMUTL, YTOObI OTKIOYUTL NPABWUITO.
HaxmuTte CoxpaHuTb, YTOObI 3aBEPLUMTL HACTPOWKY.

Haxwvnte Hasag, 4ytoObl BEPHYTbCA Ha CTpaHuUUy yﬂpaBﬂeHMﬂ npaBunnamMmmn KOHTpOnN4d AOCTyna.
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4.11.2 Y3en

Bbl6paB MEHK KOHTpOJ'Ib AocTtyna - Y3en, Bbl MOXeETe npocMartpuBaTtb U yCTaHaBlinBaTb CrNUCOK

Y3Mn0B, KaK MokasaHo Ha puc. 4-53. Cnucok yanoB fABnsieTca BakHbIM Ans lMpaeuna KoHTpons

aoctyna.
ID  WuAayina HHdpopuauna PenaktupoBatb
1 Waen_1 1P 192.168.0.23 PenakTHpoEaTe ¥OanuTe
[ AoGaewTs Hoewio..  |[ YaanuTeece |
Tek. HoMep |1 » CTp.

Pwuc. 4-53 Hactpoliku y3na
> MWma y3na — B aTtom none otobpaxaeTcsa onucaHwe yana, KOTOpoe [OOMKHO ObiTb

YHUKalbHbIM.

> WHdopmauma — 3pecb oTobpaxaeTrca MHgopMauma no yany. 3170 moxeT 6biTh IP unu

MAC-agpec.

> Pe,anTVIpOBaTI: — VNameHnTb nnu yaanuTtb CylWeCTBYHOLLYHO 3arnuchb.

Y106bI 4O6ABUTL HOBYIO 3aNUCb, HEOOXOAMMO cAaenaTthb crieayloLlee:

1. HaxmuTe kHonky lo6aBUTb HOBYHO...

2. B none Pexum Bbibepute IP- unu MAC-aapec.
e [pu BbIOOpPE IP-agpeca nosaBUTCS OKHO, Kak Noka3aHo Ha puc. 4-54.
1) B none Umsa y3na ykaxuTe ero yHukanbHoe onncaHue (Hanpumep, ¥Ysen_1).
2) B none IP-agpec nokansHon cetu BBeaute IP-agpec.
e [lpu Bbibope MAC-agpeca NnosiBUTCHA OKHO, Kak NokasaHo Ha puc. 4-55.
3) B none Umsa y3na ykaxute ero yHMkanbHoe onucaHue (Hanpumep, Ysen_2).
4) B none MAC-appec ykaxute MAC-agpec.

3. Haxmute kHonky CoxpaHuTb, YTOObI COXPaHUTL CAENaHHbIE U3MEHEHMS.

YToObl yoanutb BCe 3anncu 13 Tabnuupl, BOCI'IOJ'Ib3yIZTer KHOMKoW YaanuTb Bce.

UTtobbl neperTn B criegyoliee OKHO, BOCMOMb3ymtech kHonkon Oanee. YTobbl BEpHyTbCHA B

npegbiayLiee okHO, BOCMNOMb3ynTeCch KHoMkon Hasaga,
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[o6aBWTb U NIMEHWTL 3aNKCb MO yany

Pesmn: ||P_aﬂpec v|
WA y3na: | |
IP-anpec NokankHoi ceTH: | | . |
[ Cospanuts | [ Hasaa |

Puc. 4-54 [06aBWTb UNWU U3MEHUTL 3anNUCb MO Y3ny

[o6aBUTb UMK U3MEHWTb 3anWCh MO Yany

Pexuu: | MAC-anpec v|
Hua yzna: |
MAC-appec: | |
[ Coxpanwte | [ Hazaa |

Pwuc. 4-55 [Jo6aBuTb UnNn n3aMeHUTb 3anuch ysna

Hanpumep, Bbl XO0TUTE orpaHMunTb goctyn K NHTepHeT-pecypcam ansa yana ¢ MAC-agpecom
00-11-22-33-44-AA. [1na aTOro He0H6X0AUMO NPEANPUHSTL CreayrLme 4ENCTBUS:

1. Haxmute kHoMky [o6aBuTb HOBYH... (CM. puc. 4-53), 4TOObI MepevTu Ha CTpaHuLy
[o6aBnTb UM N3MEHNTL 3anncb Mo y3ny.

2. B none Pexum Bbibepute 13 BoinagaroLlero MeHto 3HavyeHne MAC-agpeca.

3. B none Umsa y3na ykaxnte ero yHukanbHoe onnucaHue (Hanpumep, Ysen_2).

4. B none MAC-agpec Beeante 00-11-22-33-44-AA.

5. Haxmwute kHonky CoxpaHuTb, YTOObI COXpaHUTb cAenaHHbIe UBMEHEHMS.

Mocne aToro, BEPHYBLUNCb B OKHO HaCTpOIZKVI y3na, Bbl yBUaUTE CJ'IGﬂyFOU.I,I/IVI CIMUCOK.

I Huayzna
1 Yzen_1
2 vaen_ 2

HHpopuaupa
IP:192.168.0.23
MAC: 00-11-22-33-44-A4

[ AofaenTs Hoeyio...

][ ¥aanute Bee

PenaktupoBare
PepakTupoeate ¥oanuTe
PeaakTMpoEaTs ¥OandTs

Tek. HOMER CTp.

4.11.3 Uenb

Beibpae KoHTponb goctyna - Llenb, Bbl MOXETE NpOCMaTPMBaThL M HAacTpanBaTb CMMCOK LiENen,

Kak nokasaHo Ha puc. 4-56. Cnucok uenen Heobxoanm ans MNpaBuna KOHTpoNsa AocTyna.
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HacTtpoiika uenwn
D WmA uenn Hudopuaupa PenaktHpoBatb
1 Lene_1 1921680 221TCP FenakTMpoeaTe ¥0anuTe
[ AoPaeute Hoeyn . |[ ¥nanuTs Boe
Tek. HOMeR CTR.

Puc. 4-56 Hactpoiku uenu

» Wma uenn — B atom none 0To6pa>i<aeTc;| onucaHue uenn, KoTopoe [OO0J1KHO ObITb
YHUKalbHbIM.

UHdopmaumna — Lienbto moxeT 6bIThb IP-agpec, nopT unm 4OMEHHOE NMS.

> WN3meHUTb — VI3MeHNTb Unu yganuTb CyLLEeCTBYIOLLYIO 3aruchb.

Y106bI 4O6ABUTL HOBYIO 3aNUCb, HEOOXOAMMO cAenaTthb crieayloLlee:
1. Haxwmute kHonky [lo6aBUTb HOBYIO ...
2. B none Pexum BbiGepuTe IP-agpec unu JomeHHoe ums.

3. Tlpwu Bbibope IP-agpeca nosBUTCA OKHO, Kak NpeacTaBieHo Ha puc. 4-57.

Oo6asnuTe NN UIMEHWTL 3aNUch AOCTYNA LIEnn

Pexum: IP-agpec w

OnucaHue Uenu:

IP-anpec:

MopT HasHAYeHHA:

Mpotokoen: BCE +

CIﬂH,ﬂ,ﬂDIHblrl NopT CepBHCa --BbIEEFJHTE-- w

| Coxpanvte | [ Hasan |

Pwuc. 4-57 [o6aBuTb Unn n3aMeHnTb 3anncb 4OCTyna Lenm

1) B none OnucaHue uenu HeoOXOOAMMO YKasaTb YHUKanNbHOE MMA uenu (Hanpumep,
Uenb_1).

2) B none IP-agpec ykaxute |IP-agpec uenw.

3) Bbibepute 06wWwmMi cepBUMC M3 Bbinagatowero cnucka B none CraHaapTHbIM nopT
cepBuca, C TeM, YTOObLI aBTOMaTnM4eckn 3anonHuTb none MNMopTt HasHa4veHus. Ecnu B
cnucke CTaHAAPTHBLIN NOPT CepBUCA HE COOEPXKUTCH HY)XXHOrO BaMm CEepBUCa, YKaXnTe
3HayeHue MopTa Ha3HauYeHUs BPYYHY!IO.

4) B none MNpoTtokon BbiGepuTe 3HadeHme TCP, UDP, ICMP unu BCE.

4. T[lpu Bbibope onummn [loMEHHOE NMS Bbl OKaXXeTeCb B CleAytoLeM OKHe, Kak NokasaHo Ha
puc. 4-58.
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Pekun: HoMeHHOE HMF ¥
OnucaHKe Lenu:

DoueHHoe HMA:

[ Cowpanmte | [ Hasan |

Puc. 4-58 [lo6aBnTb nn n3MeHnTb 3an1cb SOCTYNa Lenu

1) B none OnucaHwue Lenu HeobxoanMo yKasaTb YHUKarbHOE UMs Lenu (Hanpumep, LUens_1).

2) B none [JomeHHOE UMS Bbl MOXeTe BBECTU JOMEHHOe UMS, MOSTHOE UMS UMK KMoyeBble
cnosa MMeHu (Hanpumep, google). Jlloboe AOMEHHOE MMS C KMoYeBbIMU CIIOBaMy B HEM
(www.google.com, www.google.cn) byaeT paspeLueHo nnm 3abnoknpoBaHo.

5. Haxmute kHonky CoxpaHuTb.

UTo6bl 04nCTUTL TAabnumuy, BOCNONb3yNTECH KHOMKOW YAanuTb Bce.

UTtobbl nepenTn B criegylollee OKHO, BOCMOMNb3yntecb kHonkon [anee. YTobbl BepHyTbCH B

npegblayuiee OKHO, BOCMNOSb3ynTeCh KHoMkon Hasapa,.

Hanpumep: Bbl X0TUTE orpaHnynTb OOCTYn K VIHTepHeT-pecypcamM Ans y3na foKanbHOW CeTu ¢
MAC-agpecom 00-11-22-33-44-AA v paspeLlunTb emy JOCTYN TONbKO K canty www.google.com.

[nsa aTtoro Heobxo4MMo NpeanpuHATL cnegyowme 4eNCTBUS:

1. YT106bl O0GaBMTbL UMM W3MEHWUTb 3anucb LEnu [0CTyna, Haxmute kHonky Jo6aBuTb

HOBYHO... , KaK nokasaHo Ha puc. 4-56.
2. B none Pexunm 13 BbinagatoLwero cnvcka Boldepute JOMEHHOE UMS.
3. B none OnucaHue wenun Heo6xoaMMO Co3aaThb YHUKaNbLHoOe ums Lenu (Hanpumep, Llens_2).
4. B none flomeHHoOe UMSA BBeauUTe www.google.com.
5. YT06bl COXpaHUTbL HACTPOWKKN, BOCMONb3YNTECH KHOMKON COXPaHUTD.

Mocne aToro, BEPHYBLUNCb B OKHO HaCTpOIZKI/I uenu, Bbl YyBugnuTe CﬂeﬂyPOLLI,VIIZ CMNNCOK.

ID WA uenu WHipopuaLHa PenakTHpoBaTh

1 Llene_1 1921680 221TCP PenakTMpoeaTe ¥YoanuTe
2 Uene_2 Wity google.cam PedakTHROEaTE ¥0anuTe
[ Oofaeutb Hoewn . |[  yaanuTh Boe

Tek. HOMep |1 | CTh.
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4.11.4 PacnucaHue

Buiopae KoHTponb goctyna — PacnucaHue, Bbl MOXETe NpocMaTpuBaTh UM onpeaensTb CrncoK
pacnucaHun, Kak npeacTaBneHo Ha pwuc. 4-59. Cnucok pacnmcaHuMi  Heobxogum  Onst

(bYHKLMOHMPOBaHMS NpaBuna KOHTPOns AoCTyna.

I HuA pacnucaHuA leHb Bpeua Penaktupoeatk
1 Pacnucanue_1 Cyfi. Bockp. 08:00-20:00 PenakTUpoEaTE ¥0anuTe
[ fofasute Hoeya . ][ vpanuTe sce

Tek. Homep | 1 | CTR.

Puc. 4-59 HacTtponku pacnmcanus

> Uma pacnucaHuna — B aTtom none cogepXxnTca onmncaHmne pacnmcaHua, KoTopoe AOJ1KHO

ObITb YHUKasbHbIM.
> HeHb — YkasbiBaeTcsa AeHb (Mnv gHW) Hegenu
> Bpems — Yka3sblBaeTCs BpEMEHHOW Nepuoa.

> PeAaKTMpOBaTI: - PeﬂaKTMpOBaHMG nnn yganeHune cywectByroLlero pacnmcaHuA.

Y100bI AO6ABUTL HOBOE pacnuncaHue, Heo6Gxoaumo cpenaTb cneaywoujee:

1. Haxmute kHonky lo6aBUTbL HOBYHO... (CM. puc. 4-59). [1omKHO NOABUTLCS CrneayoLlee OKHO
(cm. puc. 4-60).
2. B atom none ykaxuTte yHuKanbHoe MMsi pacnucaHus. menTte B BUAY, YTO 3TO UMS OOSHKHO

ObITb YHMKanNbHbIM. (Hanpumep, PacnucaHne _1).
3. B none OdeHb yka3sbiBaeTcs AeHb (OHW) Hegenw.

4. B none Bpems MOXHO BblOpaTh KpPYrriocyTOYHO Unu 3a4aTb BPEMEHHOM Nepuog npy NOMOLLM

nonen Bpems Havyana n Bpems 3aBepLueHust.

5. Ytobbl coxpaHnTb caenaHHble HaCTPOMKK, BOCNOSb3yNTeCh KHONKOW COXpaHUTD.
UTo6bl 04nCcTUTL TAabnumuy, BOCNONb3yNTECh KHOMKOM YAanuTb Bce.

UTtobbl nepenTn B criegylollee OKHO, BOCMOMb3yntecb kHonkon [danee. YTobbl BEpPHYTLCH B

npeabiayliee OkHO, BOCMONb3yiTech kHonko Hasap,.
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MpWMEYAHWE: PACNMCAHWE GEHCTEYET C YYeTOM ZHAUEHMA BREMEHM HA MAPLWPYTHZATOPE.

WA pacnicaHuA: | |

NeHb: (=) Kaekoeid geHe; (O Brifipate feHe
MaH. Br. cp. YT Mar. Cyl. Bockp.

Bpema: BCE OHW - 24 yaca:

Hauano: |:| (HHMM)
KoHew; |:| {HHMM

[ Coxpanute | [ Hasaa |

Puc. 4-60 HacTponkn pacluMpeHHOro pacnmcaHms

Hanpumep: Bbl xoTnte orpaHnumTb goctyn k MHTepHeT-pecypcam ans yana ¢ MAC-agpecom
00-11-22-33-44-AA v paspelumTb eMy OOCTYn K cauTy www.google.com Tornbko ¢ 18:00 ao 20:00

no CYGSOTaM 1 BOoCKpeceHbAM. [1nga aToro HeobxoaMMo caenatb cnepytoulee:

1) Haxmute kHonky J[lo6aBuUTb HOBYHO... (CM. puc. 4-59), 4yTOoObl NEepenTM B OKHO

[ononHnTenbHbIE HACTPOWNKN pacnnCcaHus.

2) B none OnucaHue pacnucaHusi Heo6XoaMMO co3aaTh YHUKaNbHOE pacnucaHue (Hanpumep,

Pacnucanue_2).
3) B none OeHb BbIGepuTe BoibpaTh AeHb 1 ykaxute Cy6. n Bockp.
4) B none Bpewms B nonax Havano n KoHew ykaxute, cootBetTctBeHHo, 1800 n 2000.
5) Haxmute kHornky CoXpaHUTb, YTOObI COXPaHUTL HACTPOWKM.

Mocne aToro, BepHYBLUMCb B OKHO HacTporiku pacnucaHus, Bbl yBUAUTE CreYOLWNIA CIINCOK.

I HuA pacnucaHuA Dens Bpeua PenaktHpoBaTh
1 Pacndcadke_1 Cyi. Baockp, 08:00- 20:00 PenakTHpOEaTE ¥AANMTE
2 Pacnucanwe_2 Kz 06l AeHE 18:00- 2000 FenakTHpoeaTe ¥aanuTe

4.12 PaclwumpeHHble HAaCTPOUKN MapLIpyTU3aLnum

PacumpeHHbIe HACTPOWKM MApLIPYTMIALMN

- CNWCOK CTATMHECKNX MaPIIPYTOR

- Tabnuua MapupyTHIaummn

Puc. 4-61 PaclumpeHHble HAaCTPOMKN MapLUpyTM3auum

B MeHlo0 PacluupeHHble HacTpoMKM MapLupyTu3auumn, Kak nokasaHo Ha puc. 4-61, ecTb gga
nogmeHio — CNMCoOK cTtaTuyecknx mapupyTtoB 1 Tabnuua mapupytusaumm. Haxas ux, Bbl

CMOXeTe HaCTpOnUTb COOTBETCTBYOLLIME d)yHKLl,VII/I.
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4.12.1 Cnncok ctatu4ecKux MapLipyToB

BboibpaB MeHi0 PaclumpeHHble HacTpoWku wMapwpyTMsaumm — ChnMCOK cTaTU4eCcKuX
MapLUpyTOB, Bbl MOXETe HacTpauBaTb MapameTpbl CTATUYECKOW MapLupyTU3auMn B OKHE,
npeacTaBneHHOM Ha puc. 4-62. CtaTudecknini MapLUpyT — 3TO 3apaHee onpeferieHHbIn NyTb, No

KOTOPOMY CceTeBbl€ AaHHble nepeMeLlalnTCAa K KOHKPETHOMY Yy3ny Unn cetu.

CrnWMcoK CTaTUYECKUX MapLUPYTOB

10 IP-appec HazHa4YeHHA Macka nopcertn OcHOBHON WNW3 CocToAHHe HineHntb

[ OoPaeuts Hoeyi .|

Puc. 4-62 Cnucok ctatnyeckux MapLipyToB

YT10o6b1 4O6GABUTL 3aNnUChb MapLUPYTU3aLMK, Heobxoaumo caenaThb criegylollee:

1.  HaxmuTe kHonky [lo6aBuUTL HOBYIO... OTKPOETCH OKHO, NpeacTaBneHHoe Ha puc. 4-62.

Oo6aBnTbe UNK MIMEHWUTE 3anUchk B TabnMUe CTaTUYMECKOM MapLUpyTUIaLnm

IP-agpec HA3HAYEHHA:

Macka nogcerm:

OCHOBHOW WNH3: | |
CocToAHHe: |

BrnroyeHn V|

| Cowpanwre | [ Hasan |

Puc. 4-63 [lo6aBuTb UM n3amMeHnTb 3anvcb B Tabnvue ctatnyeckon MapLupyTnsaumm

2. Heobxogmmo ykasaTb criegyowme gaHHble.
e |P-apgpec Ha3HayeHUs — 3TO agpec ceTu Unn ysna, KOTOPOMY Bbl XOTUTE Ha3HaYUTb

cTaTU4YeCcKUii MapLUpYT.

e Macka noaceTtn — onpegensieT, kakaa yYacTb IP-agpeca oTHocuTCA K ceTu, a Kakasi K
y3ny.
e OcHoBHOM wnt3 — IP-agpec wnt3a, T0 ecTb YCTPOWCTBA, KOTOpoe obecnednBaet

B3aMMOOENCTBUE MEXAY MapLUpyTU3aTOPOM U CETbIO/Y3IOM.

3. W3 Bbinagatoulero cnucka B none CocrtosiHe HeobxooMmo BbibpaTh 3HavyeHMe BknrouyeHo

unu OTKNro4YeHo.

4. Yrto6bl COXpaHUTb caenaHHble N3MEHEHNs], BOCMONb3yNTeCh KHOMKOM COXPaHUTD.
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Opyrvue HacTpounku aonsa sannucen:

YUTtobbl yoanuTb 3anncb, BOCMONb3YWTECH KHOMKON YBanuThb.

YUTtobbl akTMBMPOBATL BCE 3anncu, BOCMONbL3YNTECH KHOMKOW BkniounTb Bee.

YTtobbl caenatb BCe 3an1cy HeakTUBHbBIMW, BOCMONb3yNTeCh KHONKOM OTKMOYUTL BCe.
YTto6bl yganuTb BCe 3anMcu, BOCMONb3yNTECh KHONKOW YaanuTb Bce.

YT06bl NepeinTn B cneaytoLlee OkKHO, BOCTONb3ynTech kHonko Cneayrowas. Ytobbl BepHYyTLCS B

npenbigyuiee OkKHO, BOCI'IOJ'Ib3yl7ITer KHOMKOWN I'Ipe,qbl.qymaﬂ.

4.12.2 Tabnuua mapLipyTusauum

BbibpaB MeHio PaclumpeHHble HAaCTPOWMKM MaplpyTusauum — Tabnuua maplupyTusauuu, B
OTKPbIBLLUEMCS OKHE Bbl yBMAMTE Tabnuuy MaplpyTusaummn (Kak rnokasaHo Ha puc. 4-64).
Tabnuua MapwpyTusaummM  MNo3BOMsSieT  NpocMaTpuBaTb BCE  UCMOMb3yeMble  3anucu
MapLipyTu3aummn. [ns Kaxgoi ctaTen oTobpaxatoTcs IP-agpec HasHauyeHusi, Macka MofceTwu,

LUSTH03 1 nHTepdenc.

ID IP-agpec HazHaA4YeHHA Macka nogceru L3 WH1epipeiic
1 192.168.00 256.255.255.0 no.oo LAN & WWLAN
2 17230740 256.255.255.0 no.oo AN
3 f.ooao 0.o.o.0 172.30.741 WAN

Puc. 4-64 Tabnvua MapLupyTusaumm
> |IP-agpec HasHa4yeHuA — CeTblo Ha3HaYeHWs SBMSIETCA agpec CeTu Unu ysna, K KOTopomy
Ha3Ha4YeH CTaTMYECKUA MapLLpPYT.

> Macka noaceTtu — Macka noaceTu onpenensieT, kakasi YacTb |IP-agpeca oTHOCUTCA K ceTu, a

Kakas K yany.
> W3 - IP-agpec wnt3a, T.e. YCTpoOWCTBa, KOoTopoe obecneudvBaeT B3auMoOAencTBue

MeXy MapLUpyTU3aTOPOM U CETbO/Y3MOoM.

> WHTepcpenc — B nHtepdence otobpaxkaloTcs ceegeHns o ToM, npuHagnexut nu IP-agpec
Ha3HadeHuss LAN (nokanbHown npoeogHoun cetn) n WLAN (nokanbHon 6ecnpoBogHoOn ceTn)
unn WAN (MHTepHeT).
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4.13 KOHTpOnb NponycKHOM CNOCOBHOCTH

KoHTpONkL NPOMYCKHOW cnocoBHOCTH

- MapaMeTphl KOHTPONA

- Cnucok npasun

Puc.4-65 KoHTponb nponyckHOM cnocobHOCTU

MeHio KoHTponb nponyckHOM CMNOCOGHOCTM coaepxuT ABa noameHio — [lapameTtpbl
KOHTponss u Cnucok npaBun (CMm. puc. 4-65). [Ing HAacTpoOnKn Hy>XHOW OyHKLMK BblbepuTe
COOTBETCTByWOLLEEe MeHW. Hiwke npuBogutcs nogpobHoe onucaHve Ans Kaxaoro K3 3Tux

NoAMEH!O.

4.13.1 NapameTpbl KOHTpONS

Boibpae KoHTponb nponyckHOW crnoco6HocTu — [apameTpbl KOHTPONA, Bbl CMOXETE B
cnegylowemM OKHe HacTpauBaTb 3HAYeHWsa BXoAsLlero u mcxogsuwero tpaduka. 3agaBaemble
3HauyeHns He OOoMmkHbl npeBbilwatbe 100000 Kowut/c. [na onTtumanbHOro KOHTponsi, Bblbepute
cnpaea Tun nuHUKM 1 cnpocuTe y noctaBwmka NHTEepHET-ycnyr obuee 3Ha4YeHMe BXOASILLENO U

ncxopsiiero Tpaduka.

I'IapaMETphl KOHTpONA
BKNK4HTL KOHTPONb NONOCh] NPONycKaHWA: F
THN NHHUK: & ADSL (O AOpyran
WcxopAwan nonoca nponycKaHuA: | 512 | KEuTICeK
BX00AWAA NON0Cca NPONYyCKaHHA: | 2048 | KEuTicex

Puc. 4-66 MNapameTpbl KOHTpONSs

> BKNHOYMTbL KOHTPOMb Monockl NponyckaHua — OTMeTbTE 3Ty AYElKy, YTOObl HACTPOMKK

KOHTPOJ14 NOJ10Cbl NPOnyCKaHUA BCTYNUn B cuny.

> Twvn NUHUKM — Bb|6ep|/|Te I'IpaBVIJ'IbeII7I TWN BaLlero noaknodeHus. Ecnu Bel He 3HaeTe, Kakown

BbIGpaTb, obpaTuTech k Bawemy noctaBuky IHTepHeT-ycnyr.

> Wcxopswan nonoca nponyckaHnsa — CKOpOCTb ncxoasiuero Tpaduka, Npoxoasiiero Yepes
nopt WAN.

> Bxopsiwasa nonoca nponyckaHus — CKOpoCTb BXoAsdLlero Tpadmka, Npoxoasilero vyepes
nopt WAN.
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4.13.2 Cnucok npaBun

BbibpaB KoHTponb nponyckHon cncobHocTn - Cnucok npaBui, Bbl CMOXETE NpocMaTpmBaThb

N HacMaTpueaTb NpaBniia KOHTPOIA NOJ10ChI NMPONYCKaHUA, KakK NoKa3aHO Ha PUCYHKEe HUXe.

Mexo8AWaA nonoca npomyckaduAKBMTIcer) | Bxoaawaa nonoca nponyckaHuAKOnTIcer)
D DNHCEHKE BrkniumTE PEnakTHROBATE
MUH. Makc. MuH. Makc.

B HACTOAWEE BEPEMA CMHCOK MYCT.

[ OofiaeuTs HoBy .. |

1 % | cThaHWua

Puc. 4-67 Cnuncok npasun
> OnucaHune — CogepXxuT MHGOPMaLMIO Mo NpasBuiam, Hanpumep guanasoH agpecos.

> Ucxopsawaa nonoca nponyckaHna -— B atom none 0T06pa>i<aeTc;| I/IHCbOpMaLI,VIFI no
MakcummarnbHOMy ©“ MWHUMalNbHOMY 3Ha4YeHU0 nNonocCbl AOnA uUcxogdallero Tpaqwn(a,

npoxogsuiero Yepe3 WAN-nopt. 3HauyeHne no ymonyanuto 0.

> Bxoaswasa nonoca nponyckaHuna -— B atom none 0To6pa>KaeTc;| I/IHCbOpMaLI,VIFI no
MakcunmaribHOMy 1 MUWHUMaAlNbHOMY 3Ha4YeHUo nNoJfioCbl AOnA  BXoAdllero TpachKa,

npoxogsuiero Yepe3 WAN-nopt. 3HadeHune no ymonyanuto 0.
>  BkmouuTb — 3TO None cogepXxuT MHOpMAaLIMIO MO COCTOSIHUIO NpaBuna.

> Pe,anTVIPOBaTb - Pe,El,aKTI/IpOBaTb npasuno. YToObI yoannTtb npasuno, BOCI'IOJ'Ib3yl7|Ter

KHoMKon YoanuTb.

Y1066l [06aBUTL WNM  U3MEHUTb MpPaBUNO YMNpaBrieHUs NONIOCOM NPOMNYCKaHus,

Heo6xoAuMO caenaTtb cnegyiollee:

1. Haxmute kHonky [Jo6aBuTb HOBYH... (CM. puc. 4-67). [JOMKHO OTKPbITbCA OKHO, Kak

nokasaHo Ha puc. 4-68.

2. BseauTe cneayouine gaHHble.
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BENHUYHTL:

HunanazoH IP-anpecos: | | = |

[HanazoH Noproe: | | = | |

Mpotokon:

MWH. MONGCa NROMYCEaHAWA Makc. nonaca
(KOuT/cer) nponyckaHMAKBUT/Cak)

HcxoDAWAA Noneca NPponycKaHuA: | ] | | 0 |
BxopAwan nonoeca nponycKkaHuA: | ] | | n] |
[ CoxpanuTe ] [ Hazan ]

Puc. 4-68 HacTtponkn npasuna ynpasrneHus norocon NponyckaHus

e Bknountb: Bbl MOXeTE BKMOUNTL NPaBuUno, OTMETUB AYENKY.

e [wana3soH IP-agpecoB: Ykaxute gnanasoH IP-agpecos.

e [nanasoH NOpTOB: YKaxute AnanasoH NopTOB JIOKaNbHOWM CETU.
e [potokon: Bbibepute npotokon (TCP, UDP, TCP/UDP).

° Ucxopswana nonoca nponyckaHuA: B atom none YKaxunTe I/IHd)OpMaLI,VIIO (0]
MakcmmMmanbHOM WU MWHUMMalribHOM 3HadYeHunM TMoNioCbl AOnAa ucxoadillero Tpaq)vn(a,

npoxoasiwero Yepe3 WAN-nopT. 3HadeHne no ymonyanuto 0.

e Bxopgswasa nonoca nponyckaHusa: B 3ToM none ykaxute uWHdOpMaUMo O
MaKCMMarnbHOM M MWHMMANbHOM 3HA4YeHUM MOMOCbl ANs ucxogswero Tpaduka,

npoxoggiiero yepe3 WAN-nopt. 3HayeHne no ymonyanuto 0.

3. Haxmwute kHonky CoxpaHuUTb.

4.14 lNpuBnaska IP- n MAC-agpecosB

lMNpuenzka IP- u MAC-anpecor

- MapaMeTpLl NPUBAIKM
- Tabnuua ARP

Puc. 4-69 MeHto lNMpuesaska IP- u MAC-agpecoB

MeHto CeasbiBaHue IP n MAC-agpecoB cooepXut asa nogmeHo (cMm. puc. 4-69) — NMapameTphbl
npmBa3kn n Tabnuua ARP. YT106bl HacTpouTb HYXHYKO YHKUMIO UM MOCMOTPETb €e
napameTpbl, Bbibepute COOTBETCTBYHOLUUIN aniemMeHT. Huxe npuBoamTtcs nogpobHoe onmcaHmne no

KaXkgoMy NMOAMEHHO.

4.14.1 NapameTpbl NPUBA3KU

[aHHoe okHO copepkuT Tabnuuy MapameTpbl NPUBA3KUA, B KOTOPYK Bbl MOXETE BHOCUTb

Heobxoanmble nameHeHus (cm. puc. 4-70).
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MapameTpbl NPUBA3KK

CeA3bIBaHHe ARP:

D MAC-appec

& OTkniouuTe O BrniounTe | COXPAHWTE

IP-appec Ceazartb

HimeHnTts

192.168.0.101 PenaktupoBartk Yoanurs

J

1 00-0A-EB-00-07-5F

J

[ [Oofaewte Hoeyo.. | [ Brniowwts Bce OTKMOHTL BCE Yganute 6ce | [ Haitmw |

CTp.

Puc. 4-70 MNapameTpbl NPUBA3KA
> MAC-aagpec — MAC-agpec KOHTPONUpyeMoro KoMnbloTepa nokansHOn ceTu.
> IP-agpec — HasHaudeHHbIN IP-agpec KOHTPONUPYEMOro KoMnbTEPA NOKarbHON CETU.
> CBsasaTb — Bkntountb pyHKUM0 cBA3biBaHNA ARP.
>  W3MeHUTb — N3mMeHnTb nnn yganutb CyLLEeCcTBYHOLLYIO 3aMnnchb.

YToObl aKkTMBMpPOBATL BCE 3anncu, BOCMONb3yNTECH KHOMKOM BknounTb Bee.

YTtoObl yaanuTb BCe 3anucu, BOCMNOSb3yMTeCh KHOMKON YaanuTb Bce.

Ecnn Bbl xoTUTEe 0o06aBUTb NN N3MEHNTb 3anucb cBAsbiBaHus IP u MAC-agpecoB, Haxmute
KHOMKy [lo6aBUTb HOBYHO... Unn MIaMeHnTb. [Nepen BaMm OTKPOETCH OKHO, NPeACTaBrneHHoe Ha

pwuc. 4-71,8B KOTOPOM Bbl MOXeTe [o6aBUTb UM N3MEHNTL 3aMnUCh.

MNMapameTpkl cBA3bIBAHWA IP M1 MAC-appecoB

MAC-anpec: | |

CeAsalb:

IP-anpec: | |

[ Coxpanure | | Hasan |

Puc. 4-71 NapameTpsbl ceasbiBaHus IP- 1 MAC-agpecos

YT106blI [o6GaBuUTL 3anucb cBaA3biBaHuAa IP- n MAC-agpeca, Heo6xoguMmo caenaTb

cnepymouyee:
1.  HaxwmwnTte kHonky [lo6aBUTbL HOBYHO... (CM. puc. 4-70).
2. Yrkaxute MAC- u IP-agpec.
3. Bbibepute aueliky Cesizatb.

4, YToOhI COXpaHUTb caeliaHHble NU3MEeHEHU4, BOCI'IOJ'Ib3yIZTer KHOMKOWN COXpaHVITI:.
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YTOObI M3MEeHUTb WNM yAanUTb YXe CYLLEeCTBYHLYK 3anucb, Heo6xoaumo caenatb

cneayouee:
1. Bbibepute 3anuce B Tabnuue.

2. B konoHke U3meHUTb BbibepuTe, COOTBETCTBEHHO, PeaakTnpoBatb 1nn Yaanutb.

YT106bI HANTK CYLLECTBYIOLLYIO 3aMNUCh:
1.  HaxmuTte kHonky HanTu, kak nokasaHo Ha puc. 4-70.
2. Beegute MAC nnu IP-agpec.

3. Haxmute kHonky HanTu, kak nokasaHo Ha puc. 4-72.

HawnTtih 3anuce npmeaaku IP- 1 MAC-agpeca

MAC-anpec: | |

IP-anpec: | |

D MAC-anpec: IP-anpec: Ce3AatL JIMHK
1 00-0A-EB-00-07-5F 192.168.0.101 Ha oKHO

Puc. 4-72 Haintn 3anuck npusasku IP- 1 MAC-agpeca

4.14.2 Tabnuua ARP

Onsa ynpaeneHnsi KOMNbIOTEPOM Bbl MOXETE BECTU HabnogeHWe 3a KoOMMNbTepamMmn fokanbHOM
cetun, npoeepsast ceA3b MAC- n IP-agpeca B Tabnuue ARP. Takke Bbl MOXETE NPOU3BOAUTb
HacTponky anemeHToB Tabnuubl ARP. B gaHHOM okHe oTobpaxaetca Tabnmua ARP. OHna
coaepXxut mHdopmMaumio no mMmewwmmes 3anncam csasbiBaHnd IP 1 MAC-agpeca (cm. puc.
4-73).

Tabnuua ARP

[1] MAC-agpec IP-agpec CoctoAanne  Hactpoiika

1 40-61-86-FC-70-FD 192.168.0.100 HeceazanHo Jarpyanie Yoanure

| 3arpyautbece | [ OBHoBMTE

Puc. 4-73 Tabnuua ARP
» MAC-agpec — MAC-agpec KOHTPONUPYEMOro KOMMbITEpPa NOKansHON ceTu.

> IP-agpec — HasHauyeHHbI IP-agpec KOHTpOnMpyemMoro KOMmbloTepa fioKkanbHOW ceTu.
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» CocTtosiHne — B aTom none coaepxunTca MH(bOpMaLI,I/IFI Nno HanM4yno nnn OTCYyTCTBUKO CBA3N

MAC- u IP-agpeca.
» HacTpouka — 3arpy3ntb unu yganuTb 35IEMEHT.

e 3arpy3uTb — 3arpysuTb 3rieMeHT B CNMCOK cBa3biBaHus MAC- n IP-agpecos.
e Ypanutb — YOanuTtb areMeHT.

YToObl NpON3BECTN CBA3bIBAHNE OIS BCEX TEKYLLMX 3anMcen, BOCNOSb3ynTeCh KHoMko CBA3aTb

Bce ((pyHKUMA OOCTYMHAa TONbKO NOCIe akTMBauumn 3anucen).
YTtoObl 3arpy3nTb BCE 3anMcu B CNMCOK, BOCMOSb3YNTECh KHOMKOW 3arpy3uTb Bee.
Y1o0bl 06HOBUTL MHGOPMALMIO, BOCMONb3YNTECh KHOMKON OOHOBUTD.

&= lMpumeyaHume:

3anucb He MOXeT ObITb 3arpykeHa B Tabnuuy cesasbiBaHus IP 1 MAC-agpecos, ecnu IP-agpec
3anucy yxe Obin 3arpyxeH paHee. B aTom cnydae nosiBUTCS OKHO C coobuieHnem o6 ombku.
AHanornyHo cyHKumMs "3arpy3anTb Bce" 3arpy3uT TOMbKO Te 3anmncu, KOTopble He nepecekarTcs ¢

3anncamm, yxxe MMerLnMmnca B Crinucke.

4.15 OuHamunyeckun DNS

Mpwn BbIGOpe MeHio AuHamuyeckun DNS Bbl MoxeTe onpegenate napameTpbl paboTbl hyHKUMN.

MapwpyTtnusatop pacnonaraet cdyHkuven DDNS (Dynamic Domain Name System), koTopas
JernaeT BO3MOXHbIM XOCTUHT canTa, FTP- unn novtoBoro cepsepa ¢ UKCMPOBaHHLIM JOMEHHbLIM
umMeHeMm (KOTopoe Bbl yKasblBaeTe camu) U OUHaAMWYeCKUM agpecom. ITO MO3BOMSET BalMM
Opy3bsM MNOAKMYaTbCHA K BallemMy CcepBepy, ykasaB AOMEHHOE WMS BHE 3aBUCUMOCTU OT
3Ha4YeHus IP-agpeca. Mepen Ha4yanom Mcnonb3oBaHUs dyHKUMM HeobxoaMmo

3apernctpupoBatbcs y  npoBangepa DDNS-cepsuca, HanpuMep  www.comexe.cn,

www.dyndns.org nnm www.no-ip.com. OT nocTasLuuka I/IHTepHeT-ycnyr Bbl NonyvynTe naposb Uin

KITHOM.

4.15.1 Comexe.cn DDNS

Ecnu B kavecTBe npoBangepa DNS-cepBuca 6bin BbibpaH www.comexe.cn, AOSMKHO NOSBUTbCA

OKHO, NMOKa3aHHOe Ha puc. 4-74.
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CepBHC-NpoBaiinep: Comexe [ www. COmMEexe.cn ) MepedTd K perdcToaumd. .

DoMeHHOe HWA:
DoueHHoe HUA:
DomeHHoe HMA:
DoueHHOe HMA:

DomeHHoe HMA:

WA nonezoBarenA: usernamme

Mapone: [ITTIITT L]

[] Brnwuute DDMS

COCTOAHHE NOOKMHYEHHA: COME He zanyckaeTcAl

BokTi

CO¥paHTE

Puc. 4-74 Hactpoiikn Comexe.cn DDNS

Ansa yctaHoBkM napameTpoB DDNS Heo6xo0aMMo BLINONHUTL crieayloline AeNCTBUA:

[JomeHHOe wumA BBeauTe COoOoTBEeTCTBYOLlEe 3HadeHue, noJjiydeHHOe OT nocCTaBLiMKa

NHTepHeT-ycnyr.
Ykaxunte Uma nonb3oBaTtensa y4eTHON 3anuncu.
Ykaxute Maponb y4yeTHOM 3anmcu.

HaxmuTte kHonky BownTu, 4tobbl BONTK B CUCTEMY.

CocTtosiHue nogkntoveHune — CoctosHue nogkntoveHns kK DDNS-cepsucy.

YToObI BLINTU U3 CUCTEMBI, BOCMONb3YATECH KHOMKON BbINTH.

& lMpumevaHue:

Ecnu nocne ycnewHoro Bxoga Bbl XOTUTE CHOBa BOMTU Ha APYrylo YYETHYH 3anucb, HaXMuUTe

KHOMKY Bbixopa, 3aTem BBeAUTE HOBOE MMSI MONb30BaTENS, naposib 1 HAXMUTE KHOMKY Bxogn.

4.15.2 Dyndns.org DDNS

Ecnun B ka4yecTBe npoBangepa DNS-cepBuca 6bin BbibpaH www.dyndns.org, NOSBUTCH OKHO Kak

nokasaHo Ha puc. 4-75.
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Cepeuc-npoBaigep: Dyndns { wwnee dyndns org ) % | OepefT K DerMcTRaUmMM. .
HuA nonb3oBaTens: USEFName
Mapone: [TTTITITT]

JomeHHoe HMA:

[] Bentunte DOMNS

CoCTOAHHE NOOKNKYEHHA: CDMS He zanyckaeTcAl

[ Boiti ] [ Bt

COXpaHKTE

Puc. 4-75 Hactponkn Dyndns.org DDNS

Ansa yctaHoBkM napameTpoB DDNS Heo6x0aMMo BLINONHUTL crieayloline AeNCTBUA:

Ykaxunte Umsa nonb3oBaTtens y4eTHON 3anuncu.
YkaxuTe Maponb y4eTHON 3anucuy.

B none [lomeHHOe uMsA BBeONTE COOTBETCTBYHOLLEE 3HAYEHNE, MONy4YEHHOe OT NpoBariaepa
DNS-cepsuca.

HaxmuTte kHonky BonTn, 4TOoObI BONTU B CUCTEMY.

CocTosiHue nogknioveHue — CoctosHne nogkntodeHnst K DDNS-cepsucy

YUTo6bI BLINTU U3 CUCTEMBI, BOCMOSNb3YNTECH KHOMKON BbINTH.

& lMpumevaHue:

Ecnu nocne ycnewHoro Bxoga Bbl XOTUTE CHOBa BOMTU Ha APYryl0 YYETHYH 3anucb, HaXMuUTe
kHOMKy BbIxoa, 3aTeM BBeOUTE HOBOE UMS NONb30BATENS, NAPOrb U HAXMUTE KHOMKy Bxop.

4.15.3 No-ip.com DDNS

Ecnun B kadecTBe npoBangepa DNS-cepBuca Obin BbIOpaH www.no-ip.com, NOSIBUTCS OKHO Kak

nokasaHo Ha puc. 4-76.
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CepBHc-NpoBanaep: Ma-IP ( wherw. no-ip. com ) w | MepedTv K peracTpaum. .
HMA nonezoBatena: username
Mapons: [TTTITITT]

DoMeHHoe HUA:

[] Bemoumte DDNS

COCTOAHHE NOAKNIMEHHA: DDMNS He zanyckaeTcal

[ Boftu ] [ BEifTi

COxXpaHKTE

Puc. 4-76 Hactponkn No-ip.com DDNS

Onsa yctaHoBku napametpoB DDNS Heo6xoanMMoO BbINOMHUTL crneaytowme JencTBuUs:

4.

Ykaxunte UMa nonb3oBaTesns y4eTHOW 3anucu.
Ykaxute Maponb y4yeTHOM 3anucu.

B none lomeHHOe nmMmsa BBegUTE COOTBEeTCTBYyOLlee 3Ha4yeHne, nojiy4yeHHoe OT NoCTaBLMKa

WHTepHeT-ycnyr.

HaxmunTte kHonky BonTn, 4TOOLI BOWTU B CUCTEMY.

CocTtosiHne nogkntoveHmne — CoctoaHme nogkntodeHnsa k DDNS-cepsucy.

YToObl BbIATM U3 CUCTEMBI, BOCNONb3YNTECH KHOMKOW BbINTK.

&= lMpumeyaHue:

Ecnu nocne ycnewHoro Bxoda Bbl XOTUTE CHOBa BOWTU Ha OPYryro y4eTHYIo 3anncCb, HaXXMUTE

KHOMKY Bbixona, 3atem BBEAUTE HOBOE M4 NOJNib3oBaTeNd, Napoiib U HAXKXMUTE KHOMKY Bxoga.
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4.16 CucteMHble UHCTPYMEHTDI

CHcTeMHLIe MHCTPYMEHTEI

- HacTpoiika BpeMeHn

- IHArHocTuKa

- OBHoBNEeHWe BCTpoeHHoro Mo

- 3aBoAcKe HACTPORKN

- PeaepRHaA KonuA W BoccraHoRneHwe
- MNepe3arpyaxa

- MNapons

- CHCTeMHBIA KypHan

- C1atucTuKa

Puc. 4-77 MeHto CUCTEMHbBIE MHCTPYMEHTHI

MeHio CuctemMHble MHCTPYMEHTbI COAEPXUT crnegylowme nogmeHio — Hactpoinka BpemeHu,
OunarHoctuka, O6HoBneHne BcTtpoeHHoro MO, 3aBoackue HacTpomku, PesepBHasa konus u
BoccTaHoBneHue, [lepesarpys3ka, [Maponb, CucrtemHbin XypHan u Crtatuctuka. [ng
HACTPOWKN HY>XHOW hYHKLMKN BbIGepuTe COOTBETCTBYIOLLEE MeH0. Huxe npusogutca nogpobHoe

onncaHme no Kaxxgoro n3 3Tux NnoaMeHto.

4.16.1 Hactponka BpemeHU

BbibpaB mMeHl0 CucTeMHble MHCTPYMEHTbl - HacTporka BpeMeHM, Bbl MOXeTe HacTpamBaTb

napameTpbl BpEMEHW B OKHE, NPeACTaBNEHHOM Ha PUCYHKE HUXKE.

UYacosoii noAc: | (GMT+03:00) Bargan, Fyeedt, Hahpobu, 3p-Puag, Mock V|
Nara: | 1 | | 1 | | 1870 | {MecayMcno/rony
Bpena: |D | |r.1?' | |29 | {YacElMUHYTEI T EKYH AL
NTP-cepeep I |D_D_D_D |(n0 EEIBOpY)
NTP-cepeep lI: |D_D_D_D |(no EEIBOpY)
[ [onyuute Bpema no [pUHEMYY ]

[] BEnioumMTE NETHEE BPEMA
Havano:
KoHew;

CocToAHHE NeTHero BpeneHi: NeaTHee BpEMA BRIKAIYEHD.

BHAMAHWE: KNHKEHKTE No TIoMUKTE BREmMA NO TPWHEMYY' UTOGBE OBHOBWTE BREMA & CRPEEROE MIHTERHET

COXpaHATE

Puc. 4-78 HacTpoiika BpeMeHu

> YacoBo# nosic — 3 BbinagatoLLero cnucka HeobxoamMMo BblOpaTh HYXXHbI YaCOBOW MoSIC.

» [Dara — Ykaxwute gaty B oopmate MM/OO/TT.
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Bpemsa — YkaxuTe Bpemsa B hopmate Y4/MM/CC.

NTP-cepBep I/NTP-cepBep Il — Beegute agpec nnn gomeHHoe umsa NTP-cepepa | vnn
NTP-cepBepa Il, nocrne yero mapupytusatop Oyger nonyyatb Bpemsi. Kpome Toro, aons
HEeKoTopbIX BCTPOeHHbIX NTP-cepBepoB MapLIpyTU3aToOp MOXET MofydaTb 3HadeHue

BpeMeHn aBTOMaTtnu4eCckn npu Nogkno4eHnn K MHTepHeT.
BknounTtb netHee BpemMa - OTtmeTbTE ﬂ‘-leﬁKy, YTOObI BKIMOUNTL FIETHEE BpemM4.

Havano — BpeMFI, C KOTOpOro Ha4nHaeTca neTtHee BpemM4. Bbl6epI/1Te MecsLl B nepBOM Mnorne,

Heaen BO BTOPOM norne, 1 BpeMA B TpETbEM Norne.

KoHen — BpeMFI, Koraa 3akaH4MBaeTCa NeTHee BpeMs. Bbl6epMTe MecsAl B nNepBoM nore,

Heaen BO BTOPOM nore, n BpeMA B TPETbEM None.

CocTtosiHue netHero BpeMeHn — OToOpaxaeT COCTOsSIHNE, UCMONb3YETCS NN NIETHEE BPEMS

NN HeT.

Y100bI HACTPOUTHL CUCTEMY B PYHYHOM peXuUMe:

> b=

Bbibepute yacoson nosc.
Ykaxute gaty B oopmarte mecsau/geHs/roq,.
Ykaxute BpemMsi B popmaTte yac/MnHyTa/cekyHaa.

HaxmuTe kHonky CoxpaHuTb.

Y100bI HAaCcTpPOUTb CUCTEMY aBTOMATU4YE€CKU:

Bbibepute yacoson nosc.
Beegute agpec nnun gomeHHoe nvsi NTP-cepsepa | unn NTP-cepiepa ll.
Haxmnte kHonky MonyunTb Bpemsa no FpuHBMYY, 4TOObI NOfy4aTb CUCTEMHOE BpeEMSs

yepes MHTepHeT npn Hann4nm NOOKNKYEeHNA K Hemy.

Y106bI YCTaHOBUTDL JleTHee BpeMs:

1.

2
3.
4

MocTaBbTe ranoyky B a4eliky BknounTe neTHee Bpemsi.
Bbibepute Bpems Havyana us BbinagatoLLero cnucka B norne Havano.
Bbibepute Bpems 3aBepLUueHMs 13 BbinagatoLLero cnmucka B none KoHew,.

Ons COXpaHeHNA HaCTpOeEK, HaXXMUTE KHOMKY COXpaHVITb.

:: ENHYNTE NETHEE BEPEMA

Ha4ano: Mapt ¥ || 3-wi ¥ || Bockpecenee (v || 2:00 v
Kowew: HoAbpe ¥ 2-i ¥ || Bockpecenwe (v || 3:00 v
COCTORHNE NETHEero BpemeHn: MNeTHee EQEMA EKNIYEHO.

Puc. 4-79 HacTtpoika BpemeHu
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& MpumeyaHue:

1. [aHHble HacTponkn ByayT MCMnonb3oBaTbCA PSAOM DYHKLUWUIN, TaKMX KakK MEXCETEBOW 3KpaH.
Mocne Bxoga B MapllpyTM3aTop Bbl AOMKHBLI ykadaTb YacoBol nosc. Ecnu 3to He 6bino

cAernaHo, To aTn hyHKuumn pabotaTb He ByayT.
2. 3HadeHue BpeMeHu ByaeT NOTEPSIHO MPU BLIKIIOYEHUW MapLupyTM3aTopa.

3. MapuwpyTtusatop MOXeT nonyuuTb cpegHee Bpems no [puHBudy (GMT) na MHTepHeT npwu

Hann4mm nogknto4eHun4.

4. JleTHee BpeMsl BCTYNUT B CUIy OAHY MUHYTY NOCIe 3aBepLUeHNs] HAaCTPOEK.

4.16.2 AnarHocTuka

BbibpaB CucteMHble MHCTPYMEHTbI - [luarHocTuka, Bbl MOXeTe nNpu nomoLumn yHkumi Ping n

Traceroute npoBepsaTb paboTy cetn (CM. PUCYHOK HUXE).

I'Iapameprl AWArHOCTHUKH

HHCTPVMENT BHArHOCTHKM: (& Ping ) Tpaccupoeka

IP-anpec! LomeHHOe HMA:

CyerqHK Ping: 4 {1-650)
Pasuep Ping-naketa: B4 (4-1472 Gain
Bpena oxuaaHuA Ping: a00 {100-2000 mck)
Tpaccupoeka Max TTL: {1-30)

PesynbTaTbl AMAarHOCTUKA

------------------------------------------------------------------------------------

Puc. 4-80 MHCTpyMeEHTbI ANarHOCTUKK

> WHcTpyMeHT gnarHocTukmu — Buibepute COOTBETCTBYIOLLYIO SYENKY.

> Ping — OTOT AMarHOCTUYECKUI MHCTPYMEHT YCTpaHAeT I'IpO6J'IeMbI C NOoAKInK4YaeMoCTbto,

OOCTUXMMOCTBLIO U paspelleHnem MMeHN AnAa KOHKPETHOro y3rna unn wrra3a.

> TpaccupoBka — OTOT MHCTPYMEHT NPOU3BOAUT NPOBEPKY PaboTbl MOAKIOUEHMS.
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&= lMpumevaHume:

Bbl moxeTe npumeHATb WHCTpyMeHTbl Ping/TpaccupoBka gnsi nposepku [IP-agpeca wnn
JomeHHoro umeHun. Ecnv npoeepka nHctpymeHtamn Ping/TpaccupoBka B oTHowweHun |IP-agpeca
npowna YCnewHo, HO C AOMEHHbIM MMEHEM BO3HUKNN Npobrembl, 3TO MOXET O3HadaTb
npobnemy c paspelleHnem mMMeH. B atom cnydae crnegyet yb6eamTbCs, YTO OOMEHHOE WM,
KOTOpOe Bbl YKa3blBaeTe, ABMAETCA pa3peLleHHbIM, ncnomnbaysa ans atoro DNS-3anpockl (Domain

Name System — Cniyx6a JOMEHHbIX MMEH).

> IP-appec/JomeHHoe umsa — Ykaxute IP-agpec wunv OOMEHHOE MMSI KOMMbHOTepa, 4Ybe

coefVHeHVe Bbl XOTUTE ANarHOCTUPOBATb.
> Cuyetuyuk Ping — NokasbiBaeT YMCNo oTnpaBneHHbIX 9X0-3anpocos. Mo ymonyaHuio — 4.

> Pasmep Ping-naketa — YkasbiBaeT konuyecTBO 6GanWTOB pJAaHHbIX K oTnpasBke. [lo

yMOn4aHmto - 64.

> Bpemsa oxumpaHua Ping — 3gecb ykasbiBaeTcd Bpems oxuaaHus otBeta Ping-naketa, B

munnuncekyHgax. Mo ymonyanuio — 800.

» TpaccupoBka Max TTL - 3agante makcumanbHOE KONMYECTBO OTCKOKOB (4S5 AOCTUXKEHUS
MaKkcMmanbHOro 3HadveHusa TTL) Ha nyTu B nomckax uenu (HasHadeHus). [1o ymonyaHuio -
20.

YTtobbl HAa4YaTb NPOBEPKY NOAKMOYEHMS K IHTEPHET, BOCNonb3ynTech KHonkon Havyatb.

B okHe Pe3ynbtaTtbl gnarHocTuku 6yayT npeactaBreHbl pesynsraThl.

Ecnu pe3ynbrat aHanornveH pesynboraty, npeacraBneHHOMY Ha PUCYHKEe HUXKe, C NoAgKriovYeHnemMm

K MIHTepHeT Bce B nopsake.

PesyneTaTel AMAarHOCTHKK

VPinging 192 168.0.100 with 64 bytes of data:

ERepnyrom192.158.D.1DD: ltes=R4 time=4 TTL=128 seq=1
'Reply from 192.168.0.100: bwytes=64 time=1 TTL=128 seq=2
VReply fram 192 168.0100: tytes=64 time=1 TTL=123 seqg=3
:Replyfrom192.158.ﬂ.1ﬂﬂ: ltes=R4 time=1 TTL=128 seq=4

mg statistics for 192 1683.0100
v Packets: Sent=4, Received = 4, Lost=0 (0% loss),

@prm{imate round trip times in milliseconds:

v Minimuam = 1, Maximum = 4, Average =1

Puc. 4-81 PesynbraTtbl AMarHocTuku

@Hpumeqauue:

1. Tonbko ogvH Nonb3oBaTeNb B OOHO M TO X€ BPEMSA MOXET NOSb30BaTbCs UHCTPYMEHTamMu
ONarHOCTUKN.

2. Onuumn “Konnuectso Ping-naketos”, “Pasmep Ping-naketoB” u “Ping Timeout” anstoTcs
napametpamn dyHkumn Ping. “OTckokn Traceroute” gBnsercda napameTpoMm  (PyHKUMK
Traceroute.
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4.16.3 O6HoBRneHne BcTpoeHHoro MO

BbibpaB CucteMHble MHCTPYMeHTbl - ObHoBRneHue BcTpoeHHoro MO, Bbl MoxeTe 0OGHOBUTL

BcTpoeHHoe MO mapLupyTmnsaTopa (CM. PUCYHOK HUXE).

®ai:
BepcHA NpoWHERH; 31211 Build 120221 Rel.41791n
BepcHA obopyaoBaHHA: WRY41MD w4 00000000

Puc. 4-82 O6HoBneHue BcTpoeHHoro MO

Bepcuﬂ NnPOWUNBKN — B aTom none nokasbiBaeTcA HOMeEp TeKyLLI,eIZ BepCcunn BCTPOEHHOIo
Mo.

Bepcusa obopyaoBaHus - B 3Tom none nokasbiBaeTcs HOMepP TEKYLLEN BEPCMM annapaTHOn
yactu. Bepcua annapatHonm 4actu danna oOHOBREHMs OOMMKHA coBnagaTb C TEKyLen
Bepcuen annapaTHOW YyacTu MapLipyTmusatopa.

Y1061 npousBecTM OOHOBNEHMe BCTpoeHHoro [1O maplwpyTusatopa, HeobxoaMMO

caenaTtb cneayloujee:

CkavawnTe cpann obHoBneHus ¢ Hawero canta (http://www.tp-link.com).
B none ®awnn ykaxute unm BblbepuTe nNyTb K panny, Kyaa Bbl XOAUTE COXPaHUTb
3arpykeHHbln pansn Ha KomnbloTepe.

HaxxmuTe kHonky OGHOBUTD.

Mocne 3aBepLUeHUsi OBHOBMNEHNS MapLUPYTU3aTOP BbINOSHUTL Nepesarpysky.

MpumeyaHue:

dannbl 06HOBNEHMI HaxoaATca Ha canTe hittp://www.tp-link.com, OTKyAa nX MOXHO cka4yaTb.
Cnepyet npou3BoauTb OOHOBMEHWS TONMbKO TOr4a, KOrga HoBas Bepcus COAEPXMT
Heobxoaumyto BaM  yHKUuto. OfHaKo MpW  BO3HUKHOBEHMM MpobrneM CBSA3aHHbIX C

MapLUpyTU3aTOPOM, @ He ero HacTpoviKamu, CrieayeT Npou3BecT 0BHOBIIEHE BCTPOEHHOIO
Mo.

Mpn o6HOBNEHUN BCTpoeHHOro MO Bbl MOXeTe MOTepsiTb TEKyliue HacTporku. MosTtomy

crneayeT COXpaHUTb AENCTBYIOLLME HACTPOWKK, YTODObI M3bexaTb NOTEPU BaXKHLIX HACTPOEK.

Mpn 0OHOBNEHMM He BbIKINIOYANTE MapLIPyTU3aTOpP U He NPOM3BOAMTE €ro nepesarpysky. B

NPOTUBHOM Cryyae YCTPOWCTBO MOXET ObITb MOBPEXAEHO.
Bepcusa BctpoeHHoro MO gomkHa cOOTBETCTBOBATbL annapaTHOW YacTu yCTPOMCTBa.

I"Ipou,ecc OOHOBNEHMs1 3aMMeT HEeCKOIbKO MUHYT 1 NO 3aBepLUEeHUIO obOHoBNEHUS

aBTOMaTU4YeCKN BbINOJTHUT nepes3arpysky.
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4.16.4 3aBoACKME HAaCTPOMUKMU

BbibpaB CUCTEMHbIe MHCTPYMEHTHI - 3aBOACKME HAaCTPOMKU, Bbl CMOXETE BEPHYTb 3aBOACKMNE

HaCTPOMNKN (CM. PUCYHOK HUXKE):

HaxmMuTe 3Ty KHOMKyY ANA cApoca BCex HACTPORK HA 2HAYEHKMA MO YMONYAHHI.

BocctaHoeute

Puc. 4-83 3aBoackme HacCTPOWKM
Haxas kHornky BoccTaHOBUTL, Bbl BEPHETECH K MCXOOHBLIM HacTPONKaM.
> Wmsa nonb3oBaTtensa: admin
> Maponb: admin
> IP-apgpec: 192.168.0.1.
> Macka nogceTtu: 255.255.255.0

& lMpumevaHue:
Bce coenaHHble HacTponkM ByayT NOTEPsiHbI MPU BO3BpATE K 3aBOACKMM HAaCTPOMKaM.

4.16.5 Pe3epBHasa Konua n BOCCTaHOBIIEHME

BbibpaB CucTeMHble UHCTPYMEHTbl - Pe3epBHass KOMUsA M BOCCTAHOBIIEHME, Bbl MOXETe

COXpaHUTb TEKYLLMEe HAacTPOMKKN B BuAe danna n 3arpysmTtb UX U3 panna, kak nokasaHo Ha puc.

4-84:

Coxpawnte: [ Pe3epeHas konua |

Qain: | \[0830p.. ] [ BoceTaHosuTs

Puc. 4-84 Pe3epBHada konus 1 BOCCTaHOBMNEHWE

» UYToObl COXpaHWUTb BCE TeKyLMe HaACTpOVKu B dhaiifl Ha KOMMbIOTEPE ITOKaNbHOW CeTw,

HaXXxMuTe KHOMKy Pe3epBHas konus.
» UYTOoObbI 3arpy3nTb HAaCTPOWKM, HEOOXOOUMO caenaTb cneayoLlee:
e [lpy nomoLum kHomkn OB30p BbIGEPUTE HYXKHbLIN harin UMK YKXKUTE MyTb K HEMY.

e Haxmute kHOMKy BoccTaHOBUTb, 4TOObLI 3arpy3nTb HaCTpOWku U3 davna, nyTb K

KOTOPOMY Bbl yKasanun unu seen B NyCcTtom norie.
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&= lMpumeyaHume:

TekyLne HacTponkm ByaoyT 3aMeHeHbl HacTponkamu 13 davina. MNMpouecc 3arpysku byaeT AnNnTbCA
okono 20 cekyHf, nocrie 4yero mapLupyTusatop aBTOMaTtuU4ecku nepesarpyautca. B npouecce

3arpy3ku He BbIKNtOYanTe MapLpyTn3aTop, Tak Kak 3TO MOXXEeT NpuBeCTU K NOJIOMKe.

4.16.6 MNepe3arpy3ka

BbibpaB CucTemMHble MWHCTPyMeHTbl - [lepesarpyska, Bbl MOXeTe repesarpy3uTb

MapLlpyT1saTop npu nomoLum kHonku Mepesarpyska (CM. pUCYHOK HUXe).

HasmiTe Ha 3Ty KHONKY, YToB kI NepesarpyETe YoTRORCTED.

[ MNepesarpyska ]

Puc. 4-85 lMNepesarpyska
HekoTopble HacTponkM MapLLpyTM3aTopa BCTYNakT B CUINY TOMNbKO MOCHe ero nepesarpysku:
> WNameHeHume LAN IP-agpeca (cuctema nepesarpy3uTcsi aBTOMaTUYECKN).
» WNameHeHune HacTpoek DHCP.
» WameHeHue HacTpoek 6ecrnpoBO4HON Nepenayvm AaHHbIX.
> WameHeHne nopta Beb-ynpaBneHus.

» OOHOBNEHMe  BCTPOEHHOro MO  mapwpyTtusatopa (cnctema nepesarpysurcsi

aBTOMaTMYECKN).
» BoccraHoBneHve 3aBoACKUX HACTPOEK (CUCTEMa Nepesarpy3nTcsl aBTOMaTU4eCcKm).

» OOHOBNEHME HAacTpoeK M3 dhanna (cuctema nepesarpy3mTcsi aBTOMaTUYECKN).

4.16.7 Naponb

Bbl6paB CuctemMHble UHCTPYMEHTbI - I'Iaponb, Bbl MOXeETe 3aMeHUTb WuncxogHoe WwumA

nonb3oBaTtena unn naposib MapwpyTu3datopa, Kak noka3aHo Ha puUcC. 4-86.
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MMA NONE20EATEMNA W NAPONE HE ONHHE MPEERIWATE 14 CUMBONOE B AMWHY M HEe AOMHE! BEAOUETE NPoAene!

Mpensiayiee HEA NONL30BaTENA: | |

HoBoe HKMA Nonb3oBaTena: | |

MonTBepauTe Naponb: |:|

| Coxparwte | [ QqwcTums

Puc. 4-86 Maponb

HactositenbHO pekomMeHOyeTcs W3MEHUTb WUCXOAHOE MMS Monb3oBaTenss WM naposb
MapLupyTM3aTopa, Tak Kak BCeM Mnonb3oBaTenem, Kotopble 6yayT obpalwiatbcs K BeG-yTUnuTe
UnnM mactepy BbICTpoi HacTponkKu, ByaeT NpeaioXkeHo ykaszaTb UCXOOHOE UMSsI MoNb3oBaTens M

naporb.

& lMpumeyaHue:
[nuHa nmeHn nonb3oBaTens M Napors He AoMKHa nNpeBbiwaTtb 14 CMMBOMOB, U B HEM HE JOMKHO

ObITb NpobenoB. [Ina NOATBEPXKAEHMNS HEOOXOAMMO BBECTM NApOsb ABaXAbI.
UTtobbl 3aBepLUNTL NpoLenypy, HaKMUTE KHOMKY COXpaHUTb.

YToOblI OYNCTUTL 3anncK, BOCMONb3yNTECH KHOMKOM O4YNCTUTDL BCe.

4.16.8 CucteMHbIN XypHan

BbibpaB CucTeMHble MHCTPYMEHTbl - CUCTEMHbIM XypHan, Bbl MOXeTe npocMaTpmBaTb

XypHanbl MapLupyTm3aTopa.
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[Crcrowsiimpran |

dymama .
ABTOMATHYECKOH OTknoyena [ HachDHKH NodTHI ]
4TNPAaBEN NOYTbL:

Tun kypHana: YpoBeHE KypHana:

HypHan nycT.

Time = 1970-01-01 1:06:34 39955

H-Ver =WR741ND v4 00000000 : S-Ver = 3.12.11 Build 120221 Rel.41791n
L =192.168.0.1: M = 255.255.255.0

W1 =STATICIP : W= 172.30.74.68 : M = 255.255.255.0 : G = 172.30.74.1

[ OBHoewte | [ CoxpatuTomypHan | [ OTNPAEMTE XyjHan No No4Te ] [ OwmcTuts wypHan |

CTpaH4dua

Puc. 4-87 CuctemMHbIN XXypHan
PyHKUUA aBTOOTNPaBKU — [1okasblBaeT COCTOSAHNE (PYHKLNWN — BKITHOYEHA UMW BbIKITHOYEHA.

HacTponkm noutbl — YKaXnte UCXOAHbIA N KOHEYHbIA MOYTOBLIN SILMK, adpec cepBepa,

WMHpopMauua no aBTopu3auMu, a Takke pacnucaHue Ansg (PyHKUMM aBTOOTNPaBKM, Kak
nokasaHo Ha puc. 4-88.

HacTpoikn NoMTOBOro aKkKkayHTa

on | |

o |

SMTP-cepeep: | |

AYTEHTHDMEALWA

HuAa nonb3oBarena: | |

Maponeb: | |

MonTBepaMTE NAPONb: | |

BENIOUMTE DYHELMID AETOOTMRAEKK

Kam b4 JeHs 0TNPAENATE CHCTEMHBIR ¥yRHAN o agpecy I:I : I:l

OTNPAENATE CHETEMHBIA ¥YPHAN Kaxase l:luacus

[ Coxpanute | [ Hasas |

Puc. 4-88 HacTpowkn no4TOBOro akkayHTa
e  OT-— Baw noyToBbIN AWMK, Kyda MapLipyTusatop 6yaet oTnpaBnsaTh XXypHarbl.

e KoMy — NoyToBbIN AWWK, Kyaa 6yayT NpUuxoauTs XKypHarsbl.
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SMTP-cepBep — Baw SMTP-cepeep. COOTBETCTBYET MOYTOBOMY SALLMKY, YKa3aHHOMY B

none OT. Ecnu Bbl He 3HaeTe agpec, obpaTUTeCh Ha COOTBETCTBYIOLLUIA CaWT.
AyTteHTUdMKauma — bonbwnHcTBO SMTP-cepBepoB TpebytoT ayTeHTudmkaumu,
KoTopas nogpasymeBaeT BBOJ UMEHM NoNb3oBaTens Unv napons.

& lMpumeyvaHue:

Mpu BbIGOpE pexuma ayTeHTUdUKaALUMUM HEeOOXOAUMMO B COOTBETCTBYIOLUMX MOMSAX

yKa3aTb MMA nonb3oBaTtena U naporsib.

MUma nonb3oBaTtensa — [loytoBad yyeTHad 3anucb, ykasaHHada B norne OT. Ta yacTb,

KOTOpas Haxo4mMTCs 3a 3HaKOM @, He yKka3blBaeTCs.
Maponb — Maponk Ballen y4eTHON NOYTOBOW 3anncu.
MoaTBepAuTe Naponb — [1N1s NOATBEPXKOEHUS YKaXXUTe Naporb eLle pas.

Bknountb d.')yHKLWII'O aBTOOTNpPaBKN -— ABTOMaTuyeckas oTnpaBka CUCTEMHbIX
XypHaros. Bbl MmoxeTe oTnpaBnATb TeKyLKne XypHarnbl KaXkabl OeHb B onpe,u,eneHHoM
nMA UM 4epes OﬂpeﬂeﬂeHHbIVI BpeMeHHOVI MHTEepBars, HO TOJIbKO OOVUH MOXeT ObITb
TeKyLwnm JJ,GVICTByI-OLLI,VIM npasunom. B COOTBETCTBYOLWMX NONAX YKaXUTe BpeMA UIU

BPEMEHHOW UHTEpPBar, Kak nokasaHo Ha puc. 4-101.
YToObl COXpaHUTb HAaCTPOWKK (3ansaTas) BOCMNONbL3yNTeCh KHOMKOM CoOXpaHUTb.

HaxxmuTe kHonky CoXpaHuTb, YTOObI BEPHYTLCS B NPeAblAyLLEE OKHO.

Twn xypHana — Npu BbIGpaHHOM 3HaYeHUn GyayT NokasaHbl XXypHarbl TOMbKO 3TOro Tuna.

YpoBeHb XypHana — Mpu BbIGpaHHOM 3HayeHun OyayT MokasaHbl XypHanbl TONbKO 3TOro

YPOBHSI.

O6HOBUTb — OBHOBUTL OKHO, YTOOLI MOKa3aTb Camblli aKTyaslbHbIA CIMCOK XKYPHanoB.

CoxpaHuTb XypHan — CoxpaHeHune Bcex XypHanos B danne dopmaTa txt.

OTﬂpaBVITI: XypHan no no4yte -— OTI'IpaBVITb ONEKTPOHHbIM MNMUCbMOM BCE TeKyllune

CUCTEMHbIE XypHallbl, B COOTBETCTBMUKA C aapecoM u VIH(*)OpMaLI.I/IeVI no ayTeHTVICbI/IKaLI,I/IVI,

yKasaHHOW B pasgene HacTpowku noyThbl.

OunCTUTb XypHan — YOanuTb Bce XXypHamnbl C MaplupyTuM3atopa (He TONbKO >XypHarbl.

npeacTaBfieHHbIe B OKHE).

YT06bl NepenTn B cneaytoLlee OKHO, BOCMONb3ynTech kHonko Cneayrowas. Ytobbl BepHYyTLCS B

npegbiayLiee okHo, BOCMOMb3ynTeCh KHoMmkoun MNMpeabiaywias.

4.16.9 CtaTnctuka

Bbl6paB CucremHble UHCTPYMEHTbI - CTtaTtucTHKa, Bbl MOXETE npocmMmartpuBaTtb CTaTUCTUKY NO

MapLupyTM3aTopy, BKMHYas OOLWMIA M Tekywuidi Tpaduk no MocnegHeMy MHTepBany MakeToB

CTaTUCTUKW.
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>

Texyiee COCTOAHHE CTATHCTHEM: OTENW4eHO
WHTepeana cTatic THEM naketoB{5~60): 10 w | CeryHIEI
AeTOOBHOBNEHWE
Mpaeuna copTHpoBiar COPTHPOBKa N0 TEKYLEMY ¥ [ chpocwteece | [ ¥aanuTs Boe
Brero TeKyWee COCTOAHKE
IP-ampecs ) ) M2MEHWTE
MNakeToe Ea#r MNakeToe Eadt 1CHP T UDP Tx TCP SYM Tx
MAC-agpec
TekyWMA COWCoK MyeT.
5 | 3anWcel Ha cThaddue. |1 “ | CTRAHWLA

Puc. 4-89 Cratuctuka

TeKyu.|ee COCTOSIHME CTaTUCTUKU — BKNoUnTb Mnn BeIKNIOYNTL. 10 YMOJ1HaHUo beHKLI,I/IFI

OTKIHoYeHa. YTobbl BKNHOUNTE OYHKLMIO, BOCNOSb3YNTECH KHOMKON OTKIOYUTD.

MHTepBan naketoB ctatMcTUKM (5-60) — Mo ymonyaHumio npumeHsieTca 3HadeHue 10.
Bbibepute 13 Bbinagarowero cnucka 3HadeHue B npegenax oT 5 go 60 cekyng. [aHHoe

3Ha4veHune onpenendaeT BpeMeHHOIZ MHTEepBan ana naketoB CTaTUCTUKN.

MNpaBuna copTupoBkM — [na OTOGpaxxeHUsi Hy)KHOW CTaTUCTUKM  Bblbepute

COOTBETCTBYHOLLEE 3HA4YEHNE.

YToObl BKNOUMTL PyHKLNIO ABTOOOHOBMEHUE, BbIOEPUTE COOTBETCTBYIOLLYIO AYENKY.

YTo6bl OOHOBUTBL OKHO, BOCMOMb3YNTECh KHOMKON OOHOBUTD.

Y1066l 0BGHYNUTL 3HaYEHMs BCEX 3anucel, BOCMosb3yiTecb kHomnkoi CopocuTb Bee.

YToObl yaanutb o4MCTUThL Tabnuuy, BOCMONb3yWTECHL KHOMKON YAanuTb BCe.

Tabnuua cTaTUCTUKU:
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Otobpaxaetca IP un MAC-agpecbl C COOTBETCTBYIOLLEN
IP-appec/MAC-aagpec .
CTaTUCTUKOMN.
KonnyectBo  MakeToB, MOSMYYEHHbIX W OTMPaBfIEHHbIX
MakeTbl
MapLupyTU3aTOpOM.
Bcero
. Konun4yectBo Oanr, NOSTyYEHHbIX " OTnpaBneHHbIX
BauTt
MapLUpyTU3aTOpOM.
KonnyectBo nakeToB, MOMNYyYEHHbIX W OTMPaBIieHHbIX 3a
MNakeTbl .
nocrnegHui  MHTepBan nakeToB CTaTUCTUKM.
Eai KonunyecTtBo 6anT, Nony4YeHHbIX U OTNPaBIEHHbIX 3a NOCNegHUN
anT
MUHTepBan nakeTtoB CTaTUCTUKMU.
KonuyectBo ICMP-naketoB otnpaBneHHbix kK WAN-ceTu, kak
ykazaHo B none WHTepBan nakeToB cCTaTUCTUKU. [laHHOe
ICMP Tx .
3Ha4YeHWe NpPeAcTaBneHO KakK OTHOLUEHMEe "Tekyliasi CKOpPOCTb
TekyLwiee nepegayn/ MakcMmanbHasi CKOPOCTb nepegayn”.
3HauYeHue
KonnyectBo UDP-naketoB otnpaeneHHblx kK WAN-ceTn, Kak
UDP T ykazaHo B none WHTepBan nakeToB CTaTUCTUKU. [laHHOe
X
3HauYeHWe MNpeacTaBrneHO Kak OTHOLIeHMe "Tekyllasi CKOpOCTb
nepegayn/ MakcMmanbHasi CKOPOCTb nepegayn”.
KonuyectBo TCP SYN -naketoB otnpaBneHHbix kK WAN-ceTu, kak
TCP SYN | ykazaHo B none WHTepBan nakeToB CTaTUCTUKU. [laHHOe
Tx 3HavYeHWe NpeacTaBrneHO Kak OTHOLWIeHMe "Tekyllasi CKOpOCTb
nepegayn/ MakcMmanbHasi CKOPOCTb nepegayn”.
Copocutb | OGHYNUTbL 3HaYEeHNe 3anmcu.
N3meHnTb
Yaanutb | YOoanutb CyLlecTBYIOLLYIO 3anuck B Tabnuue.

B kaxgom okHe pomkHo ObiTb 5 3anucen. YTtobbl BepHyTbCA B Mpeablgylliee OKHO,
Bocnonb3yntecb kHonkon Mpeabiaywasn. Ytobbl NnepenTn B cnegytoliee okHO, BOCNOSb3ynTeCh
KHonkon Cnepgyrowas.
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MpunoxeHue A: YacTo 3agaBaeMble BONpPOCHI

1.

4)

Kak MHe HacTpouTb MapLupyTUsaTop, 4Toobl nonb3oBatenu ADSL mornu BbixoauTb B
UHtepHeT?

Mpexae Bcero HacTponTe mogem ADSL, HacTpoeHHbIi B MocToBOoM Moayrne RFC1483.

Moakntounte kabenb Ethernet mogema ADSL kK WAN-nopTy mapLipyTtusatopa. TenegoHHbIN
kabenb NoAkmntoyaeTcs K COOTBETCTBYHOLEMY NOpPTY Mogema ADSL.

Bongute B MaplpyTusartop, KnMkHUTe no meHio “CeTb”, pacnofioXXeHHOMY B f1IEBOM YacTu
MaplpyTusatopa un 3atem Bblbepute nogmeHio "WAN". B okHe WAN B pasgene Tun
nogkntoveHns WAN ykaxunte “PPPoE”. B nonsx “Umsa nonesosatena” u “Naponb” ykaxute
COOTBETCTBEHHO MMS MoMb3oBaTens W naponb. [locne 3Toro KNWKHWTE MO  KHOMKe
MoakntoyeHue.

Tun WAN coeqHHEHHA: PPPoE/Poccua PPPoE »

MogkmoveHne PPPoE:

WA NoNbL30BaTenA: Usernarme
Mapone: (TITITITT]
MopTEEpOMTE NAPONL: TIITIIL

Puc. A-1 Tun nogkntoveHna PPPoE

Ecnn cepsnc ADSL ycrtaHOBNEH B pexume MOBPEMEHHOW onnatbl, BblbepuTte
“MogkntoyeHne no TpeboBaHuto” unu “lNogkntodeHne BpydHy”. B none “Makc. nepuop
NPOCTON” YKaXUTE HY)KHOE 3HadeHme. Takke MOXHO BblOpaTb pexunm “ABTONOAKMOYEHNE”.

PeHi WAN NoaknioveHHA: & MoJENOUMTE N0 THEBOEAHKI
MakcumaneHoe epemAa NpocTod: |15 MUHYT(ED (0 03HAYEET, UTO COBAMHEHME ByOeT AKTHEHEIM NOCTOAHHO)
C- HD,D,KJ'IIOHHTI: ABTOMATHUECKH
O MNOJKNOUMTE N0 PACTIKCEHMIO
Mepuog EpeMeHH.c . (HY:Mhf oo (HY: M
(O MogEnoUUTE BRYIHYID

MakcHMmaneHoe BpEMA NPOCTOA: MUHYTIED (0 02HaYAET, UTO COBAMHEHME OYAET AKTMEHEIM NOCTOAHHO.)

CoeguHuTE OTkndeno!

Puc. A-2 Pexum noagkntodyeHna PPPoE

& lMpumevaHue:

1.

MHoraa nopgknioyeHne He MoOXeT OblTb MpekpalleHo [daxe ecnv  Bbl  yKasanu
COOTBETCTBYHOLLIEE 3Ha4YeHne B none Makc. BpemMsi NPOCTosi, T.K. HEKOTOPbIE MPUIOXKEHUS
obpaluatorcs k pecypcam VIHTEpPHET B (OOHOBOM pEXMME.

Ecnu Bbl cnonb3yeTe kabenb, NPOM3BEAUTE HACTPOKKY MapLUpyTM3aTopa B COOTBETCTBUM
C NPUBEAEHHBIM BbILLE UHCTPYKLUAMW.
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Kak MHe HacTpouTb MapLUpyTU3aTop, YToObl nonb3oBaTenu Ethernet mornu Bbixogntb
B UHTepHeHT?

BonguTte B MapLupyTmnsaTop M KIMKHUTE No MeHo “CeTb”, pacnonoXeHHOMY B JIEBOW YacTu
Opay3epa, n 3atem Bbibepute nogmeHio "WAN". B okHe WAN BLbiGepute B none "Tun
nogkntoveHns WAN" sHadeHune “OuHamudeckunin IP”. KnukHute no kHonke CoXpaHUTb.

Hekotopble WHTepHeT-npoBangepbl TpebytoT pernctpaumm MAC-agpeca apgantepa,
KOTopbIl Obin  nogkntodeH k  mogemy Kabens/DSL B npouecce ycTaHoBku. Ecnun
WHTepHeT-npoBangep TpebyeT npomssecTn peructpaumio MAC-agpeca, Bongute B
MapLupyTusatop u Bbibepute meHio "CeTb" B neson 4actu Gpaysepa. 3atem Bbibepute
noameHio "KnoHupoBaHue MAC-agpeca”, 4toGbl nepentn B OkHO "KnoHupoBaHue
MAC-agpeca". Ecnn MAC-agpec Bawlero koMnbloTepa SABNSETCA TeM CaMbliM afpecoM,
KnukHUTE No kHonke KnowupoBatb MAC-agpec, 1 3T10T agpec nosisutca B none "WAN
MAC-agpec". Takke MOXHO BBeECTU AaHHoe 3HadveHue B none "WAN MAC-agpec". dopmart
MAC-agpeca XX-XX-XX-XX-XX-XX. 3arem knukHute no kHornke CoxpaHuTb. CaenaHHble
N3MEHEHUs BCTYNAT B CUNY NOCIe nepesarpysku.

MAC-anpec WAN: 40-61-86-FC-70-FD [BDCCTaHDBHTb Japoackoi ]
MAC-aapec KoMnbloTepa: [K_noHupDBaTb MAC-agpec ]

Puc. A-3 KnoHmnpoBaHne MAC-agpeca

A xo4y ncnonb3oBatb NetMeeting. YTo MHe HyXXHO AnA 3TOoro caenaTtb?

Ecnu Bbl 3anyctute NetMeeting B kadecTBe yana, Bam He noTpebyeTrca npegnpuvHMMaTh
KaKkux-nmbo aAencTBui.

Ecnn Obl 3anyctute ero B pexume OTBETa, BaM MOTpedyeTcss HacTpoUTb OYHKLMM
BupTyanbHbin cepeep unu y3en DMZ, a Takke ybeamtbca B Tom, 4To H323 ALG BktoveHa.

YTtobbl HacTpouTb BupTyanbHbI cepBep: BOMOAUTE B MapLUpyTM3aTOp, HaXMUTE MEHHO
Mepeappecauus B neBon yacTtu 6paysepa u BbibepuTe NoaMeHi0 BupTyanbHble cepBepbl.
B okHe BuptyanbHble cepBepbl Haxmute kHonky [lo6aBUTb HOBYH... 3aTeM B OKHe
[Job6aBuTb uNM KU3MEHUTbL 3anucb BUPTyanbHOro cepBepa BBeaute B none [opTt
cepBuca 3HadyeHne 1720, a B none IP-agpec, Hanpumep, 192.168.0.169. HaxmuTte KHOMKy
BkntoyeHo 1 3aTem CoxpaHUTb.

ID Mopt cepBuca BHYTpEHHIIA NopT IP-Anpec Mpotokon CocToAHHe HimeHHTL

[ Oofaeutb HoByi |

Puc. A-4 OkHo BupTyanbHbie cepBepbl
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Oo6aBuTb nnu MameHUTs 3anucs BupTyansHoro Cepeepa
MMopt cepeuca: 1720 (o2 N 20
BHyTpeHHuil nopr: I:l (0, AOMYCKAETCA TONBKD ANA NOETA 0BWETD CePBHCA WNKM OCTABNABTEA NYCTEIM)

IP-anpec: 192.168.0.169
Mportokon: | ECE v|

CocToAHHe: | BrnryeHo V|

CTaHBapTHLIA MNopPT cepBuca: L-EbﬁepHTen v|
[ Coxpanuts | [Hasaa |

Puc. A-5 [1o6aB1Tb nnn nameHnTb 3anmucb BUPTYanbHOro cepeepa

&= lMpumeyaHue:

B npotuBononoxHon ctopoHe cnegyeT BbidBaTb WAN [P, KOTOpbIi OoTOOpakaeTcs B OKHe
“CocTtosiHue”.

4) YT0bbI akTMBMpOBaTL (yHKuMo y3en DMZ, Bonaute B mMapLupyTusaTtop, BblibepuTe MeEHH0
Mepeagpecauuns B neson Yactn bpaysepa n 3atem Bblbepute nogmeHto DMZ. B okHe DMZ
BblbepuTe paguokHonky Bknrountb 1 BBeante Baw IP-agpec B none IP-agpec DMZ yana,
Hanpumep, 192.168.0.169. NMocne atoro HaxxMuTe KHOMKY CoXpaHUTb.

Tekymee COCTOAHHE: (%) BENwUMTE () OTENIGYMTE.

IP-agpec DMZysna:  [192.168.0.169 |

CoOXpaHiTE

Puc. A-6 DMZ

5) BownaunTte B mapLupyTunsaTop, BblibepuTte MeHio BesonacHoCTb, Haxoasleecs B NEBON 4acTu
OKHa Opay3epa, 1 Bbibepute noameHio Hactponku 6asoBom 3awmTbl. B okHe HacTponku
6a3oBou 3awmnThl Boibepute paguokHonky BkntounTtb Bo3ne H323 ALG. HaxmuTe KHOMKY
CoxpaHuTb.
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HacTpoiikn 6asosoi 3alnThel
MexceTeBOM 3KpaH
lMexcereBoi 3kpan SPI: (® Benwounte () BeiKNOUMTE
VPN
Mponyck Tpachnka PPTP: (& Bknmiounte () BRIKMIQYHTE
Mponyck Tpadomka L2TR; (& Brnounte () BEIKNOYUTE
Mponyck Tpadmka IP Sec: (& Bkniounte () BRIKNIOYKTE
ALG
FTP ALG: (& Bknmiounte (O BeIKMIQYHTE
TFTP ALG: (& Brnwuntk () BLIKNKYKTE
H323 ALG: Q BIKMOYMTE
RTSP ALG: (& Bkniounte () BRIKNIOYKTE

Puc. A-7 HacTtpoliku 6a30Bo 3alnThbl
Y10 A gonKeH genaTtb, YTOObI YCTAaHOBUTb B JIOKanbLHOM ceTu Beb-cepBep?

Tak kak mexgy noptom 80 Beb-cepsepa n noptom 80 Beb-ynpaBneHUs MOXET BO3HUKHYTb
ABNEeHMe WHTepdepeHUnn, HeobxoaMMO HasHauuTb JApyron nopT Ans  yHKUUM
Beb-ynpaBneHus.

UToObl M3MEHUTb MOPT BeO-ynpaBneHusl: BOMAWTE B MapLUpyTM3aTop, BblbepuTe MEeHHo
Be3onacHoCTb, pacnofiokeHHoe B NeBOW 4acTu Opaysepa, M BblOepuTe MNOAMEHIO
"YaaneHHoe ynpaBneHue". B okHe YaaneHHoe ynpaBneHue B nore Mopt Be6-ynpaBnenns
yKaxkute nodon gpyron Homep kpome 80, Hanpumep 88. HaxmuTte kHOMKky CoXpaHWUTb u
nepesarpysuTe MapLpyTusatop.

Saanewosympasnene

Mopt Bed-ynpaeneHnA;
IP-agpec yoaneHHOro ynpaeneHna: 0.00.0 (¥kamuTe 255.255.255.255 AnA Bcex)

CoxpaHuTb

Puc. A-8 YoaneHHoe ynpaeneHue

& lMpumeyaHue:

Ecnn BbllweynomsaHyTaa HacTponka BCTynuT B cuny, Beeamte 192.168.0.1:88 (LAN IP-agpec
maplupyTtusartopa: [opT BebG-ynpaBneHusi) B cooTBeTcTBytowemM none. Ecnu LAN IP-agpec
MoAema, COeJMHEeHHOro C BalluM MapLupyTM3aTopoM, cocTaBnseT 3HaveHne 192.168.0.x, Torga
3HadyeHne LAN |P-agpeca mapwpyTtusatopa MO YMOMYaHUIO aBTOMAaTUYECKU CMEHUTCS C
192.168.0.1 Ha 192.168.1.1, 4TOOLI N3bexaTb kKOHNUKTa IP-agpecos.

106



LIRLYCOIAIRLEYC SN BecnpoBogHon mapwpyTtusatop N 150 M6uTt/c

3)

1)

2)

4)

Bongnte B MapuwpyTtusatop, Bbibepute MeHo [lepeagpecauuss B NeBOM 4acTu
MapLupyTusaTopa u BbibepuTe nogMeHio BupTtyanbHble cepBepbl. B okHe BupTyanbHblie
cepBepbl HAXXMUTE KHOMKY [l06aBUTbL HOBYHO..., @ 3aTEM B OkHe [lo6aBUTbL MNU N3MEHUTb
BUpPTYanbHbIN cepBep ykaxute B none MNMopt cepBuca 3HaveHve 80. B none IP-apgpec
ykaxute Baw IP-agpec, Hanpumep, 192.168.0.188. [locne 3TOro HaXMWUTE KHOIMKY
Bknro4yeHo, a 3atem CoxpaHuUTb.

BupTyanbHbie CepBepbl

I TMopT cepedca BHYTPpeHHHIA NopT IP-Anpec Mporokon CocToAHNE H3IleHHTL

[ AofaeuTh HoByH .. |

Puc. A-9 BupTyanbHble cepsepbl

Oob6asnTs nnn MameHUTs 3anMce BupTyansHoro Cepeepa
MopTt cepeHca: (A Il A
BHyTpeHHHWI nopT: I:I (¥4, DONYCKAETCA TONRED ANA NORTS OBWEND CEPEMCA MMM OCTAEMABTCA MyCTRIM)

IP-appec: 192.1658.0.183
Mportokon: | BCE w |

COCTOAHNE: | BrndeHn V|

CTAHBAPTHRII NOPT CepBHCa: | - Bribiepmre-- w |
[ Coxpanute | [Hasag |

Puc. A-10 OkHo [Jo6aBuTb Unun n3ameHuTb 3anncb BUPTYarnbHOro cepeepa
BecnpoBoaHble CTaHLUUM HE MOTYT MOAKNIOYMTLCA K MapLIpyTU3aTopy.

Ybeaontecb B TOM, YTO caenaHa OTMeTKa B siueike BknrwunTb GecnpoBogHoOe BeljaHue
poyTtepa.

MpoBepbTe, coBnagaetr nu uaeHtTudukatop SSID  GecnpoBoAHbIX  CTAHUUW  C
naeHTMUKaToOpoOM MapLipyTmM3aTopa.

Y6eamTechb B TOM, 4TO GeCnpoBOAHbIE CTaHLMUN UCNONb3YOT KOPPEKTHbBIN KMHOY LUMGPOBaHMS,
€CIM TaKoW PeXxunM BKITHOYEH.

Ecnn GecnpoBogHOE MNOAKMKYEHME BO3HMKIO, HO Bbl HE MOXETe MOMyYUTb OOCTYn K
MapLUpyTu3aTtopy, npoeepbre |IP-agpeca Balumx 6ecnpoBOOHbIX CTAHLWIA.
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MpunoxeHue B: HacTtponka komnbloTepa

B atom pasgene Mbl pacckasbiBaeM, Kak NpaBUITbHO MPOM3BECTM YCTAHOBKY M HACTPOMKY
npotokona TCP/IP npu OC Windows XP. lNpexae Bcero, ybegutecb B ToM, 4To agantep Ethernet
paboTaeT, Npy1 HeobxoaMMOCTI NOSb3YNTECH PYKOBOACTBOM K adanTepy.

» Hactponka komnoHeHTa TCP/IP

1) B naHenu 3agay Windows HaxmuTe kHOMKy 3anyck, a 3atem nepengute B [MaHenb
ynpaBneHusi.

2) Haxmute no ukoHke CeTb M nogkrnodeHne K WHTepHeT, a 3aTemM B MOSBMBLUEMCS OKHE
HaxMuTe Bknagky CeTeBble NOOKIIOYEHUA.

3) HaxmuTe npaBor KHOMKOW MbILM NO MKOHKE M B NMOSIBUBLLEMCSI MEHI0 BblbepuTe pasgen
CBowcTBa.

D AKNHHEHHE MO NOKAaNEHDH

. gy OTEmuMTE

Moak AHYEHKA THME MOCT

C0zAaTE AP Bk

MepermeHOEaTE

CEBEOHCTEAQ

Pwuc. B-1

4) B npeacTaBrneHHOM Ha PUCYHKE HWXKe OKHe cAenante OBOWHOW LWenyoK Mo pasgeny
MpoTtokon UHTepHeTa (TCP/IP).
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i MNoaxnwue HHe Mo JIOKA/ILHOM CETH - CROHCTEA EE'

0 i me MNpogepka NogaMHHOCTY | JononHuTEnEHD

MogkmoueHue HEREE

B8 Realek PCle GBE Family Controller

K.oMNoHEHTEI, HCNoNnezYyerdbIe 3THR NOOQEMDYEHHER!

.@ Cny#tia 4ocTyna K oafinard W NpMHTEpar ceTel Micr &
.@ MnaHupoBWwME nakeTos oS
r 3 [porokon MHTepHeTa [TCP/R]

£ b

[ YeranoeuTe... CeolicTEa

OnucaHue

MNpotokon TEPAP - cTangapTHENM NpoTokon rioSansHe::
CETelN, 0AeCNEYUBINIWME CEAZE MEHLY PASAMYHEIMM
B3 aMIOL EFCTEYHOLLMIM CETARM,

(] NP4 NOGEADYEHM BRIBECTH SHAH0K B OBNSCTH YESAOMIEHME

YeenomnATe NpU OrpaHMYEHHORM MM OTCYTCTEYHOLW SR
MOLE NHYEHHH

]9 ] [ OTmeHa

Puc. B-2
5) Orkpoetcs okHo CBomcTBa TCP/IP, B KOTOpOM ByaeT oTkpbiTa Bknagka IP-agpec.

Bbibepute Monyuntb IP-agpec aBTomatnyeckn u Monyuntb DNS-cepBep aBTOMaTM4eCKM,
KaK NPeACTaBieHO Ha PUCYHKE HUXKE:
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Croicrtea: Npotokon Mute pHeTta (TCPIIP)

OfWMe | ANETEpHATHEHSA KOHEHIYpaLMA

MNaparaeTpi [P rMoryT HazHaYaTECA AETOMETMYECKM, BCAM CETh
NOLIEQKMEAET 3TY BOSMOAHOCTE. B NPOTHEHOM Cny4ae NapareT okl
IF rosHO NOAYYMTE Y CETEEOrD A0MWHUCTRATORA.

() Nonyuure IP-aapec aETOMATHYECKM

) MononksoBart creayowmi |P-agpec:

(&) Nonyuure aopec DMS -cepeepa aETOMATHYECKM

) Mononesosare cneayowwe agpeca DMS-cepeepos:

JononHuTENEHD. ..

[ Q. H OTiieHa ]

Pwuc. B-3
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MpunoxeHue C: Cneundcpunkaumn

General O6Liee

CraHpapThbl IEEE 802.3, 802.3u, 802.11b, 802.11g, 802.11n
[poTokonsbl TCP/IP, PPPoE, DHCP, ICMP, NAT, SNTP
1 nmopt WAN 10/100M c dyHKUMEN aBTOMATUYECKOro
HooThi cornacoBaHusi ckopocTtu (pasbem RJ45), 4 nopta LAN 10/100M ¢
P dyHKUMEN aBTOMaTUYECKOro COrfacoBaHMs CKOPOCTU (pasbem
RJ45)
10BASE-T: HeakpaHupoBaHHas BuTag napa, Kkat. 3, 4, 5 (He
6onee 100 m)
OkpaHnpoBaHHas BuTasi napa EIA/TIA-568 100Q (He 6onee 100m)
Tun kabens
100BASE-TX: HeakpaHupoBaHHada BuTaa napa, kat. 5, 5e (He
6onee 100 m)
OKpaHupoBaHHas Butas napa EIA/TIA-568 100Q (He 6onee 100 m)
CeeropnonHas O(PWR), #(SYS), @(WLAN), S(WAN), D(LAN1-4), & (QSS)
NMHOMKaLMsA
CepTtudomkarsl FCC, CE

BecnpoBogHas nepeaaya gaHHbIX

Nonoca 4acTtoTt

2,4~2,4835 1Ty

CkopocTb
GecnpoBoaHom
nepegayn gaHHbIX

11n: pgo 150 Mbut/c (aBTomMaTu4veckas)
11g: 54/48/36/24/18/12/9/6 M6uT/c (aBTOMaTU4eckasi)
11b: 11/5.5/2/1 M6uTt/c (aBTOMaTUYECKasA )

PacwwnpeHne DSSS (wurpokononocHas Mogynaums ¢ npsMbiM pacluMpeHnem

4acToThl cnekTpa)

Mogynsaums DBPSK, DQPSK, CCK, OFDM, 16-QAM, 64-QAM

BesonacHocTb WEP/WPA/WPA2/WPA2-PSK/WPA-PSK
130 Mo6ut/c: -68 gbm npu 10% PER (npoueHT naketoB C
owmbkamm);

UyBCTBATENBHOCTb 108 M6wut/c: -68 obm npu 10% PER;

@PER 54 M6wuT/c: -68 pbm npu 10% PER

11 M6wuT/c: -85 obm npn 8% PER,;
6 MowurT/c: -88 obm npn 10% PER
1 M6wurt/c: -90 nbm npn 8% PER

YcuneHne aHTeHHbI

5 nbun

YcnoBus okpyxatowien cpeabl

TemnepaTtypa

Okcnnyataumsa @ 0°C~40C (32°F~104°F)

Storage: -40C~70°C(-40°TF ~158°F)

1M




LIRLYCOIAIRLEYC SN BecnpoBogHon mapwpyTtusatop N 150 M6uTt/c

XpaHeHve: -40°C~70°C(-40°F~158°F)

okcnnyataumsi:  oTHocuTenbHas BnaxHoctTb 10% - 90%, Ges

obpas3oBaHus KOHAEHcaTa
BnaxHocTb

XpaHeHuwe: OTHOcuTenbHasa BnaxHocTb 5% - 90%, Ges
obpasoBaHMsA KoHOeHcaTa
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MpunoxeHue D: Nnoccapun

>

802.11b — Crangapt 802.11b onpepensieT napameTpbl paboTbl GecnpoBogHON ceTu npu
CKOPOCTM nepedaun aaHHbix 11 M6wut/c, ucnonbdya texHonormio DSSS, n pabotaeT Ha
HenuueH3npoBaHHOM AnanasoHe 2,4 [T ¢ ncnonb3oBaHvemM anroputma wndgposaHms WEP.
K cetam ctangapTta 802.11b Takke oTHocaTtca cetn Wi-Fi.

802.11g — cneuncbmkaumss onsa cosgaHus GecnpoBOAHLIX CETEN CO CKOPOCTbIO Nnepenayn
AaHHbIX Ao 54 Mo6wuTt/c, ucnonb3ys texHonorno DSSS, mogynsauuio OFDM un pabotaeT Ha
HenuueH3npoBaHHOM ananasoHe 2,4 ITu. ObpaTHO COBMECTUM C YyCTPOMCTBaMM cTaHaapTa
IEEE 802.11b. UcnonbsyeTt anroputm wudposaHna WEP.

DDNS (Dynamic Domain Name System — Cuctema guHaMM4ecKux AOMEHHbIX UMEH) —
B0O3MOXHOCTb Ha3Ha4YeHWst (PMKCUPOBAHHOrO y3MOBOMO W  OOMEHHOMO MMEHU Ang
OuHamudeckoro Internet IP-agpeca.

DHCP (Dynamic Host Configuration Protocol — NMpoTokon HacTpoOWKuM AWHAMU4YECKOro
y3na) — [poTokon, KOTOpbIN aBTOMAaTUYECKM MPOU3BOAMT HAcTpounky napameTtpoB TCP/IP
BCEX KOMMNbIOTEPOB, NoakntoyYeHHbIx K DHCP-cepepy.

DMZ (Demilitarized Zone — demunutapusoBaHHasa 30Ha) — [laHHas (pyHKUMS no3BonseT
y3ny rnokanbHOM ceTu obpawaTtbcsa K WHTepHeT Ans paboTbl cO  chneumanbHbIMU
NPUNOXKEHNAMU TaKNMK, Kak IHTEPHET-Urpbl 1 BUAEOKOH(epeHLNN.

DNS (Domain Name System — Cuctema AOMEHHbIX UMEH) — VIHTEPHET cepBUC, KOTOPbIN
nepeeoauT nmeHa cantoB B IP-agpeca.

[JomeHHOe nmsa — onucartenbHoe UMs Ans agpeca unu rpynnbl agpecos B VIHTepHeT.

DSL (Digital Subscriber Line — Jlunua uncpoBoro nognucumka) — TexHomnorus, kotopas
Nno3BongeT OTNPaBnATb UMW NofnyYaTb AaHHble, UCMONb3ys CyLlecTByloLine TenedgoHHble
NVHAN.

ISP (Internet Service Provider — UHTepHeT-npoBanaep) — KomnaHus, kotopasa obecnevvBaet
aoctyn B IHTepHeT.

MTU (Maximum Transmission Unit — MakcumanbHbIM pa3mep naketa) — MakcvmanbHbIN
pas3Mmep nakeTa AaHHbIX, KOTOPbIA MOXET ObITb NepeaaH..

NAT (Network Address Translation — TexHonorus nepeBoga ceTeBbiX aApecoB) —
TexHonorusa NAT nepesoauT IP-agpec nokanbHom cetn B IP-agpec cetn NHTepHeT.

PPPoE (Point to Point Protocol over Ethernet — NMpoTtokon nogkntoyeHus yepes Ethernet
no npuHuuny Touka-Touka) - PPPoE — 3710 npoTokon anga nogkntoveHns yaaneHHbIX y3rnoB
cetn NHTepHeT 4epe3 MOCTOSHHOE MOAKIYEHME, MOCPEACTBOM MMUTaLMW MOOKMHOYEHNS
dial-up.

SSID - NgeHtudukatop SSID — 310 KNtod, BKMAYawwmn B cedbs go 32 OyKBEHHbIX U
LUMpPOBbLIX CUMBOIIOB, KOTOPLIN UCMONL3yeTcs ANng naeHTudmrkaumm nokansHom cetn. Ytobbl
GecnpoBogHble YCTPOMCTBA CETU MOIMMM OOMEHMBATbCA AaHHbIMKW, OHWU  [AOSKHbI
ucnone3oBatb oaMH U TOT e SSID. O6bIMHO 3TO HACTPOEYHbIA napameTp Ang
GecnpoBogHon kapTbl KomnbtoTepa. CooTtBeTcTByeT ESSID gna 6ecnpoBogHOM TOYKM
Joctyna u umeHn 6ecnpoBOAHON CETU.

WEP (Wired Equivalent Privacy — 3kBuBaneHT npoBoAHOW 3awmTbl) — MexaHusm
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WMdPOBaHNS Ha OCHOBE 64-, 128- unn 152-6GUTHOrO COBMECTHOrO KIto4a, Kak ykasaHo B
crangapte IEEE 802.11.

Wi-Fi — Kommepueckoe HasBaHne ctaHgapTa 802.11b, npucsoeHHoe opraHudaumen Ethernet
Compatibility Alliance (WECA, see http://www.wi-fi.net), aBngwowernca rpynnon no
pa3paboTke NPOMbILLIIEHHbIX CTaHOapToB, paboTatoLen Hag npobnemon
B3anMMO3aMEHSEMOCTHM YyCTPONCTB cTaHgapTta 802.11b.

WLAN (Wireless Local Area Network — BupTyanbHas nokanbHas ceTb) — rpynna
KOMMbIOTEPOB W CBSI3A@HHbIX YCTPOWCTB, B3aMMOAENCTBYIOLWIMX OPyr C Apyrom uvepes
GecnpoBoaHyO Nepefady AaHHbIX B OrpaHNYEeHHOM panoHe.
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