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'maBa 1. O630p

IPsec VPN-TyHHenb 1cnonb3yetcs Ans o6begmHeHna vyepes cetb VIHTepHeT aByX Unun bornee yganéHHbIX ceTen

LAN, 4yToObI Nonb3oBaTenu B pasnnyHbix yaanéHHbix cetax LAN mornun BsanmogencTsoBatb ApYr C APYroM, Kak

ecnn B6bl OHM HaxoaUNUCb B OAHOWN NOKaribHON CETW.

TunnyHaa cxema cetu

Mogem B pexxume MHTEDHET Mogem B pexxume

MmocTa ~ MocCTa TL-ER6120
=) e
' Mapuwpytusatop B

Mapuwpytusatop A

s .

* B gaHHOM pykoBOACTBE B KayecTBe npumepa ncnonbayotca mapwpytusaropbl TL-WR842ND (MapwpyTtusartop A) n TL-ER6120

(MapwpyTtusatop B)
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'maBa 2. Nepen HacTpoukon

Mepen HacTponkon IPsec VPN-TyHHens Bam notpebyercs:
» Ybegutbca, YTO ABa MapLUupyTusaTopa nogkntodeHsl K cet IHTepHeT n paboTator.

> [MpoBepuTb HacTponkun ans cosgaHusa IPsec VPN-TyHHena Ha obonx mapLipyTmusatopax.

MpoBepuTb HacTpouku Aana cosaaHusa IPsec VPN-TyHHensa Ha o6oux mapLipyTusatTopax:

1. 3angute B BeO-yTUNUTY HacTpounkn yctponctea TL-WR842ND un nepengute Ha ctpanuuy Status
(CocmosiHue).

2. 3angute B BeO-yTUNNTY HacTtpounku yctpouctea TL-ER6120 v nepengute Ha cTtpaHuuy Network
(Cemn) -> Status (CocmosHue).
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MNMepen HacTponkowm

CtpaHuua Status (CocmosiHue) yctpounctea TL-WR842ND:

Status

Quick Setup
WPS

Network
Wireless
Guest Network
DHCP

VPN

USB Settings
Forwarding
Securnity
Parental Control

Access Control

Advanced Routing
Bandwidth Control
IP 8 MAC Binding

Dynamic DNS

System Tools

TP-LINKC

300M Multi-Function Wireless N Router
Model No. TL-WRS842N | TL-WR242ND

MAC Address:

JlokanbHaa nopceTb
mapLuipyTtusaropa A

00-0A-EB-13-09-19

IP Address: 192.168.1.1
Subnet Mask: 255285 265.0
Wireless
Wireless Radio: Enable
Hame (551D} TP-LIMEK_130919
Mode: 11hgn mixed
Channel Width: Automatic
Channel: Auto (Current channel 2)
Max Tx Rate: 300Mbps
MAC Address: 00-0A-EB-13-09-19
WDS Status: Disable
WAN IP-agpec yaanéHHoro wWwato3a
ANA MmapwipyTtusaTtopa B
MAC Address: 00-0A-EB-13-09-14
IP Address: 10101010 Dynamic IP
Subnet Mask: 255 255 2650
Default Gateway: 10.10.10.101
DHS Server: 3888 1723111
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Mepen HacTpoukon

CtpaHuua Status (CocmosiHue) yctponctea TL-ER6120:

TP-LINK'

TL-ER6120

Network
* 5tatus
*System Mode
AN
* LAk
DML
s MAC Address
= Switch
User Group

Advanced

Firewall
YPMN
Services

Maintenance

Logout

Copyright 2011
TP-LIME TECHMNCOLOGIES
CO,, LTD, &ll Rights
Reserved.

System Status

Device Info
Firmware Yersion:
Hardware WYersion:

System Time

System Time:

Eunning Time:

1.0.0 Build 20111114 Rel.52682

TL-ERG120 %1.0

2009-05-26 01:04:03 Tuesday
3 Day, 2 Hour, 4 Min, 2 Sec

WAN
IP-apgpec yaanéHHoro wntosa
WAN 1 Link Up APEC YA Link Up
ANA mapupyTtusaTtopa A

Primary Connection: Dynamic mary Connection: Static IP

Status: Connected Status: Connected

IP Addrass: 10.10.10.117 IP Addrass: 116.10.20.28

Subnet Mask: 255.255.255.0 Subnet Mask: 255.255.255.0

Gateway: 10.10.10.1 Gateway: 116.10.20.1

MAC Address: 00-19-60-80-5F-21 MaC Address: 00-19-60-80-5F-32

Secondary Connection: --—- Secondary Connection: Static IP

Status: - tatus Connected

a4 JlokanbHaa noaceTb a4

IP Address: 116.10.20. mapuwpyTusatopa B P Address 116.10.20.28

Subnet Mask: 255.255.25 ubnet Mask: 255.255.255.0
LANS/DMZ

Interface IP Address Subnet Mask DHCP Server MaC Address

AN 192.168.0.1 255.255.255.0 Enabled 00-00-01-02-03-05

CPU Usage

Care Usage

CoreD | 19
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'maBa 3. HacTpowuka
3.1 Hactpouka IPsec VPN-tyHHensa Ha yctpouctBe TL-WR842ND
(MapwpyTtusatop A)

War 1. [llepengute B BEG-yTUNUTY ynpaeneHust yctponctsom TL-WR842ND.

War 2. Tlepengute Ha cTpaHuyy VPN -> IKE v HaxxmuTe Add ([Jobasume).

TP-LINKC

Status

Quick Setup List of IKE Policy

WPS
Network

Wireless Index Security Policy Exchange Mode Authentication Encryption DHGroup Pre-shared Key Configuration
Guest Network
DHCP
VPN

Mow the list is empty.

Add Delete A

- IKE

-IPsec

- Security Alliance List HaxXmurte
USB Settings
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HacTpowka

(OcHoBHOU  pexum),

Status

Quick Setup
WPS

Network
Wireless
Guest Network
DHCP

VPN

- IKE

-IPsec

- Security Alliance List

USB Settings

Forwarding
Security

Parental Control

IKE Policy Settings

Bolbepute MDS B KadectBe Authentication Algorithm

LWar 3. Beegute Policy name (Mms nonumuku) (B 4aHHOM npumepe - Test 1); Bblibepute Main mode

aymeHmucgukauuu), 3DES B kadectBe Encryption Algorithm (Anzopumm wugposaHusi), DH2 B
kayectBe DH Group ([pynna DH);, n ykaxuTte 3HadyeHne Pre-shared Key (Obwul krod) (B 4aHHOM

crnyyae B Ka4yecTBe rnpumMepa mcrnonb3yeTcs cnoBo secret). [lanee Haxmute Save (CoxpaHume).

TP-LINK

Policy Name:
Exchange Mode;
Authentication Algorithm:
Encryption Algorithim:

OH Group:
Pre-shared Key:
Lifetime:

DPD:

» Beeaute
Test 1
(%) Main mode | Aggressive mode
MD5 hi
3DES ﬂj— Bbi6epute
DHZ hi
secret 44— Bsegute

28800 seconds(G0-604200)

(T enable (&) disable

Haxxkmute —P

[

save ||| Back

(Aneopumm
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Lar 4. [lepengute Ha cTpaHuly VPN -> IPsec, 3atem Haxmute Add ([Jobasume).

TP-LINKC

Status

Quick Setup List of IPsec Policy

WPS
Network

Wireless
IPsec: (" Enahble (& Disable

Guest Network

DHCP
VPH Index MName Local Subnet Peer Subnet Negotiation Mode Status  Configuration

_IKE Mow the list is empty.

-IPsec

- Securty Alliance List

USB Settings K

Add Deleie A

Forwarding
= HaxXmurte

Parental Control



TP-LINK

The Reliable Choice HacTtpouka

LWar 5. Beeagute Policy name (Mms nonumuku) (B 4aHHOM npumepe - IPsec 1). Beegnte 192.168.1.0 /
24 B none Local Subnet (/lokanbHasi nodcems), Beegute 192.168.0.0 / 24 B none Peer Subnet
(YOanéHHas cemb) (OaHHOEe 3HaA4YeHMe ABMSETCA NOKalnbHOM MOACEThbI0 MapuipyTusatopa B), Beegute
10.10.10.117 B none Peer Gateway (YO0anéHHbIlU wio3) (naHHoe 3HadeHue asnsetca WAN IP-agpecom
MapLipyTtusatopa B). Beibepute IKE negotiation (Pexxum coanacosaHusi IKE) B none Negotiation mode
(Pexxum coenacoeaHusi), Bblbepute ESP B none Security Protocol ([Mpomokon 6e3onacHocmu),
Bblbepute MD5 B none Authentication Algorithm (Aneopumm aymeHmucbukayuu), Bolbepute 3DES B
none Encryption Algorithm (Aneopumm wugposaHusi), Bblbepute Test 1 B none IKE Security Policy
(lonumuka 6e3onacHocmu IKE), Bulbepute NONE (HET) B kadectBe PFS Group ([pynna PFS),

Bblbepute Enable (Bkrrovums) B KadecTBe paboyezao cocmosiHus. danee Haxmute Save (CoxpaHums).
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TP-LINK

Status

WPS V4 Beeaute

Network Policy Name: || IPsect I

Hireless Local Subnet: | 192.168.1.0 1|24

Sucstietwork Peer Subnet: | 192.168.0.0 124 | €—— VYkaxure
E:flp Peer Gateway: | 101010117 ||{IF' ar domdin name)

= Megotiation Mode: (%) IKE negotiation | Manual mode

“peec Security Protocol: || ESP v

- Security Alliance List Authentication Algorithm:  {| VDS |

UsE Sett:ngs Encryption Algorithm: | JDES V| < Bbl6epMTe
Forwarding IKE Security Policy: |Test 1 V| Click here to add IKE list
Security PFS Group: | MOME ad |

Parental Control Lifetime: 28800 seconds (60-604800)

Access Control Enable: Enable v | 4—— Bbibepure

Advanced Routing
Bandwidth Control

| save ||| Back |

IP & MAC Binding
Dynamic DNS ‘\ Haxmurte
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LLar 6. Bouibepute Enable (Bkritodums) n Haxmute Save (CoxpaHums), 4tobbl BKNounTb IPsec.

TP-LINKC

Status

List of IPsec Policy

-0 Bbibepute

Network /

Wireless | —

IPsec: %{E}EEnable () Disable 44— Haxxmute

Quick Setup

Guest Network
DHCP
VPH Index HName Local Subnet Peer Subnet Hegotiation Mode Status Configuration

- IKE 1 IPsec1 4921684.0/24  192168.00/24  IKE mode [#]enable modify delete

-IPsec

- Security Alliance List

USB Settings

|  Add || DeleteAll

Forwarding
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3.2 HacTtpouka IPsec VPN-TyHHensa Ha TL-ER6120 (MapwpyTtusatop B)

War 1. lNMepengnte B BEG-yTUNUTY HacTponkn yctporctea TL-ER6120.

War 2. lNMepengute Ha cTpaHuuy VPN -> IKE -> IKE Proposal ([pegnoxeHue IPsec).

LWar 3. Beegute Proposal Name (Ums npednoxeHus) (B gaHHOM npumepe - Test 2). Boibepute
MD5 B kadectBe Authentication Algorithm (Aneopumm aymeHmucpukayuu), 3DES B
kKadyecTtBe Encryption Algorithm (Anzopumm wucgpposaHusi), DH2 B kavyectBe DH Group
(FTpynna DH). 3HavyeHna [OOMKHbI CcoBMagaTb CO  3HAYEHUSAMM, YKasaHHbIMK  AOS14

MapLpyTtudatopa A. 3atem Haxmute Add ([Jobasume).
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HacTtpouka

TP-LINK'

TL-ER6120

MNetwork

User Group

Advanced

Firewall

VPN
* IKE

*[Psec
*L2TP/PPTP

Services

Maintenance

Logout

IKE Palicy

IKE Proposa

IKE Proposal
Proposal Mame:
Authentication:
Encryption:

DH Group:

List of IKE Proposal
Mo, Marme

Tast 2 || 4— BBepute Haxmure
~>
'MDS v|
| | Bbibepure
3DES v (Takue e 3HaueHus,
KaK 1 s
|DHZ | mapwpyTusaTtopa A)
Auth Encr DH Action

Mo entries.

Semctﬂﬂ][ Delete ][ Search

War 4. [lepengute Ha ctpaHuyy VPN -> IKE -> IKE Policy (llonnumuka IKE).

War 5. Beegwute Policy name (Ums nonumuku) (B gaHHoM npumepe - Test 2). Buibepute Main
(OcHosHol) B KauvecTBe Exchange Mode (Pexxum obmeHa), IP-appec B kadectBe Local ID Type (Tun
udeHmugukamopa riokarnbHo20 y3na) u Remote ID Type (Tun udeHmugbukamopa ydanéHHO20 y3na),
ykaxxute Test 2 B kadecTBe IKE Proposal 1 (IKE lNpednoxeHue 1); BBeguTte secret B none Pre-shared

Key (Obwut krmod) n 28800 B kadectBe SA Lifetime (lNepuod delcmeusi SA); 3HaAYEHUS OOMXKHbI

coBragaTb CO 3Ha4YeHuaMn mapLupyTtmusatopa A. 3atem Haxmute Add ([Jobasumn).
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TP-LINK'

TL-ER6120 w

IKE Policy
Network Policy Name: Testz | | &—— BBegure
Haxxmute —P Add
User Group Exchange Mode: EFSOOressiye-—===
Advanced Clear
Firewall Local ID Type: | & Ip ﬁddre%ld@--FQDN----
VPN Local ID: [Local wan IP |
* IKE 44— Bbibepure
= Remote ID Type: | # IP address P@-Fﬂﬁﬁ--'-'
*IPsec
*L2TP/PPTP Remote ID: [Remote Gateway IP |
services IKE Proposal 1: Test 2 v |
Maintenance
IKE Proposal 2: [ v |
Logout IKE Proposal 3: [-—-- v|
YKaxKure
IKE Proposal 4: = ] (Takme e 3HAYEHUA, KaK U
Pre-shared Key: \secret | ‘/"' ANA MapLlwpyTnu3aTtopa A)
s, Lifetime: 128800 lsec (60-604800)
DPD: {3 Enable & Disable
DPD Interval: [10 | Sec (1-300)
List of IKE Policy
Mo, Marme Mode Proposal 1 | Proposal 2 | Proposal 3 | Proposal 4 Action
O 1 Test 2 Main Test 2 Ve i

SElectﬂ«IIH Delete ][ Search
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War 6. [lepengute Ha ctpaHuuy VPN -> IPsec -> IPsec Proposal ([peonoxeHune IPsec).

War 7. Beegute Proposal Name (Mms npednoxeHusi) (B naHHOM npumepe - IPsec 2). Boibepute ESP
B none Security Protocol (lpomokon 6e3onacHocmu), MD5 B kayectBe ESP Authentication (ESP
AymerHmucpukauyusi), 3DES B kadyectBe ESP Encryption (ESP LLugpoeaHue); 3HaAYeHUA [OOIMKHbI

coBnagartb CO 3Ha4yeHus MU maplupytmnsaropa A. 3atem Haxmute Add ([Jobasume).

TP-LINK"

TL-ER6120

Network

User Group

Advanced

Firewall

[ vPN

= IKE

| *[Psec

- L2TR/PPTF

Services

Maintenance

Logout

IPsec Policy IPsec Proposal |
Haxxmure
IPsec Proposal \
Froposal Mame: |IF'SE|::2 | "‘— BBep,VITe
Add

Security Protocal: |E5F‘ V|
Clear |
ESP Authentication: | MDS v | -
Y\ Ykaxwure

ESP Encryption: | 3DES v (TaKue ke 3HaYEHMA, KaK K
List of IPsec Proposal ANA mapupytusatopa A)
Mo, MNarme Protocol | AH &uth | ESP Auth | ESP Encr Action
Select all ” Delete ” Search ]
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LWar 8. lNepenante Ha ctpaHmuy VPN -> IPsec -> IPsec Proposal ([1peanoxeHune IPsec).

War 9. Beegute Policy name (Mms nonumuku) (B gaHHoM npumepe - IPsec 2). Bbibepute

LAN-to-LAN B KayecTBe pexuma.

Beeante 192.168.0.0 / 24 B none Local Subnet (JlokanbHas nodcems), 192.168.1.0 / 24 B none Remote
Subnet (Y0anéHHasi nodcems) (aHHOE 3HaYEeHnEe ABNAETCA foKanbHOM NoACEeTb0 MapLlpyTusaTtopa A),
BeeguTe 10.10.10.101 B none Remote Gateway (Y0anéHHbil wiio3) (4aHHoe 3HadeHune senserca WAN

IP-anpecom mapLipyTtusatopa A).

Buibepute IKE B none Policy Mode (Pexum nonumuku), Test 2 B none IKE Policy (lMonumuka IKE),

IPsec 2 B none IPsec Proposal ([pednoxeHue IPsec).

Buibepute NONE (HET) B none PFS, ykaxute 28800 B none SA Lifetime ([Nepuod detcmeusi SA);

3Ha4YeHUs1 JOSMKHbI COBMaAaTh CO 3HAa4YEHUsIMU MapLupyTmsaTopa A.
Buibepute Activate (Bkrrodyums) B none Status (CocmosiHue).

Haxmute Add ([Jobasume).
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TP-LINK'

TL-ER6120 IPsec Policy
Bbibepure
General
Network IPsec: & Enable| ) Disable Haxxmute —p
User Group
AdlmEmER IPsec Policy
Firewall Palicy Mame: IPsec 2 | 4+— Bsepgute
[ ven | o Moo Te— Haxmutre —p-
ode: +0o- “
IKE Bbibepure [ ciear )
[-1psec | Local Subnet: 1192.168.0.0 ra-re
"L2TR/PRTP Remote Subnet:  |[192.168.1.0 fl4 |
Services
. <4
Maintenance WAN: (WaN1 v YKaxkurte
RFermote Gateway: | |1E|.1E|.1E|.1E|1 |FMG@9§}D9W&M}
Logout
g Palicy Made: T} E VT B
IKE Palicy: | Test 2 v | +— Bbl6epMTe
IPsec Proposal 1: | [Psec 2 V|
IPsec Proposal 2: | —— v
IPsec Proposal 3 | —— v
IPsec Proposal 41 | — v
i O S5 Bbi6epute/yKaxkute
+—
54, Lifetime: l25800 |sec (120-604500) (TaKMe e 3Ha4YeHUA, Kak u
Status: O Inactivate ANA MaplipyTusaTopa A)
List of IPsec Policy Bblﬁepyﬂ'e
Mo, MNare Mode Local Subnet Remote Subnet | Policy Mode Status Action

SElectAIIH Activate ][Inactivate” Delete H Search
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HacTpowka

3.3 MpoBepka ycTtaHOBMNeHHbIX IPsec-coeanHeHnM

War 1. lepengnte Ha ctpannyy VPN -> Security Alliance List (Criucok ycmaHO@NeHHbIX
coeduHeHut) Beb-yTnunntbl HacTporkn yctponctea TL-WR842ND, a takke Ha cTpaHudy VPN -> IPsec

-> |Psec SA Beb-yTunntbl HacTponkn yctpomnctea TL-ER6120.

Tp-LINK“ 300M Multi-Function Wireless N Router
Model No. TLWR842MN | TL-WR842ND

Status

Quick Setup List of Security Alliance

WPS

Network

Wireless Inilex Name SPI Tunnel Inftiator Tunnel Receiver Securitv Protocol AH Auth ESP Auth ESP Encr

s 1 IPsec1 95514210 101010117 101010101  ESP . MD5 IDES
VPN

2 IPsec1 125577885 101010101 101010117 ESP -- MO 5 3DES
- IKE
- IPsec
- Security Alliance List Refresh

USB Settings

Forwarding

Security
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TP-LINK'
TL-ER6120 IPsec Palicy IPsec Proposal IPsec 54

List of IPsec SA

MNetwork Mo, | Mame SPI Tunnel Data Flow Protocaol | &H Auth | ESP Auth | ESP Encr Status
User Grou 95514210<->= 101010117 =-= 192.168.0.0/24=->
& 1 IPsec? / ESP — MD5 3DES Connected
Advanced 1288778494 101010101 192.168.1.0/24
Firewall
VPN
« IKE Refrash H Search H Help
*IFsec
* L2TR/PPTR
Services

Maintenance

War 2. Ha komnbtoTepe, nogknto4YeHHOM K ycTporucTtBy TL-WR842ND, HaxkmuTe KOMOMHaLNIO KnaBuLL

[Windows] + [R], 4To6bl 3anycTuTb OKHO BbinonHuTb, BBeante cmd u Haxmnte OK.

Run IE'E§§]

- Tvpe the name of a program, folder, document, or
5 Internet resource, and Windows will open it For wou,

Cpen: ||:m|:| A" |

[ (]9 H Cancel H Browse. . ]
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Lar 3. B okHe komaHgHou cTpokn BBeguTte ping 192.168.0.x (192.168.0.x moxeT 6bITb |IP-agpecom
ndoro KomnbloTEpPa, NoakMto4EHHOro K TL-ER6120) n 3atem HaxxmuTe knasuwy Enter.

cv Cz\WINDO¥Sh=y=ten32\cad. exe

Approximate round trip times in milli-—seconds:
Hinimum = 1ims,. Maximum = Zms. Average = 1ms

C:sxDocuments and Settings“Administratorping 172.168.68.1600
Pinging 1?2.168.8.188 with 32 bytes of data:

Reply from 192.168.8.16860: bytes=32 time=2mz TTL=126
Reply from 192.168.8.16860: bytes=32 time=1msz TTL=126
Reply from 192.168.8.16860: bytes=32 time=1msz TTL=126
Reply from 192.168.8.16860: bytes=32 time=1msz TTL=126

Ping statistics for 192.168.0.1088:

Packets: Sent = 4. Received = 4, Lost = B (@x loss>.
Approximate round trip times in milli-—seconds:

Hinimum = 1ims,. Maximum = Zms. Average = 1ms

C:~Documents and Settings“Administrator>g

Ecnu nporpamma Ping cpabotaeT ycnewHoO W NonyyYnT OTBET OT YCTPOWCTBA, MOLKMHOYEHHOro K
TL-ER6120, 10 IPsec coeauHeHne paboTaeT A0mKHbIM 0bpa3om.
[Mpn BO3HUKHOBEHUM KaKMX-TMBO npobnem npu NoAKMYEHUN Bbl MOXeTe obpaTuUTbCs B CRyxXoy

TexHu4yeckon nogaepxkn komnanmm TP-LINK.
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