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LIRCR I BecnpoBogHoOW rMrabuTtHbIn mapwpyTusatop cepuu N

KomMmnnekT noctaBKu

B KoMMnekT nocTaBku BXOAAT:
> becnpoBoagHon AByxaManasoHHbIN rmrabutHbii MapwpyTtudatop cepumn N, TL-WDR4300
» ApanTtep NOCTOSAHHOrO TokKa
» PykoBoacTBO Mo ObICTPOW HacTpoike
» KomnakTt-guck co crnegyroLen nHgpopmaumnen:
e HacToswee pykoBoacTBo

e [lpoyas nonesHas MHopMaLms

& lMpumevaHue:

Y6eoutecb B TOM, YTO KOMMIIEKT COOEPXMT BCE YKasdaHHble BbIlLe HaumeHoBaHus. Ecnu
4TO-NMBO NOBPEXAEHO UMM OTCYTCTBYET, 06paTUTECH K CBOEMY OUCTPUDOBIOTOPY.
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lmasa1. BBegeHue
11 O630p

MapuwpyTtusatop TL-WDR4300 BkntodaeT B cebsi 4-xX NOPTOBLIN KOMMYTATOP, MEXCETEBOW 3KPaH,
mapwpytusatop NAT un 6GecnpoBogHywd Touky JocTyna. becnpoBogHOM — rMrabuTHbIN
mMapLupyTtusatop cepun N obecneunBaeT UCKMOYNUTENBHYHO 30HY MOKPLITUS U CKOPOCTb Nepenaym
OaHHbIX, KOTOpPble MOSTHOCTbIO OTBeYaloT TpeboBaHMsM ceTen krnacca SOHO (HebonbLion oduc
Unu gomawuHui ouc), a Takke TpeboBaHMAM Nonb3oBaTenemn, Hyxgawwwmxcst B 6ornee BbICOKOM
NpPOoM3BOAUTENBLHOCTM CETH.

y _-‘
HeBeposiTHas ckopocTb

MapuwpyTtusatop TL-WDR4300 obecneunBaeT ckopocTb nepegayn aaHHeix 4o 300 Moéut/c + 450
M6uTt/c npn pabote ¢ 6ecnpoBogHbIMK KnNueHTammu ctaHgapta 802.11n. OTa ckopocTb AenaeT ero
naeanbHbIM BbIOOPOM And paboTbl C HECKOMbKAMM MOTOKaMW AdaHHbIX OOHOBPEMEHHO, 4TO
obecneymBaeT cTabunbHyl0 paboty cetu. NponsBoanTenbHOCTL BGECMPOBOAHOINO MapLUpyTM3aTopa
craHpapTa 802.11n Ha 650% 6Gonblue No cpaBHEHUIO C MapLupyTu3aTtopamu ctaHgaprta 802.11g.
YcTpoincTeo coBmecTMMo ¢ npogyktamu ctangaptos IEEE 802.11g v IEEE 802.11b.

KomnnekcHasa cuctema 6e3onacHocTu

Bnarogaps komnnekcHom cucteme 6e30MacHOCTM, BKMOYawoLWen B ceba (PyHKUMIO KOHTPOIs
BelwaHua SSID, 64/128/152-6utHoe wudposaHe WEP ana 6ecnpoBofgHOn NnokanbHOW ceTw,
WiFi protected Access (WPA2- PSK, WPA- PSK), a Takke MeXCEeTEeBOM 3KpaH C nepenoBbiMu
yHKUMAMM 3aWwuThl, MapLipyTnsaTop TL-WDR4300 obecneynBaet MOMHY0
KOH(pMAeHUManbHOCTb Nepefayn AaHHbIX.

Mbkun KoHTpoOnbL gocTyna

MapwpyTtnsatop TL-WDR4300 obecneunBaeT rubKM KOHTPOMb [JOCTyMna, 4YTO MNO3BONSET
poavTensM WNn ceTeBOMY agMUHUCTPATOpy onpefensTb MONUTUKY OrpaHuYeHns Joctyna B
OTHOLLEHUM OeTen unu nepcoHana. YCTPOMCTBO Takke nogaepxmBaeT (pyHKkuMn BupTyanbHbIn
cepeep n DMZ y3en ans Port Triggering, 4To NO3BONSAET agMUHUCTPATOPY OTCNEXMBAaTb COCTOSIHNE U
yNpaensaTb CETbIO B PEXMME pearnbHOro BpeMeHU, UCronb3yst (OYHKUMIO yAaneHHoro ynpaeneHus.

. e W

MNMpocTan yctaHOBKa

B cBasn c TeM, 4YTO MapLupyTms3aTtop COBMEeCTUM MNpakTUu4eCkn cCO BCEMU OCHOBHbLIMU
onepauMoHHbIMYU CMCTEMaMU, UM OYeHb Nerko ynpaBnaTb. YCTPOMCTBO MOAAEPXKUBaAET MacTtep
yctaHoBkM Mactep ObICTPOM HACTPOWKWU, a JaHHOE PYKOBOACTBO MOMb30BaTensi COAePXUT
nogpobHble nowaroBble  UMHCTPyKumu. [lepen ycTaHOBKOW — MaplupyTusatopa  crnegyet
BHUMATENbHO M3y4nMTb [AaHHOE pPYKOBOACTBO, 4TOObI O3HAKOMUTLCA CO BCeMU YHKLMAMU
YCTPOWCTBA.

1.2 [OonyweHus

Mcnonb3yeMoe B HacTosiLLeM pykoBoacTBe HanmeHoBaHue TL-WDR4300 nnn MapLupyTtusatop 6e3
Kakoro-nmbo JONONHUTENLHOrO 06BACHEHNS Noapa3yMeBaeT nof coborn 6GecnpoBOAHON MMrabUTHBIN
mapLupytusatop TL-WDR4300 cepumn N.
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1.3 OCHOBHbIe XapaKTepUCTUKU

» TNpumeHenne texHonormm IEEE 802.11n o6ecneunBaet 6ecnpoBogHyto nepegavy AaHHbIX CO
ckopocTtbto o 300 Méut/c (2.4 TTy) + 450 Méut/c (5 Tw)

» 1 nopt WAN 10/100/1000 M6uT/c c aBTocornacoBaHmeM nog pasbem RJ45 n 4 nopta LAN
10/100/1000 M6uT/c C pyHKUMEN aBTOMATUYECKOrO COrnacoBaHWsi CKOPOCTWU MoA pasbem
RJ45, nogaepxka asto-MDI/MDIX

»  AyteHTudpmkauna WPA/WPA2, WPA-PSK/WPA2-PSK, wndposanne TKIP/AES

Y

ObGecneyeHrne COBMECTHOIO AOCTYMNa K AaHHbIM K K ceTn VHTepHeT, nogaepxka goctyna K
NHTepHeT Yyepes auHammyeckuin IP/ctatnyecknin IP/PPPoE/PPTP/L2TP

Moaopepxka cyHkumn BupTtyanbHbin cepBep, Special Application 1 DMZ y3en
Mopaepxka TexHonormm UPNP, QuHamnuyeckon DNS n Ctatuueckon mapLupytusaumm

ABTOMaTU4eCKOE NOAKIMOYEHNE N NoAKYeHne K MHTepHeT no pacnuncanuio (ana PPPoE)

YV V V V

BctpoeHHbin NAT(B ToM vncne annapatHbin) 1 DHCP-cepBep ¢ nogaepXkon ctaTm4eckoro
pacnpegenenunsa IP-agpecos

Y

Moopepxka pyHKkUMn PognTtensckuii KOHTponb 1 KOHTporb gocTyna

> I'Io,quoqaeTc;l K MHTepHeT no Tpe6OBaHVIIO N OTKNK4YaeTca BO BpeMd npoctoa And
PPPOE/PPTP/L2TP

> Toppepxka dyHKUMM TocTeBon cetTn ana obecnevyeHnss 6€30MacHOCTU BalLen JOMaLLHeR
cetn

> Moapepxxka CTaTUCTUKM MO NOTOKaM
> Toppepxka obHoBReHUsA BcTpoeHHoro O 1 ynpaeneHue Yepes BeG-nHTepdeic

1.4 OnucaHue naHeneun

1.4.1 TllepepHsan naHenb

Puc. 1-1 lNepeaHasa naHenb
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CeeToanogHble MHOWKaTOPbI pacrnofioXXeHbl Ha nepep,HePl naHenn (cneBa HanpaBo).

UHpukaTtop CocTtosiHue 3HavyeHue
BblIkn. MuTtaHne oTKNIoYEHO.
O  (Mutaxue)
Bkn. lNnTaHue BKMOYEHO.
Bir 3arpy3ka MCXOOHbLIX MapamMeTpoB WKW CUCTEMHas
' owmnbka.
% (Cuctema) Ny
Mwuraet YcTponcTteo pabotaeT B HOpMarbHOM pexuMme.
Bbikn. CucrtemHas owmnbka.
Bk DyHKUMSA BecnpoBoaHon nepegayn JAaHHbIX
' OTKIHOYeEHa.
2 (becnposoaHoe
Bewanue 2,4 ) PyHKUMS GecnpoBogHoOM nepegaiu OaHHbIX
Muraet BKNtoveHa. MapwpyTtusatop pabortaert Ha yacTtoTe 2,4
[Mu.
Bk DyHKUMSA BecnpoBoaHon nepegayn JAaHHbIX
' OTKIHOYeEHa.
= (BecnposogHoe
Bewwanue 5 M) dyHKuMa GecnpoBoaHOM nepegayu AaHHbIX
Muraet BKMNtoveHa. MapuwpyTtnsatop paboTaeT Ha 4yactoTe 5
Mu.
Bblikn. Y nopta HeT NOAKMIOYEHHbIX YCTPOWCTB.
&3 (Ethernet) ;
Bkn. K nopTy noaknto4yeHo YCTPOMCTBO, HO OHO HEAKTUBHO.
&£ (NHTepHer)
Mwraet K nopTy Nnoakno4YeHo YCTPONCTBO U OHO aKTUBHO.
BecnposogHoe CTPOWNCTBO npounsBoauT
MepneHHo poBOA yerp P A
MnraeT noakntoyeHne K cetm depes dyHkumo WPS. 3Ttor
npoLecc 3aHUMaET NPUMEPHO ABE MUHYTHI.
& wprs Bir BecnpoBogHoe YCTPOMCTBO ObIno yCrneLwHo
' NOAKMNI0YEHO K ceTn nocpeacTsomM cyHkumm WPS.
BbicTpo He yganocb nogkntounte 6ecnpoBogHOE YCTPOUCTBO K
Muraet ceTn nocpencteom dyHkunn WPS.
. K nopty USB HeT nOAKMOYEHHBLIX YCTPONCTB
O (USB Ha sagHeli XpaHeHWs1 AaHHbIX UK MpUHTEepa.
naxenv) Bir K nopty USB nogkrno4yeHO YCTPOWCTBO XpaHeHus

OaHHbIX NN NPUHTEP.

&= lMpumeyvaHue:

Tabn. 1-1 CeeToamMoaHas UHAMKaLUS

lMocne TOro, Kak YCTPOMCTBO ObINO YCMELHO MNOAKMIOYEHO K ceTu depe3 dyHkumo WPS,
nugukatop WPS 6yget npogosmkaTb ropeTb NPUMEPHO 5 MUHYT, a 3aTeM MOracHeT.
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1.4.2 3agHaAsA naHenb

Puc. 1-2 3agHasa naHenb

Ha 3agHen naHenu pacnonoxeHsbl cneayLlme arnemMeHThbl (Crnesa Hanpageo).

>

Power: Pasbem gna nogknioveHns nutaHusa. Vicnonb3ynte agantep NUTaHUs, BXOASALWMI B
KOMMJIEKT NocTaBku 6ecnpoBogHoro mapwpyTtunsaTtopa TL-WDR4300 cepun N.

On/Off: KHonka BKNOYEHUSA/BLIKIIOYEHNS MUTaHNS.

Wireless On/Off (BecnpoBogHoe BewaHue Bkn./Bbikn.): [daHHbI nepeknovatens
CNYXUT ANS BKMOYEHUA/BbIKMIOYEeHUS 6ecnpoBOgHOro BeLLAHNUS.

USB: Pa3zbem Ana NOKMHOYEeHNs YCTPONCTBA XPaHEeHNs1 aHHbIX UK NpUHTEepa.

Internet: WAN-nopt ncnonb3yetca gns nogkntodeHna DSL/kabenbHoro mogema wnu cetm
Ethernet.

Ethernet (1,2,3,4): 31u noptol (1,2,3,4) UCNONb3yOTCA ANSA NOOKNIOYEHNUS MapLupyTM3aTopa
K KOMMbIOTEPAM JTOKarbHOM CETH.

WPS/Reset:

HaxaB aTy KHONKY U yaepxuBas €€ HaxaTton MeHee 5 cekyHa, Bbl Bkniovaete yHKLMIO
WPS. Ecnu Bawe KnMeHTCKOe YCTPOWCTBO, Hanpumep, 6ecnpoBogHon aganTep,
nogaepxmsaet yHkuno Wi-Fi Protected Setup — Hactporika sawmwérHoro Wi-Fi (WPS),
Bbl MmoxeTe 6bICTPO yCcTaHOBUTbL BECMPOBOAHOE COEAMHEHME MEXAY MapLUpyTM3aTopoM U
KITMEHTCKUM YCTPONCTBOM, aBTOMaTU4ECKM HAacTPOMB B TOXE BPeEMS 3almnTy GecnpoBOgHOM
CeTn ogHUM HaxaTtuem kHonkn WPS.

HaxaB aTy KHOMKY 1 ygoepxuBas e€ HaxaTton Gonee 5 cekyHa, Bbl ocyuwectensiete cbpoc
HacTpoek MaplpyTnsaTopa. He oOTknwoyas nuTaHua MapLipyTMsatopa, Haxmute Wu
yaepxuanTe Haxaton kHornky WPS/Reset (npumepHo 8 cekyH), Kak TONMbKO MHAWKATOP
SYS HayHéT muratb ObICTpO, OTNycTUTE KHOMKY. [locrne atoro mapwpyTtusatop cbpocut
HaCTPONKM 0 3HAYEHWUN MO YMONYaHMIO.

AHTeHHa: CJ'Iy)KI/IT ansa 6€CI'IpOBO)J,HOFO nony4dyeHuna n nepenayvn gaHHbIX.
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NnaBa 2. [Moaknio4yeHne MaplupyTusartopa

2.1

>

>

>
>

>

CucremMHble TpeboBaHus

WnpokononocHein goctyn B UHTepHeT (DSL/Cable/Ethernet)

OpuH DSL/kabenbHbii MogeMm ¢ pasbeMom RJ45 (He TpebyeTcs, ecrnm yCTPOUCTBO HaNpsiMyro
nogknto4veHo k cetn Ethernet)

KomnbloTepsbl ¢ paboTatolimm agantepom u kabenem Ethernet c pasbemamn RJ45
Mogaepxka npotokona TCP/IP anga ka)kgoro komnbtotepa

Beb-6paysep - Microsoft Internet Explorer 5.0, Opera, Firefox, Safari nunu sbiwe

2.2 TpeboBaHUA K cpeae MHCTaANNALUMU

>

MapmpyTwaaTop OOJKEeH HaxoAnTbCA B XOpPOoLWO npoBeTpnBaemMomMm MecTe B otaarieHnn ot
HarpeBaTeneﬂ nnn 060FpeBaTeJ'IbHO-BeHTVIJ'IFILI,VIOHHbIX CnCTem

YCTPONCTBO HE OOMKHO noasepratbCs NPSMOMY BO3OEWCTBUIO UCTOYHUKOB CUMBHOMO CBETA
(HanpumMep, CONHEYHbIV CBET)

Bokpyr ycTporicTBa AOMKHO OocTaBaTbCA He MeHee 5 cM cBOBOAHOro NPOCTpaHCTBa
Temnepatypa akcnnyatauun: 0°C~40°C (32°F~104°T")

OTHocuTEnNbHasa BRaXHOCTb Bo3gyxa npu akcnnyataumn: 10%~90%, 6e3 obpasoBaHus
KOHAeHcaTa

2.3 Tlopknio4vyeHne maplupyTmsaTtopa

Mepen ycTaHOBKOW MaplupyTusaTopa cneayeT ybeanTbcs, 4To Ball KoMnbiloTep MoakmnioyeH K
MHTepHeT Yepes LLUIMPOKOMNONOCHBLIN cepBuc. MNpn BO3HMKHOBEHMU NpoGrieM obpaTnTech K CBoeMy
noctaBlMKy WHTepHeT-ycnyr. 3aTem npousBeauTe YCTAHOBKY MaplupyTusaTopa CorfacHo
WHCTPYKUMKU. He 3abyasTe BbITAWWUTL BUMKY U3 PO3ETKM, NPOU3BOAMTE AaHHbIE OEACTBUS CyXUMMU
pykamu.

1.
2.

OTkntoumTe OT NUTaHUs komnbtoTep, DSL/kabenbHbli MOAEM 1 MapLLpyTMU3aTop.

Bbibepute ontMmanbHoe MecTo Ans maplpytmsatopa. OOblMHO nyylnM BapuaHTOM
AaBnsieTcs LeHTp 6ecnpoBogHon ceTn. MecTo yCTaHOBKM AOMKHO oTBeYaTh 2.2 TpeboBaHnam
K cpeae UHCTannsiLumm.

OTperynupyiite nonoxeHne aHTeHH. OObIYHO 3TO BEPTUKANIBHOE MOSTOXKEHNE.

MogkntounTe KOMMbLOTEP (-bl) U KOMMYTATOPbI/KOHLEHTPATOPbl K MOKanbHOW CeTU 4epes
noptel LAN (1~4) mapwpyTtusatopa, Kak nokasaHo Ha puc. 2-1 (ecnu y Bac yxe ecTb
apanTtep 6ecnpoBogHow cetn (NIC) n ecnn Bbl XoTUTe BOCMONb30BaTLCA MOAKITHOYEHNEM MO
©ecnpoBOaHON CETU, Bbl MOXETE NPOMYCTUTL 3TOT Luar).

Mogkntounte DSL/kabenbHbii Mogem K nopTy Internet mapwpyTtusartopa (cm. puc. 2-1).

MoakniounTe ajantep NUTaHUst K COOTBETCTBYIOLLEMY pa3beMy MapLupyTM3aTopa, a Apyrou
€ro KOHeL| BCTaBLTE B PO3ETKY.

BkntounTte komnbiotep U DSL/kabenbHbIn MogeM.
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A

JocTyn yepe3 DSL/GPoN/KabenbHbiin mogem
T
{ \\

‘,\7/\ P S~

Mopgem E\

TL-WDR4300

Doctyn no FTTB Ethernet kabento

Puc. 2-1 YcTtaHoBKa annapaTHOM YacTu MapLupyTuaaTopa

. ve sl Jooos..

e e ,Nuq |m/[ o | — ]

[MopTt USB ana coemectHoro aoctyna

. -~ \ yﬂ aﬂe HHBI M :'/,.,.--- = ---..\\\\\ OO ven //,.. ..\\\\.. CeTe coe / --..\\\
HOCTyrl \ f | |
| yepes \ | Meaua- \ (I, | XpaHunuwe | E:g .-
"/ FTP- / dainamu /' DaHHBIX \"M—/
CepBeEp N\ —~ N N

Puc. 2-2 MNMopgknioyeHne k nopty USB

&F"lpumeyaHue:

COBMECTHGIN

Ecnn Bbl xoTnTe Mcnonb3oBaTb MapLIpyTU3aTop And COBMECTHOro [OCTyna K OaHHbIM Unuv
npuHTepy, noaknounte USB-ycTponcTBo XpaHeHus daHHbix K nopty USB unu nogkntounte K
HeMy npuHTEep ¢ nomMoLlbtlo USB-yanuHutens.
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FnaBa3. PykoBoACTBO No ObLICTPOM HACTPOUKe

B aToM rmaBe pacckasbiBaeTcs O TOM, Kak B Te4EHMEe HECKOMbKUX MUHYT NPOU3BECTM HACTPOMKY
6a3oBbix GyHKUMI MappyTudaTtopa TL-WDR4300 npu nomoLum macTtepa 6bICTpO HaCTPOMKM.

3.1 Hactpouka TCP/IP

Mo ymonuyaHuio gomeHHoe ums MapwpyTtudatopa TL-WDR4300 http://tplinkwifi.net, IP-agpec
yctporictea 192.168.0.1, macka nogcetn 255.255.255.0. INMpu xenaHum 3Tn 3Ha4eHNst MOryT ObITb
nsMeHeHbl. B pgaHHOM pykoBOACTBE B KayecTBe nNpvMepa MCMOMb3ylTCH 3HA4YeHus no
YMOMYaHMI0.

MogknounTe KOMMbIOTEP NOKanbHOM ceTn K ogHomy m3 noptoB LAN(1~4) mapwpyTtusartopa.
Mocne atoro Bbl MOXeTe HacTpouTb |IP-agpec aons Bawero komnbioTepa, npogenas cnegyrowme
warm.

1) B npotokone TCP/IP Bbibepute Monyuntb IP-agpec aBTomatuydecku. Ecnu Bam
HeoOXxoaMMbl WHCTPYKUMM, Kak 3TO caenaTtb, cmoTpuTte [lpunoxeHve B: Hacrtpoinka

KomMnbroTepa.

2) BctpoeHHbIi DHCP-cepBep HasHauuT kKomnbtoTepy IP-agpec.

Tenepb ANs NPOBEPKM CETEBOIO NOAKMIOYEHMS MEXOY KOMNBIOTEPOM U MapLLPYTU3aTOPOM MOXKHO
B KOMaHOHOWM CTpoke BBecCTM komaHgy Ping. lNMpuBeneHHbI HWxe npumep otHocutca Kk OC
Windows XP.

B komaHgHom ctpoke BeeauTe ping 192.168.0.1 n Haxmute Enter.

» Ecnn Bbl nonyynnu pesynstaT aHanorn4HbIn npeactaBneHHoMy Ha puc. 3-1, 9To o3Hadvaer,
YTO COEOQUHEHME MEXOY KOMMBIOTEPOM U MapLLPYTU3aTOPOM Bbif0 YCTaHOBIEHO YCNELLHO.

\WINDOWS\system32\cmd.exe

Microsoft Windows HP [Uersion 5.1.26881
CC>» Copyright 1985-2081 Microsoft Corp.

IC:“Documents and Settings“english>ping 192_168.8.1
Pinging 192.168.8.1 with 32 bytes of data:

192.168.8.1: 32 time<ims TTL=64
192.168.8.1: time<ims TTL=6h4
192.168.8.1: time<ims TTL=64
Reply from 192.168.68.1: 32 time<ims TIL=64

Ping statistics for 192.

Packets: Sent = 4, Received = 4, Lost = B {(Bx loss>.
fpproximate round trip times in milli-seconds:

Minimum = Bmz,. Maximum = Bms,. Average = Bms

C:“Documents and Settings“english>_

Puc. 3-1 YcnelwHbln pe3ynetaT BbIMNOMHEHUS KOMaHab! Ping

» [Ecnn pesynbraT aHanorMdeH mnpeacTaBrneHHOMY Ha puc. 3-2, 3TO O3HayaeTr, 4To
NOAKITYEHNE MEXOY KOMIMbIOTEPOM M MapLUPYTU3aTOPOM OTCYTCTBYET.


http://tplinklogin.net/�
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\WINDOWS\system32\cmd. exe

Microsoft Windows HP [Uersion 5.1.26881
{C>» Copyright 1985-2081 Microsoft Corp.

C:“Documents and Settings“english>ping 192.168._.8.1

Pinging 192.168.8.1 with 32 bytes of data:

Destination host unreachable.
Destination host unreachable.
Destination host unreachable.
Destination host unreachable.

Ping statistics for 192.168.8.1:
Packets: Sent = 4. Received = @, Lost = 4 (188x loss).

IC=“Documents and Settings“english>

Puc. 3-2 HeygayHbIv pesynbraT BbiNonHeHst komaHabl Ping
MpoBepbLTe NoaknoYeHUe creayoWmMm oopasom:

1. HAensetca nuM nogknyeHne Mexay Bawum koMnbloTepoM M MapLupyTM3aTopoMm
KOPPEKTHbLIM?

&= lMpumeyvaHue:

Wuankatopsbl 1,2,3,4 noptoB LAN, koTopble Bbl MOgKMouMnmM K MapLupyTM3aTopy U MHAMKaTOpbI
agjanTtepa KomrbloTepa OOMKHbI FOpeThb.

2. 4ensetcs nu npasunsHon koHpurypauma TCP/IP Ha komnbioTepe?

&= lMpumeyaHume:

Ecnun IP-agpec mapwpyTtusaTtopa 192.168.0.1, To IP-agpeca KOMMNbOTEPOB AOMKHbI NexaTb B
AnanasoHe 192.168.0.2 ~ 192.168.0.254.

3. [MpaBunbHbii nn IP agpec maplpyTtusatopa no yMoryaHuio?

& MpumeyaHue:

Ecrnn IP-agpec LAN-ceTu mogema, MOOKMAYEHHOro K BalleMy MapLipyTusatopy, siBNseTcs
192.168.0.x, IP-agpec LAN-ceT mapLupyTtusatopa no yMmonyaHuio aBToMaTuyecku M3mMeHUTCs ¢
192.168.0.1 Ha 192.168.1.1, uTobbI N3dexaTb koHdnMKTa IP-agpecos. NoaTomy, 4na Toro 4YTo6bI
NPOBEPUTbL COEAMHEHNE MEXAY BallMM KOMMbIOTEPOM Y MapLUpyTU3aTOPOM, Bbl MOXeTe OTKpbITh
KOMaHOHY CTPOKY, BBeCTU ping 192.168.1.1 n 3atem HaxaTb Enter.

3.2 PykoBoAcCTBO No OLICTPOM HACTPOMKE

Mpn nomowm BeG-yTunutbl (Internet Explorer nnn Apple Safari) MoxHO nerko HacTpoutb U
ynpaenaTb MapLIpPyTU3aTOpPoOM. ITY BED-yTUNUTY MOXHO Mchnonb3oBaTb B ntobon OC Windows,
Macintosh nnn UNIX OS uyepes Beb-6paysep.

1. [Onsa poctyna Kk yTunute OTKpouTe BeOG-Opay3ep n BBeaute agpec MO  YMOMYaHWIo
http://tplinkwifi.net.
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m 73] =|

€« C M [ tplinkwifi.net

Puc. 3-3 Bxog B mapLupyTmnsaTtop

MosiBUTCA OKHO BXO4a B CUCTEMY, aHarlormyHoe Tomy, Kak npeacTaBneHo Ha puc. 3-4. B none
Monb3oBartenb 1 Maponb BBeanTe admin, UCNONb3yst HWKHUIN PerucTp. 3artemM HaxmuTe
KHonKy Bxog unu Haxkmute knasuwy Enter.

j=

Copyright & 2014 TP-LINK TECHNOLDGEIES CO., LTD. Bo= npasa ssugsuy=rbl.

Puc. 3-4 Bxopg B cuctemy
&= lMpumeyvaHue:

Ecnun naHHOe OKHO He MosIBUIOCh, 9TO O3HAYaET, YTO Ball BeO-Opay3ep HAacCTpOeH Ha paboTy B
pexume npokcu. 3anante B pasgen Cepsuc > Ceownctea obo3peBarens > [NogknioveHuns >
HacTpoiika napameTpoB fokanbHON ceTu. B nosiBuBLLEMCS OKHE yOepuTe ranouky ¢ S4enku
VMcnonb3oBaTb NPOKCU-CEPBEP A1 NMOKanbHbIX NOAKIIYEHU U HaxmnTe OK.

2. Tlocne ycnewHoro Bxoaa B CMCTEMY BbibepuTe MeHIO BbicTpas HacCTpoWKa ansa HACTPOMKK
MapLupyTusaropa.

BEbicTpan HacTpolika

C nomMouWk GeICTRON HACTRONKKY Bbl CMOMETE 3a0aTh OCHOBHBIE NApaMeTphl CETH.
ANA Npogon#eHA HaMITe KHONKY danee.

[nA BEIXOOE HAMMWTE KEHONKY Beixom.

| Bhixog | | Hanee

Puc. 3-5 BeicTpas HacTpolika
&= lMpumeyaHue:
MapLpyTnsaTop aBTOMatMyeckn NpoBepuT nogknodeHre k MHtepHet. Ecnu goctyn kK VIHTepHeT

aKTMBEH, MapLUpyTM3aTop HanpaBuT Bac K cnegywowemy [encTtBuio (war 5 HacTpounku
BecnpoBogHOro pexuma), B MPOTMBHOM CIlydae Bam HY)XHO BbINOMHWTL wWwar 3, 4Tobbl BbiOpaTh

TMn nogknoyeHns WAN.

10
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3. Tloxanyincrta, no3TanHO YKaXxute CTpaHy, [ropoa/pernoH un HauMmeHoBaHMe Ballero
noctaBluka WIHTepHEeT-ycnyr, Mocre 4ero mapLlpyTusaTop nNpeanoXuT noaxoasiime
HACTPOWKN MNOAKIKYEHUA Ans Bawero noctaBwmka WHTepHeT-ycnyr. MacTtep ObICTpon
HaCTOWKM 3aBepnT HaCTpOVIKy B COOTBETCTBUU C BblﬁpaHHbIM TUNOM MOAKIMHOYEHUA.

BhICTpan HAcTpoOMKa - ABTOHACTPOMKa NoaknoYeHUA K IHTepHeT

CrpaHa: -Bribepure na cnncka- W

Mopon/Pervox: -Bribepute 13 cnucka- r

MocTaewre WHTepHeT-yCNyT: -Beibepute ua cnucka- ¥
Tun noggnovednn WAN: -Beibepute ua cnucka- ¥

A He HAWEN NoAXoaALLME HACTROBK

MoxanyAcTa, NpoEEPLTE, XOPOIWD MW NOgKNKYeH Kafens Kk nopTy WAN Ha BAWIEM YCTROACTEE.

| Hasan || Nanee |

Puc. 3-6 BeicTpas HacTpolrika - ABTOHacTpomrka nogknioveHus K MHTepHet

CtpaHuua ABTOHacTponku noakntoveHusa Kk MHTepHet no noctasmky VIHTepHeT-ycnyr noMoxeT
HacTpouTb nofknoyeHve K MIHTepHeT no napameTpam pervoHa v noctaswuka WNHTepHeT-yenyr,
KoTopble Bbl yka3anu. Ytobbl ybeouTbCsi, Kakom MMEHHO Tun nogkmnodeHus Kk WHTepHer,
MCNOMb3yeTCA Ha BalleM KOMMbHOTEPE, BaM HeobXoaMmo obpaTUTbCs K Ballemy MNOCTaBLUMKY
WHTepHeT-ycnyr.

CtpaHa — Bbibepute cTpaHy 13 BbinagatoLlero cnucka.
Fopoa/PernoH — BeibepuTe ropoa/pernoH 13 cnmcka.
MocTtaBwuk UHTepHeT-ycnyr — BuibepuTe Balwero noctaeLmka NHTepHeT-ycnyr u3 cnucka.

Tun noakntoyeHus WAN — MaplpyTtusatop npeanoxuT BaMm NOaxXO4AaLUn TUMN NOAKNI0YEeHUS
ang Bawlero nocrtaBLLMKa I/IHTepHeT-ycnyr.

MpumeyvaHue: Ecnu Bbl HE MOXeTe HaWTM HeobOXoaMMble MapameTpbl, OTMEeTbTE none S He
HawWén noAaxoAsWMX HACTPOeK, Kak yKkazaHO Ha M300paeHun Hwxe, YToObl HAaCTPOUTb TUI
noaknoyeHns camoctoaTenbHo. Haxmnte Odanee.

BbicTpan HacTpolika - ABTOHACTPOIKa nogknoYyeHna K MHTepHeT

CrpaHa: -Bribepute na cnucka- ¥
Fopon/Peruon: -Bribepure 13 cnucka- ¥
Mocraewmk HuTepHeT-ycnyr: -Bribepure w3 cnucka- ¥
Tun nogenryerda WARN: -Bribepute na cnucka- ¥
Ld A He HaWEN NogX0gAWMY HACTPORK

MoxanyAcTa, NpOEEPLTE, XOPOW MW NOOKNIDYEH KaGens K nopTy WAN Ha BalWem yCTpORCTEE.

| Haszag | | Nanee

Puc. 3-7 BbicTpas HacTporika - ABTOHacTpomrka nogkniovyeHus K MHTepHet
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4. Bb|6ep|/|Te N3 Cnncka I/ICI'IOJ'Ib3yeMbIIz BaMun TN NOAKMKOYEHUA.

BbicTpana HacTpoWka - Tun nogknoyeHna WAN

MOQroToEKa HACTPONKA NOSKMIOYEHNA K VIHTepHeT. MoxanyiicTa, BulGepuTe 0ouH U3 Npegnaraemblx HUHE BapUaHTos
COIMACHO MHBIOPMALNN, NONYYEHHOM OT BaWero NocTaewwka MHTepHeT-yenyr. MogpofHoe onvcaHne NoABWTCA NOCNE TOTO,
KaK Bbl BEIDEpeTe HeoGXOgMMBIR TN MOSKNIOYEHHA.

@ [uHamuyeckwii IP-agpec (Hanbonee 4acTo HCNONL3YEMbIA BaPHAHT)

[nA kabenbHoro/DSLALMPOKONONOCHOTO NOGKNIYEHWA, MPKM MCNONE30BAHIN KOTOPOTD HA BAWEM KOMNBITERE Bl
nonyyaeTe 4ocTyn K MIHTepHeT cpa3y, Ge3 NpegsapuTenkLHoil HACTPOMRKN UMK aBTOpU3aLMK.

) Cratmyeckwi IP-agpec
| PPPoE/PPPoE Poccua
) L2TPIL2TP Poccus
| PPTPIPPTP Poccua

Mpumeyanne: Monb30BaATENM U3 HEKOTOPLIX PETMOHOB (POCCHA, YKPaWHE! 1 T.N.) LONM¥HEI CBAZATHCA CO CEOMM NOCTABLMKOM
MIHTepHET-yCnyT ANA YTOUHEHWA TNa MOGKNIOYEHHA W 8ro NOCMeayWero yKasaHua BpYYHyI0.

| Hasan | [ Oanee |

Puc. 3-8 Tun nogkntovyeHna WAN

a. Ecnn 6bin BbiGpaH OuHamuuveckuin IP-agpec, nosiBATCA CTpaHuLa KINOHMPOBaHUA
MAC-agpeca (cm. PucyHok 3-9). B 6onblumMHCcTBe cnyyaes knoHmposatb MAC-agpec He
Hy>xHO. MoxHo BbiGpaTh “HeT, HE knoHupoBatb MAC-agpec” n 3atem HaxaTb Janee.
Ecnn B Bawem crniyyae Heobxogmmo knoHupoBaTb MAC-agpec, Bbibepute “fOa, mMHe
HY>XHO KnoHupoBatb MAC-agpec” n 3atem Haxmute danee.

BbicTpas HacTpolika - KnoHnposaHue MAC-agpeca

Knonwposanne MAC-agpeca AaenAeTcA 06A3aTensHbiM OnA GoNLWWHCTEA NONb30BaTeNen ¢ KabenbHbIM MogEMan.
HacToATENEHO PEKOMEHOYETCA NPOROANTE KNOHWpoEaHKWe MAC-agpeca ¢ FTNABHOMO KOMMBKOTERA, KoTopbIi NOgKNKYEH
HEMNOCPEOCTEEHHD K KaGensHOMY MOQEMY.

ECnu Bbl He yEEPEHE!, HaxMuTe A Bonee nogpoGHYo MHEOPMaUMIo cMOTPUTE B pasaens CMIPABKA ¢ Npaecil CTOPOHL
3Kpana.

@ [a, A ucnonbayio kaGensHelil Mogen W NoOKMIYEH K IMEEHOMY KOMNEKTEPY (KNOHWpoBaTe MAC-agpec)

) HeT, A He NCNONb3YI0 NOQKNIYEHNE K VIHTEPHET ¢ NOMOWEH KabensHoro Mogema (HE knoHupoeare MAC-agpec)

MpuMeyaHne: HacToATENEHO PEKOMEHOYETCA Nepe3anycTuTe KadenksHelil MOdem Noche 3agepueHna GeICTDON HACTPONKN.
3Ta ONEpauUnA DYEHb BAXKHA W NOMOMET N30EMaTe NpoBnem B DansHedwem.

| Hasan | [ flanee |

Puc. 3-9 KnoHnposanne MAC-agpeca

b. Ecnu Bbl ncnonbadyete Ctatnyeckun |IP-agpec, OTKpoeTcsa cTpaHuua kak Ha PucyHok
3-10.
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IP-anpec: 0.0.0.0
Macka noacerd: 0.0.0.0
OCHOEHOW WIS 0.0.0.0
Mpeonoyutaemulid DNS-cepeep: 0.0.0.0
ANbTepHaTHEHLIA DNS-cepeep: 0.0.0.0 (HeofA3aTeNLHAA HACTPOIKa)
Hasan Hanee

Puc. 3-10 BeicTpasa HacTpoika — CtaTudeckun IP-agpec

IP-agpec — 310 WAN IP-agpec, BuaMMbIA BHELUHUM MoOnb3oBaTensm B WMHTepHeT
(Bkntoyas Bawlero noctasLuka MHTepHeT-ycnyr). Ykaxute IP-agpec, npegoctaBneHHbIn
BaM BalLMM rocTasLukom VIHTepHeT-ycnyr.

Macka nogcetn — Macka nogcetu, ncnonosyemas WAN IP-agpecomM. Baww noctasLimk
WHTepHeT-ycnyr npefocTaBUT Bam Macky MOACETM, Kak MpaBuio 3TO 3HayeHue
yKasblBaeTca Tak: 255.255.255.0.

OcHoBHOM wnto3 — Baw noctasBwuk WMHTepHeT-ycnyr npepoctaBut Bam IP-agpec
Lnto3a, KOTopbl nNpeacTaenset cobon agpec cepBepa nocTtaBwmka VHTepHET-yCnyr.
Ecnn Heobxogumo, ykaxuTe IP-agpec wrno3a B 3TOM norne.

Mpepnountaembin DNS-cepBep -— T[lpu Heobxogmmoctn ykaxuTe IP-agpec
DNS-cepBepa.

AnbTtepHaTuBHbIM DNS-cepBep — Ecnv Bl nonyunnu ot noctaewuka NHTepHeT-ycnyr
agpec gpyroro DNS-cepBepa, ykakuTe ero B 3ToM norse.

Ecnn Bbl ncnonbsyete tnn nogkntodeHns PPPoE/PPPoE Poccus, nosiButca ctpaHuua
Kak Ha PucyHok 3-11. HactponTte napameTtpbl 1 HaxxmuTe [danee.

WmA none2oBaTena:
Mapone:

MoareepauTs Naponk:

BTOpH4HOE NOOKNH4YEHKE: » OTHMIOYEHD
OWUHaMHYeckni IP-agpec

CTaTHyecklid IP-appec (AnA Dual Access/PPPOE Pocoua)

Hazapg Nanee

Puc. 3-11 Bbeictpas HacTponka — PPPoE/PPPoE Poccus

Uma nonb3oBatens/Maponb — Ykaxute Uma nonb3oBatens v Naponb, nony4yeHHble
OT nocTaBlmKka NHTepHeT-ycnyr. 3Tn nons sABAsOTCA YyBCTBUTENbHLIMU K PETUCTPY.
Mpn BO3HMKHOBEHMMN NPOONEMbI 06paTUTECH K MOCTABLUMKY VIHTEPHET-YCHyT.

MoaTtBepauTb naponb — BBeauTte eweé pa3 napornb, MOMyYEHHbIN OT NOCTaBLUUKa
NHTepHeT-ycnyr, 4tobbl yoeantbcs, 4To BBeAEHHbLIN Bamu naponb npaBunbHbIn. Ecin

13
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34eCb Bbl BBEJ1IM 3HA4YeHne, KoTopoe He coBnagaeT C napornem, nNnoaBUTCA OKHO, HaXXMUTe
OK v BBEANTE 3aHOBO naponb 1 noaTeepXxneHune napond.

Bbibepute [OuHamnueckun vnn Crtatuveckmm IP-agpec ansa akTvBauum BTOPUYHOIO
NoakNYeHNsl, ecnv Baw MOCTaBWUK WHTepHeT-yCcnyr npeaocTaBnseT BO3MOXHOCTb
BTOPUYHOIO MOAKIKOYEHUSA K NoKanbHou cetu (OnHamuyecknin/Ctatudeckun IP-agpec).

d. Ecnu Bbl ncnonesyete tnn nogkntodeHns L2TP/L2TP Poccus, nosasutca cTpaHuua Kak
Ha PucyHok 3-12. HactpowTte napameTpbl 1 HaxmuTe Janee.

HmA nonszoBarens:
Mapone:

MogreepauTs Napons:

e JuHamudeckuil IP-agpec CTatuyeckwi IP-anpec

IP-agpec/HMA cepeepa:

Haszag Nanee

Puc. 3-12 BeicTpas HacTponka — L2TP/L2TP Poccus

> Wmsa nonb3oBaTtens/Maponb — Ykaxute Uma nonb3oBaTtens v Maponb, nonyyeHHbIe
OT NocTaBLUMKa WMHTepHEeT-ycnyr. OTN Nons SIBNAKTCA YyBCTBUTENbHLIMU K PETUCTPY.
Mpn BO3HUKHOBEHMMN NPOONeMbl 06paTUTECH K MOCTaBLLMKY VIHTEpPHET-yCnyr.

> [lNoarBepauTb naponb — BeeguTe ewé pas naposib, MOMYYEHHbIW OT MOCTaBLUMKA
NHTepHeT-ycnyr, 4tobbl yoeanTbcs, YTo BBEAEHHLIN Bamu naponb npaBunbHbIA. Ecnu
3[1eCb Bbl BBENWN 3HAYEHNE, KOTOPOE HE COBMAAaET C Naponem, NOSBUTCS OKHO, HAaXMUTE
OK v BBEANTE 3aHOBO NApOsib M NOATBEPXAEHNE NAPONS.

Ecnu IP-agpec/macka nogcetw/wnio3 n agpeca DNS-cepsepoB He 6binu npeaoctasBneHbl
BalWMM MocCTaBLUKOM WHTepHeT-ycnyr, Bbibepute OuHamuyeckun IP-agpec. Torga Bam
notpebyetca ykasatb Tonbko IP-appec VPN cepBepa nnu goMeHHOe MMSA OT BallEero
nocTtasLumka MIHTEepHET-yCnyr.

o OuHamuyeckui IP-agpec CTatyeckui IP-agpec

IP-agpec/MA cepeepa;

Ecnu IP-agpec/macka noacetw/wno3 u agpeca DNS-cepBepoB 6binv npenoctaBneHbl
BawuM nocTaBwmkoMm WHTepHeT-ycnyr, Bblbepute Crtatnveckun IP-agpec. Beegute
IP-appec VPN cepBepa wnu gOMeHHOe MMSA, NpedoCTaBfieHHble BalMM MOCTaBLUUKOM
WHTepHeT-ycnyr, BBEOUTE NpOYne napameTpsi.

OuHamuyeckni IP-agpec e CTaTMyeckwi IP-agpec

IP-anpec/iiMA cepeepa:

IP-agpec: 0.0.0.0

Macka nogceTw: 0.0.0.0
OCHOBHOW WNH3: 0.0.0.0
DNS-cepeep: 0000

14
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e. [lpwn BbiGope PPTP/PPTP Poccusa nossutca ctpaHuua kak PucyHok 3-13. Hactpownte
cnegylowune napameTtpbl, a 3ateMm HaxmuTe [anee Ans npogormKeHus.

WA nonezoBaTENA:
Mapone:

MoaTeepaMuTs Naponk.:

& OuHamwyeckui IP-agpec CTatnyeckuil IP-agpec

IP-agpec/MmMA cepeepa:

Hazan Hanee

Puc. 3-13 Beictpaa HacTpownika — PPTP/PPTP Poccus

> Wma nonb3oBaTtens/Maponb — Ykaxnte UmA nonb3oBaTtens v Maponb, NonyyeHHbIe
OT MNocTaBLUMKa WMHTepHeT-ycnyr. OTn Nons sBMAKTCA YyBCTBUTESNbHLIMU K PETUCTPY.
Mpn BO3HUKHOBEHUN NPOBeMbl 06paTUTECH K MOCTaBLUUKY VIHTEpHET-yCnyr.

> lMoarBepanTb naponb — BeBeauTte ewé pas naposb, MNOMYYEHHbIA OT MOCTaBLLMKa
WHTepHeT-ycnyr, 4tobbl yoeantbcs, 4To BBeAEHHLIN Bamu naponb npaBunbHbIn. Ecnn
3[ecb Bbl BBENY 3Ha4YeHWe, KOTOPOE He COoBMaJaeT C Naporem, NoSIBUTCS OKHO, HAaXXMUTE
OK v BBeanTe 3aHOBO Naposib U NOATBEPXAEHNE Napon4.

Ecnun IP-agpec/macka nogcetwn/wnto3 u agpeca DNS-cepBepoB He Obiny npenocTaBneHbl
BalWMM nocTaBLuKoM WHTepHeT-ycnyr, Bbibepute OuHamuyeckun IP-appec. Torga Bam
notpebyetca ykasatb Tonbko IP-appec VPN cepBepa unu gomMeHHOe MMSA OT Ballero
nocrasLymka IHTEepHET-yCnyr.

s JuHaMuuecknil IP-agpec CTaThueckuil IP-agpec

IP-agpec/MMA cepeepa:

Ecnn IP-agpec/macka nogcetn/wnio3 un agpeca DNS-cepBepoB Obiniv npegoctaBneHbl
BalMM MOCTaBLUMKOM WHTepHeT-ycnyr, Bblbepute CrtaTtuyveckmn IP-agpec. Beeaute
IP-appec VPN cepBepa nnuM AOMeHHOe UMs, NpenoCTaBfeHHble BallUM MNOCTaBLLMKOM
MHTepHeT-ycnyr, BBEaUTE Npodne napaMmeTpsbl.

OuHamuyeckni IP-agpec (e CTaTMyeckui IP-agpec

IP-agpec/ViMA cepeepa;

IP-agpec: 0.0.0.0

Macka nogceTH: 0.0.0.0
OCHOBHON WRHS: 0.0.0.0
DHS-cepeep: 0.0.0.0

5. Ona npumepa BbiOpaH TMN nogknodeHns [OuHamuyeckun IP-agpec, 3ateMm OTKpoeTcs
cTpaHuua knoHuposaHns MAC-agpeca (cm. PucyHok 3-14).

e Ecnu Bbl 3axoanTe Ha MapLUPyTU3aTop C rMaBHOrO KOMMbloTepa, HaxMuTe [a.

15



LIRCR I BecnpoBogHoOW rMrabuTtHbIn mapwpyTusatop cepuu N

6.

BbicTpas HacTpoiika - KnonupoBaHue MAC-agpeca

KnoHupoBaHne MAC-agpeca ABNAETCA 06A3aTeNkHLIM ANA GoNEWKMHCTES NONL30RaTENel ¢ KaGenkHbIM MOgEMaM.
HAaCTOATENEHO peKOMEHOYETCA NpOBOANTE KNOHWpOBaHKe MAC-anpeca ¢ TNABHOMD KOMMRKTERA, KoTopklil NOOKMIDYEH
HENOCPeOCTEEHHD K KaGensHOMY MOZemy.

Ecnu Bkl He YEEpeHEl, HaxMuTe JA Bonea nogpofHyo MHGOPMaUMID SMOTpUTE B pazgens CMNPABKA c npaeoi cTOpOHL
3KpaHa.

# [a, A MCNonbayio KaGenbHei MOgEM 1 NOAKNIYEH K TMAEHOMY KOMMBOTEPY (KNoHWpoEaTe MAC-agpec)

HeT, A He MCNONB3YK NoQKNKYeHe K FIHTepHET € NOMOWEH KadeneHoro mogema (HE knoHupoeate MAC-agpec)

MpUMeyaHne: HacToATENBHO PEKOMEHYETCA NePE3anycTHTE KaGenbHBI Modem Nocne 3aeepleHia GEICTRoR HACTPORKN. 3Ta
ONEPALMA OUBHBL BAXHAE M NOMOMET M30eaTs Npodnem B gansHewem.

| Hazag | | Nanee |

Puc. 3-14 Beictpaga HacTpovika — KnoHnposaHme MAC-agpeca

[ J Ecnu BbI 3axoguTe Ha MapLlipyTmn3aTop He C rmaBHOro kKoMmnbrTepa, Bbl6epI/ITe Her.
BbicTpas HacTpo#ika - KnoHnpoBanne MAC-appeca

KnoHupoBaHne MAC-agpeca AENALTCA 00A3aTenkHeIM ONA GoNeWWHCTEA NONB30BATENEA C KAGensHeIM MOOEMan.
HacTOATENEHD pEKOMEHOYETCA NPOBCANTE KNOHWpOBEaHUe MAC-anpeca c TNABHOMO KOMMNBKOTERA, KoTopbIi NOOKNKYEH
HEeNoCpedCcTEEHHO K KaGenbHOMY MOOEMY.

Ecnu ebl He yEEpeHsl, HaxmuTe O4. BEonee nogpodHyie MHGopMaumo cmoTpuTe B pasgens CMPABKA c npagoi cTopoHsl
3IKpaHa.

[a, A ncnons3yio kaGenbHeIR Mogem W NOSKMIOYEH K MAaEHOMY KoMMbTepy (KnoHWpoeaTs MAC-agpec)

# HeT, A He ncnoneayio nogknayerne K KIHTepHeT c nomowel kKafeneHora mogema (HE knoHupoeate MAC-agpec)

MprMeyaHne: HacToATENEHO PEKOMEHIYETCA NEPE3anyCTHTE KaGensHEIM MOZEeM NOCNE 338 epWeHNA GEICTRON HACTROAKN. 3Ta
OMEPALNA CUEHE BEXHA W NOMOKET N3Bexate npoGnem B gansHenwem,

| Hasan | | Nanee |

Puc. 3-15 BeicTpas HacTponka — KnoHupoBaHne MAC-agpeca

Bbibepute pabouyto yacToTy Balwlen cetn n Haxmnte Janee. Hanpumep, Ha pUCyHKe HKe
BbiOpaHo “Mcnonb3oBaTb 0AHOBPEMEHHO YacTtoty 2,4 Ty n 5 My (802.11a/b/g/n)".

BbicTpan HacTpoiika - Beibop paboyen yacToTbl

MapwpyTn3atop MoxeT paboTare B AEYXIMANA30HHOM pexume, BbiGepuTe pabouyio yactoTy:

@ Kcnonb3oeate 0OHOBPEMEHHD yacToTy 2,4 T n 5Ty (B02.11a/big/n)
() Toneko 2,4 Iy (802.11b/gin)
() Toneko 5Ty (802.11ain)

ns eknioYeHHA GecnpoBOOHONC BEUAHHA YCTAHOBHTE B Nonoxenne ON nepexnioyatens Wireless On/Off ua sanHen
Navenn MapwpyTH2aropa.

| tasan | [ fanee |

Puc. 3-16 Bbibop pabo4er yacToTbl

Bbl MoxeTe nomeHsTb umsa GecnpoBogHon cetn 2.4 Ty u co3gaTb Baw coBCTBEHHLIN
naponb Ha 3TOM  CTpaHuue. Wma  GecnpoBogHOM CeTM MO YMOMYaHWIO
TP-LINK_2.4GHz_XXXXXX, a naponb 6ecnpoBogHOM CETU NO YMOMYaHUIO COOTBETCTBYET
PIN-koay, ykazaHHOMY Ha Haknewnke, Ha HWKHEN naHenn maplpytmnsaropa. Haxvmute Oanee
O118 NPOAOIMKEHNS.
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becnpoBOOHOE BEWAHHE: BknwueHo
WnA GecnpoBOOHON CETH TP-LINK_2 4GHz_ACGTBG (1MmMA S50
Peruon: Poccua -

MNpenynpexgexue: B uena

Yactora: 241y
Pexmm: 11bgn cmellaHHkIR -
Lllnpuna kanana: AgTo -
Kanan: AgsTo -

3awuTta DecnpoBOQHOID PEXHMA:

OTKNHYHTE 3AWKTY
) WPA-PSK/IWPA2Z-PSK
Maponk-PSK: 40461441
(Bbl MOM¥ETe BEECTH CUMEONEI B Kogupoeke ASCI wnK B WeCcTHAOUATEPUYHOM GopMaTe,
anA gropmara ASCI gnuHa knwya gom#Ha Owite 0T 8 go 63, 2 onA WecTHagUaTe pUYHOro
thopmMara ot 8 go 64.)
Be3 H3MeHEHHI
| Hasan | [ Janee |

Puc. 3-17 bBecnposogHon pexum 2.4 Ty

BecnpoBoaHoe BewaHue — OToGpaxaeT MHGOPMALUIO O COCTOAHUM GecrnpoBOAHOrO
BeLlaHus.

Mma OecnpoBogHOM ceTU — YKaxuTe 3Ha4yeHMe AnvHon Ao 32 cumBonoB. Bcem
6ecnpoBOaHbIM YCTPOUCTBAM CETU AOMKEH ObITb MPUCBOEH OAMH U TOT Xe naeHTudumkaTop
SSID. Yto kacaetcsi ©esonacHoctn OecnpoBogHow ceTwn, unageHTudpukatop SSID no
ymonyaHumio TP-LINK_2.4GHz XXXXXX (XXXXXX — nocnegHue LWeCTb YHUKanbHbIX
cumBornoB MAC-agpeca maplupytusartopa). [aHHoe none fABnsieTcs YyBCTBUTEMbHLIM K
pernctpy. Hanpumep, TEST n test — 3TO pasHble 3Ha4YEHUS.

PervoH — Bbl6epVITe CooTBeTCTBYylOLlEee 3HadYeHne M3 BbiMagakwero MeHto. B paHHOM
none ykasblBaeTCA pernoH, rge (byHKLI,I/Iﬂ 6eCI'IpOBO,EI,HOIZ nepegayn OaHHbIX MOXeT ObITb
ncrnionb3oBaHa. Vicnonb3oBaHne OaHHOMN (*)yHKLI,I/IM B pernmoHax, He YyKa3aHHbIX B CIUCKe,
MOXeT ObITb He3aKOHHbLIM. Ecnn Bawen CTpaHbl Unn permoHa HeT B CrNuUcCKe, O6paTVITer 3a
NMOMOLLbKO B MECTHOE NpaBUTENIbCTBEHHOE areHTCTBO.

KaHnan — B aTom none ykasbiBaetcsa paboyas yactoTa. 3HayeHne no ymonyaHuio Asto. He
cnegyeT U3MeEHATb 3TO 3HAYeHWe, ecnn TONbKO He BO3HWKIM Mpobniembl ¢ moMexamu oT
HaxoasLwencs nobnmsocTn Apyrov TOYKU JocTyna.

Pexum — Pexxum 6ecnpoBoHO nepefayn AaHHbIX MapLipyTusaTopa.

WunpuHa kaHana — BbibepuTe COOTBETCTBYIOLLEE 3HAYEHWE M3 BbiNafatoLLEero Ccrcka.
3HayeHne no ymonuaHuio ABTO, NPV KOTOPOM YCTPOWCTBO aBTOMAaTUYECKU perynvpyet
LUMPUHY KaHana Ans KIMeHToB.

OTkNUNTL 3awmTy — PYyHKLMSA obecneyeHns 6e30NacHOCTU MOXET ObITb BKIOYEHA MMM
BbIkMtoveHa. Mpu BbIKMOYEHHON DYHKLMN BGECNPOBOAHbIE CTaHLUMM MOTYT NOAKMYaTLCSA K
mMapLipytusatopy 6e3 npuMmeHeHusi windpoBaHms. HacTtoaTenbHO pekomeHayeM BbiGpaThb
OfHy M3 onuun anst obecneveHns 6e3onacHoOCTy.
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9.

WPA-PSK/WPA2-PSK — Bbibop WPA Ha ocHOBe npeaBapuTeNnbHO yKa3aHHOW NaporibHOM
pa3sbl.

Maponb PSK - MoxHO wucnonb3oBaTb cumBonbl  dopmata ASCIH  uwnn
LecTHaguaTepnyHble CUMBOITbI.

Mpwn Boibope ASCII ko moxeT cogepxaTtb undpbl oT 0 o 9 n 6ykebl oT A oo Z u ero
JnNvHa OomKkHa cocTaBnaTb OT 8 Ao 63 cMMBONOB.

Mpu BbIGOpe LlecTHapUaTePUUHbIN KUY MOXET COCTOATb M3 Umdp oT 0 o 9 n 6Gyks oT A
no F, a ero gnvHa gomxHa 6bITb B Npegenax ot 8 oo 64 cMmBooB.

CnepnyeT UMeTb B BUAY, YTO KIOY SIBMSETCA YYBCTBUTENbHBLIM K PErncTpy. OTO 03Ha4aer,
YTO WUCMNONb30BaHME MPOMUCHBIX M CTPOYHBLIX OYKB BMNMSIeT Ha ero 3HadeHue. Henmnoxo
3anucatb rge-HMbyab 3HaveHue Kn4a M ApYrMX HacTpoek 3awutbl 6ecnpoBogHoM
nepegayn AaHHbIX.

Be3 nameHeHun — [Npu BbiGOpe 3TOM OnNuUMM KOHUrypaums 6ecnpoBOAHON nepenayu
AaHHbIX ocTaHeTcs 6e3 nameHeHun!

Bbl MOXxeTe nomeHATb nms 6ecnpoBogHom cetn 5 L 1 co3gaTb Balw COOCTBEHHbLIM Naporb
Ha aton cTpaHuue. Nma BecnposogHon cetn no ymonyaHumio TP-LINK_5GHz_XXXXXX, a
naponb 6ecnpoBogHOM ceTn Mo ymonyaHuio cootBeTcTByeT PIN-koay, ykaszaHHOMY Ha
HaKnenke Ha HWXKHeW naHenu MmapLpyTtu3daropa. HaxmuTe Janee ons npogormKeHus.

BecnpoeogHOE BEWAHHE: BrnwueHo
Wma GecnpoBOOHON CETH TP-LINK_5GHz_ACGTBT (A S51D)
Pernou: Poccun -
Mpegynpexnedue: H
Yacrora: 5y
Pesum: 11an cmeluanHbIi -
LnpuKa Kanana: AaTo -
Kanan: AgTo -
JawmuTta DeCcnpoOBOAHOIO PEXHMA:
OTKNIYHTE 3AWATY
) WPA-PSKWPA2-PSK
Napones PSK: 40461441
(Bl MOXETE BEECTH CMMECINE! B Kogupoeke ASCIH nnw B wecTHagUaTepryHoM QopMare;
onA gropmara ASCI gnuHa knoya gom#Ha Oeime 0T 8 go 63, a QA WecTHagUaTe pUYHOTD
fopmara o1 8 go 64.)
Be3 naMeHeHHi
| Hasan | | fJanee |

Puc. 3-18 BbecnposogHou pexum 5 [Ty,

HaxaB kHonky [lanee, Bbl OKaXXeTeCb B OKHe 3aBepLUeHue.

Ecnn B okHe BecnpoBogHOM pexum He ObiNo caenaHo u3aMeHeHun, okHo 3aBepLueHue byaet
BbIMMSAAETb, Kak NpeactaBneHo Ha puc. 3-19. HaxmuTe kHonky 3aBeplunTb, Y4TOObl BLINTU U3
pasgena bbicTpas HacTpouka.
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BbicTpana HacTpoiiKa - 3aBeplieHue

YcTponcTBO NoaknoyeHo K MHTepHeT! deTanbHele HACTPOWKA HAXOOATCA B COOTBETCTBYIOWNX
pazaenax.

| Haszan | | 3asepwinTs |

Puc. 3-19 bbicTpas HacTpolika — 3aBepLueHne

Ecnn B okHe BbecnpoBogHOM pexum Obinv caenaHbl U3MEHEeHUs, OkHO 3aBeplueHue Oyaet
BbIMMSAAeTb, Kak npenctaBneHo Ha puc. 3-20. Haxmute kHonky [lepesarpy3ntb, 4TOObI
cOenaHHble U3MEeHeHMs BCTYNUIMK B CUNY, 1 BbinanTe U3 okHa BbicTpas HacTpouka.

BbicTpan HacTpoliKa - 3aBeplieHne

YcTponcTteo nogknkoyeHo K MHTepHeT! [leTanbHble HACTPOWHKW HAXOAATCA B
COOTBETCTBYHILMX pasgenax.

M3MeHEHHBIE HACTPOAKN GECNPOBOOHOTO pEMMMa GyOyT MCNONL30BATLCA TONLKO NOCNE Nepe3arpyskn yCTpoicTeEa.

[ Hasagn | | Nepesarpyauts |

Puc. 3-20 BeicTpas HacTpolika — 3aBeplLueHue
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NnaBa 4. HacTtpowka mapwpyTtusartopa

B aton rmaBe pacckasbiBaeTcs 000 BCEX OCHOBHbIX (YHKUMAX BEG-yTUNMTBI M cnocobax
HaCTPONKN.

41 Bxop B cuctemy

Mocne ycnelwiHoro Bxoda B CUCTEMY B IEBOM 4acTu BeG-yTUNMTbI Bbl yBMOMTE OBaduaTb
OCHOBHbIX MeHI0. B npaBoii YacTu cogepkatcs onucaHus U UHCTPYKLMN.

CocToAHHE

BriCTpan HACTpOREa

Cetb

Bribop paboyed yacToThl
becnpoBoOHol pexnm - 2,4 Iy
becnpoBoOHol pexkm - 5 Ty
lNocreBan CeTb

DHCP

Hactpo#ku USB

NAT

MNepeanpecauuA

BezonacHoCTb

PoOuTENbCKHH KOHTPONb

KouTpones Qoctyna

PacwmMpeHHble HACTPORKH MapWpYTHIALHH
KoHTpONns NpoNyCKHOR CNOCODHOCTH

Mpuenzka IP- u MAC-agpecoe

Nunamuyeckuid DNS

Moonepxka IPvG

CHCTEMHBIE HHCTPYMEHTHI

Beixon
Hwxe npneognTtcst nogpobHasa nHdopmaums no BCeM OCHOBHbIM (PYyHKUUAM BED-YTUMUTDI.
4.2 CocTosiHMue

B okHe CocTtosiHne copepxutcs Tekywas uHgopmaums no  mapupyTtmsaTtopy. [aHHas
MHoOpMaUus OOCTYMNHA TOMNbLKO ANS YTEHUs.
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Bepcua scTpoerHoro NoO: 3.14.1 Build 141208 Rel 61578n
BepcHa 06opya0BaHuA: WDR4300 v1 00000000
LAN
MAC-appec: CO-4A-00-AC-67-B7
IP.appec: 192.168.0.1
Macka nogcemu: 255.255.2565.0

BecnpoBoaHoWn pexum: 2,4 My

BecnpoeogHOe BEWAHHE: BrnoueHo
HuA cet (SSID): TP-LINK_2.4GHz_ACE7B6
Pexun: 11bgn CMEWaHHBIR
Kaunan: ABTO (Tekywmi kaHan 6)
Linpuxa kanana: ABTOMBTHYECKM

MAC-anpec:

Cocroanue WDS:

C0-4A-00-AC-67-B6

OTKNYeHD

BecnpoBoaHon pexum: 5 My

GecnposoHoe BeljaHne:

WuA cemi (SSID):

BENIOYEHO

TP-LINK_SGHz_AC67B7

Pemum: 1130 CMEeWaHHBIA
Kaunan: ABTO (TekyWwwi KaHan 40)
LUMpKHa KaHana: ABTOMATHYECKH
MAC-agpec: C0-4A-00-AC-67-B7
CocroAnwe WDS: OTKNIKYEHD
WAN
MAC-agpec: CO0-4A-00-AC-67-B8
IP-anpec: 113.110.211.26 PPPOE/PPPOE PoccuAa(MoaKnouHTE SETOMATHYECKN)
Macka nogcemu: 255.255.255.255
OCHOBHOW WNH3: 113.110.211.26
DNS-cepeep: 202.96.128.166 , 202 96.134.133
Bpeus 8 ceT: 0 AHeit 00:03:59 OtrniounTs
Cratuctuka Tpadmka
MpuuaTo OTtnpaenexno
BaiT: 463141 99513
Naketoe: 599 585
Bpews paborsl: 0 gueii 00:05:12

Puc. 4-1 OKHO COCTOSIHUSI MapLLpyTU3aTopa

4.3 bBbicTpasa HacTpouKa

Cwmotpu Pasgen 3.2: PykoBoACTBO N0 ObICTPOM HAaCTPOWKE.
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44 CeTb

Cems
-VWAN
-LAN

- Knonwpoeanne MAC-anpeca
-IPTV

Puc. 4-2 MeHto CeTb

MeHio CeTb copepXuT udeTbipe noameHwo (cm. puc. 4-2). WAN, LAN, KnoHupoBaHue
MAC-agpeca v IPTV. [Ina HacTPOnkn PyHKLMN BbIGEPUTE HYXKHOE MEHIO.

441 WAN
BbibpaB CeTb — WAN, BbI MOXeTe HacTpoutb napametpbl WAN, Kak NokasaHO Ha PUCYHKE HUXKE.

1. Ecnn  noctaBwmk  WHTepHeT-ycnyr  obecneunmBaetr  DHCP-cepsuc, Bbibepute
AnHamunyeckun IP, n mapLupytusaTtop aBToMaTMydeckm nonyyut IP-napameTpbl OT Ballero
noctaswumka NHTepHeT-ycnyr (puc. 4-3).

Tun nogrnodenna WAN: Ounamuueckwil IP-agpec -

IP-agpec: 0.0.0.0
Macka nogceru: 0.0.0.0
OCHOBHOW WNH3: 0.0.0.0
Pasmep MTU (B DadTax): 1500 (3HaYeHWE No yMonyaHuo: 1500, He M3MEHATE Ge3 HeoGXOOWMOCTI.)
(] Mcnonb3oeate cnefyowme agpeca DNS-cepeepos

MpeanoyuTaemelit DNS-cepeep:

AnbTepHatMeHbli DNS-cepeep: 0.0.0.0 (no eniGopy)

WmA yana: TL-WDR4300

] Monyuute IP-agpec ¢ nomowsk Unicast DHCP (Kak npaenno, 3ato He TpebyeTcA)

CoxpaHuTb

Puc. 4-3 WAN — [uHamuyeckun IP

B atom okHe nokasaHo kak napameTpbl WAN, Bkntoyasa IP-agpec, macky noacetu, OCHOBHOM
W03 U Tak ganee, aBTOMATUYECKU Ha3HA4aloTCA MOCTaBLUMKOM WHTepHeT-ycnyr. YTobbl
06HOBUTL nNapameTpbl OT MocTaBliMKa VIHTepHeT-ycnyr HeobXoAuMO HaxaTb KHOMKY
O6HOBUTL. YTOOLI COPOCUTL 3HAYEHUS, BOCNOMb3yMUTECH KHOMKON OcBOGOAUTD.

» Pasmep MTU — OOGbl4HO 3HaveHne MTU (Maximum Transmission Unit — MakcMMarnbHbIN
pasmep Ornoka nepepayv) ana oOonbwuHcTBa ceTer Ethernet cocrtaensier 1500 Gawr.
PekoMeHOyeM He U3MEHATb 3TO 3HAYEHWE, ECNU TOMbKO 3TOrO He TpebyeT Ball NoCTaBLUMK
NHTepHeT-ycnyr.
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» Wcnonb3oBaTb cnegylowme agpeca DNS-cepBepoB — Ecnv Bbl nony4mnm oT noctasBLUmKa
WHTepHeT-ycnyr oguH wnu pfgBa agpeca DNS-cepeepa, B 9TOM none ykaxute B
COOTBETCTBYHOLLMX MNOMNAX NpegnovnMTtaemMblil U anbTepHaTuBHbIA cepBepbl. B npotnBHOM
cnydyae DNS-cepBepbl 0OyayT HasHavyeHbl aBTOMATUMYECKM BallMM  MOCTaBLUUKOM
NHTepHeT-ycnyr.

&= lMpumeyaHune:

Ecnu npu BbibpaHHbIX agpecax DNS-cepBepoB npu MonbITke AOCTyNa K canTy nosiensieTcs
coobLeHre 06 owmnbke, TO, ckopee BCero, Bbl HenpaBunbHO ykadanu DNS-cepsepbl. Bam
crnepyeT cBA3aTbCsl C MOCTaBLUMKOM WHTepHeT-ycnyr, 4tobbl nonyuntb Heobxoanmyto
MHdOpMaUUIO.

» Nonyuutb IP-agppec ¢ nomowsbi Unicast DHCP — Hekotopbie DHCP-cepBepa He
NnoaAepXMBaKT MHoOroagpecHole npunoxeHus. Ecnu Bbl He moxeTe nonyyuntb IP-agpec
00bI4YHBIM CNOCOBOM, Bbl MOXETE BbliOpaTh 3Ty Onuuio (3TO TpebyeTcsa peako).

2. Ecnu ot noctaswuka VIHTEepHET-ycnyr Bbl MNOAYYUNU CTAaTUYECKUA UM (PUKCUPOBAaHHLIN
IP-agpec, macky noacetu, w3 n napametpbl DNS, Beibepute CtaTtnveckun IP. Mpu aTtom
OTKPOETCH OKHO, Kak rnokasaHo Ha puc. 4-4.

TUN NOgKNHYEHUA WAN: Cratnyeckwii IP-anpec ~ | Onpegenue
IP-agpec: 0.0.0.0
Macka nogceru: 0.0.0.0
OCHOBHOW W3 0.0.0.0
Pazmep MTU (e GadTax): 1500 (3HaYeHWe No yMonyaHuio: 1500, He W3MeHATE Ge3 HeoGXoOMMOCTI.)
MpeanoyuTaeMesii DNS-cepeep: 0.0.00
ANbTEpHATHBHBLIA DNS-cepeep: 0.0.00 [HeoGA3aTeneHaA HACTpOIKE)

Puc. 4-4 WAN - Ctatnyeckun IP

> IP-agpec — Ykaxute |IP-agpec, nonyyYeHHbINn OT nocTtaBLlumka VIHTepHeT-ycnyr, B 4eCATUYHOM
dopmaTe ¢ pasgennTenbHbIMU TOYKaMMU.

» Macka noacetM — YkaxuTe 3HadYeHMe MackuM MOACETW, MOMydeHHOe OT MNoCTaBLUuKa
WHTepHeT-ycnyr B gecsatuyHoMm cbopmate C pasgenutenbHbiMM Todkamu. OObIMHO 3TO
255.255.255.0.

» OcHoBHOM wnto3 -— VYkaxute IP-agpec wwnio3a, MONYYEHHbIW OT MNOCTaBLUMKaA
WHTepHeT-ycnyr B 4eCcATUYHOM hopmaTe ¢ pasgenuTenbHbiMU TOYKaMu.

> Pa3amep MTU — O6bl4HO 3Ha4veHne MTU ans 6onblunHcTea cetent Ethernet coctaBnsier 1500
6ainT. He pekomeHOyeTcs M3MEHsTb STO 3Ha4YeHWe, ecnn TofbKo 3Toro He Tpebyet
noctasLwmk IHTepHeT-ycnyr.

> Mpepgnountaembin DNS/AnbrepHaTtuBHbIn DNS-cepBep — YkaxuTte oguH nnn gea agpeca
DNS-cepBepoB, nony4vyeHHble OT nocTaBlimMka HTepHeT-ycnyr B AecATndHOM chopmate ¢
pasgennTernbHbIMU TOYKaMW.

23



LIRCR I BecnpoBogHoOW rMrabuTtHbIn mapwpyTusatop cepuu N

3.

Ecnn Baw noctaBwmk WHTepHeT-ycnyr ucnone3yeT nogknodeHne PPPoE, Bbibepute
PPPoE/PPPoE Poccus. 3geck TpebyeTcs ykasaTb criegytolime napameTpbl (puc. 4-5):

Tun nogrno4enna WAN: PPPoE/PPPoE Poccua i [ OnpegenuTs

Mogrnwyenue PPPoOE/PPPOE Poccun:
WuA nons3osarena:
NMapone:

MoATeepaMTL Naponk:

Bropu4Hoe NogKnovenne: 9 OTRNKYNTE
Ousamuyeckni IP-agpec

Cratnyeckmit IP-agpec  (AnA Dual Access/PPPoE Poccur)

Pexnm nogrnoyenna WAN: MogkniynTe No TpefoBaHNK
MakcumaneHoe BpeMA NPOCTOA: MHHYTE
(0 03HayaeT, yTo NoAKNKYEHNE GYAET AKTUEHBIM NOCTOAHHO.)
@) MoAKNIYHTE ETOMATUYECKK
MoaxNIoYMTE NO PACcIUCHMID
Mepuog BpEMEHK. C = (YY:MM) no A (HY:MM)
MoagKNKYUTE BPYYHYKD
MakcnmansHoe Bpema NpocToA: MHHYTH
(0 03Havaet, yTo NnogknmoyeHne GyOeT aKTUEHLIM NOCTOAHHO.)

| OTKNHOYHTE NogknwoyeHne...

CoxpaHute || LononHutensHo

Puc. 4-5 WAN - PPPoE/PPPoE Poccusa

Mma nonb3oBartens/Maponb — Ykaxute MMs Nonb3oBaTens W naposib, NOMyYeHHble OT
noctaswumka MIHTepHeT-ycnyr. 3T nonsi YyBCTBUTENbHbI K PETUCTPY.

MopgTBepauTb Naponsa — Beegute naponb, MNpedocTaBrieHHbIA BalMM  MNOCTaBLLMKOM
MHTepHeT-ycnyr ewe pas, 4tobbl y6eamTbCs, YTO BBEAEHHbIN Naposib NPaBUITbHLIN.

BtopuyHoe nogkntoyeHue — [laHHas onumsa OOCTynHa Torbko Ans nogkntodernss PPPoE.
Ecnu Bbl monyynnu oT nocTtaBluKa VIHTEPHET-yCNyr AOMONMHUTENbHLIA TUM MOOKIIOYEHNS,
Takon kak OuHamuyeckunin/Ctatudeckuii IP, ansa paboTbl ¢ nokanbHONM CETbIO, TO HE0OX0AMMO
BblOpaTb none AnHamudecknin/Ctatnyeckuii IP, 4ToObl aKTMBMPOBATL 3TO NOAKMIOYEHME.

e Otknwuutb — [0 yMONMYaHWKO BTOPUYHOE MOAKMOYEHME OTKIMOYEHO, TaK uTO
ncnonb3yeTcs Tonbko nogkntodeHne PPPoE.

e [wuHamuuyeckun IP-agpec — UYT0ObI wucnonb3oBaTb AnHamuyeckun IP-agpec,
nornyyYeHHbIN OT nocTaBlwuka WHTepHeT-ycnyr, B KadecTBe BTOPWYHOrO MOOKMIOYEHUS
Ansi paboThbl C NOKanbHOW CeTbio, BblIOepUTE COOTBETCTBYHIOLLYIO PaANOKHOMKY.

e Cratnueckun IP-agpec — Ytobbl ucnonb3oBaTtb cTaTnuveckmii IP-agpec, nony4YyeHHbIn OT
nocraBlUMKa VIHTEPHET-yCnyr, B Ka4yeCTBe BTOPUYHOIO MOAKIMOYEHMsT Ans paboTbl C
NoKanbHOW CeTblo, BblOepUTE COOTBETCTBYHOLLYIO PAAMOKHONKY.

MopgkniounTb No TpeboBaHuio — Mpu BbIGOpE 3TOro pexrma NOAKIMIYEeHUe npekpaLlaeTcs
aBTOMaTWYeCKM Yepe3 oOnpedereHHbll nepuod HeakTuBHocTM (MakcumanbHoe Bpems
npocTosi) 1 BOCCTaHaBMNMBaeTcs nocne obpalleHus k MHTepHeT-pecypcy. Ecnu Bbl xoTuTe,
yTobObI COeanHeHVe BbiNo akTUMBHBIM MOCTOAHHO, B Morne MakcumanbHoe BpeMsi NpocTos
yKaxute 3HadeHne “0” . Takke MOXHO yKasaTb KOHKpPETHOE 3HadeHue.

24



LIRCR I BecnpoBogHoOW rMrabuTtHbIn mapwpyTusatop cepuu N

> MoaknoYnTbL aBTOMaTUYECKUN — an/l cboe nogknoyeHus NpPoOnCXoanT ero aBtTomatnyeckoe
BOCCTaHOBJI1EHUE.

> MMogknounTb No pacnucaHuto — [oaknyeHne ycTaHaBNMBaETCA TOMbKO B 3adaHHbIN
nepvog (aaTta Ha4ana u KoHua neproga ykasbslBaetcs B popmate HH:MM).

& lMpumevaHue:

®yHkumsa ByneT paboTaTb TOMBLKO MOCMe Toro, kak B okHe CUCTEMHble MHCTPYMEHTbl — Bpemsi
OyneT BbICTABIEHO CUCTEMHOE BPEMS.

> [MopKNUYNTbL BPYYHY — [ONs NOAKMOYEHUS/OTKNIOYEHNST BOCMOMb3yNTeCh KHOMKOM
MNopgknounTtb/OTKNIOUMTL. B 3TOoM pexnme noggepxmBaeTcss dyHkumsi MakcumanbHoe
BpeMsl npocTosi kak U aAna pexuma Mogkniounte no Tpe6oBaHuio. [oaknioyeHve K
NHTepHET MoXeT ObITb NpeKpaLLeHo Nnocre onpeaerneHHoro nepuoga HeakTMBHOCTU, a 3aTeM
He OyaeT BO30OHOBMNEHO CHOBA Npu 06paLleHun K VIHTepHeT-pecypcy.

BHumaHue: WHorga noOAKMYEHME He MOXET ObiTb NpekpalleHo, gaxe ecnu B none
MakcumanbHoe BpeMsi NpPOCTOA YKasaHO OnpedereHHOe 3HayeHwe, T.K. HeKoTopble
NpUNoXeHns B oOHOBOM pexume obpaliatotest K IHTepHeT-pecypcam.

Ecnn Bbl XOTUTE BHECTM W3MEHEHWS B [OOMNOMHUTENbHbIE HACTPOWKW, HaXMMWUTE KHOMKY
HononHuTtenbHo. [1oABUTCS OKHO, Kak NoKa3aHo Ha puc. 4-6:

Pazmep MTU (e Gaitax): 1480 (aHaueHWe No ymonuanuio: 1480, He MaMeHATE Gea HeobxogumocTI.)

WMA cepemnca:

WNMA KOHUEHTPaTopa AocTyNa:

Wcnonb3aoeats IP-agpec, NpegocTaEneHHbLIA NocTaEWMKom VIHTepHET-yCmyT
IP-agpec, npefocTAENEHHEIA NOCTABWMEKOM HHTEpHET-yCnyT:
WHTepEaN OHNANH-0TCIeKHEaHHA: 0 CEKYHOK!

(0 - 120 ceryHg, no ymonuaHwni: 0; 0 03HayaeT, yTo OTCMNEeXMEAHME He NPONCKOOMT.)

Wecnone3oeate cnegyowme DNS-cepeepsl
Mpegnoyntaembii DNS-cepeep:

AnkTepHaTHEHKIH DNS-cepeep: (Mo esiGopy)

[ Coxpannts | | Hasan |

Puc. 4-6 JononHutenbHble HacTporiku PPPoE

»> Pa3smep MTU — 3HadeHune no ymonyaHuio 1480 6aiiT, 4TO OOLIYHO SBMSIETCSA ONTUMAIIbHbLIM.
He pekomeHOyeTCA W3MeHATb [aHHOE 3HayeHue, €ecnu TOMbKO 3TO He sBhseTcH
TpeboBaHnem noctasLyuka NIHTepHeT-yCnyr.

> Wma cepBuca/lma koHueHTpaTtopa pgoctyna — Ecnu atoro He TpebyeT nocTaBLUMK
MHTepHeT-ycnyr, He criegyeT TporaTb 3TO norne. B GoNbLUMHCTBE CriyYaeB MOXHO OCTaBUTb
3TW Nons NycTbIMK, U 3TO HE NoMeLLaeT paboTe.

> |IP-agpec, npenoctaBneHHbIM noctaBwmkoMm WUHTepHeT-ycnyr — Ecnu Baw nocTaBLUUK
MHTepHeT-yCcnyr He HasHayaeT mapLupyTtusaTopy IP-agpec B aBToMaTU4eCKOM pexnme npu
BXoe B CUCTEMY, OTMETbLTE 3TY SYEenKy u ykaxuTe IP-agpec, nonyyYyeHHbIn OT nocTaBLimKa
NHTepHeT-ycnyr B 4eCATUYHOM cpopmaTe C pasgenuTenbHbIMU TOYKaMu.

> WHTepBan oHnawH-oTCcnexuBaHuA — MapLlupyTmsaTtop NpoM3BOAMT OTCMEXMBAHME TOYKM
[OCTyna yepes onpeferieHHbIn HTepBas B pexume OHnarvH. 1o yMonyaHuio ycTaHOBNEHO
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3HaveHne “0”. Bbl moxeTe ykasaTb 3HadeHue B npegenax ot 0 go 120. 3HadyeHue “0”
03Ha4yaeT, YTo (PyHKUMSI OTKNIOYEHA.

Mpegnountaembin/AnsrepHatuBibin = DNS-cepBep - Ecnn  Baw  nocraBwuk
WHTepHeT-ycnyr He Ha3HayaeT DNS-agpeca B aBTOMarMyeckOM pexunme npu Bxode B
cuctemy, Bolbepute Ucnonb3oBaTtb cneayrowme DNS-cepBepbl 1 yKaXnte MonydeHHbIN
oT noctaBwwmka UHTepHeT-ycnyr IP-agpec B gecsaTudHoMm chopmate C pasgenvrenbHbIMm
Toukamn. Ecnn nveetcs agpec sTopuyHoro DNS-cepBepa, ero Takxke cnegyet ykasaTb.

YT06bl COXpaHWUTb cAenaHHbIe UBMEHEHUS], HAXKMUTE KHOMKY COXpPaHUTb.

4.

Ecnu nocraBwmk MHTepHeT-ycnyr ucnonb3yet kabenb BigPond (unn curHan Heart Beat),
Bblbepute Kabenb BigPond. 3gecb Heobxoanmo ykasaTb crnegylolime napameTpbl (CM.
puc. 4-7):

Tun nogenodernn WAN: Kabens BigFPond -
WNuA nonL3oEaTens:
Naponk:
Cepeep ayTeHTHDHEALNM: sm-server
[oMeH ayTEHTHDHKALIHK:
Pasmep MTU (e Ganrax): 1500 (3HayeHune no ymonyaHwio 1500, He nameHATs Ges HeoGxogMMocTh.)
MogKNHoYKMTE NO TPeOOBAHWKD
MakcMMankHoe EpeMA NPoCToR: He yKazaHo
@ TOQKNHOYKTE ABTOMATHYECKK
MOQKNIOYHTE BRYUHYID
MakcumankHoe EpemMA NpocTon: He yKazaHo
|  Coxpanuts |

Puc. 4-7 WAN — Kabenb BigPond

Uma nonb3oBatens/laponb — Ykaxute nMms Mnonb3oBaTens U Naporib, MOSyYeHHble OT
nocTtaBLUmka MHTepHET-ycnyr. 3TK Nons siBNAIOTCA YyBCTBUTENbHbLIMU K PETUCTPY.

CepBep ayTeHTUdMKauum — Ykaxute IP-agpec cepBepa ayTeHTUdMKaALMM UK NMA y3na.

OomeH ayTeHTUUKaLUUKM — YKaxuTe JOMEHHbIN Cy(pUKC UMeHU cepBepa B 3aBUCMMOCTU
OT Balllero MectoHaxoxaeHus. Hanpumep:

NSW /ACT - nsw.bigpond.net.au
VIC / TAS / WA/ SA/ NT - vic.bigpond.net.au
QLD - gld.bigpond.net.au

Pasmep MTU — O6bivHO anst 6onblinHcTBa ceten Ethernet gaHHoe 3HaveHme cocTaBnsieT
1500 6ant. He pekomeHayeTCA M3MEHATb €ro, ecnv TOMbKO 3TOro He TpebyeT MOoCTaBLUMK
WHTepHeT-ycnyr

MopknounTb No TpeGOBaHMFO — B atom pexunme nogkrnoyeHmne K MHTepHeT npepbiBaeTcAd
aBToMaTn4eckn 4epes OﬂpeﬂeﬂeHHbIVI nepnoa HeaKTUBHOCTU (MaKcumaanoe BpemMsA
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NpoCTOs1) U BOCCTaHABNMBAETCA NpY NOBTOPHOM obpalleHumn k MIHTepHeT-pecypcy. Ecnu Bbi
XOTUTE, YTOObI nogkrtodeHne Bbifo akTMBHbLIM BCe Bpems, B norne MakcumanbHoe Bpemsi
npocTos crnegyet ykasatb 3HadeHue “0”. Takke MOXHO ykasaTb KOHKPETHOE 3HayeHue B
MUHYyTax.

Moakno4YnTb aBTOMaTUYECKU — I'Ip|/| notepe nogkrw4yeHna OHO 6y/:|,eT BOCCTAHOBJ1IEHO B
aBTOMaTU4eCKOM peXnme.

MoaknounTb BPY4YHYH — [N NOAKMAYEHUS/OTKIIIOYEHUS BOCMOSb3YNTECh KHOMKON
Mopgknountb/OTKNOUMTL. B 3TOM pexmme nogpepxmBaeTca yHkuMss MakcumanbHoe
BpeMsi NpocTosl kKak n Ana pexuma [Mogknouutb no TpeboBaHuio. [logknioyeHve K
MHTepHeT MOXeT ObITb MpeKpalleHo nocrne onpeaeneHHoro nepuvoga HeakTUBHOCTU, a
3atem He Gyaet Bo3o6HOBMEHO CHOBa Npu obpalleHnn Kk IHTepHeT-pecypcy.

YUTo6bl NPON3BECTY MNOAKMIOYEHNE/OTKITIOHYEHNE HAXMUTE KHOMNKY MoakniounTb/OTKNIOUNTD.

BHumaHue: VHorga nogknodeHne He MOXeT ObiTb MpekpalleHo, faxe ecnv B rone
MakcumanbHoe BpemMsi NMPOCTOS YKa3aHO OMpedeneHHOe 3HayeHue, TaK Kak HEeKoTopble
NpUNoXeHns B oOHOBOM pexume obpaltatotest K IHTepHeT-pecypcam.

YT1o06bI COXpaHUTb caenaHHble U3MEHEHUA, HaXXMUTE KHOMKY COXpaHMTb.

5. Ecnu noctaBwuk WHTepHeT-ycnyr
BblbepuTe COOTBETCTBYIOLEE 3HA4eHue.

napameTpsbl (puc. 4-8):

ncnonb3yeT NoaKIoYeHne
3pecb  Heobxoaumo

L2TP/L2TP Poccus,
ykasaTb crnegytowime

Tun nogknioyeHna WAN:

HmA nonezoearena:

Mapone:

IP-agpec/Mma cepeepa:
IP-agpec:

Macka nogceTs:
OCHOBHOM WNHO3:

DNS:

IP-agpec WHTepHeT:

Wuteprer DNS:

Pasmep MTU (e Gairax):

MakcHmansHoe BpeMA NPOCToA:

Pexum nogkniodeHna WAN:

L2TP/L2TP Poccua -

MoAKNHYHTE

OTknioyeHo!

@ JuHamuyeckui IP Cratuyeckuit IP

0.0.00
0.0.00
0.0.0.0
0.0.0.0,0.0.0.0
0.0.0.0
0.0.0.0,0.0.00
1460 (no ymonuanmi: 1460, He namerATs Ges HeobGxoguMocCTh.)
15 MUHYTEI (0 03HaYaeT, 4yTo nogknyeHne GygeT aKTMBHEIM NOCTOAHHO.)

MogknioynTs No TpefoeaHMn
© MogknioUUTL ABTOMATHYECKN

MoaKMIOYNTE BPYYHYIO

CoxpaHuTb

Puc. 4-8 WAN — L2TP/L2TP Poccus
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Uma I10]1b3OBaTel1ﬂ/napOl1b — YKaxute uMMmsa nonb3oBaTens wu naposb, norny4vyeHHble OT
nocTaBLUMKa l/IHTepHeT-ycnyr. OTu nons siBNALTCA YYBCTBUTEJIbHbIMU K PErncTpy.

AnHamuyeckumn IP/CtaTtnyeckun IP — BbibepuTe COOTBETCTBYHOLLEE 3HAYEHNE.

Beeante IP-agpec VPN cepBepa wunu p[omeHHoe uMA, npegocTasneHHble Bawwnm
noctasLmkoM NHTepHeT-ycnyr, B none IP-agpec/ums cepeepa.

MNoakniounTb aBTOMaTU4Yecku — [pu notepe NOAKMOYEHUSI OHO GyAeT BOCCTAHOBIEHO B
aBTOMaTUYECKOM pexunme. YToObl akTMBMPOBaTb 3Ty ONLMIO BbiGEpUTE COOTBETCTBYHOLLYHO
PaaVOKHOTKY.

MoaknounTb BPY4YHYH — Bbl MOXeETe HAacTpoMTb MapLlpyTusatop, 4Tobbl OH MPOM3BOAMN
NOOKNIOYEHNE/OTKINIOYEHNE  BpPYYHYt0. Yepe3  onpedeneHHbin  Nepuon  BpeMEHMU
(MakcumanbHoOe Bpemsi MPOCTOs) MapLupyTU3aTop npepbiBaeT nogkrnodeHne kK IHTepHer n
HEe MOXET BOCCTAHOBWUTb €ro aBTOMaTuU4ecku, Korga Bbl CHoBa obpawiaerecb K NHTepHeT
pecypcy. YTobbl akTMBMpPOBaTh 3Ty ONUUIO BbIGEPUTE COOTBETCTBYIOLLYIO PaAMOKHOMNKY. Ecrin
Bbl XOTUTE, YTOObI MOAKMIOHMEHNE OCTaBaNoCh akTUBHbBIM MOCTOSIHHO, B None MakcumanbHoe
BpeMsA NpoOCTOA criefyeT ykasaTb 3HadyeHue "0" . Takke MOXHO yKasaTb nepuog Oencteus
NOAKMYEHUSA A0 Tex nop, noka He ByaeT caenaH 3anpoc Ha HOBOe.

BHumaHue: VHorga nogkniodeHne He MOXeT ObiTb MpekpalleHo, faxe ecnv B rnone
MakcumanbHoe BpeMsA MNpPOCTOA YKa3aHO OnpefderneHHoe 3HayeHwe, T.K. HEeKoTopble
NpuUnoXxeHusa B oOHOBOM pexume obpaliatotes K IHTepHeT-pecypcam.

Ecnu noctaBwuk MHTepHeT-yenyr npegoctaensetr PPTP-nogknioyenne, Bblbepute 3Ha4YeHne
PPTP/ PPTP Pocus. 3aeck Heobxoaumo ykasaTb criegyrolue napamertpsbl (puc. 4-9):

Tun nogrnroyenna WAN: PPTF/PPTP Poccua -
WA nons3osarena:
Mapone:
MoaknouuTs Orknioyeno!

@ OuHamuueckni IP Cratnyeckui IP
IP-agpec/uA cepeepa:
IP-agpec: 0.0.0.0
Macka nogcem: 0.0.0.0
OCHOBHOW WNH03: 0.0.0.0

DNS: 0.0.0.0,0.0.00

IP-agpec HHTepHeT: 0.0.0.0
WurepHer DNS: 0.0.0.0,00.0.0

Pa3smep MTU (B banTax): 1420 (no ymonyaHui: 1420, He HameHATL Oe3 HeoOGxoaMMOoCTH.)

MakcHMansHoe BpeMA NPoCToR: 15 MUHYTEI (0 03H3Y3ET, 4TO NOOKNIOYEHNE BYAET AKTWEHLIM NOCTOAHHO.)

Pexum nogrnovednn WAN: MogknounTe No TpelosaHuo
@ MoAKNKYNTE ABTOMATHYECKH

MogrnuNTL BPYYHYIO

CoXpaHuTb

Puc. 4-9 WAN — PPTP/PPTP Poccusa
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> Uma I10]1b3OBaTel1H/napOl1b — YKaxute uMmsa nonb3oBaTens wu naposb, norny4vyeHHble OT
nocTaBLUMKa l/IHTepHeT-ycnyr. OTu nons siBNALTCA YyBCTBUTESIbHBIMWU K PETNUCTPY.

> OuHamunyecknm IP/Ctatnyeckum IP — BbibeprTe COOTBETCTBYIOLLEE 3HAYEHUE.

Beeante IP-appec VPN cepBepa wnu [oMeHHOe wuMs, npefocTtaeneHHble Bawwmm
noctasLmkom NHTepHeT-ycnyr, B none IP-agpec/ums cepeepa.

> MopkniounTb no TpeboBaHUIO — Bbl MOXeTe HacTpoUTb MapLUpyTM3aTop Tak, YTobbl OH
NPOU3BOAMUIT OTKIIOMEHNE OT ceTu MHTepHeT Yepes onpeneneHHbI Nepuos HeakTUBHOCTU
(MakcumanbHoe Bpemsi npocTtos). Ecnn nogknioveHme k cetn VIHTepHeT Gbino npepsaHo
Mo MpUYMHE HeaKTMBHOCTW, yHKuMs [MoaknunTb MO TpeboBaHWUIO aBTOMAaTUYECKU
BOCCTaAHOBWT MoOAKMoveHne npu obpalwleHnn k MHTepHeT-pecypcy. YTo6bl akTMBMpOBaTb
AaHHylo  dyHKUMo BblibepuTe COOTBETCTBYHOLLYIO SA4Yenky. Ecnu Bbl  XoTuTe, u4TOOLI
NogKmnioyYeHne ocTaBanochb akTUBHBLIM MOCTOSAHHBLIM B norne MakcumanbHoe BpemMs MpocTos
cnegyeT ykasatb 3HadeHue “0”. Takke MOXHO yKasaTb KOHKPETHbI BpPEMEHHON Mnepuop,
nocne KOTOpOro NoAkntoYeHne npepbiBaeTcs.

> [lMogknounTb aBTOMaTU4YeCKM — ABTOMaTU4eCKOe BOCCTAHOBIIEHUE MOAKMI0YEHUNA nocre
TOro, Kak OHO Obino npepBaHo. YTobGbl BOCMONBL30BAaTLCHA OaHHOW onuuen BblibepuTe
COOTBETCTBYIOLLYIO SYENKY.

> TMogknunTb BpPyUHYH — Bbl MOXeTe HacTpouTb MapLupyTM3aTop, YToObl OH NPOM3BOAWIT
NOOKIMIYEHNE/OTKNIOYEHNE  BPYYHYHO. Yepe3  onpedeneHHbin  Nepuog  BpPEMEHM
(MakcumanbHoOe BpeMsi MPOCTOs) MapLupyTU3aTop npepbiBaeT nogkrodeHne kK IHTepHer u
He MOXeT BOCCTaHOBWUTb €ro aBTOMaTMYecku, Korga Bbl CHOBa obpallaetecbk kK MHTepHet
pecypcy. YToObl akTMBMpOBaTb 3Ty OMNuUMIO BbibepuTe COOTBETCTBYOLLlee none. Ecnu Bbl
XOTUTE, YTODObI MOAKMIOYEHME OCTaBarioCb akTUBHLIM MOCTOSIHHO, B none MakcumanbHoe
Bpems MpOCTOs crneayeT ykasaTb 3HadeHue "0". Takke MOXHO yKkasaTb nepuop AenCTBuS
NnoaKn4YeHns 0o Tex Nnop, Noka He ByaeT caenaH 3anpoc Ha HoBOe.

BHumaHue: VHorga nogknodeHne He MOXeT ObiTb MpekpalleHo, faxe ecnvm B rnone
MakcumanbHoe Bpemsi MPOCTOA YKa3aHO ofpederneHHoe 3HayeHue, Tak Kak HeKoTopble
NpunoXxeHus B oOHOBOM pexume obpaltatotest K IHTepHeT-pecypcam.

& lMpumevaHue:

Ecnn Bbl He 3HaeTe, KakoW TuN MOAKMYEHUA BblOpaTb, Haxmute KHomky [louck, u
MapLUpyTU3aTop aBTOMAaTMYECKM MpOBEeOEeT CKaHWpOBaHWE CEPBEPOB UM MPOTOKOJSIOB,
ncnonb3dyembix WHTepHeT-nogknodeHmemM. OyHKUMA OTOOpasnT TUM  MOAKIOYEHUS  MpU
OBOHapy>XeHUM MapLUpyTM3aTopoM akTUBHOTO WMHTepHeT-cepBuca. [aHHas uHdopmauuns
npmuBOOANTCA TONMbKO ANA ChpaBKW. YT100BbI y6e/:|,|/|Tbc;| B TOM, 4YTO MMEHHO 3TO NOoAKINK4eHwne
NpenocTaBnseTcs NOCTaBLLUMKOM VHTEpPHET-YCRyr, HY>XHO 00paTUTLCA HEMOCPEACTBEHHO K HEMY.
MapLupyTn3aTop MOXET BbIBUTb CreayloLmne TUMbl NOAKNHYEHWIA:

e PPPoOE — [1nsa noakntoyeHunin, ncnonbaytowmx PPPoE, TpebyeTcs ykasatb umMs nonb3oBartens
M naporb.

e OuHamuyeckun IP — T[logkntoyeHus, wucCnonb3yolimMe HasHavyeHue ANHAMUYECKUX
IP-agpecos.

e CraTtnueckum IP — NogknioveHuns, ncnonb3yoLime HasHavyeHme cTaTU4ecknx agpecos.

MapLupyTnsaTop He MOXET OOHapyXuTb Takue nogknwoyeHus kak PPTP/L2TP/BigPond. Ecnun
nocTaBLUMK VIHTEpHET-yCnyr NCNomnb3yeT OAUH U3 TakMX MPOTOKOMOB, Bbl AOMXHbI NPOU3BECTU
NOOKIMOYEHNE BPYYHYHO.
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Boibpas Cetb - LAN, Bbl MOXeTe HacTpouTb |IP-napameTpbl nokanbHOW CEeTWU, Kak nokasaHo

HWXe.

MAC-anpec: CO0-4A-00-AC-67-B7

442 LAN

IP-agpec: 192.168.01
Macka noOceTH: 2052052550 -
|  Coxpannts |

Puc. 4-10 Cetb - LAN

> MAC-agpec — dusmyeckun agpec mapLupytusaTopa, kak rnokasaHo B okHe LAN. [daHHoe
3Ha4YeHME HEe MOXET ObITb M3BMEHEHO.

> IP-agpec — YkaxuTte IP-agpec mapLupytmsaTopa nnm copockre ero, UCrnosnb3ysa AeCATUYHbIN
dopmaT ¢ pasgenutenbHbIMU ToYKamMu (3HavyeHue no ymonydaxuio: 192.168.0.1).

> Macka nopgcetm — [JaHHOoe 3HayeHue onpegensieT 3HadeHne cetn. OObIYHO 3TO
255.255.255.0.

& [lMpumevaHue:

1. Ecnu Bbl uameHunu IP-agpec nokanbHOW ceTu, Bbl AOIMKHbI yKasblBaTb 3TO 3HAYEHUE Mpu
BXOA€E B MapLipyTusaTop.

2. Ecnvn HoBbIN IP-agpec nokanbHOW CeTM He COOTBETCTBYET Macke noacetw, nyn IP-agpecos
DHCP-cepBepa Takxke M3MeHUTCS, a PyHKUMM BupTtyansHein cepeep u DMZ y3en He OyayT
pabotatb OO0 Tex Mnop, MOKa B WX HACTPOMKM He OyayT BHECEHbl COOTBETCTBYHLLME
N3MEHEHMUS.

4.4.3 KnoHupoBaHne MAC-agpeca

Bbibpas CeTb - KnoHuposaHue MAC-agpeca, Bol MoxeTe HacTpoute MAC-agpec WAN-ceTn
(puc. 4-11):

KnoHupoeaHue MAC-agpeca

MAC-anpec B ceTH VWARN: C0-4A-00-AC-67-B8 [ BoccraHoBuTe 3aBogckoi MAC-anpec ]
MAC-anpec BaWero KOMNbLHTEpa: [ Knonupoeate MAC-agpec ]

Puc. 4-11 KnoHumposaHne MAC-agpeca

HekoTtopble noctaswwmkn UHTepHeT-yecnyr Tpebytot permctpaumm MAC-agpeca agantepa. 3gech
peako TpebyeTcsl BHOCUTb Kakme-nnmbo n3amMeHeHus.

> MAC-agpec B cetn WAN — B 3Tom none otobpaxaetca Tekywmun MAC-agpec WAN-nopTa.
Ecnn Baw nocraBwuk MHTepHeT-ycnyr Tpebyet oT Bac 3apeructpuposats MAC-agpec,
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YKaxuTe KoppekTHoe 3HauveHne MAC-agpeca B gpopmate XX-XX-XX-XX-XX-XX (rge, X —
9TO LWecTHaALaTepUYHOE YNCIO).

> MAC-agpec Bawero KomnbkTepa — B atom none otobpaxaetca MAC-agpec
KOMMbIOTEPA, KOTOPbLIA UCNONb3yeTCAa [Ans  ynpaBneHus MapLlupytu3atopom. Ecnu
TpebyeTca ykasaTb 3HayeHne MAC-agpeca, HaxmuTe kKHonKy KnoHupoBate MAC-agpec n
atotT MAC-agpec nosisutcs B norne MAC-agpec B cetu WAN.

UTtobbl BepHyTb 3aBoackoe 3HadeHne MAC-agpecy WAN-nopta, BOCMOMb3yWTECH KHOMKON
BoccTaHoBUTbL 3aBoackon MAC-agpec.

Haxmnte KHOMKY COXpaHVITb, 4yTOObI COXpaHUTb caernaHHble N3SMEeHEHUA

& [lMpumevaHue:

®dyHkums KnoHupoBatb MAC-agpec MOXeT OblTb MCMOMb30BaHa TOMbKO KOMMbOTEPOM
riokarnbHON CeTW.

444 IPTV

Mpu BoiGOpe CeTb - IPTV oTKpOEeTCA OKHO, Kak Noka3aHo Ha puc. 4-12.

IGMP Proxy: Brnroynte -
Pexmun: ABTOMATHYECKN =
CoxpaHuTe

Puc. 4-12 IPTV

» IGMP Proxy — IGMP (npotokon ynpaeneHus rpynnamm WHTepHeTa). Ecnu Bbl xoTuTe
npocmartpuBaTth TenesugeHne yepes IGMP, BknioumTe 3Ty onumio.

> Pexum:

Pexnm: ABTOMATHYECKKN -

e ABTomaTtuuecku - [llopTtbl LAN, ucnonbsywowme TexHonormio IGMP Proxy, Oyayt
paboTtaTb 6€3 M3MEeHeHMWI, YTO NO3BONUT NpocmaTtpueath IPTV kak no NpoBogHOMY, Tak
1 no 6ecnpoBOgHOMY NOAKMIOYEHNIO.

IGMP Proxy: Brnrouute -
Pesun: Moct A
Mopt gnA IPTV: OTrniounTs -

e MocT - Ykaxute KoHkpeTHbin nopT LAN ana IPTV TB-npuctaBku, KoTOpas nonyyut
KOHKpeTHbIN IP-agpec HenocpeacTBeHHO OT nocTaBwmka NHTepHeT-ycnyr. Hanpumep,
Bbl noakntoyaeTe Bawy IPTV-npuctasky k onpegeneHHomy nopty LAN mn nonyyaete
curHan u IP-agpec ot Bawero noctaswmka NHTepHeT-ycnyr Hanpsmyto 6e3 kaknx-nnbo
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noTepb B KayecTBe, Jaxe €CNU Ha KOMMbIoTep, NOAKMIOYEHHbIN K MapLupyTM3aTopy,
3aKaumnBaloTCa TOPpPEHT-hannbl C MakcumMarnbHoOW ckopocTbio (nopT LAN B aToM cniyyae
n3onuposaH oT npo4nx noptoB NAT).

e MNopt ansa IPTV - Homep nopta LAN, Ha KOTOpOM yCTaHaBNUBaeTCA coeguHeHne
Tmna "moct" ¢ noptoM WAN/Internet ans ucnonssosaxus ycnyrm IPTV. (LAN4/
LAN3&LAN4 - Homep nopTa LAN, 4yepes koTopbii Bbl nonyyaeTte curHan u IP-agpec
ansa ucnonb3oBanus IPTV-ycnyrn).

& MpumeyaHue:

1. Ecnn unameHuTtb paboty nopta LAN B pexum "moct" ¢ noptom WAN/Internet, cucrema
nepesarpysmrcs.

2. N3meHeHue nopta IPTV gna TB-npucTaBkM BCTYNUT B CUMY TOSMbKO Mocne nepesarpysku
MapLupyT13aTopa.

IGMP Proxy: Brnrounte -
Pesum: 802.1Q Tag VLAN -
VLAN TAG ona MHTepHeT: OTKMYNTE @ BKIIDYMTE

Woentwconkatop VLAN ona goctyna K MHTepHeT: 1267

MpuopuTet VLAN ona goctyna K MHTepHeT: 0 -

Woenmacpukarop VLAN ons wcnonb3osanna IP-tenedoxa: 263

Mpuopurer VLAN onA ucnons3osakuA IP-tenedona: 0 -
Woesmmdpukatop VLAN ans yonyra IPTV: 4000

Mpuopuret VLAN ona ycnyra IPTV: 4 -

Brnwounte Multicast VAN

Pexum paGoTsl mopra LANT: |P-Tenedon =
Pexum pabotsl nopra LANZ: MHTRpHET ot
Pexwum pabotel nopra LAN3: WMHTepHeT -
Pexmnm paboTul nopra LANS: IPTV -

e 802.1Q Tag VLAN — lNocTaBLuk MHTEpHET-yCNyr MOXeT NpeoCTaBnAaTb NOAKMN0YEeHNe
Ha ocHoBe TexHorornn 802.1Q Tag VLAN. Bbl MOXeTe NpucBoUTb AN pasHbIX NOPTOB
LAN pasHble naeHTudmkatopsl BupTtyansHon cetn (VLAN Tag ID): ans nogkntoyeHns
MK, IPTV TB-npuctaBkm wnu IP-tenecgoHa. CBsXuTeCcb C BawMM MNOCTABLLMKOM
WHTepHeT-ycnyr ons yTouHeHnsa nicdopmaumm ob ngeHtndmkatope BUpTyanbHOM CeTu.

e VLAN TAG pgnsa UHTepHeT — Ecniu Bbl BKItoYaeTe 3Ty onuumio, To Yepes
Internet-nopt ByayT nepenaBaTbCs TONLKO TEMMPOBAHHbIE MaKeThl.

o WUpentudukatop VLAN ana poctyna k UHTepHeT — YKaxuTe ngeHtudukarop
VLAN ans goctyna k lHTepHeT, koTopbii 6bin NpefocTaBneH BallMMm NOCTaBLLMKOM
UHTepHeT-ycnyr. floctyn K IHTepHET BO3MOXEH TOMbKO NPW YCroBUW, eCnn yKkasaH
npaBubHbIN ngeHTngnkatop VLAN.

e [puoputetr VLAN ansa goctyna k UHTepHeT — Ykaxute npuoputeT VLAN ans
goctyna K VIHTepHeT. He nameHante 3HayeHne no ymonyaHuto 6e3
HeobxoaMMOoCTH.
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Upnentndukatop VLAN ansa ncnonbsoBaHus IP-tenedoHa — Ykaxute
naeHtudukarop VLAN ans ncnonssosaHus IP-tenedoHa, aTo 3HayYeHne JomKHO
6b1no 6bITb NPegoCTaBNeHOo BaLUMM MNOCTaBLLMKOM VIHTEepHEeT-yCcnyr.
WMcnonb3oBaHue IP-TenedoHa BO3MOXHO TONbKO NpK YCNOBUK, €CNK yKasaH
npaBunbHbIN naeHTudunkaTop VLAN.

Mpuoputet VLAN ana ucnonb3soBaHus IP-tenedoHa — Ykaxute npyoputeT Ans
VLAN IP-TenedgoHa. He nameHsiite saHadeHne no ymondaHmio 6e3 HeobxogumocTu.

Upentucdukatop VLAN ansa yenyru IPTV — Ykaxute ngeHtudgpukatop VLAN ons
ycnyrm IPTV, 310 3HayeHue gomkHo 6bino 6biTb NpeaocTaBneHo Banm
noctasLmkoM NHTepHeT-ycnyr. MNpocmoTtp IPTV BO3MOXEH TOMBKO Npy yCroBuu,
ecnu ykasaH npaBunbHbii ngeHtudukatop VLAN.

Mpuoputet VLAN ansa ycnyru IPTV — Ykaxute npuoputeT VLAN ana yenyru IPTV.
He nameHsiiTe 3HadeHne no ymonyaHmo 6e3 HeobxoammMmocTu.

Bkntountb Multicast VLAN - Ecnn Baww noctaBwuk VIHTepHeT-ycnyr
npegocTtasnsaeT cneyunanbHbli Unu otaensHbln Multicast VLAN ana ycnyrm
IP-TeneBmaeHuns, noxanyncta, aktueupymnte onuuio Multicast VLAN anga IPTV n
BBeauTe npasunbHoe 3HadveHne VLAN ID.

Pexxum pabotbl noptoB LAN1-4 — [1na kaxagoro us yetblpéx noptoB LAN MOXHO
yKasaTb onpeaenénHbl pexmnm paboTol. [Mpn paboTe B pexnme VIHTEpHET,
BO3MOXEH 0CTYN B VIHTEPHET 1 ynpaBneHMe MapLupyTmM3aTopom; B pexumax IPTV
n IP-tenecoH MoxHO ncnonb3osaTb TB-npuctasky nnu yctponctseo VolP,
noaknio4me nx k nopty LAN.

Haxmnte KHOMKY COXpaHVITb ana coxpaHeHuna HaCTpoek.

4.5 BblOoop paboyeun YacToThl

B meHio B pasgene “Bblbop paboyen 4acToTbl” MOXHO BbiOpaTb AMana3oH 4acToT, KOTOPbI
OyOeT ncnonb3oBaTbCA MapLUpyTU3aTopoM. PekomeHayeTcst ncnonb3oBaTb Yactoty 5 My ans
NpocMoTpa BMAEO N paboTbl rOfIOCOBLIX NPUMOXEHWU, TOraa Kak Ans npocMoTpa Beb-CcTpaHuL, U
Ons rocten Bawen cetn pekomeHayeTcs 3ape3epBupoBaTth Yactoty 2,4 ITu.

MapwpyTuaarop moxeT padoTark B OBY¥AMaNa3oHHOM pexime, BeldepuTe padiouyio yacToTy:
@ Mcnone3oeaTe 0AHOBPEMEHHO YacToTy 2,4 TTuu 51Ty (802.11a/biain)
Toneko 2,4 [T (802.11b/g/n)
Toneko 5 My (802.11a/n)

[nA oTKNHYEHHA GeCNPOBOAHOND BEAHHA YCTAHOBUTE B Nonoxexne OFF nepekntoyatens Wireless On/Off Ha 3anHed
NaHenn MapwpyTH2aTopa.

CoXpaHWTb

Puc. 4-13 Bbibop pabo4ei 4acToTbl

Ucnonb3oBaTtb ogHoBpemeHHO YacTtoty 2,4 'y mn 5 My (802.11a/b/g/n) — Buibepute
3TOT BapuaHT ansg Toro, 4Tobbl MapLIpyTM3aToOp MCNOMb3oBan OOHOBPEMEHHO oba
YyacToTHbIX AnanasoHa: 2,4 My n 5Mu.

Tonbko 2,4 I'Ty (802.11b/g/n) — BuiGepuTe 3T0T BapmaHT A4ns Toro, 4Todbl MapLUpyTHM3aTop
paboTan Tonbko Ha YactoTe 2,4 [Tu. OTOT YacTOTHbIM Anana3oH UCNonb3yeTcs Ans
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NOAKNMK4YEeHNA KO MHOIMM NpuBbIYHbIM 6eCI'Ip0BO,E|,HbIM yCTpOIZCTBaM, HanpuMep, K NrpoBbiM
KOHCONAM, H0yT6yKaM, LI.VId)pOBbIM BuaeoperncTparopam n T. n.

» Tonbko 5 I'Ty (802.11a/n) — Beibepute 3TOT BapmaHT A4ns TOro, YToObl MapLUpyTU3aTop
paboTan Tonbko Ha Yactote 5 L. DTOT YaCTOTHbIV AManas3oH MeHee 3arpy>KeH u
NCNonb3yeTcs A8 NPUNOXEHUNA, YyBCTBMTENbHBLIX K MPOMYCKHOWM CMOCOOHOCTU, Takux Kak
NpocnyLUMBaHNE MY3bIK1, MPOCMOTP MOTOKOBOrO BUAEO MUin Urp. Micnonb3oBaHne 4actoTbl 5
My nomoraeT nsbexarb Nomex oT ObITOBbIX YCTPOWCTB, paboTatoLwmx Ha YactoTe 2,4 T,
Hanpumep, 6ecnpoBOAHbLIX TENE(OHOB M MUKPOBOSTHOBLIX NEYen.

4.6 bBbecnpoBogHou pexum -2.4 1Ty

bBecnpoBoaHON pexum - 2,4 Iy

- HacTpoikn GecnpoBOOHON0 PeXHMA
-WPS

- Jawuta GecnpoBOOHOMD PeXHMa

- uneTpaumna MAC-agpecos

- OononHKATENbLHBIE HACTPOHKH

- CTatTicTHEa GECcnNpOBOOHON0 PEXHMa

Puc. 4-14 MeHto BecnpoBogHon pexum — 2,4 Ty,

B meHio becnpoBogHOM pexum copepxartcs wecTb nogMeHio (cm. puc. 4-14). Hactpomnku
6ecnpoBogHoro pexuma, WPS, 3awmta OecnpoBogHoro pexuma, PunbTpauus
MAC-agpecoB, [ononHutenbHble HacTpoukn 1 CrtaTUcTUKa 6ecnpoBOOHOro pexuma.
BbibepuTe 0gHO N3 HUX ANS HACTPOWMKN COOTBETCTBYHOLEN DYHKLNN.

4.6.1 HacTpouku 6ecnpoBOAHOro pexuma

BbibpaB BecnpoBoaHom pexum - Hactpoinkn 6ecnpoBogHoro pexuma (2.4'ru), Bbl Moxete
NMPOU3BECTM HACTPOWKY 6Ga30BbIX MAapaMeTpoB 6eCNpPOBOAHON CETU.

HacTtpoiiku 6ecnposogHoro pexuma (2,4 Mu)

HmA GecnpoBoqHON CETH: TP-LINK_2 4GHz_ACETBG (MmA SSID)

PeruoH: Poccua -
Mpegynpexaexne: B uenAx cofnuaeHns LeicTByI0Wero 3aKoHoLaTenkLCTea, yGeauTecs, uTo
CTpaHa eeifpaHa NpaeuneHo. HenpaennsHan HACTPOMKa MOXET NOCTKWTE
MPUYMHOI BO3HWKHOBEHWA MOMEX.

Pexnm: 11bgn cMeLIaHHLIR -
LinpuHa kaHana: AgTo -
Kanan: AgTo -

BrniounTe Wrpokoeewanue 331D

] Brniounte WDS

CoXpaHWTb

Puc. 4-15 HacTpowkn 6ecnpoBogHoON ceTu

> WmsaA 6ecnpoBogHoOM ceTu (Takke HasbiBaeTcsA SSID) — YkaxuTe 3Ha4YeHne anuHom o 32
cuMBOIoB. Bcem 6ecnpoBOAHbIM YCTPONCTBAM CETU AOMKEH OblTb MPUCBOEH OAMH U TOT Xe
naeHtTudukatop SSID. YTto kacaetcss 6e3onacHocTn 6ecnpoBOgHON CeTU, naeHTUdguKaTop
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SSID no ymonyaHmio TP-LINK_2.4GHz_ XXXXXX (XXXXXX — nocnegHue LlecTb
yHUKaneHbiX cumBonoB MAC-agpeca mapwpyTtusaTtopa). [aHHoe none saBnseTcs
YyBCTBUTENbHLIM K pernctpy. Hanpumep, TEST u test — 370 pasHble 3Ha4YeHus1.

> PernoH — Bbibepute cooTBeTCTBYlOLLEE 3HAUYEHME U3 BbiNadatollero MeHw. B gaHHoM none
yKkasblBaeTCs pPernoH, rae QyHkuust 6ecnpoBOAHON nNepefayn AaHHbIX MOXEeT ObiTb
ucnonb3oBaHa. Mcnonb3oBaHne AaHHOM OYHKLUUW B permoHax, He ykasaHHbIX B CrUCKe,
MOXeT ObITb He3aKOHHbIM. Ecnn Ballel cTpaHbl Ui pernoHa HeT B cnvcke, obpaTuTech 3a
MOMOLLbI0 B MECTHOE NMPaBUTENbCTBEHHOE areHTCTRO.

Mocne Toro, kak pervoH Obin BbibpaH, HaxmuTe KHOMKy CoxpaHuTb. B nosBuBLieMcs
NHOPMALMOHHOM OKHe HaxxmuTe kHonky OK.

CoobweHwe ¢ seb-cTpaHvLbl L&J

HenpaswneHeli BbIGop CTPaHBI MOMET CTATE MPHYUHONA
! . BOIHWKHOEEHWA NOMEX Yy APYTHX YCTPOHCTE, KpoMe Toro, 3TC ABNAETCA
HapyLLEHHEM JERCTEYHOLLEND 3aK0HOAGTENBCTER,

MHdpopmMaunoHHoe OKHO

& lMpumevaHue:

MN3-3a TpeboBaHMn MECTHOrO 3akoHoaaTeNbCTBa y Bepcumn anst CeBepHot AMepurku OTCyTCTBYET
onuusi Bbibopa pernoxa.

> Pexum — Bblbepute COOTBETCTBYHOLWMA pexmMm. 3HadyeHune no ymonyanuio 11bgn
CMeLLaHHbIN.

Tonbko 11b — Bbibepute, ecnn Bce 6ecnpoBodHble KMEHTbI NoaAepXuBaloT cTaHaapT
802.11b.

Tonbko 11g — Bbibepute, ecnm Bce 6ecnpoBoAHbIE KIMEHTbI MOSAEPXUBAOT CTaHAapT
802.11g.

Tonbko 11n - Buibepute, ecnm Bce GecrnpoBOAHblE KIMEHTbI MOAAEPXMBAIOT cTaHAapT
802.11n.

11bg cmewaHHbIn - Bbibepute, ecnu wucnonblyete ©OeCNpPOBOAHLIE  KIWMEHTbI,
nogaepxupatowme ctaHgaptel 802.11b and 802.11g.

11bgn cmewaHHbIW — Bbibepute, ecnn wncnonb3yete ©OECNPOBOAHbIE KIMEHTHI,
nogaepxueatoLme ctaHgaptel 802.11b, 11g, u 11n.

BbibepuTe HyXHbIN pexxum 6ecnpoBoAHONM Nnepefaydn AaHHbIX. Ecnn BeidpaH 802.11g, TO ToNbkO
GecnpoBogHble cTaHumMM cTangapTta 802.11g cmoryT nogknoyatbes K maplupytusartopy. [Mpu
BbiGope 802.11n Tonbko GecnpoBogHble cTaHumn ctaHgapTta 802.11n cMOryT NOAKNIOYaTLCH K
Touke poctyna. HactoatenbHO pekomeHayeTcs Bbibpath pexum 802.11bgn, yTtobbl BCce
becnpoBogHble cTtaHumn ctaHgaptoB 802.11b, 802.11g n 802.11n cmornu nogkniovaTbes K
MapLupyTu3aTopy.
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>

UJMpVIHa KaHana — BblﬁepMTe LUNPUHY KaHana u3 BbliMagarollero crnmcka. Mo yMon4yaHuio
yCTaHOBIE€HO ABToMaTtmnyeckn. B aTom cnyyae perynmpoBka WWpPWHbI KaHana ana KrnneHToB
npon3sBoanTCA aBTOMaTU4eCKN.

&= lNpumeyaHue:

Ecnu B none Pexum BbibpaHo Tonbko 11b, Tonbko 11g nnu 11bg cmewaHHbIN, none WnpuHa
KaHana CTaHeT Ceporo uBeTa, U B HEM nosiBUTCA 3HaveHue 20 MU, koTopoe Henb3s Oyaet
N3MEHUTDb.

>

KaHan - B atom none ykasbiBaetcs pabodvas yactota. KaHan no ymonyaHnuio ABTO. He
crnenyeT U3MeHSATb 3TO 3HAYeHWe, eCnv TOMbKO He BO3HWKMM Npobrnembl ¢ nomexamu ot
HaxopgsLencsa NnobnmsocTy Apyron ToYKM AoCcTyna.

Bkntountb wupokoBewaHme SSID - Korga 6ecnpoBogHble KMEHTbI NPOBOOAT
uccregoBaHue y4actka 6ecnpoBOAHON CETU, OHW BbISBASIIOT TPaHCNAUMIO naeHTudukatopa
SSID, npoBogumykd Mapulpytu3atopoM. Ecnu Bl oTmeTute fAvenky BknwouumTb
wupokoBewaHue SSID, mapwpyTnsatop byaet TpaHcnvpoBaTb cBoe ums (SSID).

Bknounte WDS — BhibpaB 310 norne, Bbl aktusmpyete dyHkunio WDS. C nomoLbio 3ToMn
OYHKLUUM MapLUpyTM3aTop CMOXET yCTaHaBnMBaTb MOCTOBOE COeOWHEHWEe MeXay OBYMS
unu 6onee 6ecnpoBoaHbIMU NokanbHeiMK ceTamu (WLAN). MNpu BbIGope aTON A4EnKku Takke
Oyoet HeobxoaMmo yKkasaTb pag NapaMeTpoB, Kak NOKa3aHO Ha pUCYHKe Hke. Ybeantech B
TOM, YTO [aHHble HAaCTPOWKN yKa3aHbl BEPHO.

Y| Brnwuute WDS

SSID (K KOTOPOR Bbl XOTHTE
NOAKNHYHTECA):

MAC-agpec (K KOTOpOMY Bbl XOTHTE
NOAKNHYHTECA):

Mpumep:00-1D-0F-11-22-33
| Mouck
Pexum WDS: ABTO -
Tun knroMa: Het -
Wuoekc WEP: 1

Tun ayTeHTHIDHEKALWK: OTEpLITaRA

Mapone:

e SSID (k koTopoM Bbl XOoTUTe noaknwuuTbes) — WMoeHTudmkatop SSID TOYKM
[0CTyna, K KOTOPOW B KaYeCTBE KrNMeHTa cobmpaeTca NOAKMYNTLCA MapLIpyTM3aTop.
Takke Bbl MOXeTe 3adencTBoBaTb YHKUMIO noucka, 4Tobbl BbibpaTb SSID ans
NOAKNIOYEHNS.

e MAC-agpec (k KOTOpOMY Bbl XOTUTe noakntounTbea) - MAC-agpec To4kM OocTyna,
K KOTOpPOM B Ka4eCTBe KNneHTa cobupaeTcs NoaKMUNTLCA MapLUpyTu3aTop. Takke Bbl
MoXeTe 3adencTBoBaTb QYHKUMIO noucka, 4Tobbl BbibpaTe MAC-agpec Aans
NOAKIMOYEHMS.

e [louck — Nounck Toukn JOCTYNa, NCNONb3YOLLEN TEKYLLMIA KaHan.

e Twun knoua — B 3TOM none 3HaveHne BbIGUPaETCA B 3aBUCUMOCTM OT MapameTpoB
Ges3onacHOCT TOYkM goctyna. PekomeHayeTcsi, YToObl JaHHOE 3Ha4YeHue coBnagarno
CO 3Ha4YEeHNEM, yka3aHHbIM A1 TOYKM JoCTyna.

o WHpekc WEP — Vicnonbayetcsa npu Boibope WEP(ASCII) nnn WEP(HEX) B none Tun
kntova. B gaHHoM none ykasbiBaeTcs nHaekc krtoya WEP.
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e Twun ayteHTUdMKauum — [JaHHas onums gomkHa ObiTb BblOpaHa, ecnu B none Tun
Kntoyva BbibpaHo 3HaveHune WEP (ASCIl) unu WEP (HEX). 3geck ykasbiBaeTcs Tun
aBTOpM3aLMN KOPHEBOW TOYKM JOCTYNA.

[ ] I'Iaponb - I'Ipl/l NOAKIMKYEeHUN TOYKM OOCTYyNna MapLipyTmn3aTtopa HeobxoAMMo B AAaHHOM
none yka3atb naporsib.

46.2 WPS

B aTtom pasgene copepxaTca yKkasaHWs MO MNoAkNoYeHuto 6ecnpoBOAHOrO YCTPOWCTBA K
cylLecTByloLLen ceTu nocpeactsom cyHkunmn WPS.

a). Bblbpas pasgen WPS, Bbl okaxeTecb B crneaytoLem okHe (puc. 4-16).

WPS CocTofHmHe: Brnw4yeHo | OTKNHOYUTE |

Tekywwil PIN-koq;: 64525365 | Boccranosuts PlN-kog, || Co3apate Hoewlit PlN-kog |

OTENuYKMTE BEEOEHKME PIM-Koga

[NoGaBneHWe HOBOMD YCTPOHCTEA: | N oBaBuTs yCTpoicTED

Puc. 4-16 ®yHkuma WPS
> WPS CoctosiHne — BkntoyeHue/BoikntoveHne dpyHkummn WPS.

> Tekywmn PIN-kog — 3pecb oTtobpaxaercs Tekyuwee 3HadeHue PIN mapupyTtusatopa.
3HayeHune PIN gns yctporcTBa MOXHO HarWTK Ha Kopnyce YCTPOWCTBa.

> BocctaHoBuUTb PIN-koa — BoccTtaHoBUTL 3HaueHue PIN, ncnonbsyemoe no ymonyaHuio.

> Cos3pgatb HoBbIN PIN-koa — HaxaB 3Ty KHOMKY, Bbl NOMy4YnTe HOBOE CrlydaHOe 3HaveHue
PIN wmapwpytnsatopa. CreHepupoBaB HoBoe 3HadeHue PIN, Bbl obecneunBaete
6e3onacHoOCTb ceTw.

»> J[o6aBuUTb YyCTPOMCTBO — HaxaB 3Ty KHOMKY, Bbl MOXETEe BpYy4YHYyl [00aBUTb HOBOE
YCTPOWCTBO K CyLLEeCTBYIOLLEN CeTH.

b). YT0ObLI LOBaBUTL HOBOE YCTPOWCTBO:

Ecnn ©GecnpoBogHon apgantep nogaepxusaetr Wi-Fi Protected Setup (WPS), Bbl moxete
ycTaHoBUTbL  BecnpoBogHOe  nogknwodeHve  mexay  6ecnpoBoaHbIM -+ afanTepoMm U
MapLpyTusatopom npu nomowm Push Button Configuration (PBC) nnn PIN.

&= lMpumeyvaHue:

UTtobbl co3gaTh ycnewiHoe nokmntoyeHne ¢ nomowbio dyHkumm WPS, Bam Takke npugetca
NPOM3BECTM COOTBETCTBYHOLLME HACTPOWKN HOBOIO YCTpOMCTBa Ans yHkuun WPS.

Mpouecc HaCTPOMKM HOBOrO YCTPOMCTBA MOKa3aH Ha npumepe 6ecnpoBOAHOro agantepa Hallen
KOMMaHuu.

I. MocpepgctBOom PBC

Ecnu 6ecnpoeogHon apantep nogaepxmBaetr WPS u Push Button Configuration (PBC), Bbl
MoxeTe 0obaBuTb ero k cetu nocpeactsom PBC npu nomoLu crnegyowmx Tpex cnocobos.
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War 1: Haxxmnte kHonky WPS/Reset, pacnonoxeHHyto Ha 3agHer naHenu maplipyTtusaropa.

MepBbI cnocob:

90000 [

| T ] T e o T O ) Y WPS/Reset

War 3: JoxaouTecb nosiBreHnst M300pakeHHOro Hwke okHa. Haxmute kHonky OK, 4TOObI
3aBepLnTb HacTponky WPS.

HacTpoika BecnpoeogHoN ceTH.

(Wes)

MNogknroyerue k cetw no YWPS yonewHo
EBINONHEHD!

KoHdpurypauns WPS 6ecnpoBogHoro agantepa
BTopow cnoco6:

War 1: HaxxmuTe kHonky WPS/Reset Ha 3agHel naHenu mapLupyTtusaropa.
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90000 [

| e e e e T e T Y WPS/Reset

War 2: Ons HacTponku BecnpoBogHoOro agantepa Bblbepute HaxaTb KHOMKY Ha MOEW TO4Ke
pocTtyna/mapuwpyTusaTtope B ytunute WPS kak ykazaHo Huxe 1 HaxmuTe MogKknioumThb.

TP-LINK

Tha ReilaBie Choxe

Samuoe npancekems NOMOMET BAM EWROHATE HACTHOAKY GecnposogHoR
=L

Bribepute cnocol nogrmoyueHlA K CETH:

(= HaokaTe kHOnky Ha MOSR ToMKE SOCTYNA MApLIPYTHEATODS,
O Beecti PIN mosh towa AecTyna Mapwpytuiatops

) Beecti PIM yoTpoRCTES Ha MOERA TOMKE QOCTYNA MApLUD yTHIATOPE

(e |

KoHdurypaunsa WPS 6ecnpoBogHoro agantepa

War 3: Nogoxante, noka He NOSABUTCHA OKHO, Kak NOKa3aHO Ha PUCYHKe Huxe. HaxmuTe KHOMKY
OK, utobbl 3aBepLumnThL HacTponky WPS.

Hactpoika BecnpoeogHoi ceTh.

Mogkntoyenue k cetw no YWPS yonewHo
BBINONHEHO!

KoHcpurypauns WPS GecnpoBoagHoro agantepa
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War 1: 3Ha4yeHune nons WPS CocTosiHue gosmkHO ObiTb BkntoyeHo. HaxxmuTe kHonky [lo6aBuUTh
yCTPOMCTBO (pyC. 4-17). [JOMMKHO NOSABUTLCA CreayoLLee OKHO.

HobaBneHne HOBOro yCTPOWCTEA

@ BeenuTe PIN-KOO HOBOMO YCTDD;"ICTBEL

TpeTnn cnocob:

PIN:

0 HE&KMWTE KHOMKY HOBOMD YCTROACTBA B TEYEHWE 2 MUHYT.

[ Hasag || Dobasute |

Pwuc. 4-17 [Jo6aBneHne HOBOro ycTpomncTea

War 2: Beibepute Haxxmute KHOMKYy HOBOro yCTPOMCTBa B TEYEHUE 2 MWUHYT U HaxXmuTe
kHonKy [lo6aBuUThb.

War 3: Ona HacTporikun GecnpoBogHOro agantepa Bbidepute HaxaTb KHOMKY Ha Moen Touke
pocTtyna/mapLipyTtusaTtope B YyTUNUTE ajantepa, Kak MoKa3aHO Ha PUCYHKE HUXE U 3aTeMm
Haxkmute KHonky MoaKnUYnTB.

Bribepute cnocol nogrmoueHlA K CETH:

& Hawate smonky wa Moeh Touke gocTynaluaplspyTasatops,
O Beecti PIN moeh Tows A0CTyn A MApwpYTAIATORE

) Beecti PIN yoTpoRcTES H3 MO2R TONKE §OCTYNA MAPLUP FTHIATOPE

[ oqmeram |

KoHdurypaums WPS 6ecnpoBogHoro agantepa

War 4: TNogoxguTe, noka He nosiBUTCA criegywowee okHo. Haxmute kHonky OK, 4TOObI
3aBepLmnTb HacTponky WPS.
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Hactpoika BecnpoeogHoi ceTh.

Mogkntoyenue k cetw no YWPS yonewHo
BBINONHEHO!

KoHcpurypauns WPS GecnpoBoagHoro agantepa
Il. MNocpeactBom PIN

Ecnu HoBoe yctporictBo nopgaepxusaetr WPS u PIN, Bbl moxeTe nobaBuTb ero B CeTb
cnegyowummn asyms cnocobamu.

Cnoco6 nepBbin: Beeante 3HaveHme PIN

War 1: YkasaB B none WPS CocrtosiHne 3HadeHue Bknro4veHo, HaxmuTe KHOMKy Jlo6aBuUTb
YCTPOMCTBO, Kak NokasaHo Ha puc. 4-16. [JomKHO NOABUTLCS CneayoLlee OKHO.

JobGasneHne HOBOro ycTpolcTBa

@ BeenuTe PIN-KOO HOBOMO YCTpDr"ICTBEL
PIN:

0 HE&KMWTE KHOMKY HOBOMD YCTROACTBA B TEYEHWE 2 MUHYT.

[ Hasag || Dobasute |

LWar 2: Buibepute BBegute PIN-koa HoBoro yctpomcTtBa 1 BeeguTe PIN-kog 6ecnpoBogHoro
apgantepa B none nocne PIN, kak nokasaHo Ha pUCYHKE BblWeE. 3aTeM HaXMUTE KHOMKY
Jo6aBuTh.

& lMpumevaHue:

PIN-kog aganTtepa Bcerga otobpaxaetcs B okHe KoHdurypauna WPS.
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War 3: Ona HacTporkum GecnpoBogHoro apantepa Bbidoepute BBectn PIN moen TOYKM
poctyna/mapwpyTtusartopa B ytunute WPS, kak ykaszaHo Hmxe. [locne aToro HakmuTe KHOMKY
MopknounTb.

TP-LINK

Tha Rellabie Chokon

m OanHoe NpHACKEHRE NOMOMET Bald BHNOAHMTE HACTROAKY BecnpoBogkof
CEm

Bribiepute cnocof nognioweHnA K CeTH;
O Haovae ia0nky M MOBR Toue Q0CTYNLMAPLIpYTIHY ATORE
& Beectin PIN woef ToUkM AOCTYNa MApWRYTHISTOPS

P 13492564

Y Beectin PIN yoTpoACTES Ha MOER TONKE GOCTYNa MapUIpyTHIATOPE.

Dapsen. |

KoHdpurypauus WPS 6ecnpoBogHoro agantepa
& lMpumevaHue:
B naHHom npumepe PIN-ko no ymondaHuio onsa gaHHoro agantepa 16952898, kak nokasaHo Ha
pUCYHKE BbILLE.
Cnoco6 BTopown: Beectn PIN ¢ moero mapLupytmsatopa

War 1: Monyunte Tekywmn PIN-kog maplupytmsaTopa, Kak u3obpaxeHo Ha puc. 4-16 (kaxabli
MapLupyTusatop obnagaet yHukanbHbiM PIN-kogom. B gaHHom npumepe 3HaveHue PIN-koaa
13492564).

War 2: ina Hactponkn 6ecnpoBogHoro agantepa Boidbepute BBectn PIN ycTpoiicTBa Ha moen
Touke pocTtyna/maplpyTtusartope u seeante PIN-kog maplupytmsaTtopa B none nocne PIN-koa
To4ku goctyna. Nocne atoro HaxkmuTe kHornky MoAknYnTB.
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i WPS C&Th Npogune mm;manm

{m m y Jaxkoe npuaoosEEne NOLOWET BAM ELNONHWTE HACTPOAKY DechpoeogHOl

y CETA

BriBepute cnocof nogimioyeHin K CETH

":.I Haowate ssonicy wd MOER Tovo: OcTynaleapup YTHEATORE
O Beecti PIN mosih Toam A0cTyna MapLpyTHATOPE

(& Beecns PIN yoTpoRcTES Ha WOBR TOGIE JOCTYNLMAPLD yTHIATOPE

FIM ™

| MlafFrsrsT

KoHdpurypauus WPS 6ecnpoBoagHoro agantepa

& lMpumevaHue:

PIN-kog maplipyTtusaropa, Ucrnorb3yeMbli N0 yMOSTHaHUIO, MOXHO HanTu Ha Kopryce YCTponcTBa
unun B okHe KoHdumrypaums WPS, kak nokaszaHo Ha puc.4-16.

I'IpM ycnewHoM nogkn4eHumn yCTpOVICTBa K CeTn OOIMKHO NoABUTBLCA cnefyroLllee OKHO.

HobaeneHne HOBOro yCTPORCTBA

) Beegwute PIN-K0Q HOBOra YETROWACTEA.

FIM-koa: |

(%) HawaTk KHOMKY HOEOTO YCTPOACTES B NPEAENAX DBV MUHYT.

CospiHeHHE NpoLUNG YenslwHo!

[ Hasaa |[_OoGasuts

&= lMpumeyaHue:

1. Tlocne TOro kak ycTponcTBO 6bINO ycnewHo AobaBneHo, MHAMKATOP COCTOsSHMSA Oyaet Bce
BPEeMs1 ropeTb 3ereHbIM LIBETOM.

2. [MposegenHune HacTtporkn dyHkumm WPS BO3MOXHO TONMbKO B TOM Ccriyyae, Korga
BecnpoBoaHas yHKUUSA BKAOYEHA.

4.6.3 3awwuTta 6ecnpoBOAHOro pexuma

BuibpaB BecnpoBogHon pexum - 3awuta 6ecnpoBOAHOrO peXxuMma, Bbl MOXETE HACTPOUTb
napameTpbl 6e3onacHoOCTN Ballen 6ecnpoBOAHON CETMU.

Y MapuwpyTtusatopa ummeeTcsa NATb pexumMoB obecnedeHnss 6esonacHocTM ©ecnpoBOgHOro
pexuma - WEP (Wired Equivalent Privacy), WPA (Wi-Fi Protected Access), WPA2 (Wi-Fi
Protected Access 2), WPA-PSK (Pre-Shared Key), WPA2-PSK (Pre-Shared Key).
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3auumabecrposogmoropexsma |

OTKNIOYUTE 3Ty

@ WPA-PSK/WPA2-PSK(PeKkoMeHayeTcs)

Bepcun: ABgToMaTHYeCKK (peKoMergyeTca) -
LUnchpoBaHwe: AES -
Naponk PSK: 64525365

(Bl MOXETE BEECTH CHMBONBI B KOAMPOBKE ASCIl nnw 8
wecTHagUaTepuyHoMm hopmare, ana gopmara ASCI onuHa Knioya
nom#Ha Ouime 0T 8 go 63, 3 ANA wecTHaguaTepuyHoro gopmara ot
80 64.)

Mepuon 0GHOBNEHHA MPYNNOBOTO KNHYa: 0 CexyHabl

(OCTaebTE IHAYEHUE NO YMONYAHUKD, ECMH Bbl HE YEEPEHDI, KaKoe
YMCNO YK333Th, MUHMManNsHoe 3Havyerue 30, 0 - oBHoENEeHNEe
OTKMKYEHD)

WPA/WPAZ - Enterprise
Bepcua: ABTOMATHYECKN -
Linchpoeanme: ABTOMaTHYSCKH -
|P-agpec Radius-cepsepa:
MNopr Radius-cepsepa: 1812 (1-65535, 0 03Hauaert, 4To NOPT NP yMonyaxuK; 1812)
Napont Radius-cepeepa:
Mepuog oBHOBNEHKA MPYNNOBOTO KNHYA: 0

(CeKkyHa, MUHMWManNeHOe 3Haverine 30 cex; 0 o3HavaeT, yro
0BHOBNEHUA HE NPOMCXOONT)

WEP
Tun: ABTOMaTUUECKM -
Dopwar knwya WEP: WecTHaguarepruHilii -
Knioy Buibpan Knioy WEP (Mapons) Tun kmoua
Knioy 1: @ Omnwoyeso =
Kriiou 2 OmkniouerHo
Krioy 3: OmnioveHo  ~
Knioy 4: OmenioueHo =

Puc. 4-18 3awwmta 6ecnpoBOgHOro pexvnva

OTKnouUnTb 3awuty — Ecnu Bbl XOTUTe akTMBMpOBaTb OaHHYK (YHKUMUIO, OTMETbTE
COOTBETCTBYIOLLYIO siveiky. HacToaTenbHO pekomeHayeTcs BblOpaTb OAMH U3 MMEIOLLMXCS
pexumMoB obecrneyeHnss 6e30nacHOCTU.

WPA-PSK/WPA2-PSK — BbibpaTb 3awmuTty Ha ocHoBe WPA/WPA2 ¢ uncnonb3oBaHWeM
o6Luero kntoYva. ATOT TN 3aLLMTbl YCTAHOBNEH HA MapLLPyTM3aTope Mo YMONMYaHUIo.

e Bepcus — Bbl MmoxeTe BbiGpaTb Bepcuto anroputma wndposanna WPA/WPA2-Personal
13 BbiNagarwoLLero cnmcka. 3HavyeHue no ymonyaHumioo: ABToMaTu4ecku. 910 O3HaYaeT, YTo
aBTOMaTMyeckn BblOMpaeTcss oguH M3 criegyowmnx pexmmos WPA-PSK (oOwwun kntod
WPA) nnn WPA2-PSK (o6wwun knoy WPA2) B 3aBUCMMOCTM OT BO3MOXHOCTEN 1 3anpoca
6ecnpoBOOHON CTaHLMMW.

¢ WWudpoBaHne — MOXHO ykasaTb OOHO U3 Crieayowmnx 3HayeHu - ABTomatuyecku, TKIP
unu AES B kadecTBe anroputma LWMPOBaHUS.

44



LIRCR I BecnpoBogHoOW rMrabuTtHbIn mapwpyTusatop cepuu N

&= lpumeyaHue:

Ecnu Bbl Bbibepute WPA-PSK/WPA2-PSK 1 3atem Bbibepute wndposarHme TKIP, Bbl
YBUANTE BbIOEMNEHHYIO KPACHbIM LIBETOM HaAMUCb, Kak NOKa3aHO HUXe.

@ WPA-PSKIWPA2-PSK(PekomeHgyeTca)

Bepcua: ABTOMATMYECKK (DEKOMEHAYETCA) -
inppoBanue: AES -
Maponk PSK: 64525365

(Bbl MOMETE BEECTH CMMBONLI B Koguposke ASCI unw 8
WwecTHaguatepuuHom gopmare; anAa gopmarta ASCI gnuHa Knwoua
nom#Ha GeiTe oT 8 Ao 63, 2 ONA WecTHaOUaTepuyHaoro gopmara ot
8 oo 6d)

Mepxof 0OHOBNEHKS PYNNOBOTO KMHYa: 0 CekyHabl

(OCTABLTE 3HAYEHME N0 YMOMYAHWK, ECMN Bbl HE YBEPEHbI, KaKoe
YWCMO YKa3aTh; MUHUMAaNbHOE 3HavyeHne 30, 0 - oGHoBNeHue
OTKMKYEHD)

Puc. 4-19

e Maponb PSK — MoxHo BBecTn cumBonbl popmata ASCIl nnu B wecTtHaguaTepuyHoM
dopmarte. [OnuHa pomkHa ObiTb OT 8 [0 64 cumBOnoB B criydyae Bblbopa
LwecTHaguaTepuyHoro dopmarta, n ot 8 o 63 cumBonoB B criyvyae Bblbopa dopmarta
ASCII. Maponb no ymon4yaHuto conagaet ¢ PIN-kogom no ymonyaHuto, KOTOpbIA yKasaH
Ha HWXXHEW NaHenu mapLupyTmsaTtopa.

e Mepuon o6HOBNEHUSA rPYNNOBOro Kn4va — 3aganTte B CeKyHaax MHTepBan 0OHOBMNEHMS
rpynnbl Krtoyen. 3HadeHne gomkHo pasHAaTbesa "0" nnm "30", nubo Bbiwe. Beegute "0" anga
OTKIMIOYEHNS OOHOBEHUS.

> WPA /WPA2 - Enterprise — Ha ocHoBe cepBepa Radius.

e Bepcua — 3gecb 13 Bbinagarowlero cnmMcka MOXHO BblbpaTb Bepcuo anroputma
wndgpposaHnsa WPA. 3HayeHne no ymonyaHuio ABTOMaTUYeCKU. DTO O3HaYaeT, yTo
aBTomaTudeckn Oypet BbiGpaH pexum WPA (Wi-Fi Protected Access) nnu WPA2
(WPA Bepcum 2) B 3aBUCMMOCTM OT napameTpoB 6eCcnpOBOAHOM CTaHUMKM WK
3anpoca.

e LndporaHue — 3aecb MOXHO BblIOpaTh 3Ha4YeHns ABTomaTtuyecku, TKIP unu AES.

&= lMpumeyaHue:

Ecnn Bbl BbiGepute auenky WPA/WPA2 - Enterprise 1 3atem Bbibepute wndgposaHune TKIP, Bbl
YBUANTE BbIOENEHHYIO KpaCHbIM LIBETOM HaAMMUCh, Kak NokasaHo Ha puc. 4-20.

@ WPAMWPA2 - Enterprise
Bepcua: ABTomaTHYECKN N
lindppoeanne: ABTomarnyeckn hd
IP-agpec Radius-cepeepa:
Mopr Radius-cepeepa: 1812 (1-65535, 0 oaHayaeT, yTo NOPT NP YMonyauui: 1812)
Maponk Radius-cepeepa:

Mepuon 0GHOBNEHHA TPYNNOBOTO KNHYa: 0

(CeKyHD, MMHUManeHoe 3HayeHne 30 cek.; 0 03HaYaeT, uTo
0fHOBNEHWA HE NPONCKOOMT)

Puc. 4-20

e |IP-agpec Radius-cepBepa — 3gecb ykasbiBaetcs |IP-agpec Radius-cepsepa.
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e [opT Radius-cepBepa — Ykaxute Homep nopta ans Radius-cepsepa.

e [Maponb Radius-cepBepa — Ykaxute naponb ans Radius-cepsepa.

e [lepuog oOOHOBNEHUSsI rpPynNOBOro kmnw4va — YKaxute nepuos OOGHOBMAEHUS.
3HayeHne ykasblBaeTcsl B cekyHAax, U moxeT O6biTb paBHO 30 mnu Bbiwe. YToObI
OTKIMHOYMTb PYHKLMIO, HEOOX0AMMO yKasaTb 3HaveHue 0.

> WEP - Ha ocHoBe craHpapta |IEEE 802.11. lpu BbiGOope AaHHOrO nonsd MnosiBUTCH
BbleNneHHasi KpacHbIM LIBETOM HaANUCb, Kak nokasaHo Ha puc. 4-21.

@ WEP
Tun: ABToMaTYECKNH -
@opmar knro4a WEP: lecTHaLaTEPUYHEIR -
Knioy BniGpan Kniou WEP (Mapone) Tun knoya
Kntoy 1: OtkntoveHo -
Kntoy 2: OtentoueHo -
Knwou 3: OtknioueHo =
Knioy 4: OtknioueHo  ~
He pekoMeHOyeTcA MCNoNk30BaTL WndpoeaHne WEP, ecnu ycTpoitcTeo pafoTaeT B pexume 802.11n, nockonsky WEP
He NogOepXnBaeTcA Npk padoTe B pexame 802.11n.
Puc. 4-21

e Tun — Bbl moxeTe BbiOpaTh Tn WEP-3aWwmThl 13 BeinagatoLero cnucka. 3HadeHne no
ymMonyaHuio ABToMaTMyeckasa. OTO O3Ha4yaeT aBTOMATUYECKMA BbIOOp 3HaYeHUs
Kntou obuwero goctyna unu OTKpbITas cucrtema B 3aBUCMMOCTU OT MnapameTpoB
fecnpoBogHON CTaHLMM 1 3anpoca.

e ®opmart knrya WEP — 3geck moxHO BbibpaTh LWecTtHaguatepuyHbin unu ASCII
dopmar. LecTHaguaTepuyHbIN dopmart O3Ha4vaet KOMOMHaLMIO
LwecTHaguaTepuyHbix cumBonos (0-9, a-f, A-F) onpegenexHon anuHel. Popmat ASCII
0O3Ha4yaeT KOMOUHaLMIO KnaBrMaTypHbIX CUMBOJSIOB OnpeaeneHHON OSTMHbI.

e Knrou WEP — BuibepuTe 0auH U3 YeTbipex knoden n ykaxute WEP-kntou. Y6eanTtech
B TOM, YTO [JaHHble 3HaYeHNs1 OAMHAKOBbI AN BCcex 6eCnpoBOAHbIX CTaHLMN CEeTH.

e Twun kntoya — 3gecb MOXHO yka3aTtb anudy WEP-kntova (64-, 128- unn 152-6uTHbIN).
3HadeHne "OTknoyeHo" o3HavaeTr, uYTO 3anuck ¢ WEP-knouom sBnseTtcs
HEeAEeNCTBUTENbHON.

64-6UTHLIN — Bbl MOXeTe yKa3aTb JeCATU3HAYHOE LecTHaaLaTepUYHOE YMCHo
(komBuHaums cumonos 0-9, a-f, A-F, HyneBow knoY He NoaaepXmMBaeTcs) Unu
nsTU3Ha4YHoe yncno B koanposke ASCII.

128-6MTHBbIN — 30eCb MOXHO yKa3aTb 26-3HavyHOoe LecTHaaUaTepuyHoe Y1cro
(kombuHauwmsa cumsonos 0-9, a-f, A-F, HyneBon knioy He nogaepxvMBaeTcd) unu
13-3Ha4Hoe yucno B koamposke ASCII.

152-6UTHOE — 3aecb MOXHO 32-3Ha4YHOE LeCcTHaALAaTEPUYHOE YNCIO (KOMOUHaUMSA
cumBonos 0-9, a-f, A-F, HyneBow knioY He noaaepxmeaeTcs) unu 16-3aHavyHoe 4YMcno B
koaunposke ASCII.

& lMpumeyvaHue:

Ecnn Bbl He ykasanu koY, dQyHKUna obecneveHms GesonacHocTu OyaeT ocTaBaTbCs
OTKIMOYEHHON, Aaxe ecnu B Tune ayTeHTudmkauum 6bin BbiopaH Kniov coBMecTHOro goctyna.
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He 336y,D,bTe HaXaTb KHOMKY COXpaHMTb, 4yTOObI COXpaHUTb caelaHHble B OKHE U3MEHEHUA.

4.6.4 dPunbtpaumsa MAC-agpecoB

Bbibpas BecnpoBogHom pexum - dunsrpaunsa MAC-agpecoB, Bbl CMOXETE KOHTPONUPOBATb
GecnpoBoaHOM JOCTYN, HacTpouB yHkuuio unbrpaumm no MAC-agpecam (puc. 4-22).

DOuneTpauna MAC-agpecoB

dunwrpauna MAC-agpecos: OTKNKYEHD

Mpasuna unbTpaynmn
G 3EII'I|C|ETI-1Tb O0CTyN CTAHLUKWAM, YK333HHEIM BO BENMHOYEHHBIX NPABEWNAXY M3 CNWUCKE.

() PaspelwnTe AOCTYN CTAHUMAM, YK33aHHEIM BO BKMIOYEHHBIX NPABMNAX M3 CINCKA.

ID MAC-agpec CocToAHKe Onucanue HameHnT

Puc. 4-22 dunsrpauna MAC-agpecos

YUTo6bl akTMBUpPOBaTbL (PyHKLMNIO0, HEOOX0AMMO BbiOpaTh BknounTb. 1o ymonyaHmio,
YCTaHOBMEHO 3Ha4YeHne OTKIIOYEHO.

> MAC-agpec — MAC-agpec 6ecrnpoBoaHON CTaHLuN.
> CocTtosiHue — CocTtosiHne 3anucu — BknroveHo nnu OTKMYeHo.
> OnucaHume — OnucaHme 6ecnpoBOAHON CTaHLNN.

UTto6bl 406aBNTb HOBYIO 3anNnCb, HaXXMuTe KHonky [lo6aBnTb... OTkpoetcsa okHO [lo6aBUTbL unu
M3MEHUTb 3anuchb... (CM. puc. 4-23):

HNobaBUTE UMK USMEHUTL 3anuck DuneTpaunn MAC-agpecoB

MAC-agpec:

Onucanue:

CocToRHne: BrntoueHo hd

| Coxpauuts | | Hasag

Puc. 4-23 dunstpauna MAC-agpecos
Y106bI AOGABUTL UM U3MEHUTL 3anucb, HEOOBX0AMMO caenaTthb crieaytollee:

1. B none MAC-agpec ykaxuTe  COOTBETCTByKLlee 3HavyeHMe B  dopmaTe
XX-XX-XX-XX-XX-XX (rge, X — at0 gecarepuyHoe ymcno). Hanpumep, 00-0A-EB-00-07-8A.

2. B none OnucaHme ykaxute KpaTkoe onucaHue ©OecnpoBogHOM CcTaHuuu. Hanpumep,
BecnpoBogHas ctaHums A.
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3. B none CoctosiHne w3 BbiNagaloWero cnucka BblibepuTe 3HadveHne BknroyeHo unu
OTKnoYeHo.

4. YT06bI COXpPaHUTbL BBEAEHHYIO 3aMNUCb, BOCMONb3YNTECH KHOMKOM COXPaHUTD.
YT06bI N3MEHUTb UMK YAANUTb CYLLECTBYIOLLYIO 3aMUCh:

1. BbIbepuTe 3anucb U HaXMuUTE KHOMKY U3MeHuTb. YTobbl yaanute 3anucb, BOCNOMNMb3YNTECH
KHOMkon YaanuTb.

2. BHecute HeobxoguMble U3MEHEHUS.

3. Haxmute kHonky CoxpaHUTb.

HaxaBs kHomnky BknounTb Bce, Bbl CAenaeTe BCe 3anvMcy akTUBHBIMU.
Haxas kHonky OTKNIOYNTL BCe, Bbl cAenaeTe BCe 3anncu HeakTUBHbIMU.
HaxaB kHoMKy YaanuTb Bce, Bbl yaanute BCE 3anucu.

Haxas kHonky Cneaytowas, Bbl nepengerte B crieyoLlee OKHO.

HaxxaB kHonky Mpeabiaywias, Bbl BEpPHETECH B NpeablidyLliee OKHO.

Hanpumep: Bbl xoTUTe npedocTaBuTb OOCTYN K MapLipyTu3aTopy Tonbko Ansa GecrnpoBogHou
ctaHuum A ¢ MAC-agpecom 00-OA-EB-00-07-8A n 6ecnpoBogHon ctaHumm B ¢ MAC-agpecom
00-0A-EB-00-23-11. Ons aTtoro B okHe ®unbtpauma no MAC-agpecam 6ecnpoBOAHbIX
YCTPOMUCTB HEOOX0aNMO caenaTh crieqytoLLee:

1. HaxmuTe KHOMKy BKMOUMTb, 4TOObI akTMBMPOBATL PYHKLNIO.

2. Bbibepute none “PaspewuTb [OCTYN CTaHUMUSAM, YKa3aHHbIM BO BKIHOYEHHbIX
npasunax us cnucka” anda NMpasun dounbTpaumnn.

3.  YpanuTe unuv oTkno4MTe BCE 3anucu (eCnv TakoBble UMEIKDTCS).

4. HaxmuTe kHonky [lobaBuTb... B none MAC-agpec ykaxute 3HadyeHme 00-0A-EB-00-07-8A,
3atem B none OnucaHue BBeante becnpoBogHas ctaHuus A. B none CoctosiHue u3
BbiNaJarowero cnucka Bbldepute 3HadeHve BknroyeHo. Haxmnte kHonky CoOXpaHUTD.
Haxxmnte kHonky Hasagp,.

MpaBuna unbTpaumm AOMKHbI BbIrMSAeTb CriedyoLwmmM o6pasom:

Mpaeuna couneTpaunn
@ 3anpeTkTe QOCTYN CTAHUWAM, YKA3aHHEIM BO BENKDYEHHEIX NPaBnnax u3 cnvcka.

FazpelwnTe QOCTYN CTAHUWAM, YKA3aHHEIM BO BKMIDYEHHLIX NPABMNAX W3 CNWCKA.

I MAC-anpec COCTOAHHE OnHCcaHne HameHHTL

1 00-0A-EB-00-07-BA Brnwyeno A H3MeHHTE YOAaNuTh

4.6.5 [JononHuTenbHble HACTPOWUKU

Bbibpas BecnpoBoaHou pexum — [lononHuTenbHble HAaCTPOWKMU, Bbl MOXETE HaCTPOUTb
pacLUMpeHHble HaCcTPOoNkn 6ecnpoBOAHON CETH.
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MolWHoCTE NepeaaTyHKa: Beicokan -
HuTepean Manka: 100 (40-1000)
Mopor RTS: 2346 (1-2346)
Mopor pparMeHTaLnu: (256-2346)
Wurepean DTIM: 1 (1-18)

| Arktmenpoeats WMM
V| AxTnewpoBate Short Gl (KOpOTKWIA 33WWTHLIA MHTEpEAN)

AKTWEWpOBATE AP Isolation (M3onAuWA ToUKK QocTyna)

| Coxpanute |

Puc. 4-24 [JlononHUTenbHbIE HACTPOWKM

MouwHocTb nepepgatyuka — 30ecb MOXHO Bbl6paTb MOLWHOCTb nepegaBaemMoro curHana.
Mmetowmecs 3HadeHus — BbICOKad, cpeaHaa unn HU3Kad. Mo YMOJT4aHUO YCTaHOBJ1EHO
3Ha4YeHne BbICOKaA. PeKOMeHD,yeTCﬂ MCMNosrib3oBaTb NMEHHO 3TO 3Ha4YeHune.

MHTepBan maska - 34ecb MOXHO ykasaTb 3HadeHue B npegenax ot 20 go 1000 mcek.
[aHHaga dyHkums oTnpaensetr Beacon-nakeTbl ANA CUHXPOHU3aUun paboTbl 6ecnpoBogHOW
ceTn. [laHHOe 3HayeHune onpegenseT WHTepBan Mexay oTnpaBkon Beacon-nakeTos.
3HayeHne no ymonyanuio 100.

Mopor RTS — 3aeck yka3biBaeTca 3HaveHue nopora RTS (Request to Send). Ecnu BenuumHa
naketa npeB.bllaeT yCcTaHOBNEHHOe 3HadveHune nopora RTS, maplpytmnsaTop npousBoaut
otnpaeBky kagpoB RTS Kk npuHMMalolwen CcTaHuMM W COrMMacoBbIBAET  OTMNpaBKy
MHOPMALMOHHOIO Kagpa. 3HadyeHne no ymondaHumo 2346.

Mopor cdparmeHTaumm — [JaHHoe 3HaveHue onpegensieT parmeHTauuio naketos. Ecnu
OHO YCTaHOBMEHO CIMLUKOM HU3KUM, 3TO MOXET MNPUMBECTU K HEYOOBNETBOPUTENBHON
NPOU3BOAMTENBHOCTU CETU M3-3a Hanuyunsi GonblIoro uymcna nakeTtoB. Mo ymMonyaHuio
ncnonb3yeTcs 3HavyeHne 2346. PekomeHayeTca MCnonb3oBaTb UMEHHO 3TO 3HAYEHue.

Mutepsan DTIM — 3710 3HayeHue onpedenseTr vHTepsan ans coobueHns DTIM (Delivery
Traffic Indication Message). MNMone DTIM gBnserca nonem oTcdeTa, MHOPMUPYIOLLMM
KNWEHTOB  Crnedylowero OkKHa Ana  MpochylWwuBaHUSA  LUMPOKOBEeLaTenbHbIX — UMU
MHOroapecHbIX  COOBLLEHWIA. Korpa  mapwpyTtmusatop  coxpaHseT B Oydep
LUMPOKOBELLATENbHbIE UMM MHOTOaApPECHbIE COOBLLEHMS A5 aCCOLMMPOBAHHbBIX KITMEHTOB,
OH oTtnpasnseT cneaywuwee DTIM co 3HayeHnem uHTepBana DTIM. Bbl moxeTe ykasaTb
3HavyeHve B npegenax or 1 po 255 wuHtepsanoB Beacon-naketoB. [lo ymonuaHuio
ucnonb3yeTcs 3HavyeHue 1, yto o3Hadvaet, yto DTIM-uHTepBan paBeH ogHOMY MHTepBany
oTnpasku Beacon-nakeTos.

AktuBunpoBatb WMM — OyHkuna WMM oGecneumBaeT nepBooyepeaHyo nepeaady naketos
C BbICOKOMPMOPUTETHLIMU CO0OLLEHMAMW. HacTosATeNbHO peKOMEHOYETCA MCMNOMNb30BaTh 3Ty

dYHKUMIO.

AxtuBupoBartb Short Gl — PekomeHayetcs ncnonb3oBatb 3Ty hyHKUUI0, YTOObI YBENUYNTL
€MKOCTb [laHHbIX MOCPeaCTBOM YMeHbLUEHUS 3almnTHOro nHtepeana (Guard Interval, Gl).

AxtuBupoBatb AP Isolation — [JaHHasa dyHKUMA NO3BONSiET M30nNupoBaTb GECnpoBOAHLIE
CTaHuuMu ceTn papyr oT pgpyra. B atom cnyvae OGecnpoBogHble ycTpoincTtBa 6yayT
B3aMMOJEeNCTBOBaTb C MapLUpyTU3aTOPOM U HE CMOryT B3auMOLENCTBOBAaTbL ApPYr C APYIrOM.
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UTobObl akTMBMPOBaTb (PYHKLMIO M30MSALMM TOYKM LOCTYNa, OTMETLTE COOTBETCTBYHOLLYIO
sA4enky. o ymonyaHuio gaHHas OyHKUNA OTKIIOYEeHa.

& lMpumeyvaHue:

Ecnv Bbl HEAOCTAaTOYHO XOPOLLO 3HAETE HACTPOVKM AA@HHOTO OKHA, HACTOATENBHO PEKOMEHYeM
HEe W3MEHsiTb YCTAHOBIIEHHblE MO YMONYaHUI 3HaYeHWs. B MpoTMBHOM cryyYae BO3MOXHO
yXyZLLIEeHMEe NPOM3BOANTENBHOCTM 6ECNPOBOAHON CETH.

4.6.6 CraTtucrtnka 6ecnpoBOOHOro pexmma

BuibpaB BecnpoBogHon pexum - CTaTUcTMKa O6ecnpoBOQHOrO peXuma, Bbl MOXETE
npocMoTpeTb WHpopmauuio no MAC-agpecy, TekylweMy COCTOSIHUIO, MOflydeHHbIM U
OTMNpaBIiEHHbIM NakeTam ANng Kaxgon NoakntoyeHHon 6ecnpoBO4HON CTaHLMM.

YHCno NogKNHYeHHbIX B HACTOAWES EpemA GeCNpOBOOHEIX CTAHLMIAL 0 | OBHOBHTL

Puc. 4-25 Ctatuctmka 6ecnpoBogHOro pexuma
> MAC-agpec — MAC-aapec noaknodeHHon 6ecnpoBOgHON CTaHLMMW.

> Tekywee coctosiHue — 30ecb oTobpaXkaeTca Tekyllee cocTossHne 6ecnpoBogHON CTaHLUMK -
STA-AUTH / STA-ASSOC / STA-JOINED / WPA /| WPA-PSK / WPA2 | WPA2-PSK / AP-UP /
AP-DOWN / OTtknio4yeHo.

> [akeToB NpPUHATO — [1akeTbl, NONYyYEHHbIE CTaHUMWEN.
> [MakeToB oTnpaBneHo — [1akeTbl, OTNpaBneHHbIE CTaHUNEN.

Bbl He MoOXeTe BHOCUTb W3MEHEHUSI B [aHHble, NMPeACTaBfieHHble B [AaHHOM OkHe. YToGbl
0BHOBUTL MHGOPMALIMIO B OKHE, HAXKMUTE KHOMKY OGHOBUTL.

Ecnn  KonuyectBO  MOAKMIOYEHHbLIX CTAHUMW  3aHMMaeT Oonblle OfHOWM  CTpaHWupbI,
BOCMONb3ynTeCb KHOMKOM Cnepylowan, 4toObl MepenTV Ha creayllyl cTpaHuudy, Wnm
kHonkor MpeAablaywan, YTobbl BEpHYTLCA Ha NpeablayLLyo CTpaHuLy.

& lMpumevaHwue:

MHC*)OpMaLI,I/IFI B OKHE OGHOBNSIETCA aBTOMATUYECKUN Kaxable 5 CeKyHA.

50



LIRCR I BecnpoBogHoOW rMrabuTtHbIn mapwpyTusatop cepuu N

4.7 bBecnpoBogHou pexum -5 1Ty

BecnpoBoaHoR pexmm - 5 Ty

- HacTpoikn GecnpoBOOHOTO PeXHMa
-WPS

- Jawura DecnpoBOAHOND PEXMMAE

- uneTpaunA MAC-agpecoe

- OonONHATENbLHbIE HACTPOHKH

- CratTMCcTHEA GecnpoBOOHOND PEXHMa

Pwuc. 4-26 MeHto becnposogHon pexum — 5 [Ty

B meHio BbecnpoBogHOW pexuMm cogepXaTcs LWecTb NogmeHw (cMm. puc. 4-26): Hactpomnku
6ecnpoBogHoro pexuma, WPS, 3awmrta OecnpoBogHoro pexuma, ®PunbrTpauus
MAC-agpecoB, [lononHutenbHble HacTpoukn n CrtaTMcTUKa OGecnpoBOAHOroO pexuma.
Bbibepute 0gHO M3 HUX AN HAaCTPOWMKM COOTBETCTBYHOLEN hyHKLNN.

471 Hactpounkm 6ecnpoBOoAHOro pexuma

Boibpas BecnpoBogHon pexum - HacTponku O6ecnpoBOAHOrO pexuma, Bbl MOXETE
NMPOU3BECTM HACTPOWKY 6a30BbIX MapamMeTpoB 6eCrnpoBOOHON CETU.

HacTtpoiikn GecnposogHoro pexuma (5 Mu)

HmA GecnpoBoaHOl CETH: TP-LIMNK_5GHz_ACETET (Mma SSI0)
Pernou: Poccua -
Mpegynpexgenue: B uenAx cofMogeHnA OeicTEYIOWEND 3aK0H00ATENLCTES, YEROUTECH, UTO

CTpaHa eslfpaHa NpaennsHo. HenpaennsHas HAcTpoIKa m
NPUYMHOI BOSHWKHOBEHUA MOMEX.

OHET NOCNYHNTE

Pesum: 11an cMeLaHHkIi -
LLinpuHa kaHana: AaTto -
Kawnan: ArTo -

BKNIOYATE WHpOKDBeWaHne SSID
[ Brmwounte WDS

COXpaHUTE

Puc. 4-27 HacTpowkn 6ecnpoBogHON ceTu

> Wma becnpoBogHon ceTn (Takke HasbiBaeTcA SSID) — Ykaxute 3HavyeHme anuHom oo 32
cumMmBoroB. Bcem 6ecnpoBofHbIM YCTPONCTBaM CETU AOSMKEH OblTb MPUCBOEH OAMH U TOT Xe
naeHtTudukatop SSID. YTto kacaetcs 6e3onacHocTn GecnpoBogHON ceTw, naeHTudgukaTop
SSID no ymonyanuio TP-LINK_5GHz_XXXXXX (XXXXXX — nocnegHue LWecCTb YHUKambHbIX
cumBonoB MAC-agpeca mapuwpyTtudaTtopa). [laHHOe none sABNSeTcs 4yBCTBUTENbHbIM K
pernctpy. Hanpumep, TEST n test — 3TO pa3Hble 3HaYEHUS.

> PernoH — BbiGepute cOOTBETCTBYIOLLEE 3HAYEHME U3 BbiNadaroLwero MeHo. B gaHHoM none
yKasblBaeTCsi PervoH, rae GyHkumMs GecnpoBOAHOM nepefdayn [aHHbIX MOXeT OblTb
ucrnonb3oBaHa. Vcnonb3oBaHvne AaHHOW (DYHKLUMW B pErvoHax, He yKasaHHbIX B CrucKe,
MOXeT ObITb He3aKoHHbIM. Ecnn Ballel cTpaHbl UNK pervoHa HeT B Crincke, oGpaTuTech 3a
MOMOLLIbI0 B MECTHOE NPaBUTENbCTBEHHOE areHTCTBO.
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MNMocrne Toro, kak pernoH Obin BbliOpaH, HaxmuTe kHonky CoxpaHuTb. B nosBuBLuemcs
NHOPMAaLMOHHOM OKHe HaxmuTe kHonky OK.

L& N
CoobuyeHmne ¢ BeB-cTpaHMLm S

HenpaewneHell EbIBop CTpaHbl MOXET CTATE NPHUHYUHOA
I\ coshnknosenna MOMEX Y ARYTHX YCTROWCTE, KPOME TOMD, 3TC ABNAETCA
HapyLEHWEM JEACTEYHOLLEND 3AKOHOAGTENLCTEE,

NHdopmaunoHHoe OKHO

&= lMpumeyvaHue:

M3-3a TpeboBaHNn MECTHOro 3akoHogaTtenbcTBa y Bepcun ang CesepHon AMepuKM OTCYTCTBYET
onums Bblbopa pervoHa.

> Pexnm — BblibepuTe COOTBETCTBYIOLIMIA pexuMm. 3HavyeHue no ymonyaHuio 11bgn
CMeLLaHHbIN.

Tonbko 11a — Bbibepute, ecrnim Bce 6ecrnpoBofHble KIMEHTbI NoaAepXuBatoT cTaHdapT
802.11a.

Tonbko 11n - Bbibepute, ecnm Bce GecnpoBOAHbIE KNMEHTbI MOOAEPXKUBAOT CTaHOapT
802.11n.

11an cmewaHHbIn — Bbibepute, ecnn wncnonb3yete OeCNPOBOAHbIE  KIMEHTHI,
nogaepkupatowme ctaHgaptol 802.11a n 11n.

Bbibepute HyXHbI pexxum 6ecnpoBogHOM nepegaym gaHHbiX. Ecnu Beibpan 802.11a, To Tonbko
GecnpoBogHble cTaHumn cTangapTta 802.11a cmoryT nogknoyatbes K MapLupytusartopy. Mpu
Bbibope 802.11n Tonbko BecnpoBogHble cTaHuun ctaHgapta 802.11n cMoryT NOAKN4YaTbCs K
Touyke poctyna. HacrtoatenbHO pekomeHnayeTcss BbidpaTe pexum 802.11an, 4TobObl BCe
OecnpoBogHble cTaHumn cTtaHgaptoB 802.11a u 802.11n cmornm nopgknoyaTbCs K
MapLLpyTu3aTopy.

» LlupuHa kaHana — Bbibepute WMPVHY KaHana u3 BeinagawoLwero cnucka. Mo ymonyaHuto
ycTaHoBneHo ABTomaTtuyecku. B aTom cnyyae perynvpoBka LWMpKHBI kaHana Aanst KMMeHToB
Npou3BOANTCA aBTOMaTUYECKM.

&= lMpumeyaHume:

Ecnu B none Pexum BoibpaHo Tonbko 11a, none LUnpuHa kaHana ctaHeT ceporo uBeTa, U B
HeMm nosBuTcs 3HadeHne 20MIL, KoTopoe Henb3s OyaeT N3MEHUT.

> Kanan — B atom none ykasbiBaeTcsi pabodas yactora. KaHan no ymondaHmio AsTo. He
crnenyeT U3MEHsITb 9TO 3HaYeHWe, ecnn TOMbKO HEe BO3HUKMNM NpobnemMbl C nomMexamu OT
HaxoasiLencs nobnmM3ocTn Apyror TOYKM AoCTyna.

> Bknountb wupokoBewaHue SSID - Koroa 6ecnpoBogHble KAMEHTbI NPOBOASAT
nccrnefgoBaHne yvactka 6ecnpoBOAHOM CETU, OHU BbISBNSAIOT TPAHCNAUMIO naeHTudmkaTopa
SSID, npoBoaumylo MaplipytusatopoM. Ecnm  Bbl  OTMeTUTE SAdveliky Bknouutb
wupokoBewaHue SSID, mapwpyTnsatop byget TpaHcnvpoBaTb cBoe ums (SSID).

52



LIRCR I BecnpoBogHoOW rMrabuTtHbIn mapwpyTusatop cepuu N

> Bknrounts WDS — BriGpaB 310 none, Bbl aktuBupyete dyHkumio WDS. C nomoLLbio 3TOM
PYHKLMM MapLLpyTU3aToOp CMOXET YCTaHaBNMBaTb MOCTOBOE COeAUHEHME MEXAY ABYMS UNn
bonee GecnposoaHbiMK nokanbHbiMKM ceTamu (WLAN). Tpu Bbibope 3TOM A4Yenku Takke
OyoeT HeobxoQuMO yKasaTb psg NapameTpoB, Kak NokasaHo Ha pPUCYHKe Huxke. YbeanTtech B
TOM, YTO JaHHbIE HACTPOWMKUN yKa3aHbl BEPHO.

| Brnwoyute WDS

SSID (K KOTOPOH Bbl XOTHTE
NOOKMHYUTECA):

MAC-agpec (K KOTOpOMY Ebl XOTHTE
NOAKMHYHTECA):

Mpumep 00-10-0F-11-22-33
| Mouck
Pexum WDS: ABTO -
Tun knya: Het -
Wunekc WEP: 1
THn ayTEHTHOHKALHK: OTKPEITAA

Maponk:

e SSID (k KoTopoM BblI xO0TUTEe noaknuUTbLCA) — WaeHTudukatop SSID TOYKM
[oCTyna, K KOTOpPOW B Ka4eCTBe KIMeHTa cobMpaeTcsa NoAKMYNTLCS MapLIpyTM3aTop.
Takke Bbl MOXeTe 3agencTBoBaTb (YHKUMIO Mowucka, 4Tobbl Bblibpate SSID gns
NoAaKNHYEHNS.

o MAC-agpec (k kKoTOpoMy Bbl XOTUTE noaknunTbes) - MAC-agpec Toukn goctyna,
K KOTOpPOW B Ka4eCTBe KInneHTa cobupaeTcs NoAKMUNTLCS MapLupyTu3aTop. Takke Bbl
MOXeTe 3afdencTBoBaTb PYHKUMIO noucka, 4ToObl BbiOpaTe MAC-agpec ans
NnoaKnioYeHns.

e T[louck — Nounck Toukn gocTyna, NCNONb3YOLEN TEKYLLMIA KaHan.

o Tun knro4ya — B aTOM none 3HadeHue BbI6VIpaeTCFI B 3aBUCMMOCTWU OT napameTpoB
©e30nacHOCTM TOYKM noctyna. PeKOMeHD,yeTCﬂ, yTObObl JA@HHOE 3Ha4YeHMe coBnagano
CO 3Ha4eHueMm, yka3aHHbIM O51A TOYKM O0CTYyna.

e WHpekc WEP — Vcnonbayetcs npu Beibope WEP(ASCII) nnn WEP(HEX) B none Twun
Krtoya. B gaHHOM none ykasbiBaeTcsa uHaekc krtova WEP.

e Twun ayteHTMdMKaumm — [aHHas onuusa gormkHa ObiTb BbiOpaHa, ecnv B nosne Tun
Knto4ya Bbi6paHo 3HaveHne WEP (ASCIl) unn WEP (HEX). 3gecb ykasbiBaeTcs Tvn
aBTOpPM3aLMM KOPHEBOW TOYKM JOCTYnMa.

e NMaponb — MNpy NoaKNYEHUN TOYKM AOCTyNa MapLupyTM3aTopa Heo6XoaAMMO B JaHHOM
rone ykasaTtb Naporb.

4.7.2 WPS

B sTom pasgene copepxatcs ykasaHus MO NOAKMYEeHMI0 GecnpoBOAHOrO YCTPOWCTBA K
cylecTBytoLlen cetu nocpeactsom WPS.

a). Bbibpae pasgen WPS, Bbl okaxXeTecb B creaytowem okHe (puc. 4-28).
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WPS Cocrofumne: Brnw4yeHo

Tekywuit PIN-kof; 64525365 [ BoccranHosutes PlN-kog, ] ’ Cosgats Hoselil PlN-kog

[ OteniounTe eEenenne PIN-koga

NobaBneHne HOBOMD YCTPORCTEA: [ JobaeuTs ycTpoicTED ]

Puc. 4-28 ®yHkuua WPS
> WPS CocTtosiHne — BknioyeHne/BoiknioyeHme dyHkummn WPS.

» Tekywmn PIN-kog — 3gecb oTobOpaxaeTrcs Tekywlee 3HadeHue PIN maplipyTtusartopa.
3HadveHune PIN gns ycTponctesa MOXHO HalTU Ha KOpryce YCTPOWCTBaA.

> BocctaHoBuTb PIN-koa — BoccTtaHoBWTh 3HayeHue PIN, ncnonbsyemoe No ymonyaHuio.

»> Co3pgatb HOBbIN PIN-koa — HaxkaB 3Ty KHOMKY, Bbl MNOMy4YMTE HOBOE CriyvyanHoe 3HayeHune
PIN wmapwpytnsatopa. CreHepupoBaB HoBoe 3HadeHme PIN, Bbl obecneynBaete
6esonacHoCTb ceTu.

> [JobaBuUTb YCTPOMCTBO — HaxaB 3Ty KHOMKY, Bbl MOXETe BpYyYHYyl [006aBUTb HOBOE
YCTPOWNCTBO K CYLLECTBYIOLLIEN CETU.

b). YTobbl fO6aBUTL HOBOE YCTPONCTBO:

Ecnn 6ecnpoBogHon apantep nopaepxuBaer Wi-Fi Protected Setup (WPS), Bbl Moxete
yCTaHoBUTbL  OecnpoBogHOe  nogkmwdeHve  Mmexay  06ecnpoBogHbIM + aganTepoMm U
mMappyTtusatopom npu nomotum Push Button Configuration (PBC) nnu PIN.

&= lMpumeyvaHue:

UTtoObl co3gaTb ycnewHoe nogkniodeHne ¢ nomowbto dyHkumm WPS, Bam Takke npuaeTtca
NpOn3BECTM COOTBETCTBYHOLLME HACTPOMKN HOBOro ycTponcTtea ansa dyHkumm WPS.

[Npouecc HacTPOMKM HOBOIO YCTPOMCTBA NOKasaH Ha npumepe 6eCI'IpOBOD,HOFO agantepa Hawen
KOMMaHun.

lll. NocpeactBOoM PBC

Ecnu 6ecnpoBogHon agantep nogaepxumBaer WPS u Push Button Configuration (PBC), Bbl
MoxeTe [obaBuTb ero k cet nocpeacteom PBC npu nomoLum criegyowmx Tpex cnocobos.

MepBbIN cnocob:

War 1: Haxxmnte kHonky WPS/Reset, pacnonoxeHHyto Ha 3agHeln naHenu mapLlpyTtusaropa.

99 0 51

o [ e | v [

WPS/Reset
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War 2: HaxxmuTe 1 yaepxusanTte kHonky WPS aganTtepa B TedeHune 2 unu 3 cekyHa.

War 3: JoxaouTecb nosiBreHnst M300pakeHHOro Hwke okHa. Haxmute kHonky OK, 4TOObI
3aBepLnTb HacTponky WPS.

HacTpoika BecnpoeogHoN ceTH.

(Wes)

MNogknroyerue k cetw no YWPS yonewHo
EBINONHEHD!

KoHdpurypauns WPS 6ecnpoBogHoro agantepa
BTopow cnoco6:

War 1: HaxxmuTe kHonky WPS/Reset Ha 3agHel naHenv mapLupyTtu3aropa.

hl

, WPS/Reset

War 2: Ansa HacTponku BecnpoBogHoro agantepa Bblbepute HaxaTb KHOMKY Ha MOEW TOYKe
pocTtyna/mapuwpyTtusatope B ytunute WPS, kak ykazaHo Hxke n Haxmute MogknounTb.
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TP-LINK

Tha Reilabie Chole

CocTonime WPS Ce Mpoung  NononHUTENEHD

Janwoe npancorEmng NOMRET BaM EHR0AHATE HACTPpOAKY BecnpoBogHon
=]

Brbepute cnocoh nogrmioveHsn € ceTi:

() HaomaTe kwonky wa MOoel ToukS HocTyNa/uapLIpyTHEATONS,
O Beectn PIN sosd toaa AocTynalMapupyTasatopa

) Beectn PIM yerpohcTea Ha Mgl Touke AoCTyna MapLUp yTHISTOpE

| Mogncrerms |

KoHdpurypauua WPS GecnpoBogHoro agantepa

War 3: MNogoxauTe, Nnoka He NOABUTCS OKHO, Kak NMoKa3aHO Ha PUCYHKE Hmke. HakmuTe KHOmMKy
OK, uTo6bl 3aBepLUMTbL HacTponky WPS.

HacTpoika BecnpoeogHoN ceTH.

MNogknroyerue k cetw no YWPS yonewHo
EBINONHEHD!

KoHdburypauua WPS GecnpoBoagHoro agantepa
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War 1: 3Ha4yeHune nons WPS CocTosiHue gosmkHO ObiTb BkntoyeHo. HaxxmuTe kHonky [lo6aBuUTh
ycTpoMncTBO (pyc. 4-28). [JOMKHO NOABUTLCA CeayoLLee OKHO.

Hob6aBneHne HoBoro yctpoictea (5 Mu)

@ BeeanTe PIN-KOA HOBOTO YCTPORCTBA.

TpeTnn cnocob:

PIM:

©) HaXMUTE KHOMKY HOBOTO YCTPOICTEBA B TEYEHNE 2 MUHYT.

[ Hasan || DOodasute |

Puc. 4-29 [1o6aeneHne HOBOro ycTponcTsea

LWar 2: Beibepute HaxxmMute KHOMKYy HOBOro yCTPOMCTBa B TE€YEHUE 2 MWUHYT U HaXmuTe
kHomKy [lo6aBuUTb.

War 3: [na HacTporikn GecnpoBogHOro agantepa Bbloepute HaxaTb KHONMKY Ha Moeln Touke
pocTtyna/mapuwpyTtusaTtope B yTUNUTE agantepa, Kak Moka3aHO Ha PUCYHKE HWXKE, U 3aTem
HaxMmTe KHOMKY MoaKnounTb.

PO Nauwns Apancsosig ROLORET BaM BHROAHUTE HaCTRORKY BechpoBogHoR
ﬁﬁ'] m CRTH

Bribepute cnocol nogrmoueHlA K CETH:

& Hawate smonky wa Moeh Touke gocTynaluaplspyTasatops,
O Beecti PIN moeh Tows A0CTyn A MApwpYTAIATORE

) Beecti PIN yoTpoRcTES H3 MO2R TONKE §OCTYNA MAPLUP FTHIATOPE

[ Nogrncram, |

KoHdurypaums WPS 6ecnpoBogHoro agantepa

War 4: lNogoxaouTte, noka He nosBMTCA cnegywowee okHO. Haxmute kHomnky OK, 4TOObI
3aBepLnTb HacTponky WPS.
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Hactpoika BecnpoeogHoi ceTh.

Mogkntoyenue k cetw no YWPS yonewHo
BBINONHEHO!

KoHcpurypauns WPS GecnpoBoagHoro agantepa
IV. MNMocpeactBom PIN

Ecnu HoBoe yctporictBo nopgaepxusaetr WPS u PIN, Bbl moxeTe nobaBuTb ero B CeTb
cnegyowummn asyms cnocobamu.

Cnoco6 nepBbin: Beeante 3HaveHme PIN

War 1: YkasaB B none WPS CocrtosiHne 3HadeHue Bknro4veHo, HaxmuTe KHOMKy Jlo6aBuUTb
YCTPOMCTBO, Kak NokasaHo Ha puc. 4-28. [1omkHO NOABUTLCS CneayoLlee OKHO.

Hob6aBneHne HoBoro yctpoictea (5 Mu)

@ BeeanTe PIN-KOA HOBOTO YCTPORCTBA.
PIN:

) Ha&KMWTE KHOMKY HOBOID YCTPOICTBA B TEYEHUE 2 MUHYT.

[ Hasan || DOodasute |

LWar 2: Beibepute BBeaute PIN-kog HoBoro yctponctBa v BBeante PIN-kog 6ecnpoBogHoro
agantepa B none nocre PIN, kak nokasaHO Ha pPUCYHKe Bbile. 3aTemM HaXMUTE KHOMKY
JobaBuTb.

& lMpumevaHue:

PIN-koq agantepa Bcerga otobpaxaetca B okHe KoHdurypauna WPS.
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War 3: Ona HacTporkum GecnpoBogHoro apantepa Bbidoepute BBectn PIN moen TOYKM
poctyna/mapwpyTtusartopa B ytunute WPS, kak ykaszaHo Hmxe. [locne aToro HakmuTe KHOMKY
MopknounTb.

TP-LINK

Tha Rellabie Chokon

m OanHoe NpHACKEHRE NOMOMET Bald BHNOAHMTE HACTROAKY BecnpoBogkof
CEm

Bribiepute cnocof nognioweHnA K CeTH;
O Haovae ia0nky M MOBR Toue Q0CTYNLMAPLIpYTIHY ATORE
& Beectin PIN woef ToUkM AOCTYNa MApWRYTHISTOPS

P 13492564

Y Beectin PIN yoTpoACTES Ha MOER TONKE GOCTYNa MapUIpyTHIATOPE.

Dapsen. |

KoHdpurypauus WPS 6ecnpoBogHoro agantepa
& lMpumevaHue:
B naHHom npumepe PIN-ko no ymondaHuio onsa gaHHoro agantepa 16952898, kak nokasaHo Ha
pUCYHKE BbILLE.
Cnoco6 BTopown: Beectun PIN ¢ moero mapLupytmsatopa.

War 1: Monyunte Tekywmn PIN-kog maplupytmsaTopa, Kak n3obpaxkeHo Ha puc. 4-28.(Kaxabin
MapLupyTusatop obnagaet yHukanbHbiM PIN-kogom. B gaHHom npumepe 3HadveHue PIN-koga
13492564)

War 2: Ana Hactporiku 6ecnpoBogHoro agantepa Boidepnte BBectn PIN ycTpoicTBa Ha Moen
TouKe gocTtyna/mapuwpyTtusatope n seeaute PIN-kog mapwpytmnsatopa B nosne nocne PIN-kog
To4ku goctyna. Nocne atoro HaxkmuTe kHornky MoAknYnTB.
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i WPS C&Th Npogune mm;manm

{m m y Jaxkoe npuaoosEEne NOLOWET BAM ELNONHWTE HACTPOAKY DechpoeogHOl

y CETA

BriBepute cnocof nogimioyeHin K CETH

":.I Haowate ssonicy wd MOER Tovo: OcTynaleapup YTHEATORE
O Beecti PIN mosih Toam A0cTyna MapLpyTHATOPE

(& Beecns PIN yoTpoRcTES Ha WOBR TOGIE JOCTYNLMAPLD yTHIATOPE

FIM ™

| MlafFrsrsT

KoHdpurypauus WPS 6ecnpoBoagHoro agantepa

& lMpumevaHue:

PIN-kog maplipyTtusaropa, Ucrnorb3yeMbli N0 yMOSTHaHUIO, MOXHO HanTu Ha Kopryce YCTponcTBa
unun B okHe KoHdumrypaums WPS, kak nokaszaHo Ha puc.4-28.

I'IpM ycnewHoM nogkn4eHumn yCTpOVICTBa K CeTn OOIMKHO NoABUTBLCA cnefyroLllee OKHO.

HobaeneHne HOBOro yCTPORCTBA

) Beegwute PIN-K0Q HOBOra YETROWACTEA.

FIM-koa: |

(%) HawaTk KHOMKY HOEOTO YCTPOACTES B NPEAENAX DBV MUHYT.

CospiHeHHE NpoLUNG YenslwHo!

[ Hasaa |[_OoGasuts

&= lMpumeyaHue:

1. Tlocne TOro kak ycTponcTBO 6bINO ycnewHo AobaBneHo, MHAMKATOP COCTOsSHMSA Oyaet Bce
BPEeMs1 ropeTb 3ereHbIM LIBETOM.

2. [MposegenHune HacTtporkn dyHkumm WPS BO3MOXHO TONMbKO B TOM Ccriyyae, Korga
BecnpoBoaHas yHKUUSA BKAOYEHA.

4.7.3 3awmta 6ecnpoBOAHOro pexuma

BuibpaB BecnpoBogHon pexum - 3awuta 6ecnpoBOAHOrO peXxuMma, Bbl MOXETE HACTPOUTb
napameTpbl 6e3onacHoOCTN Ballen 6ecnpoBOAHON CETMU.

Y MapuwpyTtusatopa ummeeTcsa NATb pexumMoB obecnedeHnss 6esonacHocTM ©ecnpoBOgHOro
pexuma - WEP (Wired Equivalent Privacy), WPA (Wi-Fi Protected Access), WPA2 (Wi-Fi
Protected Access 2), WPA-PSK (Pre-Shared Key), WPA2-PSK (Pre-Shared Key).
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OTKNIOYHTE 3aWWTY

@ WPA-PSK/WPA2-PSK(PekomeHgyeTeRa)

Bepcun: ABTOMaTUYECKN (peKOMEHAYETCR) -
LincppoBanune: AES x
Napone PSK: 64525365

(Bl MOXETE BBECTH CHMBONLI B KOAMpOoBKe ASCII wnu 8
WEeCTHAALaTEpUYHOM opmarte, ANA Gopmara ASCIl ANUHE KNioya
dom#Ha Geme o7 8 o 63, 3 ANA WecTHagUaTepuyHoro gopmara ot
8 po64.)

Nepuoa 0GHOBNEHHA MPYNNOBOTO KNYa: 0 Seconds

CekyHael (OCTaERTE ZHAYEHME NO YMOMYEAHHID, BCNH BBl HE
YBEpPEHDBI, K3K0E YUCNO YK333Th, MUHHMAanNbLHOE 3HaYeHWe 30,0-
0GHOBNEHNE OTKNIDYEHO)

WPA/WPA2 - Enterprise
Bepcua: ABTOMATUYECKN (peKome ~
WndppoBaHue: ApTomarnueckn (pekome -
IP-agpec Radius-cepeepa:
Mopt Radius-cepeepa: 1812 (1-65535, 0 0aHauaeT, yTo NOPT NPO yMONYaHmo: 1812)
Napone Radius-cepeepa:
MNepuon 0GHOBNEHHA TPYNNOBOTO KNKYa: 0

(CeKyHA: MUHUManbHOE 3HaveHne 30 cek.; 0 03HavaerT, yro
06HOENEHNA HE NPONCXOENT)

WEP
Tun: ABTOMATHUECKN (peKome
@opuart knkya WEP: WecTHaguaTepUYHLIA -
Knioy ewiGpan Kniou WEP (Mapons) Tun knova
Knioy 1: @ Ortknioueso  ~
Knigu 2 OtentoueHo
Kniou 3: Omentoyeso =
Knioy 4: OrtenioveHo
Puc. 4-30

OTKnouUnTb 3awuty — Ecnu Bbl XOTUTE akTMBMpOBaTb AaHHY (YHKUMUIO, OTMETbTE
COOTBETCTBYIOLLYIO siUeiky. HacToaTenbHO pekomeHayeTcsi BblopaTb OAMH U3 MMEHOLLMXCS
pexumMoB obecrneyeHnss 6e30nacHOCTU.

WPA-PSK/WPA2-PSK — BuiGpaTtb 3awuty Ha ocHoBe WPA/WPA2 c uncnonb3oBaHWeM
obuero kntoya. ATOT TVN 3aLWTbl YCTAHOBMEH HA MapLUpyT1u3aTope No YMOYaHuIo.

e Bepcua - Bbl  mMoxeTre BbliOpaTb  Bepcui  anroputMa  LWMGPOBaHUS
WPA/WPA2-Personal 3 Bbinagatiowero cnucka. 3HadeHne Mo  YMOYaHMIO:
ABTOMaTM4YecKM. OTO O03Ha4yaeT, 4YTO aBTOMaTU4ecku BblOMpaeTcs oauH ©3
cneaytowmx pexunmos WPA-PSK (06w kntod WPA) nnn WPA2-PSK (obLwymin kntoy
WPAZ2) B 3aBMCMMOCTM OT BO3MOXHOCTEN 1 3anpoca 6ecnpoBOgHON CTaHLMM.

e llUudcdpoBaHme — MoxHO ykasaTb OAHO M3 Cnegylowmx 3HaYeHnn - ABTOMaTUYECKM,
TKIP nnu AES B kayecTBe anropmMtma WwndpoBaHus.
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&= lpumeyaHue:

Ecnu Bbl Bbibepute WPA-PSK/WPA2-PSK 1 3atem Bbibepute wndposarHme TKIP, Bbl
YBUANTE BbIOEMNEHHYIO KPACHbIM LIBETOM HaAMUCb, Kak NOKa3aHo HUXe.

@ WPA-PSK/WPA2-PSK(PekoMeHayeTcA)

BepcHa: ABTOMAaTYECKN (PEKOMEHAYETCA) -
LWndpoBanne:; AES hd
Naponk PSK: 64525365

(Bl MOXETE BEECTH CUMEONLI B KOOMpoBKE ASCI unu B
WecTHAALATepUYHOM BophaTte; anA gopmMarta ASCI AnuHa Knoua
OOMKHa OeITe 0T 8 Qo 63, 3 ANA WeCTHAaUATepUYHOro dopmMaTa ot
8 oo 64.)

Mepuog 0OHOENEHWA TPYNNOBOIO KNHYA: 0 Seconds

CeKyHakl (JCTaBEsTe 3HAYEHME N0 YMONYAHWKD, ECNK Bbl HE
YEEQEHL!, K3K0e YACTO YKa3aTh, MUHUMANLHOE 3HaveHune 30,0 -
0f0HOBNEHWE OTKNKIYEHO)

Puc. 4-31

e MNMaponb PSK - MoxHo BBectu cumBonbl ¢opmata ASCIl v B
wecTHaguaTepmuyHomMm popmate. [AnnHa fomkHa 6biTh OT 8 40 64 CMMBOMNOB B Criyyae
BblOOpa WwecTHaguaTepuyHoro gopmara, 1 ot 8 Ao 63 cMmBOMOB B cnydae Bblibopa
dopmata ASCII. Maponbe no ymonyaHuio cosnagaeTt ¢ PIN-kogom no ymonuanuio,
KOTOPbIN YKa3aH Ha HWKHEN NaHenun mapLupyTmnsartopa.

e [lepuon oGHoOBReHMA rpynnoBoro kniw4va — 3agjante B CekyHOax WHTepBsan
0OHOBMEHUA rpynnbl Kroyen. 3HavyeHne JormkHO pasHaTbea "0" nnm "30", nnbo Bbilwe.
Beeaute "0" gnsa oTknoyeHns o6HOBNEHUS.

> WPA /WPA2 - Enterprise — Ha ocHoBe cepsepa Radius.

e Bepcua — 3pecb u3 Bbinagawowero cnucka MOXHO BblIOpaTb Bepcuto anroputMma
wndgpposaHnsa WPA. 3HayeHne no ymonyaHuio ABTOMaTUYECKU. DTO O3HaYaeT, yTo
aBTomaTudeckn Oypet BbiOpaH pexum WPA (Wi-Fi Protected Access) nnu WPA2
(WPA Bepcum 2) B 3aBUCMMOCTM OT napameTpoB 6eCcnpOBOAHOM CTaHUMKM WK
3anpoca.

e LndporaHue — 3aecb MOXHO BblIOpaTh 3Ha4YeHns ABTomaTuyecku, TKIP unu AES.

&= lMpumeyaHue:

Ecnn Bbl BbiGepute auenky WPA/WPA2 - Enterprise 1 3atem Bbibepute wndposaHne TKIP, Bbl
YBUANTE BbIOENEHHYIO KpAaCHbIM LIBETOM HaAMMUCh, Kak MOKa3aHo Ha puc. 4-32.

@ WPAWPA2 - Enterprise
Bepcus: ABTOMaTMYECKK (pEKOME ¥
LincppoBanue: ABTOMaTMYECKN (PEKOME
IP-agpec Radius-cepeepa:
Nopt Radius-cepeepa: 1812 (1-65535, 0 03HAYaET, 4TO NOPT NPO YMan4aHwo: 1812)
MNaponk Radius-cepeepa:
Mepuog 0GHOBNEHUA TPYNNOBOTO KNHYa: 0

(CeKyHT, MUHUMANkEHOE 3HaueHne 30 cek.; 0 0aHayaeT, yTo
0BHOBNEHWA HE NPONCXOONT)

Puc. 4-32

e |IP-agpec Radius-cepBepa — 3agecb ykasbiBaetcs |P-agpec Radius-cepsepa.
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e [opT Radius-cepBepa — Ykaxute Homep nopta ans Radius-cepsepa.

e [Maponb Radius-cepBepa — Ykaxute naponb ans Radius-cepsepa.

e [lepuog oOOHOBNEHUSsI rpPynNOBOro kmnw4va — YKaxute nepuos OOGHOBMAEHUS.
3HayeHne ykasblBaeTcsl B cekyHAax, U moxeT O6biTb paBHO 30 mnu Bbiwe. YToObI
OTKIMHOYMTb PYHKLMIO, HEOOX0AMMO yKasaTb 3HaveHue 0.

> WEP - Ha ocHoBe craHpapta |IEEE 802.11. lpu BbiGOope AaHHOrO nonsd MnosiBUTCH
BbleNneHHasi KpacHbIM LIBETOM HaANuCb, Kak nokasaHo Ha puc. 4-33.

@ WEP
Tun: ABTOMATUUECKM (pEKOME ¥
Mopmat Knroya WEP: WecTHaguaTepHYHLI -
Kntoy enibpan Knroy WEP (Mapons) Tun knoya
Knwoy 1: OTkntoueHo -
Knroy 2: OTkntoueHo
Knoy 3: OTkntoueHo -
Kntoy 4: OTkntoueHo
He pekoMeHayeTcA WCNonNbk3oBaTk WWdpoeaHue WEP, ecnv yeTpoicTeo padoTaeT B pexaame 302110, nockoneky WEP
HE NOOOEPXUEAETCA NPpW padoTe B pexume 802.11n.
Puc. 4-33

e Tun — Bbl moxeTe BbibpaTtb Tn WEP-3awwmThl n3 BeinagatoLero cnucka. 3HayeHune no
ymonyaHuio ABTOMaTM4Yeckas. JOTO O3HayaeT aBTOMAaTMYeCcKMn BbIOOP 3HAYEHWUs
Kntou obuwero goctyna wnv OTKpbITass cMcteMa B 3aBMCMMOCTM OT MapaMeTpoB
©ecnpoBogHON CTaHLMM 1 3anpoca.

e ®dopmar knwvya WEP — 3gecb MoxHO BbibpaTh LlecTHaguaTepuuHbin nnn ASCII
dopmar. LlecTHapguaTeprYHbIN dopmat O3Ha4aeT KOMOMHaLMIO
wecTHaguaTepuydHbix cumsonos (0-9, a-f, A-F) onpegenernHon anuHel. ®opmat ASCII
O3Ha4aeT KoOMOMHAaLUMIO KnaBuaTypHbIX CUMBOSIOB OnpeaeneHHon ANUHBI.

e Knrou WEP — BbibepuTe 04MH U3 YeTbIpex Kntoyen n ykaxnte WEP-kntod. YoeanTech
B TOM, YTO AaHHble 3HAYEHMS1 OQMHAKOBLI A5l Bcex 6ecnpoBOAHbIX CTAHLUI CETU.

e Twun knwya — 3gecb MOXHO ykasaTb anvHy WEP-kntoua (64-, 128- nnun 152-6utHbin).
3HadyeHne "OTkMoYeHoO" o3HavaeT, 4TtOo 3anuck ¢ WEP-kniovom aBngetcs
HeOencTBUTENbHON.

64-6UTHLIN — Bbl MOXeTe yKasaTb JeCATU3Ha4YHOe LecTHaaLaTepuyIHoOe Yncro
(kombuHauma cumsonos 0-9, a-f, A-F, HyneBon Knto4 He NogAepPXKNBaETCS) Unu
nATU3Ha4Hoe Yncno B koguposke ASCII.

128-6MTHBLIN — 3gecb MOXHO yKasaTb 26-3Ha4yHOe LWeCTHaauaTepnyHoe Yncro
(komBuHauma cumsonos 0-9, a-f, A-F, HyneBown KntoY4 He NogAePXKNBAETCS) UK
13-3HayHoe yucno B kogmposke ASCII.

152-6uTHOE — 30eCb MOXHO 32-3Ha4YyHOoe LWeCcTHaguaTepuyHoe Yncno (KomomHaums
cumBonos 0-9, a-f, A-F, Hynesow kno4 He nogaepxmeaeTca) nnn 16-3Ha4vHoOE YMCno B
koauposke ASCII.

& lMpumevaHue:

Ecnn Bbl He ykasanu koY, dyHkums obecnedveHnss GesonacHocTn OyaeT ocTaBaTbcs
OTKJTOYEHHOW, Aaxe ecnu B Tune ayTeHTUdMKaummn 6bin BeibpaH Kniod coBMecTHOro AocTyna.
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He 336y,D,bTe HaXaTb KHOMKY COXpaHMTb, 4yTOObI COXpaHUTb caelaHHble B OKHE U3MEHEHUA.

4.7.4 dunbtpauma MAC-agpecoB

Bbibpas BecnpoBogHom pexum - dunsrpaunsa MAC-agpecoB, Bbl CMOXETE KOHTPONUPOBATb
GecnpoBoaHoOM JOCTYN, HacTpouB pyHkuuio unbrpaumm no MAC-agpecam (puc. 4-34).

@unetpauna MAC-agpecoB

ouneTpauua MAC-anpecos: OTKNOYEHO

Mpasuna tpuneTpaymn
G 33I‘IpETHTb O0CTYN CTAHUWAM, YK333aHHBIM BO BENKYEHHBIX NPE3BMNAXY W3 CAWCEE.

(7 PaspewnTs gOCTYN CTaHUMAM, YKA3aHHEIM B0 BKITKYEHHEIX NMPABNNEX 13 CIMCKE.

ID  MAC-agpec CocToRHHe Onucauue H3MenuT

Puc. 4-34 dunstpauna MAC-agpecos

YUTo6bl akTMBUPOBaTbL (PyHKLMIO, HEOOX0AMMO BbiOpaTh Bknountb. 1o ymonyaHmio,
YCTaHOBMEHO 3Ha4YeHne OTKIIOYEHO.

> MAC-agpec — MAC-agpec 6ecrnpoBoaHON CTaHUMN.
> CocTtosiHue — CocTtosiHne 3anucu — BknroveHo nnu OTKMYeHo.
> OnucaHue — OnucaHme 6ecnpoBOAHON CTaHLNN.

UTto6bl 406aBNTb HOBYIO 3anNnCb, HaXXMuTe KHoMky [lo6aBuTb... OTkpoeTcsa okHO [lo6aBUTbL unu
M3MEHUTb 3anuchb... (CM. puc. 4-35):

OobaBuTb MNK N3MEHUTE 3annck GecnposogHon @uneTpauna MAC-agpecos

MAC-agpec:
Onucanue:

CocroAxue: BrntoueHo b

[ Coxparute | | Hasag |

Puc. 4-35 dunerpauns MAC-agpecos
Y100bI 4OGABUTL UMM U3MEHUTbL 3anNnCb, HeObXoaMMO caenaTb criegyloulee:

1. B nome MAC-agpec yKaxuTe COOTBETCTBYyWLLlee 3HadyeHMe B  cpopmaTe
XX-XX-XX-XX-XX-XX (roe, X — ato gecarepuyHoe ymcno). Hanpumep, 00-0A-EB-00-07-8A.

2. B none OnucaHue ykaxute KpaTkoe onuncaHuve 6ecnpoBoAHOM cTaHumn. Hanpumep,
BecnpoBogHas ctaHuusa A.
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3. B none CoctosiHne w3 BbiNagaloWero cnucka BblibepuTe 3HadveHne BknroyeHo unu
OTKno4YeHo.

4. YT06bI COXpPaHUTbL BBEAEHHYIO 3aMNUCb, BOCMONb3YNTECH KHOMKOM COXPaHUTD.
YT06bI N3MEHUTb UMK YAANUTb CYLLECTBYIOLLYIO 3aMUCh:

1. BbIbepuTe 3anucb U HaXMuUTE KHOMKY U3MeHuTb. YTobbl yaanute 3anucb, BOCNOMNMb3YNTECH
KHOMkon YaanuTb.

2. BHecute HeobxoguMble U3MEHEHUS.

3. Haxmute kHonky CoxpaHUTb.

HaxaBs kHomnky BknounTb Bce, Bbl CAenaeTe BCe 3anvMcy akTUBHBIMU.
Haxas kHonky OTKNIOYNTL BCe, Bbl cAenaeTe BCe 3anncu HeakTUBHbIMU.
HaxaB kHoMKy YaanuTb Bce, Bbl yaanute BCE 3anucu.

Haxas kHonky Cneaytowas, Bbl nepengerte B crieyoLlee OKHO.

HaxxaB kHonky Mpeabiaywias, Bbl BEpPHETECH B NpeabldyLliee OKHO.

Hanpumep: Bbl xoTUTe npedocTaBuTb OOCTYN K MapLipyTu3aTopy Tonbko Ansa GecrnpoBogHou
ctaHuum A ¢ MAC-agpecom 00-OA-EB-00-07-8A n 6ecnpoBogHon ctaHumm B ¢ MAC-agpecom
00-0A-EB-00-23-11. Ons aTtoro B oOkHe ®unbTpauma no MAC-agpecam 6ecnpoBOAHbIX
YCTPOMUCTB HEOOX0aNMO caenaTh crieqytoLLee:

1. Haxmute kHonky BknounTb, YTOObLI akTMBMpOBaTh OYHKLMIO.

2. BebibepuTe none “Pa3pewnTb A4OCTYN CTaHUUAM, YKa3aHHbIM BO BKMIOYEHHbIX NpaBunax
13 cnucka” ansa Mpasun dounbTpauuu.

3. Ypanute nnu oTKN4MTE BCE 3anvcu (eCnv TakoBble UMEIOTCS).

4. Haxmute kHonky lo6aBuTtb... B none MAC-apgpec ykaxute 3HadeHne 00-0A-EB-00-07-8A,
3atem B none OnucaHme BBeauTe becnpoBogHas ctaHuma A. B none CocrtosiHme u3
BbiNadaloLWwero crnvcka BbibepuTe 3HadveHne Bknro4veHo. Haxmute kHoOmky CoOXpaHUTD.
Haxxmnte kHonKy Hasap.

MpaBuna unbTpaummn AOMKHbI BbIrMSAeTb CrieayowmmM o6pasom:

MpaBuna cpuneTpaunn
@ 3anpeTuTe OOCTYN CTAHUMAM, YKA3aHHBIM BO BKMKUEHHEIX NPABKMAEX M3 CAWCKA.

PaspewnTe OoCTyN CTAHUMAM, YKa3aHHEIM BO BENKYEHHLIX MPABUNAY W3 CNWCKa.

ID MAC-agpec CocToAHne Onucanmne HameHnT

1 00-0A-EB-00-07-2A Brnwyexno A HameHuTb Y¥oanuro

4.7.5 [onosnHuUTesbHble HACTPOUKMU

Bribpas BecnpoBogHou pexum — [JononHUTenbHble HACTPOWKMU, Bbl MOXETE HACTPOUTb
pacLUMpeHHble HacTponkn 6ecnpoBOAHON CETH.
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MowHoCTE NepegaT4mKa: Beicokan -
WHTepean mamka: 100 {40-1000)
Mopor RTS: 2346 (1-23486)
Mopor (pparMeHTaunHmn; (256-23486)
Wurepean DTIM: 1 (1-15)

| Aktwewpoeate WM
V| Axtvenpoeate Short Gl (KOpOTKWIA 3aWWTHLIA WHTEpEaN)

AKTWBWpOBATE AP Isolation (M3onAUMA TOUKKW gocTyna)

[ COXpaHnTb ]

Puc. 4-36 [JononHuTenbHblE HACTPOWKM

MowHocTb nepepatyuka — 30ecb MOXHO Bbl6paTb MOLLHOCTb nepegaBaemMoro curHana.
Mmetowmeca 3HadeHus — BblCOKad, cpeaHaa unn HU3Kad. Mo YMOJTHaHUO YCTaHOBJ1EHO
3Ha4yeHne BbICOKas. PeKomer,yeTc;l ncnonb3oBaTtb MMEHHO 3TO 3Ha4YeHue.

MHTepBan maska - 34ecb MOXHO ykasaTb 3HadeHue B npegenax ot 20 go 1000 mcek.
[aHHaga dyHkums oTnpaensetr Beacon-nakeTbl ANA CUHXPOHU3aUuK paboTbl 6ecnpoBogHO
cetn. [aHHoe 3HayeHue onpeaensieT WMHTepBan Mexay oTnpaBkon Beacon-nakeTos.
3HayeHne no ymonyanuio 100.

Mopor RTS — 3geck ykasbiBaeTca 3HavyeHue nopora RTS (Request to Send). Ecnu BenuumHa
naketa npeBsblllaeT ycTaHOBNEeHHOoe 3HadyeHune nopora RTS, maplipytmusaTop npousBoaut
otnpaeBky kagpoB RTS Kk npuHMMaloWen CcTaHuMM W COrMMacoBbIBAET  OTMNpaBKy
MHOPMALMOHHOIO Kagpa. 3HadyeHne no ymondaHmio 2346.

Mopor dparmeHTaumm — [JaHHOe 3Ha4yeHue onpegensdeT parMeHTauuio naketoB. Ecnu
OHO YCT@HOBIIEHO CIIMLLKOM HMWU3KUM, 3TO MOXET NPUBECTU K HEYAOBNETBOPUTENbHOMN
NpOM3BOAUTENLHOCTM CETUM WM3-3a Hanumums Gonblioro 4vucna naketoB. Mo ymonyaHuio
ncnonb3yeTcs 3HavyeHne 2346. PekomeHayeTcsa Ncnonb3oBaTtb UMEHHO 3TO 3HAYEHKe.

Mutepsan DTIM — 3710 3HadyeHue onpedenseT vHTepsan ans coobuweHns DTIM (Delivery
Traffic Indication Message). MNMone DTIM gBnserca nonem oTcdeTa, MHOPMUPYIOLLMM
KNWEHTOB  credylowero OkKHa Ans  MpochyluBaHUSA  LUMPOKOBeLlaTernbHbIX — UMn
MHOroapecHbIX  COODBLLEHWIA. Korpa  mapwpyTtmnsatop  coxpaHseT B Oydep
LUMpOKOBeLLaTeNnbHble UMM MHOroagpecHble COOOLIEeHUs Ansi aCCOLUMPOBAaHHBIX KITMEHTOB,
OH oTtnpasnseT cneaywuwee DTIM co 3HayeHnem uHTepBana DTIM. Bbl moxeTe ykasaTb
3HavyeHve B npegenax or 1 po 255 wuHTepsanoB Beacon-naketoB. [lo ymonuyaHuio
ucrnonb3yeTtcs 3HaveHue 1, yto o3HadvaeT, yto DTIM-uHTepBan paBeH ogHOMY WHTepBany
oTnpasku Beacon-nakeTos.

AktuBupoBatb WMM — OyHkuna WMM oGecneunBaeT nepBooyepeaHy0 Nepeaady naketos
C BbICOKOMPUOPUTETHBIMU CO0OLLEHMAMW. HacTosATeNbHO peKOMEHOYETCA MCMNOMNb3oBaTh 3Ty

dYyHKUMIO.

AxtuBupoBartb Short Gl — PekomeHayeTcs ncnonb3oBatb 3Ty hyHKUUI0, YTOObI YBENUYNTL
€MKOCTb [aHHbIX MOCPeaCTBOM YMeHbLUEHUS 3almnTHOro nHtepeana (Guard Interval, Gl).

AxtnBupoBatb AP Isolation — [JaHHaa dyHKUMA NO3BONSIET M30NMpoBaTb GECNPOBOAHLIE
cTaHuMM ceTun apyr oT Aapyra. B atom cnyyae 6ecnpoBogHble YycTpowcTBa OyoyT
B3aMMOJEeNCTBOBaTb C MapLUPyTU3aTOPOM U HE CMOryT B3aUMOLENCTBOBATbL APYr C APYrOM.
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UTobObl akTMBMPOBATb (PYHKLMIO M30MSLUMM TOYKM LOCTYNa, OTMETbLTE COOTBETCTBYOLLYHO
sA4enky. o ymonyaHuio gaHHas OyHKUNA OTKIIOYEeHa.

& lMpumeyvaHue:

Ecnv Bbl HEAOCTAaTOYHO XOPOLLO 3HAETE HACTPOVKM AA@HHOTO OKHA, HACTOATENBHO PEKOMEHYeM
HEe M3MEHsiITb YCTAHOBIEHHblE MO YMONYaHUKO 3HAYeHWs. B MpOTMBHOM cry4yae BO3MOXHO
yXyZLLIEeHMEe NPOM3BOANTENBHOCTM 6ECNPOBOAHON CETH.

4.7.6 Cratucrtmnka 6ecnpoBOogHOro pexmma

BuibpaB BecnpoBogHon pexum - CTaTUcTMKa O6ecnpoBOQHOrO peXuma, Bbl MOXETE
npocmoTtpeTb uHdopmaumio no  MAC-agpecy, TekyllemMy COCTOSHMIO, MOMyYEeHHbIM U
OTMNpaBIiEHHbIM NakeTam ANng Kaxgon NoakntoyeHHon 6ecnpoBO4HON CTaHLMM.

Cratnctika becnpoBogHoOro pexuma

YHCno NoAKNKYeHHbIX B HACTORWEE BpeMA GecnpOBOAHbIX CTAHIHA 0 [ ObHOBUTL ]

Puc. 4-37 Ctatuctmka 6ecnpoBogHOro pexuma
> MAC-agpec — MAC-agpec nogkntoyeHHon 6ecnpoBoOgHON CTaHLMM.

> Tekywee coctosiHue — 34ecb oTobpaXkaeTca Tekyllee cocTossHne 6ecnpoBOgHON CTaHLMM -
STA-AUTH / STA-ASSOC / STA-JOINED / WPA | WPA-PSK /| WPA2 | WPA2-PSK /| AP-UP /
AP-DOWN / OTknioueHo.

> [akeToB NpPUHATO — [1akeTbl, NONyYeHHbIE CTAHLUNEN.
> [aketoB oTnpaBneHo — [1akeTbl, OTNpPaBrEHHbIE CTaHUNEN.

Bbl He MoXeTe BHOCUTb W3MEHEHUSI B [aHHble, NMPeACTaBlieHHble B [AaHHOM OkHe. YToGbl
06HOBUTb MHCPOPMALIMIO B OKHE, HaXXMUTE KHOMKY OBHOBUTb.

Ecnn  konuyecTBO  MOAOKMIOYEHHBIX CTaHUMWA  3aHMMaeT ©Oonblle OAHOW  CTpaHuubl,
BOCMONb3ynTeCb KHOMKOW Crnepyrowan, 4ToObl MEeperTM Ha Creaywlollyl CcTpaHuuly, wim
kHonkor MpeAablaywan, YTobbl BEPHYTLCSA Ha NPeablayLLyo CTpaHuLy.

& [lMpumevaHue:
MH(bOpMaLI,I/IFI B OKHEe O6HOBJ‘I$|eTC$I aBTOMaATU4YEeCKN KaXXable 5 CeKpr,.
4.8 TocteBas ceTb

[oCcTeBaA Cetk

- HacTpoilkn DeCcnNpoOBOOHOTD PEXHME

- COBMECTHLIA [OCTYN K YCTPORCTBY XPaHeHHA NaHHb

Puc. 4-38 MeHto lNocteBas cetb

67


http://192.168.0.1/userRpm/GuestNetWirelessCfgRpm.htm�

LIRCR I BecnpoBogHoOW rMrabuTtHbIn mapwpyTusatop cepuu N

B MeHto rocteBol ceTu pacrnonoxeHbl ABa noaMeHo: HacTpoiku 6ecnpoBogHOro pexuma u
CoBMeCTHbI [OCTYN K AaHHbIM. BbibpaB kakol-nMbo M3 HUX, Bbl CMOXETE HaCTPOUTb
COOTBETCTBYOLLME DYHKLNN.

4.8.1 HacTtpouku 6ecnpoBOOHOro pexuma

Mepengnte B MeHio locteBaa ceTb - HacTponkm GecnpoBogHoro pexuma. Bbl cmoxete
Npon3BoaAUTb HaCTPOKKkM BECNPOBOAHOIO COEAMHEHMS MO rOCTEBOW CETU, KaK yKa3aHO Ha PUCYHKe
4-39.

KoHTpone gocTyna u nponyckHol cnocoBHocTH
PaspewnTs rocTeBsIM NONL30BATENAM AOCTYN K MOSH NOKANEHON CETH:
BKNHYHTE KOHTPONL NPONYCKHOR CNOCOGHOCTH ANA rOCTEBON CETH:
WcxooAamwan nonoca NPonycKaHuA ANA rocTeBON CETH: 256 Koutic (AwanaszoH:1~1000000)
BxogAwan NponyckHan cnocobHOCTL ANA rOCTEBOW CETH: 1024 Kowt/lc (Owanasou:1~1000000)

BecnpoBoaHoi pexum 2,4 My

Focreean cets (2,4 ITu):

WuA cemn: TP-LINK_Guest_2.4GHz_AC67B6 (Taloxe HaswigaeTcA SSID
3awwta GeCnpoBOAHOID pexHMa: Orkniounts 3awyuTy v
Bpema nocryna: Mo pacnucaxno » HEBOIMOMHO NOGKNIUHTE!

@ Kawaelil geHs Bribpare aeHe
Mow. [/]Br. [J]Cp. [/]BT. [J]NaT Cy6. || Bockp.

J| Bce gHu - 24 yaca

BecnposoaHom pexum 5 My

lNocteean cets (5 Mu):

Wun cemn: TP-LINK_Guest_5GHz_ACE7B7 (TaKcke HaseeaeTca SSID,
Jawmra GecnpoBOAHOND PEXHMA: OTKNIOYUTE 3aLUNTY -
Bpewma noctyna: Mo pacnucaxnio v HEBO3MONHO NOOKMOYNTE!

@ Kawgwi geHs BeiOpate geHe
Mow. Br. Cp. BT. nar Cy6. Bocxp.

7| Bce gHu - 24 yaca

[ Coxpanute |

Puc. 4-39 Hactpowkn 6ecnpoBogHOro pexuma ans rocTeBomn CeTu

» PaspewmTb rocteBbIM Nonb3oBaTensiM A4OCTYN K MOeW nokanbHon cetn — Ecnu none
OTMEYEHO, roCTEBbLIE NOMb30BaTENU CMOTYT NOAKITOYATLCS K BaLLEN CETU.

> BKIHOUYMTbL KOHTPONb NPOMYCKHOW CMOCOOGHOCTM ANA rocrteBom cetu — Ecnv none
OTMEYEHO, KOHTPOSb NOSOChI NPOMYCKaHMS FOCTEBON CETU OyOEeT BKITIOYEH.

» MWcxopsawas nonoca nponyckaHua Ans rocteBon cetn — CKOpOCTb 0TAa4M AaHHbIX Yepes
nopt WAN gns rocteson ceTu.

» Bxopgswasn nonoca nponyckaHuA AnA rocteBon cetn — CKOPOCTb 3arpy3ku AaHHbIX Yepes
nopt WAN gns rocteBou ceTu.

» TocTteBas ceTb (2.4 I'Tw/5 I'Mu) — BkniovaeT nnm otkntodaeTt dyHKuuo focteBomn cetu.

» MWma cetn — BBegute 3HadeHue Ao 32 cumBoroB. Takoe xe umms (SSID) AomkHO ObiTb
Ha3Ha4yeHo BceM OecnpoBOAHbLIM YCTPOMCTBaM Ballel [ocTeBown ceTu.
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3awmTa GecnpoBogHOro pexuma — B 3ToM norne Bbl MOXeTe MPOM3BECTU HACTPOWKY
3aLnTbl FOCTEBON CETU.

Bpemsa poctyna — B ykasaHHOe BpeMsi 6eCNpOBOAHbIE YCTPOMUCTBA MOTYT MOAKITHOYATLCS K
TOYKe OocCTyna.

& lMpumeyaHue:

[vana3oH nonockl nponyckaHus AN rOCTEBOW CETU PACCYUTLIBAETCS B COOTBETCTBUM C
HacTpoVikamu MOMockl MPOMyCcKaHUst Ha cTpaHuue “KoHTporb nomnockbl nponyckaHus — ->
MapameTpbl KOHTpOnA”.

4.8.2 CoBMeCTHbIN JOCTYN K YCTPOUCTBY XpPaHEHUSA JaHHbIX

Mepengute B meHto MNocTeBas ceTb - COBMECTHbLIN JOCTYN K YCTPOUCTBY XpaHeHUs1 AaHHbIX.
Bbl cmoxeTe npou3BOAUTb HACTPOWKM COBMECTHOrO AOCTyMNa K [aHHbIM FOCTEBOW CETU, Kak
ykaszaHo Ha pwuc. 4-40. Korga obwas nanka 6ynet gobaBneHa, Bbl CMOXETE yBUOETb €€ UMS,
pa3mep 1 pacnonoxeHve. Bbl Takke cMoxeTe yaanutb oOLLYyI0 Nanky, Haxas KHOMKY YAanuThb.

YV V V V

>

Mpumeyanue: MpoeepeTe, 4To0kl B CTPOKe COCTOAHME CEPEKCA HA CTpaHuue HacTpoiku USB Guino ykasaHo 3anyueHo. BEnwoyute
3aWMKTY COBMECTHOTO AOCTYNA K YCTPOHCTEY XPaHEHHA OaHHLIX C NOMOWEH Napona.

YnpaenexHue y4ETHOH 3aNUCBI0 NONbL30BATENA MameHuTs

WNMA nonb3oBaTens Mapons Mpaea JoCTyNa K yCTPOACTBY XPAHEHHA JaHHbIX

guest guest TonbKO YTEHHE

CocroAnue cepeuca: (OCTaHoBNEHD

Wmr Pazgen Manka H3meHnTE

Mankn He HacTpoeHsl. MoJKMOYNTE BHEWHWA USB-HaKonUTeNb K MapwpyTH3aTopy U NpOEEpLTE, ONpedenéd N oH
MapLWpYTM3aTopoM.

Puc. 4-40 CoBMeCTHbIN AOCTYN K YCTPONCTBY XpaHEeHUs JaHHbIX B FOCTEBOWN CETU

Mma nonb3oBaTensa — [1nsa rocteBon ceTu yCTaHOBNEHO UMSA norb3oBaTens guest, kKotopoe
He MOXeET ObITb N3MEHEHO.

I'Iaponb — Beegute naposib B AaHHOE norse. ﬂaponb OOJKEH COCTOATb U3 6yKB 7 Ll,VIC*)p n He
OOJKEeH npesBblllaTb 15 cumBOMnoOB.

MoaTsepauTe naponb — [OBTOPHO BBEAUTE Naposib B AaHHOE norse.
MNMpaBa poctyna — NonHomouns nonb3oBaTtens: ToNbKo YTeHWe unn YTeHme n 3anuce.
Nmsa — OTobpaxaemoe nmsa gaHHOM Nanku.

Paspen — Tom, K KOTOPOMY NMpUHAANEXuT nanka. Tom 1-8 — nogknoveHne k USB-nopty 1,
Tom 9-16 — ato nogkntoyeHne kK USB-nopty 2.

Manka — PeanbHoOe NoONHOE MECTOHaxXOXAeHMe YKa3aHHOW Nnanku.

Bbl MmoxeTe BbIOpaTh 06Ly0 nanky, Haxkas BbiOpaTb.

Bbl MOXeTe yaanutb o6LLyto nanky, Haxas YaanuTb.
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Cnepyite HuXeyKa3aHHbIM MYHKTaM ANs HAacTPOWKM COBMECTHOFO AOCTyna K AaHHbIM
6ecnpoBoOAHOM CeTH:

1.
2.

Moakntounte BHeWwHMn USB xéctkunin guck unm USB dnall-HakonuTenb K MapLipyTnsartopy.

Y6egutecb, 4to B nyHkte “CocTtodHme cepsuca” Ha cTpaHuue “Hactpovkn USB ->
CoBMECTHbIV JOCTYN” YCTaHOBMNEHO 3HadYeHne “3anyLeHo’.

Y6egutecb, 4to B nyHkTe “COBMECTHbIA OOCTYM, 3alMLEHHBIA NaponeMm” Ha CcTpaHuue
“Hactponkn USB -> CoBMeCTHbIN JOCTYN” yCTaHOBMEHO 3HavyeHue “BkntovyeHo”.

Haxxmute 3anycTtutb, 4Tobbl BKNIOYNTL COBMECTHbLIN AOCTYN K JAHHBLIM FOCTEBOMN CETU.

HaxmunTte [Jlo6aBMTb HOBYIO Nanky, 4Tobbl BbIOpaTh nanky, K KOTopow byaeT NnpefocTaBrneH
roctTeBoun 4oCTyn.

Mo ymonyaHuio ycTaHOBNEHa oHa Nonb3oBaTernbckas y4éTHas 3anmcb C NpaBamMm COBMECTHOIO
A0CTyna K AaHHbIM rocTeBon ceTu. Haxxas U3meHUTb B OKHe, yKkazaHHOM Ha pucyHke 4-40, nepeq
BaMu MOSIBUTCS OKHO, YKa3aHHOe Ha pucyHke 4-41, rge Bbl CMOXETE W3MEHWUTb Naporib U
MOMHOMOYMS JOCTyNa Yy4ETHOW 3anuncu.

NameHUTE y'ﬁTHylo 3anucb NONL30OBaTeNA rocTEBON CeTH
HmAa nonkzoearens:
Napone: [TTI11]
MoareepauTs Naponk: sesee
Mpaea QOCTYNa K yCTPORCTEY XPAHEHHA OaHHBIX: TonbKo UTeHne =
[ cCoxpamnts || Hasan

Puc. 4-41 \'ameHeHne y4ETHON 3anmncu rocTEBON CETH

& lMpumevaHue:

Ecnn Bbl X0TWTE, YTOOLI rOCTEBLIE MOMbL30BATENN UMENW OOCTYN K Narnkam rocTeBON CeTu C
NMOMOLLIbIO TOCTEBOW YYETHOWM 3anncy, Bbl AOMKHbI BKIHOYMTL 3anpoc napons npu gOCTyne K
o0LWwmmM gaHHbIM Ha cTpaHuue “HacTtponkn USB” -> “CoBmecTHbIN goctyn”.

2. MakcumansHoe KonmyecTBO obwWmx nanok — 6. Ecnu Bbl xoTute AobaBuTb HOBYHO nNarky
CBepX 3TOro KONMYecTBa, Bbl MOXETe yaanuTb obLLyto nanky 1 3atem 4ob6aBnTb HOBYHO.

DHCP

- HacTpodku DHCP

- Cnucok knwentoe DHCP

- PesepBHpOBaHHe aqpecos

Puc. 4-42 MeHio DHCP

B meHio DHCP cogepxarca Tpyu nogmeHw (cm. Puc. 4-42) — Hactponku DHCP, Cnucok
knueHtoB DHCP n PesepBupoBaHue agpecoB. BbiGepuTe OOHO M3 HUX AN HAcTPOWMKM
COOTBETCTBYHOLLEN PYHKLNN.
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49.1 Hacrtpounkmn DHCP

Bbibpas DHCP - Hactpouku DHCP, Bbl MoXxeTe HacTpouTb napameTpbl pabotel DHCP-cepeepa
(cm. puc. 4-43). Mo ymonyaHuio mapLupytmsatop pabortaet B pexume cepsepa DHCP (Dynamic
Host Configuration Protocol), 4to o6ecneunBaeT ncnonb3oBaHue koHdurypaumm TCP/IP gns Bcex
KOMMNbIOTEPOB NOKarnbHOW CETU, NOAKIMKYEHHbIX K MapLUpyTU3aTopy.

DHCP-cepeep: OTENOUYNTE @ BENKYWTE
HayanbHuid IP-agpec: 192.168.0.100
Koneynwn IP-anpec: 192.168.0.199
Cpok OedcTBHA agpeca: 120 MUHYTEI (1-2880 MUHYT, No yMon4adui: 120)
CCHOBHOR WNH3: 192.168.0.1 (no eslGopy)
NoMeEH MO yMONMYaHHHD: (no exiBopy)
MNpegnoyntaemelid DNS-cepeep: 0000 (no BeiGopy)
AnNbTepHATHBHEIA DNS-cepBep: 0.0.0.0 (no eslGopy)
|  Coxpanute |

Puc.4-43 Hactpoiikn DHCP

> DHCP-cepBep — OTkntoumntb unm Bknountb DHCP-cepBep. Ecniv Bbl oTkNtovaeTe cepsep,
B Bawewn cetn gormkeH 6biTb gpyron DHCP-cepsep nnn B NpOTUBHOM Criyvae Bbl OOMKHbI
OygeTe NpoM3BECTU HACTPOMKY KOMMbIOTEPA BPY4YHYIHO.

> HavanbHbin IP-agpec — Ykaxute IP-agpec, ¢ kotoporo DHCP-cepBep 6yaet npmucBansatb
IP-agpeca. Mo ymonyaHuto ucnonbayetcs 3HaveHme 192.168.0.100.

> KoHeuHbIn IP-agppec — Ykaxute koHeudHblin |P-agpec pguwanasoHa, WCMonb3yemoro
DHCP-cepBepom npu npucsoeHun IP-agpecos. Mo ymonyaHuio MCNonNb3yeTcs 3HaveHue
192.168.0.199.

> CpoK pencTtBusa agpeca — [laHHOe 3HaueHWe onpeaensieT Nepuon BPEMEHU, B TeYeHue
KOTOpOro nornb3oBaTento OyoeT npenoCTaBnNeHO MOAKIYEHNE K MapLupyTM3aTopy Mo
TekylieMy auHammnyeckomy IP-agpecy. Cpok AecTBUS agpeca ykasbiBaeTcsl B MMHyTax. Mo
NCTEYEeHMN [AaHHOrO Mepuoda Mornb3oBaTesnio aBToOMaTMyeckn OyaeT NPUCBOEH HOBLIN
AnHamuyeckmi IP-agpec. 3HayeHne MoXeT ObiTb B AManasoHe 1 ~ 2880 MuHyT. 3HaveHune
no ymonyaHuio coctaenseT 120 MUHyYT.

> OcHoBHOM wnw3 — (o Bbidopy) 3gecb ykasbiBaetcsa IP-agpec LAN-nopta
MapLipyTusatopa. 3Ha4yeHue no ymondaxuio 192.168.0.1.

> [omeH no ymonuaHuio — (no BbIGopy) B aToM nomne MoXHO yKkasaTb JIOMEHHOe UMS Ballel
cetu.

» [lMpepnouutaembin DNS-cepBep — (no BbiGopy) 3gecb MOxHO YykasaTb |P-agpec
DNS-cepBepa, nonyyeHHbIN OT NnocTasLmka VIHTepHeT-yCnyr.

» AnbrepHatuBHbIn DNS-cepBep - (no Bbibopy) 3aeck MOXHO ykasaTb IP-agpec gpyroro
DNS-cepBepa, ecnu Ball noctaBLmk VIHTepHeT-ycnyr npegoctaesnseT Asa DNS-cepsepa.
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&= [lMpumeyvaHue:

YTtobbl ucnonb3oBatb GyHkumto DHCP-cepBepa B MapLupyTMsaTtope, Yy BCEX KOMMbIOTEPOB
noKanbHOM ceTn AOMKHO ObITh BbIOpaHo 3HaveHue "Tony4yats IP-agpec aBTomaTnyeckn”.

4.9.2 Cnucok knueHtos DHCP

Bbibpas DHCP - Cnucok knueHToB DHCP, Bbl MOXeTe npocMmaTtpueaTth MHOPMaLMIO MO BCEM
KnueHTam mapLupyTtusatopa (puc. 4-44).

ID  HwmA KnuenTa MAC-agpec HasHa4eHHbIH IP-aopec CpoK NedCTEHA

1 win7-PC 74-D4-35-98-3F-B7 192.168.0.100 01:50:32

| OBHORUTL |

Puc. 4-44 Cnucok knueHtoB DHCP
> Wwma knueHTa — Nma knnenta DHCP.
» MAC-appec — MAC-agpec knmeHta DHCP.
»> HasHaueHHbIN IP — |IP-agpec, HasHayeHHbIN MapLUpyTu3aTopom knneHty DHCP.

» Cpok genctBusa — Bpems gencrteus aguHammdeckoro |IP-agpeca knunenHta DHCP. lMocne
NUCTEYEHNss CpoKa [OEeNCTBUS MOMb30BaTEN0 aBTOMaTMYECKM MpUCBaMBaeTCs HOBbLIN
OuHamundeckun IP-agpec.

Bbl He MOXeTe BHOCUTb M3MEHEHMS B MHOpMaUuio, coaepallyocsl B AaHHOM OKHe. YToObl
0BHOBMTbL MHHOPMALIMIO, BOCMONb3YNTECH KHOMKO OBHOBUTL.

4.9.3 Pe3epBupoBaHue agpecoB

Bbiobpas DHCP - PesepBupoBaHMe agpecoB, Bbl MOXeTe npocMaTpuBatb U [06aBnATb
3apes3epBMpPOBaHHbIE afpeca KIMEHTOB 4epes3 cnegywouiee OkHO (cM. puc. 4-45). Korga Bbl
yKa3blBaeTe 3ape3epBupoBaHHbIn IP-agpec ana koMnbloTepa fnokanbHOM CeTn, 3TOT KOMNbITEP
OyneT Bcerga nony4yaTb OAvH 1 TOT e |IP-agpec kaxabii pa3 npu obpawennn DHCP-cepsepy.
3apesepBunpoBaHHbIN IP-agpec Hy>KHO Ha3Ha4yaTb cepBepaM, TPeOYIOLWNM NOCTOSAHHbIX HACTPOEK
IP-napameTpoB.

1D MAC-agpec 3apeszepenpoeaHHbli IP-agpec CocTosHne HameHnTb

|  noBaeute... |

Puc. 4-45 Pe3epBunpoBaHne agpecos

> MAC-agpec — MAC-agpec nepcoHanbHOro KomMbkoTepa, AS11 KOTOPOro Bbl XOTUTE
3apesepsupoBaTtb IP-agpec.

> 3apesepBupoBaHHbin IP-agpec — IP-agpec komnbioTepa, 3ape3epBMPOBAHHbLIA Ha
MapLupyTusaTope.
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> CocTtosiHue — MoxeT ObITb BknroyeHo unn OTKMO4YeHo.

Y106bI 3ape3epBupoBaTth IP-agpec:
1.  Haxmute kHonky lo06aBUTb... [JOIMKHO NOABUTLCS OKHO, Kak NoKa3aHo Ha pUCYHKe 4-46.

2. Ykaxute MAC-agpec (B dhopmate XX-XX-XX-XX-XX-XX) n IP-agpec komnbioTepa, Ans
KOTOpPOro Bbl XOTMTe 3ape3epBupoBatb |P-agpec, B pgecatudHoMm cpopmate cC
pasgenuTensHbIMU TOYKaMU.

3. Haxmute kHonky CoxpaHUTb.

[o6aBUTL MMM M3MEHUTD 3annUcb pesepBUPOBaHNA agpeca

MAC-anpec:

3apezepBHpoBaHHbIN IP-agpec:

CocroAHmne: BrnroueHo b

| Coxpanute | | Hasag |

Puc. 4-46 [1o6aBnTb UnnM M3MeHUTb 3ancb pe3epBMpOBaHNS agpeca
YT106bI U3SMEHUTbL UMW YAANUTb CYLLECTBYHOLLYIO 3aNucCh:

1. Bblbepute 3anmMcb U HaxmuTe KHOMKY W3mMeHUTb. Ecnv Bbl XOTUTE yaanuTb 3anuchb,
BOCMOMb3yNTECh KHOMKON YAAanuTb.

2. BHecute Heobxognmbie N3MEHeHUs.
3. Haxwmwnte kHonky CoxpaHUTb.

Y1006bI aKTMBMpoOBaTb/OeaKkTUBUPOBaTb BCe 3anucu, BOCMNOJSb3YATECH KHOMKOW
Bknountb/OTKNIOYNTL BCe.

YTo6bl yoanuTb BCe 3anucu, BOCMONb3ynTeck KHOMKOM YaanuTb Bce.

UTobbl NepenTn B criegyloLlee OKHO, BOCNONb3ynWTeCh kKHomnkon Cneayrowas. Ytobbl BepHYTLCA
B Npeablaylliee OKHO, BOCNONb3ynTechb kHonkon Mpeabigywasn.

410 HacTtpoukn USB

HacTtpo#dkn USB

- COBMECTHBIA OOCTYN K YCTPOACTEY XPAHEHWA JaHHbI)
- FTP-cepeep

- Menna-cepeep

- MpuHT-CEpBED

- Y4y&THBIE 33NHCH NONbL30BaTeneH

Puc. 4-47 MeHto Hactpownkn USB

B meHio Hactponkn USB ecTb nATb NoAMEHIO (Kak nokasaHo Ha puc. 4-47). CoBMeCTHbIN
AOCTYN K YCTPOUCTBY XpaHeHus paHHbix, FTP-cepBep, Meauna-cepBep, MNMpuHT-cepBep 1
YyeTHble 3anvMcu nonb3oBaTenen.
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4.10.1 CoBMeCTHbIM AOCTYN K YCTPOUCTBY XpaHEHUA JaHHbIX

BbibpaB nyHKT meHio HacTtponkm USB — CoBMeCTHbIN [OCTYN K YCTPOWCTBY XpaHeHusi
OaHHbIX, Bbl CMOXETE MPOU3BECTM HACTPOWMKY MOAKIKYEHHOrO K MapLUpyTM3aTopy YCTPOMCTBA
XPaHEeHWs1 AaHHbIX, KaKk NoKa3aHo Ha puc. 4-48.

COCTORHHE CEPBHCa: 3anymeno | OCTaHOBMTH |

COoBMECTHLIA OOCTYN, 3aWHWEHHLIR Naponem

Tom EmKocTs JanATto CeofoagHo JaHATo % COBMECTHLIR OOCTYN
Tom1 7576 14TE 6.0TB 19% | OTKNHHKTE |
| MaBnedb guck | | CKaHWpoBaTL NOBTOPHO |

Puc. 4-48 CoBMeCTHbIN JOCTYN K YCTPONCTBY XPaHEHUS AaHHbIX

> CocTosiHue cepBuca — OTobGpaxaeT TekylWuMin cTaTyc cepBepa obLiero gocTtyna K
YCTPOWCTBY XpaHeHWs1 AaHHbIX, paboTaeT unu He paboTaeT. Bbl MoXeTe HaxaTb Ha KHOMKY
3anycTutb, 4TOGbI 3anyCTUTb CEpPBMC OOLLEro AoCTyna K YCTPOMCTBY XpaHEHUS! AaHHbIX
UMK MOXeTe LENKHYTb Mo KHomnke OCTaHOBUTL, YTOOLI OCTAaHOBUTL PaboTy cepBuca.

» Tom — Vmsa Toma ycTponcTBa XpaHeHUs1 faHHbIX, K KOTOPOMY NONb30BaTeNW UMEDT AOCTYI.
> EMKocTb — O6bem namsaTi YCTPOCTBA XpaHEeHNs AaHHbIX.

» 3aHATOo — 3aHATOEe NPOCTPaHCTBO YCTPOMUCTBA XPaHEHNS AAHHBIX.

» CBobogHo — CBOOOAHOE NPOCTPAHCTBO YCTPONCTBA XPaHEHNS! AaHHbIX.

> 3aHATo % - [MpoLeHT 3aHATOro NpoCcTpaHCTBa.

> CoBMecTHbIM goctyn — OToGpaxkaeT COCTOsIHME TOMa, OTKPLIT NN K HEMY OOLUMIA OOCTyn
unun Het. Korga K ToMmy OTKpbIT 06LMA JOCTYM, Bbl MOXETE HaxaTb Ha OTKNOYUTb, YTOObI
3aKpbITb OOLWMIA AOCTYN K TOMY, KOrga K TOMY 3akpbIT OBLLMIA OOCTYN, Bbl MOXETE HaxaTb
BKnO4YnUTb, YTOOLI OTKPLITL OOLLMI JOCTYN K TOMY.

HaxmuTe Ha kHonky U3Bne4ub Auck, 4tobbl 6e30nacHo 0TCOeAMHUTL YCTPOMUCTBO XpaHeHus
AaHHbIX, NOAKMIOYEHHOE K MapLpyTusatopy. [uck nepenget B pexum «odpdnanHy». Korga
cTaHeT 6e3onacHO OTCOeAUHUTb OWCK, Ha 3KpaHe NOSIBUTCA crefytollee cooblieHne (Kak
nokasaHo Ha puc. 4-49).
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F .
CoobweHwe c Beb-cTpaHvLsl I,&J

f = | B pesyneTate ganHoi onepauun Gyaet otrouen FTP-cepeep, megna-c
' epeep W dyHKLNA COBMECTHOMD SOCTYNAE K XPaHWAMLLY ABHHBIX YEPES [
CCTEEYHD CETE. [1pogonsnTe?

Ok l | Otmeqa

Puc. 4-49 CoobuieHune o 6e3onacHOM OTKIKOYEHUM YCTPONCTBA

YTtobbl HacTpouTb yHKUMIO (halnoBOro cepeBepa Ha BalleM MaplLupyTusaTtope, npoaernante
cneayowine warm:

1.
2.

5.

MoaknoumTe K MapLpyTnsaTopy BHewWwHun guck nnm USB cdnaww-KoHUeHTpaTop.

Haxxmute Ha kHonky CKaHMpoBaTb MNOBTOPHO, 4TOObI HaWTU MOAKMIOYEHHOE K
MapLIpyTM3aTopy YCTPOMCTBO.

HaxxmuTe Ha KHOMKy 3anycTuTb, YTOObLI 3anycTuTb Cryx0y obLiero AocTyna K yCTPOUCTBY
XpaHEeHUS AaHHbIX.

HaxmuTe Ha KHOMKy BknounTb B KonoHke O6LWmiA 40CTyn, YTOObI OTKPbLITE OOLWMIA AOCTYN K
ONCKY.

HaxmuTe Ha kHonky OTKNIOYNTL, YTOObI 3aKpbiTb OOLLMIA AOCTYN K OUCKY.

& MpumeyaHne

MapLupyTrnsaTop MOXET aBTOMaTUYECKN ONpeaennTb NOAKMNHYEHHOE HOBOE YCTPOMCTBO.
HoBble HacCTponKn He BCTYNAT B CUIy OO nepesanycka cepsuca.

YT06bl OTCOEANHUTL YCTPOMCTBO XpaHEHMUS! AaHHbIX, HAXKMUTE CHadana Ha kHonky M3Bneub
AUCK. He pekomeHZyeTcsi MPOCTO BblTackMBaTb YCTPOMCTBO XpPaHEHUsl AaHHbIX M3 nopTa
USB, noToMy, 4To 3TO MOXET NOBPEANUTb YCTPOMUCTBO MU MPUBECTU K NOTEPEe AaHHbIX.

Yncno nogknoyaeMbiX TOMOB He [OIKHO npeBbillatb BOCbMWU, NMO3TOMY Bbl HE CMOXeETe
3axoauTb Ha Goree Yem BOCEMb TOMOB Ha yCTpOVICTBe XpaHeHUA OaHHbIX.

4.10.2 FTP-cepBep

Bbibepnte meHio Hactponkm USB - FTP-cepBep, Ha OTKpbIBLUENCHA CTpaHMLE Bbl CMOXETE
HacTpouTb FTP-cepBep, kak nokasaHo Ha puc. 4-50.
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CocToAHKe cepBepa: QOctaHoeneH |W|
DNoctyn K HHTEepHET: Brnwunte @ OTKEN0UNTE
Mopt cepeuca: 21 (Mo ymonuaHwio 21, He MeHATE 0e3 HeoOxoguMmocTH. )
WuTepHeT-agpec: 0.0.0.0
Ny6NUYHLIA anpec: 0.0.0.0

| MoGasKTL HOBYHD NaMKy, ANA KOTOPO OyAST BO3MOKEH COBMECTHLIA 4ocTyn |

WmA Paznen NManka HzmeHuTs

Mankn He HacTpoeHel. MogKNKOYNTE K MapWPYTU3ATOPY BHEWHE e YCTPOACTED XpaHeHNA OAHHLIX, W yEedMTECk, 4TO OHO
OMNpegeneHo MapLpyTUaaTopom.

CoXpaHuTb

Puc. 4-50 Hactpolika FTP-cepBepa

» CocTtosiHne cepBepa — OtobpaxaeT Tekywun ctatyc FTP-cepsepa, pabotaeT nm oH nnm
HeT. Bbl MOXeTe HaxxaTb Ha KHOMKy 3anycTuTb, 4TOOLI 3anycTtutb FTP-cepBep unm Haxatb
Ha KHOMKy OCTaHOBUTb, YTOObI €ro OTKIMIOUNTD.

> Joctyn Kk WUHTepHeT — OTOOpaxaeT TeKyllee COCTOsHWE nogkmntoyeHna Kk MHTepHerT.
Bbibepute BknOUMTb, 4TOObI BKNIOYUTL nogkntodeHne k WIHTepHeT, wunu Bblbepute
OTKNIOYNTb, YTOOLI OTKMIOYUTL coeaMHEHNe C IHTEpHET.

> I'IopT cepBuca — Homepa NnopTOB BHELWHUNX CEPBUCOB.

> WHTepHeT-agpec — OTobpaxaeT IP-agpec WAN-ceTn maplipyTusatopa, noaTomy apyrue
nonb3osaTtenuM Moryt 3axoautb Ha FTP-cepsep no atomy agpecy. Ecrniv tun WAN -
PPPOE/PPTP/L2TP, moxeT ObITb ABa noakntoveHust. [NMonb3oBaTeniv B YacTHOW JIOKanbHON
cetn MmoryT 3axogutb Ha FTP-cepsep no [MMMy6nuyHomy agpecy, B TO BpeMsi Kak
nonb3oBaTenu n3 VIHTepHeT moryT 3axoauTb Ha FTP-cepeep no UHTepHeT-aapecy.

Y106b1 HacTpouTb FTP-cepBep, NnpoaenanTe cnegylowiue Wwaru:
1. TNopkntouute BHeLWHUN anck unu USB cnalu-HakonuTens kK MapLupytmu3aTopy.

2. Haxmute Bkntountb/OTKNIOUYNTL, YTOOLI BKIHOUYNTE/OTKNIOUNTL VIHTEPHET-COeAMHEHME K
FTP-cepsepy ¢ nopta WAN.

3. WameHute MopT cepBuca, 4TOOLI ykasaTb nopt Ana FTP-cepsepa (no ymonyaHuio aTo nopt
21, 13MeHnTe HOMep nopTa TONbKO B Cry4Yae HeobxoaumocTh).

4. Haxmute Ha [lo6aBMTb HOBYI nanky, 4tobbl A06aBuTL HOBYO nanky ans FTP-cepsepa.
Ha akpaHe 0T06pa3nTbCcsa OKHO, aHanornyHoe npeacTaBneHHOMY Ha puc. 4-51.
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MecTo: folder
Paznen: OpraHn3oBaTe COBMECTHLIA QOCTYN KO BCEMY pasgeny
MyTe K nanke; !
Bri0pate Manka
@ SRECYCLE BIN

System Volume Information
voicemail
[ cCoxpammte | | Hasan | Teyumiine 1 » crp.

Puc. 4-51 lo6aBuTb UNn M3MeHUTbL Nanky ¢ 0oL MM JOCTYNOM

OTo6paxaemoe uma — Bbl MOXeTe ykasaTb OTOOpakaemMoe UMs nanku ¢ odLwum
OOCTYrMomMm.

OpraHM30BaTb COBMECTHbIN AOCTYyn KO BCeMy pasgeny — Bbl moxeTe Bbl6paTb Ty
onuno 1 OTKPbITb AOCTYMN NO BCEM Nankam 3Toro pasaerna.

Bbl6paTb — Bbl mMoxeTe Bbl6paTb 3Ty onuuto Ana OTKPbITUA obuero noctyna K
onpep,eneHHoﬁ narke.

Bbiwe — Bbl MoXeTe LWenkHyTb Ha 3Ty KHOMKy, YToObl NMepeiTun B nanky Bbille Mo
nepapxum.

Manka — MIMa nanok Ha TeKyLllem nyTu.

CoxpaHuTb — Bbl MOXeTe HaxaTb Ha KHOMKY CoOXpaHUTb, 4118 TOro, YTOObl COXpPaHUTb
BHECEHHbIE HAaCTPOWMKK, Nocne Yero OyaeT BbIMOSTHEH NEPEXo Ha CTpaHULy HacTpoek
FTP-cepBepa.

Haszap — Bbl MoxeTe HaxaTb Ha kHonmky Haszap, 4Tobbl OTka3aTbCsi OT BHECEHHbIX
N3MEHEHUN N BEPHYTbCS Ha cTpaHuuy HacTpoek FTP-cepsepa.

YT100bI [06aBMTL HOBYK nanky ¢ obwum pgoctynom pansa Bawero FTP-cepBepa,
npogenanTe crnegylowme warm:

1) Bbibepute OpraHuM3oBaTb COBMECTHbIN OOCTYN KO BCeMy pasfgeny uiv onuuio Bblbopa

2)

3)

onpeerieHHon nanku.

YKkaxute oToOpaxaemoe WMsl nanku C OOWMM [OCTYyrnom B TMofie peaakTMpoBaHus
OT1ob6paxaemoe nms.

Haxmute Ha kHonky CoxpaHuTb, 4TOObl COXpaHWTb BHECEHHble HacTponku. llocne Ha
3KpaHe 0TOOpa3nTCst OKHO, aHarnorMyHoe NpeacTaBneHHOMY Ha puc. 4-52.
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COCTORHHE CepBepa; Ocravoenen 3anycTUTb

Ooctyn Kk HHTepHeT: () BEMIOYMTE (@ OTKNKYWTE
MopT cepenca: 1 (Mo ymonuaHuo 21, He MeHATE Oe3 HeoOxogMMOCTK. )
HuTepHeT-agpec: 219134215131
MyBGnuyKblil anpec: 0.0.0.0

[ NoGaBuTb HOBYH MANKY, ANA KOTOPOA GYAET BOIMOKEH COBMECTHBIA AOCTYN ]

Hma Paznen Manka HameHnTh
folder Tom1 Tom1/System Volume Information MaMeHnTE ¥Oanwte

Puc. 4-52 Hactporika FTP-cepBepa

5. Haxmute Ha kHONKy 3anycTuTb, 4TOoGbI 3anyctuTte FTP-cepBep.

&= lNMpumeyaHue:

1.  MakcumarnbHoe KOnM4YecTBO nanok ¢ obLMM AOCTYNOM He OOMMKHO NpeBbIwaTh gecatn. Ecnm
Bbl XOTUTE OTKPbITb OOLMIA AOCTYN K Manke, U Npu 3TOM YUCNO Nanok ¢ O6LMM OOCTYNom
NnpeBbILIAET OeCATb, TOraa Bbl MOXETE yAanuTb O4HY M3 Nanok 1 400aBUTb HOBYIO.

2. Hactpowikn FTP-cepBepa BCTynAT B Cuy TONbKO MOCie nepesanycka cepeepa.
4.10.3 Mepuna-cepBep

Bbibpas meHtio HacTtponkn USB - Meaua-cepBep, Bbl CMOXETE Ha 3TON CTpaHWLE HACTpPOUTb
Meana-cepBep, Kak nokasaHo Ha puc. 4-53.

HmA cepeepa: TP-LINK_ACGETBT

COCTORHHE CepBepa: 3anyweHo

[[] AeTockaH. kaxgele |2 yaca [ OBHoBUTL J

[ NoGaBMTb NANKY € COBMECTHBIM AOCTYNOM ]

WmRA MaAnoean CHCTEMa Manka Yoanute

Puc. 4-53 Hactpoiika megna-cepsepa
> Wmsa cepBepa — VIma aToro meama-cepsepa.

> CocTosiHue cepBepa — OToGpaxaeT Tekyllee COCTosiHVME cepBepa, paboTaeT unu He
paboTaeT. Bbl MOXeTe HaxaTb Ha KHOMKY 3anyCcTUTb, YTOObI 3anyCTUTL Meana-cepeep unm
HaxxaTb Ha OCTaHOBUTb, YTODOLI OCTAaHOBUTL €ro paboTy.

>  Wma — Otobpaxkaemoe umMs 3Ton nanku.

> Pannosas cuctema — [pn popmaTtmpoBaHum TMn hannoBon cucTtembl MoxeT ObiTb FAT32
unn NTFS.
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> Manka — [NonHbIN NyTb K yKaszaHHOW narike.

> YpanuTb — Bbl MoXeTe yganuTb nanky ¢ o6LLIMM AOCTYNOM, HaXaB Ha KHOMKY YaanuTb.
YT0o6bI NOAKNIOYMTL U HACTPOUTL Meaua-cepBep, NpoaenanTe cregylolme Wwarn:

1. TNopkniouute BHeWHW anck nnn USB bnali-HakonuTenb K MapLupyTu3aTopy, Nocne 4ero
0TOBpPasnTCA OKHO, Kak MoKasaHo Ha puc. 4-54.

WA cepeepa: TP-LINK_ACG7TBT

COCTORHHE CepBepa: OcraHoene’o 3anycTMTE

ABTOCKAH. Kaxaele | 2 yaca ObHoBKUTE

Hma DainoBan CHCTEMA Manka YOanurL

Puc. 4-54 Mepguna-cepsep

2. Haxmute Ha kHomky 3anycTuTb, 4TOObl 3anyCcTuTb Megua-cepBep. 3aTem Ha 3SKpaHe
0TOOpa3nTbCA criegytoLLiee OKHO, Kak nokasaHo Ha puc. 4-55.

WmA cepeepa: TP-LINK_ACG7BY

e R S

7] AsTockaH. Kawasle |2 uaca ( OBHoBUTH J

[ NoGaBHTE NANKY C COBMECTHLIM JOCTYMOM |

Hma @ainoean cucTema Manka Yoanute

Puc. 4-55 Meawna-cepsep

3. Haxmute [lo6aBUTbL NanKy ¢ COBMECTHbIM AOCTYNOM, 4ToGbl yka3aTb nanky kak nyTb
novicka meaua-cepepa. OTobpasnTbLCs crneaytoLiee OKHO, Kak nokasaHo Ha puc. 4-56.
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HmR: fold
Pazgen: OpraHn30BaTe COBMECTHEIA QOCTYN KO BCEMY pasgeny
MyTe K nanke: I
Buibpath Manka
SRECYCLE.BIN

System Volume Information

woicemail

[ Coxparuts | | Hazan | Tewyumiine 1 = crp.

Puc. 4-56 Jo6aBuTb HOBYIO Nanky
OTo6paxaemoe ums — Beegmrte otobpakaemoe MMsi nanku ¢ obLLMM AOCTYMOM.

OpraHusoBaTb COBMECTHbIN [OCTYN KO BCceMy pa3sgeny — Bbl MoxeTe BbIOpaTh 3Ty
onuuio, Toraa Ko BCEM Mankam, HaxogswWwumcs B OaHHOM pasgene, OyoeT OTKpbIT
o6wwmi goctyn.

nyTb K nanke — [lokasblBaeT MeCTOHaxXoXaeHue nanku.

BbiGpatb — Bbl MoxeTe BblOpaTb 3Ty ONUMIO, YTOObI OTKPbITb OOWMW OOCTYN K
ornpeaenieHHoN narike.

Manka — MIMa nanok Ha TeKyLlem nyTu.

Bbiwe — Bbl MoxeTe HaxaTb KHOMKy Bbiwe, 4ToObl nepenTn B Nanky Bbille MO
nepapxumu.

CoxpaHuTb — Bbl MoXxeTe HaxaTb KHOMKy CoXpaHUTb, YTOObI COXPaHUTb BHECEHHbIE
HacTpoWKM, nocre Yero GyaeT BbIMOSIHEHO NMepeHanpaBfieHne Ha CTpaHWLYy HaCcTPOeK
mMeaua-cepeepa

Haszap — Bbl MoxeTe HaxaTb kHonky Hasag, 4Tobbl OTMEHUTb BHECEHHbIE HACTPOWKN U
BEPHYTbCS Ha CTpaHWLYy HacTpOnkn Meana-cepeepa.

Y1o6bI 4OGaBUTL HOBYHO Mamnky ¢ oOWMM OOCTYNOM AN Megua-cepBepa, npogenavTte
cnepyrolime warum:

Bbibepute OpraHmszoBaTtb COBMECTHbIW 4OCTYN KO BCeMYy pasgeny Unn onuuio ykasaTb
narky.

YkaxkuTe oTobparkaemoe nmsi nankm ¢ obwmm goctynom B nonie OTobpakaemoe MMs.

HaxmuTe Ha kHonky CoxpaHuTb Ansi TOro, YToObl COXPaHUTL BHECEHHbIE N3MEHEHWS, Nocne
yero OyadeT BbINOMHEHO NepeHanpaBrieHne Ha CTpaHuLy HacTpoek Meaua-cepsepa, Kak
nokasaHo Ha pwuc. 4-57.
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HMA cepeepa: TP-LINK_AC6TB7

CoCTosHKE Cepeepa: 3anyweHo

[[] AsTOCKaH. Kawgele |2 uyaca [ OBHoBUTL ]

[ [oBaBUTE NAaNKy € COBMECTHBIM AOCTYNOM ]

HmA @ainoean CHCTEMA Manka Yoanute
fold MNTFS I5ystem Volume Information ¥Oanuts

Puc. 4-57 Meawna-cepsep

4. Haxmute Ha kHonky OGHOBMTbL, YTOObI BLIMNOMHWUTL MOMCK MO BCEM Mankam C O6LMM
AocTynoMm. Bbl Takke MoxeTe BbibpaTb ABTOCKaH, U B TO e camMoe BpeMsl 3a4aTb UHTepBan
noucka u3 BbiNagawlliero crnvicka. B atom cnyyae meava-cepeep OyaeT BbINOMHATbL
aBTOMaTUYECKWIA MOUCK NanokK ¢ 06LWMM AOCTYMNOM.

& [lMpumevaHue:

MakcrMmanbHO BO3MOXHOE KONMYECTBO nanok - 6. Ecnv Bbl xogute OTKPbITb oowmn OOoCTyn K
nanke, Korga Konm4ecTBO Narnok ¢ o6Lwum OOCTynomM AOCTUINO WecCTu, Bbl MOXETE yaannTb OOHY
13 nanok n 3atem gobaBuTb HOBYIO.

4.10.4 lMpuHT-cepBep

Bbi6paB meHio Hactponkn USB — MpuHT-cepBep, Bbl CMOXETE Ha 3TOW CTpaHuLe BbINOMHUTb
HaCTPOMKY NPUHT-CepBepa, Kak NoKasaHo HUXe.

MpuHT-cCEpBep

COCTORHHE CepBepa: Ounann [ OCTaHOBMTE ]

Puc 4-58 Hactpolika npuHT-cepBepa
CylecTByeT Ba COCTOSIHUS NMPUHT-CepBepa, Kak ONnMcaHo HUXeE:

» OHhnaH — O3sHavaeT, 4YTO MpUHT-CEpBEpP BKNOYEeH. Bbl MoOXeTe HaxaTb KHOMKY
"OcTaHOBUTBL", YTOObLI OCTAHOBUTL PaboTy YCTPOWCTBA.

» OddnanH — O3sHavaeT, 4YTO NPUHT-CEPBEP BbIKMIOYEH. Bbl MOXeTe HaxaTb KHOMKY
"3anycTuTb", 4TOOLI 3aNyCTUTL YCTPONCTRBO.

4.10.5 YdyeTHble 3anucu nonb3oBaTenen

Ha 3ToM cTpaHuue Bbl MOXeTe yKasaTb MMs MONb3oBaTens M Mapofie Ans nornb3oBaTenen
YCTPOWCTBa XpaHeHus AaHHbix U FTP-cepsepa. lNMonb3oBatenn O6wero gocTyna K YyCTPOUCTBY
XpaHeHnss OaHHbIX MOryT MMeTb AOCTyn K dhanfnam Ha YCTPOMCTBE XpaHeHUs! AaHHbIX Yepes
nporpammy Internet Explorer. Nonb3oBatenn FTP-cepBepa moryt 3amtm Ha FTP-cepsep ¢
nomoLybio knneHta FTP.

81



LIRCR I BecnpoBogHoOW rMrabuTtHbIn mapwpyTusatop cepuu N

Mo ymonuaHuio cyLecTByeT ABa TUMa YYETHbIX 3anncen, ¢ MOMOLLBbIO KOTOPbIX MOXHO 3axoauTb
Ha YCTPOWCTBO XpaHeHus AaHHbIX U FTP-cepBep. 310 AamunHucTpatop 1 MocTb (Kak nokasaHo Ha
puc. 4-59). ADMUHNCTPATOP MMEET NPaBo YMTaTb/3anncbiBaTb AN YCTPONCTBA XpaHEHUS AaHHbIX
¢ obwum gocTynom 1 umeeT npaso goctyna k FTP-cepsepy, B TO BpeMsi Kak [0CTb TONbLKO uMeeT
npaBo YnTaTb ANs YCTPONCTBA XpaHeHUs OaHHbIX U He nMeeT goctyna k FTP-cepsepy.

YyéTHbIE 3anUcH NonNbB3oBaTenen

[ NofaBnTe HOBOID NONL30BATENA

WMA nonb30EaTens Napone MNpaea goctyna Noctyn K FTP-cepeepy H3MEHNTE
admin admin YTeHHe W 2anuck na MameHuTe
CoxpaHuTbe

Puc. 4-59 YnpaBneHue y4yeTHbIMW 3anMcammn nonb3oBaTenen

Tonbko AOMUHUCTPATOP MOXET C NOMOLLLIO BeO-Opay3epa nepeHOoCUTb (hainbl C KOMMNbIOTEPA Ha
3anucbiBaeMbIi TOM C 06LMM AOCTYNOM Ha YCTPOWCTBE XPaHEHUST AaHHbIX.

Onsa npo6aBneHNa HOBOM y4eTHOM 3anucu, NpoaenanTe creaylowme Wwarun:

1. Haxmwute Ha kHonky [lo6aBMTbL HOBOro MOfib3oOBaTesIfA, U Ha 3KpaHe OTOBPa3nTCA OKHO,
KaK nokasaHo Ha puc. 4-60.

Ykaxunte Uma nonb3oBartens.
Beeaute naponb B none MNMaponb.

Beegute ewe pa3 naponb B none MNoarBepanTe napornb.

o > w0 DN

Bb|6ep|/|Te npaBo AOCTyna M3 Bbinagawuwlero cCrnncka — YteHue n 3anucb vnn TorbKo
YyTeHue.

6. Bbibepute goctyn k FTP 13 BeinagatoLero cnvcka, fa unu Her.

ArobaBuUTe MU N3MEHWTE YYETHYHO 3aNUCh NONb30BATENA

HuA none3oBarena: admin‘
Napone: (1111}
MoareepanTs Naponk: senne
Mpaga goctyna: Toneko YTeHWe =
Noctyn Kk FTP-cepeepy: Her =
[ Coxpanute || Hazan

Puc. 4-60 Jo6GaBuTb nnu peaaktmpoBaTb YY4ETHYIO 3annch Nosb3oBaTens

> Uma nonb3oBaTtensa — YKaxute Mms nonb3oBaTtens, KOTOPOMY Bbl XOTUTE NpenoCTtaBUTb
[ocTtyn K yCTpOI7ICTBy XpaHeHnA OaHHbIX. ViMs nonb3oBaTtens SOMKHO COCTOATb M3 6yKB n
LI,I/I(*)p, 1 ero AnnHa He AoJfmkHa npesBbillaTb 15 cumBosos.
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» Maponb — BeegnTte naponb B none lMaponb. MNaponb AomkeH cocTosATb U3 OykB 1 Lndp n
ero AnvHa He OOIMKHa npesbiwaTh 15 cumBonos. M3 coobpaxeHuint 6e3onacHoCT naponb
ONA KaKOon yY4eTHOW 3anmcn He oTobpaxkaeTcs.

> [lNoarBepauTe naponb — BeeguTe elle pas naporsb.

> [paBa goctyna — Bbibepute n3 BbinagaroLwero cnucka npaBoO AOCTyna K YCTPOWCTBY
XpaHeHUs JaHHbIX ANS Kaxdoro nonb3osartens — YreHue n 3anuckb nnv TonbKo YteHue.

> Doctyn k FTP-cepBepy — Bruibepute 13 Boinagatowlero cnucka fa unv HeT, 4To6bI pelumTs,
CMOXET N nonib3oBatenb UMeTb AocTyn k FTP-cepBepy unm HeT.

> COXpaHMTb — Haxmunte KHOMKY COXpaHMTb, 4YTOObI COXpaHUTb BHECEHHbIE N3MEHEHUA.

» Hasap — Haxmute Ha kHonky Hasag, 4TOObl OTKaszaTbCA OT BHECEHHbIX HACTPOEK W
BEPHYTbLCHA Ha CTPaHWLY HAaCTPOMKM YYETHbIX 3anvcer Nonb3oBaTenen.

& MpumeyaHue:

1. [lepesanyctuTte cepBuUC And TOro, YToObl UBMEHEHUS BCTYNUIN B CUITY.

2. Ecnn Bbl HE MOXETe BOCMOMb30BaTbCA HOBbIM MMEHEM MONb30BaTeNs M Napornem, YTobbl
3alTU Ha pecypc ¢ obwum goctynom, HaxmuTe knasuwm Windows logo + R ans otkpbiTus
AnanoroBoro okHa 3anyck nporpammbl, Beeaute net use \\192.168.0.1 /delete /yes wu
HaxmuTe Enter. 192.168.0.1 — ato IP-agpec LAN-cetn mapwpytusatopa. Ecnn IP-agpec
LAN-ceTn mogema, cCoeaMHEHHOro ¢ BalwmMm Maplipytusatopom - 192.168.0.x, Toraa no
ymonyanuto IP-agpec LAN-ceTn maplipyTtusatopa asTomaTmyeckn cmeHntca ¢ 192.168.0.1
Ha 192.168.1.1, 4yTobbl n3bexaTb koHdnukTa IP-agpecos; B atom cnyyae nonpobyiite
BBecTu net use \\192.168.1.1 /delete / yes.

411 NAT

Bbibepute meHo NAT, 1 Bbl CMOXETE BKIHOYMTL UNMU OTKMOUUTL pyHKUMIO NAT 1 dyHKUMIO
annapatHoro NAT. [Mpasuna NAT n annapatHein NAT 6yayT pabotaTb npaBuribHO TONbKO Npu
BKMOYEHHOW pyHKUMN NAT.

HacTtpoikn NAT

Mpumeyanue: Yoeautecs, 4To NAT BKNHYEH, 8CNH Bl XOTHTE, YTODLI HACTPOMKK annapatHoro NAT BCTYMHAR B CHIY.

Texkywee cocToAHne NAT: @ Brnwunte () OTKNKYKTE
Texkywmuee cOCTORHHE annapartHoro NAT: @ BrnounTb (7 OTKMHOUYKTE
COXpaHHTb

Puc. 4-61 Hactponku NAT

4.12 lepeagpecauuns

lNepeanpecauus

- BUpTYaneHble Cepeepkl

- Port Triggering
- DMZ
-UPnP

Puc. 4-62 MeHto lNMepeagpecauus
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B wmeHio lNepeappecauus copepxartcs YeTbipe nogMeHw (cMm. puc. 4-62) — BupTyanbHble
cepBepbl, Port Triggering, DNZ 1 UPnP. [lnsa HacTponku Hy>XHOW cpyHKUUKN BbiBepute oaHO 13
HUX.

4.12.1 BupTtyanbHble cepBepbl

Boibpas [lMepeagpecauus - BupTtyanbHble cepBepbl, Bbl MOXeTe MpocMaTpuBaTb W
nobaenaTb BUpTyanbHble cepBepbl, Kak nokasaHo Ha puc. 4-63. BupTyanbHble cepBepbl MOryT
ObITb MCNONb30BaHbI 4151 HACTPOMKM OOLLMX CEPBUCOB BalLEN FIOKanbHON ceTu, Takmx kak DNS,
Email n FTP. BupTyanbHbil cepBep onpeaenseTca Kak CepBMCHbLIA NOPT, U BCe 3anpocbl U3
WHTepHEeT K aTOMy cepBuUcy ByayT nepeHanpaBneHbl Ha KOMMNbIOTEP, 0603HadYeHHbIN IP-agpecom
cepBepa. KomnbloTep, WCNONb3YWOWNA BUPTYyarnbHbLIN  cepBep, AOMMKeH pacnonaratb
cTaTuyeckum unu ukcmpoBaHHbIM IP-agpecom, Tak Kak IP-agpec MoxeT MeHATLCA B rpoLecce
paboTbl pyHkuun DHCP.

Mpumeyanune: Yoeourecsk, Yyto dyHkuuA NAT BKNHYeHa , @CNH Bbl XOTHTE, YTODL! HACTPORKH BHDTYaNkLHOTo cepeepa
BCTYMHIHK B CHAY

ID MopT cepeuca BHYTpEHHHI nopT IP-agpec MpoTokon CocToAHue M3MEHNTL

| [DOoBasuTtb.. |

Puc. 4-63 BupTyarnbHble cepsepbl

> lMopT cepBuca — Homepa BHeLWHMX NOPTOB. Bbl MOXeTe ykasaTb CEPBMCHLIN MOPT UNnn
AunanasoH cepBUCHbIX NopToB (B dhopmate XXX — YYY, rage XXX — 370 HavanbHbIN HOMEpP, a
YYY — KOHeYHbI HOMED).

> BHyTpeHHuMM nopT — Homep nopTa BHYTPEHHEro cepBMca KOMMbHOTEPA, HA KOTOPOM
paboTaeT cepBUCHOE NpunoxeHue. Bol MOXeTe ocTaBUTb Nore NycTbiM, ecrivi BHyTpeHHUMN
nopt coBnagaet ¢ MopTom cepBuca, UM BBECTU OnpeaerneHHbIi Homep nopta, ecnv MopTt
cepBUCa ABNnAeTcA eANHCTBEHHbIM.

> IP-agpec — IP-agpec komnbloTepa, KOTOpbIN obecnevymBaeT CEPBMCHOE MPUMOXEHME.

» Mpotokon — [poTokon, ncnonb3dyembli AaHHbIM npunoxeHnem - TCP, UDP unu Bee (Bce
NPOTOKONbI, MOAAepXKNBaeMbIe MapLUpyTU3aTOPOM).

> CocTosiHne — CocTosiHue 3anucu — BknroueHo unm OTKNoYeHo.

» CTaHpapTHbIM NOPT cepBuca — HekoTopble 06LUME CEpPBUCHI YXKe eCTb B BbiNagaloLlem
crnmcke.

> W3MeHUTb — VI3MeHUTb UK yaanuTb CYLLECTBYIOLLYIO 3aMnChb.
Y106l yCTAaHOBUTL 3anuUcChb AJ BUPTYaribHOro cepBepa:
1.  Haxmute kHonky [lo6aBUTb... . [LOIMKHO OTKPLITLCA OKHO, Kak NpeacTaBneHo Ha puc. 4-64.

2. B cnucke CTaHAapTHLIA NOPT cepBUca BbIGEPUTE CEPBUCHDBIV MOPT, KOTOPbIN Bbl XOTUTE
ncnonb3oBaTtb. Ecnv B 3TOM crnvcke OTCYTCTBYeT HeOGXOAMMOe HauMeHOBaHMWE, YKaXuTe
HOMep CepBUCHOrO NopTa UK AnanasoH nopTos B nosne MopT cepBuca.

3. B none IP-appec ykaxute |IP-agpec koMmnbioTepa.
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4. YKkaxuTe NpoTOKOM, UCMONb3yeMbiin npunoxeHnem. BapuanTtel: TCP, UDP nnn Bee.

5. Bblbepute B CocTosiHMM BknroveHo, 4TOObI akTUBMPOBAThL BUPTYarbHLIN CepBep.

6. Haxmute kHonky CoxpaHUTb.

MopTt cepeuca:
(HOE200 i XX)
BHYTpEHHWA NOpPT:
(X NpUMEHWMO TONBKO B CIYYAE OOHOMD NOPTA CEPEUCA, NGO OCTABLTE 3TO NOME HE3ANONHEHHEIM)
IP-agpec:
MpoTokon: BCE -
CoCTORHME: BrntueHo -
CTaHOapTHEIA NOPT CEpBHCa: ~-Bribepute-- -
[ CoxpaHuTb ] | Hasag |

Puc. 4-64 [1o6aBnTb UM M3MEHUTb 3annCb BUPTYarbHOro cepeepa

&= lMpumeyvaHue:

Ecnu y Bawero komnbioTepa unu cepeepa umeeTcsi 6Gonee OA4HOrO [AOCTYMHOrO CepBWuca,
BbIGepuTe apyror cepBuC 1 BBeauTe TOT xe |IP-agpec ans koMmnbioTepa unu cepeepa.

UYT0Obl MU3MEHUTb UNU yAANUTb CYLLECTBYHOLLYIO 3anuUCh:

1. BblbepuTe HyXHYI0 3anuch B Tabnumue.

2. HaxmuTte kHonky U3meHuTb nnu Yaanutb B cTonbue U3MeHUTb.

UTobbl BKNIOYMTL/OTKNIOYMTDL BCE 3anMCu, BOCNONb3YMNTECH KHOMKON Bknountb BCe/OTKNOUYNTDL
BCe.

UToObl yaanutb BCe 3anucu, BOCNONb3ynTeCb KHOMKON YaanuTb Bce.

UTobbl NepeiT Ha cneayoLLyto CTpaHuLy, HaxXmuTe KHorky Cneayrowas. YTobbl BEpHYTLCS Ha
npeaplayLLyto cTpaHuLy, Haxmute kHonky Mpeabiaywas.

&= lMpumeyvaHue:

Ecnu B KkayecTBe cepBMCHOro nopTta BUPTyanbHOro cepBepa Yyka3aHo 3HayeHue 80, B OkHe
Be3onacHocTb - YaaneHHoe ynpaBrieHue SOMKHO ObiTb ykasaHo noboe 3HaveHne kpome 80,
Hanpumep 8080. B npoTmBHOM criydae npu OTKIIOYMEHUM BUPTYarbHOMO cepsepa MOXeT
BO3HUKHYTb KOH(PMUKT.

4.12.2 Port Triggering

Bbibpas Mepeagpecauus - Port Triggering, Bbl MOXeTe NpocMaTpmBaTbh U BHOCUTb N3MEHEHUS
B okHe Port Triggering (puc. 4-65). HekoTopble npunoxeHusi, kak Hanpumep: WHTepHeT urpel,
BuAeOoKoHdepeHumn, NHTepHeT-TenedoHna 1 Tak ganee, TpebyloT Hanuuusa napannenbHbIX
noakntoyeHun. Takme NpunoXxeHnsa He MoryT paboTtaTb TONbKO ¢ ogHMM MappyTusatopoM NAT.
®yHkumsa Port Triggering ncnonb3yetcs, YTobbl HEKOTOPbIE U3 3TUX NPUIIOXKEHUI MOrMK paboTaTb
¢ mappyTtmnsatopom NAT.
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Mpumevanune: Yoequtecs, 4To (pyHKUMA NAT EKNHYEHA , CNH Bkl XOTHTE, 4ToDBI HacTpoiku Port Triggering BCTYNHNM B
cuny

ID Tpurrepnopt  TpHrrep NpoTokon Bxoasumi nopt Bxoaswmii npotokon CoctoAanue  M3MEHHTH

| Dodasuth... |

Pwuc. 4-65 Port Triggering

Y100bI 4OOABUTHL HOBYHO 3anNUCb, HEO6XO0AUMO:

1.

HaxmuTte kHOnKy [Jo6aBUTb HOBYIO... [JOIDKHO MOSIBUTBCA OKHO, KaK MOKa3aHO Ha puc.
4-66.

Bbibepute obLlee npunoxeHue u3 cnucka B none O6wue npunoxeHus. NMocne aToro
Tpurrep nopt 1 Bxopswme nopTbl OyayT aBTOMaTtMyecku 3anonHeHbl. Ecrnn B none
OOwWwme nNpunoXeHUst OTCYTCTBYET HYXXHOE HaMMEHOBaHWE, CrieQyeT BPYYHYH 3amnofiHUTb
nons Tpurrep nopt u Bxoasuwme nopTbl.

M3 BbinagatoLlero crnvcka B none Tpurrep NpoTokon BbiIOepuTe NPOTOKOS, UCMONb3yeMbIi
Tpurrep noptom. BapuaHtsl: TCP, UDP unu Bce.

BblbepuTe npoToKor, Ucnonb3yemblid ons Bxogawmx nopToB M3 BbiNagaloLEro crnvcka B
none Bxogawwun npotokon. BapmaHtel: TCP, UDP nnu Bce.

B none CoctosiHne yCTaHOBUTE 3Ha4YeHune Bkrnto4yeHo.

YT100bI COXpaHUTb HOBOE NPaBUIO, HAXXMUTE KHOMKY COXPaHUTD.

Tpurrep nopt:
TpHITep NpoTOKON: BCE -

BxogAwme noprsl:

BxoOAuHi NpoToKon: BCE -
CoCToAHHE: BrnioweHo
OGWHe NpPHNO¥EHHA: ~-Bribepute-- -
[ Coxpanuts | | Hasag |

Puc. 4-66 [Jo6aBnTb MM M3MEHUTL 3anncb NpoLeaypbl 3anycka NopToB

Tpurrep nopt — 3anyckaeMblin NOPT ANs Ucxogswero Tpaduka. Micxogsawee nogknioyeHne
Yyepes AaHHbI NOPT NPOM3BOAUT aKTUBALMIO JAHHOMO Npasuna.

Tpurrep npotokon — [MpoTokon, ucnons3yemeinn Tpurrep noptamu. BapuaHntel - TCP, UDP
unu Bce (Bce npoTokonsl, nogaepXxnBaemble MapLIpyTU3aTopoMm).

Bxoasiwme noptbl — MopT vnu guanasoH NopToB, UCMONb3yEMbIX YOareHHOW CUCTEMOM
npu OTBETE Ha Mcxoaswmin 3anpoc. OTBETHOe COOOLUeHVEe Yepe3 OaMH U3 3TUX MOpPTOB
OyneT nepeHanpaBreHO Ha KOMMbTep, KOTOpbI 3amnyCcTUT 3TO MpaBuio. Bbl moxete
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ykasaTb He 6ornee 5 rpynn noptoB (cekuuii noptoB). Kaxxaas rpynna gomkHa 6biTb oTaeneHa
3Hakom ",". Hanpumep, 2000-2038, 2050-2051, 2085, 3010-3030.

> Bxoasawmnm npotokon — [lpoTokon, wucnonb3yembld [uanasoHOM BXOOALWMX MOPTOB.
BapuaHTel — TCP, UDP unu Bce (Bce npoTokonbl, NogaepXMBaeMble MapLLpyTU3aTOPOM).

» CoctofiHMe — CocTosiHMe 3anucy, BknoyeHo o3HadaeT, 4To 3anuncbk Tpurrep nopTa
paboTaert.

> N3meHUTb — MI3MeHUTb unn yOoannTb CyLeCTBYIOLYHO 3anucChb.

> O6bwume npunoXxeHuwa -— HeKOTOpre nonyndapHble NpUnoXeHua Yyxe nepedncrneHbl B
BblNagatoem crnvcke Bxoaswero npoTokona.

Y106bI NI3MEHUTb NN YAANUTb CYLLECTBYHOLLYHIO 3aNUCh:

1. BblbepuTte Hy>XHYIO 3anuck B Tabnuue.

2. Haxmute N3ameHnTb nnu Yaoanuts B ctonoue IameHnTb.

Haxmnte BKnounTb Bee, 4TOObI BKMOYNTL BCE 3aMNMCH.

Haxmute OTKNIOYNTBL BCe, YTOObI OTKNIOYNTL BCE 3anncu.

Haxmute Yaanutb Bce, 4TOObI yaanuTb BCE 3anucu.

Mocne HacTpoOMKK MapwpyTM3aTop 6yaeT paboTtaTtb crneayrolwmm obpasom:

1. JlokanbHbliA y3en oCyLecTBNSAeT ncxoasllee MoAKMoYeHne, UCTonb3ys NopT Ha3Ha4YeHus,
Yyel HoMep ykasaH B none Tpurrep nopr.

2. MapuwpyTusatop Aenaet 3anucb 00 3TOM MOAKMYEHUUN, OTKPbIBAET BXOAALLMIA NOPT MU
nopThbl, CBsI3aHHble C 3TOW 3anucbio B Tabnuue Port Triggering, n cBs3biBaeT ux C
noKanbHbIM y310M.

3. Tpu HeoBX0AMMOCTN BHELLHUIA y3en MOXET MNOAKMNoYaTbCS K NToKanbHOMY y3ny 4yepes nopr,
yKkasaHHble B none Bxoaswme nopTbl.

&= lMpumeyvaHue:

1. I'Ipm akTnBauun nogkrnoyYeHnd 3anycka CoOOTBETCTBYOLLMNE OTKPbITbIE NOPThI 6y,£l,yT 3aKpbIThbl.

2. I'Ipanmo MOXET ObITb NCMOMb30BaHO OoAHOBPEMEHHO TOJIbKO OAHUM Y3J10M noKanbHOM ceTu.
B oTHOWweEHUN npo4unx y3nos NokKarnbHOW CeTU NoAKIToYeHne 6yneT 3anpeuieHo.

3. 3HauveHus BxoasLLero AnanasoHa NopToB He AOMKHbLI NepecekaTbes ApYr C OPYTOM.

412.3 DMZ

Bbibpas MNepeaapecauunsa - DMZ, Bbl MOXeTe npocmaTpuBaTh M HAacTpavMBaTb NapameTpbl y3na
DMZ (cm. puc. 4-67). OTa dyHKLMA NO3BONSAET NokaneHoMy y3ny obpalwartbcs K NHTepHeT ans
paboTbl C TaKUMK NPUNOXEHUAMM, KaK NHTEPHET urpbl Unn BMaeoKoHdepeHunn. OyHKUNS y3en
DMZ npousBoguT nepeagpecaumo BCex NoOpToB O4HOBPEMEHHO. Y KOMMbOTEPA, MOPTbI KOTOPOro
nepeagpecyrTcs, AormkHa ObiTb oTKNoYeHa pyHkunsa DHCP-knNueHT, a Takke eMy AOIMKEH ObITb
HasHa4yeH HOBbIN cTatnveckunm IP-agpec, Tak Kak IP-agpec MOXeT MW3MeHATbCA npu
NCNONb30BaHUN 3TON PYHKLNN.
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Mpumeyanune: YoeOouTecs, 410 yHKUMA NAT BKNHYeHa , eCNK Bbl XOTHTE, 4T00B! HACTPORKKH DMZ BCTYNHNH B CHNY
Tekywee coctoAHHe DMZ: ) BenouaTe @ OTENOYATE
IP-agpec yana DMZ: 0000
Puc. 4-67 DMZ

Y106bI Ha3HAYUTL KOMNbLIOTEP UK cepBep B kayectBe DMZ-cepBepa:

1. HaxmuTe Ha kHOMKy BknrounTb.

2. B none IP-appec yana DMZ BeeanTe COOTBETCTBYHOLLEE 3HAYEHME.

3. HaxmuTte kHonky CoxpaHUTb.

412.4 UPnP

Bbibpas Mepeagpecauus - UPnP, Bbl cmoxeTe npocmarpuBaTe MHGOPMALMIO MO NPOTOKONY
UPnP (Universal Plug and Play), kak nokasaHo Ha puc. 4-68. ®PyHKUMS MO3BONSAET TakuMm
YCTPOMCTBaM, Kak KOMMbIOTEPbl C NogknodeHneM K HTepHeT, npu HeobxoamMmocTu obpaliartbes
K pecypcam JokarnbHbIX Y3r0B. YCTponctBa C nogaepxkon npotokonia UPnP moryTt GbiTh
aBTOMATMYECKM OOHapyeHbl npunoxeHnem UPnP-cepBurca fokanbHON CETy.

Mpumeyanue: YoeaTech, 4To (oyHKUnA NAT BNHYEeHa , CNK Bbl XOTHTE, 4ToDBI HACTpoMKK dyHKLKMH UPNP BCTYNMNM B
cuny

Tekywee cocToAHHe UPNP: Brniw4eHo

Cnucok Tekywnx Hactpoek UPnP

[8] Onucanue NpUNOMeHnA BHewHui nopt Mpotokon  BHyTpeHHWA nopt IP-agpec CocrofHue
1 Thunders 12546 TCP 12546 192.168.0.100  BknwueHo
2 Thunder5 12546 UDP 10279 192.168.0.100  BrnwueHo
3 youku-acc 4466 TCP 4466 192.168.0.100  BKNKYEHD
4 youku-acc 4466 UDP 4466 192.168.0.100  BENWueHO

OGHOBUTE

Puc. 4-68 UPnP

»> Tekywee coctosiHue UPnP — BknioveHue/BbiknoyeHe yHKUUM NpU NOMOLLM KHOMOK
Bknountb 1 OTKNOUYUTL. [10 yMon4yaHuio aTa PyHKLUSA BKNOYEHA.

» TeKywmm cnucok HacTpoek UPnP — Ota Tabnuua cogepxuT cneayoLyo MHpopmMaLmio:

OnucaHne npunoxeHna -— OnucaHve, MOMYyYEeHHOE OT MPUIIOXKEHUS, Mpu
UPnP-3anpoce.

BHewHun nopt — BHewHwin nopT, OTKPbIBAEMbIA MapLUpyTU3aToOpoM Ans
NPUINOXeEHUS.

MpoTokon — Tvn NpoToKona, KOTOPbI MapLUPYTU3aTOP OTKPbIBAET AN1S MPUNOXKEHUSI.
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e BHyTpeHHMIA NOPT — BHyTpeHHWUI NOPT, KOTOPLI MapLUpyTU3aTop OTKpbIBaeT Ans
nokasnbHoro yana.

e |P-apgpec — IP-agpec ycTtponcTtBa ¢ nogaepkon npotokona UPnP, koTopoe B AaHHbIN
MOMEHT obpallaeTcs K MapLupyTnsaTopy.

o CocTtosiHue — B atom none otobpaxkaeTcsa MHGOPMaLMs MO COCTOAHMIO MopTa.
3HauyeHue “BkroyeHO” o3HavaeT, YTo NOopT BCe elle akTuBeH. B npoTuMBHOM crniyyae
nopT HEaKTUBEH.

Haxmute kHonky BknrounTb, 4ToObl BKMOUMTL UPNP.
HaxmuTe kHonky OTKNOUNTL, 4TO6ObI OTKMoUNTE UPNP.

HaxxmuTe kHonky OBHOBUTbL, YTOOLI O6HOBUTL TeKyLLMiA cnMcok HacTpoek UPNnP.

413 Be3onacHoCTb

bezonacHoOCTL

- HacTpoikn 0a30B0M 3aILNTh

- PacnpeHHble HACTPONKA 3allWThi

- NokanbHoe ynpagnesne

- ¥naneHHoe ynpagneHne
Puc. 4-69 MeHto Be3sonacHocTb

MeHio Be3onacHOCTb COAepXUT 4eTblpe noameHwo (cm. puc. 4-69) — Hactpownkm GasoBom
3awmTbl, PaclwmpeHHble HacTpouku 3awuTtbl, JlokanbHoe ynpaBneHue U YaaneHHoe
ynpaBneHue. [111s1 HACTPOWKN HY>KHOW (DYHKLIMM BbIOEPUTE COOTBETCTBYIOLLMIA pasaern.

4.13.1 Hactpowuku 6a3oBou 3awnTbl

BbibpaB Be3sonacHocTb — HacTponkun 6a3oBoM 3awuTbl, Bbl MOXETE BbIMNOMHUTL 0a30Bbie
HacTporkn 6esonacHocTu (puc. 4-70).
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MexceTeBOR 3KpaH
MexceTeBol 3Kpan SPI: @ BENoYnTh BrIKNHOYNTE
VPN
Mponyck tpaduka PPTP: @ BENoYnTh BrIKNHOYNTE
Mponyck Tpaduea L2TP: @ BENoYnTh BrIKNHOYNTE
NMponyck Tpadpuka IPSec: @ BENoYnTh BrIKNHOYNTE
ALG
FTP ALG: @ BrnuouuTte BLIKNKOYNTE
TFTP ALG: @ BrnuouuTte BLIKNKOYNTE
H323 ALG: @ BrnwouuTe BhIENKUNTE
RTSP ALG: @ BrnwouuTe BhIENKUNTE
SIP ALG @ BrnwouuTe BhIENKUNTE
| Coxpanute |

Puc. 4-70 Hactpowku 6a3oBon 3awuTbl

> MexceTeBon 3KkpaH — MexceTeBoW aKkpaH obecneynBaeT 3almTy ceTn. 34ecb Bbl MOXETE
BKITIOYUTb UMW BBIKITIOYUTL €ro.

MexceteBon 3kpaH SPl — OyHkums SPI (Stateful Packet Inspection — dunbtpauns
MakeToB Ha OCHOBE AaHHbIX O COCTOSIHUU COEAMHEHUS, Takke M3BecTHas kak Dynamic
Packet Filtering — JuHamnyeckas cunbTpauusa no naketam) nomoraeT npeaoTepallatb
Knbep-atakm NocpeacTBOM OTCMNEXMBAHWSA OOMbLUEro Yucra napaMmeTpoB 3a CECCUI.
OaHHaa dyHkuua npousBoguT aHanu3 Tpaduka BO Bpemsi Ceccuum Ha npegmer
cooTBeTCcTBUSA TpebosaHusMm npoTtokona. [lo ymonyaHuo MexceteBow akpaH SPI
BkntoyeH. Ecnm  Bbl  xoTuTe, 4TOObI KOMMBIOTEPbI  NOKAnNbHOW CETU  MOrnu
B3aUMOJENCTBOBATb C BHELLUHUM MWPOM, BaM crielyeT OTKIMIOUMTb 3Ty PYHKLMIO.

> VPN - ®yHkuma VPN nponyck Tpaduka [omkHa ObITb BKMAOYEHa, €Cnv Bbl XOTUTE
paspewunTtb co3gaHne VPN-TyHHenen cornacHo npotokonam IPSec, PPTP wvnn L2TP gnga
NPOXOXAEHNS MEXCeTeBOro aKkpaHa mMapLupyTusaropa.

Mponyck Tpacdmka PPTP — [llpotokon PPTP (Point-to-Point Tunneling Protocol)
Nno3BOnsieT co3gaBaTb TyHHenu B IP-ceTn. YTobbl paspewmnts PPTP-TyHHENsiM npoxog
yepes MapLLpyTM3aTop He N3MEHSITE BblIOpaHHOE NO YMONMYaHuio 3HaveHne BKNovnTb.

Mponyck Tpadmka L2TP — MNpoTtokon L2TP (Layer 2 Tunneling Protocol) — aTo meTtoga,
ucnomnb3dyemMmbln AnA opraHusaummM ceccu tuna Point-to-Point yepes WHTepHeT Ha
ypoBHe BTOporo cnod. Ytobbl paspewntb L2TP-TyHHenam npoxoa 4epes
MapLLpyTH3aTop, He N3MeHANTe BblIbpaHHOE NO YMONYaHUIo 3HaYeHe BknounTb.

Mponyck Tpadmka IPSec — lNpoTtokon IPSec (Internet Protocol Security) — aTo HaGop
NPOTOKONOB, obGecnednBalOWMX 3alUULLEHHYIO Nepedadvy AdaHHbiX 4Yepes3 |P-ceten
nocpeacTBOM  UCMONb30BaHUA  CepBUCOB  WiMdpoBaHusa. YTobbl  paspewnTtb
IPSec-TyHHeENaAM npoxop 4Yepe3 MapLupyTu3atop, He W3MeHsnTe BbiOpaHHOE Mo
YMOMnYaHuio 3HavyeHne Bknrountb.
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» ALG - PekomeHgyetca Bknountb yHkumio ALG (Application Layer Gateway — LUnto3
YPOBHS NPUNOXeEHUS), TaK Kak AaHHasa PYHKLNS NO3BOMSIET UCMONb30BaTh MHAUBMAYaMNbHbIE
nepecekatowmeca dunetpbl NAT (Network Address Translation — TpaHcnsiuMsi ceTeBbiX
agpecoB), ycTaHaBnuMBaeMble B LUN03€e ANs nogaepXku TpaHcnaumMmM agpecos 1 NOpToB Ais
onpegeneHHoro ypoBHS NPUITOXKEHMA NPOTOKONOB "ynpasneHue/gaHHble", Taknx kak FTP,
TFTP, H323 n Tak ganee.

e FTP ALG - YTto6bl paspewmnTtb FTP-knveHTam u cepBepam nepefady OaHHbIX vepes
NAT, He nameHanTe BolbpaHHOE N0 yMOMYaHuIo 3HavYeHe BknounTb.

e TFTP ALG - YT06bI paspewmnts TFTP-knneHTam 1 cepsepam nepegadvy AaHHbIX Yepes
NAT, He nameHanTe BolbpaHHOE Mo yMON4YaHuo 3HavdeHne Bknountsb.

e H323 ALG - Ytobbl paspewntb knneHtam Microsoft NetMeeting B3anmogencteoBaTtb
yepe3 NAT, He n3MeHsNTe BbIOpaHHOE NO YMOMYaHUIo 3HavYeHne BknounTb.

e RTSP ALG - YT06bl paspelmTb KIMeHTaM MeauanieepoB B3aMMOAENCTBOBATb C
Meana-cepsepamMu ¢ NOTOKOBOW nepefaden gaHHblx Yepes NAT, HaxxmuTe BKNOUUTD.

e SIP ALG - YT106bl no3gonutb SIP-knneHTam 1 cepBepam nepedaBaTb AaHHble vepes3
NAT, HaxkmuTe BKnounTb.

YT100bI COXpaHUTb caelaHHble UBMEeHEHUA, HaXXMUTE KHOMMKY COXpaHI/ITb.
4.13.2 PacwupeHHble HAaCTPOMKM 3aLUTbI

BoibpaB BesonacHocTb — PaclimpeHHble HACTPOWKM 3aWUTbl, Bbl CMOXeTe 3alUTUTb
MapLupyTu3aTop oT Takux atak, kak TCP-SYN Flood, UDP Flood n ICMP-Flood, kak nokaszaHo Ha
puc. 4-71.

HHTEpBan nakeToB CTATHCTHEM (5 - 60): 10 » CeEyHOE

Jawmura ot DoS-arak: @ OTENIYNTE BENHOYATE

BrnounTe GuneTpaumn ot atak ICMP-FLOOD

Mopor naketos ICMP-FLOOD (5 - 3600): MakeToB/CEK.

Brnwoynte duneTpaunn UDP-FLOOD
Mopor naketoe UDP-FLOOD (5 - 3600): MakeToB/CEK.

Brnwoynte guneTpaum ot arak TCP-SYMN-FLOOD
Mopor naketoe TCP-SYN-FLOOD (5 - 3600): MaKeToB/CEK.

MrHopupoeate Ping-naketel 0T nopra WAN

JanpeTWTk Ping-nakeTkl oT nopTa LAN

[ COXpaHuTb ] | Cnucok 3afinokMpoBaHHbIX Y3N0B-MCTOYHNKOB DoS-aTak

Puc. 4-71 PaclwumnpeHHble HacTPONKKN 3alunThbl
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> WHTepBan naketoB ctatucTtukn (5~60) — Mo ymonyaHuio ncnonbsyetcs 3HaveHne 10. U3
BbiMagawwero cnucka Bblbepute 3HadeHne B npegenax ot 5 go 60 cekyng. [HdaHHoe
3HayeHune onpefensdeT BPEMEHHOW WHTepBan Mexay naketamu CTaTUCTUKW. PesynbTathl
CTaTUCTUKK ncnonb3ytotca ansa BoiasneHunsa atak SYN Flood, UDP Flood un ICMP-Flood.

»> 3awmta ot DoS-atak — [ns BKNOYEHMUA/BBIKNIOYEHNS DYHKLMU  BOCMONb3YNTECSH,
COOTBETCTBEHHO, KHOMKamy BkrnounTe unu OTKMAOYMTL. TOMBbKO NpW BKMHOYEHUM PYHKUUK
HaumHaloT paboTaTtb UNLTPLI AN 3aWwuThl OT atak Tuna Flood.

& lMpumeyvaHue:

®yHkumnsa 3awmTtbl o DoS-atak Oyger paboTtatb TOMbKO B TOM chnydae, korga dyHKUMS
Cratucruka BkroveHa (CMCTeMHble MHCTPYMeHThI - CTaTucTuka).

>  Bknwuntb unbrpaumio ot atak ICMP-FLOOD — BknitoveHune/BeikntodeHme dunsrpaumm
atak ICMP-FLOOD.

> TMopor naketoB ICMP-FLOOD (5~4300) — 3Ha4yeHune no ymonyaHuto 50. YkaxuTe 3HaYeHne
mexagy 5 ~ 4300. Ecnu Tekywee konmndectBo naketoB ICMP-FLOOD Hwxe 3agaHHOM
BESTUYMHbI, MApLUPYTU3aTOP HEMEOSIEHHO aKTUBUPYET hYHKLMNIO BrTOKMPOBKN.

> Bknwunts dunbTpaumo  UDP-FLOOD -  Bknountb/Boeikniounts  unbTpaumio
UDP-FLOOD.

» Mopor naketoB UDP-FLOOD (5~4300) - 3HayeHve no ymonyaHuto 500. Ykaxwute
3HayeHne B npegenax 5 ~ 4300. Ecnn Tekywee konudectso naketoB UPD-FLOOD Hwuxe
YCTAHOBMEHHOW  BENUYMHbLI, MapLUpyTM3aTop HEMEANEHHO  aKTUBMpPYET  OYHKUUIO
BnoknpoBKuU.

> Bknwuntb dunbTtpaumio ot arak TCP-SYN-FLOOD - BknounTb/OTKNIOYMTD
dunbTtpaumo atak TCP-SYN-FLOOD.

»> Mopor naketoB TCP-SYN-FLOOD (5~4300) — 3HadeHne no ymonyaHuio 50. Ykaxwute
3HadeHne B npegenax 5 ~ 4300. Ecnn Tekyuwee konuyectBo naketoB TCP-SYN-FLOOD,
HWXEe YCTaHOBMEHHOW BEeNUYMHbI, MapLipyTM3aTtop HEMeONEeHHO aKTUBUPYET yHKUUIO
Brnoknposku.

> WrHopupoBaTtb Ping-nakeTbl ot  WAN-nopta - BkntoyeHne/BbiknoyeHve
cooTBeTcTBYlOWEN yHKUMU. [lo ymonyaHuio dyHKUMA BbiknoveHa. [lpu BKITOYEHHOM
dyHKuuKM Ping-nakeTbl u3 IHTEpHET He nonyyat JOCTYM K MapLipyTusaTopy.

»> 3anpetutb Ping-naketbl ot nopta LAN — BkniouyeHune/BbIknioyeHne COOTBETCTBYHOLLEN
dyHKUMK. o ymonyaHuio pyHKUUA BbikNodeHa. [Npu BknoveHHON yHKUuKn Ping-nakeTsl 13
nokanbHOM ceTW He nonyyat JOCTyn K MaplpyTtmsaTtopy. PyHKUMA ucnonb3yeTca Ans
3alUNTbl OT HEKOTOPbLIX TUMOB BUPYCOB.

UT0BbI COXpaHWUTb BHECEHHbIE U3MEHEHNS, BOCNOMNb3yWTECh KHONKON COXpaHUTb.

HaxaB kHonky CnMCOK 3aBnOKMpPOBaHHbLIX y3MOB-UCTOYHUKOB DoS-atak, Bbl nepengete B
COOTBETCTBYHOLLIEE OKHO.

4.13.3 JlokanbHoe ynpaBneHue

BbibpaB bBe3onacHocTb - JlokanbHOe ynpaBrieHWe, Bbl MOXETEe HacTpouTb MpaBuna
yrnpaBfeHns B OKHe, MNpPeacTaBrleHHOM Ha puc. 4-72. ®PyHKUMA ynpasrneHus nos3sonsier
GnokvMpoBaTb AOCTYN KOMMNbIOTEPOB MOKanbHOM CETU K MapLUpyTM3aTopy.
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MpaBuna ynpaenexHua
@) Bren KOMMeKTEpam NOKankHONH CeTH paspelléH ocTyn K BeG-yTUNNTE HACTPORKW yeTpoiicTea
() Tonbko YKA3aHHEIM KOMMEITERAM pa3peleH OOCTYN K BeG-yTUNWTE HACTPOMKK C NpaBaMi agMUHWCTpaTopa
MAC 1:
MAC 2:
MAC 3:
MAC 4:

MAC-aapec BaWwero KOMNLHTEPa:

CoxpaHuTb

Puc. 4-72 JlokanbHoe ynpasrneHune

Mo ymonyaHuio OoTMeuyeHa paguokHonka “BceM koMnbroTepam floKasibHOWM CeTU pa3peluéH
[OCTyn K BeO6-yTUnuTe HacTpOMKM ycTpomcTBa“. Ecnu Bbl xoTuTe, 4TOOBI KOMMLIOTEPBLI C
onpegeneHHeiMn  MAC-agpecamn wumenu goctyn K OkHy Hactpoinka Be6-ytunutol
MapLipytusaTopa U3 ceTu, OTMeTbTe pPaauoKHOMKy “TONbKO YKa3aHHbIM KOMMbIOTEpam
paspelweH AOCTYyNn K BeO-yTUNUTe HaAcTPOMKM C MpaBaMu agMUHUCTpartopa“ 1M 3ateMm B
oTAaenbHoM none ykaxute cootBeTcTByowme MAC-agpeca. MAC-agpec BeBogntca B dhopmaTe
XX-XX-XX-XX-XX-XX (rge. X — 9TO WwecTHaguatepuyHoe 4ucno). Takmm obpasom,
agMUHUCTPUPOBAHWE MOXET MPOU3BOAMTLCH TOMbKO Yepe3 YKasaHHble KOMMbITEpbl Mnpu
yCrnoBuy BBOAA Maporisl, OCTanbHbIM KOMMblOTEpaM ByaeT oTka3aHo B JOCTYMe.

HaxaB kHonky [lo6aBuTb, Bbl fobaBuTe MAC-agpec B yka3aHHbIA CMINCOK.

YToObI COXpaHUTb caenaHHble USMEeHEHUA, BOCI'IOJ'Ib3yl7ITer KHOMKOWN COXpaHMTb.

&= lMpumeyvaHue:

Ecnu Baw komnbloTep 3abNokKMpoBaH, a Bbl XOTUTE CHOBA MOMY4YMTb AOCTYN K MapLUpyTU3aTopy,
TO MNPV MOMOLUM WUFOfKM HaXmuTe u yaepxmBanTte B TedeHue 8 cekyHa kHorky WPS/Reset,
pacnonoXeHHy Ha 3agHen naHenu yctponcrtsa. B aTom cnyyae mapLupyTtm3aTop BepHETCs K
NCXOOHbIM 3aBOACKUM HACTpOriKam BED-yTUNATHI.

4.13.4 YpaneHHoe ynpaBreHue

Bbibpas BesonacHocTb - YaaneHHoe ynpaBrieHMe, Bbl MOXeTe HacTpouTb (YHKLMIO
yOoaneHHoro YynpaereHusl, kak npeacTaBneHo Ha puc. 4-73. [OaHHas yHKUMS no3Bonsiet
ynpaensTb MapLIpyTU3aTopoM Yepes VIHTepHeT.

YMW
Mopt ynpaenexnua eeb-unTepheicon: g0
IP-agpec yOanéwHoro ynpasneHns: 0.0.0.0 (YraxmTe 255.265.255.255 OnA Bcex)

COXpaHWTE

Puc. 4-73 YaaneHHoe ynpasneHue

> TMopT ynpaBneHnsa Be6-mHTepdencom — [1na gocryna seb-6paysep obbl4HO Mcnonb3yet
ctaHgaptHein  nopt HTTP 80. [lo ymonuaHuto Ona  yganeHHoro  ynpasneHus
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2.

MapLpyTtusaTopom ucnonbsyetcd nopt 80. OAna Gonblier 6e30MacHOCTU Bbl MOXETE
3aMeHUTb 3TOT NOPT Ha Nobon apyron, ykasas B JAaHHOM MoJSie COOTBETCTBYIOLLIEE 3HAYEHUE.
OT0 3HayeHue fomkHo ObiTb B Npegenax oT 1 go 65534. Henb3s Mcnonb3oBatb HOMep
nopTa, UCMnosfib3yemoro obLMm CepBUCOM.

IP-agpec ypaneHHOro ynpaBneHus — Tekywui agpec, UCNonb3yeMbll Ans JocTyna K
MapupyTtusaTtopy 4depe3 WHtepHeT. o ymonyanuio ucnonedyetca agpec 0.0.0.0, 4to
O3HauvaeT, 4YTo (PYHKUMA OTKMoYeHa. YTobbl akTMBupoBaTh (PyHKLMIO, He06X0OUMO yKa3aTb
aencteutenbHbi IP-agpec. Ecnn BbibpaHo 3HadeHne 255.255.255.255, Bce yanbl GyayT
UMeTb AOCTYN K MapLupyTM3aTopy.

MpumeyaHue:

[na poctyna k mapwpyTusatopy Heobxogmmo ykasatb WAN IP-agpec maplupytmusatopa B
cooTBeTcTBYloWeM none Internet Explorer nunu Navigator, ucnone3sys ansa pasgeneHms 3Hak
ABoeToumnsa, a 3arem Homep nopTa. Hanpumep, ecnu WAN-agpec wmaplupytmsatopa
202.96.12.8, a Homep nopTta 8080, Heobxoammo BBecTn B 6pay3sepe http://202.96.12.8:8080.
Mocne BBOANTCS MMSA NOMb30BaTENS M NApPOnb, YTOOLI NONYYNTL JOCTYN BEG-yTUNNTE.

rlpVI 3aMeHe napona cneayetT UCnoJib3oBaTb HaZEeXHbIN naporsib.

4.14 PopgutenbCKUN KOHTPOSb

BbibpaB meHi0 PoauTenbCKUi KOHTPOMNb, Bbl MOXETE HaCTPOUTb (PYHKUUIO pPOAMTENLCKOro
KOHTPONS, Kak NpeacTaBneHo Ha puc. 4-74. [aHHas pyHKUMS MOXeT ObiTb MCNoNb3oBaHa Ans
KOHTpons goctyna pebeHka k IHTepHeT-pecypcam unu ong orpaHMyeHus AocTyna nepcoHana K
onpefeneHHbIM caTaMm, a Takke onpegenutb Bpems paboTel B ceT VIHTepHeT.

KomneioTepel, He ABNAIWWECA KOHTPONMPYIOWMMUI W HE VKa3aHHLIE B CNWCKE, He GYAYT MMeTs JocTyn K VIHTepHET.
PoOMTENECKRI KOHTPONE: @ OTKNIOYITE BKniounTE

MAC-agpec KOHTPONKPYHOWEro KoMNbiOTEpal:

MAC-aapec KOHTPONUPYILETO KOMNEIOTEPAZ2:

MAC-agpec KOHTPONHPYHWErO KOMNBIOTEPAd:

MAC-agpec KOHTPONHPYHOWETO KOMNBIOTEpad:

MAC-aqpec BaWero KOMNLHTEDA:

CoxpaHuTh

ID MAC-agpec Onucaxwe canta Pacnucanuwe BENHOYHTE HameHuTs

[o0aBuTh. ..

Tekywmuia Ne 1 = C1p.

Puc. 4-74 Hactpowkn PoantenbCckoro KOHTpOrs

UTo6b1 406aBUTL HOBYIO 3anucb, Heo6X0AUMO caenaTh creayloluee:

1.

HaxmuTe kHonky [lo6aBUTb.... [IOfKHO NOSBUTLCS OKHO, Kak NokasaHo Ha puc. 4-75.
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BpemA B PACNUCAHWK YKA33H0 B COOTEETCTEWMK C BEIGPAHHBLIM HA YCTPOACTEE YACOELIM NOACOM. BpEMA MOXHO YCTAHOBWTE Ha
CTpaHuLe "CHCTEMHBIE MHCTPYMEHTBI == HAcTpoiika Bpemeri”.

MAC-agpec KOHTPONHPYEMOTD KOMNLIHTEDA:
Bce MAC-agpeca B Tekywel ceTh LAN: —-BblbepuTe-- -
Onncanue caiTta:

WMA pazpewEnHoro caiTa:

Bpemn geicTeuA: Bcerpa |L|
PacnucaHne MomeT BbiTh YCTAHOBNEHO HA CTPAHWLE “KOHTPONL A0CTYNE >
PacnucaHue™
COCTORHHE: BrnwoueHo -
[ coxpanute | | Hasan |

Puc. 4-75 Hactpownkn Poantenbckoro KOHTpOrs

e Poautenbckuin KOHTpOsb — YToObI akTMBUPOBaThL PYHKLIMIO, BOCMONb3YNTECH KHOMKON
Bknountb. YToObI OTKNIOUNTE OYHKLIMIO, BOCMOMb3YNTECH KHOMKOM OTKITHYUTD.

e MAC-apgpec Bawero komnbkTepa — B 3tom none otobpaxaetrca MAC-agpec
KOoMMbloTEpa, ynpasnsatoLwero mapwpytusatopom. Ecnn MAC-agpec Bawlero agantepa
3apErMcTpMpoBaH, HaXXMuTe KHOMKYy CKonupoBaTb Bbile, YTOObI BHECTW 3TOT afpec B
none MAC-agpec KOHTPONMPYIOLLLEro KOMMNbIOTEPA.

e OnucaHue canta - OnucaHue paspelleHHoro canTa AN  KOHTPONUPYeMOro
KoMnbloTEpA.

e PacnucaHme — BpemeHHOM nepuopd, B TeYeHME KOTOPOro KOMMbIOTEpY paspelueH
poctyn B WHTepHeT. Ona 6Gonee nogpobHon wuHgopmauun nepengute KoHTponb
pocTyna - PacnucaHue.

e BkniouuTtb — BknioyeHne BbIGpaHHON 3anmcu.
e U3meHnTb — PefaktupoBaHve Unu yaaneHne cyLlecTBYOLWEN 3anmncu.

B none MAC-agpec KoHTponupyemoro KomnbloTepa ykaxute MAC-agpec
KOHTpOnunpyemoro komnbtoTepa (Hanpumep, 00-11-22-33-44-AA). Takke 13 BbinagaroLwero
cnucka MoxHo BbibpaTb 3HadyeHne Bece MAC-agpeca B Tekyuien cetu LAN.

YkaxunTte onucaHune (Hanpumep, Allow Google) paspelwieHHoro canmta B none OnucaHue
cauTa.

YKaxute nonHoe JOMEHHOE NMSA carTa UMnn KNi4veBble CroBa AOMEHHOIO UMEHN (Hanpumep,
google) B none Umsa paspewéHHoro canta. Jltobble JOMEHHbIE MMEHA C 3TUMW KIHOYEBLIMU
cnosamu (Www.google.com, www.google.com.cn) 6yayT paspeLleHbl.

Boibepute u3 Bbinagatwollero MeHw Bpemsi OencTBMS HyxHOe pacnucaHue (Hanpumep,
Pacnucanme_1). Ecnn nogxoddwimx pacnmcaHuid He OOHapyXeHO, HaXMuTe KHOMKY
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PacnucaHue ans toro, 4To0bI nepeﬁm B OKHO [JONOnHUTENbHbIE HaCTpOVIKM pacnncaHuna n
co3gaTtb Heobxoanmoe pacnucaHue.

6. B none CocrtosHne MoxHO Bblbpatb BknwouveHo wunu  OTKNYeHO And
BKJ'II'OHeHVISI/BbIKJ'II'O‘-IeHVIFI 3arnuncu.

7. Haxmute kHonky CoXpaHuUTb.

UTtobbl akTMBUpOBaTh BCE NpaBuma B CUCKe, HaXXMUTe KHOMKy BknounTb Bce.
YT100bI OTKMNIOYNTL BCE MpaBuna B CNMCKe, HaXMnUTe KHOMKy OTKMYUTL BCe.
YT00bI yaanuTb BCe NpaBuna B CNMCKe, HAXXMUTE KHOMKY YaanuTb Bce.

UTtobbl nepenTn crnegyollee OKHO, Haxmute kHomky Cnegyrowas. Ytobbl BepHyTbCA B
npeablayLiee okHO, BOCnosib3ynTech kHorkon Mpeabiaywasn.

Hanpumep: Bbl  xoTute, 4TOObI  KOHTponupyembin  komnbtoTep ¢ MAC-agpecom
00-11-22-33-44-AA no cy66otam nmen gocTyn K canTy www.google.com, a y KOHTPONMpyoLLEero
komnbtloTepa ¢ MAC-agpecom 00-11-22-33-44-BB He 6bIno HUKaKWUX orpaHMdeHun, Heobxoaumo
Npon3BecTu crnegytoLime 0encTBuS:

1. Haxmute meHio PognTenbCKMN KOHTPOJb B NEBOI 4YacTu OkHa HacTpoliku poanTenbCKoro
KOHTponsi. Haxxmnte kHonky Bkrtountb, 1 B none MAC-agpec poouTenbckoro Komnbtotepa
Beeante MAC-agpec 00-11-22-33-44-BB.

2. Bblbepute KoHTponb pgoctyna - PacnucaHume, 4toObl nepenitu B OKHO HacTponku
pacnucaHus. Haxmute kHonky [lo6aBuTb..., YTOObI co3gaTb HOBOe pacnucaHve. B none
Onucanne ykaxxute Pacnucanue_1, B none [leHb Cy6. 1 B none Bpems Bcerga.

3. Haxmute meHi0 PoauTenbCKUN KOHTPOSb B NIEBON YACTU OKHA, YTOObI MEPEnTU B OKHO
Ho6aBuTb UNU N3MEHUTL 3aNNCb POOUTENBCKOIO KOHTPONS:

e Haxmute kHonky [lo6aBUTL...

e B none MAC-agpec KOHTPONMPYEMOrO KOMMbIOTEPA YKaXWUTE 3HayeHue
00-11-22-33-44-AA.

e B none OnucaHune canta ykaxurte “Paspewwmntb Google”.

e B none Umsa paspeluéHHOro canmta ykaxmte “www.google.com”

e U3 Bbinagatowero cnucka Bpems aenctBus Bbibepute co3gaHHbii “Pacnmvcanne_1”
e B none CoctosiHMe BbibepuTe 3Ha4YeHne BknounTe.
4. Haxmute kHornky CoXpaHUTb, YTOObI COXPaHUTL CAENaHHbIE U3MEHEHUS.

lMocne 3Toro Bbl BEpHETECb Ha CcTpaHuuy HacTpowku poanTenbCKOro KOHTPONA U
yBMANTE CNNCOK, NPeACTaBfeHHbIN Ha puc. 4-76.

ID MAC-anpec Onucanune canra Pacnucanue BEMHYHTE Wamenuts

1 00-11-22-33-44-BB allow google MOCTOAHHBIA 7 VI3MEHWTE YOanuTh

| [OoBaeuTb... || BkniounTh Bee || OTkniounTb Bee || YaanuTe Bece |

Puc. 4-76 HacTtpolikn pognTenbCcKoro KOHTpons
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4.15 KoHTponb goctyna

KouTpons gocryna
- Mpaeuno

-¥3en

- lens

- PACNHCAHKE

Puc. 4-77 OkHo KoHTponb goctyna

B meHio KoHTponb goctyna cogepartcsa YeTbipe nogmeHto (cMm. puc. 4-77) — MpaBuno, Y3sen,
Lenb u PacnucaHue. [Ing HAaCTPOMKN HY>XHON (pyHKLUMU BbIBepnTEe COOTBETCTBYIOLLEE MEHIO.

4.15.1 Mpasuno

Bbibpas KoHTponb poctyna - lpaBuno, Bbl MOXeTe npocMaTpuBaTbh U co3gasaTb npasuna
KOHTpOrs AOCTyNa, Kak nokasaHo Ha puc. 4-78.

YnpaeneHwe NpaBunamu KOHTPONA g4ocTyna

[] BENHYHTE yNpaBNeHne KOHTPONEM QoCTyna K MHTepHeT

Mpaeuno (UNeTPaLHK MO YMOMYaHHI
(0 Pa3pewnTe NaKeTam, YRa3aHHbIM B NONUTUKE KOHTPONA 0OCTYNA, NPOX0AUTE YEPE3 MappyTH3aTop

@ 3anpeTWTe NAKeTaMm, yKa3aHHLIM B NONUTHKE KOHTPONA QOCTYNA, NPOX0OMTE Yepe3 MapLUpyTU3aTop

ID MmA npaewna ¥zen Uene Pacnucanune BENHYHTE HameHuTe
[ MacTep HacTpoiiki ]

Tekywuin N2 1 - CTp.

Puc. 4-78 YnpaBneHue npasunamu KOHTpons AocTyna

> Bknountb ynpaBneHue KOHTpoJieM AocTtyna K MHTepHeT — Yro0bl akTnBmnpoBaTb
beHKLl,VIlO, OTMETbTE COOTBETCTBYHIOLLYIO FILIeVIKy. B atom cny4yae HadHeT JencreoBaTtb
NOoNNTUKa cbvmpra no ymosn4yaHuio.

> Nma npasuna -— B atom none 0T06pa>1<aeTc;| nMa npaBuna, KOTOpoe ABNAETCA
YHUKalbHbIM.

> Y3en — 3pecb oToOpaXkaeTcs y3er, yka3aHHbI B COOTBETCTBYHOLLEM NpaBune.
> LUenb — B atoM none ykasaHa Lenb, ykazaHHasi B npasure.
> PacnucaHue — 3gecb oTobpaxaeTcs pacnucaHve, ykasaHHoe B npasune.

> Bknounte — 3pgech 0T06pa>KaeTc;| COCTOAHME nNnpaBuna, BKIHYEHO WIINM OTKITHOYEHO.
Haxxmunte 3Ty onuuto, ecnun Bbl XOTUTE BKIMKOYNTL onpeaefieHHYo 3annchb.

>  WU3MeHUTb — VI3MeHNUTb UK yaanuTb CyLLEeCTBYIOLLEE NPaBUIio.
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>

>

MaCTep HaCTpOﬁKM — Haxmute KHOMKY MaCTep HaCTpOﬁKM, yTobbl CO3gaTb 3anucb O
HOBOM MpaBune.

Do6aBuTthb... — LLlenkHuTe no Jo6aBuUTb..., YTOOLI CO34aTh 3anncb 0 HOBOM MpaBune.
YTtoObl BKNIOYMTL BCE MpaBuna B CMCKe, BOCNOSb3yNTECh KHOMKON BknounTb Bce.
YUToObl BBIKMHOYMUTL BCE NpaBuna B CNMCKe, BOCMNONb3YNTECh KHOMKON OTKNIOYMTL BCe.
YTobbl yaanutb BCe 3anncu, BOCNONb3YNTECH KHOMKOM YAanuTb Bce.

MepemecTntb - [0 CBOEMY >XEnaHWIO Bbl MOXETE WM3MEHATb MOPSAOK 3anucen. Hosble
npaeuna pacnonarawTcs nepes ctapbiMn. B nepBom nose ykaxuTe UCXOAHLIN, a BO BTOPOM
KOHEYHLIN HOMep, 3aTeM HaXmuTe KHonky lMepemecTUTb, 4YTOObI W3MEHWUTb MNOPSIAOK
3anuvcen.

YTtoObl NnepenTn B cnegytoliee okHO, BOCMNOSb3yMTeCh KHOMKkoM Cnegyrowas.

UTo6bI BepHYTLCA B Npeabliaylilee OKHO, BOCMONb3yinTech kHonkol Mpeabiaywas.

CyuwecTByeT ABa crnoco6a fo6aBUTb HOBOE NPaBUNoO:

MepBbIN cNOCO6:

1.

2.

HaxmuTe kHonky MacTtep HacTpomku. [osaBnTca criegytoLlee OkHO, Kak MOKa3aHo Ha puc. 4-79:

Pestam: IP-anpec -
WmA yana:

IP-anpec B cetn LAN: -

| Hasag | | Janee ]

Puc. 4-79 BeicTpas HacTporika — Co3gaTtb unu M3MeHMTb 3anucb And yana

e Pexunm — 3peck ectb ABa BapuaHTa Bbibopa, IP-agpec nnn MAC-agpec, Bbl MOXeTe
BblGpaTh Nobon BapnaHT U3 BbiNagatoLlero cnucka.

e Wwmsa y3na — B 3TOM none BBeguTe yHUKanNbLHoe ums y3na (Hanpumep, Y3en_1).
Mpwn BbIGOPE IP-agpeca, Bbl yBUAMTE cnegytoulee:

e |P-agpec cetn LAN — Beeaute |IP-agpec unv ananasoH agpecos y3na B OeCATUYHOM
dopmate ¢ pasgenutenbHbIMM Todkamu (Hanpumep, 192.168.0.23).

Mpu BoiGope MAC-apgpeca, Bbl yBUOMTE CneyoLLee:
e MAC-apgpec — Beeante MAC-agpec y3na B popmate XX-XX-XX-XX-XX-XX

lMocne 3aBeplUueHMs CO34aHWA 3anMcKu y3na, HaxmuTe Ha KHonky [anee, otobpasutcd
cnegytowiee OkHO, Kak nokasaHo Ha puc. 4-80:
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Peskum: |P-anpec -
Mma wenu:
IP-agpec: -

[MopT HA3HAYEHHA: -

MpoTokon: BCE =«
CTaHOapTHeIA NOPT CepEXCA: —-BribepuTe—- -
| Hazan | | Nanee |

Puc. 4-80 BeicTpas HacTporika — Co3aaTtb Unm M3MeHUTb 3anucb Ang uenu

e Pexum - 3pecb aBa BapuaHTa Bblbopa, |IP-agpec n [JomeHHoe ums. Bbl mMoxeTe
BblIGpaTh N06OWM BapmaHT U3 BbiNagatoLlero cnucka.

e Wmsa uenu — B 3TOM none cosganTe yHUKanbHoOe onvcaHune uenun (Hanpumep, Uens_1).
Mpwn BbIGOpE IP-agpeca, Bbl yBMAMTE crnegytoulee:

e IP-agpec — Ykaxute IP-agpec (vnn gnanasoH agpecoB) uenu (uenen) B 4eCATUYHOM
dopmate ¢ pasgenutenbHbIMU TOYKaMMU.

e [opT HasHauyeHUsA — YKaxute MOpPT WM AManas3oH MOPTOB uenu. [Ons HeKoTopbIX
CTaHOApTHbIX MOPTOB CepBMCA Bbl MOXETe BOCMOSb30BATLCA HUXKENpUBEAEHHbIM
nonem CTaHAapTHbIN NOPT cepBuca.

e [lpoTokon — 3geckb YeTbipe BapuaHTta Bbibopa BCE, TCP, UDP unu ICMP. Bibepute
HY>KHOE 3Ha4YeHWe U3 BbiNagatoLLEero cnucka.

e CraHpapTHbIM NOPT cepBUca — 34eCb YKa3aH CNNCOK HEKOTOPbIX CTAaHOAPTHLIX MOPTOB
cepsuca. Beibepute oamH 13 BbinagatoLLEero cnucka, U COOTBETCTBYHOLLMIA HOMEP nopTa
nosieutca B none NopT HasHayeHus. Hanpumep, ecnu Bbl BoibupaeTe "FTP", Homep "21"
nosieutcA B none NopTt Ha3HayeHus.

Ecnu Bbl BoiGpaeTe [loMeHHOe UMS, TO Bbl YBUAUTE CrieaytoLlee:

e [lomeHHOe UMA — 34ecCb Bbl MOXETe yKa3aTb YeTblpe AOMEHHbIX UMEHU, NONHOE MMS
WIN KIloYeBbIE CNoBa MMeHn (Hanpumep, google). Jltloboe AOMEHHOE NMS C KIToYeBbIMU
cnoeamum B Hem (www.google.com, www.googdle.cn) OygeT paspelieHo unm
3aboKMpoBaHoO.

Mocne Toro, kak Bbl 3aKOHYWTE CO3[daHWE 3anucu Lenu ocTyna, HaxmuTe [anee, u Ha
3KpaHe 0To6pa3nTbCA CrieaytoLLee OKHO, Kak nokasaHo Ha puc. 4-81.
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Mpumeyanne: PacnUcaHWe COCTABNARTCA HA OCHOBE BPEMEHN, HACTPOEHHOTO HA MAPLWPYTMIaTope.

WmA pacnucaxua:
OeHb: @ Kawge!il geHs BriGpaTte geHe

MoH. BT. Cp. ur. mar. Cy6. Bockp.

Bpema: Bce gHn - 24 yaca: |V
Havano: (HH4MM)
KoHedw: (H4MY

| Hazaa | | Danee |

Puc. 4-81 BoicTpas HacTporika — Co3gaTtb Unu M3MeHUTb 3anucb pacnmcaHunst

Uma pacnucaHmsa — B aToM none cosganTte yHUKanbHOEe MMA pacnucaHns (Hanpumep,
Pacnucanue_1).

HeHb — BoibepuTte BbiOpaTb AeHb 1 BbibepuTe onpeaeneHHbin AeHb (AHW Heaenu unm
BblGepuTe Kaxxabiin AeHb).

Bpewms — B aTom none BbibepuTe Bce gHU - 24 yaca unu ykaxute Havano nnn Koneu,

Hauvano — Beegute Bpems Havana B dopmatre YUMM (YHMM uyeTbipe umncbpsbl).
Hanpumep, 0800 ato 8:00.

KoHeu — BBegute Bpemsa 3aBepueHuns B ¢gopmate Y4MM (UUMM deTbipe umdpsbl).
Hanpumep, 2000 ato 20:00.

Mocne Toro, Kak Bbl 3aKOHYMTE CO34aHME 3anucu pacwmnpeHHoro pacrnncaHua, HaXmMmute

Hanee, n Ha 3KpaHe 0TOOPa3NTLCA CreayloLlee OKHO, Kak NoKasaHo Ha puc. 4-82.

WmA npaeuna:

Yaen: Yaen 1 -
Lenk: Lenes_1 -
PacnucaHue: Pacnucanue_1
CocToAHuKe: BrknwyeHo -
| Hazag | [ 3aeepumts |

Puc. 4-82 BbicTtpas HacTporika — Co3gaTtb Unu M3MEHUTb 3anncb KOHTponsa gocTtyna B MIHTepHeT

Uma npaBuna — B aTom none cosgarite yHuKanbHOe MMA AN npaswuna (Hanpumep,
Mpasuno_1).

Y3en — B stom none Bbl68pl/ITe y3en u3 Bblnagaroulero crnncka. 3HaveHnem no
YMOJT4YaHUIO ABNAETCA UmeHem y3na, KOTOpO€ Bbl TOJTIbKO YTO YCTAHOBUJIN.

LUlen, — B atom none Bbl6epI/ITe uenb M3 BbiNagarlollero crnucka. 3HadeHnem no
YMOJTHaHUIO ABNAETCA UmeHem uenwu, KOTOPOE Bbl TOJIbKO YTO YCTAHOBUJIN.
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5.

e PacnucaHme — B 3tom none BbiGepuTe pacnucaHne U3 BbiNadaloLlero Crucka.
3HaueHMeM Mo ymonuaHuio siensetcs MMeHem pacnucaHus, KOTOPoe Bbl TOMbKO YTO
cosganu.

e CocTtosiHMe — B 3TOM none ectb ABa BapuaHTa Bbibopa — BknroueHo n OTKMOYEHO.
Bbibepnte BKnO4YeHO, 4TOObI npaBuno BCTynuno B cuny. Buibepute OTKNKOYEHO,
4YTOObI MPaABUIIO OCTANOCh HEAKTUBHLIM.

HaxmuTe 3aBeplunTb, YTOOLI 3aBEPLUMTL CO34aHME HOBOIO NpaBuna.

BTopou cnoco6:

1.

Haxmute kHonky [lo6aBuTh.... Bbl nepengete B cneayoLwmMn 3KpaH, Kak NpeacTaBneHo Ha
puc. 4-83.

B none Umsa npaBuna ykaxuTe nms (Hanpumep, MNpasuno_1).

M3 Bbinagatowiero cnuicka Ysen Boblbepute Heobxoaumoe 3HadeHne nnm Boibepute YToObI
[06aBUTb HOBLIN CNUCOK Y3510B, HAXKMUTE 34€eCh.

M3 Bbinagatouwero cnucka Llenb BbibepuTe HeobOxoanmoe HaMMeHOBaHWE WNnNn BbibepuTe
Y1006bI 4OOABUTL HOBBLIN CMUCOK Lienen, HaXMuTe 3gech.

M3 Beinagatowero cnucka PacnucaHue Bbl6epMTe HeobxoaMmoe HaMMeHOBaHWE WIn
Bbl6epI/1Te Y100bI 4OO6ABUTL HOBOE pacnucaHue, HaAXXKMUTe 3aeChb.

B none CocTtosiHue BbibepuTe 3HaveHUsi BknroyeHo mnn OTKNrYeHOo, YTobObl BKNHOUNTL
UIN OTKNKOYNTL 3aMnnUChb.

HaxmuTe kHonky CoxpaHuUTb.

WmA npaeuna:

Yaen: Yaen_1 ¥ Y00l 000aBNTE HOBKIA CMCOK Y3NOB, HAMMAUTE 30eCh.

Lens: Moban yene v  Yrofbl 00GEENTE HOBKIA CIWMCOK LENEN, HEMMWTE 306ChH.

Pacnucanue: ElCBF,'J,E *  Yrofbl 0o0G3BUTE HOBOE PACNWCAHWE, HAMMWNTE 30eCh.

CocToRHKe: BrnroueHo b

[ coxpanuts | | Hasap, |

Puc. 4-83 [1o6aBnTb UM M3MEHUTb 3anncb KOHTPONS JocTyna B VIHTepHeT

Hanpumep, ecnu Bbl xoTuTe paspewuntb y3ny ¢ MAC-agpecom 00-11-22-33-44-AA poctyn K
canty www.google.com Tonbko ¢ 18:00 go 20:00 no cy66otam u BOCKPECEHbSIM U 3anNpeTuTb
ocTarnbHbIM y3rnam nokanbHoOW ceTn JocTyn K MIHTepHeT, Heo6xoanmo NpeanpuHSaTL criegyowue
JencrTeuns:

1.

Haxmute nogmeHio MpaBuno cneea, 4Tobbl BEpHYyTbCS Ha cTpaHuuy Chvcok npaBwin.
Bbibepute 3anpeTuTb naketam, ykasaHHbIM B MOSIMTWKE KOHTPONS AOCTyna, MpPOXOAUTb
yepes MapLUpyTU3aTop.

PekomeHayeTcs, 4TOObl Bbl Haxkanu kHonky MacTep HacTpouku, 4TobObl 3aBepLuMTb BCe
nocneaytLime HacTPOKM.

HaxmnTe KHOMKy nogMeHw Y3en cneBa, 4ToObl nepenTn Ha cTpaHuuy Chnvcok y3moB.
CospganTte HoByto 3anuchk ¢ MimeHem yana Y3en_1 u MAC-agpecom 00-11-22-33-44-AA.
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4. Haxmute nogMeHto Llenb cneea, 4tobbl nepenTn Ha cTpaHuuy Mmsa uenun. Cosgante HOBYHO
3anucb ¢ MimeHem uenun n JoMeHHbIM UMeHeM Www.google.com.

5. Haxmute nogmeHio PacnucaHue cneBa, 4TOObl MEPENTM Ha CTpaHWLy CO CMMCKOM
pacnucaHmin. Cosgante HOBYK 3anuMcb C MMeHeM pacnucaHust PacnucaHve 1, gHem
Cyb6oT1a 1 BockpeceHbe, BpemeHeM Hadana 1800 n BpemeHem 3aBepLueHnst 2000.

6. Haxmute nogmeHto NMpaBuno cnesa. Haxmute lo6aBUTb..., YTOOLI 406aBUTL CrieayoLLyHO
HOBYO 3arnuChb.

e B none Uma npaBuna cosgante uma npasuna. 3T0 UMA SOMKHO ObiTb YHUKANbHbIM.
Hanpwumep, MNMpasuno_1.

e B none Y3en Buibepute Y3en_1.

e B none Uenb BbiGepuTe Llens_1.

¢ B none PacnucaHue BLiGepute PacnucaHne 1.

¢ B none CocTtosiHue BLIGepUTE BKtoueHo.

e  YTOObl COXpPaHNTb HACTPOKKKN, BOCMONb3YyNTECH KHONKOM COXpPaHUTb.

[Mocne aToro BbI BepHeTecCb Ha CTpaHVILI,y yl'lpaBJ'IeHVIFl npasunamMmm KOHTpond Ll,OCTyI'Ia n yBI/I/J,I/ITe
cnegytowyto Tabnuuy.

ID UmA npaeuna ¥Yaen Lene Pacnucanue BrnoyuTe  M2MEHHTE
1 Mpaewno_1 Y¥aen 1 ens_1 Pacnucanue 1 7 WMameHuTL YaanuTs

Bbl moxeTe uamMeHuTb WMHGopmauuio B nonsx Ysen, Lenb mnnu PacnucaHue, HaxaB Ha
COOTBETCTBYIOLLYIO 3anucb. Vinu, Bl MoxxeTe U3MeHUTb Lienyio 3anmck Ha cTpanuue [lo6aButb
U NAMeHNTL 3anncb AgocTtyna K MHTepHeT, KOTOpaaA nokalaHa HMXe.
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MMA npaguna:

WA yana:
Tun appeca:
IP-agpec & cemn LAN:

WMA yenn:
Tun yenu:

[omeHHoe HiA:

WMA pacnucanun:

AeHe:

Bpeusa:

Havano:

Komeuw:

Cocroaxue:

Mpasuno_1

Yaen_1
IP-appec -
192.168.0.23

Lens_1
OomexHoe uma ~
www.google.com

www.google.cn

Pacnucanne_1

@ Kawgbii geHs BeiGpaTs geHb

MoK. BT Cp. yr. nar. Cyb.

Bee WK - 24 yaca: [V
(HHMM})
(HHIM)

Brnwuewo  ~

Bockp.

CoxpaHnTe |

Hasaa ]

e Wmsa npaBuna — Beegute nmsa npasuna B AaHHoe nore. [MoMHUTE, YTO 3TO UMS JOIMKHO

ObITb YHUKalbHbIM.

e Hactporiku Y3na — 3gecb Bbl MoxeTe nameHntb Mima yana, Tun agpeca nnm IP-agpec
NOK. CeTU. YUTUTe, YTO JaHHOEe NpPaBuUo 3aMeHUT NpeabiayLuee.

[ Paspnen HacCTpoeK Llenwn — 30ecb Bbl MOXETE N3MEHUTD VIH(bOpMaLI,I/I}O O uenu. Yyture,
4YTO AaHHOE NpaBwuIlio 3aMeHUT npegblaylliee.

e Hactporika PacnucaHme — 3gecb Bbl MOXeTe M3MeHUTb MHdopMaumio PacnucaHus.
YuTtute, 4TO JaHHOE NPaBUIo 3aMeHNT npeablayLuee.

e CocTosiHMue

- B atom none Bbl Bblbupaete OTKNOYMTL UNKM BknounTb AaHHoe

npasuno. Ecnu Bbl BbibepeTe Bknountb, To Npasuno OyaeT 3agencreoBaHo. Haxmute
OTKNUYNTb, YTOOLI OTKNIOYNTL NPABUIIO.

Haxmnte CoxpaHUTb, YTOObLI 3aBEPLUNTL HACTPONKY.

HaxmunTe Hasapg, 4ToObl BepHYTLCS Ha CTpaHuLy YnpaBreHus npaBunamm KOHTPons AocTyna.

4.15.2 Y3en

Bbi6paB meHio KoHTponb gocTtyna - Y3en, Bbl MOXeTe NpocMaTpmBaTh U yCTaHaBNMBaTb CMNCOK
y3MnoB, Kak nokasaHo Ha puc. 4-84. Cnncok y3noB siIBNSETCS BaxkHbiM And [paBuna KOHTpons

AocTyna.
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I Wwma yzna Hudhopmawmna HameHuTs
1 ¥aen_1 IP-agpec: 192 168.0.23 M3ameHuTs YOanuTe
[ DoGautb.. || Ynmanuteece |

Tekyumid M2 1 « CTp.

Puc. 4-84 Hactponku yana

> WmA yana — B 3ToM none oToGpaxaeTcs onucaHuwe Yyamna, KOTopoe AOSMKHO ObiTb
YHVKanbHbIM.

> WHdopmauma — 3pecb otobpaxaeTtcs nHdopmaums no yany. Ato moxeT ObiTb IP nnn
MAC-agpec.

>  W3MeHUTb — V3MeHUTb unu yaanuTb CyLeCTBYIOLLYHO 3anuch.

YT106bI LOGAaBUTL HOBYIO 3aNUCb, HEOGX0ANMO cAenaTb crneayiollee:

1.  Haxmwute kHonky [lo6aBUTL...

2. B none Pexum BbiGepute IP- nnn MAC-agpec.

3)
4)

Mpu BbIGOPE IP-agpeca NosBUTCA OKHO, Kak Noka3aHo Ha puc. 4-85.

B none Umsa yana ykaxxuTe ero yHukanoHoe onucaxHuve (Hanpumep, Ysen_1).

B none IP-agpec B cetn LAN BBegute IP-agpec.

Mpu BoIGOpe MAC-agpeca NosiBUTCA OKHO, Kak NokasaHo Ha puc. 4-86.

B none Umsa yana ykaxuTe ero yHukanbHoe onucaHume (Hanpumep, Ysen_2).

B none MAC-agpec ykaxute MAC-agpec.

3. Haxmute kHonky CoXpaHUTb, YTOOLI COXPaHUTL CAENaHHbIE U3MEHEHUS.

UToObl yaanutb BCe 3anucu 13 Tabnuubl, BOCNOMb3yNTECH KHONKOW YAanuTb Bce.

YUTo6bl Nepeitn B crneayroLee OkKHO, BOCMNONb3yinTech kHonkov Cneayrowan. Ytobbl BEpHYTLCS
B NpeablayLuee OkHo, BOCMonb3yTeck kHonkon Mpeabiaywas.

Pennm: IP-appec -
WMA yana: ¥aen_1
IP-anpec B ceTH LAN: 192.168.0.23 -
[ CoxpaHuts | | Hasan ]

Puc. 4-85 [Jo6aBnTb MM N3MEHUTL 3anncb yana
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Pesxmm: MAC-agpec -
WuA yana: Yaen_2
MAC-agpec: 00-11-22-33-44-AA
| Coxparnts | | Hasan J

Puc. 4-86 Jo6aBUTb UnnM U3MEHUTb 3anuch y3na

Hanpumep, Bbl x0TUTE orpaHmyuuTb goctyn Kk WHTepHeT-pecypcam ansa yana ¢ MAC-agpecom
00-11-22-33-44-AA. [1na 3TOro HE06XOOUMO NPEANPUHSATL CreayrolmMe 4ENCTBUS:

1.  Haxmute kHonky [lobaBuUTb... (CM. puc. 4-84), 4tobbl nepenTn Ha cTpanuuy [obasntb nnm
W3MeHUTb 3annch yana.

2. B none Pexwum BbiGepuTe 13 BbinagatoLero MeHto 3HadeHne MAC-agpeca.
3. B none Umsa y3na ykaxnte ero yHukanbHoe onvcaHue (Hanpumep, Ysen_2).
4. B none MAC-agpec eeegute 00-11-22-33-44-AA.

5. Haxmute kHonky CoxpaHuUTb, YTOObI COXPaHUTL COENaHHbIE N3MEHEHUS.

Mocne aToro, BepHyBLWMCb B OKHO HacTporiki y3na, Bbl yBUAMUTE CredytoLuin CrMCOK.

ID WmmA y3na Wudpopmaumua HameHnTs
1 Yaen_1 IP-agpec: 192.168.0.23 MameHuTs ¥Oanuts
2 Yaen_2 MAC-anpec: 00-11-22-33-44-A4 MameHUTs ¥OanuTes
| Oobaeutb.. || Ynanute Bce

4.15.3 Uenb

Bbibpas KoHTponb goctyna - Llenb, Bbl MOXeETE NpocMaTpuBaTh M HacTpanBaTb CMMCOK LiEenewn,
Kak nokasaHo Ha puc. 4-87. Cnucok uenen Heobxoamm anga MNpasuna KOHTponsa AocTyna.

ID MMA uenw WHopMaLHA M2MeHNTE
1 Uenb_1 www.google.com, www.google.cn VI3MeHuTs YaanuTs
| DoBasute. || vnanutb Bee |

Tekywwii Ne 1 « CTp.

Puc. 4-87 Hactpowku uenu

> Wma uenun — B 3ToM none otobpaxaeTrcsa onucaHue uenu, KOTOpOoe [AOIMKHO ObiTb
YHUKASTbHbIM.

> WHdopmauma — Llenbio moxeT 6biTb IP-agpec, nopT Mnv AOMEHHOE NMS.
» W3MeHUTb — NI3MeHNTb nn yaanntb CyLLECTBYIOLLYIO 3aMnnchb.
Y106bI 4OOABNTL HOBYHIO 3aNUCb, HEOOXOAMMO caenaTthb creayioLlee:

1. Haxmute kHonky lo6aBUTb...
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2. B none Pexum BbiGepuTe IP-agpec unu JoMeHHOE ums.

3. Mpw BLIGOpe IP-agpeca nosBMUTCS OKHO, Kak NpeacTaBneHo Ha puc. 4-88.

OobaBUTh MNKU N3MEHNTE 3aNKUCh LENnW KOHTPONA goctyna

Pexum: IP-agpec -

WmA uenu:

IP-appec: -

MopT HAZHAYEHKHA: =

MpoToKon: BCE =~
CTaHOapTHLIR NOPT CEepBHCA: —-BblbepuTe-- -
[ Coxpawnts | | Hasag |

Puc. 4-88 lo6aBUTbL UnNu n3amMeH1Tb 3anncb 4OCTyNa uenu
1) B none Umsa uenmn HeobGxoanmo ykasaTb YHUKanbHoe umsa uenu (Hanpuvep, Lenb_1).
2) B none IP-agpec ykaxute IP-agpec uenu.

3) Bbibepute o0wWwwnii cepBMC M3 BbiNagarowlero cnucka B none CTaHAApTHbIM NOPT
cepBuca, C TeMm, YTOObI aBTOMAaTUYECKU 3anonHUTb Mnore I'IopT Ha3HauyeHuda. Ecnu B
cnucke CTaHAApPTHLIA NOPT CepBUCA HE COOEPXKUTCS HYXKHOTO Bam CEPBUCA, YKAXKUTE
3HayeHue MopTa Ha3Ha4YeHUsA BPYUHYIO.

4) B none MNMpoTtokon BbiGepute 3Ha4yeHne TCP, UDP, ICMP nnun Bcee.

4. Tpwn BblbOpe onumn [JOMeHHOEe MMS Bbl OKaXXeTecb B CrieayloleM OKHe, kak Noka3aHo Ha
puc. 4-89.

DobaBuTe MNN U3MEHUTE 3anNUCh LLENW KOHTPONA gocTyna

TR JomeHHoE MMA ~

HmA wenu:

OOMEHHOE HMA:

|  Coxpannts | | Hasan |

Puc. 4-89 [Jo6aBuTb nnn n3ameHuTb 3anmcb JOCTyna Lenm
1) B none Nms uenn HeobxoaumMo ykasaTb yHUKanbHoe ums uenu (Hanpumep, Lens_1).

2) B none [JomeHHOE UMS Bbl MOXeTe BBECTU JOMEHHOE UMS, MOSTHOE UMS UMK KIoyeBble
crnoBa MMeHu (Hanpumep, google). Jlloboe AOMEHHOE MMS C KIHYEBBLIMU ClOBaMU B HEM
(www.google.com, www.google.cn) 6yaeT paspeLueHo unm 3abnokmpoBaHo.

5. Haxmute kHonky CoxpaHUTb.

YT06bI 04NCTUTL Tabnuuy, BOCNONb3YNTECH KHOMKOW YAanuTb BCe.
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UTo6bl NepeiTn B criefytoLee OkHO, BOCNOMb3yinTech kHonkon Cneayrowan. Utobbl BEpHYTLCS
B NpeablayLuee OkHO, BOCMonb3yTeck kHonkoi Mpeabiaywias.

Hanpumep: Bbl xoTUTe orpaHnynTb JOCTYN K VIHTEepHET-pecypcamM Afis y3ra foKanbHOW CeTu ¢
MAC-agpecom 00-11-22-33-44-AA 1 paspelnTb emy AOCTYN TOMBKO K canTty www.google.com.
[nga atoro Heo6Xo0AMMO NPEANPUHATL CrneayoLmMe 4eNCTBUS:

1. Ytob6bl A06aBUTL UMM U3MEHUTL 3anMCb LEnK OOCTyna, HaXMutTe KHomky Job6aBUTb..., Kak
nokasaHo Ha puc. 4-87.

B none Pexum 13 BbinagatoLlero cnucka Boloepute JOMEHHOEe UMSI.
B none Umsa uenun HeobxoamMmo co3aaTh yHMKanbHoe ums uenu (Hanpumep, Uenb_2).

B none [JlomeHHOe umsa BBeAUTE Www.google.com.

o &~ D

UToObl COXpaHWUTb HACTPOMKN, BOCMOMb3YNTECh KHOMKOM COXpaHUTb.

Mocne 3Toro, BepHyBLMCHL B OKHO HacTporiku Lenu, Bbl yBUanUTE CreayroLnin CNnUCoK.

ID MmMA uenu Hudpopmaumna HamennTs

1 Uens_1 www.google.com, www.google.cn MameHuTs ¥0anuTes
2 Uene_2 192.168.0.2-192.168.0.23/TCP M3aMeHuTL ¥OanuTs
| [OoGaewts... || Vaanute sce |

4.15.4 PacnucaHue

BbibpaB KoHTponb goctyna — PacnucaHue, Bbl MOXeTe NpocMaTpuBaTh M ONpeaensTb CMCOK
pacnucaHui, Kak npeactaBneHo Ha puc. 4-90. Cnucok pacnucaHui Heobxoaum Ons
hYHKLMOHNPOBaAHMSA NpaBuna KOHTPOra JocTyna.

I HMMA pacnHCaHuA OeHe BpemAa HaMeHHTE
1 Pacnucanwe_1 Kawaeld 0eHb 00:00 - 24:00 HMamenunTs ¥oanuts
| [OoGaButb... || ¥panuTsBee |

TekylwuiA Me {1 - CTp.

Puc. 4-90 Hacrtpowku pacnvcaHusi

> Nma pacnuncaHua — B atom none cCoaepXXnTca onncaHmne pacnmcaHuA, Kotopoe OOJ1KHO
ObITb YHUKallbHbIM.

> JeHb — YkasbiBaeTca AeHb (v OHW) Hegenw.

>  Bpems — YKkasbiBaeTca BpEMEHHOM NepPUOS.

>  W3smeHuTb — PepaktupoBaHune Unu yaaneHue CyLecTBYOLWEro pacnucaHus.
Y106bI AOGABUTL HOBOE pacnucaHue, Heo6xoaMMo caenatb cnegyroLlee:

1. Haxmute kHonky [lo6aBuUTb.... (cM. puc. 4-90). JomKHO NOABUTLCA crieaylollee OKHO (CM.
puc. 4-91).

2. B none WUma pacnucaHua Heob6xoOuMO YykasaTb YHUKanbHOe onucaHve (Hanpumep,
Pacnucanue_1).

3. B none OeHb ykasbiBaeTcsa AeHb (OHW) Hegenw.
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4. B none Bpems MOXHO BbIOpaTh KPYrnocyTOYHO UK 3agaTb BPEMEHHOW NEPUOA NpY NOMOLLU
nonen Bpems Hadyana n Bpems KoHua.

5. YT06bI COXpaHUTb CAenaHHble HAaCTPOWKKN, BOCMONb3YWTECH KHOMKON COXPaHUTD.
UToObl 04nCTUTL Tabnumuy, BOCNONb3yNTECH KHOMNKOM YAanuTb Bce.

UTtobbl NepenTn B crieaytoLLee OKHO, BOCMONb3yNTeCch KHOMKon Cnepyrowan. Ytobbl BEpHYTLCA
B Npedblayliee OKHO, BOCNONb3ynTeck kHonkon MNMpeabiaywasn.

Mpureuanne: Pacnucadue CcOCTABNABTCHA HA OCHOBE BPEMEHN, HACTPOEHHOMD HA MapWPYTHAATOpE.

WMA pacnucaHua:
OeHe: @ Kawgbli OeHb BribpaTe geHe

MoH. BrT. Cp. 4r. AT, Cy0. Bockp.

Bpems: Bce gHu - 24 yaca: [V
Ha4ano: (M4
Konew: (4N

| Coxpauuts | | Hasag |

Puc. 4-91 [JononHuTenbHble HACTPOMKK pacnucaHms

Hanpumep: Bbl xotnte orpaHnuntb goctyn Kk UHTepHeT-pecypcam gns ysna ¢ MAC-agpecom
00-11-22-33-44-AA v paspelumnTb emy AOCTYN K canTy www.google.com Tonbko ¢ 18:00 go 20:00
no cy66otam 1 BoCKpeceHbAM. [151s1 3TOro Heo6xoAMMOo caenatb criegyloLlee:

1) HaxmuTte kHonky [lo6aBUTb... (cMm. puc. 4-90), 4ToObl NepenTn B OKHO [JONOnHUTENbHbIE
HaCTPOWKN pacnuncaHus.

2) B none Wms pacnucaHua HeobxoaMmo co3faTbh YHMKanbHOE pacnucaHue (Hanpumep,
PacnucaHue_2).

3) B none OeHb BbIGepuTe BoibpaTh AeHb 1 ykaxute Cy6. n Bockp.
4) B none Bpewms B nonsax Havano n KoHew ykaxute, cootBeTctBeHHO, 1800 n 2000.
5) Haxmnte kHonky CoxpaHUTb, YTOObI COXPaHWTb HACTPOWKMN.

Mocne aToro, BepHyBLUMCbL B OKHO HacTporiku pacnucaHus, Bbl yBUAUTE CreayoLwwmii CrnNCoK.

ID  MMA pacnucaHua [eHb BpemAa H2MEHNTE

1 PacnucaHne_1 KawObli OeHb 00:00 - 24:00 HMameHnts ¥Oanurs
2 PacnucaHwA_2 Kakgk!il geHe 18:00 - 24:00 MameHuTE ¥YO0anuTe
| Oobasuts.. || YmanuTs Bce
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4.16 PaclumpeHHble HaCTPOUKN MapLIpyTU3aLmn

PacmmpeHHbie HACTPOREN MapWPYTHIALMA

- CNWCO¥ CTaTMYECKHK MaplipyToR

- TabnWua Mapu pyTH3aLuE

Puc. 4-92 PacwmpeHHble HaCcTPONKN MapLLpyTusaumm

B MeH PaclumpeHHble HacTpoWKM MapLupyTuM3auuu, Kak nokasaHo Ha puc. 4-92, ectb gBa
nogMeHto — CnMcoK crtatuyecknx maplipyTtoB 1 Tabnuua mMapwpyTtusaumu. Haxae ux, Bbl
CMOXETe HaCTPOUTb COOTBETCTBYOLLNE (PYHKLUN.

4.16.1 Cnucok cTtaTU4eCKMX MapLUpyTOB

BbibpaB MeHio PacluMpeHHble HACTPOMKM MapwpyTusaumm — ChnuMcoK cTaTU4eckux
MapLIpYyTOB, Bbl MOXETe HacTpauMBaTb MNapaMeTpbl CTaTM4YecKOM MapLlupyTM3auuM B OKHe,
npeacTaBneHHoM Ha puc. 4-93. CTaTuyeckuini MapLIpyT — 3TO 3apaHee onpeaereHHbIV NyTb, Mo
KOTOPOMY CETEBbIE [JaHHbIE NEPEMELLAIOTCS K KOHKPETHOMY Y31y UK CETW.

1D IP-agpec HazHa4eHUs Macka nogceTtn OcHOBHOM WNH3 CocTtofAHKne Hamennts

BKNHOYUTE BLE OTKNHOYUTE BCE ¥AannThb BCE

Puc. 4-93 Cnncok cTatuyecknx MapLupyToB
Y100bI AOGABUTL 3aNUCb MapLUpyTU3aLm, Heo6xoanMMo caenaTtb crieayroulee:

1.  HaxmuTte kHomnky [lo6aBuTb... OTKPOETCA OKHO, NpeAcCTaBneHHOe Ha puc. 4-94.

OobaBuTe NN U3MEHWTE 3aNMCh CTAaTMYECKUX MapLIPYTOB

IP-agpec HazHAYeHHA:

Macka nogceTu:
OCHOBHOM WNH3:

CocroAnue: Brnrovero hd

[ Coxpammts | | Hasag

Puc. 4-94 No6aBuTb UNn n3mMeHUTb 3annch B Tabnuue cTaTM4eckon MapLupyTusauum
2. Heobxogumo ykasaTb criegyloline gaHHble.

e IP-appec Ha3HauyeHuss — DTO afpec CeTU WnK y3na, KOTOPOMY Bbl XOTUTE Ha3HAYUTb
CTaTUYECKNA MapLLpPYT.

e Macka nopgcetn — OnpegensieT, kakas YacTb IP-agpeca oTHoOcUTCS K ceTu, a Kakasi K
yany.

e OcHoBHOM W3 — IP-agpec wnt3a, T0 ecTb YCTPOMCTBA, KOTOpoe obecnedvnBaeT
B3aMMOAENCTBME MEXAY MapLUPyTU3aTOPOM U CETbHO/Y3IoM.
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3. W3 Bbinagatowero cnucka B none CocrosiHue Heobxoaumo BbibpaTb 3Ha4YeHne BknrovyeHo
unu OTKNIOYEHo.

4. Y10ObI COXpPaHUTbL caenaHHbIE N3MEHEHUS, BOCMONb3YNTECh KHOMKOM COXpaHUTb.
[pyrue HacTponkn A4nsa 3anncen:

YTo6bl yoanuTb 3anncb, BOCMOMb3YNTECH KHOMKON YAanuTb.

YTo6bl aKTMBUPOBATbL BCE 3anMcy, BOCMNONb3yNTECH KHOMKOM BKknounTb Bee.

UTto6bl caenaTb BCe 3anncy HEaKTUBHBIMU, BOCMONb3yNTECh KHOMKOM OTKMIOYUTL BCe.
YTobbl yoanuTb BCe 3anucu, BOCMONb3YNTECH KHOMKOW YAanuTb BCe.

YUTtobbl NepenTn B crieaytollee OKHO, BOCMOMb3ynTech KHoMkon Cneayrowan. Ytobbl BEpHYTLCA
B Npeablayliiee OKHO, BOCNoNb3yntechb kHonkon Mpeabiaywasn.

4.16.2 TabGnuua mapLipyTusauum

BbiOpaB MeHi0 PaclumpeHHble HaCTPOMKU MapwpyTusaumu — Tabnuua mapwpyTtmsaumu, B
OTKpbIBLLEMCA OKHE Bbl yBuaute Tabnuuy maplpyTtusaumm (kak nokasaHo Ha puc. 4-95).
Tabnuua MaplipyTuM3aumm Mno3BondeT MpocMaTpuBaTb BCe  UCNONb3yeMble  3anucu
MapLpyTusauuun. na Kaxgowm ctatbym oTobpaatoTca |IP-agpec HasHayeHus, macka NoaceTw,
LU03 N nHTEpdenc.

Tabnuua mapwpyTUsauumn

ID IP-agpec HazHa4YeHHA Macka nogceTH lWinwoz Wutepdpeiic
1 192168.0.0 255.255.255.0 0.0.0.0 LAN & WLAN

Puc. 4-95 Tabnuua mapLupyTtnsaumm

> IP-agpec HasHa4vyeHus — CeTblo HasHadeHWs SBMsSieTCA agpec ceTn UNnu ysna, K KoToOpomy
HasHa4yeH CTaTUYeCKUA MapLUpyT.

> Macka nogcetmn — Macka nogceTtun onpegensieT, Kakasa YacTb IP-agpeca oTHocuTcs Kk ceTu, a
Kakas K yany.

> LWnw3 - IP-agpec wni3a, T.e. yCTPOWCTBa, KOTOpoe obecneuyvBaeT B3auMOAENCTBME
MeXay MapLIpyTM3aTOpPOM U CETbIO/Y3I0M.

> WHtepdennc — B nHtepcpence otobpaxatotcs ceegeHus o ToM, npuHagnexut nu IP-agpec
HasHayeHus LAN (nokanbHon nposogHoun cetn) 1 WLAN (nokanbHown 6ecnpoBoaHOM ceTu)
nnn WAN (UHTepHeT).

4.17 KoHTpoOnb NponycKkHOM CMNOCOOGHOCTHU

KoHTpOns NponycEHON CNOCoOHOCTH

- MNapameTpbl KOHTPONA

- CNcoE npagun

Puc. 4-96 KoHTponb nponyckHon cnocobHoCTM
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MeHto KoHTpOmb nponycKHOM CnocOBHOCTU coaoepXuT ABa nogmeHio — MapameTpbl KOHTpONS
" Cnucok npaBun (cM. puc. 4-96). [Ons HaCTpPOWKM Hy>XHOW ¢OyHKUMKM Bbibepute
COOTBETCTBYyIOLLEe MeHw. Hwxe npuBoautcs nogpobHoe onucaHwe AN Kaxaoro M3 3aTux
NOOMEHHO.

4.17.1 MapameTpbl KOHTpONA

Bbibpas KoHTponb nponyckHow cnocobHoctu — [lapameTpbl KOHTPOSs, Bbl CMOXETe B
crnegylollemM OKHE HacTpamBaTb 3HAYEHUsI BXOAALLEro M ucxoasuwero Tpaduka. 3agaBaemble
3Ha4yeHus1 He AomkHbl npeBbiwaTtbe 1000000 Kout/c. Ana onTumanbHOroO KOHTPOns, BbloepuTe
cnpasa Tun NMHUKM K crnpocuTe y nocTaBlwmka NHTepHeT-ycnyr obliee 3HaYeHue BXOOALLEro u
ncxogswero Tpaduka.

MNapameTpbl KOHTPONA

BEMHYUTE KOHTPONE NOMOCK! NPONYCKAHKA: [
TN NHHKAK: @ ADSL @ [Opyras
WcxooAwan nonoca nponyCcKaHWA: 12 Kouticex
BxogAwan nonoca nponyCcKaHuA: 2048 KauTicex

CoxpaHuTs

Puc. 4-97 MapameTpbl KOHTPOIS

> BKNOYNTb KOHTPOMb Nonocbl nponyckaHua — OTMeTbTe 3Ty AYEliKy, YTOObI HACTPONKK
KOHTPOIS NONockl NPOMNyCcKaHWst BCTYNUIN B CUMY.

> Twvun nuHUM — BbibepunTe NpaBuIbHbIA TUM BalLEro nogknoveHms. Ecnm Bol He 3HaeTe, kakown
BblOpaTb, 06paTUTECH K BalLEMY NOCTaBLUNKY IHTEpHET-yCryr.

> Wcexopsawan nonoca nponyckaHusa — CKopocTb UCxodsLuero Tpadumka, npoxogsLlero yepes
nopt WAN.

> Bxopswas nonoca nponyckaHma — CKOpoOCTb BXoAsLero Tpaduvka, npoxogsLlero yepes
nopt WAN.

4.17.2 Cnucok npaBun

Bbl6paB KOHTpOﬂb ﬂpOnyCKHOﬁ cnco6HocTu - Cnucok npaBun, Bbl CMOXeTe NpocMaTpmnBaTb
M HacMaTpueaTtb NnpaBuiia KOHTPOJA NMONIOChI NPOMNYCKaHUA, KakK NMoOKa3aHO Ha PUCYHKE HUXe.

[Crucocmpannn

llcxogAwan nonoca nponyckaduA (Kout/c) BxogAwan nonoca npoenyckadwa (KouTic)
1D Onucaxue Brnounte MameHnTs
MuH. Makc. uH. Makc.

B HACTOAWER BPEMA CIMCOK MYCT.

Tekywan ctpaHmya: 1 «

Puc. 4-98 Cnucok npasun

> OnucaHune — CO[J,ep)KI/IT I/IH(bopMaLl,MI-O no npasunam, HanpmuMmep gnanal3oH agpecos.
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Ucxopsawaa nonoca nponyckaHusa — B aTom none otobpaxaerca uHgopmauus no
MakcMManbHOMy U MWHMMAanNbLHOMY 3Ha4YeHUI0 TMonocbl Ans  uUcxogswero Tpaduka,
npoxoasiiero yepes WAN-nopt. 3HavyeHue no ymonyaHuto 0.

Bxopswaa nonoca nponyckaHusa — B 3tom none otobpaxaetcsa wuHdopmaums no
MakcMManbHOMY W MUWHUManbHOMY 3Ha4YeHWlo MOriochbl AN  BXxogswero Tpaduika,
npoxoasiero Yepes WAN-nopt. 3HavyeHue no ymonyaHuto O.

BknounTtb — 370 none cogepXuTt nHopmaLmio No COCTOSIHUIO NpaBuna.

U3meHnTb — PegaktnpoBaTb npaBunio. Ytobbl yaanute NpaBuio, BOCNONb3yMNTECH KHOMKOW
Ypanutb.

UYto6bl [06aBUTbL MNM  U3MEHUTb MNPaBUNO YNpPaBfieHUs NOMIOCOM NPOMYCKaHUs,
Heob6xoAuMO caenaTb criegyiolyee:

HaxmuTe kHonky [lo06aBUTb... (CM. puc. 4-98). [omKHO OTKPbITLCA OKHO, Kak MoKa3aHo Ha
puc. 4-99.

BeeauTe cnepgytowime AaHHbIE.

BrNHOYHTE: v
Owanazox IP-agpecoe: -

[nanazoH Noproe: -

MpoTokon: Bce -
MWH. nonoca nponyckaHuA Makc. nonoca
(Kout/c) nponyckaHua (Koutic)
HcxooAman nonoca nponyckaHua: 0 0
BxogAwan nonoca nponycraHus: 0 0
[ CoXpaHnT l | Hasap |

Puc. 4-99 HacTtpovikn npaBvna ynpasrneHusi NoNocoun nponyckaHus
e BknounTtb - Bl MOXETE BKMOYNTL MPaABUIIO, OTMETUB SYENKY.
e [wana3soH IP-agpecoB - Ykaxute guanasoH |P-agpecos.
e [lnana3oH NopToB - YKaxnte AnanasoH nopToB NokKanbHOW CeTU.
e [potokon - Beibepute npotokon (TCP, UDP, TCP/UDP).

e MWUcxopswaa nonoca nponyckaHus - B 3tom none ykaxute wHGOpMauuMio o
MaKCUManbHOM W MWHMMArbHOM 3HAYE€HUW MONOChbI ANs ucxogswiero Tpaduka,
npoxogdiiero Yepe3 WAN-nopt. 3HayeHune no ymonyanuto 0.

e BxopsAwaa nonoca nponyckaHuAa - B 3sToM none ykaxute WHdoOpMaUulo o
MaKCUManbHOM W MWHMMArbHOM 3HAYE€HUW MONOChbI ANs ucxogswero Tpaduka,
npoxogdiiero Yepe3 WAN-nopt. 3HayeHune no ymonyanuto 0.

Haxmute kHonky CoxpaHuUTb.

112



LIRCR I BecnpoBogHoOW rMrabuTtHbIn mapwpyTusatop cepuu N

4.18 MMpussaska IP- n MAC-agpecoB

lNpuerazka IP- n MAC-anpecoB

- MNapameTphl NPHEAZEN

- Tabmmua ARP

Puc. 4-100 MeHto Mpueaska IP- 1 MAC-agpecoB

Mento lNpuesaska IP n MAC-agpecoB cogepxut gsa nogmeHio (cm. puc. 4-100) — MapameTpbl
npuBaskM n Tabnuua ARP. YToObl HacTpouTb HYXHYHO (YHKUMIO WM MOCMOTPETH €e
napameTpbl, BblbepuTe COOTBETCTBYHOLLUIA anemMeHT. Hike npuBogntcs nogpobHoe onncaHmne no
KaXgomy NoAMEHIO.

4.18.1 MapameTpbl NPUBA3KU

[daHHoe OKHO comgepxuT Tabnuuy MapameTpbl NMPUBA3KWA, B KOTOPYK Bbl MOXETE BHOCUTb
Heobxoaumble n3mMeHeHus (cM. puc. 4-101).

MapameTpbl NPUBASKK

CeAsuiBawMe ARP: @ OTKMOWMTL () BKTOWNTS

1D MAC-agpec IP-agpec CeAzatk HzmeHnTs

Cnwcok nyct

BKMNHYUTE BLE OTKNHYUTE BLE YAanuTe BCe HanTH

MpeabayLas Cneqyrouas Tekywwin N2 1 - CTp.

Puc. 4-101 MNapameTpbl NpMBA3KK
>  MAC-agpec — MAC-agpec KOHTPONMPYeMOro KOMMNbIoTEpPa NoKansHON CeTH.
> IP-appec — HasHaueHHbIN IP-agpec KOHTPONUMpyeMoro KoMmnbloTepa NokanbHON CETU.
> CBaAsartb — Bknountb pyHkumio cessbiBaHns ARP.
>  WU3MeHUTb — N3MeHUTb N yaanutb CyLLECTBYIOLLYHO 3aMnuchb.

Ecnn Bbl xoTuTe foGaBuTb UNK M3MEHUTL 3anucb cBA3biBaHuA IP 1 MAC-agpecoB, Haxmute
kHonky [lo6aBuTb... unu U3meHuTb. Nepen Bamn OTKPOETCS OKHO, MpeacTaBneHHOEe Ha puC.
4-102, B KOTOPOM Bbl MOXETE [00aBUTb NN N3MEHUTL 3aMNUCh.

MapameTpel npuBAsky IP- 1 MAC-agpecoB

CeR3arhk:

MAC-agpec:
IP-agpec:

[ Coxparmts | | Hasag |

Puc. 4-102 MapameTpsbl cBs3biBaHus IP- n MAC-agpecoB

Y100bI A06aBuUTL 3anucb cBA3biBaHus IP- u MAC-agpeca, Heobxogumo cpaenaTtb
cnepywllee:
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1. Haxwmwute kHonky [lo6aBuTb... (CM. puc. 4-101).

2. Ykaxute MAC- un IP-agpec.
3. Bbibepure adeiiky Cesasatb.
4.  YT0Obl COXPaHUTb CAENaHHbIE U3MEHEHMS, BOCMONb3YNTECH KHOMKON COXPaHUTD.

UYTo6bI M3MEHUTbL WNKM yAanuUTb YXe CYLLeCTBYHLYK 3anucb, Heobxoaumo caenaTtb
crnegyoulee:

1. BbliGepuTe 3anuch B Tabnuue.

2. B konoHke U3MeHUTb BbLIGEPUTE, COOTBETCTBEHHO, M3MeHUTb nnu Yoanurtb.
YT06bI HANTU CYLLECTBYHOLLYIO 3aNUCh:

1. Haxmute kHonky HanTu, kak nokasaHo Ha puc. 4-101.

2. Beegute MAC unu IP-agpec.

3. Haxmute kHonky HanTu, kak nokasaHo Ha pwuc. 4-103.

Haiiti 3annck npueasku IP- 1 MAC-agpecoB

MAC-agpec:

IP-agpec:
D MAC-agpec: IP-agpec: CeAzate CoeOWHEeHHWe

Cnucok nycr.

[ HaiiTu ] Hazan |

Puc. 4-103 Hantu 3annce npueasku IP- 1 MAC-agpeca
YUT0ObI aKTMBMPOBAaTL BCE 3anMCK, BOCMNOMNb3yWTECH KHOMKOW Bknountb BCe.
YTtobbl yaanuTb BCe 3anncu, BOCNONb3YNTECh KHOMKOM YAanuTb Bce.

4.18.2 Ta6bnuua ARP

[nsa ynpaeneHns KOMMNbIOTEPOM Bbl MOXETE BECTM HabntogeHMe 3a KOMMbHTEPaMU FTOKaNbHON
cetn, npoBepss ceA3b MAC- n IP-agpeca B Tabnunue ARP. Takke Bbl MOXETE NPOU3BOAUTL
HacTpourky anemeHToB Tabnuubl ARP. B gaHHOM okHe oTobGpaxaerca Tabnuua ARP. OHa
COOEPXUT MHOpPMaLMIO MO MMeLUMes 3anucam ceasbiBaHus I[P 1 MAC-agpeca (cMm. puc.

4-104).
Tabnuua ARP
1D MAC-agpec IP-agpec CoctoaHwe  Hacrtpoiika
1 D4-3D-TE-BF-61-5F 192.168.0.100 He CEA3aHO 3arpy3uTs YOanurs
[ 3arpysutsBce | | OBGHOBUTL

Puc. 4-104 Ta6bnuua ARP

» MAC-agpec — MAC-agpec KOHTPONMpYyeMOro KomrnboTepa fokanbHOW CeTu.
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> IP-appec — HasHayeHHbIV IP-agpec KOHTPONMpyeMoro KoMnbloTepa NokanbHOW CeTu.

» CocTtosiHue — B aTOM none cogepXntca MHopMaLms NO HaNUYMK0 UM OTCYTCTBUIO CBA3U
MAC- un IP-agpeca.

» HacTtponka — 3arpy3ntb unu yganuTb 3fIEMEHT.
e 3arpy3uTtb — 3arpy3antb aeMeHT B Cnncok ceasbiBaHns MAC- u IP-agpecos.
e Ypanutb — YOanuTb aNeMeHT.

YTo6bl NPOMN3BECTN CBA3bIBAHWE AN BCEX TEKYLLMX 3anncemn, BOCNonb3ynTech kHomkon CBA3aTh
Bce (PyHKUMSA JOCTYMHA TOMbKO MOCNe akTMBauumn 3anncen).

YToObI 3arpy3nTb BCe 3anncu B CrUCOK, BOCI'IOJ'Ib3yl7ITer KHOMKOW 3arpy3MTb BCe.

YUT06bI 0GHOBUTL MHDOPMALIMID, BOCMONL3YNTECH KHOMKOV OOHOBUTD.

& lMpumevaHue:

3anucb He MoxeT BbITb 3arpyeHa B Tabnuuy ceasbiBaHus IP 1 MAC-agpecos, ecnu IP-agpec
3anuncy yxe Bbin 3arpyxeH paHee. B aTom cnyvae nosiBUTCA OKHO C cooblieHnem o6 ombku.
AHanornyHo dyHKLmMa "3arpy3nTb Bce" 3arpy3uT TOSbKO TE 3anncu, KOTopble He nepecekatoTcs ¢
3anncamu, yxxe UMeoLMMUCS B CIIUCKE.

4.19 OwuHamunyveckun DNS

Mpu BbIGOpe MeHo AuHamunyeckuin DNS Bbl MOXeTe onpeaensTs napamMmeTpbl paboTbl YHKLNN.

Mapwpytnsatop pacnonaraet cdyHkuven DDNS (Dynamic Domain Name System), koTopas
aenaeT BO3MOXHbIM XOCTWHT canTa, FTP- nnm noutoBoro cepeepa ¢ pUKCMPOBaHHbIM JOMEHHbLIM
nMeHeM (KOTOpoOe Bbl yKasblBaeTe caMu) U OMHAMUMYECKUM agpecoM. OTO MO3BONSET BalUUM
OpY3bsiM MOAKNOYaTbCA K BalleMmy cepBepy, ykasaB AOMEHHOEe WMS BHe 3aBMCUMOCTM OT
3HaA4YeHuns IP-agpeca. Mepen Ha4yanom ncnonb3oBaHUs dyHKLNK HeobxoamMmo
3apeructpupoBatbcsi Yy  npoBavgepa  DDNS-cepsuca, Hanpumep  www.comexe.cn,
www.dyndns.org unm www.no-ip.com. OT nocTtasLumka VIHTEpHET-yCnyr Bbl NONy4YnTE NApOsb UMK
KoM,

4.19.1 Comexe.cn DDNS

Ecnn B kavecTBe npoBamngepa DNS-cepBuca Obin BbibpaH www.comexe.cn, A0MKHO NOSABUTLCS
OKHO, NokasaHHoe Ha pwuc. 4-105.
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NMocTaswme ycnyr: Comexe ( www.comexe.cn) - MepelTh K pericTpauyi...

OOoMEHHOE HMA:
OoMEHHOE HMA:
OOoMEHHOE HMA:
JoMEHHOE HMA:

HNoMEHHOE HMA:

HMA nonk3oBaTenA: username

Mapone: [ITITITTIT]

BrnwunTe DDMS

CoOCTOAHHE NOAKMHYEHHA: DDMNS He 3anyuweHa!

BodTu

|  CoxpaHute |

Puc. 4-105 Hactpoiikn Comexe.cn DDNS
Onsa yctaHoBkn napametpoB DDNS Heo6xoanMmMo BLINOMHUTL cnegyloliue 4eNcTBUs:
1. [ omeHHOe umMs BBEANTE COOTBETCTBYIOLLIEE 3HAYEHME, NONYYEHHOE OT NOCTOBLLMKA YCNYT.
2. Yxaxute UMAa nonb3oBaTens y4eTHOW 3anumcu.
3. YkaxuTte Maponb y4yeTHON 3anucu.
4. HaxmuTe kHOonKky BonTu, 4TOOLI BOMTH B CUCTEMY.
CocTtosiHue nogkntovyeHme — CocrtosiHme nogkrtodeHnss k DDNS-cepsucy.

YUT06bI BLINTU U3 CUCTEMbI, BOCMOMb3yWTECh KHOMKON BbINTHK.

&= lMpumeyvaHue:

Ecnu nocne ycnewHoro Bxoda Bbl XOTUTE CHOBa BOWTU Ha OPYryro y4eTHylo 3anncb, HaXxXMuTe
KHOMKY Bbixoa, 3aTeM BBeaANTe HOBOE UMSA NONb30BaTenNs, naposib U HAXXMUTE KHOMKY Bxog.

4.19.2 Dyndns.org DDNS

Ecnn B kadyecTBe npoBangepa DNS-cepBuca 6bin BbibpaH www.dyndns.org, NOSBUTCS OKHO Kak
nokasaHo Ha puc. 4-106.
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MocTaBWME yocnyr: Dyndns ( www dyndns com ) - [MepeiTi K perMcTpaui...
HWMA none3oBaTenA: username
Mapone: ssssenes

HomeHHOE WMA:

Brnwouute DOMNS

COCTOAHKE NOOKNHYEHHA: DDMNS He 3anyweHal

[ Boitu ] | Bt

| CoxpaHuts |

Puc. 4-106 Hactpoiiku Dyndns.org DDNS
Onsa yctaHoBkM napameTpoB DDNS Heo6xoaMMo BbINONHUTL cneaylolue AeNCTBUSA:
1.  Ykaxute UMAa nonb3oBaTens y4eTHOW 3anucu.
2.  Yxaxute Maponb y4eTHON 3anucu.

3. B none lomeHHOe UMA BBeOUTE COOTBETCTBYHOLLEE 3Ha4YeHne, Nony4yeHHoe OT npoBangepa
DNS-cepsuca.

4. HaxmuTe KHOMNKy BonTn, 4TOGLI BONTU B CUCTEMY.
CocTtosiHne nogkntoveHme — CoctosaHme nogkrntodeHna k DDNS-cepsucy.

UT06bI BEINTU N3 CUCTEMBI, BOCMOMNbL3YNTECH KHOMKOW BbINTH.

&= lMpumeyvaHue:

Ecnn nocne ycnewHoro Bxoga Bbl XOTUTE CHOBa BOWTW Ha OPYrylo y4eTHY 3anucCb, HaXMUTe
KHOMKY BbIXO.q, 3aTeM BBeanTe HOBOE M4 NnoJib3oBaTend, Naposib U HAXKMUTE KHOMKY BXO[J.
4.19.3 No-ip.com DDNS

Ecnn B kadecTBe npoBangepa DNS-cepBuca Obin BbiOpaH wWww.no-ip.com, NOSIBUTCA OKHO Kak
nokasaHo Ha puc. 4-107.
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DOyHkuna DDNS

MocTaBuMK ycnyr: Mo-IP { www.no-ip.com ) ~+  MepeiTn K perncrpauui...
WmA nons3oBarens: username
Mapone: T

HNOMEHHOE HMA:

[] Brmounts DDMS

COCTORHHE NMOOKNH4YeHHA: DDMSE He aanyweHa!

[ Boiiti ] [ Briittn

| Coxpanuts |

Puc. 4-107 Hactpoiikn No-ip.com DDNS
[Ans yctaHoBku napametpoB DDNS Heo6xoanMmMo BbINOMHUTL cneaylolme 4eNCTBUs:
1.  Ykaxute UMA nonb3oBaTens y4eTHOW 3anucu.
2.  Yxaxute Maponb y4yeTHON 3anucu.

3. B none lomeHHOe UMSA BBeaMTE COOTBETCTBYIOLLEE 3HAYEHME, MOMy4YeHHOe OT NocTaBLMKa
ycnyr.

4. HaxmuTe kHomky BonTun, 4TOoObLI BONTU B CUCTEMY.
CocTtosiHue nogkntoveHme — CocrtosiHme nogkrtodeHns kK DDNS-cepsucy.

UTOGb! BbIATK U3 CUCTEMBI, BOCMNONb3YUTECH KHOMKOV BbINTK.

& [lMpumevaHue:

Ecnu nocne yCnewHoro Bxoga Bbl XOTUTE CHOBa BOWTU Ha OPYryro y4eTHYH 3anncCb, HaAXMNUTE
KHOMKY Bbixoa, 3aTeM BBEANTE HOBOE MMSA MONb30BaTENS, napoJsib N HaAXXMUTE KHOMKY Bxopa.

4.20 MNoppepxka IPv6

MNoonepxka IPvG

- CocToaune IPvE

- Hactpodka IPvE

Puc. 4-108 Mopaepxka IPv6

B meHto “Topaepxka IPv6” pacnonoxeHbl ABa NnogMeHio (CM. Ha puc. 4-108): CoctosiHue IPv6 1
HacTtpouka IPv6. HaxxmuTe Ha HUX, 1 Bbl CMOXETE NPOBEPUTbL UMM HACTPOUTL COOTBETCTBYHOLLYHO
dyHKumio. MoapobHoe 0ObACHEHNE ONA KaXKA0ro NOAMEHI0 YKa3aHO HUXKe.
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4.20.1 CocTtosiHue IPv6

WAN

TUN NOQKNYEHHA: DHCPvE
IPvG-agpec:
IPvG-agpec OCHOBHOID WNHZA:
Mpenno4yntaemeii IPv6-aapec DNS-cepeepa:

AnkTepHaTHEHLIA IPVE-agpec DN S-cepeepa;

Tun Hazna4venun IPvé-agpecos: SLAAC
IPvG-anpec:
Link-local agpec: fe80::12fe.edfffedd .67 1a/G4

Puc. 4-109 CocTtosiHue IPv6

Ctpannua CocTtosiHue IPv6 oToGpaxkaeT TekyLiee COCToAHME N napameTpbl HacTpoek IPv6. Bea
nHOpPMaLUs npegHasHavyeHa ToMnbKo AN YTeHus.

>

WAN

Tun noakno4veHus - Tun coeauHenmnsa IPv6 B cetn WAN.
IPv6 agpec — IPv6 agpec B cetnn WAN.
IPv6-agpec ocHoBHoOro wt3a — LLno3 mappyTtusaTopa no yMOnYaHuto.

Mpeanountaembin IPv6-agpec DNS-cepBepa — [lpeanountaembin IPv6 agpec
DNS-cepBepa.

AnbTtepHaTuBHbin |IPv6-agpec DNS-cepBepa — AnbTepHaTtuBHbin IPv6 agpec
DNS-cepBepa.

LAN

Tun Ha3Ha4veHus IPv6 appeca — CyulectByeT ABa crnocoba Ha3HayeHus |IPv6 agpeca:
npotokon SLAAC (AsTomMaTuyeckoe HasHadyeHne agpeca 6e3 sanomunHaHusa — Stateless
address auto-configuration) wn cepsep DHCPv6 ([MpoTtokon  AvHamMu4eckomn
KoHurypaumm xocta gns IPv6 - Dynamic Host Configuration Protocol for IPv6)

IPv6 agpec — OtobpaxaeT IPv6 agpec nokanbHOm ceTu.

Link-local appec — Link-local agpec mapLpyTtusaTtopa B cetn LAN.

119



LIRCR I BecnpoBogHoOW rMrabuTtHbIn mapwpyTusatop cepuu N

4.20.2 Hacrtpowuka IPv6

Brn4uTE IPVE:
Tun nogkno4eHnA WAN: DHCPvG -
@ Mony4uTe He BpEMEHHBIA IPvE-agpec

Mony4nTe QenermpoeaHie npedukca IPvE

IPvG-agpec: o
@ MonyunTs IPvE-agpec DNS-cepBepa aeTOMAaTHYECKK

Mpeanoyntaemeli IPvG-anpec DN S-cepeepa:
AnbTepHaTHEHLIA IPvG-agpec DNS-cepeepa:

Vcnoneaoeats cnegyowme IPvE-agpeca DNS-cepeepor

Hactpoiika LAN

THN HazHAYeHHA |IPvE-agpecoE: SLAAC -
Mpedukc IPv6-agpeca: s 154
LAHN IPvG-agpec:

Puc. 4-110 BkntounTtb/BbIKNOUYUTL IPVE

» Bknountb IPv6 — OTmeTbTe gaHHOe none, YTo BKNIoUNUTb dyHKUMIo IPV6. Mo ymonuyaHuio
OHa BKItoveHa.

» Twnn nogkniovyeHna WAN — Buibepute noaxogsawimin Tun coegmHeHus WAN B cOOTBETCTBUM
C CEeTeBOW TONOSMOrMen Ballero nocTaBLUMKa UHTEPHET-YCNYT.

e DHCPv6 - CoegunHeHus, ncnonbayoLime anHamm4eckoe HasHavyeHue agpeca IPv6.

e Cratnyeckun IPv6 — CoeanHeHus, ncnonbsytolime ctatmyeckoe HasHadeHue agpeca
IPv6.

e PPPoEv6 - CoeavHeHus, ucnonbaytowme npotokon PPPoEvV6, Tpebywowun ums
nonb3oBartens U naporsib.

e TyHHenb 6to4 — CoeamHeHus, ucnonb3yoLime HasHavyeHe agpecos 6to4.

PasnuyHble Tunel coegmHeHnst WAN TpeOytoT OT Bac Ha3HayeH s pasnuyHbIX napaMeTpoB. Hike
npeacrtaeneHo nogpobHoe 06bACHEeHNe ANns KaXaoro Tuna.
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1) DHCPv6

BrnoynTh IPVE:
Tun nogknioyexns WAN: DHCPvE -
@ Maony4ynTh He BpeMeHHLI IPvB-appec

[MonyunTs generMpoeadue npedukca IPvE

IPvG-anpec: .
@ MNonyunTe IPvE-agpec DNS-cepeepa aETOMATHYECKH

Mpegnoyntaemeli IPvi-anpec DNS-cepeepa;
AnbTepHaTHEHLIA IPvE-agpec DNS-cepBepa:

cnone3oeate cnegywowmne IPvi-agpeca DNS-cepeepoB

Hactpoika LAN

Tun HasHa4vyenua IPvB-agpecoe: SLAAC -
Mpedukc IPvé-agpeca: = 54
LAN IPvG-agpec:

Puc. 4-111 DHCPv6

» Monyuntb He BpemeHHbIn IPv6-agpec — [lonyunTb He BpemeHHbI |IPv6-agpec oOT
nocrasLmka VIHTepHeT-ycnyr.

» TMonyuutb penervpoBaHue npedukca IPv6 — [lonyuntb BpemeHHbIn IPvG-agpec u
npedukc |IPv6-agpeca oT noctaswuka WHTepHeT-ycnyr. BpemeHHbin  IPv6-agpec
HasHavaeTtcs nopty WAN, a nopt LAN pacnpepgensier IPv6-agpeca yepe3 RADVD wunu
DHCP-cepBepbl.

> IPv6-agppec - |Pv6-agpec, OuHamMuMyeckum MpefoCTaBeHHbI BawnM MNOCTaBLLMKOM
NHTepHeT-ycnyr.

HaxmuTe kHonky OBHOBUTBL Anst 0GHOBNEHNS napameTpoB IPv6 OT Ballero nocrasLiuka
NHTepHeT-ycnyr.

HaxmuTe kHonky OcBob6oAuTb, 4TOOLI COpOCUTL NapameTpbl IPV6, Nony4eHHbIE OT BaLLEro
nocTaBLUMKa VIHTEpHET-yCnyr.

Ecnun Baw noctaBwuk VIHTepHeT-ycnyr npegocTasnsieT Bam oavH nnu apa IPv6-agpeca
DNS-cepeepos, BbibepuTe Ucnonb3oBaTtb cneaytowme IPv6-agpeca DNS-cepBepoB 1
ykaxute MNMpepnountaembin IPv6-agpec DNS-cepBepa n AnstepHatuBHbIN IPV6-agpec
DNS-cepBepa B COOTBETCTBYHOLLUMX NONAX, MHa4Ye agpeca DNS-cepsepoB OyaoyT NpUCBOEHbI
OVNHaMMYECKN.

» [Mpepnountaembin IPv6-agpec DNS-cepBepa — Ykaxute IPv6-agpec DNS-cepeepa B
wectHaguaTepudHoMm popmate € pasgenuternbHbIMU  OBOETOYMSMU, MPELOCTaBNEHHbIN
BaLWMM NMOCTaBLLUMUKOM I/IHTepHeT-ycnyr.
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AnbtepHaTuBHbIN IPv6-anpec DNS-cepBepa — Ykaxute gpyron IPv6-aanpec DNS-cepsepa
B LWecTHaguatepuyHoMm chopmarte C pasgenuteribHbIMU OBOETOYMAMMW, NPenoCTaBNeHHbIN
BaLLMM MOCTaBLUNKOM VIHTEpHET-YCnyr.

& MpumeyaHue:

Ecnu npu nonbiTke OTKPbITb MIHTEPHET-CTPaHULY y Bac BO3HWMKAET OLINOKa «afpec He HanaeH»,
TO, CKOpee BCEro, Bbl HempaBurbHO ykasanu agpeca DNS-cepBepoB. CBsXUTECH C BalUuM
NOCTaBLUMKOM VIHTEpHEeT-ycnyr, 4ToGbl nony4nTb agpeca DNS-cepBepoB.

>

2)

>

Tun Ha3Ha4veHus IPv6-agpecoB — OTO cnocob, C MOMOLLbIO KOTOPOro MapLupyTu3aTop
HasHayaeT [Pv6-agpeca «komnbloTepy B nokanbHoW cetn: c nomowbio SLAAC
(aBTOMaTM4YeCKON HacTpomku appecoB 6e3 coxpaHeHus coctoaHus) 1 DHCPv6-cepsepa
(DHCPV6 - npoTtokon AnHaMmnyeckom HacTponku yana ans IPv6).

Mpedmke IPv6-appeca — 3geck ykasaH npedukc IPv6-agpeca.

Bpemsa apeHabl — BpemMeHHOW NPOMEXYTOK, B TEYEHME KOTOpPOro Mofb30BaTernto B CETU
OyneT paspelleHO MoakrveHne K maplipyTtmsatopy ¢ Tekywum IPv6-agpecom. YkaxuTte
nepuog BpeEMeHU (B CekyHAax), B Te4eHne kotoporo byaet npenocraeneH IPv6-agpec (o1 1
80 691200 cekyHa). Mo ymonyaHuto ykasaHo: 86400.

LAN IPv6-agpec — 3aoecb otobpaxaetcsa |IPv6-agpec B cetn LAN.

Cratnyeckum IPv6

[wanPeagpee |
Brnw4uTh IPVE:
Tun nogrnovenua WAN: Cratnueckuit IPvE -
IPvG-agpec:
OCHOBHOH WED3: o (Mo eeiGopy)
Paamep MTU (e Gantax): 1500 (3HayeHWe No yMonuaHuie: 1500, He MaMeHATL Ge3 HeoGXoOUMOCTI.)
Npeanoyntaemeli IPv6-aapec DNS-cepeepa: 2001:4860-4860::8888 (Mo exiGopy)
AnbTepHaTHEHBIN IPv6-agpec DNS-cepeepa: 2001:4860:4860::8844 (Mo eeiGopy)
THN HazHa4eHuA IPv6-agpecos: SLAAC -
Mpedmkc IPvG-agpeca: o 164
LAN IPv6-agpec:

PucyHok 4-112 Ctatudeckuii IPv6

IPv6-appec — Beegute IPv6-agpec B LecTHagLaTepuyHOM hopmate ¢ pasgenuTenbHbIMU
[ABOETOUUSIMW, NPEAOCTABMNEHHBIV BalMM MOCTaBLUKOM VHTEpPHET-yCnyr.

OcHoBHOWM W03 — BBeayTe agpec OCHOBHONO LUMO3a B LWEeCTHaAUaTepuyHoM opmare ¢
pasfenuTenbHbIMU 1BOETOUNAMU, MPEOOCTaBNEHHbIN BallMM NOCTaBLIMKOM VHTepHET-yCnyr.

Pasmep MTU — Pasmep MTU (makcumanbHbIi pa3mep naketa) ans OonblUMHCTBA CETeN
Ethernet: 1500 Gawt, 3TOr0 3Ha4YeHWss OObLIMHO [oOCTaTtovHO. B cnyyae ¢ HekoTOpbIMM
nocraBwmkamn WMHTepHeT-ycnyr MoOXeT notpeboBaTbCs WM3MEHUTb [aHHOE 3HaveHue.
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3)

NameHeHne aaHHOro napameTtpa OCYLLEeCTBMAETCA KpalHe pedko WM TONbKo B TOM cry4ae,
€CInu 3Toro TpebyeT Balll NocTaBLUK MIHTepHeT-yCnyr.

Mpegnountaembin IPv6-agpec DNS-cepBepa — Ykaxute IPv6-agpec DNS-cepsepa B
wectHaguaTepudHoMm popmate € pasgenurenbHbIMU  OBOETOYMSMU, MPEeLOCTaBNEHHbIN
BaLMM NMOCTaBLLMKOM I/IHTepHeT-ycnyr.

AnbrepHaTuBHbin IPv6-agpec DNS-cepBepa — Ykaxute gpyron IPv6-agpec DNS-cepsepa
B LlecTHaguaTepuyHoM dopmaTte C pasgenuTenbHbIMUA OBOETOUUSIMU, NMPenoCTaBIEHHbIN
BalLMM MOCTaBLUNKOM VIHTEpPHET-YCNyT.

Tun Ha3HaveHus IPv6-agpecoB — OTO cnocob, C MOMOLLbIO KOTOPOro MapLupyTU3aTop
HasHayaeT [Pv6-agpeca «komnbioTepy B nokanbHoW cetn: ¢ nomowpso  SLAAC
(aBTOMaTn4yeckonm HacTpomku agpecoB 6e3 coxpaHeHusi coctosHus) 1 DHCPv6-cepBepa
(DHCPV6 - npoTokon AnHamMn4ecKon HacTpoviku ysna ans IPve6).

Mpedmke IPv6-appeca — 3geck ykasaH npedukc IPv6-agpeca.

Bpemsa apeHabl — BpemMeHHOW NPOMEXYTOK, B TEYEHMEe KOTOpPOro Nonb30BaTento B CETU
OynoeT paspelueHO MOAKMYEeHWe K MaplipyTtusatopy ¢ Tekywum IPv6-agpecom. Ykaxute
nepvog BpeMeHu (B CEKyHAax), B TeYeHne KoToporo byaeT npegoctaeneH IPv6-agpec (oT 1
0o 691200 cekyHg). Mo ymonyanuto ykasaHo: 86400.

LAN IPv6-appec — 3necb otobpaxaetcsa IPv6-agpec B cetn LAN.

PPPoOEvV6
BKITHO4HTE [PVE: v
Tun nogknYeHUA VWAN: PPPoEvE -
WmA nons3oeatens:
Napone:
MoareepanTe Naponk:
Cnocob nony4exun IPv6-agpeca: MonyyuTe He BpemerHeIl IPvB-agpec -
IPvG-agpec: -
Otknioserol
Tun HasHavenun IPvG-agpecos: SLAAC -
NMpedmec IPv6-agpeca: i 164
LAN IPvG-agpec:
| Coxpanute | | DononHuTensHo |
PucyHok 4-113 PPPoOEV6
Umsa nonbsoBaTenﬂ/I'Iaponb - BBe}J,I/ITe 3geCb uMda nonb3oBatend wu  napolib,

npegocTaBneHHble BalMM MOCTaBLMKOM WHTEpHET-ycnyr. OTU nons 4yBCTBUTENbHbI K
perucrpy.

Cnoco6 nony4yeHus IPv6-agpeca:

e lMonyuntb He BpemMeHHbIM IPv6-agpec — lNonyunTs He BpemeHHbIn |IPv6-agpec ot
nocrasLLmKa VIHTepHeT-yCryr.
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4)

e [Nonyuntb penerupoBaHue npedukca IPv6 — lNonyunts BpemeHHbi |IPv6-agpec u
npegukc IPv6-agpeca ¢ nomouwysio DHCPV6 ot noctaBwuka MiHTepHeT-ycnyr. KnueHThbl
B NnokanbHoW cetu nony4yatT IPv6-agpeca 4Yepes genermposaHue.

e IP-appec, npepoctaBneHHbIW nocTtaBwWMKOoM MWHTepHeT-ycnyr — Ykaxute
ctatudeckun IPv6-agpec ot Bawero noctasLlumka NHTepHeET-yCnyr.

Haxmnte KHOMKY MoaknounTb 45 HEMELNEHHOMO NOOKITHYEHMS.
Haxmnte KHOMKY OTKNKOUYUTb, YTOObI OTKITHYNTL MHTepHeT-COG,D,VIHeHVIe HemMeaneHHo.

Tun Ha3HaveHusa IPv6-agpecoB — 31O cnocob, ¢ NMOMOLLBO KOTOPOro MapLupyTu3aTtop
HasHayaeT [Pv6-agpeca «komnbloTepy B nokanbHoOW cetn: ¢ nomowpto  SLAAC
(aBTOMaTU4YECKOM HaCTponkn agpecoB 6e3 coxpaHeHusa cocTtosiHud) u DHCPv6-cepsepa
(DHCPvV6 - npoTokon AuHaMMUYecKon HacTponkn yana ans IPve).

Mpedmke IPv6-appeca — 3geck ykasaH npedmkc IPv6-agpeca.

Bpemsa apeHabl — BpeMeHHOM MPOMEXYTOK, B T€YEHME KOTOPOro Morib3oBaTento B CETU
OyneT paspelueHO MogkIveHne K mapLlpyTmsatopy ¢ Tekywum IPv6-agpecom. YkaxuTte
nepvopg BpemeHn (B cekyHaax), B TedeHune kotoporo 6yaet npegoctasneH IPv6-agpec (ot 1
00 691200 cekyHa). Mo ymonyaHuio ykasaHo: 86400.

LAN IPv6-agpec — 3noeck otobpaxaetcs IPv6-agpec B cetu LAN.

TyHHenb 6to4

Brnwyunte IPVE: v
THN NOOENHYeHrA VWAN: TyHHenk Btod -

Anpec: 0.00.0

Macka nogcerw: 0.0.0.0
LLIN3 No YMONYaHHH: 0.0.0.0
ALpec TYHHEns:

Pazmep MTU (B GadTax): 1480 (no ymonyauui 1480, He naMeHATL Ge3 HeoGxogMMOCTH.)
Mecnons3o08ate cnefyowme IPvE-agpeca DNS-cepeepoB
MNpegnoyntaemeli IPvG-agpec DNS-cepeepa:
AnbTepHaTHEHLIA IPV6-aapec DNS-cepeepa: (Mo esiGopy)

THN HaaHaveHun IPvG-aqpecos: SLAAC -

MNpedukc IPvé-agpeca:
LAN IPv6-anpec:

CoxXpaHuTb

PucyHok 4-114 TyHHenb 6to4

Appec/Macka noacetn/OcHoBHOM win3 — IPv4-agpec/macka NogceT/oCHOBHON LUMO3 B
necarnyHom dopmarte ¢ pasgenmTenbHbIMU TOHYKaMM.

Pasmep MTU — OGblyHO 3HaveHne MTU (Maximum Transmission Unit — MakcMMarnbHbIN
pasmep Ornoka nepepayv) ana oonblwunHcTBa ceTer Ethernet coctaensier 1480 Gawr.
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>

PekomeHayem He M3MEHSITb 3TO 3HAYEHMEe, eCNKN TONbKO 3TOro He TpebyeT Ball NOCTaBLLUK
WHTepHeT-ycnyr.

Ecnvn Baw noctaswuk MIHTepHeT-ycnyr npegocTasnseT BaMm oavH nnu aea IPv6-agpeca
DNS-cepBepa, Bbibepute Ucnonb3oBatb cnegyrowme IPv6-agpeca DNS-cepBepoB v B
cooTBeTCTBYOLWMX Nonsax Beeaute NMpeanoyntaembin IPv6-agpec DNS-cepBepa u
AnbrepHaTnBHbIn IPv6-agpec DNS-cepBepa. B npotmBHOM cryyae agpeca
DNS-cepBepoB 6yayT npucBanBaTbCs BaM OT NOCTaBLUUKA MHTEPHET-YCNYr ANHaMUYECKMU.

Mpeanountaembin IPv6-agpec DNS-cepBepa — Beeaute IPv6-agpec DNS-cepeepa B
wecTHaguatepmyHoMm copmate C pasgenutenbHbIMKM  OBOETOHMMAMKM, Kak Bam  ero
npegocTaBmn Bal NocTaBLmK VIHTEpHET-yCnyr.

AnbtepHaTuBHbIN IPv6-agpec DNS-cepBepa — Beeante gpyron IPv6-aagpec DNS-cepsepa
B WecTHaauarepnyHom q)opmaTe C pasgenutenbHbiMM  OBOETO4YMNAMU, KaK BaM ero
npegocTaBun Bal NocTaBLMK VIHTEpHET-yCnyr.

Tun Ha3Ha4veHus IPv6-agpecoB — 370 cnocob, C MOMOLLBID KOTOPOro MapLupyTusaTop
HasHadaeT |Pv6-agpeca KkOMMbOTEPY B fokanbHOM cetn: ¢ nomowbio SLAAC
(aBTOMaTUUYECKOW HacCTponkn agpecoB 6e3 coxpaHeHus coctosiHua) u DHCPv6-cepsepa
(DHCPV6 - npoTtokon AnHaMmnyeckowm HacTponkm yana ans IPve6).

Mpeduke IPv6-agpeca — 3aeck ykasaH npedukc IPvB-agpeca.

Bpemsa apeHabl — BpemMeHHOW NPOMEXYTOK, B TEYEHME KOTOpPOro Norfb30BaTernto B CETU
OyOeT paspelleHO MoAKtoYeHne K MapllpyTmusatopy ¢ Tekywum IPvB-agpecom. YkaxuTe
nepvog BpemeHu (B cekyHaax), B TedeHne KoToporo byaet npegoctaeneH IPv6-agpec (oT 1
00 691200 cekyHg). Mo ymonyanuto ykazaHo: 86400.

LAN IPv6-agpec — 3necb otobpaxaetcs |IPv6-agpec B cetu LAN.

4.21 CuncTeMHble MHCTPYMEHTbI

CHCTEMHBIE HHCTPYMEHTLI

- HacTpoika BpemMeHn

- OnarHoCTHES

- OGnoBNEeHWe BCTpoeHHOro MO

- 3aB0ACKHME HACTPOHKN

- PezepBHan KonMA W BoccTaHoBNeHWe
- Mepesarpy3ka

- Maponk

- CHCTEMHLIA XypHan

- CratncTMEa

Puc. 4-115 MeHo CuCTEMHbIE MHCTPYMEHTDI

MeHio CucTeMHble MHCTPYMEHTbI COAEPXUT criegyowme nogmeHio — Hactponka BpemeHu,
OwnarHoctuka, O6HoBneHune BcTpoeHHoro MO, 3aBoackne HacTpounku, PesepBHas konusa um
BoccTaHoBrneHue, [llepesarpy3ka, [Maponb, CuctemMHbin XypHan un Crtatuctuka. [ns
HaCTPOMKN HY>XHOW (pyHKUUK BbIGEPUTE COOTBETCTBYHOLLEE MEHIO. Hike npuBoantcs nogpobHoe
OnucaHne No KaXkaoro N3 3TUX NoAMEHHO.
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4.21.1 Hactpouka BpemeHu

BbibpaB mMeHi0 CuCTEeMHble MHCTPYMeHTbl - HacTpoiika BpeMeHM, Bbl MOXeTe HacTpaumBaTb
napamMeTpbl BDEMEHWN B OKHe, NPEACTABIIEHHOM Ha PUCYHKE HUXeE.

Yacoeoi NoAc: (GMT+03:00) Barpag, Kyseiit, Halipobn, 3p-Puag, Mockea -
Nara: 12 15 2014 (MecAL/meHsrog)
Bpemn: 11 7 24 (4ackIMUHYTLI CEKYHOEI)
NTP-cepeep 1: 0.00.0 (He ofA3aTensHo)
NTP-cepeep 2: 0.00.0 (He ofA3aTensHo)

[ Mony4uTs cpearee Bpems no MpuHBMyy |

BrniounTe MCNONB30BaHNE NETHETD BPEMEHW KDYITILIA rog -
Ha4ano: 2015 | Mapr 30 Bock 02
KoHew; 2015 | HoRb 20 Bock 03
COCTOAHWE NIETHETD BPeMEHN: NeTHee BpemMA OTKMKIYEHO.

Mpumeyanne: HaxmnTe KHonky MonyynTe cpegHee Bpema no puHBMYY, yToGkl
00GHOBWTE BPEMA C CEpEEpOB Yepea MIHTEPHET UMW © YKA3aHHOTD BpYJYHYID cepeepa (IP-
agpec unu JLoMeHHOe HMA).

| Coxpanute |

Puc. 4-116 Hactpowka BpemeHun
YacoBon nosic — /13 BbinagatoLwero cnucka HeobxoaumMo BblbpaTth HYXXHbIA YacoOBOW MOSIC.
Data — Ykaxunte gaty B oopmate O0/MM/TT.
Bpems — Ykaxute Bpemsa B popmate HY4/MM/CC.

NTP-cepBep 1/NTP-cepBep 2 — Beegute agpec unu gomeHHoe nvss NTP-cepsepa 1 nnu
NTP-cepBepa 2, nocrne 4yero MapLipytusatop Oyget nonyyatb BpeMmsi. Kpome Toro, Ang
HEKOTOpbIX BCTPOeHHbIX NTP-cepBepoB MapLUpyTM3aTop MOXET MoryvaTb 3HavyeHue
BpEMEeHN aBTOMaTU4eCKN Npu NoAKMYeHnn K IHTepHeT.

JIleTHee BpemMs - Bbl6epMTe N3 cnucka, 4Tobbl BKNIOYMTL NEeTHeE BpemM4.

Hauano — Bpewmsi, c koToporo Ha4ymMHaeTcs netHee Bpemsi. Boibepute mecsil, B nepBoM norne,
HeLento BO BTOPOM MOIe, U BpeMS B TPETLEM MOSe.

KoHen — BpeMﬂ, Korga 3akaH4MBaeTcda JleTHee BpeMA. Bbl6epl/ITe Mecdl B nepsom norse,
Hegento BO BTOPOM Mnorne, 1 BpeMA B TPETbEM MNore.

CocTosiHMe neTHero BpeMeHU — OTo6pa>KaeT COCTOAHME, ncnonb3yeTca nn neTtHee BpemMa
NN HeT.

YT06bI HACTPOUTL CUCTEMY B PYHYHOM pexume:

1.
2,
3.
4.

BbibepuTte yacoBow nosc.
Ykaxute gaty B bopmare geHb/mecsu/rog,.
YkaxuTe Bpems B popmare vYac/MuHyTa/cekyHaa.

Haxmute kHonky CoxpaHuTb.

Y100bI HaCcTpoOUTb CUCTEMY aBTOMaTUYe€CKU:
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1. BblbepuTe YacoBou nosc.

2. Baeaute agpec unm gomeHHoe umst NTP-cepBepa 1 nnn NTP-cepBepa 2.

3. Haxmute kHonky Monyuntb cpeaHee BpemMsi no MpuMHBUYY, YTOOLI Nonyyatb CUCTEMHOE
BpeMsi yepe3 VIHTEPHET Npu HanNMYMKM NOAKMHYEHMS K HEMY.

Y1006bI yCTAHOBUTL JNIeTHEE BpeMsi:

1. BblbepuTte 13 cnucka BknounTb netTHee Bpemsi.

2. BblbepuTte Bpemsa Hayana 13 Bbinagatowero cnucka B none Havano.

3. BbibepuTe Bpems 3aBepLUeHMs U3 BbiNagatowlero cnucka B none KoHeu.
4

[na coxpaHeHnst HacTpoekK, HaxkMuTe KHOMKY CoxXpaHUTb.

BrnroyuTe neTHee BpemA -
Havano: 2015 Mapr - 3i v Bock - 02 -
Koneuw: 2015 HomG. = 20 * Bock = 03 -

Puc. 4-117 HacTtpowka BpemeHu

& MpumeyaHue:

1. [IaHHble HacTpownku ByayT Ucrnonb3oBaThbCs PSAOM (PYHKUMIA, TaKMX KakK MEXCETEBOW IKPaH.
lMocne Bxoga B mMapLlpyTusatop Bbl AOMKHbI yKasaTb 4YacoBow nosc. Ecnu ato He 6Gbino
cAernaHo, To 3Tn chyHKuumM pabotaTb He ByayT.

2. 3HauyeHune BpemMeHun 6yp,eT NnoTepAHO NpU BbIKITOYEHNUN MapLUpyTU3aTopa.

3. MaplpyTtunsatop MOXeT nonyyuntb cpegHee Bpems no [puHBuyy (GMT) M3 VIHTepHeT npu
HaNU4YMN NOLKITHOYEHUS.

4. JleTHee BpeMsi BCTYNUTB CUIy Yepe3 OOHY MUHYTY NOCre 3aBepLUEeHMst HAacTPOeK.
4.21.2 [OwarHocTtuka

BbibpaB CucteMHble MHCTPYMEHTbI - [lnarHocTuka, Bbl MOXeTe npu noMowm dyHkumin Ping v
TpaccupoBka npoBepaTb paboTy CETU (CM. PUCYHOK HUXKE).
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I_IapaMEprl OUarHoCTHUKN
HHCTpYMEHT OHarHOCTHEN: @ Ping TpaccupoBKa

IP-anpec/[oMeHHoe HMA:

CyéT4uHE Ping: 4 {1-50)
Pazmep Ping-naketa: 64 (4-1472 GaiT)
Bpema oxnoadua Ping: a00 (100-2000 mnc)
Tpaccupoeka Max TTL: (1-30)

PES‘_HTI bTaTbl AMarHOCTHKHK

| HayaTb |

Puc. 4-118 WHCTpYMEHTbI ANarHOCTUKM
» WHCTpyMeHT anarHoctukmn — Boibepnte COOTBETCTBYIOLLYIO SHENKY.

> Ping — OTOT AnarHOCTUYECKUIA WHCTPYMEHT YCTpaHseT npobnembl C MOAKMHYaeMOCTbIo,
OOCTMKMMOCTBIO U pa3peLleHneM MMEeHW NS KOHKPETHOrO y3na unw Lwnio3a.

> TpaccmpOBKa — 3ToT MHCTPYMEHT Npon3BoaunT NpoBEpPKY pa6OTbI NOoAKINKYEHUA.

& lMpumeyvaHue:

Bbl MoOXeTe npuMeHATb WMHCTpPyMeHTbl Ping/TpaccupoBka ans nposepku |P-agpeca wnu
AOMeHHoro umeHun. Ecnu nposepka nHctpymeHtamu Ping/TpaccupoBka B oTHoweHun IP-agpeca
npowna ycnewHo, HO C AOOMEHHbIM WMMEeHEM BO3HUKIN r|p06ne|v|b|, 9TO MOXeT O03Ha4daTb
npobnemy c paspelleHnem umeH. B aTom cnydae cnegyet ybeamTbCs, YTO OOMEHHOE UMS,
KOTOpOe Bbl YKa3blBaeTe, ABMSETCS paspeLlleHHbIM, ucnonb3ysa ang atoro DNS-3anpocsl (Domain
Name System — Cnyx6a 4OMEHHbIX UMEH).

> |IP-appec/JomeHHOe nMA — YkaxuTe |IP-agpec nnn g4oMeHHOe UMsi pecypca, NOAKMYeHne
K KOTOPOMY Bbl XOTUTE NPOBEPUTD.

> CuyeTuymk Ping — NokasbiBaeT YMCno oTrnpaBneHHbIX 9X0-3anpocoB. Mo ymonyaHuio — 4.

> Pasmep Ping-naketa — VYkasbiBaeT KonuyecTBo 0anToB faHHbIX K oTnpaske. [lo
yMon4yaHumio - 64.

> Bpemsa oxupaHus Ping — 3aecb ykasbiBaeTcs Bpems oxuaaHus otBeTa Ping-naketa, B
munnucekyHgax. Mo ymonuanuto — 800.
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» TpaccupoBka Max TTL - 3aganTte makcumanbHOE KONIMYECTBO OTCKOKOB (4NS1 AOCTUXEHUS
MakcMmanbHoro 3HadeHus TTL) Ha nyTn B nouckax uenu (HasHadeHus). [lo ymonyaHuio -
20.

UTtobbl HAYaTbL NPOBEPKY NOAKMYEHMS K IHTEPHET, BOCNONb3ynTech KHonkon Havyats.
B okHe PesynesraTthl guarHocTuku 6yayT npeacTasneHbl pe3ynbsrarhl.

Ecnu pe3ynbraTt aHanorn4yeH pesynborarty, npeactaBleHHOMY Ha PUCYHKEe HUXe, C NOAKITKYEeHNEM
K MHTepHeT BCe B nopAgke.

MapameTpbl AMarHOCTHUKN

WHCTPYMEHT OHATHOCTHER: @ Ping () TpaccvpoBka
IP-appec/[oMeHHOE HMA: www . baidu.com
CyéT4HE Ping: 4 (1-50)
Pazmep Ping-naketa: 64 (4-1472 BaiT)
Bpema oxuoanua Ping: a00 (100-2000 mnc)
Tpaccupoeka Max TTL: (1-30)

PesyneTaTbl AMarHOCTUKK

 Reply from 180.97 33107 ytes=64 time=45 TTL=54 seg=1
ERepnyrnm 180.97.33.107; bytes=64 time=43 TTL=54 seq=2
 Reply from 180.97 33107 ytes=64 time=43 TTL=54 seqg=3 '
:Replyfrnm 180.97.33.107; bytes=64 time=44 TTL=54 seqg=4

Ping statistics for www.baidu.com

i Packets: Sent=4, Received =4, Lost=10 (0% loss),
EApprnximate round trip times in milliseconds:

v Minimum = 43, Maximum = 45, Average =43

| Havatb

Puc. 4-119 PesynbraTtbl AMarHOCTUKK

@:ﬂpumeqaﬂue:

1. Tonbko oguMH nonb3oBaTenb B OOHO U TO Xe BpeMdA MOXET MNoJfib30BaTbCA MHCTPYMEHTAMU
ANarHoCTUKN.

2. Onuumn “Cuyétuuk Ping”, “Pasmep Ping-naketa” n “Bpema oxuaganums Ping” gasnstoTcs
napametrpamun gyHkummn Ping. “Tpaccuposka MAX TTL” asnaetca napameTpom (OyHKLUMU
TpaccupoBka.

4.21.3 OOHoBneHue BcTpoeHHoro MO

BbibpaB CuctemMHble UHCTPYMeEHThI - O6HoBNeHue BcTpoeHHoro MO, Bbl MoxeTe 0GHOBUTL
BcTpoeHHoe MO maplupyTnsaTtopa (CM. pUCYHOK HUXKe).
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Maimn: Obsap. . .

BepcuAa BCcTpoerKoro Mo: 314 1 Build 141208 Rel 61578n
BepcuA obopyaA0oBaHKA: WDR4300 w1 00000000
[ O6HoBMTL |

Puc. 4-120 OG6HoBneHue BcTpoeHHoro MO

> Bepcua BcTpoeHHoro O — B 3ToM none nokasbliBaeTCss HOMEpP TeKyllen Bepcum
BcTpoeHHoro MMO.

> Bepcus o6opynoBaHua - B 3ToM none nokasbiBaeTcs HOMepP TeKyLlen Bepcun annapaTHOn
yactn. Bepcua annapaTHon 4yacTtu cbanna oGHOBNEHWs AOMKHa COBMagaTb C TEKyLLen
Bepcuen annapaTHOW YacTn MapLupyTusaTopa.

Y10ObI npou3BecTU OOHOBNEeHWe BcTpoeHHoro [0 wmapwpyTusaTopa, Heobxogumo
caenaTb cnepymouiee:

1. CkavanTte chain obHoBneHus ¢ Hawero canTa (http://www.tp-link.com).

2. B none ®ann ykaxute unu Bbibepute nyTb Kk panny BcTpoeHHoro 10O, koTopbiA Bbl
COXpaHUIN Ha KOMMblOTEpeE.

3. Haxmute kHonky OGHOBUTL.

4. Tlocne 3aBepLleHNst OGHOBNEHMS MapLUPYTU3aTOpP BbIMOSHUT Nepesarpy3ky.

MpumeyaHue:

1.  ®annbl 06HOBNEHN HaxoaaTca Ha cante http://www.tp-link.com, oTKyga nx MOXHO ckayaTb.
Cnegyet npou3BoAuTb OBHOBNEHUA TOMbKO TOrda, Korga HOBasi BEPCUSA COOEPXUT
HeoOxoaumyto Bam yHkumio. OgHako npu BO3HMKHOBEHWW NPOOMEM CBSI3aHHbIX C

MapLpyTn3aTtopom, a He ero HaCTpOVIKaMI/I, cnenyet npon3secTtu obHoBNEHue BCTPOEHHOIo
no.

2. [pwn obHoBneHun BcTpoeHHoro MO Bbl MoXeTe NOTepsiTb TeKylime HacTpowku. [oaTomy
cregyeTt COXpaHWUTb AENCTBYIOLLME HACTPOWKN, YTOObI M3bexaTb NOTEPU BaXKHbIX HACTPOEK.

3. Tpu obHOBNEHUN He BbIKMOYaNTe MapLUpyTM3aToOp U HE NPOM3BOAMTE ero nepesarpysky. B
NPOTUBHOM Crly4ae YCTPOWUCTBO MOXET OblTb MOBPEXAEHO.

4. Bepcusa BcTpoeHHoro MO gomkHa COOTBETCTBOBATL annapaTHOW YacTu yCTPOMCTBA.

5. Tpouecc OGHOBMNEHMSI 3alMMET HECKONIbKO MWHYT W MO 3aBepLleHunio OGHOBMEHMS
aBTOMaTMYECKM BbIMONHUTCSA Nepe3arpyska.

4.21.4 3aBopacKume HaCTPOUKKU

BbibpaB CucTeMHbIe MHCTPYMEHTbI - 3aBOACKME HAaCTPOMKU, Bbl CMOXETE BEPHYTL 3aBOACKME
HaCTPOMKN (CM. PUCYHOK HUXE):
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Haxmute 3Ty KHONKY ONA BOCCTAHOBNEHWA 33B0OCKWY HACTPOEK.

[ BoccTaHoBuTE

Puc. 4-121 3aBofgckue HacTpoKku
HaxaB kHonky BoccTaHOBUTb, Bbl BEPHETECH K UCXOAHbLIM HAaCTPOMKaM.
> Wma nonb3oBaTtena: admin
> Maponb: admin

» Macka noacertun: 255.255.255.0

& lMpumevaHue:

Bce coenaHHble HacTpoKku ByayT NOTepsiHbl NPy BO3BpaTe K 3aBOACKUM HacTpOMKaM.

4.21.5 Pe3epBHasi KONuA U BOCCTaHOBIIEHUE

Bbibpas CUCTEeMHble MHCTPYMeHTbl - Pe3epBHasi Konus U BOCCTaHOBJIEHME, Bbl MOXETE
COXpPaHUTb TeKyLLMe HACTPOMKu B BUAe danna u 3arpys3nTb MX 13 daiina, kak nokasaHo Ha puc.

4-111:

PesepeHan KONUA: [ PeaepeHan konua ]

@ain: O6zop. . . [ BOCCTAHOBUTL

Puc. 4-122 PesepBHasi konusi 1 BOCCTaHOBIEHNE

> YT0Obl COXpaHUTb BCE TeKyllMe HacTpoWku B bann Ha KOMMbIOTEPE FOKanbHOW CeTwu,
HaXXMuTe KHOMKy Pe3epBHas konus.

»  YT0O6bI 3arpy3nTb HacCTpoWkK, HeoBxoanMO caenatb cnegyoLlee:

e [lpu nomowm kHonkn BbibepuTte chann BoiOepUTE HyXXHbIV haii UK yKaxkute nyTb K
HeMmy.

e Haxmnte kHonky BoccTtaHoBUTbL, 4TOObI 3arpy3nTb HACTpOWku U3 darna, NyTb K
KOTOPOMY Bbl YKa3anu unv BBeNun B NyCToMm rore.

&= lMpumeyvaHue:

Tekywime HacTporkum OyayT 3amMeHeHbl HacTporikamu u3 channa. lNpouecc 3arpysku OygeT
anuteca okorno 20 cekyHA, Mocne 4Yero MapLipyTM3aTop aBTOMaTtuyecku nepesarpysutcs. B
npoLecce 3arpy3ku He BbIKMOYaNTe MapLLpyTM3aTop, Tak Kak 3TO MOXET NPMBECTU K NMOSIOMKE.

4.21.6 lepe3arpy3ka

BbibpaB CucteMHble WHCTPyMeHTbl - [lepesarpy3ka, Bbl MOXeTe nepesarpysutb
MapLLpyTM3aTop Npv nomMoLm kHorku Mepesarpy3nTb (CM. PUCYHOK HIKE).
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HaMmuTe 3Ty KHOMKY ANA Nepeaarpyaky MaplipyTiaatopa.

[ MNepesarpynTs ]

Puc. 4-123 Tlepesarpyska
HekoTopble HAaCTPONKM MapLLpyTM3aTopa BCTYMNaT B CUNY TOMNBKO MOCNE ero nepesarpysku:
> WNameHeHue LAN IP-agpeca (cuctema nepesarpy3uTcs aBTOMaTUYECKN).
> WNameHeHue HacTpoek DHCP.
» VIameHeHune HacTpoek BecnpoBOHON Nepefayvm AaHHbIX.
> WNameHeHune nopta Beb-ynpaBneHus.

» OOGHoBNEHME BCTPOEHHOI0 rno MapLupyTusaTtopa (cuctema nepesarpysmtcs
aBTOMaTU4YECKN).

» BoccTaHoBneHWe 3aBoACKNX HACTPOEK (CUCTEMA Nepesarpy3mTcs aBToMaTUYECKN).
» OOGHOBNeHMe HacTpoek 13 darna (cuctema nepesarpy3uTcs aBTOMaTUYECKN).

4.21.7 Maponb

BbibpaB CucTeMHble MHCTPYMeHTbl - [laponb, Bbl MOXETE 3aMEHUTb WCXOOHOE UWMS
nonb3oBaTens Unu Naporib MapLupyTu3aTopa, kak nokasaHo Ha puc. 4-124.

MIMA NoNe30EaTENA W N3P0 He O0M¥HE! ObITE ONMHHEE 15 CMMBOMOE M He OOM¥HEl COOep#aTe Npodent!

Mpeasiayues HMA NONL30BATENA:

MNpeabIayuHA Naponk:

HoBoe WMA NONB30BATENA:
HoBbli naponke:

MoareepauTs HOBLIA NAPONL:

[ Coxpanmte | [ Oumctuts

Puc. 4-124 Taponb

HacTtosiTensHO  pekoMeHAyeTCs U3MEHUTb WCXOQHOE WUMsS  Monb3oBaTenss W naposnb
MapLlpyTM3aTopa, Tak Kak BCEM Mofb3oBaTenieM, kotopble OyayT obpaliatbest K BeG-yTMnuTe
UnNn mactepy ObICTPO HACTPOWKKN, OyaeT NPeanoXeHo ykasaTb UCXO4HOE MMS Nofb3oBaTens u
naporsib.

&= lMpumeyvaHue:

[nvHa MeHn nonb3oBaTens 1 Napornsa He A0MKHa NpeBsbIllaTh 14 CUMBONMOB, U B HEM He JOIMKHO
GbITb Npobenos. [nsA noaTBepXXaeHUs HeoBX0AMMO BBECTM Naponb ABaXAbI.

YTo6bl 3aBepLIMTL NpoLieaypy, HaxkMuTe KHOMKy CoOXpaHUTb.
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YToObl 04YNCTUTL 3anucu, BOCI'IOJ'Ib3yI7ITer KHonkon O4YucTUTb BCe.

4.21.8 CucteMHbIN XypHan

BbibpaB CuUCTeMHble MHCTPYMEHTbl - CUCTEeMHbIN XXypHan, Bbl MOXETe npocmaTpuBaTtb
XypHanbl MapLupyTu3aTopa.

DYHKUWA aBTOOTNDABKA NOY4THL OTKn4eHo [ Hactpoitki noutsl ]

Tun wypuana: BCE - Yposenb wypnana: BCE -

WHoekc Bpema Tun YpoEeHb Cogepxumoe ¥ypHana
[global]

workgroup = WORKGROUP

1 |Jan§10:38:51 \nyeTo|nyeTo |Metbios name = SOHO router
sernver string =

log file = implsambafvar@m.log
max log size =

Time = 2015-01-06 10:36:51 14270s
H-Ver = WDR4300 v1 00000000 : S-Ver = 3.14.1 Build 141208 Rel.61578n
L=192.168.0.1 : M = 255.255.255.0

W1 =PPPoE: W=113.110.210.35 : M = 255.255.255.255 : G = 113.110.210.35

QBHOBNTE ] [ CoxpaHuTe #ypHan ] [ OTnpaenTe #ypHan ] [ CUNCTHTE XypHan

Tekywmian M2 1 = Crp.

Puc. 4-125 CuctemHbIn xypHan

> q)YHKLl.VIﬂ dBTOOTNpPaBKN MNOYTbl — lNokasbiBaeT cocTosHue (byHKLI,VIVI — BKIlO4eHa wunum
OTKI1HO4YEHa.

> HacTponkm nouytbl — YKaxuTe UCXOAHbIA M KOHEYHbIN MOYTOBbIM SALUMK, agpec cepsepa,
MHopMauusa No aBToOpu3aumn, a Takke pacnucaHue ans (OyHKUUM aBTOOTNPaBKKU, Kak
nokasaHo Ha puc. 4-126.

on
Komy:
SMTP-cepeep:
| AyTeHTMdMKALNA
| BKNHOYHTE HYHKUWID aBTOOTNPABKN
@ OTNPaENATE CMCTEMHBINA HYPHAN eXe0HEBHO B
OTNRaENATE CHCTEMHEIR ¥YPHAN KawOkle Yacoe
[ Coxparnnts | | Hasan |

Puc. 4-126 HacTpoKKku No4TOBOro akkayHTta
e Ot - Baw noytoBbIN ALLUK, OTKyAa MapLUpyTu3aTop 6yaeT oTnpaBnsTh XypHarbl.
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e  Komy — lNouToBbIN AWMK, Kyaa byayT npuxoanTb XKypHansi.

e SMTP-cepBep — Baw SMTP-cepeep. CoOTBETCTBYET NOYTOBOMY SALLMKY, YKa3aHHOMY B
none OT. Ecnu Bbl He 3HaeTe agpec, obpaTUTECh HA COOTBETCTBYIOLLMIA CaWT.

e AyteHTudmkauma — bBonbwmHcTBO SMTP-cepBepoB TpebytoT ayTteHTudmkauum,
KoTopas nogpasyMeBaEeT BBOA MMEHU NONb30BaTeNs UK Naponsi.

& lMpumevaHue:

Mpwu BbIGOPE pexunma ayTeHTUDUKALMN HEOGXOAMMO B COOTBETCTBYIOLLMX NOMSX yKasaTb UMS
nosib3oBaTens v naporb.

e Wmsa nonb3oBatensa — [NoytoBas ydyeTHas 3anucb, ykasaHHasi B none OT. Ta 4acTb,
KOTopasi HaxoauTCs 3a 3HAKOM @, He yKa3bliBaeTCs.

e [aponb — [Naponb Ballen y4eTHOW NOYTOBOW 3arnmcu.
e [MoareBepauTb Nnaponb — [1ns NOATBEPXKAEHNS YKaXMTe Naposb elle pas.

e Bknwountb QYHKUUIO aBTOOTNpPaBKM — ABTOMATU4YECKas OTMpaBKa CUCTEMHbIX
XypHanoB. Bbl MoxeTe oTnpaBnaTb TEKyLUME XypHanbl KaXabli AeHb B onpegeneHHoe
BPEMS UK Yepe3 onpenerieHHbIi BPEMEHHOW MHTepBar, HO TONMbKO OANH MOXET ObiTb
TEKYLMM OENCTBYIOLMM NPaBUom. B COOTBETCTBYIOLLMX MOMAX YKaXXUTE BPEMS UMK
BPEMEHHOW UHTEPBAr, Kak Noka3aHo Ha puc. 4-126.

YT0oObl COXpaHNTbL HACTPOWMKN, BOCMOSb3YATECH KHOMKOM COXpaHUTb.
HaxmuTe kHonky Hasap, 4Tobbl BepHYTLCA B NpeablayLiee OKHO.
> Tun xypHana — [pu BbibpaHHOM 3HayeHun ByayT nokasaHbl XKypHaribl TONbKO 3TOro TUna.

> YpoBeHb XypHana - lNpu BbIGpaHHOM 3HayeHun GyayT MokasaHbl KypHarbl TONbKO 3TOr0
YPOBHSI.

» OO6HOBUTb — OGHOBUTL OKHO, YTOOLI MOKa3aTb CaMblll aKTyarbHbIA CAUCOK XXYPHarnoB.
> CoxpaHuTb XypHan — CoxpaHeHue Bcex XypHanos B dpanne gopmara txt.

> OTtnpaButb XypHan — OTnpaBuTb 3MEKTPOHHBLIM MUCbMOM BCE TEKYLUME CUCTEMHblE
XypHanbl, B COOTBETCTBMM C aapecoM U MHGOopMaumen no ayTeHTudukaumm, ykasaHHom B
pasgene HacTpowkm noYthbl.

> OunMcTUTBb XypHan — YOanuTb BCe XXypHasnbl C MapupyTu3atopa (He TONbKO XKypHarbl,
npeacTaBneHHbIE B OKHE).

YUTo6bl NepeiTn B criegytoLee OKHO, BOCNONb3ynTech kHonkon Cneayrowan. Utobbl BEpHYTLCS
B MpeApblayLuee okHO, BOCMONb3ynTech kHomkon Mpeabiaywas.

4.21.9 Cratucrtuka

BbibpaB CucTeMHble MHCTPYMEHTbI - CTaTUCTUKA, Bbl MOXETE NPOCMaTPUBaTh CTaTUCTUKY MO
MapLipyTu3aTopy, BKMoYas oOWMiA U Tekywmin Tpaduk Mo nocrnegHemy WHTepBany nakeToB
CTaTUCTUKM.
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>

Tekyluee cOCTORHHE CTATUCTHKH: OTknoYeHo [ BrnuynTh ]
HuTepean nakeToB cratHCTHER({S-60): 10 ~ (CekyHOHEI
ABTOOOHOBNEHNE [ OBHoBUTL ]
Mpaenna copTMPOBKH: CopTupoBka no TekyLemy konnyectsey bait -
| CBpocurs Bee HacTpoikn | | ¥nanute Bce
Wrtoro Tekywee COCTOAHNE
FameHuTe
IP-appect MakeToE Bait MNakeToE Bair ICMP Tx UDP Tx SYM Tx
MAC-agpec

CNWCOoK NycT.

5 ~ 3anucen Ha cTpadnue. Tekywmia Ne 1 ~ C1p.

Puc. 4-127 CrtaTtuctuka

Tekywee cocToiHME CTaTUCTUKU — Brrtounte nnmn OTkMounTb. o ymonyaHunio yHKuns
OTKNtoYeHa. YToObl BKNIOYNTL OYHKLNIO, BOCMONb3YNTECH KHOMKOV BKNOYNTD.

MHTtepBan naketoB ctatuctukum (5-60) - Mo ymonuyaHuio npumeHsieTcs 3HadeHue 10.
Bbibepnte 13 BbinagaroLWero cnucka 3HaveHve B npegenax or 5 go 60 cekyHa. [JaHHoe
3Ha4yeHue onpegensieT BpeMeHHOW MHTepBan A5 NakeToB CTaTUCTUKN.

MpaBuna coptupoBkM — [Ins  OTOOpaXeHUst HYXXHOW CTaTUCTMKM  BbiGepuTe

COOTBETCTBYHOLLEE 3Ha4YeHne.

YUTo6bI BKMOUNTE hYHKLMIO ABTOOGHOBIEHUE, BbIDEPUTE COOTBETCTBYIOLLYIO AYENKY.

UT0oObl 0GHOBUTEL OKHO, BOCMOMb3YNTECH KHOMKON OOHOBUTD.

YT06bl OGHYNUTL 3HAYEHUsI BCEX 3anucel, BOCMOSb3yNTech KHOMKO COGpOoCUTbL BCe HACTPOMKM.

YToObl 04NCTUTL TAabnunuy, BOCNONb3yNTECH KHOMKOW YAanuTb BCe.

Tabnuua cTaTUCTUKMU:
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Otobpaxaetca IP un MAC-agpecbl C COOTBETCTBYHOLLEN
CTaTUCTUKOMN.

IP-appec/MAC-aagpec

KonnuectBo  nakeToB,  MOMYYEHHbIX W OTMNPaBIEHHbIX
MapLIpyTU3aTOPOM.

MakeTtoB
UTtoro

KonnyecTtBo oanT, NonyYeHHbIX " OTNpPaBMEeHHbIX
MapLUpyTM3aTOPOM.

Bant

KonuyectBo nakeTos, NoNny4yeHHbIX W OTNpaBlieHHbIX 3a

MNakeToB .
nocrnegHni WMHTepBan nakeToB CTaTUCTUKM.

KonnyecTtBo 6anT, NOMyYeHHbIX U OTMPAaBIIEHHbIX 3@ NOCNEOHNUN

Bant
MHTepBan nakeToB CTaTUCTUKU.

KonnyectBo ICMP-naketoB otnpaeneHHbix k WAN-cetn, kak
ykasaHo B norne WHTepBan nakeToB CTaTUCTUKWU. [laHHOe
3HayeHVe npeacTaBreHo Kak OTHOLIeHWe "Tekyliad CKOPOCTb
Tekyuiee nepegayn/ MakcumarnbHas ckopocTb nepegayn”.

cocTosiHne

ICMP Tx

Konuyectso UDP-naketoB otnpasBneHHbix kK WAN-ceTn, kak
ykazaHo B none WHTepBan naketoB cCcTaTUCTUMKW. [laHHOe
3HavyeHMe MNpeAcTaBreHO Kak OTHOLUeHWe "Tekylias CKOpOCTb
nepenayn/ MakcumaneHas CKOpoCTb Nnepegayn”.

UDP Tx

Konuuectso TCP SYN -naketoB otnpaeneHHbix kK WAN-ceTu, kak
ykazaHo B none WHTepBan nakeTtoB CTaTUCTUMKW. [laHHOe
3HavyeHMe MpPeACTaBfeHO Kak OTHOLUEeHMe "Tekylwas CKOpOCTb
nepegayn/ MakcumanbHasa cKkopocTb nepegaymn”.

SYN Tx

C6pocutb | OOHYNUTL 3HA4YEeHNE 3anuncu.

N3meHUuTbL
Ypanuto Yaanutb CyLeCTBYIOLLYHO 3anucb B Tabnuue.

B kaxgom okHe oTobOpaxaeTcsa 5 3anucen. YToObl BepHyTbCs B nNpegbloyliee OKHO,
BoCnonb3yntecb kHonkon Mpeabiaywasn. Utobbl nepenTtn B crieaytoLllee OKHO, BOCMNONb3yNTECh
kHonkon Cnepyrowias.
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MpunoxeHune A: Yacto 3agaBaemMblie BOMNPOCHI

1. Kak MHe HacTpouTb MapLipyTU3aTop, YToObl Nnonb3oBaTtenu ADSL mornu BbixoauTb B
UHTepHeT?

1) [Mpexae Bcero HacTponTe mogeM ADSL, HacTpoeHHbI B MmocToBoMm Moayne RFC1483.

2) Mopkniounte kabenb Ethernet mogema ADSL k WAN-nopTy mappytmusatopa. TenedoHHbIN
kabernb NogknyaeTcs K COOTBETCTBYHOLWEMY NOpTy Mmogema ADSL..

3) Bongute B MapwpyTtusatop, Haxmute MeHio CeTb, pacrnofiokeHHOMY B JIEBOM 4YacTu
MapLupytusartopa u 3atem Bblbepute noameHio WAN. B okHe WAN B pasgene Tun WAN
coeanHeHne ykaxumte PPPoE. B nonax Wmsa nonb3oBatens wu [laponb yKkaxuTe
COOTBETCTBEHHO UMS MOMb30BaTeNst U Naposb. [locne 3Toro HaxXmMmnTe KHONKy CoxpaHuTb.

Tun nogknHYeHHA WAN: PPPoE/PPPoE Poccua - OnpenennTs

Mogenwyenne PPPoE/PPPoE PoccHA:

HMA nonNb30BATENA: Username
Mapone: T
MoaTEepOUTE NApONk: ITITIIITL]

Puc. A-1 Tun nogkntovyeHnsa PPPoE

4) Ecnu cepsuc ADSL ycTaHOBREH B pexnme NoBpeMeHHON onnatbl, Bblbepute MNogknioyeHve
no TpebosaHuio mnu [llogknioveHne BpydHyl. B none MakcumanbHoe Bpemsa npocTos
YKaXuTe HyXXHOe 3HadyeHue. Takke MOXHO BblbpaTh pexxum [oaknoumMTs aBToMaTnyecku.

Pexum nogknwyenna WAN: @ MogknwunTe No TpedoBaHWK

MakcumansHoe Bpema npoctoA: 15 MUHYTEI

{0 oaHayaeT, yTo NogknoYeHne GYOET aKTMBHEIM MOCTOAHHO.)
MogKniounTE aETOMATHYE CKW

MogkniynTe N0 PACTNCAHWK

Mepuog BpEMEHN C . (YY:MM) no : (HY:MM)
MogKnuYnTE BRYYHYI

MaKkcumankbHOEe BPEeMA NPOCTORA: MUHYTEI

(0 03Havaer, yTo NogrmioyeHne OygeT akTMEHEIM NOCTOAHHG. )

Mogknkoynte OTknyeHo!

Puc. A-2 Tun noakntodeHns PPPoE

& MpumeyaHue:

i. WHorgpa nogknioyeHne He MOXeT ObiTb MpeKkpalleHO [Aaxe ecnv  Bbl  yKasanu
COOTBETCTBYIOLLIEE 3HayeHne B none MakcumanbHoe BpeMsi MpoCTos, T.K. HeKoTopble
nNpunoxeHusa obpallarTcs K pecypcam VIHTEpHET B POHOBOM pEXMME.

ii. Ecnu Bbl ucnonbayete kaberb, NPOU3BEAUTE HACTPOIKY MapLLpyTU3aTopa B COOTBETCTBUM C
NpVYBeAEHHbIMU BbILLE UHCTPYKLMSIMU.

2. Kak MHe HacTpouTb MapLpyTU3aTop, 4ToObI Nnonb3oBartenu Ethernet mornu BbIxOAUTL
B UHTepHeT?
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1)

Bongute B mapwpytusatop U Haxmute MeHio CeTb, pacnofiokeHHOMY B NIEBON 4acTu
Opaysepa, u 3atem Bbibepute nogmeHio WAN. B okHe WAN BbiGepute B none Tun
noakntoveHnsa WAN 3HaveHune duHammdeckun IP. Haxxmute kHonky CoxpaHUTb.

HekoTtopble nocTtaBwmkn MHTepHet-ycnyr TpebytoT peructpauun MAC-agpeca agantepa,
KoTopbIi 6bIn noakniodeH k DSL/kabenbHoMy mogemy B npouecce YcTaHoBku. Ecnn
noctaBlmk NHTepHeT-ycnyr TpebyeT npomssectn peructpaumio MAC-agpeca, Bongute B
MapLpyTusatop un Bbibepute MeHio CeTb B neBon 4yactu bGpaysepa. 3atem Bbibepute
nogmeHio KnoHmpoBaHme MAC-agpeca, 4T0Obl nepentn B OkHO KnoHupoBaHue
MAC-agpeca. Ecnn MAC-agpec Bawero komnbloTepa SIBNSETCA TEM CaMblM agpecoMm,
HaxxmuTe kHonky KnoHupoBatb MAC-agpec, u 310T agpec nossutca B none MAC-agpec B
cetn WAN. Takke MOXHO BBeCTM AaHHoe 3HadveHue B none MAC-agpec B cetn WAN.
dopmatr MAC-agpeca XX-XX-XX-XX-XX-XX. 3arem Haxmute KHOMKYy CoxpaHuUTb.
CpoenaHHble N3MEHEHWST BCTYMAT B CUITY MOCNe nepesarpysku.

MAC-agpec B cetd VWAN: CO0-4A-00-AC-67-B8 | Boccranoents 3aBogckoin MAC-agpec |
MAC-agpec BaWero KOMNEHTEpA: | Knonuwpoeate MAC-aapec |

Puc. A-3 KnoHnupoeaHue MAC-aapeca
5 xouy ncnonb3soBaTtb NetMeeting. YTo MHe Hy>XHO AnNA 3Toro caenaTtb?

Ecnn Bbl 3anyctute NetMeeting B kavectBe y3na, Bam He noTpebyerca npeanpuHuMmaTtb
Kaknx-nmbo aencTeum.

Ecnu Gbl 3anycTuTe ero B pexume OTBETa, BaM MOTpebyeTcss HacTpPouUTb OYHKLMK
BupTtyanbHbii cepep nnu y3en DMZ, a Takke ybeantbcsa B Tom, 4to H323 ALG BKtodeHa.

UTtobbl HacTpouTb BupTyanbHbii cepBep: BOMAMTE B MapLUpyTU3aTop, HaXMUTE MEHH0
Mepeagpecaumn B nesou YacTu Gpay3epa u BbibepuTe nogmeHo BupTtyanbHblie cepBepbil.
B okHe BuptyanbHble cepBepbl Haxmute kHonky [Jo6aBUTb HOBYH... 3aTemM B OKHE
[Job6aBuTb unNu M3MEeHUTb 3anucb BUpPTyanbHoOro cepBepa BeBeauTe B none MopTt
cepBuca 3HadeHue 1720, a B none |IP-agpec, Hanpumep, 192.168.0.169. Haxmute KHONKy
BknioyeHo 1 3atem CoxpaHUTb.

Mpumevanne:; YoeouTeck, YTo yHrumA NAT BkN0YeHa , eCNH Bbl XOTHTE, YToDL! HACTPOHKH BHPTYaNLHOMO cepeepa
BCTYMHIK B CHITY

ID MopT cepenca BHYTpeHHHIA NopT IP-agpec MpoTtokon CocToAHKe HameHuTs

1 1720 21 192.168.0.169 BCE BrnwyeHo MameHuTe ¥O0anure

| [ofaeuTb.. | | BknwyuTe Bee | | OTKNOYKTL Bee | | YOanuTb Boe

Puc. A-4 OkHo BupTyanbHble cepsepbl
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HoGaBUTb NN NSMEHUTB 3anNUCk BUPTYanbHOro cepeepa

MNopT cepenca: 1720
(=30 N XXX
BHYTPEHHHIA NOpT: 21
(CX NPUMEHUMO TOMBKO B CIyYae 0QHOTo NOpTa CEpPBNCE, NGO OCTABLTE 3TO NOMNE HE3ANOMNHEHHEIM)
IP-anpec: 192.165.0.169
MpoTokon: BCE -
CocToRHuHeE: BrniueHo -
CTaHOapTHLIA NOPT CepBrCa: --Bribepute— -
[ Coxpannte | | Hasan ]

Puc. A-5 lo6aBnTb nnn n3aMeHnTb 3anmMcb BUPTYanbHOro cepeepa
& lMpumeyaHue:

B npotuBononoxHon ctopoHe cneayeT BbizBatb WAN IP, koTopbii oToBpakaeTcs B OKHE
“CocTtosiHue”.

4) Yt0obbl akTMBMpOBaTL yHKUMo y3en DMZ, Bomaute B mapLupyTusaTop, Bblbepute MeHIo
Mepeaapecauuns B neeon yactn Opaysepa n 3atem Bblbepute nogmeHio DMZ. B okHe DMZ
BblbepuTe paguokHonky Bknrountb 1 BBeanTte Baw |IP-agpec B none IP-agpec DMZ yana,
Hanpumep, 192.168.0.169. Nocne 3Toro HaxmMmnTe KHOMNKy CoOXpaHUTb.

MNpumeyanne: YoeauTeck, 4To (DYHKUMA NAT EKNHMYEHA , ECTH BBl XOTHTE, YTOOLI HACTPOIHKH DMZ BCTYNHNM B CHNY
Texywee cocToRHme DMZ: ) BrniounTe @ OTKNOYATE
IP-anpec yana DMZ: 192 168.0.169
Puc. A-6 DMZ

5) BonaguTte B MapLpyTmnsatop, Bbidepute MeHio BesonacHocTb, HaxoasiLeecs B NIEBOW YacTu
OKHa Opay3epa, un Bbibepute noameHio HacTtponku 6a3oBon 3awmThbl. B okHe HacTpoiku
6a3oBo 3awmTbl BLIGepuTe paguokHonky Bknrounts Bosne H323 ALG. HaxmuTte KHOMKy

CoxpaHuUTb.
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MexceTeBOR 3KpaH

MemxceTeBoi 3kpan SPI: @ Brnountk () BeIKNKDYWTE

VPN
Mponyck Tpadpuea PPTP:

@

| BEmounTe () BeIKNKYWTE

Mponyck Tpacuka L2TP:

@

) BEMOUNTE (7) BRIKNKUNTE

Mponyck Tpaduka IPSec:

@

) BEMIOUNTL (7) BEIKNKOUNTE

ALG
FTP ALG: @ Brnounte () BeIKNKDYWTE
TFTP ALG: @ Brnountk () BeIKNKDYWTE
H323 ALG: :- BhIKNKYNTE
RTSP ALG: @ BrmounTe () BeIKNKYWTE
SIP ALG @ Brnwounte () BoIKMOYMTE
| CoxpaHuTe |

Puc. A-7 HacTtporiku 6a3oBoi 3almThbl
Y10 A pomKkeH genatb, YTOObI YCTaHOBUTBL B JIOKanbHOM ceTu Beb6-cepBep?

Tak kak mexgy noptoM 80 Beb-cepBepa n noptom 80 Beb-ynpaBneHNss MOXET BO3HUKHYTb
sBNeHMe UuHTepdepeHunn, HeobxoauMO HasHauMTb Apyrom nopT Ans  yHKUMK
Beb-ynpaeneHus.

UTobbl M3MeHUTb MOPT BeO-ynpaBneHusi: BOMOAUTE B MapLUpyTU3aTop, BbIOEpUTE MEHHO
Be3onacHocTb, pacrnonoXxeHHoe B NeBOM 4acTu Opaysepa, M BblOepuTe MNOAMEHIO
"YpaneHHoe ynpaBneHue". B okHe YaaneHHoe ynpaBneHue B nore Nopt BeG-ynpaBneHus
yKkaxute nobon gpyron Homep kpome 80, Hanpumep 88. Haxmute kHOMKy COXpaHUTb U
nepesarpyauTe mMapLipyTmM3aTop.

MopT ynpaenesns Beb-uHTeppercom: 88
IP-agpec yoansHHOro ynpaeneHuA: 0.0.0.0 (YkammTe 2565.255.255.255 onA BCex)

Puc. A-8 YoaneHHoe ynpasneHue

& [lMpumeyvaHue:

Ecnn BbllweynomMsiHyTas HacTponka BCTynuT B cuny, Beeaute 192.168.0.1:88 (LAN IP-agpec
mapLipytusartopa: [opt Beb-ynpaBneHus) B cooTBeTcTBytowem none. Ecnm LAN IP-agpec
Moaema, COeIMHEHHOro C BalluM MapLupyTU3aTopoMm, coctaBnseT 3HadeHme 192.168.0.x, Toraa
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3HayeHne LAN IP-agpeca maplupytMsatopa No YMOSNYaHWO aBTOMATUYECKM CMEHUTCH C
192.168.0.1 Ha 192.168.1.1, uyTobbI M36exaTb KoHNUKTa IP-agpecos.

3)

Bonante B MapuwpyTtmsatop, Bbibepute MeHo [lepeagpecauusi B JIeBOW  4acTu
MapLupyTusartopa 1 BblibepuTe nogMeHio BuptyanbHble cepBepbl. B okHe BupTtyanbHble
cepBepbl HAXMUTE KHOMKY [lo6aBUTb HOBYHO..., a 3aTeM B OkHe [J06aBUTb UNN U3MEHUTb
BUPTyanbHbLIN cepBep ykaxute B none Mopt cepBuca 3HavyeHue 80. B none IP-agpec
ykaxute Baw |IP-agpec, Hanpumep, 192.168.0.188. [llocne 3TOro HaXmMuUTE KHOMKY
BknroyeHo, a 3atem CoxpaHuUTb.

BupTyaneHele cepBepbl

Mpumeyanne: YGeanTecs, 4To (yHKUMA NAT BEMHYEHE , 8CNH Bbl XOTHTE, 4To0LI HACTPORKH BHPTYaNLHOMO Cepeepa
BCTYNHNK B CHAY

ID Moprt cepeunca BuyTpeHHuA nopt IP-anpec Mpotokon CoCToAHKE HameHuT

1 1720 21 192.168.0.169 BCE BrnioyeHo HM3aMEHWTL ¥OaNWT
2 80 a0 192.168.0.188 BCE BrnioyeHo MameHnTs ¥Yoanute
| DOodaeuth.. | | Bkmountbbce | | OTkmiounTb Bce | [ Yaanute Bee |

Puc. A-9 BupTyanbHble cepsepbl

[ HoBsmus un wwers sanwco awpryaneoro copseps |

MopT cepenca: a0
(=200 mnm 20)
BHYTpEHHMI MOpPT:

(XX MPMMEHNMO TOMBKO B CRIYYae OQHOr0 NOPTa CepEMCa, MMG0 OCTABLTE 3T0 NOME HE3aNONHEHHEIM)

IP-agpec: 192.168.0.188
MpoTtokon: BCE -
CocToRHKe: BrrtoueHo -
CTaHOapTHeIA NOPT CepEHCA: --BribepuTe-- -
[ Coxpanute | | Hasag ]

Puc. A-10 OkHo [Jo6aBuTb nnm n3ameHnTb 3anncb BUPTYasribHOro cepsepa
BecnpoBogHble CTaHLMWN HE MOTYT NOAKNIOYUTLCSA K MapLupyTU3aTopy.

Y6eantecb B TOM, 4TO nepekntodyatens Wireless On/Off (BecnpoBogHoe — BellaHue
Bkn./Bbikn.) B nonoxexHun On (Bkn.).

MpoBepbTe, coBnagaetr nn wuaeHTudukatop SSID 6GecnpoBoAHbLIX  CTaHUUA  C
NOEHTMUKATOPOM MapLupyTmu3aTopa.

Y6eautecb B TOM, 4TO GECNPOBOAHbIE CTAHLMMW UCMONb3YIOT KOPPEKTHBIN KoY WGPOBaHWS,
€CIN TaKoW PEXUM BKITHOYEH.

Ecnn GecnpoBogHoe MNOAKMOYEHUE BO3HMKIIO, HO Bbl HE MOXETe MNOoMny4uTb A0CTyn K
MapLupyTusartopy, nposepbte IP-agpeca Balumx 6ecnpoBogHbIX CTaHLMWNA.
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NMpunoxeHue B: HacTtponka KomnbroTepa

B aTtoM pasgene Mbl pacckasbiBaeMm, Kak MpaBUIIbHO MPOM3BECTM YCTAHOBKY WM HACTPOMKY
npotokona TCP/IP npn OC Windows XP. lNpexae Bcero, ybeanteck B ToM, 4YTo agantep Ethernet
paboTaeT, Npn HeOOXOANUMOCTU NONb3YUTECH PYKOBOACTBOM K aganTepy.

1. Hactponka komnoHeHTa TCP/IP

1) B naHenn 3agpay Windows Haxmwute kHonky [llyck, a 3atem nepengute B [laHenb
ynpasneHus.

2) Haxmute no mkoHke CeTb M nogkrniodeHne K WHTepHeT, a 3aTemM B MNOSABMBLUEMCS OKHE
HakmuTe Bknagky CeTeBble NOAKIOYEHMUS.

3) HaxmuTe npaBon KHOMKOM MbILIM MO MKOHKE U B MOSIBUBLLEMCS MEHIO BbibepuTe pasgen
CsowcTBa.

L L | H  Orenrounte
— !
Cocroanue

AwuarHocTrea
# HacTtpoiika mocTa

Co3aate ApAbIK
¥panuTe

#  Mepewmeroeats

% CeoiicTea

Pwuc. B-1

4) B npeacrtaBneHHOM Ha pPUCYHKE HWXE OKHe caenamte ABOWHOM LUENYoK Mo pasgeny
MpoTtokon UHTepHeTa (TCP/IP).
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U NMokanbHele coeguHeHA - cBOMCTEa Iﬂl

Cems |

[MoaxnioyeHWe Hepes!

l_-'ll' Realtel: PCle GBE Family Controller

OTMEYEHHBIE KOMOOHEHTE WCNONB3YHOTCAH 3TAM NOOKNHOYEHUEM

" KnwenT anA ceter Microsoft
.@ MnaHupoBwmK nakeTos QoS I’
gCn'ﬂkEa OOCTYNa K dalinam ¥ npuHTepam cetei Micro...
[ -+ MpoTokon MHTepreTa sepon & (TCP/IPVE)

g [I0oToron Vhreprieta sepoun 4 (TCP/IPv4) |

-t [Ipaiisep 6/6 TONONOra KaHaNEHOrD YPOEHA

i CEeTiMK oBHapYXEHUA TONONOrMA KEHANEHOMD YPOBHA

YoTaHOEWTE ... ¥oanute CeoiicTea

OnucaHue

MpoTokon TCPAIP - cTaHASpTHEIA NpoToKoN FNoGaneHLm
ceTel, 0GecnEYMBSIOWKMA CERSE MEXTY PASMHYHEIMI
B3aUMOAEAC TEYHILLMMIA CETAMIA.

QK ] [ QmaeHa

Puc. B-2
5) Ortkpoetcs okHo CBoncTBa TCP/IP, B KoTOpoM OyaeT oTkpbiTa Bknagka IP-agpec.

Bbibepute Monyuutsb IP-agpec aBTomMaTn4yecku u Monyunts DNS-cepBep aBTOMaTU4eckw,
Kak npeacraBneHo Ha pUCYHKE HUXe:

Ceoicrea: [NpoTokoa Mutepuera sepann 4 (TCP/APvA) M

OBWHE | AnbTEpHETUBHAS KOHDMMYPELME | I

MNapameTpel IP MOryT HAZHEYaTHCA SETOMSTHHECKM, ECIM CETE
NOAAEHMEEET 3TY BO3MOHOCTE. B MPOTMEHOM CNyJae NapaMeTpsl
IP MOMHO NOAYYMTE Y CETEBOMD 3AMMHUCTPETOPS.

a MonyqnTe IP-aapec a8TOMATHYECKK

(7)) McnonezosaTe cneayowmid IP-agpec:

(@) Monywite agpec DNS-cepEepa aBTOMATHHEM

) Micnone3oBaTe cneayowme agpeca DNS-cepeepos:

MoaTEEPAWTE NEPEMETPEI MM BRIXOLE

[ OK l[ OTMeHa l
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NMpunoxeHune C: Cneundomkaumm

O6wme napameTpbl

IEEE 802.11n, IEEE 802.11g, IEEE 802.11b, IEEE 802.11a, IEEE

?;T‘Zp”;:fae”b'e 802.11e, IEEE 802.11i, IEEE 802.1X, IEEE 802.3X, IEEE 802.3,
Aap IEEE 802.3u, IEEE 802.3ab
Moppepiusaembie | rop) o pbppoE DHCP, ICMP, NAT, SNTP, PPTP, L2TP
NPOTOKONbI
1 nopt WAN 10/100/1000 M6uTt/c c aBTOCOrnacoBaHuUeM C
pasbemomM RJ45;
MooThi 4 nopta LAN 10/100/1000 Mo6wut/c c aBTOCOrnacoBaHWEM C
P pazbemoM RJ45 ¢ nogoepxkon Asto- MDI/MDIX;
2 nopta USB pgns dyHKUMMW COBMECTHOMO Jgoctyna K
AaHHbIM/FTP-/megna-/npuHT-cepaepy;
10BASE-T: HeakpaHupoBaHHas BuTas napa kart. 3, 4, 5 (makc. 100
M)
OKpaHunpoBaHHas BuTas napa EIA/TIA-568 100Q STP (makc. 100 m)
100BASE-TX: HeakpaHupoBaHHas BWUTas napa kat. 5, 5e (makc.
Tun kabens 100 m)
OkpaHupoBaHHasa Butasa napa EIA/TIA-568 100Q STP (makc. 100 m)
1000BASE-TX: HeskpaHupoBaHHad BuTasg napa kat. 5, 5e
(makc. 100 m)
OKpaHnpoBaHHas Butas napa EIA/TIA-568 100Q STP (makc. 100 m)
CBETOANONHbIE Power (lMutaHue), System (Cuctema), Wireless 2.4GHz (Wi-Fi
h MKSTOHH pexum Ha yactote 2,4 [Tu), Wireless 5GHz (Wi-Fi pexum Ha
A P yactote 5 'Tu), Ethernet (1-4), Internet (MHTepHeT), WPS
CepTtndukaums FCC, CE

Wireless MNapameTpbl 6ecnpoBogHON CBA3MU

[nanasoH yactoT

24Ty, 5Ty

CkopocTb nepegayu

Cranpgapt 11b: 1/2/5.5/11MbuT/c (aBTOMaTH4yeckoe
nepeknyeHne)

AaHHbIX no CraHgapt 11a/g: 6/9/12/18/24/36/48/54 MowuT/c (aBTOMaTnyeckoe
GecnpoBogHOMY

nepeknoyeHmne)
CoeiMHeHNIo

Crangapt 11n: 300 M6uTt/c (2.4 Tu), 450 M6uTt/c (5 'u)
Pacwwupexne DSSS (LUupokononocHass mMogynsumst ¢ npsaMbIM pacluMpeHmemM
YacToTbl cnekTpa)

11n/g/a: QPSK,BPSK,16-QAM,64-QAM ana OFDM
Mopgynauus

11b: CCK,DQPSK,DBPSK
Be3onacHOCTb WEP/WPA/WPA2/WPA2-PSK/WPA-PSK
YyBCTBMTENBHOCTb 135/270/415 Mowurt/c: -68 npbm @10% PER,;
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npuemMHuka 65/130/195 M6wurT/c: -73 pbm @10% PER
11 M6wuT/c: -92 opbm @8% PER;

6 Mowurt/c: -93 npbm @10% PER;

1 M6wur/c: -98 nbm @8% PER

KoadpdmumeHT

2 nbu Ha vacTtoTte 2,4-2,5 Ty, 3 obu Ha yacToTe 4,9-5,825 Ty,
YCUNEHMWS1 aHTEHHbI

MapameTpbl OKpyKatoLien cpeabl

Mpu akcnnyataumm : 0°C~40°C (32T ~104°T)
TemnepaTtypa

Mpu xpaHeHuu: -40°C~70°C (-40°F~158°F)

Mpu akcnnyataumm: 10% - 90%, 6e3 obpasoBaHusa KoHAeHcaTa
BnaxHocTb

Mpun xpaHeHumn: 5% - 90%, 6e3 obpasosaHus KoHAeHcaTa

* B CLWA paspelweHo wucnonb3oBaTb Tonbko 4actoTol 2,412GHz~2,462 [Ty, noatomy
aMepurKaHCKue Nonb3oBaTenu Mory BelompaTb TOMbKO KaHanbl 1~11.
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NMpunoxeHue D: NNoccapun

> 802.11n — CraHgapt 802.11n nocTpoeH Ha npeabiaywmx craHgaptax 802.11 nyTtem
pobasneHunsa TexHonorm MIMO (MHorokaHanbHbI BXOA/BLIXOA), B KOTOPOW UCMNONb3YyHOTCA
HEeCKOSbKO nepeaarolimx 1 NpuHUMalLWMX aHTEHH, YTO NO3BONSAET YBENUYUTL NPOMYCKHYHO
CMOCOBHOCTb Yepe3 MPOCTPAHCTBEHHOE MYIbTUMIIEKCUPOBAHNE M BONbLUYHO 30HY OXBaTa
CeTM 3a CYeT MCMOomb30oBaHWS pPa3HOro MNPOCTPAHCTBEHHOIO pPAaCMONIOXEHNSA aHTEHH,
BO3MOXHO 4Yepe3 CxeMbl KOOUPOBKY, Takmne kak kogmposka Alamouti. KoHcopunym EWC 6bin
co3faH onga yckopeHus passutuna ctrangapta IEEE 802.11n v npoasmxkeHus cneundmkaumm
TEXHOMNOIMMN B LENAX YNydleHMs B3auMOAEWCTBUS Mexay O6ecnpoBoAaHbIMM CEeTEBbIMU
npoaykTamu cnegytowero noKosneHus.

> 802.11b — CraHpapt 802.11b onpegensieT napameTpbl paboTbl 6ecnpoBOAHON CeTU Mpu
CKOpPOCTM nepedayn gaHHbix 11 M6ut/c, ucnonbadya texHonornio DSSS, n paboTtaet Ha
HenuueHanpoBaHHOM agnanasoHe 2,4 Ty ¢ ncnonb3oBaHnem anroputma wndpposanna WEP.
K cetsam ctangapta 802.11b Tarke oTHocaTcs cetn Wi-Fi.

> 802.11g — cneuudmkauusa anga cos3gaHus 6ecnpoBOAHBIX CETEeN CO CKOPOCTbi0 mepenayu
OaHHbIX 0o 54 M6wut/c, ucnonbays texHonornmo DSSS, mogynaumio OFDM n paboTaeTt Ha
HenuueHanpoBaHHOM guanasoHe 2,4 [Ty, O6paTHO COBMECTMM C yCTPOMCTBaMM CTaHgapTa
IEEE 802.11b. UcnonbsyeTt anroputm wndpposaHna WEP.

> DDNS (Dynamic Domain Name System — Cuctema guHaMM4eCKUX OOMEHHbLIX UMEH) —
Bo3MOXHOCTb  HasHayeHust (UKCUPOBAHHOIO Y3MOBOTO M [OMEHHOIO WMEHUM Anis
AnHamuyeckoro Internet IP-agpeca.

» DHCP (Dynamic Host Configuration Protocol — MNMpoTokon HacTpouku AMHaAMWUYeCKOro
y3na) — [NpoTokos, KOTOpbI aBTOMaTu4eckn NpomnsBOAMT HacTpouky napameTtpoB TCP/IP
BCEX KOMMbIOTEPOB, nogkntodeHHbix Kk DHCP-cepBepy.

> DMZ (Demilitarized Zone — [lemnnutapusoBaHHaa 30Ha) — [JaHHas yHKUMA No3BonsdeT
y3ny rnokanbHOW ceTu obpawartbca K WHTepHeT ana paboTebl €O  crneumanbHbIMU
NPUNOXEHNAMUN TaKNMK, Kak IHTEPHET-UTPbI 1 BUAEOKOHepeHLNN.

»> DNS (Domain Name System — Cuctema AOMEHHbIX UMeH) — VIHTepHeT cepBUC, KOTOPbIN
nepesoauT nMeHa cantos B IP-agpeca.

> JoMeHHOe umsa — onucartenbHoe UMs ans agpeca unu rpynnbl agpecoB B MHTepHeT

»> DSL (Digital Subscriber Line — uncgpoBass aboHeHTCKasas nuHuA) — TexHomnorusi, koTopas
no3BonsieT OTNPaBnsATb WM MOMNyyYaTb AaHHble, MCMONb3ys CcylecTBylowme TenedoHHbIe
AMHWN.

> ISP (Internet Service Provider — MoctaBwuk WUHTepHeT-ycnyr) — KomnaHusa, koTopas
obecneumBaeT gocTyn B MIHTEpHeT.

> MTU (Maximum Transmission Unit — MakcumanbHbIA pa3mep Onoka nepepayu) —
MakcnmanbHbI pasMmep naketa AaHHbIX, KOTOPbIN MOXET ObiTb NepeaaH.

» NAT (Network Address Translation — TexHomorus nepeBoga ceTeBbIX aApecoB) —
TexHonorua NAT nepesoguT IP-agpec nokanbHon cetn B IP-agpec cetn MiHTepHer.

» PPPoE (Point to Point Protocol over Ethernet — NMpoTokon noagkntoyeHus yepes Ethernet
no npuHuuny Touka-Touka) - PPPOE — 370 npoToKkon Ans NOAKMOYEHUs yaaneHHbIX y3roB
cetn MHTepHeT 4epe3 MOCTOAHHOE MOAKMYEeHUe, NOCPEACTBOM UMUTALMN MOOKIIOYEHNS
dial-up.
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SSID — NpeHTudmkatop SSID — aT0 Kkntoy, BkMAYawwmn B ceba oo 32 GyKBEHHbLIX U
UMpPOBLIX CUMMBOIMOB, KOTOPbIN MWCMOMNb3yeTcs ANA uaeHTUUKAUMM FOKanbHON CeTu.
UTtob6bl GecnpoBoAHble YCTPOMCTBA CETU MOrMM OBMEeHMBaTbCHA AaHHbIMW, OHW OOSDKHbI
ucnonb3oBatb oAuH M TOT Xe SSID. O6blMHO 3TO HACTPOEYHbI napameTp Ans
fecnpoBogHon KapTbl kommbtoTepa. CooteBetctByeT ESSID gna ©6ecnpoBogHOM TO4YKM
AocTtyna v umeHu 6ecnpoBOgHON CETW.

WEP (Wired Equivalent Privacy — 3kBuMBaneHT npoBogHoM 3awmTbl) — MexaHusm
WwndpoBaHna Ha ocHoBe 64-, 128- nnn 152-6MTHOrO COBMECTHOrO KIko4a, Kak ykasaHo B
crangapte IEEE 802.11.

Wi-Fi — Kommepueckoe HasBaHue ctaHaapTta 802.11b, npuceoeHHoe opraHu3auumen Ethernet
Compatibility Alliance (WECA, see (cm.) http://www.wi-fi.net), sBnsawowenca rpynnon no
paspaboTke NPOMBbILLNEHHbIX CcTaHgapToB, paboTatoLuen Hag npobnemon
B3aMMO3aMeHAeMOCTH yCTponcTs ctaHgapTa 802.11b.

WLAN (Wireless Local Area Network) - BecnpoBogHass nokanbHas ceTb — rpynna
KOMMbIOTEPOB M CBSI3aHHbIX YCTPOWCTB, B3aMMOAEWCTBYIOLWIMX JpYyr C [OpyroM 4epes
GecnpoBoaHyto Nepefavy AaHHbIX B OFPaHNYEHHOM parnoHe.
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