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CpEeacTBa

(upposanbHbIx (KpunTorpadHIecKiX) CPeACTB H (WIIK) TOBAPOB, HX COAEPKAIINX, — YKa3aTh
HYyXHOE)

1. HammeHoBaHue ToBapa

Kontponnep Toprosoii Mapku «TP-Linky», Monenn:
AC50,

AC500.

2. Ha3nayenue ToBapa

Tosap npencrapnser coboi ycTpoHcTBO, IpenHa3HAUSHHOE Ul MHTErpaluu GecrnpoBOIHEIX TOYEK
JIOCTyNa B €IWHYIO CETh CBA3M M YNpPABJIEHWA MMHW (TOBap MOAKMIOYAETCS K TOYKAM JIOCTYIIA
nocpencteoM Ethernet-kabens). Cam ToBap He COaepKHT Mojynel GecnpoBOIHOM Iepenayu
JIAHHBIX. QyHKIMA  HACTPOHKM __TOBapa  peanu30oBaHa  MOCPENCTBOM  KMCIOJB30BAHMA
aJIMUHUCTPATUBHON Y4€THOH 3amucH (admin). [Tpy BKIIOYEHHH YCTPOMCTRA, 8 TAKXE MPU MOMBITKE
BOITH B MEHIO KOH(UrypalWM, 3arpy:kaeTcd cTpaHMIla, Ha KOTOPOM OYOYT INpUCYTCTBOBATE MOJM
A1 BBOOA HZ[GHTHQDHKEH_.[PIOHHBIX JAaHHBIX !J'IOFI/IH )% Hﬂ[!OHh!. B CHY'-_Iae _YCHC]].[HOP[ ayTGHTI/IQhHKagHH
AIMHUHUCTPATOPY NPEeNOoCcTaBAAETCS JOCTYII K HACTPOMKAM MAapUIPpYTH3UPYIOIIErNQ KOMMYTATOPA.
Torap coAepKUT ¢pecTBa VIANEHHONO aAMUHUCTPHPOBaHUA U cOopa MHbOpMAaIIHH, pealH3yeMBle
NoCpeCTBOM _KpunTorpaduyeckoro mnporokona SSH, 4YTo DNO3BONSET aIMHHHCTDATOPY CETH
IOCHLIATh HA TOYKH JIOCTYIIA VIPABISKIIKWE KOMaHALl (KOHGUrypalus MW mapaMeTpsl paboTel
TOBapa), a TakkKe 3alpochl  HA NOAYYeHHe HWHGOPMALMH O TEKVIIEM COCTOSHHM THX
NOJNKIIOYEHHEIX K CeTH YCTPOWCTB (BpeMs HEIpepBIBHON pabdoThl, MPOM3BOAMTENEHOCTH CETH
CETEBbIE MapaMeTphl MOJKIOYAEMBIX K CETH YCTPoMcTB M _ap.). OOMeH madHbIMH (VIIPaBJISIOLLME
KOMaH/IBL, - 3aMpPOChl M YBEIOMJICHHS) MEXIY YCTPOHCTBOM aJMMHHMCTPATOpa CETH W TOBAapOM
IPOUCXOIUT B 3alIM(POBAHHOM BHIE MO TEXHOJOTHUECKOMY KaHANy CBA3H C HCIOJB30BAHUEM
kpuntorpaduyeckoro nporokosa SSH. Tosap conepkuT HGPOBAILHEIE CPENCTBA, HCIIOIB3YEMBIE
HENOCPEACTBEHHO I 3aNIATHL __ MACHTHOHUKALUMOHHEBIX AHHBIX _ MOJIL30BATENA AHHEIE
aJIMUHUCTPAaTHBHOM YYETHOW 3alMMCH) B paMKax BBHIIOJHEHHS IPOHEAYPEL ayTeHTHQHKALHUH
HCHOJb30BaHHEM KpunTorpadHyeckux mnpotokogoB SSL u TLS. a Takke a0 3alIKTH

TEXHOJOIMYECKMX KaHAJIOB CBS3M C UCTOJIB30BAHHEM KpHUNTOrpadHIecKoro npotokona SSH.

3. Ceenenust 00 H3roToBUTENE TOBApA
Haunmenopanue: "TP-LINK TECHNOLOGIES CO., LTD.", Kuraii.

Anpec: South Building, No.5 Keyuan Road. Central Zone. Science & Technology Park,
Nanshan, Shenzhen, China.

Ten/®axc: +8675526508331 / +8675526636921. Beb-caiit: www.tp-link.com.

4. Mcnonp3yeMble KpUITOTpadhHIecKHe arOPHTMBI ((PYHKITAH) Ne kareropuu uz
U UX Ha3HA4YCHHE: npunoxeHus Ne 4

a) CummerpuuHslif anroput™ OGnounoro wmpposanns DES, wMaxkcuManbHas [JIHHA
KpunTorpaduyeckoro kmoda: 56 Our. Kpunrorpadmieckuii nporoxon: SSL. Ha3snauenue
KPUOTOIpa)MuecKoro ajropHTMa: 3allUTa MepCOHANBHBIX HACHTH(MKALHOHHBIX JAaHHBIX (JOTHH H
napoJk) nons3opatend. lllndposanue B paMkax ayTeHTHQHKALHH.

6) Anroput™ Kpuntorpagudeckoro xemuposanui HMAC-MDS, wivHa Kpunrorpaduaeckoro
kmoya 128 6ur. Kpunrorpadmueckuit nporokon TLS. Haznauenwe xpuntorpaduueckoro anropuTMa: 2.1
3QUIATA TEPCOHANBHEIX WASHTH)UKALMOHHBIX MaHHBIX (JOTMH M IApPoib) IOJb30BATENA.

2.1




llluppoBanue B paMKax ayTeHTHHHKALIHH.

B) CumMeTpuuHbIii anroputm OnoudHoro Inudposanua 3DES, wMakcuManeHas —AnTHMHA
kpunrorpaguyeckoro kmoua: 168 6ur Kpuntorpadudeckuii npotokom: SSH. Hasuavyenue
anrTopuTMa: 3aIMTa JAHHBIX (YIPaBIIOLIME KOMAH/IBI, 3aPOCHl KOHGUIYPAlMK NapaMeTpoB paboThl 10
ToBapa), TEPENaBaeMBIX M0 TEXHONOrMYeckuM kaHanam cBasd. llludpoBanue B paMKax 3aifuTEl
TEXHOJOrHYECKMX KaHAJIIOB CBA3H B Mpollecce 0OMEHA [JaHHBIMH.

r) CumMerpH4Hblif anroputMm Omounoro mMdposanma AES, MakcumannHas —[iMHA
KpunTorpapuyeckoro kmoua: 256 Our. Kpumrorpadmdecknii mnporokom: SSH. HazHaueHue
ANropUTMa; 3aIIATA JAAHHBIX (YIPABIIOIME KOMAH/IbL, 3aIPOCH KOHOHUIypalMy HapaMeTpoB paboThl 10
TOBapa), IepeJaBaeMBIX 10 TEXHONOrMYeCKMM kaHanaM cBsa3H. Illudpoeadue B pamkax 3aliUTHI
TEXHOJIOTHYECKHX KAHAIIOB CBA3M B Mpoliecce 0OMeHa JaHHBIMHU.

n) AmropurM Kpuntorpadmdeckoro xemwupobaHus SHAI-HMAC, MakcumanbHas minHa
kpurTorpajuieckoro kmoua: 256 6ur.  Kpumrorpadideckuit nporokon: SSH. Ha3snavenue
aNropMTMa: 3alUTa JaHHBIX (YIPaBIIONMIME KOMAH/IBI, 3alPOChl KOHQHUIYpalMy NapaMeTpoB paboTsl 10
TOBapa), MepelaBaeMBIX MO TEXHOJOTMYecKMM kaHalaM cBi3u. lludpoBaHue B pamkax 3allUTEHL
TeXHOJOrHYECKUX KaHAJIIOB CBA3H B Mpoliecce 0OMEHA JaHHBIMH.

e) Kpunrorpapuueckuii amropuTtM ¢ OTKpHITBIM KIFo4oM RSA, MakcuMmanbHas [UiMHA
KpunTorpapuyeckoro kmoua: 256 6ur. Kpunrorpagudeckuit mpotoxon: SSH.  Haswauenue
aNropHTMA: 3alHTa JAHHBIX (YIPaBIAIOIIME KOMaH/bL, 3aIIPOCEl KOHGHIYpalui NapaMeTpoB paboTel 10
TOBapa), MEpefiaBaeMbIX MO TEXHOJNOTHYECKHM kaHanaMm cBasd. llludporanue B pamkax 3alluThHL
TEXHOJIOTMYECKHX KAHANIOB CBA3H B MpoLecce 00MeHa JaHHBIMH.

5. Hanuuwme B ToBape (yHKIMOHAIBHBIX BO3MOKHOCTEH, HE OIIMCAHHBIX B IPEOCTABISEMOR
MTOJIE30BATEITO 3KCILUTYATAMOHHONH IOKYyMEHTALIMH OTCYTCTBYIOT.

6. Cpox feiicTBHS HOTHGHKAITHH 31/12/2021

7. CBeneHnsa 0 3ag9BHTENE

Hammenosagne: 000 «TP-JIMHK». (Poccus).
{)pnngq?;:c%m% anpec: 107023, r. Mockra, DnexTpo3aBoackas vi., A. 27, ctp. 7. mnoMenienne V.
KOMH. 2.3, 7-13. '

] eHe%aJILHbH?[ %HEGI{TO% Jxo ‘Imn?‘gaﬁ.
en/Dakc: 6

HaummMenoBaHHE peructpu ero opraga: Mexpaitoruag pacrnexknug ©@HC Nod6 mo ropo

8. CeenieHus 0 JOKYMEHTE U3TOTOBUTEIS, YOCTOBEPUBIIErO [TOJIHOMOYHS JIHLIA Ha OQOpPMIIEHHE
HOTH(EHKauHH (mpu HEobxomuMocTH) JIoBepennocTs 0T koMnanuu « TP-LINK TEC LOGIES
CO., LTD.» Ha pOCCHACKYIO KOMIIAHHIO «TP- » Ne O0/H oT 25 ceHTI0ps L.

9. Jlata 3anonaenust Hotudukaiuu 05/12/2016

JocToBepHOCTE U IOHOTY CBEJICHUI, BKIIFOUEHHBIX B HOTH(H)HKAIIIO, ITOATBEPIKAAL0:
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