tp-link | Omada

Omada 7|7HH|E VPN 2t2E
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4 tp-link

ER7206
©Omada Gigabit VPN Router SFPWAN  SFPWAN

= 538

- G4H|E M8 5 F0o|{ ZTZA|A L 512MB DDR3 114 H|22| 2 Eojdt M5

+ 17{ 7|7HH|E SFP WAN ZE, 171 7|7HH|E RJ45 WAN ZE 27l 7|7HH|E RJ45 WAN/LAN ZE 2|71 27
7|7HH|E LAN ZE

+ IPSec, L2TP, PPTP & OpenVPNS Z &5t [}E VPN T2 E 22 X250 AFRAIS2 VPN HZ2 2 &
Al FEFCH

.+ VPN QlIZIOoZ %|CH 1007H°l Psec VPN E{'2



Omada Solution

Hospitality Education Retail Office Catering

High Quality and Full High-Density Wi-Fi Social Marketing for 020 Wireless and Wired Full Wi-Fi Coverage in
Coverage Wi-Fi Connections High-Density Environment

Omada?| AZEQ||0] F| HEXZ (SDN) EHES HMA ZRIE 3
SE5H01100 % 3 HEA SR L £ E MS UL Omadas Y QIHEH|0|A 2 H|oj=|= & o] Flo
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Site C * Omada Software Controller

'“\ pmmE » Omada Hardware Controller
- ~
K e Sa © Omada Cloud-Based controller
E E N :
” :

(=—z58Ee8] Router

Higher Efficiency Higher Security Higher Reliability

Centralized Cloud Zero-Touch Al-Driven Separate Management 99.99% SLA Availability
Management Provisioning Technology and User Data

Auto Channel Multi-Tenant Privlege  Easy and Intelligent Abundant Security Reliable Connections with
Selection and Power Assignment Monitoring Functions ] High-Density Clients
Adjustment

-lo tp-link
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Omada Hardware

Omada , :
Cloud Networking Solution X o O ‘ .\\ Contro”er
— E On-premises controller
- withnoneedtoruna
Unified Access Points PClserver
Managementfrom | Switches
One Interface Gateways TR
Omada Cloud-Based ¥
Controller A

No any additional hardware
controllerinvestment and
installation on customer

premises ~
R\ Omada Software

Controller
On-premises controller
with no charging for
hardware

& No additional training needed & Batch management

& Unlimited scalability @ Devices still work even when not connected to the Cloud

Omada M2 Efx| ZRH|HJS Sall C}E Al|E HEYIE YHo= Him Y 743
H TO} QALICH Omada 22+ CE XS HIBOR HRM0IMIZE BREHICE

= A
A
/ Step2 Step 3
/ Enrollthe devices Devices
through your Omada automatically \
/ Cloud Dashboard obtain the
/ configuration file v
from the cloud
Step 1 Step 4
Plug in on-site and Enjoy 100% remote
connect the Omada provisioning and
Powered devices to cloud management
the internet
1. HEZE HX Z2HXF(ZTP)2 Omada S RE 7|8 HEEZHE At&sfor?t X &L,



Intelligent Network Analysis,
Warning, and Optimization*

» Analyzes potential network problems and sends
optimization suggestions for higher network efficiency

¥ Locates network faults, warns and notify users, and
generates solutions to reduce network risk

.

Auto Channel Selection and
Power Adjustment

Provides powerful wireless performance while
greatly reducing Wi-Fi interference by
automatically adjusting the channel settings and
transmission power levels of neighboring APs in
the same network.

*Intelligent Network Analysis, Warning, and Optimization are being developed and are ® Channel1l ® Channel1l ® Channel 6
scheduled to be released in 2020
= o S o sk 2 =0
ChE ALK 2 &3 7S Set Hd] 284
LS AFEAL @M HF 7|2 He] a&dut e s sUTH THE AFERE #al, CHEA| 2] & 521 Al AR
8| Bl A 27+ 7150| IESIE 53t Bals Sk sk,

o

Brain Headquarter

US Branch
wHIEMEN. My
EU Branch ’7.999

(]
)
We®

APAC Branch
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omada

2B P> Google Play

A HIEHMI| Cheh Xl Bot XIS

@ Better Protection for Users’ Privacy

TP-Link Omada separates network management data from user data, with no user traffic passing through the
cloud, ensuring better protection for users' privacy.

| & User Traffic
‘ :

................... | 3

T1/DSL

§

Management Data SafeStream Gateway JetStream Switch Omada Access Point

@ Abundant Security Functions

Powerful firewall and advanced security functions further protect the network and data.

& Y % =

High-Security VPN Powerful Firewall IP/MAC/URL Access Control Advanced WPA3 Captive Portal
Filtering Encryption
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o| =2 e go| 2L, &a] Eaiio| SHE FR0= UIEXHI 7} ASEUn.

AlE{=2fo|= T, TE |
Wi-Fi 6 & Wi-Fi 5 AP 1 &

I~

99.99%

SLA Availability

24/7
Automated Fault Detection

Higher |
Reliability

~ g™y Geographically
E Isolated

Back-Up Servers

Reliable Products

High Quality
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ER7206 (TL-ER7206) 2 17liC| SFP WAN ZE | 17H9| 7|7IH|E WAN EZE & 27}{9] WAN/LAN ZETJ} Q7| Z0 5t
Lol HRIZE 0f2] RPARE SHELICL AS5E 2C WAL 05 5|4 FTIAS 2[ket EE517| I 2F WAN
EEO| {42 HIB0| T2} Hl0JE] AEYS ABICE. IP 7|4 CHS Rlof L A Mgt 7 %% Saff LIEST BRIRt
= QB CiiZ S Rraje 4 UL,
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|

o
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ol ER7206 (TL-ER7206)
X|& o|o|x|
IS IF==F5 Omada 7|7H4|E VPN 2t2F
IEEE 802. 3, IEEE802. 3u, IEEE802. 3ab, IEEE802. 3z, IEEE 802. 3x,
BZEUDZER IEEE 802.1q, TCP/IP, DHCP, ICMP, NAT, PPPoE, NTP, HTTP,
HTTPS, DNS, IPSec, PPTP, L2TP, SNMP
174 7[7HH|E SFP ZE
_ 174 7|71 | E WAN ZE
QIE{H|O|A
17§ 7|7HH|E LAN/WAN ZE
271 7|7HH|E LAN ZE
10BASE-T: UTP category 3, 4, 5 cable (Z|C{100m)
EIA/TIA-568 100Q STP (Z|CH100 m)
HIES|3 ojc)o] 100BASE-TX: UTP category 5, 5e cable (£|C{100 m)
EIA/TIA-568 100Q STP (Z|CH100 m)
st=elof 1000BASE-T: UTP category 5, 5e, 6 cable (£|C{100 m)
HE =7t HE
HH 3= 100 — 240 VAC, 50/60 Hz
Flash 4MB SPI + 128 MB NAND
DRAM 512 MB
LED PWR, SYS, SFP WAN, WAN (Speed, Link/Act), LAN (Speed,
Link/Act)
MX| E= 4kV MX| 25
37| (WxDxH) 8.9 x5.2x%x1.4(226 x 131 x 35mm)

-lo tp-link



SIERI0 HEEZ (0C200/0C300)

ER7206 (TL-ER7206)
ISESR PN IFEPN

X5 HEHZ 2UHY
HIO[&}™ O[HIE 2

SDN x| ATEQ o HEEY S
AAELRE
Satoc Jjur HES? HES 22 7S
M2 EX| Z2H[M (ZTP)'
SAl MM 150, 000
MZL MM 5,500
& IP NAT X{2l2f
940. 3 Mbps / 940.2 Mbps
(YRE / O4R2ZE)
DHCP NAT X{22
(@=E / cresc) 940.3 Mbps / 940. 4 Mbps
PPPOE NAT X{2|2F
(@=E / cresc) 939.7 Mbps / 937.9 Mbps
L2TP NAT &2
(@=E / cresc) 918.0 Mbps / 917.9 Mbps
Ms PPTP NAT X{2]2f
(Y2 / chezc) 918.9 Mbps / 914. 7 Mbps
66 Byte |7 TEE
(Y2 / chezc) 486,918 pps / 488,372 pps
1,518 Byte {7l T1&E
81,274 pps / 81,274 pps
(HRE / OIR2ZEE)
IPSec VPN X{2]2f (AES256) 291.6 Mbps
} Qt5 5} OJAMHR: 1360. 3 Mbps
ak o222 [S)
L2TP VPN %{2/3 ors 3k AFR: 202.3 Mbps
- ot st O[AFZ: 1379.3 Mbps
PPTP VPN 2|2+ o
1= o551 AFR: 115.6 Mbps
HEIP
S5 1P
0174 S4Al
WAN & =4 PPPoE
PPTP L2TP
DHCP A{H{
SHCP DHCP F4 0f|2F Multi-IP
OIE{m|0|AS?
71 71 QIE{H[0|AS
Multi-Net DHCP'
MAC 22 Modify WAN/LAN MAC Z= A3
IPTV IGMP v2/v3 Z2A|
IPv6 THe ¢
VLAN 802.1Q VLAN
1. HNZEX| Z=2H[XE(ZTP) = Omada S2RE 7 [ HAEE2E ARSRE W KIELICE
2. Multi-IP QIE{H|0|A T Multi-Net DHCP= 7AE 22| 3 E0j| A8t X|IEILCE
3. LANMAC ZAE 57 Had aoof|Mer 283 4 4
4. IPveE TRl 7HE F0f Ao CFS AZE0] BT A H|0|EE o HULICE,




ER7206 (TL-ER7206)
Rs® 2C WA
OHE2|AH|0|M0]| £[XstEl 2t
HHO! (Timing®, Failover)
22101 #X|

Hu
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nE
i
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One-to—-One NAT®

Multi-Net NAT

Virtual A{H{

NAT I E Triggering®

NAT-DMZ
FTP/H.323/SIP/IPSec/PPTP
ALG, UPnP

FERIEY

Y 219y

CIE

o

Ml Mgt IP7[HE N |2

Che

Ik
|'0||

Hgt IP7[Hh CH= H|gt

VPN

100 IPSec VPN E{& LAN-to-

LAN, Client-to-LAN

Main, Aggressive Negotiation Mode

DES, 3DES, AES128, AES192, AES256 Encryption
IPSec VPN 2aaE KEvI/v2?

MD5, SHA1 QIE & 12|&

NAT Traversal (NAT-T)

Dead Peer Detection (DPD)

Perfect Forward Secrecy (PFS)

PPTP VPN A{t{ PPTP

VPN 22}0[AHE (10)*

50 B4

PPTP with MPPE Encryption

PPTP VPN

L2TP VPN A{H{ L2TP
VPN Z20|HE (10)*
50 E{d L2TP

over IPSec

L2TP VPN

OpenVPN A{H{
OpenVPN® OpenVPN Z20[¢E (10)*
50 OpenVPN E{&

TCP/UDP/ICMP Flood Defense
Block TCP Scan (Stealth FIN/Xmas/Null)
WANC 2 B2E{ Ping X ftt

oKl

Ay
ok
2

WIE T
ey URL ZE{

el Hotb

[= BEe

GARP T Hi%
ARP ZiAF ARP A7l
IP-MAC HfoIy

QHM|A H|H Source/Destination IP7[gF A A X|EtH

N v s wN =

Link backup?| timing modes= =& AlH

%04
One-to-OneNAT 12|11 ZE Eg|/{ze &
IKE v2& 71EE2] 2 EOf| A2t X|RIELC,
ER7206 2 VPN Z2[0|HEZTF 253 4 Lo |0 10702 VPN Mot AZE 4~ QUELICH
OpenVPN2 HAEE2| 2 EOf| A7t X|RIELIC
HOE TEE Y 2ok S A B 0| MEFX|ELCE

[SES] [y
ARP ZiAtS S A% BEOMRF KIRIELICE,



2 ER7206 (TL-ER7206)

QB gia
7Hkeh H[UHS®
st AT+ (Local User / Voucher® / SMS’ /
olg % ols e
Radius)
Qe BHIQ A AftH
ol TR M
Facebook’
AMH|A =M™ DNS (Dyndns, No-IP, Peanuthull, Comexe)
2 22| QIE{mo]A
HH 2
2Hay Export & Import Configuration
23| SNMP v1/v2c/v3®
Diagnostics (Ping & Traceroute)’
NTP
Synchronize’
Syslog Support
QIE KC, CE, FCC, RoHS
o7 K| A ER605 (TL—R605), ™2 O{FHE{, RJ-45 o[l 7|0, 2 HX| 7(0|=
AJAE QET Microsoft Windows 98SE, NT, 2000, XP, Vista™ & Windows
1 9| - - 7/8/8.1/10 MAC OS, NetWare, UNIX & Linux
A= 25:0°C-40°C (32°F - 104°F)
XS 51 HIL2E5: -40°C~-70°C (-40 °F - 158 °F)
e XS &5 10% — 90% H| 87 Al
HE &5 5% - 90% H| 82 Al

1. O Qs W HEED ZEo|MEHX|YELCH: ZHHSHH|AMS | HERX], SMS, Radius, Q& Z& M U Facebook.
2. SNMPv32 7HEZ2| BEO|AMTHX|KELICE

EEg
3. Diagnostics (Ping & Traceroute) 12|17 NTP Synchronize S5 A3 B E0f|A2FX|RELICEH
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ER7206 (TL-ER7206)

Omada 7|7tH|E VPN 2}2E

2 o
TL-SM311LS 7|7H|E SFP BE, A2 2L, LC QIE{T|0]A, Z|CH 20km |
TL-SM311LM 7|7HH|E SFP 2&, HE| ZE, LC QIE{m0[A, Z|cH 550m 72|
TL-SM321A 7|7HH|E WDM QtsE SFP B, A2 BC LC 4, TX: 1550 nm/RX: 1310 nm, 20 km
TL-SM321A-2 7|7HH|E WDM ke3E SFP 05, A2 D [C 4E{, TX: 1550 nm/RX: 1310 nm, 2 km
TL-SM321B 7|7HH|E WDM HESE SFP BE, 412 &, LC H4E|, TX: 1310 nm/RX: 1550 nm, 20 km
TL-SM321B-2 7|7HH|E WDM H5E SFP 05, A2 DT [C 4E{, TX: 1310 nm/RX: 1550 nm, 2 km




